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YBakaembin nonb3oBaTenb!

Cnacubo, 4to aoBepdeTe HaMm. Mbl Hageemcs, 4To aToT AOOKYMEHT NMOMOXEeT BaM B pa60Te N OTBETUT Ha
OOMbLUMHCTBO BO3HMKAIOLLINX BOMPOCOB.

BHumanwme! MNMpaBa Ha 3TOT AOKYMeHT aBnstoTca cobctBeHHOoCThIO AO "labopaTtopusa Kacnepckoro” (ganee Takke
"INlabopaTtopusa Kacnepckoro") n 3awmiieHbl 3akoHogaTtenscTBom Poccuiickon degeparmm o6 aBTOPCKOM npase u
MeXAyHapOoAHbIMU A0roBopamu. 3a He3aKkOHHOE KONUPOBaHME U pacnpocTpaHeHNe AOKYMEHTa U ero oTAesNbHbIX
YyacTeln HapyLWUTENb HECET rPaXKaaHCKy0, afMUHUCTPATUBHYHO UMW YTOMNOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUN C
NPMMEHNMbIM 3aKOHO4ATENBLCTBOM.

KonupoBaHue B no6oi dopme, pacnpocTpaHeHne, B TOM YKcCre B nepeBoe, Mobbix MaTepranos BO3MOXHbI
TONbKO C MMCbMEHHOro pa3peluexuns "flabopatopun Kacnepckoro".

[OKyMEHT 1 cBsi3aHHbIE C HUM rpadnyeckmne n3obpakeHnsa MoryT 6biTb UCNONBb30BaHbI TONbKO B
WMH(POPMALIMOHHBIX, HEKOMMEPYECKMX UMW NMNYHBIX LEnsX.

[okyMeHT MOXeT BbITb M3MeHeH 6e3 npeaBapuTENbLHOro YyBEAOMITEHUS.

3a cogepxaHue, Ka4ecTBO, akTyanbHOCTb U AOCTOBEPHOCTb UCMOMb3yeMbIX B JOKYMEHTe MaTtepuanos, npasa Ha
KOTOpble NMpuHaanexaT ApyruMm npasoobnagaTtensmM, a Takke 3a BO3MOXHbIN yLlepb, CBA3aHHbIV C
ncrnonb3oBaHMeM 3TMX MaTepuanos, "Jlabopatopusa Kacnepckoro" OTBETCTBEHHOCTU HE HeceT.

B aTOM OOKYyMeEHTe MCNonb3yTCA 3aperMcTpupoBaHHbIE TOBApHbLIE 3HAKMU U 3HAKM 0BCNy>XUBaHUS, KOTOpPbIE
SABNAOTCA COOCTBEHHOCTBIO COOTBETCTBYIOLLMX NpaBoobnagaTtenen.

Oata pegakuun gokymeHTta: 21.03.2023
© 2023 AO "NabopaTtopus Kacnepckoro"

https://www.kaspersky.ru
https://support.kaspersky.ru
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O nnaruHe Kaspersky ASAP onsa
Microsoft Outlook

C nomouubio nnarnHa obyyatowen nnatgopmbl Kaspersky Automated Security Awareness Platform (nanee takke
ASAP) ansa Microsoft® Outlook® nonb3oBateny MoryT oTmevaTb NOA03PUTESNbHbIE SNIEKTPOHHBIE NMUCbMA Kak
duwmHr. B obyyatowyto nnatopmy nepeaaroTcst CBeAeHUs 0 MMCbMax, OTMEYEHHbIX Nonb3oBaTenem, a camu
nMcbma MoryT ObITb NepeHanpaBeHbl No ykasaHHOMY agMUHUCTpaTopoM nnatdopmbl agpecy. MnaruH
ncnonb3yeTcs Npy NpoBedeHMn obyyarLwmx ULLNHIOBBIX KaMMaHWUNA.

HacTtpolika nnarnHa ocyllecTBnsieTcsi B Be0-uHTepdelice obyyatowen nnatdopme Kaspersky Automated Security
Awareness Platform nepea ckaunBaHmeM nnaruHa: hitps://support.kaspersky.com/ASAP/1.0/ru-RU/248607.htm.

MoapobHee 06 oby4vatowen nnatdopme Kaspersky Automated Security Awareness Platform cm. B oHnaiiH-
cnpaske: https://support.kaspersky.com/ASAP/1.0/ru-RU/210425.htm.

B aTtom pasgene
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KoMnnekT nocrtaBKu

B komnnekT noctaBkm Kaspersky Automated Security Awareness Platform Outlook Plugin Bxogut apxus
PhishingAlarmPlugin.zip, B KOTOpoOM yrnakoBaHbl crieayoLime dansnsi:

e settings.xml, ASAP_Outlook_Plugin.msi — ckpunTbl 1 nakeTbl ANS YCTaHOBKM;

asap_addin.admx, asap_addin.adm| — wiabnoH rpynnoBon NOMUTUKK;

nanka Installation_guide — MHCTpyKUUS NO yCTaHOBKE NNarvHa;

nanka EULA — nuueH3noHHoe cornatleHue;

legal_notices.txt — cBegeHMs o CTOPOHHEM Kode.

NMporpamMmmHbie TpeboBaHUA

MnaruvH Kaspersky Automated Security Awareness Platform Outlook Plugin npeaHasHaveH ans ycTaHOBKN B
onepauunoHHbIx cuctemax Windows® ansi cnegyowmx nporpaMmm:

e Outlook 2010 for Windows;
e Outlook 2013 for Windows;
e Outlook 2016 for Windows;
e Outlook 2019 for Windows.

O nnaeuHe Kaspersky ASAP dnsi Microsoft Outlook
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JIlnueHsnpoBaHue

B aTom pasgene cogepxutca nHdopmaumsa o nuueHsnpoBaHun nnarvHa Kaspersky Automated Security
Awareness Platform Outlook Plugin.

B atom pasgene
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O JIvueH3MOHHOM cornaweHum

JInueHsnoHHoe cornalueHne — aTo puandeckoe cornaweHne mexagy samm n AO "lNabopatopusa Kacnepckoro”, B
KOTOPOM yKa3aHO, Ha KaKkuX YCIOBMSIX Bbl MOXETE UCMOMb30BaTb NporpamMmy.

BHMMaTenbHO 03HAaKOMbTECH C YCNOBUSIMU JIMLLEH3UOHHOTO COrnalleHns nepes Havyanom pabdoTsbl C
nporpaMmon.

Bbl MOXXeTe 03HaKOMUTLCS C YCNOBUAMM JIMLLEH3UOHHOTO COrMaLLEHUs], NPOYNTaB AOKYMEHT
license_plugin_<asblk>.docx. ATOT JOKYMEHT BKMOYEH B KOMMNIEKT MOCTaBKN MporpamMmmbl.

Bbl npvHMMaeTe ycnosust JIULEH3NOHHOTO CornalleHusi, NoATBEPXKAasi CBOE cornacue ¢ TEKCTOM JIMLIEH3UOHHOro
cornalleHns Bo BpeMs yCTaHOBKM Nporpammbl. Ecnm Bbl He cornacHbl ¢ yCroBusiMu JIMLEH3MOHHOro cornatleHus,
Bbl IOJKHbI MPEPBaTh YCTAHOBKY MPOrpaMmMbl 1 HE JAOMKHbI UCMOSb30BaTh NPOrpamMmy.

O npepocTaBrieHUU OaHHbIX

[na npegocrasneHns nonb3oBaTensiMm BO3MOXHOCTM MHAPOPMUPOBATL COTPYAHUKOB MHPOPMAaLMOHHOM
6e3onacHoOCTV 0 MLIMHIOBLIX NcbMax, NnaruH Kaspersky Automated Security Awareness Platform Outlook
Plugin npuHumMaeT n obpabaTbiBaeT cneayroLlime gaHHbIe:

e MAeHTUdMKaATOP KOMMaHWK;
e NAEHTUPUKATOPbI MUCEM;
e OYTOBbIE afipeca Mnonb3oBaTenen.

YKasaHHble JaHHble nepegatoTcs ans obpaboTkm B obyyatowyto nnatgopmy Kaspersky Automated Security
Awareness Platform. MonyyeHHas nHpopmauus 3awwmiiaeTcs "Jlabopatopuent Kacnepckoro" B COOTBETCTBUM C
YCTaHOBMEHHLIMU 3aKOHOM TpebOBaHUSIMU U OENCTBYOLWMMY NpaBunamm "NMabopaTtopum Kacnepckoro”. [JaHHble
nepeaarTcs No 3awmdpoBaHHbIM KaHanam CBsi3u.

MoppobHee 06 06paboTke AaHHbIX NaTOPMON CM. B OHMarH-cripaBke Kaspersky Automated Security Awareness
Platform: https://support.kaspersky.com/ASAP/1.0/ru-RU/206873.htm

JluyeH3uposaHue
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YctaHoBKa Kaspersky ASAP Outlook
Plugin

MnarunH Kaspersky Automated Security Awareness Platform Outlook Plugin MOXHO ycTaHOBUTb Yepes rpynnoBbie
nonutmkun Active Directory® n Bpy4Hyto.

B atom pasgene
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YcTaHOBKa Yyepe3 rpynnoBbie NOJINTUKN

B aTom pasgene onucbiBaeTcs yctaHoBka Kaspersky Automated Security Awareness Platform Outlook Plugin
Yyepes rpynnosbie nonutukn Microsoft Active Directory.

B atom pasgene
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MpeaBapuTenbHbie yCroBuUs

Mepen yctaHoskon Kaspersky Automated Security Awareness Platform ¢ nomolbto rpynnoBbelix nonutuk Active
Directory pasamecTute ykasaHHble HWXe dannbl 3 KOMNeKTa NocTaBky Mo creayowmnm nyTaMm:

e LlabnoH rpynnoBow nonutukm asap_addin.admx pasmecTute Ha MalwnHe agMUHUCTPaTopa B nanke
C:/Windows/PolicyDefinitions.

e  dann nokanusauun WwabnoHa nnarnHa asap_addin.adml pasmecTuTe Ha MallMHE agMUHUCTpaTopa B
nanke C:/Windows/PolicyDefinitions/en-US.

e ®ann yctaHoswumka nnarnHa ASAP_Outlook_Plugin.msi pasmectuTte B 4OCTYNHOM A BCEX
nonb3oBaTenen opraHn3aLUum ceTeBOM NPOCTPaHCTBe.

YcmaHoeka Kaspersky ASAP Outlook Plugin
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YcTtaHoBKa nnaruHa

Mepen yctaHoBkow nnarvHa Kaspersky Automated Security Awareness Platform Outlook Plugin y6eautecs,
YTO BhINOSIHEHbI BCE NpeaBapuTernbHble ycrnoBus (Ha cTp. 6).

» 4Ymobsl ycmaHosums Kaspersky Automated Security Awareness Platform Outlook Plugin Ha

MalWwUuHbl rosns3o8ameriel ¢ MoMowbro 2pyrnnossix nonumuk Active Directory:

1. CospganTte B koHconu Group Policy Management o6bekT rpynnoBoi NOAnNTUKK:

a. Ortkponte koHconb Group Policy Management, HaxxaB kombuHauuio knasvw WIN+R v BbINONHWB
criefiyloLyto KomaHay:

gpmc .msc

b. B pasgene Domains Hangute JOMEH, ANs KOTOPOro HeobxoaMMo [o6aBUTL NOMUTUKY, HAXKMUTE Ha
Hero npaBowv KHOMKOM MbIwn 1 Bblbepute Create a GPO in this domain, and Link it here.

OTkpoeTCcs OKHO co3aaHus ob6bekTa rpynnoBow NOMNTUKN.
c. BbibepuTte Ha3BaHMe ana obbekTa rpynnoBon NONUTMKM U Haxkmute OK.
Co3pgaHHbIN 06BEKT rpynnoBON NONUTUKM ByaeT oTobpaxaTtbca B pasgene Domain.

2. Haxmute npaBow KHOMKOW MbILLM HA TONBbKO YTO CO3[4aHHbIN OOBEKT rpynnoBON NOMUTUKM U BbibepuTe
Edit.

OTKpoeTCH OKHO pedakTupoBaHusa 06beKTa rpynnoBON NOIUTUKN.
3. [HobaBbTe B 06bEKT rpynmnoBov NOANTUKN NYTb K hanny ycTaHOBLUMKA NnaruHa:

a. HaxmuTe npaBon kHonkown mMblwn Ha pa3gen Computer Configuration — Policies — Software
Settings — Software Installation n Bbibepute New — Package.

b. B otkpbiBwemcs okHe ykaxute UNC-nyTb, o KoTopomy Bbl pasmectunu MSI-dain yctaHoBLwmka
nnarvHa.

Mpumep: \\server\Packages\ASAP Outlook Plugin.msi

YCTaHOBLLUVMK JOMKEH ObITh AOOCTyneH AnAa Bcex MalluH, Ha KOTOpble MiaHNpyeTcda YCTaHOBUTb
nnarunH.

c. B oTtkpbiBemcs okHe Deploy Software B kayectBe MeToda pa3BepTbiBaHUA Bbibepute Assigned u
HaxmuTe OK.

B npaBoﬁ 4YacCTu 3KpaHa napamMeTpoB obbekTa rpyr|r|030|7| NOJTINTUKN 0T06pa3I/ITCF| Ha3BaHMe yCTaHOBLUMKa
nnarnHa.

4. HacTtponte NonuTKKy NnaruHa BHyTpy obbekTa rpynnoBoOn NOAUTUKK:

a. B neon yacTtn okHa BbiGepuTe paszgen Computer Configuration — Policies — Administrative
Templates — Kaspersky ASAP Outlook Plugin, a B npaBon 4actu okHa HaxmuTte Configure ASAP
Plugin settings — Edit policy setting.

OTKpoeTcs pasfen ¢ napameTpamy NONUTUKX NiaruHa.
b. W3MmeHuTe napameTpbl NOAUTUKA NNarvHa:

e  BkntouuTe NonuTKKy NnaruHa, BbiGpaB B BEPXHEM NIEBOM Yy OkHa NyHKT Enabled.

YcmaHoeka Kaspersky ASAP Outlook Plugin
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e [pumuTe ycrnoBusi NULEH3NOHHOIO cornalleHus, Belbpas B pasgene Options dnaxok | confirm
that | have fully read, understand, and accept the terms and conditions of this End User
License Agreement.

C TekcTOM NONb30BaTENBbCKOro CornalleHms MOXXHO 03HaKOMUTLCS B dpanne
license_plugin_<asblk>.docx, KOTOPbIA BXOAMT B KOMMMEKT NOCTaBKM NnarvHa.

e C nomoLbio packpbiBaloLLErocs cnucke Bolbepute a3blk MHTEpPAdenca, Ha KoTopom byaeT
YyCTaHOBIEH NnarvH.

c. CoxpaHute napameTpsbl, HaxaB OK.
OkHO NapamMeTpoB 3aKpoeTcs.
MonuTrka nnarmHa obbekTa rpynnoBOv NONUTMKM HACTPOeHa.
5. 3akponte okHO NnapamMeTpoB 0ObEKTA rPYMNMNOBON MOMUTUKN.

6. YkaxuTe Ansg obbekTa rpynmnoBov NONUTMKM NONb30OBaTeNen UM rpynnbl Nonb3oBaTenemn, Ans KOTOpbIX
OHa JOMmKHa OencTBOBaTh:

a. B obGbekTte rpynnoBor nonuTukK B pasgene Security Filtering ¢ nomoulbto kHonkn Add BbiGepute
KOMMNbIOTEPhI, HA KOTOPbIX AOMKEH ObITb YCTAHOBMEH NNaruH.

b. Korga Bce KOMNblOTEPbI YKa3aHbl, HaxMuTe OK.

7. TpyMeHWTEe CO34aHHY0 NOSUTUKY, HaXaB Ha CO3[4aHHbIN OOBbEKT rPyNMnoOBON NOMNTUKM U BbiOpaB
Enforced.

MonuTnka cosgaHa, HacTpoeHa u npumeHeHa. B cnegytowmn pas, korga ykasaHHble B MOMAUTUKE KOMMbOTEPbI
OyayT nepesarpyxeHbl, Ha HUX ByaeT yctaHoBneH nnarvH Kaspersky Automated Security Awareness Platform
Outlook Plugin.

YcmaHoeka Kaspersky ASAP Outlook Plugin
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YcTaHOBKa BPY4HYIO

» Umobkl ycmaHosumeb nnasuH Kaspersky Automated Security Awareness Platform Outlook Plugin Ha
KOMIIbomepe rosib3osamerieli 8pYYHYIHO:

1. TllepeHecuTe Ha KOMMbLIOTEP NOMb30OBATENS, ANS KOTOPOro HY)XXHO YCTaHOBWTL NMarvH, cregyowme dannsoi
13 KOMMIEeKTa NOCTaBKu:
e ASAP_Outlook_Plugin.msi
e settings.xml
e license_plugin_<s3blK NMLEH3NOHHOIO cornatlieHms>.docx
2. 3anyctuTe yCTaHOBKY, BbINOMHMB B Nanke ¢ nepeHeceHHbIM1 dannamu cregyoLlyo KOMaHay:

msiexec.exe /i ASAP Outlook Plugin.msi /L*V <uasBaHue Oamyia, B KOTOPEIL
OyIoeT OucaTbCd XypHaJl yCTaHOBKM> LNG=<d43BIK yCTaHOBKM IIJIaT'MHA: rU
(pyccxkmuyt) mnm en (aHTauMmckuii) > EULA=<ykasaB 3HAaueHMe 1 BH CcoOIJlallaeTeChb
C JIMLEH3MOHHEIM COIJlalleHVeM>

Mpumep: msiexec.exe /i ASAP Outlook Plugin.msi /L*V log LNG=ru EULA=1

3anyckas yctaHOBKy ¢ napameTpom EULA=1 Bbl nogTBepXgaeTe, YTo NpoYnTany nmueH3MoHHOe
cornalleHue n cornawlaeTech ¢ ero ycrnosuammn. C TeKCTOM NULEH3MOHHOIO COrMnalleHns MOXHO
o3HakoMuTbes B doanne license_plugin_<asblk>.docXx, KOTOPbIA BXOAUT B KOMMEKT NOCTaBKM nnarnHa
(cm. pasgen "KomnnekT noctaBku" Ha cTp. 4).

[onyckaeTcs 3anyckaTb YCTaHOBKY C Heobsa3aTtenbHbiM napameTpom SettingsFile, B koTopoM MOXHO
yKkasaTb Ha3BaHue xml-cparina ¢ napameTpamum yctaHoBKWU. Ecnu He 3agaBaTb 3TOT napameTp, no
YMOM4YaHuIo Npu ycTaHoBke ByayT ncnonb3oBaTbCA NapameTpbl, yka3aHHble B channe settings.xml.

MapameTp "/L*V <uazBaHue ¢aijia, B KOTOPHIM OyIeT NMUCATbLCH XypPHAaJ
ycTanoBku>" HeobsA3aTeneH.

Mo 3aBepLueHnn yctaHoBkM nnaruH 6yaet nobasneH B Microsoft Outlook.

YcmaHoeka Kaspersky ASAP Outlook Plugin
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YaaneHune Kaspersky ASAP Outlook
Plugin

Cnocob ynaneHus nnarnHa Kaspersky Automated Security Awareness Platform Outlook Plugin 3aBucut ot
cnocoba, KOTOpbIM MarvH GbIn yCTaHOBNEH.

B atom pasgene
YpaneHue nnarnHa, yCTaHOBMEHHOMO HYEPE3 MPYMMOBBIE MOMUTUKM ... ...uvvrieereeeieaiiieeereaeeesaanereeeeeaeessanneneeees 10
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YpaneHve nnaruHa, YCTAHOBJIEHHOIo 4Yepes3 rpynnoBblie
NOJINTUKU

» Umobnkl ydanums Kaspersky Automated Security Awareness Platform Outlook Plugin ¢ mawuH
rnosib3osamesieli ¢ MOMOWbIO 2PYroabiX MoUMUK:

1. Ortkpomte koHconb Group Policy Management, HaxxaB komOuHaumto knasuw WIN+R 1 BbINONMHUB KOMaHAY
gpmc .msc.

2. B pasgene Domains HanguTte co3gaHHbI AN nnarmHa 06bEeKT rpynnoBon NONUTUKU, HAXXMUTE Ha HEro
npaBoK KHOMKOW MbIlK U BbiOepuTe Edit.

OTKpOGTCFI OKHO nNapamMeTpoB o6bekTa prI'IﬂOBOVI NOJINTUKWN.

3. B pasgene Computer Configuration — Policies — Software B npaBon 4acTy OKHa HaXXMUTE NpaBom
kHornkow mblwmn Kaspersky ASAP Outlook Plugin u Beibepute All tasks — Remove.

N3 obbekTa rpynnoBoit nonutukv ByaeT yaaneH nyTb k dhainy ycTaHoBLUMKA.

4. B pasgene Computer Configuration — Policies — Administrative Templates — Kaspersky ASAP
Outlook Plugin oTkpoWiTe OKHO napameTpoB rpynnoBOW NONUTUKN.

5. TllepekntoyaTenb B NIEBOK BEPXHEN YacTn OkHa nocTaBbTe B nonoxeHne Not configured nnu Disabled, a
3aTeM COXpaHUTE U3MEHEHME NapaMeTpPoB.

lMocne NnpMMeHeHns NOMUTUKM Ha KOMMblOTepax nonb3osatenen nnaruH Kaspersky Automated Security
Awareness Platform Outlook Plugin 6ygeT yoaneH.

MakeT C yCTaHOBLLMKOM, a Takke dawnbl NoNMTUK HeoOXoaAMMO yaanuTb OTAENBHO U3 TEX NanokK, Kyaa OHK
ObInn gobasneHbl nepes ycTaHOBKOW nnarvHa (cMm. pa3gen "lMpegsaputenbHble yecnosusa" Ha cTp. 6).

YpaneHuve nnarnHa, yCTaHOBNEHHOro BPY4HYHO

YpaneHue nnarnHa npoucxoamT ¢ MOMOLLLIO CTaHAapTHBIX cpeacTs yaaneHusa nporpamm Windows.

YdaneHue Kaspersky ASAP Outlook Plugin
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UHdopmauma o cTOpoHHEM Koae

MHdopmaLma o CTOpoHHEM kofe copepxutca B dpanne legal_notices.txt, Bxogdaiiem B KOMNNEKT NOCTaBKM
nnarunHa.

UHgbopmayusi o cmopoHHeM Kode
11



lkaspersky

YBeaoOMneHua o ToOBapHbIX 3HaKax

3apeFI/ICTpI/IpOBaHHbIe TOBApPHbIE 3HAKN N 3HAKN O6CJ'Iy)KVIBaHI/IF| ABNAOTCA COOCTBEHHOCTbLIO UX
npaBoobnagarenen.

Microsoft, Active Directory, Outlook, Windows sBNSi0TCA TOBapHbIMW 3HakamMm rpynnsl komnadun Microsoft.

YeedomrieHusi 0 mosapHbIX 3HaKax
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