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Cnpaska Kaspersky loT Secure Gateway 1000

Y10 HOBOIrO

Secure Gateway 1000.

AnnapaTHble 1 NporpaMmHble Tpe6oBaHUs

[poBepbTe Tpebosarua k Kaspersky loT Secure Gateway
1000 1 K KOMNOHEHTaM CUCTEMBI.

Hauano pa6otbl

Kak nopkntountbcs k BeG-mHTepdeiicy Kaspersky lol
Secure Gateway 1000.

Kak HacTpouTb Kaspersky loT Secure Gateway 1000 ang
Havana paboTbl.

Kak HacTpounTb AOCTYN 13 BHELUHEN CeTU K YCTROWCTBaM
BHYTREHHE ceTu.

Kak HacTpouTb napameTpbl Kaspersky lol Secure
Gateway 1000.

MoHuTopuHr

Kak npocmoTpeTh cBOAHYIO MHDOPMALIMIO O COCTOSHUN
Kaspersky lol Secure Gateway 1000.

Kak npocmoTpeTb XypHanbl cobeituii ayauta Kaspersky.
loT Secure Gateway 1000.

Kak ckayaTb xypHan cCoOBbITUA NPUAOKEHWI,
ycTaHoBneHHbix B Kaspersky loT Secure Gateway 1000.

Kak npocmoTpeTb cobbituga Kaspersky lol Secure
Gateway 1000 yepes Kaspersky Security Center 14.2
Web Console.

(@)

O6HoBneHne

YI'IpaBHeHI/Ie npuioXxeHnamn

Kak ckavatb, yCTaHOBUTb, 3aMyCTUTb, OCTaHOBUTb, HACTROUTb

Security Center 14.2 Web Console.

YnpaeneHvie MapLipyTU3aLmen Mexay npuiokeHsIMn B
Kaspersky Security Center 14.2 Web Console.

OCHOBHbIE BO3MOXHOCTU

Kak HacTpounTb hyHKLMIO MackapaavHra.

Kak HacTpouTb anpecHyto TpaHcnguuio yepes Kaspersky.
Security Center 14.2 Web Console

Kak HacTpouTb MapLUpyTU3aLuIO.

Kak HacTpouTb MapLipyTusaLuio Yepes Kaspersky Security,
Center 14.2 Web Console.

YnpaBneHue ceTeBbiM 9KPaHOM.

,D,OI'IOHHI/ITeﬂ bHbl€ BO3BMOXXHOCTU

YnpaBneHve y4eTHbiMU 3anucamu B Kaspersky lol Secure
Gateway 1000.

Kak npocMoTpeTh CTpaHuLly AVarHOCTUKW HEVICIRABHOCTEN.

Kak nepesarpyautb Kaspersky loT Secure Gateway 1000.




O Kaspersky loT Secure Gateway 1000

Kaspersky loT Secure Gateway 1000 (nanee Takxe "cuctema”) npeacTaBnsieT Cobo KNUBEPVMMYHHYIO CUCTEMY Ha
Ha3e onepaumoHHol cucTembl KasperskyOS ¢ npensaputensHO HacTPOeHHBIM HabopOoM NPUKIagHOro
nporpammvHoro obecneueHus. Kaspersky loT Secure Gateway 1000 ycTaHaBnmBaeTcs Ha BCTpanBaeMbli
komnbtoTep mogenu Kraftway Py6ex-H v npegHasHaveHa ons paboThl B kayecTBe 6e3onacHoro wntosa ViHtepHeTa
Bewel (Internet of Things) B ceTn opraHusaumm.

Kaspersky loT Secure Gateway 1000 BbinonHseT cnenytoLime GyHKLAN:

* [lonyyaeT, npoBepsieT 1 pacnpenenseT CoobLLEeHNs AaTUYNKOB 1 OPYrX YCTPONCTB, NepefaBaemMble no
npotokony MQTT.

e PeructpupyeT cobbiTUs ayamTa CETEBOro akpaHa 1 ayamTa onepaLioHHOM CUCTEMBI.

ObecneunBaeT kKnbepbe30nacHOCTb YCTPONCTBA.

e BnokupyeT unm paspetuaeT Tpaduik oT IP-agpecos yCTpoNCTB B COOTBETCTBUM C NpaBuiamy CETEBOro akpaHa.

MoxeT paboTaTb B kauecTBe DHCP-cepBepa 1 npeobpasosaTtens cetesbix agpecos (NAT).

Kaspersky loT Secure Gateway 1000 nocTaBnseTcs ¢ npefnycTaHoBMeHHbIM NpunoxeHnem Kaspersky loT Secure
Gateway Network Protector, koTopoe obecneunBaeT PpyHKLIMOHaAN CETEBOro aKpaHa Ha YPOBHE MPOMBbILLEHHbIX
MPOTOKONOB. [PUNOXKEHVE MOXET KOHTPONMPOBaTb 1 PUNLTPOBaTb CETEBON TpadK MPOMbILLIEHHBIX MPOTOKOMOB
oT IP-appecoB B COOTBETCTBIM C NMpaBUiaMy aHanmsa CooePXKMMOro CETEBbIX MakeToOB, CO34aBas 3anpeLLatoLLe
npasuna ans IP-agpecos. MNpaBuna aHannsa coaep>XnMoro CeTeBbIX NakeToB NocTaBnstoTCs B komrnekTe Kaspersky
loT Secure Gateway 1000. Takxe npunoxeHve No3BoONSeT CoO3naBaTb 1 MPUMEHSTL paspeLuatoLLe npasuna ois
npoxoxaeHns Tpaduka oT KOHKPETHbIX IP-agpecos.

Bbl moxeTe ynpasnatb Kaspersky loT Secure Gateway 1000 yepes nokasnbHbli BE6-MHTERMENC 1N yaaneHHO ¢
nomolLLbto Beb-nnarnHa ana Kaspersky Security Center 14.2 Web Console.

KomMnnekT nocTaBku

B komnnekT nocTasku Kaspersky loT Secure Gateway 1000 BxoasT cnegytowive daiinbi:

* YcTaHoBOUHbI 06pas Kaspersky loT Secure Gateway 1000 (6€3 KOHTPOIbHBIX CYMM), MOOLEPXKNBAIOLLAIA
YCTaHOBKY ABYX TUMOB CETEBOro ycTpolicTBa. Obpa3s 3anmcaH Ha YCTaHOBOYHbIM HOCUTENb, Hanpumep, USB-
HakonuTernb.

Kaspersky loT Secure Gateway 1000 nocTaensgeTcs ¢ npenycTaHoBNeHHbIM NpunoxeHnem Kaspersky loT Secure
Gateway Network Protector.

e Apxue c dalinamu oas bopmMmnpoBaHna ycTaHoBouHoro obpasa Kaspersky loT Secure Gateway 1000. ®aiin
apxvBa umeeT nMs Buaa kisg_netprotector_<tun ceteBoro ycTpoiicTsa>_release_install_<Homep Bepcum
CcUCTeMbI>_ru_entar.gz, roe <Tun CeTeBoro yCTpolicTBa> MOXeT ObiTb diode ang ooHoHanpaBneHHOro LWo3a
U router Ons ceTeBOro poyTepa, <HOMEpP BEPCUM CUCTEMbI> UMEET BUL, YEThIPEX PasaeNieHHbIX TOUKamm
OEeCAaTNYHbIX Yncen, Hanpuvep: 1.2.3.4.

e Apxug c darinamn ytunuThl flasher gna dopmmnposaHns yctaHoBouHoro obpasa Kaspersky lol Secure Gateway
1000. ®aiin apxuBa nmeeT nma Buga kisg_flasher_<Homep Bepcum cuctemMbl>_ru_en.tar.gz, roe <HoMep Bepcum
CUCTEMbI> IMEET BUL, YETbIPEX Pa3AeNeHHbIX TOUKaMN AECATUYHBIX Yncen, Hanpumvep: 1.2.3.4.

e ApXVB C yCTaHOBOUYHbIM 0Bpasom Beb-nnarvHa ons Kaspersky Security Center 14.2 Web Console n daiinom
nognvicy: WEB_Plugin_KISG_<Homep Bepcumn cnuctems>.zip.
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e Qalinbl cepTnd1KaTOB:
e TlIsClientAdmin.p12 — apxuB, KOTOPbI COLEPXUT cepTUdUKAT adMUHICTPATOPAa U ero 3aKPbIThIA KoY.
e TlsClientUser.p12 — apxuB, KOTOpPbI COQEPXKUT CepTUdUKAT NONb30BATENS U €ro 3aKPbITbIA KoY.

e CaCert.crt — KopHeBoOI1 cepTUdUKaT, KOTOPbLIM NMOAMNCAHbI CePTUdMKaTLI aAMUHCTPAaTOPA 1 Nosb3oBaTenNs.

MNpenocTaBnsgemMble Mo yMonuaHuio daiinbl cepTUdrKaToB MOy T UCMONb30BaThCS TOMLKO A5 MEPBOrO
NOAKIIOYEHNS K BEB-MHTERMENCY, MOCIE KOTOPOro agMUHUCTPATOPY HEOBXOANMO OBHOBUTL CERTUDVIKATDI.

* OHnaiiH-cnpaska.
* PyKOBOLCTBO MO aKCMnyaTauum.
e [TpunoxeHne Kk opMynapy C KOHTPObHBIMY CyMMamMu ycTaHoBneHHoro Kaspersky loT Secure Gateway 1000.

* JlnueHsnonHble cornawwenus (End User License Agreement) Be6-nnaruvHa ons Kaspersky Security Center 14.2
Web Console v npunoxeruns Kaspersky loT Secure Gateway Network Protector.

MonuTuka KoHPuaeHumansHocTu (Privacy Policy) npunoxeruns Kaspersky loT Secure Gateway Network
Protector.

e Daiinbl ¢ HPopmaLmeln o ctopoHHeM kofe (Legal Notices) ons Kaspersky loT Secure Gateway 1000 u
npunoxeHuns Kaspersky loT Secure Gateway Network Protector.

NHdopmaums o Bepcun (Release Notes) Kaspersky loT Secure Gateway 1000 v npunoxeruns Kaspersky loT
Secure Gateway Network Protector.

AnnapaTHble 1 NporpamMmMHble TpeboBaHNS

USB-pasbembl BcTpansaemoro komnbtotepa Kraftway Py6exx-H MoryT 6biTb MCnonb30BaHbl TONbKO As
MOAK/OYEHMS KITaBMaTypbl 1 MbILL NPy MepBOHaYanbHon HacTpolike Kaspersky lol Secure Gateway 1000 vnn
3arpy3ouHoro USB mpu ycTaHoBke Kaspersky ol Secure Gateway 1000. [NogkntoueHve ppyrx yCTPONCTB K
BCTpavBaeMbIM KoMMbtoTepam Yepesd USB-pasbembl He MpedyCMOTPEHO.

TpeboBaHus k Kaspersky loT Secure Gateway 1000 n annapaTHoii nnatdopme

CucTema Kaspersky loT Secure Gateway 1000 moxeT 6bITb yCTaHOBMIEHA TONBbKO Ha BCTParBaeMblli KOMMbIOTEP
mopenu Kraftway Py6ex-H.

MonkntoueHre k Be6-nHTepdeiicy Kaspersky loT Secure Gateway 1000 ocyLiecTBnseTcs ¢ koMmnbtoTepa
agMUHMCTPaTopa CceTn Uin nonb3oBaTeny.

KoppekTHas paboTa Beb-nHTepdelica CUCTEMbI FaPaHTUPYETCS MNPY UCMONb30BaHUN CredyoLmx bpay3epos:
* Google™ Chrome™ Bepcun 120 u BbiLLe.

* Mozilla™ Firefox™ Bepcun 120 v Bbiwe.



TpeboBaHus k komnoHeHTaMm Kaspersky Security Center

[Ona nopkntoueHus k Kaspersky loT Secure Gateway 1000 uepes Kaspersky Security Center 14.2 Web Console B
NOKanbHOW CeTu opraHn3aummn fomxHa bbiTb ycTaHoBreHa nporpammva Kaspersky Security Center Bepcun 14.2.

[Ona paboTbl Kaspersky loT Secure Gateway 1000 TpebytoTcs cnepytolume komnoHeHTbl Kaspersky Security Center:
* Cepsep aomuHucTpuposaHus Kaspersky Security Center 14.2.

e Kaspersky Security Center 14.2 Web Console.

Kaspersky Security Center n Kaspersky Security Center 14.2 Web Console He nocTaBnsioTcs B KOMMnekTe
nocTtasku Kaspersky loT Secure Gateway 1000, nx TpebyeTcs yCTaHOBUTb OTAENBHO.

CepeHus 06 ycTaHoBke komrnoHeHToB Kaspersky Security Center cm. B oHnaliH-crnpaske Kaspersky Security
Center.

Tnnosas cxema pasBepTbiBaHUg Kaspersky loT Secure Gateway 1000

Tunoas cxema pasBepTbiBaHNs Kaspersky loT Secure Gateway 1000 npegnonaraeT ycTaHOBKY CUCTEMbI Ha
rpaHuLLe CErMeHTOB CeTel, UToBbl NPenoCTaBnTh BO3MOXHOCTb 3aAaTh Habop npasun unbTpaumn Tpaduika.
AOMUHACTPATOP MOXET YMNPaBnsiTe CUCTEMON 1 CNeduTb 3a ee COCTOSIHUEM U3 BHY TPEHHEN ceTn Yepes Beb-
nHTepdetric Kaspersky loT Secure Gateway 1000 1 ¢ nomoLubio Beb-nnaruHa Kaspersky Security Center 14.2 Web
Console.

OcHoBHble cueHapumn obecneunBatoT paboTy Kaspersky loT Secure Gateway 1000 B kauecTBe TUMNOB CETEBOrO
YCTPOWCTBA OAHOHAMPABAEHHBIV LLTIO3 N CETEBOU poyTep.

TvnoBas cxema pa3BepTbiBaHVIA 4719 TUNA YCTPONCTBA OQHOHAMNPAaBNEHHbIN LLMO3

TunoBas cxema pa3ssepThiBaHus Kaspersky loT Secure Gateway 1000 B kauecTBe Tuna ycTpolicTBa
OfHOHaMpPaBAeHHbIN W3 (CM. pUC. HYXXE) MpeanonaraeT cneayoLlee:

1. YeTpolicTBo npeacTasnsieT coboi MporpaMMHbIi OfHOHANPaBAEHHbIN LLIO3.
2. CeTeBble CTeKW, OTHOCSLUMECS K BHYTPEHHE 1 BHELLHEeN CeTaM, pasaeneHbl Ha YpOoBHe NpoLIeCCOoB.

3. [Nepepava faHHbIX Mexay BHY TPEHHE 1 BHELLHEW CEeTIMN BO3MOXHA TOJbKO Yepes creLmarbHbIA MporpaMMHbIi
nHTepderic MessageConsumer.

OH obecneurBaeT ofHOHaMNpaBNeHHYIO Nepeaayvy TenemeTpuieckorn nHbopmaumm (MPOMBbILLNEHHbIX
MPOTOKOMOB) N3 BHYTPEHHEN ceTu K MHPOPMALMOHHBIM CUCTEMaM BO BHeLLUHe ceTu. [ins obecneveHns
KoHbUOEeHUManbHOCTY NepeaaBaemMoin nHdopmaLmmn ncnonbayeTcs npotokon TLS.

MporpammHbii HTepdelic MessageConsumer peann3oBaH B CeOyIOLLX MPUNOXEHUSX:
* Message Sender ons 06paboTkn Tpaduka N3 BHyTPEHHeN ceTu;
* Message Receiver nns obpaboTku Tpadrika BO BHELLHEN CETU.
4. MpunoxeHne Message Sender nogkMoYeHO K BHYTPEHHE CETW.

5. Mpunoxerne Kaspersky loT Secure Gateway Network Protector moaxtoueHo TOMbKO K BHYTPEHHEN CeTu.

10



Kaspersky
Oatuukm KoHTponnep gatunkos loT Secure Gateway

""" BHYTPEHHSS CE8Th o BHELWHsIs ceTh
""" Tpaduk MQTT, HTTPS

KoHseprauwa s

MpoMmblLNeHHbIE
nNpOTOKOMbI BEPXHEYPOBHEBLIE | TLS 1 ppyrux MQTT
o VHpopmaLnoHHas
fipoTorent! NpoTOKONOB TLS hopmaL
cuctema

Viodbus MQTT, HTTPS HTTPS
BACnet

DNP3

MMS

OMRON-FINS

ENIP/CIP

TriStation T4T
S7comm

Kaspersky Security Center
.

ABMUHUCTPATOP

MHUMAEHTOB

TunoBas cxema pasBepTbiBaHus Kaspersky loT Secure Gateway 1000 ons Tvna ceTeBoro ycTpoicTea ogHOHaNpPaBneHHbI LMo3

TvnoBas cxema pa3BepTbiBaHWS 19 TUMa YCTPONCTBa CETEBOWN poyTep

TunoBas cxema pasBepTbiBaHus Kaspersky loT Secure Gateway 1000 B kayecTBe Tuna yCTPONCTBa CETEBOW poyTep
(cm. pyc. HUXE) MpeanonaraeT crenyoLlee:

1. YeTpolicTBO NpefcTaBnsgeT coboi CETEBOW MapLUpy T3aTop.

2. EQnHbIi ceTeBOI CTeK OTBEYaeT 3a MapLUpyTH3aLmio Tpadrka Mexay ceTeBbiMU MHTepdencamm 1
obecneunBaeT BO3MOXHOCTb UCMOMb30BaTb Ans nepenaqn coobeHnii MQTT-6pokep (Eclipse Mosquitto™),
paboTaloLLMiA BO BHYTPEHHEN 1 BHELLHEN CeTHX.

3. Mpunoxerne Kaspersky lol Secure Gateway Network Protector noaxtoueHo Ko BHELLHE 11 BHY TPEHHEN CEeTSIM.

Kaspersky
loT Secure Gateway

CeTb npeanpuaTns

BHyTpeHHsS CeTb —_— BHeLHaa ceTb Tit
Tpaduk MQTT, HTTPS
| TLS n Apyrx MQTT .
NPOTOKOMNOB TLS Kaspersky Security Center
HTTPS UE‘)—TL‘EFI/IBUEEHHSE
ynpasneHue u
MOHUTOPUHI
UHLUAEHTOB
ApmuHucTpaTop WNHdopmavunonHas

cuctema

Tunosas cxema pasBepTbiBaHus Kaspersky loT Secure Gateway 1000 ons Tvna ceTeBoro ycTpoicTsa ceTeBoli poyTep

[NopcuncTtembl Kaspersky lol Secure Gateway 1000

Kaspersky loT Secure Gateway 1000 BkntouaeT B cebsl NOACUCTEMbI, KOTOPblE 0becrneurBaeT paboTy ee
dyHkuUmoHana. Kaxxaas nogcucTema CoCTONT U3 KOMITOHEHTOB, KOTopble 06ecrneyrBatoT BbiNOMHEHWE OTAENbHbIX

dyHkumin Kaspersky loT Secure Gateway 1000.
Kaspersky loT Secure Gateway 1000 BkntouaeT crnegytoLime NnoagcUCTEMbI:
* [logcvicTema obLLmx KOMITOHEHTOB BKIKOUYaEeT S0p0 MUKPOSAEPHON onepaLumoHHol cuctemsl KasperskyOS,
npeocTasngdrouiee MMHMManbHYyO CIDYHKLI,VIOHaJ'IbHOCTb, BKJItOYa4d nnaHnpoBaHne NCnoJIHEHUSA NMporpamMmm,

ynpasneHne namMmaTbio 1 BBOLOM-BbIBOOOM, @ Tak>Xe obecneunBaeT 1 KOHTpOnpyeT B3aMMOENCTBIE BCEX
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MPOLIECCOB 1 KOMMOHEHTOB CUCTEMbI, COQEPXMNT NONMUTVKN Ge30MacHOCTU 1 obecrneyrBaeT 3arpy3Kky
ONHaMUYecKM BrbnmnoTek.

* [IpariBepbi obecnevnBaloT B3aMOAecTBMe onepaumorHHoi cuctemsl KasperskyOS ¢ pazbemamu,
yCTpoWCcTBaMu 1 niatamu annapaTHoli nnatdopmb.

o QavinoBasi cyicTeMa COQEPXUT HaBop NCTONHSEMbIX daiinos, BubanoTek 1 ¢ainos oNMcaHNiA, MO3BONSIOLLX
ncnonb3oBaTh GalinoBble CUCTEMbI /1N CETEBOW CTEK, BbIHECEHHbIE B 0TAenNbHbIM npouecc VFS (Virtual File
System, pyc. BupTyanbHas dainosas cuctema). lNogpobHoe onncanve VFS npeactasneHo B cnpaske
KasperskyOS Community Edition.

* BootControl obecneuvBaeT ynpaeneHue npoueccamm 3arpyskm Kaspersky lolT Secure Gateway 1000.

e WebServer obecneurBaeT paboTy Beb-nHTepdelica Kaspersky IoT Secure Gateway 1000 v dhyHKLIMIOHaNa
ayTeHTMhUKaLMM aaMYHCTRATOPRAa U NoNb30BaTeNd.

* /dsProxy obecneunBaeT B3anmonelicTeme ¢ npuioxeHnem Kaspersky loT Secure Gateway Network Protector
nony4YeHve yBeLOMIEHUI OT HEro.

e ApplicationsPlatform obecneunBaeT yOpaBneHne NpUIOKEHNAMY, B TOM YNCIE CKaunBaHVe, yCTaHOBKY U
yLaneHvie npunoXeHuii, a Takxke paboTy ¢ cepTudrkaTamm 1 pa3peLLeHSMIA.

e Notifiers obecneunBaeT oTnpRaBKy cobbiTuii Kaspersky loT Secure Gateway 1000 no npoTokony MQTT

e Troubleshooting obecneunBaeT paboTy yTunut guarHoctiku Kaspersky loT Secure Gateway 1000 v BoiBOAUT
NHbOPMaLMIO O pesynbTaTax AMarHOCTUKIN Ha CTPAHMLLE ANarHOCTUKN HEUCNRABHOCTEN.

e Kaspersky Security Center (nnarvH) obecneunBaeT LieHTpann3oBaHHoe ynpaeneHve Kaspersky loT Secure
Gateway 1000 uepes Kaspersky Security Center 14.2 Web Console.

e Update obecneunBaeT obHoBneHve Kaspersky loT Secure Gateway 1000, B TOM uncre ckadnBaHme, MPOBEPKY 1
yCTaHOBKY OBHOBEHWIA.

e NetworkManagement obecneurBaeT ynpaBneHne 1 paboTy BHYTREHHEN 1 BHELUHEN CETY (B TOM YnCIE C
NCMOMb30BaHEM COTOBOIO COELMHEHVS Yepes MOOEM), CETEBOro akpaHa, a Takxe padoty DHCP-cepsepa 1
DHCP-knueHTa.

e FEvents/Audit obecneurBaeT xpaHeHVie COBbITUI ayaMTa CETEBOrO SKpaHa 1 ayavTa onepaLyioHHON CUCTEMBI.

OT1a noacncteMa GyHKLMOHMPYET TOMBKO A1 TUMa CETEBOrO YCTRONCTBA CETEBOV POy TER.

* [ ogobecneurBaeT ynpasneHue xypHanamu Kaspersky lol Secure Gateway 1000.

e SelfTesting obecneunsaeT byHKLUMOHAN CaMOTECTUROBAaHNS 1 MPOBERKM LienocTHocTn Kaspersky loT Secure
Gateway 1000 11 KOMNOHEHTOB, @ TaK>Xe CO3AaHNA PE3ERBHOI KOMWUW 1 BOCCTaHOBIEHNS ONePRaLIMIOHHOM
CYICTEMDbI.

PekomeHpaummn no obecneveHmio 6esonacHom paboTbl Kaspersky loT Secure
Gateway 1000
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[na o6ecneyeHns 6esonacHoi paboTbl Kaspersky lol Secure Gateway 1000, pekomMeHayeTcs orpaHnumnTb 1
KOHTPONMpPOBaTb OCTYN K 060pyA0BaHMIo, Ha KOTOPOM paboTaeT nporpaMma.

dusmnyeckas 6esonacHOCTb 060pynoBaHMS

Mpwv BHeppeHun Kaspersky loT Secure Gateway 1000 Ha npeanpusaTu pekoMeHLyeTCs NPUHSITL CrlefytoLe Mepbl
no obecneyeHuno 6esonacHom paboTbl:

e OrpaHnunTb JOCTYM B MOMELLEHME, B KOTOPOM PAacMoNoXeHO 060pyLoBaHNE C YCTaHOBIEHHOM MPOrpaMmMoi, a
TakXe K ceTeBOMYy 060pyLoBaHNIO BblaeneHHo ceTu. [locTyn B MoMeLLeHre OMKEH MPeLoCTaBNATbCS TOMbKO
LLOBEPEHHBIM NLaM, HanprMep nepcoHany, obnagatoLemy noHOMOUMSIMU MO YCTAHOBKE 11 HACTPOIiKe
nporpaMmbi.

e ObecneunTb KOHTPOIb PUNYECKOrO AOCTYNa K 060PYLOBaHUIO, Ha KOTOPOM paboTaeT NPorpamMma, C MOMOLLbIO
TEXHYECKMX CPEACTB UM CNYy>KObl 0XpaHbl. [pOBOANTE MOHUTOPVHI [OCTYMa B KOHTPOMPYEMbIE MOMELLEHIS C
MOMOLLBIO CPEACTB OXPaHHON CUrHaNM3aLmm.

b OCYU.I,eCTBJ'IﬂTb BI/IJJ,eOHa6J'IlOD,eHI/Ie B KOHTPONMMPYEMbIX NMOMELLEHNSAX.

NHdopmaumoHHas 6e3onacHOCTb

[ns ncnonb3oBaHWs CPeacTB ynpasneHns paboToli NporpamMmMbl PEKOMEHLYETCS LOMOMHUTENBHO MPUHSATD
cnepytoLve Mepbl Mo obecneveHnto MHGOPMaLMOHHOK 6e30MacHOCTU MHTPaHET-CUCTEMBI:

e ObecneunTb 3aWnTy Tpadrka BHYTPU MHTPAHET-CUCTEMDI.
e ObecneunTb NepsrUHyto HacTpoliky Kaspersky loT Secure Gateway 1000 TOnbKo B KOHTPONMMPYEMOM KOHTYpPE.

* licnonb3oBaTb LMdpoBble cepTrdUKaThl, 3AAHHbIE LOBEPEHHBIMU LieHTpaMun cepTudukaumm. Mpu
KOMMpomMeTaLmn cepTndMKaTOB PEKOMEHIYETCS UX OBHOBUT.

e 3aBepLuaTb ceaHc noakoyeHns k Beb-nHtepdeiicy Kaspersky loT Secure Gateway 1000 npwu 3aBepLueHum
paboTbl Nonb3oBaTens B Be6-6paysepe. [119 NpUHYANTENbHOrO 3aBepLLIEHVS ceaHca NoaKIloYeHNs B BeO-
Bpaysepe Hy>KHO 1NCMonb30BaTb NMYHKT Bbixoa, B MeHIO nonb3osaTens.
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YTo HOBOIrO

B Kaspersky loT Secure Gateway 1000 Bepcun 3.1 nosiBUANCH CneaytoLLe BO3MOXHOCTI 1 JopaboTKI:

e [lorpaHunyHble BbuMCeHWs (aHrn. edge computing) — nobaeneHa GyHKLMOHaNbHOCTb, 0becrneyrBatoLLLas
BO3MOXHOCTb paboTaTb C MPUIOXEHNSIMU, BKItOUas 3anyCk NPUNOXeHUIA B U3ONMPOBaHHON cpeae v
ynpasaeHve uvu, ynpaeneHvie ceptrdurkaTaMmm NRUIOKEHNA 1 MapLURY TU3aLvelr AaHHbIX MeXy,
ORUIOXKEHNAMU.

Vcnonb3oBaHne CTOPOHHUX MPUIOXKEHUI MO 06paboTke AaHHbIX MO3BONSeT pacumpnTb dyHkumoHan Kaspersky
loT Secure Gateway 1000.

e OpHoHanpaeneHHbI w3 — Kaspersky lolT Secure Gateway 1000 moxeT paboTaTb B kKauecTBe CETEBOIO
yCTPOWCTBa TuMNa OQHOHAaMNPaBIeHHbIN L3 A9 CO30aHNSG OOHOHANPaBIEHHOro MOTOKa AaHHbIX 1 KOMaHA,

* [lepeappecaums nopTos (aHrn. port forwarding nnu destination NAT) — no6asneHa ¢yHKLMOHaNbHOCTb
aApEeCHOW TRaHCALIMK, KoTopas obecrneunBaeT yCTPOMCTBAM, PACTONOXEHHBIM BO BHELLHEN CeTU, BOCTYM K
pecypcam BO BHYTPEHHel CeTu MO OTAE/bHbIM MOPTaM.

* DunbTpaumns NprknagHbIX NPOTOKONOB — fobasneHa dyHKUMOHanbHOCTh GunbTpaumm Tpadyrika Afis ceTeBOro
aKpaHa, nosBosnsioLLas 6IoKMPOBaTL CETEBbLIE COEANHEHNS HA OCHOBAHMMN UCMOMb3YEMOrO B HUX MPUKNAAHOro
npoToKona.

e [punoxerne Kaspersky lolT Secure Gateway Network Protector — no6aBneHo npunoxerve, obecneurBatoLLee
KOHTPOJIb MPOMbILLIIEHHbIX AaHHBIX (aHanM3 1 GUNbTPaLMIO aHOMarbHOro Tpaduika Ha YPOBHE NPOMbILLNEHHBIX
MPOTOKOSIOB), B TOM UMC/I€ Ha OCHOBaHUW NepenaBaemMblX KOMaHL,

Mpunoxerne Kaspersky lolT Secure Gateway Network Protector npenyctaHoBneHo B Kaspersky loT Secure
Gateway 1000.

e CeTeBoli knacTep — nobasneHa GyHKLMOHANBHOCTb, MO3BONSOLLAS OO bEAVHNTL HECKOMBKO LUMO30B B
OTKA30YCTONUYMBYIO CETEBYIO KOHPUIYRaLMIO, FAe OAMH LUMO3 SIBASIETCS OCHOBHBIM, @ OCTaslbHbIEe —
LyOnvpyoLLIMIM Ha Cryyall 0TKa3a OCHOBHOTO.

° MapLupmisau.mq - ,u,o6aBneHa BO3MOXHOCTb H8CTDOI7IKVI MapLLpyTu3aLli ong ynpasneHnya ceTeBbiMn NakeTamu,
npoxoaawmmn Yepes ycTpolicTBo ¢ Kaspersky loT Secure Gateway 1000.

OT1a PyHKUMOHANBHOCTb JOCTYrMHa TOMbKO A1 TWMa CETEBOrO YCTPOWCTBa CETEBOV poyTep.

o [IByxdakTopHas ayTeHTUdUKaums — noakaoyeHne k seb-uHtepdericy Kaspersky loT Secure Gateway 1000
OCYLLECTBNSETCH B ABa 3Tana: C MCMNonb30BaHneM cepTruduKaTa 1 C MCNOMNb30BaHNEM YUYETHbBIX AaHHBIX (MMEHU 1
napons).

e Ponesas mogenb — Kaspersky loT Secure Gateway 1000 nogaep>xvBaeT Be RO YYETHOW 3anncu:
aIMVHNCTPAaTOP 1 Nonb3oBaTesb. B 3aBUCUMOCTN OT ponin yueTHas 3anmnch MMeeT LOCTYN K pasHOMY Habopy
dyHKUMOHana, napameTpoB 1 fdaHHbIx Kaspersky loT Secure Gateway 1000.

B Kaspersky loT Secure Gateway 1000 MoxeT 6bITb TOMbKO OfHa YYeTHas 3anvcb agMVHUCTPaTopa U ofHa
ydyeTHad 3arnncb Nosib3oBaTeNg.

e CamoTecTUpoBaHne N KOHTPOSb LENOCTHOCTY - fobaBneHa GyHKUMOHaNbHOCTb, MO3BOSISIOLLLAs 3anyckaTb
CaMOTECTUROBAaHME KIIOYEBbIX MOACUCTEM L1 MOHUTOPUHIa paboTocnocobHocTy GyHKUMI Ge3onacHoCTy, a
TaKk>Xe MROBOAWTL KOHTPRO/b LIENOCTHOCTY GaliioB CUCTEMbI U YCTaHOBNEHHbIX MPUIOXEHWIA.

e CkauvBaHune npunoxeHuii n3 seb-noptana Kaspersky Appicenter for Developers - pobasneHa
dYHKLIMOHANbHOCTb, MO3BONSOLLAS CKaumBaTb 1 ycTaHaBnmBaTk B Kaspersky loT Secure Gateway 1000
MPUWNOXEHWNS, 3arpy>eHHble Ha Beb-nopTan Kaspersky Appicenter for Developers.

e [lopnoepxka annapaTtHol nnatdopmbl Kraftway Py6ex-H — Kaspersky loT Secure Gateway 1000 moxeT 6biTb
yCTaHOBreHa Ha BcTpaviBaeMbiii komrbioTep Kraftway Py6ex-H.
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O6HoeneHve Kaspersky loT Secure Gateway 1000 — nobaBneHa BO3MOXHOCTb 06HoBNeHWs Kaspersky 10T
Secure Gateway 1000 uepes Kaspersky Security Center onga cLeHapues, NpeanonaratoLLx CeTEBYHO
LOCTYNHOCTb cepBepoB obHosneHnin AO "TlabopaTtopus Kacnepckoro”, n ans nokanbHbIx (aHrI. on premise)

NHPPaCTPYKTYP.

MNpocMOTp CTpaHKLbl AMarHOCTUKM HEMCNPAaBHOCTEN — pacLlumpeHa GyHKLMOHANbHOCTb, MO3BOSSOLLAS
nonyyaTb LOMONHUTENbHYIO nHdopmaLmio o paboTte Kaspersky loT Secure Gateway 1000 v BeImOnHATbL
AVarHocTuky HencnpasHocTel Kaspersky lol Secure Gateway 1000.

MepepaboTaH 1 ynyulleH GyHKLIMOHaN NoACUCTEMbl ayamuTa.

[o6aBneHa nopaepyxka KoUYeBbIX CLEHapUEeB HACTROMKM 1 yNRaBaeHrs YCTRONCTBOM Yepes Beb-nHTepdeiic
Kaspersky loT Secure Gateway 1000.

[o6asneH API ong paspaboTkm VPN-kneHTa.

YnoaneHa nopaepxka GyHKLmMoHana obHapykeHns 1 aHanmsa npoxogdiiero Tpadvika (IPS). dyHkumoHan
BnoKMpPOBKY NpoxoadLlero Tpaduka obecneurBaeTca npunoxerHem Kaspersky Iol Secure Gateway Network
Protector.

YnaneHa nonaepyka 0bHapy>XeHWs YyCTPONCTB.

O6HoBneH Beb-nHTepdeiic Kaspersky loT Secure Gateway 1000.
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BkntoueHve n BbiktoueHne yctporictea Kraftway Py6ex-H

Mpexnae, yem HauaTb paboTy ¢ Kaspersky loT Secure Gateway 1000, TpebyeTcs nogknounTb ycTpoiicTso Kraftway
Py6ex-H k ceTu 1 BKtounTb.

[NonroToBky K ycTaHoBKe 1 ycTaHoBKY Kaspersky lol Secure Gateway 1000 BbINOMHAOT CRELVanncTbl
"IabopaTopum Kacnepckoro'.

[Nocne nepBoro BktoveHms Kaspersky loT Secure Gateway 1000 pekomMeHayeTCs HACTROUTb CETb, CO34aTb U
3arpysuTtb CeDTI/ICbI/IKaT aaMVHUCTRaTopRa, HaCTROWTb AaTy U BpeMdA N USMEHWNTb CeDTI/Id)I/IKaT Be6—cepiep_a Ha
VICMOMb3yeMbIli B BalLEn OpraHn3aumm.

Yrobbl Bk/mounTs ycTporicTso Kraftway Py6ex-H:

1. NoacoepuHnTe Kabernb aNeKTPONUTaHNS K pa3beMy Ha 3afnHeli naHenu Kraftway Py6ex-H (cm. puc. Huxe).

) )

Pazbem ong SIM-kapThl Pazbem Ong Noako4YeHIg
Modema kabeng snekTpOnUTaHng

@ sim ®
® ®

Pasbem ang nogknoueHns kabensa anekTponuTaHus Ha 3agHeli naHenn Kraftway Py6ex-H

2. MNopcoennHnTe ceTeBo kKabenb, BeAyLUMii BO BHELLHIOI CETb, K pasbemy A/ NOAKOHYEHNS K BHELLHEel ceTu Ha
nuuesoii naHenn Kraftway Py6ex-H (cm. puc. Huxe).
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Krorka cbpoca n
nepesarpy3k1 aicTeMbl

MHmikaTop Pasbem KoHCOMbHOro  Pasbem onanoaknioueHia  Pagbem Ong noxkoueHig

nuTaHa  nopTa K BHY TpeHHelR cemn K BHELLHeR ceTi
r “
KasperskyOS
ITés O Kagpersky cpaprotech TE2
Powered by KasptrsiyOS COM2

\@/o?ﬁﬂ@\i ®@® ®@® —
| |

Khorka ekmioueris/  VHOWKaTop o6pallieHns Pasbembl IjiF NoOkoueHIA
BLIKITKOUEHIE K JKECTKOMY OUCKY USB-ycTpoiicTs

Pazbem
KOMMYHIKaLWOHHOMO NopTa

Jnuesast nanernb Kraftway Py6ex-H

3. Ecnn TpebyeTcs BkntounTb ycTpoiicTso Kraftway Py6ex-H, Haxxmute Ha KHOMKY BKIOYEHNS/BbIK/IIOUYEH NS B
NeBOol YacTn NNLLEBOI NaHenw.
Kraftway Py6ex-H BkntounTcs, Kaspersky loT Secure Gateway 1000 3anycTuTcs aBTOMaTUYECKN.

4. Ecnn TpebyeTcsa BbikiounTb yeTpoiicTBo Kraftway Py6ex-H, 3aBepLunTte ceaHc nonkatoueHns kK Be6-
uHtepdelicy Kaspersky loT Secure Gateway 1000 1 HaXXMUTe Ha KHOMKY BKIOYEHUS /BbIKITIOUYEHIS B JIEBOI YacTu

NMLLEeBOI NaHenn.

Kraftway Py6ex-H BbikntounTcs.

Ecnun nocne BbiktoueHns yctpoiicTso Kraftway Pybexx-H byneT obecToueHo (Hanpumep, ecnm Bol
n3Bneknv 6aTapeto), Mociie BOCCTaHOBNEHNS NMUTaHVIS MPW BKITKOUYEHM MOPSIAOK 3arpy3ski cuctemsl B BIOS
ycTpoiicTea byneT cHpoLleH. B aTom criyyae Bam HyXXHO 3aHOBO HACTPOUTb MOPSAOK 3arpy3ku, OTKPbIB
MeHto BIOS Bo BpeMms BKOUEHMS YCTPOMCTBa 1 BbiOpaB B napameTpe Boot Option #1 3HaueHne UEFI OS.
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[NopkntoueHme k Beb-nHTepdericy Kaspersky lol Secure Gateway 1000

Bbl MoXeTe nogkntounTbes k Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000 ¢ ncnonb3soBaHnem no60oro
nonfepxuBaemoro bpaysepa. bpayaep fLomkeH BbiTb yCTaHOBMEH Ha KOMMbIOTEPE, KOTOPbIA UMEET LOCTYM K
Kaspersky loT Secure Gateway 1000 uepes BHyTpeHHtoto ceTb. Kaspersky loT Secure Gateway 1000 nocTtaensieTcs
CO CTaTUYeCKn HaCTPOeHHbIM IP-appecom — 192168.11. Mo ymonuaHwmio B Kaspersky loT Secure Gateway 1000
BkntoueH DHCP-cepeep, noaToMy npu NoaK/IOYEHMN BalLero KoMmnbtoTepa K ceTu, K KOTopoii noakntoyeH Kaspersky
loT Secure Gateway 1000 uepe3s BHYTPEHHWI CETEBOI pasbeM, BaLl KOMMboTep nonyynT IP-agpec aBToMaTnyecku.

MoakntoueHre k Beb6-nHTepdeiicy Kaspersky loT Secure Gateway 1000 ocyLLecTBASeTCS C MOMOLLbHO
IByXxpaKTOPHOI ayTeHTHdMKaLMW, 419 KOTOPOI TPEBYIOTCS cnefytoume AaHHbIe:

* /Ims 1 naponb y4YeTHOI 3armncu.

VIMsi 1 naponb y4eTHOW 3anvcy agMUHUCTPAaToPa AJ1s M1epBOro rnoak/toHeHUs K Beb-nHtepdericy Bl MOXeTe
HaliTV B MHCTPYKLMM MO NEPBOMY MOAKMOYEHNIO HUXKE. DTW yUeTHbIE faHHbIE SBMSIOTCS BPEMEHHBIMU 11
N3MEHSIIOTCS aAMHCTPaTOPOM MOC/E NEPBOro Bxoda B Beb-nHTepdeiic.

* CepTudukaTt agMUHICTPaTOPa UM NONb30BaTENS.

CepTudukaTbl ANs MEPBOro MoAKIOYEHVS aOMHUCTPaTopa K Beb-nHTepdeiicy 3arpyseHbl B Kaspersky loT
Secure Gateway 1000 no ymonuaHuto. [locne nepBoro NoaktoUYeHs, adMUHUCTPATOPY HEOBXOANMO
OBHOBUTL 9TV CcEPTUDMKATDI.

CepTtudukaT agMUHUCTPATOPA UK MOSIb30BAaTENS TakXXe NCMOoMb3yeTCs ANg Co3haHNs 6e30macHoro
coenvnHeHuns mexay Kaspersky loT Secure Gateway 1000 1 6pay3epom, KOTOPbIA UCTIONb3YeTCS s
noaktoYeHns. Apxue ¢ cepTrdrKaToM AJid MEPBOro NOAKMOYEHNS afMUHUCTPaTopa K BE6-HTepdecy
BXOAMT B KOMMAEKT MOCTaBku. AMUHUCTPATOPY HEOBXOOMMO 3arpy3unTb 3TOT apxuB B Bpay3ep nepeq nepBbiM
nopktoveHmem k Kaspersky loT Secure Gateway 1000. [Nocrne o6HoBreHVS cepTUDMKATOB, aAMUHUCTPATOPY U
Mob30BaTENO TakXXe HEODXOAMMO 3arpy>aTb HOBblE CeEpTUdUKaTL B Bpay3ep.

B 3aBrcrvMOCTY OT Balleli ponv B cucTeme (aagMUHUCTPATOP WM NMOMb30BaTeb) BaM HY>HO BbINOHUTL PasnnyHble
Wwaru ons nogknoveHns k seb-uHtepdericy Kaspersky loT Secure Gateway 1000.

Mpw nooknouerHun k Kaspersky loT Secure Gateway 1000 ogHOBpeMEHHO BO3MOXHa TOSbKO OfHa aKTUBHas
ceccus. Ecnv agMmmnHncTpaTop nogkntountcs k Beb-nHtepdelicy Kaspersky lol Secure Gateway 1000 Bo
BPEMS aKTUBHO Ceccum nonb30BaTeNs, CeCCrs NOAKIOYEHNs Nonb3oBaTens OyOeT 3aBepLueHa.
Monb3oBaTenb Takxke He CMOXeT NoaKMoUNTbCS K Be6-uHTepdelicy Kaspersky loT Secure Gateway 1000 Bo
BPEMS aKTUBHOI ceccumn agMmHMUCTpaTopa. lNepen BXoaoM C MCMonb30BaHNEM YYETHO 3anncu ¢ Apyrol
PO~bIO, Mbl PEKOMEHAYEM BPYUHYIO 3aBepLUaTb aKTUBHYIO CECCUIO AN N3BeXaHNs BO3MOXHbIX Npobnem co
BXOLOM.

AoMunHUCTpaTop

MNepen nopkntoueHnem k Beb-nHtepoderiicy Kaspersky loT Secure Gateway 1000 y6enutecs, uto y Bac ectb USB-
HaKOMUTENb UM TOKEH C AENCTBUTENbHBIM CEPTUPUKATOM.

B 3aBucHMOCTY OT TOro, moakstoyaeTech Bbl k Beb6-nHTepdeiicy Kaspersky loT Secure Gateway 1000 B nepBbiii pas
VNN MOBTOPHO, Bbl MOXETE MOAK/IOUNTECS OOHUM U3 CMEAYIOLLNX CMOCOBOB:
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¢ [lepBoe nopknoueHue Kk Be6-nHTepdelicy Kaspersky loT Secure Gateway 1000

YTobbI B nepBbivi pas noakmouYnTbCes kK Beb-uHTepgericy Kaspersky loT Secure Gateway 1000:

1. NMopkntounTte USB-Hakonutenb ¢ apxusom TlsClientAdmin.pl12, copepxalimm ceptudumkat
agMUHUCTPATOPA, K KOMMBLIOTEPY, C KOTOPOrO Bbl XOTUTE NOAKIOUNTLCS K Be6-nHTepdelicy Kaspersky
loT Secure Gateway 1000.

Apxu TlsClientAdmin.p12 pns nepBoro noaktoYeHns K Bed nHTepdeicy BXoouT B KOMIJIEKT NOCTaBKMU.

2. BarpysuTte ceptudukaT 13 apxmea TIsClientAdmin.p12 B 6pay3sep. iHbopmaLmio o Tom, kak 3arpysmTb
apxvB ¢ cepTndrKaToM B Bpay3ep Bbl MOXETE HalTV B AOKYMeHTaLmm bpay3sepa.

[na sarpysku ceptudvikaTta B 6paysep notpebyeTcs naposb. [Naposnb oT cepTudumkaTa no ymMonyaHuo:
adminadmin.

3. OTkpoliTe bpaysep 1 B agpecHoli cTpoke BeeanTe IP-agpec Beb-nHTepdeiica Kaspersky loT Secure
Gateway 1000 - https://19216811.

OTkpoeTcs cTpaHumua Bxoaa B Kaspersky loT Secure Gateway 1000.

4. BeegyTe 1Ms 1 Naposib MO YMOMYaHMIO U HAXMUTE Ha KHOMKY MpoaomkunTb.
Mg nonb3oBaTens ans nepeoro Bxofa B Be6-nHTepdeiic: admin.
Maponb ong nepsoro Bxoaa B Be6-nHTepdeiic: adminadmin.

ST yyeTHble faHHble SBASIOTCS BPEMEHHBIMU 1 HEOBXOAVIMBI TOMBKO A1 MEPBOro NMOAKOUYEHNS K BE6-
nHTepdelicy Kaspersky loT Secure Gateway 1000. Bam notpebyeTcs U3MEHUTb 11X Ha CriedytoLLeM Luare.

5. B OTKpbIBLUEMCS OKHE N3MEHEHNS YYETHbIX JaHHbIX BBEAUTE HOBbIE IMS 1 MapOsib U HAXXMUTE Ha KHOMKY
CoxpaHuTb.

Maponb fonxkeH cogepxkaTtb 8 1 Bonee pasnnyHbIX HEMOBTOPSIIOLLMXCS CUMBOSIOB. [laHHble Balueit

Gateway 1000.

Mocne nepBoro nogknoveHns k Beb-nuHTepdericy Kaspersky loT Secure Gateway 1000 agMuH1cTpaTopy
Heo6xoanMo 06HOBUTL cepTUdVKaTbI U CO3AATL YYETHYIO 3anVCb NOIb30BaTENS.

¢ [loBTOpPHOE NoaknioyeHne k Beb-uHTepdeiicy Kaspersky loT Secure Gateway 1000
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Y106b1 MOBTOPHO rMoAkMOYNTLCS K BE6-nHTEpdericy Kaspersky loT Secure Gateway 1000:
1. Ecnn ona pocTyna k Be6-nHTepdeiicy Kaspersky loT Secure Gateway 1000 ncnonbayetcs USB-TokeH:

e YBeOuTech, UTO Ha KOMMbIOTEPE, C KOTOPOrO OCYLLECTBASETCS AOCTYM, YCTAaHOBMNEHO NPOrpaMmMHoe
obecneveHne, NOCTaBNgeEMOe A1 MOAAEPXKKM PaboTbl C TOKEHOM.

e YBeOuTech, YTO TOKEH MOAKIIIOYEH K KOMMBIOTEPY, C KOTOPOrO OCYLLECTBASETCS JOCTYM.

2. Ecnn USB-TokeH He vcrionb3yeTcs, yoeamTech, UTo B bpay3sep 3arpyXeH apxms C cepTUdrkaTom
aOMVHUCTpPaTopa, HeOBXOANMBIM A9 CO34aHna 6esonacHoro coeanHeHus. ViHbopmaumio o Tom, kak
3arpysuTb apxuB ¢ cepTrdrKaToM B Bpay3ep Bbl MOXETE HalTV B AOKYMeHTaLmn bpay3epa.

3. OTkpoliTe bpaysep 1 B agpecHoli cTpoke BeeanTe IP-agpec Beb-nHTepdeiica Kaspersky loT Secure
Gateway 1000 — https://1921681..

4. Ecnn ons pocTtyna k Beb-nHTepdelicy Kaspersky loT Secure Gateway 1000 ncnonbsyetcsa USB-TokeH:

a. B oTkpbiBLLEMCS OKkHe Bbibopa cepTudurkaTa Bolbepute cepTndurkaT, pacnonoxeHHbli Ha USB-
TOKEHe 1 HaxkmmnTe Ha kHorky OK.

b. BeeauTe naposnb OT TOKeHa.
Ecnn USB-TokeH He vcrions3yeTcs, NponycTuTe TOT LUar.

5. BeeauTte nmsa v napoJib N HaXXMUTE Ha KHOTMKY npO.EI,O.H)KI/ITb.

Ecnu Bbl Heckorbko pas BBeAeTe HEBEPHbIE faHHbIE YYETHOM 3anvcu, cuctema bynet BpeMeHHO
3abnoknpoBaHa (Bpemsi 61oKMPOBKM MO YMOMYaHNIO COCTaBNSET NATb MUHYT). [10 MCTeYeHn BpemeHn
BIOKMPOBKI Bbl CMOXETE MOBTOPUTb MOMbITKY.

Mpw ycrnelwHOM NoaKoYEHNN B OKHE bpay3epa OTKpoeTcs cTpaHuLa Beb-uHtepdelica Kaspersky lolT
Secure Gateway 1000.

[Nlonb3oBaTenb

Mepen nookntoueHnem k Beb-nHtepdericy Kaspersky loT Secure Gateway 1000 BbinonHUTe criegytoLime LencTBus:
® YbenunTecs, uTo Y Bac ecTb USB-HakonuTenb v TOKEH C AeNCTBUTENbHBIM CEPTUPUKATOM NOSb30BaTENS.

e 3anpocuTe BalUM UMS NMob30BaTeNs 1 Naposib Y adMUHUCTPaTopa (Mpwy NepBOoM NOAKIOUYEHUM U NOCNe
NCTEeYeHNs cpoka OeNCTBUS JaHHbIX BalLel yYeTHOM 3anuncn).

Bbl MmoxkeTe nopkmtounTbes k Beb-uHTepdelicy Kaspersky loT Secure Gateway 1000 Tonbko nocre Toro, kak
aAMVH/CTPAaTOP CO3AAaCT Bally YYeTHYIO 3anucb MNoIb30BaTenNd.

Y106kl nogkmounTbes k Beb-uHTepgericy Kaspersky loT Secure Gateway 1000:
1. Ecnun pna poctyna k Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000 ncnonssyetcs USB-TokeH:

* Y6eauTech, YTO Ha KOMMbIOTEPE, C KOTOPOrO OCYLLECTBASIETCS AOCTYM, yCTaHOBNEHO MPOrpaMMHOe
obecneveHne, NoCcTaBnsgeMoe A1 NoaaepPXKM paboTbl C TOKEHOM.
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e YBeOnTech, YTO TOKEH MOAKIIIOUEH K KOMIMBIOTEPY, C KOTOPOrO OCYLLECTBASETCS LOCTYM.
2. Ecnn USB-TokeH He vcrionb3yeTcs, y6eanTech, UTo B bpaysep 3arpyXeH apxmB ¢ CepTUPUKaTOM Nosib30BaTens,
HeobXoaMMbIM A9 CO3AaHNs 6e3onacHoro coeauHeHus. Mindbopmaumio o Tom, Kak 3arpy3nTb apxuB C

cepTndrKaTOM B Bpaysep Bbl MOXETE HaliTV B JOKYMEHTaLumn 6pay3sepa.

3. OTkpoliTe Bpaysep 1 B agpecHol cTpoke BBeauTe IP-agpec Beb-nHTepdeiica Kaspersky lolT Secure Gateway
1000 - https://1921681.1.

4. Ecnn png nocTtyna k Be6-nHTepdeiicy Kaspersky loT Secure Gateway 1000 ncnonbsyetcs USB-TokeH:

a. B oTkpbiBLEMCS OKHe Bbibopa cepTurdrkaTa BblbepuTe cepTudukaT, pacrnonoxeHHbln Ha USB-TokeHe 1
HaxxmuTe Ha kHonky OK.

b. BBeonTe naposnb oT TokeHa.
Ecnn USB-TokeH He mcrionb3yeTcs, nponycTuTe 3TOT Luar.

5. Beegute nvs n naposb N HaXXKMNTE Ha KHOMKY I'Ipop,on)KMTb.

Ecnu Bbl Heckonbko pa3 BBeAeTe HeBEPHbIE JaHHble yYeTHO 3anncu, cuctema OyneT BpeMeHHO 3abokmpoBaHa
(Bpemst GNOKMPOBKI MO YMOMYaHWIO COCTaBASET NATb MUHYT). [0 MCTeUeHU BpeMeHr BNOKMPOBKI Bbl CMOXETE
MOBTOPUTb MOMbITKY.

[Mpu ycrnelwHOM NoaKtoYeHn B OkHe bpaysepa oTkpoeTcs cTpaHuLa Beb-uHTepdelica Kaspersky loT Secure
Gateway 1000.
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3aBepLueHne N BO3OOHOBNEHME CeaHca NoaKtoYeHns K Be6G-nHTepdeicy
Kaspersky loT Secure Gateway 1000

B uensx 6e3onacHocTu B Kaspersky loT Secure Gateway 1000 pa3spelueH Tonbko OAYH CeaHC NoaKIoYeHs K Beb-
nHTepdelicy (ecnv oauH Nonb3oBaTesNb NOAKIIIOUNIICS K BED-UHTepdelicy, TO apyrne He CMOryT NOOKOUNTLCS).
MoaTomy no okoHuaHuK paboTsl ¢ Kaspersky loT Secure Gateway 1000 vepes Beb-uHTepdelic pekomeHayeTcs
3aBepLIaTh CeaHc NoakoYeHns B bpay3sepe.

Ecnu Bbl 3akpbinuv okHO Bpay3sepa 6e3 3aBepLUeHns ceaHca NOAK/IOUEHMS, CeaHC OCTaeTCs AeCTBYOLLM.
Bpems nencTsuns HesaBepLUEHHOrO ceaHca No YMONYaHMo COCTaBNSeT NaTb MAHYT. B TeueHne aToro Bpemerm
CUCTEMa MOXET NMPefoCcTaBUTb AOCTYN k Beb-nHTepdelicy Kaspersky lol Secure Gateway 1000 6e3
MOBTOPHOrO 3anpoca cepTudukaTa 1 BBOAA MMEHWN NOMb30BaTeNs 1 Napons, eCAn A5 TOBTOPHOro
MOAKIIOYEHS UCMONb3YIOTCS Te e KOMMbloTep 1 6pay3sep. [pn HeOBXOANMOCTM aAMUHNCTPATOP MOXET
U3MEHUTb BREMS AENCTBIMS HE3aBEPLLEHHOIO CeaHca.

YT0b6bI 3aBEPLUNTL CEaHC rnoakmtoyYeHus kK Beb-uHTepgevicy Kaspersky lol Secure Gateway 1000:
1. B neBoii YacTu CTpaHuLbl B MeHIO BEO-HTepdelica BblbepuTe MyHKT [@) <MMsi NoNb3oBaTens>.
2. B oTKkpbIBLLEMCS MEHIO Monb3oBaTeNs BbibepuTe NyHKT Bbixoa,

B okHe 6pay3sepa oTobpasnTtcs cTpaHuua Bxoga B Kaspersky loT Secure Gateway 1000.

Tak>xe B Liensix 6e30nacHoOCTY ceaHe nomkoveHus k seb-uHtepdeiicy Kaspersky loT Secure Gateway 1000
3aBepLllaeTcyd no NcTevyeHnn NaTtm M1MHy T 693,El,eI7ICTBI/I9| CNCTEMDbI, 1 OTKPbIBEEeTCH CTpaHuLa BXxoaa. Y1obbl
BO306BHOBUTb CeaHc NoAKIOYEHNS, BaM NOTPebyeTCs BBECTY BalW UM MOSIb30BaTENs 1 NMaposb.
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Beb-unHtepderic Kaspersky loT Secure Gateway 1000

PaboTa c Kaspersky loT Secure Gateway 1000 ocyliecTensieTcs uepes Beb-nHTepdeiic. B atom pasgene
NpriBEEHO OMNMcaHe OCHOBHbIX 3NeMeHTOB Beb-1HTepdelica Kaspersky loT Secure Gateway 1000.

[maBHOe OKHO BeG-MHTepdelica COoepXUT Crefyiolme aNeMeHTbI:
* MeHIO — pasfenbl B IeBOM YacTu OkHa Beb-uHTepoelica;

® BK/1AOKW B BEPXHEN YacTu OkHa Beb-nHTepdelica AN HEKOTOPbIX pasnenos (Hanpumep, ons pasgena
MapameTpbl);

* pabouyto 0bnacTb B LEeHTpanbHOW YacTu OKHa Beb-nHTepdeiica.

Paspenbl Beb-nHTepdelica

MeHto Be6-nHTepdelica Kaspersky loT Secure Gateway 1000 conepxuT cnemytowme pasaenb:

e Crartyc. B aToM pasgene Bbl MOXeTe NpocMaTprBaTh CBOAHYO MHbopMaLmio o paboTte crcTembl: nHbopmMaLs
06 ycTpoiicTBe, TUn ceTeBoro ycTpolicTa Kaspersky loT Secure Gateway 1000 v cTaTyc nogkmitoueHns K
Kaspersky Security Center. OToT pasnen Takxe COLepPXXUT CChINKM A1 Nepexofa K CTaTbsM B OHNaliH-CripaBke.

* CobbiTus. B aTom paspene Bbl MOxeTe NpOCMaTRUBATL COBLITMS ayAnTa CETEBOrO 3KpaHa, B TOM Ymcne oT
npunoxeruns Kaspersky loT Secure Gateway Network Protector. CobbiTusi ayanTa ceTeBoro akpaHa BKIoYatoT B
cebs, Hanpumep, 6noknpPoBKy Tpadrka OT YCTPOUCTB, U3MEHEHNE KOHPUMypaLmK NpaBus CEeTEBOro aKpaHa.

[Npy BO3HVKHOBEHWN KPUTNYECKOrO COBLITUS B MEHIO Bo3re pasaena CobbiTusi B MeHio 0TobpaxaeTcs
CUrHa/m3auys B BUAE 3Hauka ¢ BOCKIMLATENbHBIM 3HAaKOM @.

* AyaunT. B aTOM paszerne Bbl MOXeTe NpOoCcMaTRMBaTh CODLITUS ayamnTa onepaLioHHol cucteMbl. CobbITUS
ayanTa onepaurioHHON CUCTeMbI BKIoYatoT B cebs, HanprMep, nogktoueHne k Beb-nHtepdeiicy Kaspersky loT
Secure Gateway 1000, gelicTB1S C MPUIOXEHNUAMU, OBHOBNEHNE CUCTEMbI 11 €€ KOMIMOHEHTOB.

|_|pl/l BO3HUKHOBEHNN KPUTUYECKOTO COBbITNS B MEHIO BO3/e pasnena AYJJ,I/IT B MEHIO OTO6pa)KaeTC9
CUrHas3auns B Buae 3Haydka ¢ BOCK/MLUaTebHbIM 3HakoM @.

e [lonb3oBatenu. B aTom pasnene pacnonoXxeHbl crnenytouine Bkiankn, Ha KOTOPbIX Bbl MOXETE YrpaBidaTb
YYEeTHbIMW 3arncamMmn nonb3oBaTenein u napamMmeTpamun Be6—cepBepa:

¢ [MapameTpbl nonb3oBaTeneit. Ha aToii BkNake Bbl MOXETE NPOCMAaTRUBATL U USMEHATb JAaHHbIE YYETHbIX
3anmcen, a Takxe 0bHOBNATb CEPTUDMKATbI MOOKIOYEHMS.

° I'Iapameprl Be6-cepBepa. Ha aTolh Bknagke Bbl MOXeTe 0b6HOBNIATHL cepTudUKkaT NoAKIKOYEHWA K Beb-
cepBepy.

b an/I.HO)KeHVISI. B aTom pasnene pacnosioXXeHbl crenyoune BKiaaku, Ha KOTOPbIX Bbl MOXETE YNpaBidTb
NRpUIOXKEHUAMI:

* Kaspersky Appicenter. Ha aToli Bknagke Bbl MOXeTE MpOCMaTpuBaTh MHPOPMALIMIO O BCEX MPUIOXEHNSIX,
LOCTYMHbIX Ang yctaHoBku B Kaspersky loT Secure Gateway 1000 uepes cuctemy auctpubyummn Kaspersky
Appicenter, 1 ycTaHaBAMBaTb HEOBOXOAMMbIE NRUIOXKEHUS.

® YcTaHOBNEHHbIE ApUNoXeHud. Ha aToi Bknagke Bbl MOXeTe ynpaBngaTb yCTaHOBTIEHHbIMW MPUNTOXEHNAMW!
3anyckaTtb nin ocTaHaBIMBaTb, HACTpamBaTb MNapamMeTpbl 3anycKa, Win yoandrb.

° )KypHan I'IpVIﬂO)KeHI/II‘/‘I. Ha o701 BKNagke Bbl MOXETe ckaunBaTb XKyRHanbl yCTaHOBIEHHbIX MRUIOXKEHWN.
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e CeTb. B aTOM pasnene pacnonoxeHbl crefytoLme BKNaaku, Ha KOTOPbIX Bbl MOXETE HAaCcTpanBaTb NapamMeTpbi
ceTu:

* BHyTpeHHsi9 ceTb. Ha 3Toi1 BkIaKke Bbl MOXETE MPOCMaTPVBaTb U USMEHSITb NapaMeTpbl BHYTREHHEN CETU.

¢ BHellHdad ceTb. Ha aTOl BK/1aZlke Bbl MOXeTe NMpoCMaTpmBaTb U UAMEHATb napamMeTpbl TRaHCdLIM CETEBOIro
apgpeca, BHELLHEN CeTu 1 Monema.

* MapuwpyTnsaums. Ha aToli Bknagke Bbl MOXETE MPOCMaTpmUBaTh 1 YNpaBiaTe MapLUpyTaMu CETEBbIX MakeToB.

e dunbTpaums. Ha aToi Bknaake Bbl MOXeTE BblOMpRaTh NPOTOKOIbI, TPadK Mo KOTOPLIM Bbl XOTUTE
3abnoknposaThb.

e MQTT-6pokep. Ha aToli Bknagke Bbl MOXETE NQOCMAaTRUBATL U U3MEHATH NapaMeTpbl B npodune MQT T-
B6pokepa.

b CaMO.EWIaFHOCTI/IKa. B atom pasnene Bbl MOXeTe 3anyckaTb TECTUROBaHNE COCTOAHUA 1 MPOBEPRKY.
LIeJIOCTHOCTW CUCTEMbI, @ Tak>Xe npocMaTpmBaTb ee TeKyllee COCTOdAHNE N pe3yNibTaTbl MPOBEPOK.

b ﬂapameprl. B atom pasnene pacnonoxeHbl crnenyowne Bkagky, Ha KOTOPbIX Bbl MOXETE npocMaTprBaTb U
M3MEHATb NapamMeTpbl CUCTEMDbI:

e O6wwme. Ha aToli BKNaake Bbl MOXETE MPOCMaTPUBaTh U NSMEHSATb VIMS YCTROWCTBA 1 NapamMeTRbl AaThbl U
Bpemenu Kaspersky loT Secure Gateway 1000.

* YBepgomneHus. Ha aTol BKnaake Bbl MOXETE MNPOCMaTPVBaTh U U3MEHSTh NapaMeTRbl OTNRAaBKM XY PHAaIOB
ay[oyvTa ceTeBOro akpaHa 1 ayimMTa CUCTEMbl Ha CTOPOHHUI cepBep Syslog, a Takxke HacTpanBaTb NapameTpbl
MQTT-yBenomneHuii.

e CepBep agMVHNCTPUPOBaHUS. Ha 3Toi Bkaake Bbl MOXETe NPOCMaTPUBaTh 1 U3MEHATb NapaMeTRbl
noaxaoyeHng k Cepepy anmMuHcTpupRoBaHung Kaspersky Security Center.

e [lnarHocTunka. Ha aToli Bknaake Bbl MOXETE COXPaHATb CUCTEMHbIN XY pHan Kaspersky lol Secure Gateway,
1000 Ha nokanbHOM KOMMbIOTEpPE.

* KoHourypauums. Ha aToin Bknagke Bbl MOXETE NPOCMaTPUBaTh U M3MEHSTb NapaMeTRbl KOHPUrypaLmm
Kaspersky loT Secure Gateway 1000.

e OG6HoBneHne. Ha aToih Bkagke Bbl MoxeTe 06HoBNsATL Kaspersky loT Secure Gateway 1000.
e KomaHgbl. Ha 31O Bknagke Bbl MOXETE nepesarpy>kaTb YCTPONCTBO.

* PesepBHoe konupoBaHne 1 BoccTaHoBIEHNE. Ha 3Tol BKNaaKke Bbl MOXETe ynpaBnsTh Re3epBUROBaHNEM U
BOCCTaHOB/IEHVIEM CHCTEMbI U3 PE3ERBHON KONWW: CO3A4aBaTb 1 CKauMBaTb PE3EPBHYIO KOMUIO KOHPUrypaLumm
CUCTEMBI, @ Tak>Ke BOCCTaHaBMBaTb KOHPUrypaLmio CUCTEMbI 13 COXPaHEHHON paHee pe3epBHOM KoM

* O npoaykTe. OTOT pasaen CoaepXnT MHPopmMaLimio 06 yCTaHOBNEHHO Ha BalleM yCTPOCTBE BepCUi
CUCTEMBI, @ Tak>Ke CCbINKK 15 Nepexofa K oHnaH-cnpaske (npsmas cebinka n QR-kom).

» KasperskyOS. [Tpu HaxaTum Ha NOroTvN OTKPbLIBAETCS OKHO, B KOTOPOM OTOBpaxaeTcs BepPCUs OnepauyioHHo

cucTtembl KasperskyOS (SDK).

Pabouasi obnacTb okHa Beb-nHTEpdeiica
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B pabouein obnacTn oTobpaxaeTcs MHbopMauums, MPOCMOTP KOTOPO Bbl BbIBpaeTe B MEHIO 1 Ha BKITaAKax OkHa
BeG-VHTepdEliCa, a TakXXe 3NIeMEHTbI YNPaBeHMs, C MOMOLLBIO KOTOPbIX Bbl MOXETE HACTPOUTL OTOBpaxeHne
MHPOopMaLmL.

MeHto nonb3oBaTens

B neBom HVXHeM yriy okHa Beb-rHTepdeiica pacnonoxeHo MeHIO MNob30BaTe s, MO3BOMAIOLLEE BbIMOMHATDL
crepnylolme OencTBus:

® N3MEHWTb 93blk Beb-nuHTepdeiica;

® BbINTU N3 CUCTEMbL.

25



ObpaboTka n xpaHeHme gaHHbx B Kaspersky lol Secure Gateway 1000

oToT pasnen coaepXxuT |/|H<1>op|v|au.vno O npenocTaBneHnn aaHHbIX N 06 NCNOJIb3YEMbIX XYpHanax ojig XpaHeHns
OaHHbIX.

Hpe,EI,OCTaBJ'IeHVIe OaHHbIX

Kaspersky loT Secure Gateway 1000 He nepenaeT nonb3oBaTeNbCKME NepcoHanbHble AaHHble B "JlabopaToputo
Kacnepckoro'. ObpaboTka nepcoHanbHbIX AaHHbIX Nofib3oBaTeneil Ha ycTpolicTeax Kaspersky loT Secure Gateway
1000 He nponssognTCS.

XKypHan cobbiTuii ayamTa onepauyioHHON CUCTEMbI, XXypHan CobbITVA ayayTa CETEBOro aKpaHa, CUCTEMHBINA XYypHan
1 XXy pHarnbl IpUnoXeHnii He yoanstotcs npu 3anycke Kaspersky loT Secure Gateway 1000. Bce paHHble
cepTUPUKaTOB XPaHITCH B OTAENbHO BblAENEHHOM NMPOCTPaHCTBE AMcKa.

Mpw yaaneHun nHdopmaumm nnmn daiinos (aBTOMaTUUECKN NN BPYUHYIO) MCMOMb3YeTCs creumanbHblii MeTos,
CTVPaHUs, Npv KOTOPOM YaansemMble 06bekTbl HaiiioBoi CUCTEMbI MePe3anCbiBAIOTCS ABaXXAbl CreLanbHbIMK
BUTOBBIMY MOCNeOBaTENBHOCTAMU. HanpuMep, 3TOT METOL, CMONb3YETCs ANg YaaneHns cepTidrKaToB
nonb3oBaTens U agMUHUCTPAaTopPa NP UX OBHOBAEHNM.

Mpwu paboTe ¢ Kaspersky loT Secure Gateway 1000 B dalinax cookies coxpaHseTcs cnegytoas nHdopmaLms
* NOeHTUGVKATOP TEKYLLLEro COeANHEHNS;
* nocnenHuUiA BolbpaHHbIN 93blk Be6-HTepdelica Kaspersky loT Secure Gateway 1000;

* nocnenHWUiA NoceLleHHbll pasaen Beb-nHTepdeiica Kaspersky loT Secure Gateway 1000, B cnyyae ecnu
nonb3oBaTesb He 3aBepLunn ceaHc noakntoueHus k Kaspersky loT Secure Gateway 1000 nnn 3akpbin Be6-
nHTepdelic 0o 3aBepLUEHNs ceaHca NOAKIIOYEHNS.

MNpw 3arpy3ke cepTudrkaTa ero Nons MOryT XpaH1UTb NepCcoHarbHble faHHble Nonb3oBaTens. Bam Hy>HO
KOHTPONMPOBaTbL COAEPXUMOE 3TUX NONel nepes 3arpyskoi ceptudukata B Beb-uHTepdeiice Kaspersky lol
Secure Gateway 1000.

Mpw HacTpoiike napameTpoB MQTT-6pokepa coaepXmoe KOHGUrypaumoHHoro dalina MoXeT coaepXaTb
nepcoHarnbHble faHHble. Bam Hy>XHO KOHTPONMPOBaTh AaHHble, 3arpy>kaemele B npodunbs MQTT-6pokepa
Kaspersky loT Secure Gateway 1000.

Kaspersky loT Secure Gateway 1000 xpaHuT crnefytoLyto MHPopMaLmio, KOTopast HE OTHOCUTCS K MepPCOHasbHbIM
JaHHbIM:

e Tun ceTeBOro ycTpoiicTBa.

e CraTyc nogknoveHns k Cepsepy agMuHcTprpoBaHus Kaspersky Security Center.

XKypHan cobbiTuii ayanTa ceTeBoro aKpaHa.

XypHan cobbITuiA ayamTa onepauvioHHON CUCTEMBI.
* [lapameTpbl y4eTHbIX 3annceil nob3oBaTeneil:
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e O6Lwume napameTpsbi:
® KOMMYECTBE HeyCMEeLUHbIX MOmMbITOK BXOAA [0 6MOKNPOBKY;
* BpEMSs OXUOAHUS NPY HEYCMNELLHOM BXOZE.
¢ [lapameTpbl KOPHEBOrO cepTudUKaTa:
* v palina cepTudukaTa;
® OCTaBLMINCS CPOK AeCTBUS cepTudukaTa.
e [lapameTpbl y4eTHOW 3anncy agMMHUCTPaTopPa:
* IMS yYeTHOl 3anmcu;
® CPOK OKOHYaHWS AECTBUS YUYETHBIX AAHHbIX;
® CpOK OKOHYaHWs AelicTBUS cepTudukaTa.
* [lapameTpbl y4eTHOI 3anmncu nonb3oBaTens:
® IMS yYeTHOl 3anmcu;
® CPOK OKOHYaHWS AEVCTBUS YUYETHBIX AAHHbIX;
® CpPOK OKOHYaHWs AelicTBUS cepTudukaTa.
e [lapameTpbl Be6-cepBepa Kaspersky loT Secure Gateway 1000:
* Mg cepTudurkaTa Beb-cepBepa;
* UMs cybbekTa;
e un3patenb cepTudrkaTa;
® CpoK oeicTBUs cepTudukara.
*  Cnncok NpUnoXeHuin, BOCTYMHbIX 419 YCTaHOBKU.
* Crncok yCTaHOBIEHHbIX MPUIMOXEHWIA:
® Ha3BaHVe NMPUNOXEHWS;
® BepCUs MPUNOXEHNS;
* paswmep;
® TUM NPUNOXEHNS;
® MpaBwuna 3anycka NpuioXeHUs;
* MaHudecT;

® COCTO4gHVE NPUTOXEeHNS;
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e Habop npasun dunbTpaumn Tpadrka NPOMbILLIEHHBIX MPOTOKOMOB OT NpunoxeHus Kaspersky loT Secure
Gateway Network Protector (ecnv npunoxeHue ycTaHOBNEHO).

* )KypHarnbl NpUIoXeHWA.
* [lapameTpbl ceTu:
e [lapameTpbl BHyTPEHHEN CETU:

* |P-appec Kaspersky lol Secure Gateway 1000 Bo BHyTpeHHel ceTu.

* Macka nogceTn.

e MAC-appec

e [MapameTpbl DHCP-cepBepa:
* ycnonb3oBaHne DHCP-cepBepa (BKMIOUEHO UL BbIKITOYEHO);
® Hayasno v KoHew amanasoHa IP-apgpecos;
e appec ocHoBHoro DNS-cepsepa;
® appec gononHutensHoro DNS-cepsepa.

* [lapameTpbl BHELLUHEN CeTu:

* [lapameTpbl agpecHO TpaHCNALMN: COCTOSHME MackapagmHra (BKIIIOYEHO U BbIKITOUYEHO).

¢ [lapameTpbl DHCP-knmeHTa:
¢ ycnosnb3oBaHne DHCP-knneHTa (BKIOYEHO U BbIKITIOYEHO);
e |P-agpec;
® Macka NoaceTy;
® CeTeBOW LWMO3 MO YMOMYAHWIO;
e apgpec ocHoBHoro DNS-cepBepa;
e agpec gononHutensHoro DNS-cepBepa;
e MAC-apgpec.

e [lapameTpbl coToBOro coenmnHeHuns Kaspersky lolT Secure Gateway 1000:
e cTaTyc paboTbl MOAeMa;
® YpOBEHb CUrHana Mogema;

® NCMNoJib30BaHMe MoJeMa Kak OCHOBHOIO KaHas1a CB431 (BKJ'I}O'«IeHO mnnn BbIKJ'IPOLIeHO);

appeca DNS-cepBepos Mmogema;
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* [aHHble O NPOdUSaX ONepaTopoB CBA3M: MPU3HAK akTUBHOCTUN NPOGUNS, MPU3HaK AOCTYMHOCTYN NS
n3meHeHus npoduns, nms NPoduns, AaHHbIE O KOHOUrypaLoHHOM daiine npodbung (Tun daina, s
daiina, cogepxrmoe daiina).

e [lapameTpbl MapLUPyTU3aLMN:
* TUM MapLIpyTa;
e |P-agpec mapupyTa;
* Mmacka ceTu;
° L3
® COCTOSHVE MapLUpyTa.
e [NapameTpbl MQTT-6pokepa:
® Mpu3HaK OCTYNHOCTU NPobuns Ans N3MeHeHNS;
® Mpu3HaK akTUBHOCTY Npoduns;
* 1M NpodUns;
* [.aTa 1 BpeMs NoCneaHero n3MeHeHns npoduns;

* cepTudukaT ynocTosepsioLLero ueHTpa ansg cepsepa MQTT (cepTudurkaT MOXET SBASTLCS
camMonomnMcaHHbIM);

* KnneHTckuli cepTudukaT ans cepsepa MQTT;
® 3aKpPbITHINA KSKOY AN KNneHTckoro ceptudrkata cepsepa MQTT;
e yHbOPMaUUs O KOHPUIYpPaLMOHHbIX dalinax: ms arina, Tun darina, copepxnmoe darina.
e [NapameTpbl GUIbTPaLMN NPVKIALHbIX MPOTOKOMOB:
* Cnmncok NpoTOKOMOB, MO KOTOPbLIM MOXHO 3ab/10Kk1poBaTh Tpaduk:
e FTP;
e HTTP;
e MQTT;
* Modbus;
e SMTP;
e IMAP;
e POP3.
e CocTosHMe 61okMpoBkM Tpaduka Mo NPOTOKONY (3anpeLLeH U paspeLLeH).

* VIHpopmaLMs 0 camoamarHoCTuKe:
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¢ Hdopmauys 0 NpoBepKe LIeNOCTHOCTY: faTa nocnenHel NPOBEPK.
* Hdopmaums 0 camoTeCTUPOBaHUN:
® OobLWWIA cTaTyca CaMOTECTUPOBaHNS;
® HasBaHVe TecTa;
® CcTaTyC TecTs;
* TUM TECTa;
* [aTa nocnenHel NpoBepKy;
® CBe[eHNs O TecTe.
e O6wue napameTpbl Kaspersky loT Secure Gateway 1000:
* llva ycTpoiicTsa.
e [laTa 1 Bpems CUCTEMDI.
* [lapameTpbl yBeOOMNEHWI:
* [lapameTpsbl Syslog-yBepomneHuii:

® OoTnpaBKka yBedoOMIeHWl ans cepeepa Syslog (BkntoveHa nnm BbikIloueHa);

IP-appec v nopt cepaepa Syslog;
* pexuMm nepenayn ysegomnenuii: UDP, TCP, TLS;
e cepTtudukaTt cepBepa Syslog.
e [lapameTpbl MQTT-yBepomneHuii:
® oTnpaBka yBegomMneHuii no npotokony MQTT (BkntoueHa nnm BolkntoveHa);
e agpec unopt cepsepa MQTT;
e msg MQTT-Tonuka;

® 1ICronb30oBaHVie ayTeHTdVKaummn Nnpv oTrnpaske ysegomeHuii no npotokony MQTT (BktoueHo nnm
BbIK/TFOYEHO);

® VIMS 1 Maporb NOMb30BaTeNs A ayTeHTUdUKaLmm;

® 1ICMOMb30BaHNe 3aLULLEHHOrO SSL-coeanHeHns ans ayTeHTudmKaLmm (BKIKOYEHO U BbIKITOUYEHO);
e cepTuduKaT yooCTOBEPSIOLLErO LIeHTPa A5 OTNPaBkn yBeLOMIIeHWM no npoTtokony MQTT;

® nneHTckuii ceptudmkat ang otnpasku MQTT-yBegomneHus;

® 3aKPbITbIA KMOY A5 KIMEHTCKoro cepTudmkaTa ang otnpasku MQT T-yBegoMneHuI.

e [NapameTpbl nogkntoyeHns k Cepsepy aoMuHncTpurposaHus Kaspersky Security Center:
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e ceptudukaT Cepaepa agmuHncTpupoBaHus Kaspersky Security Center;
e anpec nnopt Cepaepa agpmuHucTpuposaHus Kaspersky Security Center.
* CuCTEeMHbIN XypHan C AnarHoCTUYeckol MHPopmaumeil.
e KoHdurypauus yctpoiictsa B dopmate JSON.
e Hdopmaums o Kaspersky loT Secure Gateway 1000:
e Bepcus Kaspersky loT Secure Gateway 1000;
® CCblJIKM Ha OHMaH-CNPaBKy;
* yHbOPMALMS O CTOPOHHEM KOLE.
* [IHdopmaumsa o6 onepaumoHHol cucTeme KasperskyOS:
® Bepcus OrnepaumoHHON CUCTEMBI;
* nHbOpPMaLMS O CTOPOHHEM KOAE.

Ecnn Kaspersky loT Secure Gateway 1000 nogkntoueH k Kaspersky Security Center, Kaspersky loT Secure Gateway
1000 coxpaHsieT 1 0bpabaTbiBaeT crenytoLLyto MHPOPMALMIO, HE OTHOCSILLLYHOCS K MepCOHanbHbIM AaHHbIM:

e Cnmcok NpUnoXeHnin, BOCTYMHbIX ANS YCTaHOBKM.
* Cnmncok yCTaHOBEHHbIX MPUNOXEHWIA:
® Ha3BaHVe NPUNoXXeHn4;
® Bepcug MPUIOXEHUS;
* faTa nyonvkaumu;
* KaTeropus;
® COCTOSHVIE MPUIOXKEHWNS;
® KOHbUrypaLms MPUNOXKEHWS.
* [lapameTpbl yCTaHOBEHHbIX MPUIOXEHWIA:
* /lHdopmaLms 06 yCTaHOBNEHHBIX MPUNOXEHUSIX:
* HasBaHVe NPUIOXEHUS;
® Bepcus NMPUIOXeEHU;
® TUN NPUNOXEHUS,
® CTaTyC NPWIOXEHUS;
* MpaBuno 3arycka NPUNOXEHNS!;

* MaHNDECT NMPUIOXKEHWS.
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e CepTudukaTbl paboTbl MPUNOXEHNIA:
* 1Ms palina cepTudukaTa yLOCTOBEPSIOLLETO LIEHTPA;
® OCHOBHOE VM9 cepTudLKaTa YAOCTOBEPSIOLLETrO LIEHTPA;
* n3paTenb cepTudrKaTa yooCTOBEPSIOLLErO LIEHTPA;
* CpOoK JeiicTBus cepTudrkaTa yoOoCTOBEPSIOLLLEro LeHTpa (aaTta, 4O KOTOpo AeicTeuTeneH ceptudmkar);
* Mg dalina ceptTudukaTa KIMEHTa;
* Ms cybbekTa cepTrdrKkaTa KINEHTa;
* y3paTenb cepTrdrKaTa KNNeHTa;
* Cpok JeiicTBus cepTudrkaTa knmeHTa (aaTta, 4o KOTOpoWi AelicTBuTeNneH cepTudukar);
* yms dalina knoya cepTuduKaTa KInMeHTa.

* MapLupyT13aLms NpUIOXEHWNIA:
* CTaTyC MapLupyTa;
* MPWIOXEHNE OTNPaBUTENb B MapLUPYTE;
® TOuYKa MOAKIIIOUYEHNS OTMNPaBUTENS;
® MpUIOXeEHNE NosyyaTesb B MapLLPYyTe;
® TOuKa MOAKIIOYEHWNS NonyyaTens.

e [lapameTpbl MQTT-6pokepa:

® MpU3HaK AOCTYNHOCTU NPOPUNS AN UBMEHEHWS;

® MpuW3HaK akTUBHOCTY Npoduns;

* 1M npodung;

e cepTudukaT ygocToBepsitoLLero LeHTpa ang cepsepa MQTT (cepTudukat MOXET 9BNITLCS
camMonoanMcaHHbIM);

® KnneHTckuii ceptudumkat cepsepa MQTT;
® 3aKPbITbIN KIOY AN19 KIMeHTCKoro ceptudurkaTta cepepa MQTT;
* yHbopMaLMs 0 KOHPUrypaLmoHHbIX daiinax: ums daiina, Tun dalina, cogepxrmoe daiina;
e cepTtudukata gns otnpask MQT T-yBeLoMAEHWIA.
* [lapameTpsbl ceTun Kaspersky loT Secure Gateway 1000:
* [lapameTpbl BHyTPEHHEN CeTu:

e |P-appec Kaspersky loT Secure Gateway 1000 BO BHyTpeHHel ceTu.
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* Macka nogceTn.
e MAC-apgpec.
e [MapameTpbl DHCP-cepBepa:
* ycnonb3oBaHne DHCP-cepBepa (BKMIOUEHO UL BbIKITIOYEHO);
® Hauano W KoHeL, AnanasoHa IP-appecos;
e appec ocHoBHoro DNS-cepsepa;
* agpec gononHutensHoro DNS-cepsepa.
* [lapameTpbl BHELLUHEN CeTu:
* [lapameTpbl agpecHO TpaHCNALMN: COCTOSHME MackapagmHra (BKIIIOYEHO U BbIKITIOUYEHO).
* [lapameTpbl DHCP-cepBepa:
¢ ycnosnb3oaHe DHCP-knneHTa (BKIOYEHO U BbIKITIOYEHO);
* |P-agpec;
® Macka NoaceTy;
® CeTeBOW LWMO3 MO YMOMYaHWIO;
e apgpec ocHoBHoro DNS-cepgepa;
e agpec gononHutensHoro DNS-cepBepa;
e MAC-apgpec.
* [lapameTpbl MapLUpyTU3aLUK:

* TUM MapLIpyTa;

IP-appec;
* Mmacka ceTu;
* LWMO3;
® COCTOSHME MapLupyTa.
* [lpaBuna ceTeBOro aKpaHa:
® CMM1COK NpaBus;
® COCTOSHME NpaBuna (BKIOUYEHO U BbIKIIOUYEHO);

* [elicTBMe, KOTOPOE CETEBOW 9KpaH AOSKEH BbINMOSHATEL Hah CETEBbIM TPadUKOM, MONMafatoLLM MOL,
npaBuno;

® 065acTb, K KOTOPO NPUMEHSIETCS MPaBUIo;
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IP-appec nctovHvka Tpaduka;
® MOPT UCTOYHVKA TpaduKa, eCnv ITOT NapamMeTp NPUMEHUM K UCMONb3YEMOMY MPOTOKOY;
e |P-appec nonyuatens Tpaduka;
* MoOpT nonyyatens Tpadvika, ECNM 3TOT NapameTP NPUMEHVM K UCMOMNb3YEMOMY MPOTOKOJTY;
® ICMNOMb3yeMblli MPOTOKON.
¢ [lapameTpbl coToBOro coeanHeHus Kaspersky loT Secure Gateway 1000:
® cTaTyc paboTbl MOAEME;
® ypOBEHb CUrHana Moaema;
® 1ICMO/b30BaHVE MOLEMA KaK OCHOBHOIO KaHarna CBS3 (BKIIIOUYEHO W BbIKITIOUYEHO);
e appeca DNS-cepBepos monema;

* [aHHble Af19 paboThbl ornepaTopa CBA3M: MpU3HaK akTUBHOCTW KOHPUrypaLMoHHoro dalina, NpusHak
LOCTYMHOCTU KOHOUrypauroHHoro daiina ans namMeHeHus, TUn KoHUrypauroHHoro daiina, ms
KOHdUrypaLumoHHoro daiina, copepXrmoe KOHPUrypaumoHHoro daiina.

¢ [lapameTpbl npunoxeHus Kaspersky loT Secure Gateway Network Protector (ecnv npunosxerue
yCTaHOBEHO):

* Habop npasun dunbTpaumm Tpadrika MPOMBILLIIEHHBIX MPOTOKOSOB;
® CnMCoK 3anpeLLeHHbIx IP-agpecos;
® CnMCOK paspelleHHbix IP-agpecos.
* [lapameTpbl PUIbTPaLMN NPUKNALHbIX MPOTOKOOB:
e Crncok NpoTOKOMOB, MO KOTOPbIM MOXHO 3ab/10k1poBaTh Tpaduk:
e FTP;
e HTTP;
e MQTT;
e Modbus;
e SMTP;
* IMAP;
* POP3.
* CocTosHMe 61oKMPOoBKM Tpadyka MO NPOTOKOSY (3aMpPeLLLEH U paspeLLEeH).
* [lapameTpbl ceTeBOro knactepa:

® COCTO4HMe CeTeBOro Knacrtepa (BKIFOYEH VN BbIKTIOYEH);
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* MpUopUTET YCTPOICTBA B KNTacTepe;
* BUPTYyanbHbI IP-agpec;
* BUpTYyanbHas Macka IP-agpeca;
* noeHTUdMKaTOp KnacTepa.
e Obwue napameTpbl ycTpoiicTea Kaspersky loT Secure Gateway 1000:
* llva ycTpoiicTea.
* Bpemg nocnegHen CUHXPOHN3aLMK C YCTPOMCTBOM.
* /Hdopmaums o cepTudmkaTax NoaKIOUEHNS:

e [IHbopmaumsa o cepTudrkaTe agMUHUCTPAaTOPa AS19 NOAKoYeHNs K Beb-uHTepdeiicy Kaspersky loT
Secure Gateway 1000:

* Mg dalina cepTudukaTa;
* 1Ms cybbekTa;
* y3paTenb cepTudurkaTa;
® Cpok feicTeus cepTudmkaTa.
¢ VlHdopmauns o ceptudmkaTe Cepaepa agmmHUcTpuposanns Kaspersky Security Center:
* 1M dalina cepTudukaTa;
* 1Ms cybbekTa;
* un3partens ceptudukaTa;
® Cpok feicTeusa cepTudmkaTa.
e [lapameTpbl Be6-cepBepa:
* Hdopmauuns o cepTudukate Beb-cepaepa:
* Mg dalina cepTudukaTa;
* Mg cybbekTa;
e u3paTtenb ceptTudurkaTa;
® Cpok meicTeus ceptTudukara.
* Hdopmauus o kntove cepTudukaTa: ums darina kova.
* [lapameTpbl yBeOOMIEHWI:
e [lapameTpbl Syslog-yBegomneHuii:

® OTMpaBKa yBedOMeHWl Ha cepBep Syslog (BkloueHa Un BelKtoYeHa);
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e |P-apgpec v nopT cepaepa Syslog;
* pexum nepepayn ysegomnenuii: UDP, TCP, TLS;
e cepTtudukaTt cepBepa Syslog.
e [lapameTpbl MQTT-yBegomneHuii:
e oTnpaeka yBegomneHui no npotokony MQTT (BktoueHa 1nm BbiKStOYEHa);
e apnpec u nopt cepsepa MQTT;
o yma MQTT-Tonuka;

® 1Cronb30BaHVe ayTeHTUVIKaLMM Npy oTnpaske yBenomneHuii no npotokony MQTT (BktoueHo nnm
BbIKJTtOUEHO);

® IMS 1 Naporb Nonb3oBaTens ofs ay TeHTUPUKaLmm;

* /ICMonb3oBaHNe 3almeHHOro SSL-coeanHeHns ans ay TeHTUdrKaumm (BKIIOUEHO U BbIKIIOUYEHO);
* cepTudUKaT yoOCTOBEPSIOLLErO LeHTpa Ans otnpaskn MQT T-yBenomneHunis;

® knneHTCckuiA ceptudmkaT ans otnpaskun MQT T-yBegomneHuii;

® 3aKpbITbIA KoY KNMEHTCKOro ceptudukata ang otnpask MQT T-yBegomneHumii.

¢ [lapameTpbl B3anmopecTaus Kaspersky loT Secure Gateway 1000 n Kaspersky Security Center 14.2 Web
Console:

® nepuopn CUHXPOoHMU3aLmn napameTpos Kaspersky loT Secure Gateway 1000 n Kaspersky Security Center 14.2
Web Console;

e crnincok komang, kotopble Kaspersky Security Center 14.2 Web Console moxeT oTnpasuTtb B Kaspersky loT
Secure Gateway 1000.

¢ VlHdopmaums o Bepcum Kaspersky lol Secure Gateway 1000.

MonyyeHHas nHdopmaums 3awmiLaetcs "JlabopaTopuren Kacnepckoro” B COOTBETCTBUM C YCTaHOBIEHHBIMM
3aKOHOM TpeboBaHNaMN 1 AeCTBYOLWMMN NpaBunamin "labopaTopun Kacnepckoro”. [laHHble nepefatoTcs no
3awmdpoBaHHbIM KaHanam CBs3U.

O xpaHeHumn xypHanos Kaspersky loT Secure Gateway 1000

Kaspersky loT Secure Gateway 1000 coxpaHseT faHHble O COBbITUSX ayavTa CETEBOro akpaHa U COBbITUGX ayanTa
CUCTEMbI B COOTBETCTBYIOLLMX XXy pHanax. Cooep>XnMoe XypHarnoB XpaHUTcs B namsaTi ycTpolicTea Kraftway
Py6ex-H.

Kaspersky loT Secure Gateway 1000 no3BonsieT CoxpaHsTb XypHan CobbITulA ayauTa CETEBOro aKpaHa 1 XypHan
CobbITUIA ayanTa cUCTEMBI. Bbl MOXeTe COXpaHWTb Ha NOKanbHbIA KOMMbIOTEP dalin, CoOepXKaLLmii )XY pRHam cobbITuii
ay[ou1Ta CETEBOro aKpaHa W XypHan cobbITuii ayamTa CUCTeMbI, cronbays Beb-uHTepdelic Kaspersky loT Secure
Gateway 1000.

Tak>xe Npu HEOBXOAMMOCTM Bbl MOXETE HAaCTPOUTL NepeaaYy. AaHHbIX XYypHana cobbiTui ayaMTa CETEBOro aKpaHa u
ayouTa cuctemsl Yepes npoTtokonsl MQTT un Syslog.
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JInuensuvposaHue Kaspersky loT Secure Gateway 1000

YcnoBus ncnonb3oBaHus cucteMbl Kaspersky loT Secure Gateway 1000 nsnoxeHsbl B JINLEH3MIOHHOM CornalleHnm

mnnn I'IO,EI,O6HOM OOKYMEHTe (Hanpvnvlep, JIMUEH3NOHHOM Oorosope nn MIMUeH3MOHHOM CepTI/Id)I/IKaTe), Ha OCHOBaHuMn
KOTOPOro ncnosb3yeTcd cnctemMa.

DyHKLMOHaNbHOCTb OBHOBNEHWI (BKtOUYasi OBHOBIEHNS aHTUBUPYCHbIX CUTHATYpP 11 OOHOBNEHWS KOLOBOW
6a3bl) 6yneT HepocTynHa B [10 Ha Tepputopun CLUA ¢ 12:00 AM no BocTouHoMy netHemy BpemeHu (EDT) 10
ceHTa6ps 2024 roga B COOTBETCTBUM C OFPaHNYNTENbHBIMU MEPaMU.
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O pexunmax paboTbl Kaspersky lolT Secure Gateway 1000

MNpw BosHnkHoBeHMM B Kaspersky loT Secure Gateway 1000 cuTyaumii, He NPenyCMOTPEHHbBIX CTaHAaPTHLIMU
cLeHapuaMy paboTbl, CUCTEMa aBTOMATUNYECKIN NEPEXOANT B OAVH 13 CEYIOLLVX HELUTATHbIX PEXMMOB:
HEUMMYHHBIV PEXVIM, PEXXUM Pa3paboTuymKa, PEXVM aBapPUHOV MOAAEPXKKU.

MNocne akTyBaLMn Kakoro-nnbo pexrmMa ero HasaHvie 0TobpaXkaeTcs B MPaBOM BEPXHEM YTIy Ha BCEX CTpaHMLax
Beb-uHTepdelica Kaspersky loT Secure Gateway 1000, a Takxxe B npaBom BepxHeM yrny Kaspersky Security Center
14.2 Web Console nocne kaxnoli CUHXpOHM3aLMn. Bbl MOXeTe MOCMOTPETb ONMCaHNe akTUBHOMO PeXIMa, HaxaB
Ha ero nms. CobbiTis 06 akTUBaLMM PEXMMOB 3amnChIBAtOTCS B XXYRHAaN ayavTa CUCTEMbI.

HevMMyHHbBI pexxim

HevimmyHHbIVE pexxyiv ak TUBUPYETCS MOCe TOro, Kak Bbl B NepBbIli pas sanyckaeTte npunoxenne VPN. Koraa
Kaspersky loT Secure Gateway 1000 paboTaeT B HEMMYHHOM PEXUME, UMMYHHOCTb YCTPOCTBA HE
rapaHTupyeTcs. [pn 9TOM orpaHnyeHns Ha 4OCTYN K GyHKUmoHany 1 paboTy Kaspersky loT Secure Gateway 1000
OTCYTCTBYIOT.

HenmmyHHBIV pexxiMm HEBO3MOXHO BbIKIIIOUNTb Yepes Beb-nHTepdeiic Kaspersky loT Secure Gateway 1000 vnu
Kaspersky Security Center 14.2 Web Console. BbiiiT U3 HEMMYHHOMO pexiriMa BO3MOXHO TOJSbKO MOC/Ie NOJIHOW
nepeyctaHoBku Kaspersky lol Secure Gateway 1000 Ha ycTpolicTse.

Pexxum paspaboTuvika

Pexuim paspaboTuvka akTVBUpyeTCs mocne 3anycka cny>6bl otnagku Kaspersky Debug Service (KDS), koTopas
HeobxoaMMa AN TECTUPOBAHNS U OTNAAKN KOMMOHEHTOB.

Cnyx6a otnapgku Kaspersky Debug Service noctasnseTtcs B cocTase Kaspersky lol Secure Gateway 1000 SDK
B OTHOENbHOM nakeTe ans yctaHoskw. MNpu 3anycke Kaspersky Debug Service pexxum paspaboTunka
aKTUBMPYETCS TONbKO AJ1S TOro Nonb3oBaTens (pa3paboTunka), KOTOpbI 3anyCTun Cny>6y oTnaaku.

Ecnn Kaspersky loT Secure Gateway 1000 paboTaeT B pexxuvme pa3paboTurka, MOANUCY NPUIOXKEHWA npn
ycTaHoBke B Kaspersky loT Secure Gateway 1000 nposepsitoTcs cnenyoLwmm crnocobom:

e Ecnun npunoxeruve yctaHaenusaeTcs Yepes Kaspersky lol Secure Gateway 1000 unmn yepes Kaspersky Security
Center 14.2 Web Console, nognmce NpuioxeHns IpoBepsieTCs Ha BCex aTanax (CkaynBaHue, ycTaHOBKa 1 3amyck
NPUIOXEHNS).

* Ecnu npunoxeHne ycTaHaBnmBaeTcs Yepes cny>0y otnanku KDS, noanvch NpuioXeHns He NpoBepsieTCS.

* Ecnu npunoxeHne npepyctaHosneHo B Kaspersky lolT Secure Gateway 1000, nognvcbh npunoXxeHns He
npoBepsieTCs BO BPEMs 3arycka. OTanbl CKauvBaHUsS 1 YCTaHOBKI OTCYTCTBYIOT, Tak Kak MpUioXeHne
npenyCcTaHOBEHO.

OrpaHnyeHns Ha paboTy 1 gocTyn K dyHKumoHany Kaspersky loT Secure Gateway 1000 oTcyTCTBYIOT.

Pexxum paspaboTurka HEBO3MOXHO BbIKNOUNTE Yepes Beb-uHTepdeiic Kaspersky loT Secure Gateway 1000 nnu
Kaspersky Security Center 14.2 Web Console. BuiiT n3 pexuima paspaboTurika BO3MOXHO TONbKO NOCe NOMNHO
nepeycTtaHoBku Kaspersky lol Secure Gateway 1000 Ha ycTpolicTBe, Ha KOTOPOM Obina 3anyLieHa cny>kba oTnanku
Kaspersky Debug Service.

Pexxurm aBapuiiHON nogaep>ku
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Pexxim aBapuiiHovi noaaepXKmM ak TUBNPYETCS, ECNIN MPON3OLLIO OAHO WS HECKOMBKO U3 CNELYIOLLMX COBbITUI:

* olNbKa B pesynbTaTe NPOBEAEHMS CaMOTECTMPOBAHWS;

* oLwKmbKa Npu aBTOMaTUYECKOl MPOBERKE LIeNOCTHOCTU (halinoB Npw 3amycke;

* aBapuviiHOe 3aBepLLEHNE MPUNOXEHNI, 0BecneunBatomx yHKLMM BesonacHocTy (Hanpumep, Kaspersky loT
Secure Gateway Network Protector).

ABapuiiHoe 3aBepLueHe npunoxeHus Kaspersky lol Secure Gateway Network Protector moxeT npousoiitu,
€CIN He yaaeTcs 3arpy3nTb npasunia GunbTpaumum Tpaduika NpoMbILLIEHHbIX MPOTOKOMOB U NpaBusia He
3a[aHbl, CaMOANArHOCTINKA MPUIIOXEHNS 3aBEPLUNIACH C OLLMOKOW NV MPUMOXEHNE HE OTBEYaET.

MNpw akTYBaLMK pexxMa aBapUnHO NOAAEPXKKN MPOUCXOANT CNefytoLLee:

* B xypHan ayauTa cucTeMbl 3anmchiBaeTCs COODLLLEHNE O Npon3oLleiemM cboe 1 ero npuurHe. Ecnm pexxnm
aBapuliHoOl nNoanepku bbin akTMBMPOBaH B pe3yrnbTaTe aBapuiiHoro 3asepLueHns npunoxerns Kaspersky loT
Secure Gateway Network Protector, cooblieHne o nponsoLuenlieMm cb6oe Takxe 3anvchiBaeTcs B XYRHas
ayouTa ceTeBOro aKpaHa.

e 3aBepluaeTCcs akTUBHas CeCCcus MNOAKIOUYEHNS MOIb30oBaTeNs.
* VHnummpyeTcs ocTaHOBKa BCEX 3amyLLEHHbIX MPUNOXEHWIA.

e Ecnu pexxvm aBapuiiHol noanepku 6bin ak TMBMPOBaH B pe3ynbTaTe aBapuiiHOro 3aBepLUEHIS MPUTOXEHNS
Kaspersky loT Secure Gateway Network Protector, 6nokupyeTcs nepenaya noboro Tpaduika, Kpome
cny>ebHoro, KoTopblin obecneurBaeT paboTy Kaspersky lol Secure Gateway 1000 n paboTy B ceTun
(onpepenseTcs cny>kebHbIMY pa3peLLaoLLIMN NRaBUIaMN).

Pexxm aBapuiiHOM MOAAEPXKN HEBO3MOXHO BbIk/toUnTb Yepes Kaspersky loT Secure Gateway 1000 nnn Kaspersky
Security Center 14.2 Web Console. BblliTh 13 pexxinma aBapuinHon noanepXki BOSMOXHO ClneayoLwmmMm
crnocobamu:

* repesarpyska YCTROMCTBa (BO3MOXEH NOBTOPHbIN MEPEXOL, B PEXIVIM aBapUiHOW NOOAEPXKN);

® BOCCTAHOBJ/IEHWNE N3 PE3EPBHOW KOMUW;

e nonHag nepeycTtaHoska Kaspersky loT Secure Gateway 1000 Ha ycTpoiicTse.
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HacTpoiika Kaspersky loT Secure Gateway 1000

OTOT pasnen coaepXnT nHdopmaumio o HacTpolike Kaspersky loT Secure Gateway 1000.

OT0T dyHKLMOHAN OCTYMEH TOMBKO aAMUHNCTRATORY.

CueHapwii: beicTpblli CTapT Ang agMUHUCTPaTopPa

B aTOM pasnene npvBoavTCs NOCNeA0BaTENBHOCTL AEACTBIIA, KOTOPbIE TPEBYETCS BbINOMHUTL 8AMUHUCTPATOPY,
yTOObI ycTaHOBUTb 1 HacTpouTb Kaspersky loT Secure Gateway 1000, Kaspersky Security Center, a Takxe
YCTaHOBUTb MeXY HUMW COoeHEeHNE.

CueHapuii yctaHoBku Kaspersky loT Secure Gateway 1000, Kaspersky Security Center 1 HacTpoliku Mexzy HAMUK
COeaMHEHNS COCTOUT U3 CleayoLLMX STarnos:

YcTaHoBka Kaspersky Security Center

Barpyaute aucTtpunbyTus Kaspersky Security Center 14.2 n yctaHoBuTe nonHyto Bepcuto Kaspersky Security
Center Ha cepepe. [ncTtpunbyTue nonHoli Bepcum Kaspersky Security Center 14.2 BkntouaeT Kaspersky Security
Center 14.2 Web Console. [pn ycTaHOBKe pekoMeHyeTCs BbibpaTh CTaHAAPTHYIO YCTaHOBKY. [ToapobHyio
nHbopmaLmio 06 yctaHoBke Kaspersky Security Center Bbl MOXeTe NonyunTh B pasfene oHnaiH-crpasku
Kaspersky Security Center 14.2 OcHoBHOI cLieHapuiii yCTaHOBKM.

HacTpoiika npaBun ceTeBoro akpaHa

[ns ceTeBOro akpaHa ornepaLoHHON CUCTEMbI CepBepa, Ha KoTopoM ycTaHoBneH Kaspersky Security Center,
HacTpoITe NpaBua, paspelatoLye noakouenre Kaspersky loT Secure Gateway 1000 k cepsepy Kaspersky
Security Center no npotokony TCP uepes nopt 13294. MNoppobHyto nHbopMaLmio 0 HaCTPOVIKe NpaBu CETEBOTO
9KpaHa Bbl MOXEeTe MOMyUYnTb B PyKOBOACTBE MCMOSb3YEeMOl OnepauioHHON CUCTEMBI.

YcTaHoBka Be6-nnaruHa yrnpaeneHus Kaspersky loT Secure Gateway 1000

B uHtepdelice Kaspersky Security Center 14.2 Web Console ycTaHoBuTe Be6-nnarvH ynpasnexug Kaspersky lol
Secure Gateway 1000. ZIP-apxuB ¢ oucTtpubytreom Beb-nnaruHa Kaspersky lol Secure Gateway 1000 BxoouT B
KOMMAEeKT NOCTaBKM.

HacTtpolika nogknioyeHus yCTpoicTB ¢ 3awmToi Ha ypoBHe UEFI

Ha Cepsepe agmuHucTpupoBaHus Kaspersky Security Center BkntounTe ncnonbsoBarve nopta 13294 ons
npoTokona TCP anga HacTpoiiku noaknodeHns Kaspersky lolT Secure Gateway 1000 k Kaspersky Security Center.
MoppobHyto nHdopmaLmio o BkntoueHun nopta 13294 Ha Cepsepe aoMuHUCTpurpoBaHus Kaspersky Security
Center Bbl MOXeTe MonyunTb B pasferne oHnaliH-cnpasku Kaspersky Security Center 14.2 YcrpovicTsa ¢ 3awmTori
Ha yposHe UEFI.

BknioueHune yctpoiictea Kraftway Py6ex-H

BkatouunTe ycTpoincTeo Kraftway Pybex-H.

MopknioueHue k Be6-uHTepdeiicy Kaspersky loT Secure Gateway 1000

Monkntounteck k Beb-nHTepdeiicy Kaspersky lol Secure Gateway 1000, ncnosnb3sys UMs 1 naposib Mo
YMOJYaHUIo, a Takxke cepTudrKaT agMmHucTpaTopa.

HacTpolika napameTtpos Kaspersky loT Secure Gateway 1000

MNMocne nogknoueHus k Beb-uHTepdeiicy Kaspersky loT Secure Gateway 1000 HacTpoliTe cnenytoLime
napameTpbi:
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© MOAK/OYEHME K BHELLIHEN N BHYTREHHEN CEeTu;

o npoduab Monema.

© CospaHue n 3arpyska ceptudukara cepaepa Kaspersky Security Center

CospaliTe HoBblIi cepTudukat cepsepa Kaspersky Security Center 1 coxpaHuTe ero Ha lokanbHoe YCTPOCTBO.
B Beb6-uHTepdeiice Kaspersky loT Secure Gateway 1000 zarpysute ceptudukaT cepsepa Kaspersky Security
Center nns HacTpoliku coeaunHeHns ¢ Kaspersky Security Center 14.2 Web Console.

© Hactpoiika nogknioveHus Kaspersky loT Secure Gateway 1000 k Kaspersky Security Center

B Beb6-uHTepdeiice Kaspersky loT Secure Gateway 1000 HacTpoliTe nooknoyeHue k Kaspersky Security Center.

@® O6HoBneHNe kopHeBoro 1 nonb3oBaTtenbcknx ceptTudukatos Kaspersky loT Secure Gateway 1000

OBHoBKWTE KOPHEBOI 1 MONb30BaTENbCKNE cepTndmKaThI.

@ [OobaeneHne Kaspersky loT Secure Gateway 1000 B cnncok ynpaBnsieMbiX YCTPOACTB

MNookntounTecs Kk Kaspersky Security Center 14.2 Web Console n nobasste Kaspersky loT Secure Gateway 1000
B CM1COK ynpaBngembix ycTponcTs Kaspersky Security Center.

@ HacTpolika ¢punbrpaumn Tpaduka B npunoxeHum Kaspersky loT Secure Gateway Network Protector

Ecnn y Bac yctaHoBneHo npunoxeHue Kaspersky loT Secure Gateway Network Protector, HacTpoliTe npasuna
bunbTpaumn Tpadrka NPOMbILLNEHHbIX MPOTOKOJIOB M 3aMyCTUTe NpuioxeHue. [1o Tex nop noka Bbl He HaCTpPoUTe
1 He 3anycTuTe npunoxerne Kaspersky lol Secure Gateway Network Protector, TpaHauTHbI Tpaduk Ha
yCcTpoicTBe ByneT 3ab10KMPOBaH Ans obecrneyeHns 6e30nacHOCTY NMOAKIIIOUYEHHbIX YCTPOWCTB.

Bbl Tak>ke MOXeTe HacTRoWTb Npasuna GunbTRaumm Tpadrka 1 3anycTrTb NpunoxeHne Yyepes Kaspersky
Security Center 14.2 Web Console, ecnv Bbl ycTaHOBUAM coenmnHeHne mexay Kaspersky lol Secure Gateway
1000 n Kaspersky Security Center.

® YctpaHeHue yassumocTein B npunoxxeHumn Kaspersky loT Secure Gateway Network Protector

Ecnun y Bac ycTaHoBneHo npunoxeHue Kaspersky loT Secure Gateway Network Protector, Bam Hy>XHO OTKIOUNTH
obpaboTtky DNS-nakeToB 1 [06aBUTb NPEeayCTaHOBNEHHOE NpaBuno o6HapykeHns TCP-nakeToB, MOMeYeHHbIX
drnarom Urgent. 510 HEOBXOAMMO A1 YCTPaHEHWs PUCKOB, CBA3aHHbIX € ya3BuMocTamun BDU:2025-00136 &
(CVE-2024-55628 =) n BDU:2025-00137 = (CVE-2024-556292).

B peaynbTaTte BoinonHeHus aTux gelicteuin cuctema Kaspersky lol Secure Gateway 1000 6yneT rotosa k paboTe, 1
Bbl cMOXeTe ynpaensaTb Kaspersky loT Secure Gateway 1000 uepes Beb-nHTepdelic nnm yepes Kaspersky Security,
Center 14.2 Web Console, a Takxe OCyLLEeCTBASTb MOHUTORWUHI COBbLITUI ayanTa.

CueHapwii: HacTpoliika LoCTyna n3 BHELLHEN CETU K YCTPOWCTBaM
BHYTPEHHeN ceTun

B aTom pasnene onvcaHa nocnenoBaTenbHOCTb AENCTBIIA, KOTOPble TPEBYETCS BbIMOMHUTD A1s HACTPOKIM
LOCTYMa 13 BHELUHEeN CeTu K YCTPONCTBaM BHYTpeHHel ceTu, ncrnonb3ys Kaspersky loT Secure Gateway 1000.

Mepepn BbINONHEHNEM HacTPOolikn TpebyeTcs y6eanTbCs, YTO MOPT, MO KOTOPOMY MNIaHNPYETCS NOAKIIOUEHNE K
YCTPOWCTBY BHYTPEHHEl CeTW, OTKPbLIT 1 AOCTYMNEH ANg NOOKIIOYEHNS Ha YCTPOCTBE.

Cu,eHale|7| HaCTpOMKM [OCTYyna COCTOUT N3 Cnefyrownx 3Tanos:

@ HacTpolika mappyTnsauum TpaH3auTHbIX IP-nakeTos
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Ha ycTpolicTBe BO BHELLHEN CETW, C KOTOPOro TPebYeTCs NoMyYnTb OCTYN K YCTPOMCTBaM BO BHY TPEHHEN ceTu,
HacTpPONTE MapLUPYTMN3aLMIO TPaH3UTHbIX IP-nakeTos Ha nopT BHelwHen ceTun Kaspersky loT Secure Gateway
1000 (WAN).

MonpoBHyto nHOPMaLIMIO O HACTPOIKE MapLUPY TU3aLMM TPaH3UTHBIX I[P-nakeToB Ha yCTPOCTBE BHELLHEN ceTu
CM. B PyKOBOZLCTBE MO CMOMIb30BaHWIO YCTPOCTBA.

e BbiknioueHune MackKapapguHra

Bbik/itounTe dyHKLMIO MackapayvHra ofis AMHaMMY4eckoro npeobpasoBaHus IP-anpecoB TpaH3WTHbIX MakeTos,
nonyyeHHblx Kaspersky loT Secure Gateway 1000 oT ycTpoiicTBa BO BHELLHEN CETH.

©® CospaHuve npaBuna focTyna U3 BHeLLHel ceTun

Cospaiite RaspeLlaLee NpaBWI0 CEeTEBOro aKpaHa ang NpoxXoXneHsa CeTeBbIX MakeToB OT YCTpOVICTBa BO

BHewwHel ceTu Kaspersky loT Secure Gateway 1000 (WAN) k ycTpolicTBy BO BHYTPEHHEI CETW.

CospaHHoe npasuniio 6y,u,eT NPMEHATbCH OOHOBPEMEHHO AN1d BCEX OOCTYMHbIX I/IHTepd)eI\/JICOB NoAKNOYeHNS
K BHELLHEV CeTu, B TOM YMCNE 19 MOAKIOUEHNS K BHELLHEN ceTu vepes BCTpoeHHbII‘/‘I Moaem.

@ CospaHuve npaBuna foCTyna U3 BHYTPEHHel ceTun

CospaliTe paspeLuatoLLiee NPaBIO CETEBOrO SKRaHa A NMPOXOXAEHWS CETEBbIX MakeToB OT YCTPONCTBA BO
BHyTpeHHei ceTu Kaspersky loT Secure Gateway 1000 (LAN) K yCTPONCTBY BO BHELLHEN CETW.

© [poBepbTe NopknioveHne K yCTPOICTBY BHYTPEHHel ceTun

Ha ycTpolicTBe, KOTOpOe HaxoaMTCS BO BHELLHEN CETU, MPOBEPbTE NOAKIIIOUYEHNE K YCTPONCTBY BO BHY TPEHHE
ceTun.

MoppobHyto nHbopMaLMio 0 BapraHTax NpoBepPKM MOAKIIIOUEHNS K APYTM YCTPOCTBaM CETU CM. B PYKOBOACTBE
MO MCMOMb30BaHWIO YCTPOCTBA.

HacTpoiika pocTyna BeinonHeHa. Bbl cMoxeTe NoaKNounTbCS N3 BHELLHE CeTU K YCTPONCTBaM, PaCMoNOXEHHbIM
BO BHyTpeHHeli ceTn Kaspersky loT Secure Gateway 1000, Hanpumep, Ans BbIrpy3Ky aHHBIX OT 3TUX YCTPOICTB
WA HACTPOIKIM X NapamMeTpOoB.

YnpaBneHne y4YeTHbIMI 3anmncamm

OTOT paspen coaepXuT MHGOPMALMIO O HACTPOIKE AaHHbBIX YHETHbIX 3anMceit agMUHMCTpaTopa 1 Nonb3oBaTens
Kaspersky loT Secure Gateway 1000, a Takxxe napameTpoB noaktoueHns k Beb-uHtepdelicy Kaspersky loT Secure
Gateway 1000.

OT0T dyHKLMOHAN OCTYMNEH TOMBKO aAMUHNCTRATORY.

O ponsgx yyeTHbIX 3anuncei

B Kaspersky loT Secure Gateway 1000 ecTb fiBe ponu yYeTHbIX 3annceli:

e ApmuHucTpatop. iMeeT nonHbili LOCTYn KO Bcem GyHKLUMSM, MapameTpam 1 faHHbim Kaspersky loT Secure
Gateway 1000.

* [Nonb3oBaTtenb. IMeeT orpaHnyeHHbIn BOCTYN K GYHKLMSM.
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Mo ymonuaruio B Kaspersky loT Secure Gateway 1000 cyLiecTByeT ogHa yueTHas 3anmcb agMUHUCTpaTopa.
AOMUHACTPATOP MOXET CO3[aTh TOMbKO OAHY YYETHYIO 3aM1Ch MOSb30BaTENS.

CospaHne gononHNTESNbHbIX Y4YeTHbIX 3anmcemn He nonnepXxnBaeTcy.

B Tabnuue Huxke onvcaHbl pasaenbl Beb-nHTepdelica, KoTopble AOCTYMHbl aAMUHNCTPATOPY U NMONb30BaTeNto.

Pasnensl Beb-uHTepdelica, LOCTYMNHblE aAMUHNCTPATOPY 1 MNOMb30BaTENtO

Pazpen Be6- ApMUHNCTpaTop Monb3oBaTenb
nHTepdeiica
Craryc v v
CobbiTus N N
Ayaut v -
MonbsoBaTtenu v -
MNpunoxenua v Tonbko MPOCMOTP CANCKOB YCTaHOBMEHHBIX 1 3aMyLLLEHHbIX MPUIOXEHWIA 1 CANCKOB XYPHaNoB
NPUOXeHI
Cetb v -
CamopamarHocTuka N4 —
MapameTpsi v -
O npopykTte v v

[lpocmoTp nHbopMaumm 06 YYETHBIX 3anMCsX 1 MapamMmeTpax NoaKIOUYEHNS

Y106bI MPOCMOTPETL MHPOPMALMIO 06 YHETHBIX 38MYCSIX Y MapaMeTpax NoAK/IIOYeHNs K Be6-MHTepgericy
Kaspersky loT Secure Gateway 1000,

B meHIo B neBoii YyacTu cTpaHuLbl Beb-nHTepdelica BoibepuTe pasnen Monb3osatenn — MapameTpbl
nonb3oBaTenei.

OTobpasnTcs cTpaHuLa, B KOTOPOI yKasaHa cneagytoLas nHbopmMaLmns:

* B 6rnoke O6Lwwme napameTpbl 0TOBPaXKaOTCsl OCHOBHbIE MapaMeTpPbl MOAKIIIOUYEHWS, YCTaHOBIEHHbIE B CUCTEME:
KONMMYEeCTBO AOCTYMHbIX MOMbITOK noaktoueHns k Kaspersky loT Secure Gateway 1000 o BpemMeHHo
BrOKMPOBKY, a Tak)Xe BpeMs (B MUHYTax), B TEUEHNE KOTOPOTO Bbl HE MOXeTe nogknoyaTtecs k Kaspersky loT
Secure Gateway 1000, ecnuv Bbl HECKONbKO pa3 (HacTparBaeMoe 3HauYeHVe) BBEM HEBEPHbIE AaHHble YUETHOIA
3anucu.

¢ B 6noke KopHeBoli cepTudukaTt oTobpaxaeTcs MHPopmMaLms O KOPHEBOM CEPTUPUKATE, KOTOPLIN
ncnosnb3yeTcs Ang 6e30MacHOro NoaKItoYeHrs K Beb-nHTepdelicy Yepes bpaysep, 1 CPOoK OeiCTBUS STOro
ceptudumkaTa.

e B 6noke AGMUHMCTPATOP OTODPAaXaoTCS faHHbIe YUYETHOW 3anmncy agMUHUCTPAaTOpPa: UMS, CPOK AENCTBIS
YUYeTHbIX AaHHbIX, @ TaKXKe CPOK OelicTBUS cepTudmkaTa.

* B 6noke Nonb3oBaTenb 0To6paxatoTcs AaHHbIE YUETHON 3anmncy Nonb3oBaTenNs: UMsl, CPOK AeCTBUS YUYETHbIX
LaHHbIX, @ TakXXe Cpok AelicTBUS cepTudukara.

B atom pasnene Bbl Tak>XXe MOXeTe HaCcTpanBaTb MapamMeTpbl MOAKTOYEHWA K Be6—|/|HTep_d>e|7|cx, a Tak>xe OBHOBNATb
OaHHble YYeTHbIX 3anucei 1 cepTUudUKaThl NOoAKIIOYEeHNA.
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HacTporka napameTpoB NOOKIIOUYEHNS

Bbl MOXeTe HacTpouTb NapamMeTpbl NoaktoYeHns k Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000 gns
agMUHUCTPAaTOpPa Y NoMb30BaTeNs, Tak/e Kak CPOK AENCTBUS yUeTHbIX [aHHbIX, BpeMs 6e30eliCTBIS CUCTEMbI O
BNOKNPOBKM, KONMMYECTBO BO3MOXHbIX MOMbITOK aBTOPU3aLMn 1 opyrue.

YrobbI HacTpouTb rapameTpbl NMoAK/IIOYeHNS,

1. B MeHto B neBoii yacTu cTpaHuLpl Beb-uHTepdelica BbibepuTe pasanen Monb3soBaTtenn — MapameTpbl
nonb3oBaTenei.

2. B 6noke O6wme napameTpbl HAXMUTE Ha KHOMKY iaMmeHuTb.
3. B oTKpbIBLLUEMCS OKHE HaCTPOWKM MapaMeTPOB YKaXXnTe 3HaYeHNs HEOBXOAVMbIX MapaMeTPOB:

e Cpok AelicTBMS YYETHbIX faHHbIX — KONMYECTBO AHEN, B TEUEHNE KOTOPOro Nosb3oBaTesb M aiMUHNCTPaToOP
MOTYT UCMOMb30BaTb MS 1 NapOsb A9 MOAKTIOUYEHNS.

Bbl MoxeTe ykasaTb 3HadeHue oT 180 no 365 gHeli. [1o ncteveHnn ykasaHHOrO cpoka AeNCTBMS BaM HY>KHO
OyneT oBbHOBUTL YUYETHbIE AaHHbIE 8MUHMCTPAaTOPa 1 MOMb30BaTENS.

¢ [lepuop 6e3pneiicTBUSA — Bpems (B MVMHYTax), B TEUEHNE KOTOPOro CECCUs MOAKTIOUYEHNS OCTAeTCS aKTUBHO
npw 6e30elicTBAM aAMUHNCTPAaTOPa UM MOMb30BaTENS.

Bbl MoxeTe ykasaTb 3HaueHre oT 180 30 MuHyT. o ncteveHnn ykasaHHoro BpemMeHu npu 6esaenctemnm
nonb3oBaTens U agMHUCTPATOPa CECCUS MOAKIOUEHNs ByneT 3aBepLUeHa.

° I'Iepmop, 0T06pa)|(eHv|9| YBeAOMﬂeHVII‘/'I 06 oKOHYaHUN Cpoka nencTeng Y4YeTHbIX AaHHbIX — KONNYECTBO
OHew 00 KoHLa CpoOkKa OencTeus YYETHbIX OaHHbIX aOMNHUCTPAaTOopPa 1 Nonb3oBaTesiy, Koraa Bbl XOTUTE Ha4aTb
nony4yaTb yB€4OMNEHUS.

Bbl MmoXeTe ykazaTb 3HaueHue oT 3 0o 30 gHeit. [Monb3oBaTenb Takke NoayynT yBegoMIeHne 06 OKOHYaHWN
OENCTBUS YYETHbBIX AaHHbIX €ro yYEeTHOW 3anmncu B ykasaHHbIA CPOK.

¢ [lepuop oTobpakeHus yBegomseHnii 06 OKOHYaHUM CpoKa AecTBUS cepTudurkaTa — KONMYecTBO AHEN 0o
KOHLLa cpoka AeincTBug cepTudurkaTa agMUHUCTPaTOopa 1 NOMb30BaTENS, KOrAa Bbl XOTUTE HauYaTb NoMyYaTh
YBELOMIIEHNS.

Bbl MoxeTe ykasaTb 3HaueHve oT 3 fo 30 aHeit. [Monb3oBaTesnb Takxke NonyyunT yBedoMIeHe 06 OKOHYaHNM
nencTBus cepTudukaTa B ykasaHHbIV CPOK.

* KonnuyecTBo HeycneLHbIX MNOMbITOK BXOAA — MakC/MarnbHOE KONIMYECTBO MOMbITOK BBOAA HEBEPHbIX AaHHbBIX
aOMUHNCTPAaTOPOM WK Nonb3oBaTeNneM Npu nonbiTke NoaktoveHns k Beb-nHtepdericy Kaspersky lol
Secure Gateway 1000.

Bbl MoxeTe ykasaTb 3HadeHune oT 3 fo 10. [locne ykazaHHOro uncna HeycneLuHbIX MOoMbITOK aBTopm3aumm
Kaspersky loT Secure Gateway 1000 6yneT BpeMeHHO 3a6/10KMPOBaH.

e Bpems oxxupaHns npu HeYCreLHOM BXOAe — BPeMs (B MUHYTax), B TEYEHME KOTOPOro NOoAK/oYeHe K Be6-
nHTepoelicy Kaspersky loT Secure Gateway 1000 6yneT HeLOCTYMNHO MOC/E HECKOSbKMX HEYCMEeLLHbIX
MOMbLITOK aBTOPU3aLM 419 agMUHUCTPaTopa U Nnomnb3oBaTens.

Bbl moxeTe YKa3aTb 3Ha4YeHne oT 1p0 30 MWHYT. Ecnu Bbl Heckonbko pas3 BBOOMTE HEBEPHbIE OaHHbIE ON4A
NOAKIOYEeHN4, MO UCTEeYEHNN YKa3aHHOIro BpeMeH Bbl CMOXETE NMOBTOPUTL MOMbITKY NOAKITIOYEHWS.

4. Haxxmute Ha kHorky CoxpaHuTb.
MapameTpbl nogknoyeHns k Beb-nHTepdeiicy Kaspersky lolT Secure Gateway 1000 6ynyT o6HOBNEHBI.
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CospaHne y4yeTHO 3anncim nob3oBaTens

Bbl MOXeTe cospaTb yueTHYyto 3annck nonb3osatens Kaspersky loT Secure Gateway 1000, 06HOBMB y4eTHble
[aHHble MO YMOYaHMo 1 ykasas cepTudukaT nonbaosaTtens. [Tonb3oBaTesib CMOXET NOAKMOUNTLCS K BED-
nHtepodelicy Kaspersky loT Secure Gateway 1000 1 6yneT MMeTb OrpaHNYeHHbIN 4OCTYN K yHKLMOHany. Bei
MOXeTe cO3[4aTb TOMbKO OAHY YYETHYIO 3an1cCb NoOMb30BaTENS.

YTobbl cO3aaTh yHYETHYIO 3aM1Ch 0b30BATENIS:

1. Mopokniounte USB-HakonuTens nnm TokeH ¢ cepTrdrKaTOM Nob30BaTeNs 1 3aKpbITbiM KSIIOUOM cepTudukaTa K
KOMMblOTEpPY.

2. B MeHIo B neBoli yacTu akpaHa Beb-nHTepdeiica BolbepuTte pasnen MNonb3osatenu — MNapameTpbl
nonb3oBaTenei.

3. B 6noke Monb3oBaTenb Ha)xMuTe Ha KHOMKY O6HoBUTL Y4YeTHble faHHble 1 B OTKPbIBLLEMCA OKHE OBHOBNEHWS
OaHHbIX BbINONHNTE cnepytroume nencTeus:

a. |_|pVI HeO6XO,£I,I/IMOCTI/I B none VMimsa nonb3oBaTtensa BBeONTE HOBOE 1IMS MOSIb30OBATESS.

VIMs MOXET COCTOSTb TOMbKO N3 6YKB NaTUHCKOro aﬂanBI/ITa, LI,I/ICI)p N TOYKW.

b. B none CTaprl7I naposib BBEOUTE Nnaposib Nob3oBaTend no ymMmosi4aHumio. ﬂaponb Ang Nonb3oBaTeny,
npep,oc:TaBnqubM Nno ymMOT4aHUIO: useruser.

c. B none Hoebili naponb BBeaMTE HOBLIV MApOsb.

I'Iaponb OOJDKEH yOOBIETBOPYATL Clieayownm Tpe6OBaHI/I9IMZ
b CO,EI,ep)KI/IT BOCeMb 1 6onee Pas3fINYHbIX HEMOBTOPAKOLLMXCA CNMBOOB.
e He coBnapaetc paHee Nncnosib3oBaHHbIMW NapogMN.

d. B none lNMoBTopunTe HOBbLIM Naposb BBEOVTE HOBbIN NapPOsb eLLe pas.

e. Haxxmute Ha kHonky CoxpaHnTb.

[aHHble yueTHoOI 3anncy nonb3oBaTens OyayT OGHOBIIEHDI.

[MNocne nameHeHns MeHn nonb3oBaTtens Beb-nHtepderic Kaspersky loT Secure Gateway 1000 moxeT
cTaTb HegocTyneH. Ecnm aTo nponsoiigeT, nepesarpyanTte yCTPOWCTBO.

4. B 6noke Nonb3oBaTenb HaxmuTe Ha kHorky OBHOBUTL cepTuduKar.

5. B oTKpbIBLLIEMCS OKHE OBHOBNEHNS cepTuduKaTa Nonb3oBaTeNs HAXXMUTE Ha KHorKy BbibpaTtb cepTudukat u
BblIbepuTe cepTudmkaT nonbaosaTtens ¢ USB-HakonuTens nnm TokeHa.

[ns nobaeneHuns B kayecTBe cepTudukaTa LOCTymnHbl daiinbl Tonbko B dopmaTte CRT, CER, DER n PEM. Xeww
cepTudukaTa byneT 3arpyxeH B Kaspersky loT Secure Gateway 1000.

CepTtudukaTt nonb3oBaTens LOMKeH ObiTb MOANMCAH TEM KOPHEBBIM CePTUPUKATOM, KOTOPbINV 3arpy>KeH B
Kaspersky loT Secure Gateway 1000. Ecnn cepTudukaT nonbaoBaTens nognmcaH opyrum KOPHEBbIM
cepTrdrKaTOM, BaM HYy>XHO CHavana 0bHOBUTL KOPHEBOV cepTrdrKaT 1 cepTUdUKaT agMUHUCTPaTOPA.
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6. [loxxpmTech ycreLwHom 3arpy3km 1 HaxkMuTe Ha KHornky CoxpaHuTb.

YueTHas 3an1ch nonb3oBaTens byaeT cosgaHa ¢ 0OHOBMNEHHBIMN AaHHbIMU. [Tonb30BaTelb CMOXET UCMONb30BaTh
3T YYeTHble faHHble 1 cepTudrKaT Nonb3oBaTens AN noakaoyeHns k seb-nHTepdeiicy Kaspersky lol Secure
Gateway 1000.

OBHoBNEHME AaHHbIX YYETHOW 3anmncu

Bbl MoxeTe 06HOBNATL faHHbIE YUYEeTHbIX 3anmnceli (MMs 1 Naposb) aaMYHUCTPaToOpPa 1 Nosb3oBaTens ans
nozknoueHns Kk seb-uHtepdelicy Kaspersky lolT Secure Gateway 1000. TpebyeTcs OOHOBNSATL AaHHbIE YUYETHbIX
3anncen B cneayoLwmx cny4yasx:

® TeKylMe yyYyeTHble JaHHble CKOMMPOMETMPOBaHbI;
® 3aKoH4YMNc4d Cpok nencTeus YYETHbIX OaHHbIX;

® HY>XHO BbIMOMHUTL PeryngapHoe 0BHOBMNEHNE YYETHbIX AaHHbIX B COOTBETCTBUN C TpeBoBaHNaMN
NHGOPMALIMOHHOW BEe30MacHOCTY BaLLe OpraH/3aLmn.

Ecnu cpok aelicTBrg AaHHbIX YYeTHOW 3anicu agMUHUCTPaTopa W NMonb3oBaTens NoAXOAUT K KOHLLY, Bbl MOMyYnTe
COOTBETCTBYIOLLEE YBEAOMIIEHME, 1 B MEHIO B IEBO YaCTu aKpaHa Boane pasfena MNonb3oBatenu otobpasntcs
3HauYoK @, 1 B XXypHan ayavTa onepaLioHHOW ccTeMbl ByAeT 3anmMcaHo COOTBETCTBYOLLEE CODbITHE.
MNonb3oBaTenb Takxe Nony4nT yBegomeHne ob ncteueHnn cpoka feiicTBUS AaHHbIX ero y4eTHoW 3anmcu. Ecnv bl
He OBHOBMTE JaHHbIEe YUYeTHOI 3an1cy, Mocne OKOHYaHNs Cpoka AelicTBUS MPOon30iaeT creqytoLuLee:

e EcnunncTek cpok AeNCTBUS faHHbIX YYEeTHOW 3anmncu nosib3oBaTens, yueTHas 3anunch byneT 3abnokuposaHa 1
nonb3oBaTesb He CMOXEeT NoaKItoUnTLCS K Beb-uHTepdelicy Kaspersky loT Secure Gateway 1000, noka
aIMVHUCTPAaTOP HE OBHOBUTL YYETHbIE AaHHbIE. ADMVUHUCTPATOP NOMYyYnT YBEAOMIIEHNE O HEOBXOANUMOCTH
OBHOBUTb JaHHbIE YYETHOW 3anrcy MOb30BaTENS.

e EcnvncTek cpok AeNCTBUS faHHbIX Ballel yYeTHON 3anvcy agMUHUCTPaTopa, Npy NOAKIloYeHUn K Be6b-
nHTepoelicy Kaspersky loT Secure Gateway 1000 Bbl 6yneTe nepeHanpaBneHbl Ha CTpaHuLy 0BHOBNEHNS
JaHHbIX BaLLler y4YeTHO 3anucu.

Ecnu cpok aelicTBrS yUYeTHbIX AaHHbIX adMUHCTPAaTOPa UK NoMb30BaTENs UCTEK BO BPEMS aKTUBHOI ceccuu, aTa

ceccund 6YD,eT 3aBepLlleHa. O6HoBWUTE OaHHble yquHOIZ 3anuncu, YTobbl BOCCTAHOBUTD OOCTYn.

O6HoBneHne OaHHbIX ybIeTHOI‘/JI 3anmcum agMnMHNCTPaTopa

Y106bI O6HOBYTL VIMS Y NEPO/Tb 8AMUHUCTPATOPA:

1. B MeHIo B neBoii yacTu akpaHa Beb-uHTepdelica BolbepuTe pasnen Monb3osatenn — MapameTpbl
nonb3oBaTenei.

2. B 6noke AAMUHNCTpPaTOpP HaXXMUTe Ha KHOMKY OBHOBUTb YUYETHbIE AaHHbIE.
3. B okHe OBHOBNEHWS YUYETHBIX [aHHbIX BbIMOMHWTE Crefyiolme AencTBIS:

a. |-|pVI HeO6XO,£I,I/IMOCTI/I BBeOoMTEe HOBOE MY adMUHNCTPaTOopa.

VIMsa MOXeT COCTOSTb TOMbKO N3 6YKB NaTUHCKOro aﬂd)aBI/lTa, LI,I/Id)p N TOYKW.

b. BBeounTe Ball cTapbili Naposib aAMUHNCTPAaTOPa, HOBbI Maposib 1 MOATBEPOMTE HOBbIA MapOsb.
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HoBblIl1 naposib [OMKEH YOOBNETBOPSTh CledyoWwyM TPeboBaHNSM:
e Copepxunt Bocemb 1 Bornee pasnnyHbix HEMOBTOPSIOLLUXCS CUMBOSIOB.

* He coBnapaeT ¢ paHee 1UCMonb30BaHHbIMU NapOnsaMU.
TpebyeTcs N3MeHUTb Naporib, YTOBbl OBHOBUTbL CPOK AENCTBUS YUYETHbBIX AaHHbIX.

4. Haxxmute Ha KHorky CoxpaHuTb.

[aHHble yyeTHOI 3anmcu agMUHUCTPaTopa OynyT OOGHOBMEH®I.

MNocne namMeHeHns MeHN agMUH1CTpaTopa Beb-uHTepdelic Kaspersky loT Secure Gateway 1000 moxeT
cTaTb HegocTyneH. Ecnm aTo npounsongeT, nepesarpy3nte YCTPOMCTBO.

O6HoBneHne OaHHbIX yquHOVI 3arnnmcun rnosib3oBaTenyd

Y1061 O6HOBYITH VIMS Y NEPO/Tb MO/Ib30BATES.

1. B MeHIo B neBoii yacTu akpaHa Beb-uHTepdelica BolbepuTe pasnen Monb3osatenn — MapameTpbl
nonb3oBaTene.

2. B 6noke Monb3oBaTenb HaxxmunTe Ha KHornky OBHOBUTL yUYeTHbIEe faHHbIe.
3. B okHe OBHOBNEHWS YUYETHBIX JaHHbIX BbIMOMHMTE CnefyioLme AencTBIS:

a. I'lpm HeO6XO,EI,I/IMOCTI/I BBEONTE HOBOE M4 NMOJIb30BaTeENA.

VIMSa MOXeT COCTOSTb TOMbKO N3 6YKB NaTUHCKOro aJ'ICIJaBI/ITa, LI,I/Id)p N TOYKW.

b. BeeauTe cTapblli Maporb Noib30BaTessl, HOBbIM Maposb U MOATBEPANTE HOBbIN Maposb.

HoBbili naponb [omkeH yAoBNeTBOPSTb CrefyoLm TpeboBaHNSM:
e CopepxXuT BoCceMb 1 Bonee pasnnyHblX HEMOBTOPSIIOLLMXCS CYMBOJIOB.

* He coBnagaeT ¢ paHee NCMosib30BaHHbIMU MaPONSMU.
TpebyeTcs N3MEHNTL NapPOsIb, YTOOLI OBHOBUTL CPOK AEVCTBUS YHETHBIX JaHHbIX.

4. Haxxmute Ha kHornky CoxpaHuTb.

[aHHble yyeTHO 3anmcu nonb3oBaTens 6ynyT OOHOBMNEHbI.

MNocne nameHeHNs nMeHn nonb3oBaTens Beb-nHTepdeiic Kaspersky loT Secure Gateway 1000 moxeT
cTaTb HepgocTyneH. Ecnm aTo nponsongeT, nepesarpy3nte YCTPOMUCTBO.

anaBneHme CepTVId)I/IKaTaMI/I noAaKItOYEeHNA
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Kpuntorpaduueckuii npotokon TLS obecneunsaeT 6€30MacHOCTb Nepenaqn aHHbIX C MCMOMb30BaHNEM
ceptudukatoB SSL-coennnennin. Ceprugukat SSL-coenvHeHys (Banee "ceptudukat”) — 970 610K AaHHbIX,
copepxaLumii nHdopmaumio o BnagenbLe cepTudmrkaTa, OTKPbITOM Kitoue BnagesbLa, AaTax Hauana 1 OKoHYaHUs
nencTeus ceptTudukaTa.

[ns 6esonacHoro noaknoueHns k Beb-nHtepdeiicy Kaspersky loT Secure Gateway 1000 uepes bpay3sep
TpebyloTcs cnepytome cepTudurkaTbl:

* cepTuduKaT agMUHUCTPaTOpPa 4S9 NoakoYeHns K Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000
yepes yUeTHyIo 3ancb agMUHNCTPATOPA;

* cepTuduUKaT Nonb3oBaTens Ans nomgknoveHns K seb-nHtepdeiicy Kaspersky lol Secure Gateway 1000 uepes
YYeTHYIO 3anncb Nonb3oBaTens;

b KOpHGBOI7I cepT|/|¢|/n<aT, KOTOPbIM nognncaHbl CepTVIq)I/IKaTbI agMHNCTPaTOopa 1 NoJib3oBaTeNs.

CepTudrkaTbl MOryT BbITb BbiMyLLEHbI CMELManbHON MHPPacTPyKTYpoli Ha nHaviBuAyanbHbx USB-Hakonutensx nnm
TokeHax. B aTom cnyyae, uTobbl 06HOBUTL cepTudukaT, Bam HyxxeH USB-HakonuTenb nnv TokeH ¢ Habopom
LecTBYIOLLX cepTudukaToB. Bel Takxe MoXeTe co3natb HeobxoaymMble cepTUdUKaThl BRYYHYO 1 UCMONb30BaTh
VX 4N nofkntoYeHns k Beb-nHtepodeiicy Kaspersky loT Secure Gateway 1000.

PyuHoe cospaHne ceptndumnkaTon

CospaHue KopHeBoro cepTudumKaTa

KopHeBoli cepTudrkaT MOXET BbITb BbIMyLLEH YAOCTOBEPSIOLLMM LEHTPOM 1 XpaHnTcs Ha USB-Hakonutene nnm
TOKeHe, M6 Bbl MOXETE CO3aTb €ro CaMOCTOSITENBHO MO MHCTPYKLMN HUXKE.

3arpykeHHbili B Kaspersky lol Secure Gateway 1000 kopHeBol cepTudukaT B fanbHelillem 6yaeT NCronb30BaThCs
L1151 POBEPKY CePTUPMKATOB aAMUHUCTPATOpPa ¥ Nonb3oBaTesNs Npv NOAKIoYeHN K Beb-nHTepdelicy Kaspersky
loT Secure Gateway 1000.

CospnaHre KopHeBOro cepTudmKaTa AOMKHO NPON3BOAUTLCS HAa AOBEPEHHOM YCTPOCTBE B YCNOBUSIX
Be3onacHoli cpefbl (OTCYTCTBYIOT YS3BUMOCTM U JOCTYM YCTPONCTBA K HTEPHETY).

Huxe npriBeaeH npumep ncnonb3oBaHus yTunmnTel OpenSSL ana coanaHns kopHesoro ceptudvkata. MNogpobHryto
nHdopMaLmio Mo paboTe C yTUIUTON Bbl MOXETE MOMy4unTh B fOKyMeHTaumm no OpenSSL.

Y1066 CO3aaTH KOPHEBOV CEPTUGUKAT C MOMOLLBIO yTv/NTbl OpenSSL.:

1. B koHconu 3anyctute ytuanty OpenSSL, BbINONHNB KOMaHAY:
openssl req -x509 -newkey rsa:4096 -keyout cert_key.pem -out cert.pem -days 365 -subj
"/C=RU/ST=Moscow/L=Moscow/0O=SomeOrganization/OU=SomeUnit/emailAddress=test@example.cor
-extensions v3_ca

roe:
* -x509 - napameTp, onpenensiowumin CosaaHie caMmonoanmcaHHoro ceptudukata. B atom cnyvae

MCMonb3yeTCcs CTaHAAPT MHPPACTPYKTYPbl OTKPbITLIX Kiloueit npoTokonos SSL n TLS ang ynpasneHus
Knto4amMu 1 cepTudrkaTamu.
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* -newkey — napameTp, onpenenstoLLmMii HEOBXOANUMOCTb CO3aHNs HOBOMO CepTUdUKaTa 1 HOBOTO Kitoya
OOHOBPEMEHHO.

* rsa:4096 — napameTp, onpenensioLLniA TUN 1 BanHy kntova. B pesynstaTte npumeHeHns sToro napameTpa
ByneT cosnaH KoY C MCronb3oBaHneM anroputmMa widposaHua RSA, gnvHoi 4096 6uT.

* -keyout cert_key.pem —ums paiina, B KOTOPOM ByneT COXpaHeH 3aKkpbiTbIi KNtoY CO3AAaHHOroO
cepTudukara.

e -out cert.pem —umg daiina, B KOTOpoM ByaeT COXpaHeH CO3aaHHbI cepTuduKarT.
e -days 365 — napameTp, onpeaensoLni CPOoK AENCTBUS CO3AAaHHOro KOPHEBOro cepTudvkaTa.

® -subj — 6nok NapamMeTpoB, B KOTOPOM TpebyeTCs yka3aTb PerncTpaumMoHHble AaHHbIe O KOMMaHUN,
BbIMyCKalOLLLEN cepTuduKar.

2. BBeouTe 1 NoBTOpUTE Maposb A9 3aKPbITOro Kitova cepTudrkaTa. Maponb [omKeH OTAMYaTbCs OT Napons
cepTtudurkaTa, NPeAOCTaBNSEMOrO Mo YMOAYaHWIO.

B pesynbTaTe B AMpeKkTopuin, B KOTOPOI Bbina BbinonHeHa koMaHaa, OyneT cosaaHo aga daiina:
e cert.pem — ¢daiin KOpHEBOro cepTUdUKaTa;
e cert_keypem — 3aKpbITblll KItOY KOPHEBOTO cepTuduKaTa.

CospaHHbIli dalin kopHeBoro cepTudukaTa cert.pem TpebyeTcs 3arpy3nTb Npr HEOBXOAMMOCTN OBHOBUTL
KOpHeBOU cepTudmKaT.

CospaHve cepTndurkaToB agMMHUCTPATOPA 1 NOb30BaTENS

CepTuduikaTbl aOMUHCTPATOPA U NOMb30BaTENS MOMYT BbITb CO3AaHbI C MOMOLLBIO 3apaHee CO30aHHOMO
KopHeBoro ceptudukaTa.

3arpy>xeHHble B Kaspersky loT Secure Gateway 1000 cepTudukaTsl aiMUHUCTPAaTOPA 1 NOb30BaTENS B
JarnbHelilem 6yneT Cnonb30BaTbCs OS89 NoaktoYeHuns Kk B Beb-uHTepdelicy Kaspersky loT Secure Gateway 1000.

Huxe npreepeH nprmMep ncnonbaosaHua yTunutbl OpenSSL ang coananns ceptudrkaTa agMUHACTpaTopa Unm
nonb3oBaTens. NonpobHyto nHGopmaLwmio No paboTe C yTUINTON Bbl MOXETE NMOMyUnNTb B LOKYMEHTaLIMN MO
OpenSSL.

YTobbl co3naTh cepTUpuKaT aAMUHUCTPATOPA W/ MO/Ib30BATES C MOMOLLbIO yTuanTel OpenSSL:

1. YTo6bI cO3naTh HOBLIV cepTudVKaT, B KOHCONM 3anycTuTe yTunuTy OpenSSL, BbINOMHMB KOMaHLY:
openssl req -new -newkey rsa:4096 -keyout TlsClientAdminKey.pem -out
TlsClientAdmin.csr

2. Ytobbl nognucaTb cosgaBaemblli cepTUdUKaT paHee CO34aHHbIM KOPHEBLIM CepTUdUKATOM, BbINONHATE
CcrnenyoLLyto KoMaHay 1 BBegunTe naposib OT 3aKPbITOro Krikova KOpHEBOro cemechKaTa:
openssl x509 -req -days 365 -in TlsClientAdmin.csr -CA cert.pem -CAkey cert_key.pem -
CAcreateserial -out TlsClientAdmin.crt -extensions v3 req

CospaHHbili daiin ceptudukata B popmaTte CRT Heobxoamm npn 0BHoBNEHWN cepTudmKkaTa aaMUHUCTRaToRa
YUY Nonb3oBaTeng.

3. YTObbI CO3aaTh apXMB, COAEPKALLMIA HOBbI CEPTUPUKAT N €ro 3aKpPbITHIN KoY, BEIMOHUTE CNEAYIOLLYIO
KOMaHZy:
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openssl pkcsl2 -export -in TlsClientAdmin.crt -inkey TlsClientAdminKey.pem -out
TlsClientAdmin.pl2 -name TlsClientAdmin -descert -nomaciter

CoapaHHbiii daiin apxuea B popmaTe P12 TpebyeTca 3arpyanTb B Bpaysep npu noakioyeHn k Beb nHrepdeiicy,
Kaspersky loT Secure Gateway 1000.

O6HoBneHne cepTndnKaToB

[ns 6esonacHoro noaknoueHns k Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000 uepes bpay3sep
TpebyloTcs cepTdrKaT agMUHUCTPaTopPa, cepTudUKaT Nob3oBaTeNs U KOPHEBOWN CepTUPUKAT, KOTOPBIM
noanvcaHbl cepTudukaTbl agMUHUCTPAaTOPa 1 NOMb30oBaTeNs.

TpebyeTcs 06HOBNATL cepTUdUKaTLl B CRedyoLMX CyYasX:
* TeKkylyme cepTnduKaTbl CKOMNPOMETMPOBAHDI;
® 3aKOHYMIICS CPOK AENCTBUS CepTUPUKATOB;

® HY>HO BbINOSHUTb PErynspHOe OBHOBNEHNE cepTdIKaTOB B COOTBETCTBUM C TPEOOBaHNAMN
NHGOPMALIMOHHOW 6e30MacHOCTY BaLLe OpraH/3aLImn.

Ecnwn cpok gelicTBus cepTudrkaTa agMUHUCTPATOPa W NMoNb30BaTenNs NOAXOANT K KOHLYY, Bbl MOMyYnTe
COOTBETCTBYIOLLEE YBEAOMIIEHME, 1 B MEHIO B IEBOI YaCTU 9KpaHa Boane pasfena MNonb3oBatenu otobpasntcs
3HauYoK @, 1 B XXypHan ayavTa onepaLioHHOW ccTeMbl ByAET 3an1McaHo COOTBETCTBYIOLLEE CODbITHE.
Monb3oBaTenb Takxe Nony4nT yBeaomeHne ob ncteueHnn cpoka aelicTans ero ceptudurkata. [Npn nctevexHunm
Cpoka fencTsus cepTrdrKaToB MPOV3ONAET cremyloLlee:

e Ecnunnctek cpok pencTeusg ceptudurkaTa nob3oBaTens, yueTHas 3anunch byneT 3abnoknposaHa 1
nonb3oBaTe b He CMOXET NoakItounTbCs K Beb-uHTepdelicy Kaspersky loT Secure Gateway 1000. AkTrBHas
ceccusi MoaKtoYeHns ByaeT 3aBeplueHa. Bbl nonyunte yBegomneHne o HeobxoanmocTi O6HOBUTL cepTuduKaT
nonb3oBaTens.

* Ecnunnctek cpok aencTtaus ceptudukata aoMUHUCTPATOPa, yueTHas 3anvch byaeT 3abnokmpoBaHa 1
aOMUHNCTPATOP HE CMOXET MoakmtounTbes K Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000.

e EcnvncTek cpok OeincTBus KopHEBOro ceptudurkaTa, TpebyeTcs 0BHOBUTL BCe CepTUPUKaThI: KOPHEBO
cepTudvKaT, cepTudukaT adMUHUCTPaTopa 1 cepTrdrKaT Nob3oBaTeNs.

Mpw obHOBNEHNM cepTudLKaTa MOXeT NoTpeboBaTbCs Nepesanyck bpaysepa AN OUMCTKM KeLla TeKYLLEi
ceccum noaknoveHns k Kaspersky loT Secure Gateway 1000.

He pekomeHnyeTcs 3arpy»aTb LWMPOKO N3BECTHbIE CePTUdUKATLI YAOCTOBEPSIOLLErO LIEHTPa, TaK Kak
LLOBEPEHHBIMU DYy T SBNSTLCS BCE CEPBEPHI, CMOSb3YIoLLME CEPTUPUKATI, MOANMCAHHbIE 3TUMM
cepTudUKaTamy yooCTOBEPSIOLLErO LeHTpa. Takasi CUTyaLms MOXET NPUBECTU K koMnpomeTaumm Kaspersky
loT Secure Gateway 1000.

Ncnonb3osaHre USB-TokeHoB

Bbl MoxxeTe ncnonb3oaTb USB-TokeHbl ¢ AnmnHol kntova ceptuduikaTa pasHoit 4096 6ut nnn 8192 6ut png
noaknoyveHns k seb-uHtepdelicy Kaspersky loT Secure Gateway 1000.
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YT1obbl ncnonb3osaTe USB-TokeH:

1. NMopkntounTte USB-TOKEH K KOMMBbIOTEPY, C KOTOPOro ByaeT OCYLLEeCTBAIATbCA [OCTYN K Be6-nuHTepdelicy
Kaspersky loT Secure Gateway 1000.

2. YcTaHoBUTE NporpaMMHoe obecneyeHrie, NocTaBnseMoe Afis noaaep>Xku padotsl ¢ USB-TokeHoM.

3. DkenopTupyiTe cepTndrKaT TOKEHa, UCMONb3Ys 3TO MPOrpaMMHoe obecneyeHye.

4. 3arpysuTe aKkcnopTupoBaHHbIi cepTudmkaT B Kaspersky loT Secure Gateway 1000 B kauecTBe cepTudukaTa
aOMUHVCTPaTOpa U Nob30BaTenNs, Kak ONMCaHO HIKE.

O6HoBneHNe KOpHeEBOro cepTudukaTa

Mepern 06HOBEHNEM KOPHEBOMO cCepTudUKaTa, HEOBXOAMMO 3arpy3unTb apxmB .pl2 ¢ cepTudrkaTom
aOMVHMCTPaTOopa, NOAMNMCaHHbIM HOBBIM KOPHEBBIM CepTUGUKaTOM B Bpay3ep, C MOMOLLbIO KOTOPOro
OCYLLEeCTBNAEeTCS [OCTYN. VIHCTpYKUMIO Mo 3arpyske cepTudrKaTa Bbl MOXETE HANTV B OKYMEHTaLMM
Opaysepa.

Y106b1 06HOBUTH [aHHbIE KOPHEBOro CepTUDUKATA:

1. Ecnn HoBebI KOpHEBOI cepTudukaT xpaHuTcs Ha USB-HakonmTene nnm TokeHe, NoaKIounTe ero K KOMMbloTepy,
C KOTOPOro Bbl MOAKtoUeHbl kK Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000.

2. B MeHIo B neBoii YacTu cTpaHunubl Be6-nHTepdelica Boibepurte pasaen Monb3osaTtenn — MapameTpel
nosnb3oBaTeneii.

3. B 6rioke KopHeBoii cepTudukat Haxxmmnte Ha kHornky O6HoBUTL cepTudunkar.

4. B okHe 0BHOBNEHNs cepTudukaTa HaxxMmTe Ha KHomKy BeibpaTb cepTugumkat 1 B OTKpbIBLLIEMCS OKHE BblibepurTe
dalin 0elicTBYIOLLEro KOPHEBOIO cepTudUKaTa.

[ns nobaeneHuns B kayecTBe cepTudukaTa LOCTynHbl daiinbl Tonbko B dopmaTte CRT, CER, DER n PEM. Xeww
cepTudukaTa 6yneT 3arpyxeH B Kaspersky loT Secure Gateway 1000.

5. [loxanTECh yCneLHOM 3arpy3Kki 1 HaxkM1Te Ha KHomnKy CoxpaHuTb.
NHdpopmaLus o 3arpy>XeHHOM KopHEBOM cepTudurkaTe 1 CPoK ero feicTemns otobpassarcs B 61oke KopHesoli

cepTtudukart. [Tocrne aToro Bam Hy>KHO OBGHOBUTL CePTUPUKaTE aAMUHCTPATOPA U NMONb30BaTeNs Ha
MOAMNMCaHHbIE HOBBIM KOPHEBBIM CEPTUPUKATOM.

lNocne 0GHOBNEHMS KOPHEBOIO cCepTUdUKaTa, cepTUdUKaT agMVHUCTPaTOPa HY>KHO OBHOBUTL HE 3aBepLuas
ceccum noaktoyeHns k Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000.

O6HoBneHne cepTudrkaTa agMUHUCTPaTOPAa

Y1066 06GHOBUTE AaHHbIE CEPTUPVKATE AAMVUHUCTPATOPA:

1. Ecnu HoBeI cepTudvkaT agMUHUCTpaTopa xpaHuTcs Ha USB-HakonuTene nnm TokeHe, MOaKIoUnTE ero K
KOMIMbIOTEPY, C KOTOPOro Bbl MOAK/toYeHbl k Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000.
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2. B meHio B neBoli YacTu CTpaHnubl Beb-nHTepdeiica BoibepuTe pasaen MNonb3oeatenu — MNapameTpbl
nonb3oBaTeneil.

3. Ecnu HoBbI cepTrdmKaT aoMUHMCTPaTopa NOAnMcaH ApyriM KOPHEBbIM cepTudrKaToM, 3arpy3nTe
HeOoBXOAUMbI KOPHEBOI CePTUDUKAT MO UHCTPYKLMN BhiLLE.

B aTOoM cnyyae Bam Takxe noTpebyeTcs 06HOBUTL cepTrdUKaT Nonb3oBaTens, YTobbl Nonb3oBaTe b MOT
nomkmounTbes k Beb-nHTepdelicy Kaspersky lol Secure Gateway 1000.

4. B 6noke AAMMHUCTpPAaTOP HaxM1Te Ha kHornky OB6HOBUTL cepTudgukar.

5. B okHe oBHoBNEHNS cepTuduKaTa HaxkMnTe Ha KHOMKY BeibpaTb cepTudukaT 11 B OTKPbIBLUEMCS OKHE BbibepunTe
daiin pelicTBytolLlero ceptudukaTa agMUHACTpaTOpa.

[na nobaeneHns B kauecTBe cepTudurkaTa LocTyrnHbl daiinbl Tonbko B dopmate CRT, CER, DER 1 PEM. Xeww
ceptudukaTa 6yneT 3arpy>xeH B Kaspersky loT Secure Gateway 1000.

6. loxxamtech ycneLHom 3arpy3ki 1 HaxkmmTe Ha KHomnky CoxpaHuTb.

NHdopmaums o cepTudurkate agMuHUCTpaTopa 6yneT o6HOBNEHa, MHbOPMaLVs O 3arpy>keHHOM paHee
ceptudukaTe bynet ynaneHa. Ceccus nogknioveHns GyaeT saBepLueHa, BaM Hy>XHO MOBTOPHO MNOAKIIOUNTLCS K
Beb-uHTepddelicy Kaspersky loT Secure Gateway 1000.

MNMocne obHoBNEHUS cepTudMKaTa aaMUHUCTPATOPAa, ECNM Bbl Tak)Xe OBHOBUNM KOPHEBOI cepTrdMKarT,
Heob6xoaMMO ynanuTb 3 6paysepa cepTudrKaT agMUHNCTPATOPA, MOANMCAHHDBIA CTapbIM KOPHEBBIM
cepTudurkaTom. IHCTPyKLMIO MO yaaneHuto cepTudrkaTa Bbl MOXETE HaliTi B OKYMeHTauumn 6pay3sepa.

O6HoBneHne cepTudrkaTa Nonb3oBaTens

Y1061 06HOBUTB AaHHbBIE CEPTUDUKATA MO/Ib30BATESS!

1. Ecnn HoBebIli cepTudukaT nonb3osaTens xpaHuTcs Ha USB-HakonuTene nnm TokeHe, NoakoumTe ero K
KOMMbIOTEPY, C KOTOPOro Bbl MoAKtoUeHbl K Beb-nHTepdeiicy Kaspersky loT Secure Gateway 1000.

2. B meHio B neBoli YacTu CTpaHuubl Beb-nHTepdeiica BoibepuTe pasaen Nonb3oeatenu — MNapameTpbl
nonb3oBaTeneii.

3. Ecnu HoBbIl cepTrdmKaT Nonb3oBaTens NoanmMcaH ApyriM KOpHEBLIM cepTudUKaToM, 3arpysmnTe HeobxoauMbili
KOpHeBoli cepTndMKaT MO NHCTPYKLMM BbiLLE.

4. B 6noke MNonb3oeaTenb HaxmuTe Ha kHornky OBHOBUTL cepTuduKar.

5. B okHe 0BHOBNEHWS cepTudrKaTa HaXMUTE Ha KHOMKy BbiBpaTb cepTudukaT 1 B OTKpbIBLLEMCS OKHE BbibepuTe
daiin gelicTeytoLlero ceptudrkaTa Nosb3oBaTenNs.

[ns nobaeneHuns B kayecTBe cepTudukaTa LOCTymnHbl daiinbl Tonbko B popmaTte CRT, CER, DER n PEM. Xeww
cepTudukaTa byneT 3arpyxeH B Kaspersky loT Secure Gateway 1000.

6. [loxxpmTech ycrneLwHom 3arpy3km 1 HaxkKMuTe Ha KHoMnKy CoxpaHuTb.

NHdopmaums o cepTudukate nonb3osaTens OyneT obHoBNeHa, MHGOPMaLKs O 3arpy>XeHHOM paHee
ceptudukaTe ByneT ynaneHa. [lonb3oBaTesnib CMOXET NCMOMb30BaTb OBHOBNEHHDIN cepTuduKaT ons
noakayeHns Kk Beb-nHTepdeiicy Kaspersky lol Secure Gateway 1000.
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HacTpoiika Beb-cepaepa

PaboTy Beb-nHTepdelica Kaspersky loT Secure Gateway 1000 obecneunBaeT Be6-cepBep CivetWeb. [NapameTpbi
Beb-cepBepa XxpaHaTCs B KOHOUrypaLoHHoM daiine, 6e3onacHOCTb NoakoueHns obecrneunsaeT cepTudukaTt
Beb-cepBepa. Kaspersky lol Secure Gateway 1000 nocTtaBnsieTcs ¢ npefyCcTaHOBNEHHbIM cepTudrKaToM Be6-
cepBepa, KoTopblii nognucaH “TlabopaTopueli Kacnepckoro”.

TpebyeTcs 06HOBNATL cepTHdMKaThl Beb-cepBepa B CeaytoLLmMX Cryyasx:

* TeKkylme cepTudUKaTbl CKOMNPOMETMPOBAHDI;

e y3meHuncs IP-anpec Kaspersky lol Secure Gateway 1000.

[Mocne nepBoro NogktoYeHrs TpebyeTcs 3aMeHNTb cepTduKaT Beb-cepBepa, yCTaHOBMEHHDIN MO
yMonuaHuio, Ha cepTrdKaT, MCMOob3yeMblil B BalLE opraH13aLmn.

Y106bI 3arpy3uTh HOBBIL cepTrpuKaT Beb-cepBepa:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BolbepuTe pasnen MNonb3osatenn — MNapameTpbl Be6-
cepeepa.
OTKpoeTcs cTpaHuLa, Ha KOTOpoli oTobpaxaeTcs nHdopmaLms cepTudurkaTe 1 koye Beb-cepaepa.

2. BbinonHmMTe 0gHO 13 CrepyoLmx AeNCTBUI:
* Ecnuny Bac He pnobaBneH cepTudurkaT, HaXMUTE Ha KHOMKy 3arpy3nTb cepTudgukar.

e Ecnny Bac yxe nobasneH cepTuduKkaT 1 Bbl XOTUTE Ero 3aMeHNUTb, HAXXMUTE Ha 3HaYOK KapaHdalla ¢ B
npaBoM BEPXHEM Yrny 6roka nHbopmaummn o ceptudukaTe.

3. B oTkpbiBLLEMCS OKHe 3arpy3ka cepTudurkaTta Beb6-cepBepa BbiNonHUTE CriefytoLme OeicTBUS:

a. B none Ceptudukatr HaxxmmTe BbibpaTb cepTudukaT 1 B OTKPbIBLLEMCS OKHE 3arpy3kiu BolbepuTe palin
ceptudukata B popmate CRT, CER, DER vnun PEM.

Y6enutecs, 4To npu reHepaummn cepTrdrikaTa Be6-cepaepa B napameTpe subjAltName ykasaH IP-agpec
Kaspersky loT Secure Gateway 1000 B nokansHol ceTu.

b. B none Kniou ceptudukara Haxxmute BoibpaTb kntou cepTudukaTa 11 B OTKPbIBLLUEMCS OKHE 3arpy3kiu
BblbepuTe daiin knoya B dopmate KEY.

c. HaxxmnTe Ha KHOTKY COXpaHVITb, YTObbI COXpPaHNTb NSMEHEHNS.

CyMMapHbIl pasmep 3arpy>keHHbix dalinos He MoxeT npesbiwaTb 16 Kb. Ecnn Bam HyXHO 3arpy3nTb
Heckornbko dalinos, 0bLLMiA pasmMep KOTopbIX NpesbitaeT 16 Kb, Mbl pekoMeHayem 3arpy»kaTtb KX Mo
OJHOMY 1 COXPaHsTb U3MEHEHIs nocre kaxaoro daiina.

4. OBHOBUWTE CTPaHULLY, YTOBbI HOBbI CepTUPUKAT BCTYNUI B CUITY.

Ecnun y Bac y>e 6binn 3arpy>xeHbl cepTudrKaT U KoY, OHY ByayT 3aMeHeHb.
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B pasgene Monb3oeatenu — MNapameTpbl Be6-cepBepa oTobpasnTcs cneapytollas Hbopmaums ob
ncnonb3yemMom cepTudukaTe:

Nms daiina ceptudukaTta n ero dopmart;

Nms cybbekTa — nHdopmaLms o nporpamMme, Ans KOTOPOW BbIMyLLLEH cepTUduKar;

W3paTtenb — nHPopmaLms o6 opraHnsaumu, BeinyCcTUBLLEN CepTUdUKaT;

* Cpok peiicTBua ceptudurkarta — jata OkoHUaHVs AelicTBIS cepTrdmkaTa.

HacTpolika napameTpoB ceTu

Kaspersky loT Secure Gateway 1000 nocTaBnseTcs co cTaTuyeckn HacTpoeHHbIM IP-agpecom — 19216811, koTopelii
Bbl MOXETE U3MEHUTb MPY HEOBXOAMMOCTU. YTObbI CcTema Morna paboTaTb B kauecTBe 6e30MmacHoro Losa
NHTepHeTa Belleld, TpebyeTcs BbINOMHUTb HACTPOVIKY NapaMeTpOB BHY TPEHHEN 1 BHELLHEN CeTw.

Bbl Takke moxeTe HaCTpOWTb Cnefyrowme napameTpbl CeTn Ong nepegadn aHHbIX:
® TpaHcngaumga ceTeBoro agpeca, nnn MQCKapaﬂMH/'(BKﬂIOLII/ITb nnn BbIKJ'I}OLIVITb);

* npodunb Mogema Ais paboTbl COTOBOro coefnHeHns Ha ycTpolicTee ¢ Kaspersky loT Secure Gateway 1000
(ecnu MoLem NoAKMOYEH K YCTPONCTBY);

° MapLUpyTU3aLmMs ang 6onee rmbkoro ynpasneHrsi CeTeBbIMU MakeTamu, KOTOpble MPOXOAAT Yepes YCTPOMCTBO C
Kaspersky loT Secure Gateway 1000;

* MQTT-6pokep ons obmeHa gaHHbIMK TenemeTpum no npotokony MQTT (Message Queuing Telemetry
Transport).

Bbl MOXeTe npocmaTprBaTh 1 M3MeHaTb napameTpbl ceTu Kaspersky loT Secure Gateway 1000 B pasgene CeTb Ha
COOTBETCTBYIOLLYX BKaOKaX.

OT0T dyHKLMOHAN AOCTYMEH TOMBKO aAMUHNCTRATORY.

HacTpoiika napameTpoB BHy TPEHHEN ceTu

BHyTpeHHsis ceTb — 9TO CeTb OpraHusaLmm, B KOTOPOI AaTUUKN NepeaatoT cucTeMe TeniemMeTpuyeckme naHHble.
BHyTpeHHss ceTb Kaspersky lol Secure Gateway 1000 MoxeT 6biTb MCMOb30BaHa A5 BbINOSHEHNS CNEAYIOLX
3apad:

* nonkayeHve k Beb-uHtepdeicy Kaspersky loT Secure Gateway 1000;

* OTnpaBka XYRHaNoB cobbITuii Ha BHYTREHHUIA cepaep Syslog;

* B3aNMOIENCTBUE C YCTPONCTBaMM BHYTPEHHEN ceTu, noaktoyeHHbIMM kK Kaspersky loT Secure Gateway 1000
(Hanprmep, aTuUnKN, CEHCOPbI).

54



Mpw nameHeHnn IP-agpeca Kaspersky loT Secure Gateway 1000 Bo BHyTpeHHel CeTu, CeaHC NMOAKIIIOUEHS K
Be6-uHTEepdelicy byaeT 3aBepLueH. Bam noTpebyeTcs nepesarpysuts Kaspersky lolT Secure Gateway 1000 n
3aTeM NOBTORHO noaktounTbed k Kaspersky loT Secure Gateway 1000 no Hosomy IP-agpecy.

Mpwu nsmeHeHnn mackm nogceTn Kaspersky lol Secure Gateway 1000 Bo BHyTpeHHel ceTu HeobxoaMmo
3aHOBO HAaCTPOUTHL NMapameTpbl BHYTPEHHel ceTu 1 nepesarpyautb Kaspersky lol Secure Gateway 1000.

Mpw BKAtOYEHMN 1 BbiktouveHun dyHkumn Mcnonbsoesate DHCP-cepBep TpebyeTcs nepesarpysnTb
Kaspersky loT Secure Gateway 1000.

YT06bI HACTPOUTB EPaMETPbI BHY TDEHHEN CETU:
1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BolbepuTe pasnen CeTb.
2. Ha Bknanke BHyTpeHHsIS ceTb yKaxuTe 3Ha4YeHUs crefyoLLx napaMmeTpoB:
e |IP-apgpec. 1o ymonuaHuio aTOT napameTp UMeeT 3HaueHre 19216811.
¢ Macka nogceTn. [lo ymonuaHuio 3TOT napameTp nmeeT 3HadeHne 255.255.255.0.
B none MAC-appec otobpaxaetcsd MAC-agpec cucTemMbl BO BHYTPEHHE CeTu.

3. Ecnn TpebyeTcsa ans yCTpONCTB BO BHYTPEHHEN CeTu HacTpanBaTh NapamMeTpbl CETY aBTOMaTMYECKN MO
npotokony DHCP, yctaHosuTe nepekntovaTens Vicnonb3osate DHCP-cepBep B nonoxeHme BKIOYEHO 1
YKaXkKnTe 3Ha4YeHVs of1s CNeayoLLx napameTpoB:

* Havano amnanasoHa IP-agpecos.

¢ KoHeu guana3soHa IP-agpecos.

e Appec ocHoBHoro DNS-cepgepa. [1o ymonuaHuo 3ToT napameTp nmeeT 3HadeHne 8.8.8.8.

e Appec pononHutenbHoro DNS-cepBepa. 1o ymonuaHuio aToT napameTp nmeeT 3HadveHne 8.8.4.4.
lNo ymonuaHuio nepekntovaTens Vicnonb3osate DHCP-cepBep BktoyeH.

4. Ecnun TpebyeTcs AN yCTPONCTB BO BHYTPEHHEN CeTW HacTpanBaTb NapamMeTpbl CETY BPYUHYIO, YCTaHOBUTE
nepekntoyatens icnonbaosatb DHCP-cepBep B NonoxeHme BbIKOYEHO.

5. BHMmaTenbHo NpoBepbTe NPaBubHOCTb YKa3aHHbIX MapamMeTpoB nepes CoXpaHeHeM 3MEHEHWIA.

MNocne npuMeHeHns HeBepPHbIX NapameTpoB HTepdeiic Kaspersky loT Secure Gateway 1000 moxeT cTaTb
HepoCTynHbIM. B 3ToM cnyyae Bam noTpebyeTcs cbpocuTb YCTPOMCTBO 0O 3aBOACKMX MapaMeTPOB.

6. Haxxmute Ha KHOMKY COXpaHI/ITb B HUXKHEI YacTun CTpaHunLubl, YTOObI COXpPaHUTb NSMEHEHNS.

7. Nepesarpyaute Kaspersky loT Secure Gateway 1000, UTobbl U3MEHEHNS NapaMeTPOB CETU BCTYMNMN B CUITY.
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HacTporka mackapaguHra

Bbl MmoxeTe HaCTPOUTb TPaHCNALNIKO CeTeBbIX afpecoB C NMOMOLLbIO CI)YHKLJ,VlI/I MacCkKapaaunHra.

MackapaauHr (aHrn. Masquerading) — T1n TpaHCAgLmMy CEeTEBOrO agpeca, Npy KOTOPOM afpec OTrpaBUTENs BO
BHYTPEHHEN CeTn NoAMEHSIETCS ANHAaMUYECKM B 3aBUCUMOCTY OT apeca, Ha3dHauyeHHOro nHTepdeiicy, Ha agpec BO
BHeLLHel ceTu. Bbl MOXxeTe ncnonb3oBaTb GYHKLIMIO MackapaguHra, eCnm Ans yCTPOUCTB BO BHYTPEHHEN ceTn
TpebyeTcs nooMeHa napamMeTpoB B 3arofioBkax IP-nakeToB, a Takxe ong CKpbITUS MHPPaCTPYKTYPbl 38 OLHUM
agpecom. OTO NO3BONMUT YCTPONCTBAM, PACMOSIOKEHHbBIM BO BHY TPEHHEN CETU U HE UMEIOLLM pearbHbIX [P-
afpecoB, OTNPaBNITb 1 Nony4YaThb |IP-nakeTbl N3 BHeLLHel ceTw.

Y106bI BK/IOYNTE MACKapaayIHr:
1. B meHto B neBoli YacTn cTpaHuLpl Beb-nHTepdeiica BoibepuTe pasnen CeTb.

2. Ha Bknagke BHeluHsig ceTb B 6noke ﬂapameprl TpaHCcnauum yCTaHOBUTE NepeKkntoYvaTesib BknounTtb
MacKapaguHr B NoJIOXKeHne BKJTIOYEHO.

MackapaguHr 6yneT npMeHeH TOMbKO Ls KaHana CBSA3U, Ha3HaY€HHOrO OCHOBHbIM (BHELLHAS CETb UM MOLEM).

HacTpolika napameTpoB BHELUHEN CETU

BreluHss ceTs — aTo ceTb, Yepes koTopyto Kaspersky loT Secure Gateway 1000 BbIxoguT B UHTEPHET U
B3aumMogeincTeyeT ¢ Kaspersky Security Center. BHelwHss ceTb Kaspersky loT Secure Gateway 1000 moxeT 6biTb
MCnoJsib3o0BaHa A/19 BbiNOJIHEHNS Cnefyowmx 3agav.

* HacTpoiika B3aumopericTug Kaspersky loT Secure Gateway 1000 c Kaspersky Security Center;

® OTMNpaBka XYPHasIoB COBLITUI Ha BHELIHUIA cepBep Syslog.

YTO6bI HACTPOUTB NEPAMETPLI BHELLHEV CETU:
1. B MeHto B neBoii yacTu cTpaHuLpl Beb-uHTepdelica BbibepuTe pasnen CeTb.
2. Ha Bknagke BHelwHsas ceTb B 6r1oke MapameTpbl BHELLHEN CeTY BbINOMHUTE OOHO U3 CreyoLWmnX OeiCTBIIA:

e Ecnu TpebyeTcs HAaCTPOUTL NapamMeTpbl CeTu aBToMaTyeckn no npotokony DHCP, yctaHoBuTe
nepeknoyatens ABTomaTtuyeckoe nonyyeHue (no DHCP) B nonoxeHue BkntoyeHo. o ymonyaHuio
nepeknoyatens ABTomaTtuyeckoe nonyyeHue (no DHCP) HaxoanTcs BO BKIIKOYEHHOM MOIOXEHNN.

Ecnn npu BktoUYeH aBTOMaTNYECKOro NosyYeHns napameTpoB BHelwHen ceTn DHCP-cepBep Bbigan
Kaspersky loT Secure Gateway 1000 Hynesble agpeca DNS-cepBepoB, TO MOAK/OYEHME K pecypcam 1
MapLUPyT13aLMs Mo LOMEHHOMY UMeHW ByAeT HeAoCTYMHbl. B 3ToM cryyae Bam Hy>KHO OTKIIOUNTb
aBTOMaTuMyeckoe nonyyveHne napameTtpos ceTv no DHCP 1 3apaTh appeca 0CHOBHOIO 1
nononHuTensHoro DNS-cepBepoB BpyUHY!o.

e Ecnum TpebyeTcs HAaCTPOUTL NapamMeTPbl CETY BPYUHYIO, YCTAHOBUTE nepek/tovatesis ABToMaTuyeckoe
nony4eHue (no DHCP) B nonoxeHre BbIKIOYEHO 1 YKaXXUTE 3HaYeHWs ONs CNeAyOLLMX NapaMeTpoB:

¢ |P-appec. o ymonuaHuto 3TOT NapamMeTp UMeeT 3HaYeHNe NoCeaHero agpeca, NoyyYeHHoro ot
cepsepa DHCP. Ecnu Takoii agpec oTCyTCTBYET, TO 3TOT NapameTp MMeeT 3HadeHne IP-agpeca
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BHYTREHHEW ceTu (Mo ymonyaruto, 192168.11).
* Macka nogceTu. [lo ymonuaHuio 3TOT napameTp nmeeT 3HadveHne 255.255.2550.
e Lllnios.
e Appec ocHoBHoro DNS-cepgeepa.
e Appec pononHutensHoro DNS-cepsepa.
B none MAC-apgpec otobpaxaetcs MAC-agpec cucTembl BO BHELLHEN CETMW.

3. BHMmaTenbHo NpoBepbTe NPaBUIbHOCTb YKa3aHHbIX MapamMeTpoB nepes CoXpaHeHeM N3MEHEHWIA.

[Nocne npyMeHeHns HeBepHbIX NapameTpoB nHTepdeiic Kaspersky loT Secure Gateway 1000 moxeT cTaTb
HepoCTynHbIM. B aTom cnyyae Bam noTpebyeTcs cbpocuTb YCTPOMCTBO 0O 3aBOACKMX NMapaMeTPOB.

4. HaxxmuTte Ha KHorky CoxpaHuTb, YTOObI COXPaHUTb N3MEHEHNS.

5. Mepesarpyaute Kaspersky loT Secure Gateway 1000, uTo6bl U3MeHeHWs NapamMeTPOB CETU BCTYNUN B CUNTY.

HacTpoiika napameTpoB COTOBOIrO COeaNHEHMS]

Ecnmns YCTpOIZCTBe OTCYTCTBYET MOLEM, NCMNOJIb3OBaHNE COTOBOIro CoegnHeHna HegoCTYynHa, 1 napamMeTpbl
COTOBOro coegHeHnsa CKpbIThbI.

PaboTy coToBoro coeanHeHus Ha ycTpolicTee ¢ Kaspersky loT Secure Gateway 1000 o6ecneunBaeT Mofem
HUAWEI ME909s-120 nnm SIMCom SIM7600. lMNapameTpbl COTOBOro COeAMHEHUS XpaHATCS B Npodune Mogema.
Kaspersky loT Secure Gateway 1000 nocTaBnseTcs ¢ npeaycTaHOBMEHHbIMY NMPODUNSMN MOAEMA, B KOTOPbIE
BXOOUT KOHPUIrypaLMOHHbI dalin, cogepyallmii 6a3oBble CKpUNTbI A5l HACTPOWKM NapaMeTPOB COTOBOroO
coeauHeHns. Takxe KOHOUIrypauroHHbIl dain npobuna monema cogepXut AT-komaHabl Ans Mogema,
obecrneunBatoLLe YCTaHOBKY U MOLAEPXKKY COEAVHEHNS, @ TakXXe OnMcaHne napaMmeTpoB HAaCTPOKI MPOTOKONa
PPP (aHrn. Point-to-Point Protocol).

Bbl MoXeTe npocmaTpurBaTh 1 HacTparBaTh NapamMeTpbl COTOBOro coefnHeHuns B pasaene CeTb — BHeluHsa ceTb.
Paspen conepxumT 6110k napameTpos MNapameTpbl MoaeMa, B KOTOPOM MPeAcTaBeHa cneayoLas MHpopmaLms o
COTOBOM COEANHEHN:

* cTaTyc paboTbl MOAEMA 1 TEKYLLMIA YPOBEHb CUrHana;

e 6nok Appeca DNS-cepBepoB mogema, B KOTOPOM ykasaHbl IP-agpeca ocHoBHOro 1 gornonHuTensHoro DNS-
CepBEpPOB MOAEMS;

* Tabnuua Mpodunu, B KoTopoli oTobpaxaeTcs MHGOpMaLMs O LOCTYMHbIX NPOPUISX MoaeMa.

Kaspersky loT Secure Gateway 1000 Tak>e no3BonseT co3naBaTb HOBble MROGUIN MOAEMA, USMEHATb
CylLlecTByoLe NRobuan 1 nepeknyaTbea Mexay npodunamu. PasHble npodunm Mogema nossonsioT paboTtaTtb C
pasHbIMK orepaTopamMyi COTOBOV CBSA3M. [1ns MCnonb3oBaHa COTOBOrO COeauHeHNs TpebyeTcs, UToBbl OOVH U3
npoduner Mogema 6bin akTVBHBIM. [10 YMONYaHMIO aKTVBHBIM SIBSIETCS OANH 3 NMPeayCTaHOBNEHHbIX Npodunel
mMozema.
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Tabnuua npoduneit mogema

B cucteme npenycMoTpeHo ABa Tuna npoduneii Mogema:

* [lpenycTaHoBAEHHBIV MPodub — NPObUIb, MOCTaBNIEMbI BMECTe C yCTPOoUCTBOM. [pefyCcTaHOBNEHHbIN
nNpodub OCTYMNEH TOMLKO ANS YTEHUS.

* [lonb3oBaTenbCkuii Mpoguis — Npodusb, CO34aHHbIA NPV HACTPOVIKE COTOBOrO CoeaMHeHNs. [onb3oBaTenbCckuli
npodunb OOCTYNEH 4151 UBMEHEHUS U YOANEHNS.

CeepeHusi o npodunax Mmogema npeacTtasneHbl B pasgene Cetb — BHelwHasa ceTb — MapameTpbl Mmogema B
Tabnvue Mpodunn. B Tabnuue ons kaxaoro npoduns MoaemMa oTobpaxaeTcs creaytoLLas MHopMaums:

* A — JOCTYyn Ha n3MeHeHne npoduns. 3Hauok, MHGOPMUPYIOLWMIA O TOM, YTO NPOdUb LOCTYMNEH TOMBKO ANs
YTEHWsl, OTOBpaXaeTcs TOMbKO AN NPEenyCTaHOBNEHHOrO MPOGUIS.

® AKTVBHbI/ — 3HAYKOM @ OTMeueH Npodusib MOAEMa, KOTOPbIN NCMOMb3yeTCs B TEKYLLMIA MOMEHT.

Nms — nvs npoduns.

* NameHeH — nata 1 Bpemsi NocnegHero n3mMmeHeHns npoduns.

Ha>kaB Ha 3Ha4oK ntoca [+], pacronoXeHHbIli Cnesa oT UMEHN MPOGUNS, Bbl MOXETE MPOCMaTPUBaTb 1 U3MEHATb
napameTpbl BbibpaHHoro npoduns. [ns kaxgoro daiina B Tabnuue MapameTpbl npoduna oTobpaxaeTcs
cnegnytoLas nHdopmaums:

* A — [OCTYnN Ha 3MeHeHMe KOHOUIypaLmMoHHOro daiina. 3Hayuok, MHGOPMUPYIOLLMIA O TOM, UTO
KOHbUIypaLMOHHbIM $aiin AOCTYNEH TOMbKO AJ1F UTEHWS, OTOBpaxaeTCs TOMbKO A1 KOHPUrypaLmoHHOro daiina
npenycTaHOBIEHHOMO NPOPUNS.

* Tun — TN KoHUrypaumoHHoro daiina.

* Nma — nvs koHdurypaumoHHoro daiina.

e VameHeH — fgaTa 1 Bpems nocnegHero naMeHeHns KoHburypawumoHHoro darina.

BkntoueHme n BbIKNtoUYeHne COTOBOro CoeanHEeHS

Kaspersky loT Secure Gateway 1000 nossonseT o6pabaTbiBaTb MCXOOALLMNIA 1 BXOAALLMI CETEBOWN Tpapuk C
MCMNONb30BaHEM COTOBOIO COEeVIHEHWS (Yepes onepaTopa COTOBOW CBA3N).

YT06bI BKITIOYNTL VI BbIKITIOYUTB UICTIOMb30BaHNE COTOBOIrO COearHeHVs Ha ycTpovicTee ¢ Kaspersky loT Secure
Gateway 1000:

1. B MeHto B neBoii yacTu cTpaHuLpl Beb-uHTepdelica BbibepuTe pasnen CeTb.

2. BelbepuTe Bknagky BHelHas ceTb 11 B 6510ke MNapameTpbl Mogema BKIIOUMTE UK BbIKSIIOUMTE NCMOMb30BaHNe
MoZeMa C MOMOLLpto nepekntoyvaTens MicnonbsoBaTb MOAEM KaKk OCHOBHOW KaHan CBA3K.

3. HaxxmunTe Ha kHorky CoxpaHUTb, UTOObI COXPaHUTb N3MEHEHVe NapamMeTPOoB.
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Ecnu Bbl Icnonb3yeTe COTOBOE COeAMHEHME, HO K YCTPOMCTBY MOLK/OYEH ceTeBoi kabenb B pasbem WAN un
BKJIIOYEH MNapamMeTp ANs aBTOMaTMYECKOro NoyyYeHns napamMmeTpoB BHelHel ceTun no DHCP, nocne
OTKJIIOYEHNS CETEBOrO Kabens OT yCTPONCTBa CTAaTUYECK M MapLUPYT, UCMONb3YEMbIA MO YMONYaHNIO, MOXET
ObITb COpOLLEH, 1 TpadVK Ha yCTpoCTBE He ByaeT NpoxoauTb. [11s BOCCTaHOBNEHNS MapLUpyTa Mo
YMOJYaHMIO 1 MPOXOXAEeHNS Tpaduka Yepes MogemM BaMm Heo6xoaMmo CHoBa noaktounTs kabens WAN K
YCTPOWCTBY UM HACTPOUTb cTaTuueckuin IP-agpec B napameTpax BHELUHEN CETU BPYYHY!O.

CospaHre npoduna mogema

Bbl MOxxeTe cosgaBaTh HoBble Npodunn Mogema. PasHble npodunm Mmofema no3BonsioT paboTaTb C pasHbiMi
onepaTtopamy COTOBOI CBA3M.

Y106bI CO3aaTL HOBBIV MPOGUIIL MOAEMA:
1. B MmeHto B neBoli YacTu CTpaHuLpbl Beb6-HTepdeiica BoibepuTe pasnen CeTb.

2. BoibepuTe Bklagky BHelwwHss ceTb.

3. B 6noke napameTpos MNapameTpbl Mogema HaxmuTe Ha KHornky CosgaTb B H/XKHEN YaCcT CTPaHULbI.

Cnpaa oTkpoeTcs naHens CospaHne npoduns mogema.

4. B packpebiBatoLemcs crivicke LLlabnoH Beibepute npodunb Mogema, Ha 6ase KOTOPOro Bbl XOTUTE CO30aTb HOBbIN
npodunb. KoHburypaLumoHHbli daiin mogema BoibpaHHoro npoduns o6aBuTCs B HOBbIN Npodusib.

Ecnwn Bbl xoTuTe cospaTb nycToli npodusb, B packpbiBatoLLemcs criicke LLlabnoH BeibepuTe MycToii. Bel moxeTe
3aMoJIHVITL MYCTON NROdWIbL MoeMa NO3XKE.

5. B none Nima BBeonte nms npoduns naTuHCKumy 6yksamu.
6. HaxxmunTe Ha kHorky CoxpaHUTb B HVXKHE YaCcTy CTPaHNLLbI, YTOBbl COXPaHWTbL 3MEHEHWS.

Hosbili npodune Mogema byneT cosfaH 1 oTobpasuTcs B Tabnuue Mpodunn.

KonnposaHve npoduns mogema

Bbl MOXeTe KonmpoBaTb CO3M4aHHbIM paHee v NpeaycTaHoBNEHHbI Npoduib MoaeMa, ecnv TpebyeTcs co3paThb
HOBBI MpodUb ModeMa Ha 6ase CyLLECTBYIOLLErO MPOPUNS U HE HY>KHO BHOCUTb N3MEHEHWI B MapaMeTpbl HOBOrO
npoduns.

YT06bI KOMVPOBATL CO3AaHHbIV paHee rpPoguis Mogema:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BoibepuTe pasnen CeTb.

2. BoibepuTe Bknanky BHelwHss ceTb.

3. B HuxHelh yacTy okHa B Tabnuvue MNMpodunun B ctonbue Nma Haxxmute Ha Mg npoduns, Ha OCHOBE KOTOPOTO Bbl
XOTUTE CO3AaTb HOBbIV NPOGUSb.

CnipaBa oTkpoeTcs naHenb MiameHeHne npoduna mopema.
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4. HaxxMunTe Ha 3Ha4OK @, PaCrONOXEHHbIV B HUXKHEN Yac Ty MaHenu.

OTkpoeTcs naHenb KonvpoaHue npodung moaema.
5. B none HoBoe umsa BBeanTe nvst HoBoro npoduns naTuHCKMM GyKBamu.
6. HaxkmuTe Ha kHorky KonupoBaTb B HVKHEN YacTu NaHenu.

HoBeblli npodune Mogema Ha OCHOBe CO34aHHOro paHee npoduns 6yneT cosnaH 1 oTobpasuTcs B Tabnuue
Mpodunn.

3anonHeHne nyctoro npoduns Mogema

Mpodunb sgBnsieTcs NycTbiM, €Cnvi OH Bbin co3aaH Ha b6ase wabnoHa MycTol 1 B Hem oTCyTCTBYET
KOHPUrypaumnoHHbii daiin. MNepen ncnonb3oBaHemM NycToi Npodunb TpebyeTcs 3anonHNTb.

Y106bI 38M10/IHNTE MYCTOV MPOGUIL MOAEMA:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BolbepuTe pasnen CeTb.

2. BblbepuTe Bknaaky BHelwHas ceTb.

3. B 6noke MNapameTpbl moaema B Tabnvue Mpodunm HaxxmmnTe Ha 3HayoK nntoca [+] B ctonbue Mms psaom ¢
MMEeHeM nycToro npoduns.

OTobpasutcsa Tabnmua NapameTpbl npoduns.
4. HaxxmuTe Ha kHornky CospaTb ¢aiin, 4tTobbl co3naTb KOHPUrypaLMOHHbIM dalin mogema.

5. B oTkpbiBLWEicS cnpaBa naHeny CospaHne koHurypauuoHHoro ¢arina mogema B none Vimsa sBeante 1ms
KOHbUrypaLumoHHoro dalina naTUHCKUMN GyKBamu.

6. HaxkmunTe Ha kHorky CoxpaHUTb, YTOBbI COXPaHTb KOHGUIYpaLmMoHHbI dalin Mogema.

MNaHenb Co3paHne koHGUrypaLmnoHHoro ¢aiina Moaema 3aKpoeTcs.

7. Ecnn TpebyeTcs 3arpy3unTb roToBbli KOHGUIYpaLUMOHHbIN dalin Mogema, HaXXMUTe Ha KHOMKy 3arpysnTb B
HV>KHEN 4acTn CTpaHULibl 1 B OTKPbIBLLEMCS OKHE 3arpy3ku daiina B cucteMy BoloeprTe KOHOUIYpaLVOHHbIN

darin.

KoHdburypaLumnoHHbIi daiin 3arpysmTcs B CUCTEMY 1 OTOBPa3nTCs B napameTpax npoduns.

CyMMapHbIli pa3mep 3arpy>eHHbIx GainnoB He MoxeT npeBbiaTh 16 KB. Mbl He pekomeHayem 3arpy>xatb
nnn cospasaTtb 6onee onHoro dalina koHPUrypauum B npodune mogema. [Npwu 3arpyske nim cosgaHnm
HoBoro darina yxe sarpy>eHHblii dalin koHdurypaumm 6yneT nepesanmcaH.

8. Ecnu TpebyeTcd nameHnTb napamMeTpbl KOHOUIrypauroHHoro daiina, B Tabnvue napameTpoB Npoduns HaxXMUTe
Ha UMS$ TOJIbKO YTO CO3LaHHOIO WM 3arpy>KeHHOro KoHUrypaumoHHoro daiina.

CnipaBa oTkpoeTcs naHenb MiameHeHne KoH$uUrypaumoHHoro ¢aiina mogema.

9. B HMXHEN YacTu NaHenn HaxkKM1UTe Ha 3Ha4oK KapaHiawla 2.

OTKpoeTCs OKHO TEKCTOBOrO peaakTopa Al USMEHeHUs KOHGUrypaLroHHoro daiina.

10. BBenuTe B OKHE TEKCTOBOrO peaakTopa TpebyeMble NapameTpbl KOHbUIYpaLoHHoro dalina Mogema.
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1. Haxkmute Ha kHomky CoxpaHUTb B HXXHEN YacTu CTPaHULbl, YTOBbI COXPaHUTb N3MEHEHNS.

NameHeHne npodung mogema

Bbl MOXeTE N3MEHSTb UMS 1 MapamMeTpbl Npobunig Mogema.

Y106bI N3MEHNTL UMS Mpo@uIs Mogema:

1. B MeHIo B neBoii yacTu cTpanuLpl Beb-uHTepdeiica BbibepuTe pasnen Cetb.

2. BelbepuTe Bknagky BHelHas ceTb.

3. B 6bnoke napameTpos MNapameTpbl Mogema B TabnuLe MNpodunu B rpade Nma HaxxmuTe Ha nms npoduns,
KOTOPBbI Bbl XOTUTE NSMEHUTD.

CnipaBa oTkpoeTcs naHenb MiameHeHne npodpuna moaema.

4. B none Nima BBeanTe HOBOE NMs Npoduns.

5. HaxxmunTe Ha kHorky CoxpaHUTb, UTOObI COXPaHUTb N3MEHEHVE NapamMeTPOB.

W3meHeHHbIN npodunb Mmogema oTobpasnTtes B Tabnuue Mpodpunu.

Y106kl UBMEHUTB rapameTpbl Mpodus Mosema:

1. B MmeHto B neBoli YacTu CTpaHuLpbl Beb-HTepdeiica BoibepuTe pasnen CeTb.

2. BoibepuTe Bklagky BHewwHss ceTb.

3. B 6bnoke NapameTpbl Mogema B Tabnuvue Mpodunn HaxxmmTe Ha 3Hadvok nntoca [+ B ctonbue Nvisa psoom ¢
npodunem, KOTOPbI Bbl XOTUTE NU3MEHWUTD.

OTobpasunTca Tabnmua MapameTpbl npoduns, KOTopasi COAEPXNT CANCOK KOHPUrypaumoHHbIX dbalinos v
cepTudurKaToB, BXxoaaLwumx B npodunb. Ecnv npoduns 6bin cosnaH Ha ocHose Wwabnoxa MycTold, To cnvcok

daiinos 6yaeT nycTbIM. [TycTol Npodub Hy>XHO 3aNONHNUTD.

4. Ecnn TpebyeTcs N3MEHNTb KOHOUrypaLMOHHbIA Gaiin, HaXMUTE Ha UMS KOHPUrypaLMoHHoro dalina 1 B
OTKpbIBLLEVICS crpaBa naHenu VsmeHeHne koH$urypaumoHHoro ¢alina Mmogema BbiNoSHUTE CreayioLme

OencTeus:
a. HaxxmunTe Ha 3Ha4oK 2, pacnonoXeHHbIN B HVXHEN YacTy NaHenu.

b.B OTKPbIBLUEMCYH OKHE TEKCTOBOIo pefakTopa M3aMeHUTe napamMmeTpbl MOAeMa Ha Te, KOTOpble Tpe6y}OTC9I.

c. HaxxmnTe Ha KHOTKY COXpaHI/ITb B HVDKHEN YacTun CTpaHuLbl, YTObbI COXpPaHUTb NSMEHEHNS.

BbiBpaHHbI koHbUrypaLmoHHbIi daiin ByneT nameHeH. OKHO TEKCTOBOrO peaakTopa 3aKpoeTcs.

5. Ecnv TpebyeTcs yaanuTb KOHOUrypaLoHHbIN $aiin, HaxkMuTe Ha UMsl KOHGUrypaumoHHoro dalina 1 B
OTKpbIBLLEVICS CrpaBa NaHenu ViameHeHne koH$urypaumoHHoro dalina Mogema HaxXMUTE Ha 3HaYOK (i,
PacnoNOXeHHbIN B HUXKHE YacTu naHenw. [NoaTeepavTe yoaneHue daiina.

BbIGpaHHbI kKoHbUrypaLmoHHbIn daiin ByaeT yaaneH na napameTpos npoduns Mogema.

6. Ecnun TpebyeTcs 3arpy3unTb roTOBbIN KOHPUIypaLMOHHbI daiin Moaema, HaxXM1Te Ha KHOMKY 3arpy3auTb B
HV>KHE YacTy CTpaHULLbl 1 B OTKPbIBLLUEMCS OKHE 3arpy3ku daiina B cuctemy BblbeprTe KOHOUMYPaLVOHHbIN
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daiin.
KoHdurypaumoHHbiii daiin 3arpyanTcs B CUCTEMY M OTOBPa3nTCS B NapaMeTpax npoduns.

CymMmapHbI pasmep 3arpy>keHHbix dalinos He MoxeT npesbiwaTb 16 Kb. Mbl He pekomeHayem 3arpy>xaTtb
nnn cospaeaTb bonee ogHoro dalina koHburypaumm B npodune mogema. [Npun 3arpyske nnm cosgaHnm
HoBoOro daiina yxe 3arpy>eHHblii paiin koHdurypaumm byaeT nepesanmcaH.

[lepekntoueHne Ha gpyron npodunb Mogema

Kaspersky loT Secure Gateway 1000 nossongeT nepekoyatbCs Mexay npodunsmm Mmofema. PasHble npodusm
MoZeMa NO3BONSoT paboTaTh C pasHbIMU OrlepaTopamMyi COTOBOV CBSA3W. 10 yMOnUYaHWio ak TUBHBIM SBISETCS OAVH
13 NpenycTaHOBMNEHHbIX Mpodunein mogema.
YT06bI NEpekmouYnTLCS Ha APYrovi Mpodusis MogeMa:

1. B MmeHto B neBoli YacTn cTpaHuLpl Beb-nHTepdeiica BoibepuTe pasnen CeTb.

2. BblbepuTe Bknaaky BHelwHss ceTb.

3. B 6noke napameTpos MapameTpbl Mmogema B Tabnuue Mpodunu B rpadpe Nms HaxxmmTe Ha ums npoduns,
KOTOPpBbIi Bbl XOTUTE CAENaTh akTUBHbBIM.

CnpaBa oTkpoeTcs naHenb iameHeHune npodunsg mogema.
4. B HV>XHel YacTy NaHenn HaxxmmTe Ha KHornky CaenaTb akTUBHbBIM.
5. Nepesarpyaute Kaspersky loT Secure Gateway 1000, yToBbl U3MEHEHNS BCTYNANW B CUTTY.

B Tabnvue Mpodunun B cTonbLe AKTUBHBIN PALOM C BbiGpaHHbIM NpoduiemM NosiBUTCS 3Ha4OK @, Mpodusib
CTaHeT aKTMBHbIM 1 ByAeT NCMOMb30BaTbCS MPY MOAK/IIOYEHUM K CET.

Yoanerwne npodwung mogema

Bbl moxeTe yoannTtb I'IpOd)I/IJ'Ib Moaema.

Kaspersky loT Secure Gateway 1000 He No3BoONSET yoaniTb akTUBHbIV 11 MPenyCTaHOBNEHHbIE MPOdUIN
mMogema. Ecnu TpebyeTtcs yoanite Npodusib, KOTOPLIV Celiyac aBnseTcs akTUBHbBIM, CHauana Hy>KHO

NepeKIUnTbCd Ha ,EI,QYFOI7I npodwib Moaema.

Y1066 yaamTe npoguis Mogema:

1. B meHto B neBoli YacTu cTpaHuLpbl Beb-nHTepdeiica BoibepuTe pasnen CeTb.

2. BblbepuTe Bknaaky BHelwHas ceTb.

3. B 6noke napameTpos MapameTpbl Mmogema B Tabnuue Mpodunm B ctonbue Uma Haxkmute Ha nms npoduns,
KOTOPBbI Bbl XOTUTE YOANUTb.

CnpaBa oTkpoeTcs naHenb iameHeHune npodunsa mogema.
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4. HaxxmMuTe Ha 3HayoK fi, PaCroMOXeEHHbIV B HVXKHEN Yac Ty MaHenm 1 NoATBepauTe yoaneHne npoduns.

Bbi6paHHbIin npodunb Mogema byneT yaaneH ns Tabnuubl MNpodunu.

HacTpolika mapLupyTnsaumm

[Ins Gonee rmbkoro ynpaeneHns CeTEBbIMM MakeTamu, KOTOPbIE MPOXOAsT Yepes ycTpolicTso ¢ Kaspersky loT
Secure Gateway 1000, Bbl MOXeTe HacTPOWTb MapLIpyTUsaumno. MapLupy TnsaLms — npoLecc onpeaeneHns
MapLUpyTa AaHHbIX B CETSX CBSA3N.

Mepenava AaHHbIX C MOMOLLbIO CTATUYECKUX MapLUPYTOB AJ19 BHY TPEHHEeN CeTu BO3MOXHa TOJbKO A9 TUna
CETEeBOro YCTROWCTBA CETEBOV POy TEP.

B paspene Cetb Ha Bknagke MapwpyTnsaums otobpaxaeTcs Tabnuua mapupyTusaumm Kaspersky loT Secure
Gateway 1000. [1ns kaxaoro MapLlpyTa B Tabnuue oTobpaxaeTcs cregytowas nHdopmMaLms:

* Tun - TN MapLpyTa:
e CTraTunueckuii — MapLUpyT, 4715 KOTOPOro BPYUHYIO orpeneneHbl napaMeTpbl CriefoBaHs CeTeBbIX MakeToB.

e [lnHaMu4ecKuii — MapLUPYT, 4S9 KOTOPOro NapaMeTpbl CNefoBaHNs CETEBbIX NMakeTOB ONpenensaoTCs
aBTOMaTU4YecKku, Hanpumep ¢ nomoLubio DHCP-cepaepa.

IP-appec — IP-agpec ceTn nnu yana HasHauyeHus.

e Macka — macka ceTu HasHa4YeHus.

LLnto3 — IP-agpec winto3a B ceTu, Ha KOTOPbIN HY>XKHO NepenaTh Tpaduik, Crneaytowmii 4o ykasaHHoro IP-agpeca
ceTu U y3na Ha3Ha4yeHus.

e CocTosHMEe — COCTOSHME MapLUpyTa:
® AKTMBHbBIA — MapLUPyT NPYMEHEH 1 UCMONb3yeTcs AN nepenayn JaHHbIX.

e Owwmbka — MapLUPYT He NMPUMEHEH 1 He MOXET NCMNOMNb30BaThCA ANg nepefaqn AaHHbIX, Tak Kak npu
cO3AaHVN MapLUpyTa Bbina gonylieHa ownbka. CnpaBa OT COCTOSHMS 0TOBpaXaeTcs OnmMcaHre OLNGKM.

CocTtosiHne Owwmbka oTobpaxaeTcs, ecnm IP-agpec winosa B CETU HEAOCTVIXKUM UV B KAUECTBE HasHauYeHUs
Bbiny ykasaHbl HegonycTumMble IP-agpec ceTu (y3na HasHaueHus) U Macka CeTu.

e OxunpaHue — NPOMeXyTOYHOE COCTOSHIE, KOTOPOE MPUCBANBAETCS, ECNN MapLLPYT 6bin cO3aaH Yepes
Kaspersky Security Center 14.2 Web Console. [Tocne npoBepku KOppeKTHOCTY NapaMeTPOB MapLupyTa

TeKkylwee COCTOdHME NUSMEHNTCA Ha AxTuBHbIA 1N OwmnbKa.

* ameHeHue 11 YganeHne — LeiCTBUS, KOTOPbIE Bbl MOXETE BbIMOHUTL 415 BbIopaHHOro MapLupyTa. IameHeHne
1 yoaneHue OOCTYMNHO TOMbKO AN CTaTUYECKUX MapLUPY TOB.

Tak>ke Bbl MOXETe co3AaBaTh, U3MEHATb 1 YaangaTe MapwpyTel Kaspersky loT Secure Gateway 1000.

Tabnuua MapLupyTH3aLmMm obHOBRSETCS aBToMaTyecku kaxable 30 cekyHa, HoBble MapLUpyTbl, KOTOpble Bbln
cospaHbl Yyepes Kaspersky Security Center 14.2 Web Console, oTobpaxatoTcs B Tabnvue nocne ee 06HOBNEHUS.
Ecnun TpeByeTcs, Bbl MOXETE BbINMOMHATL NMPUHYAUTENbHOE OBHOBNEHVE TabnuLbl MapLIPY TU3aLI, HaXaB Ha KHOTKY
O6HoBNTb TabnnLy.
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CospaHne cTaTn4eckoro MapLipyTa

Bbl MoxeTe cos3naBaTb HOBblE CTaTUYECKME MapPLLUPYTbl, KOTOPbIE MO3BONST HANPaBNATL CETEBOV TPaduK Tak, KakK
3TOro TpebyeT MHpPaCTPYKTypa BaLlei opraH13aLmni.

Kaspersky loT Secure Gateway 1000 He no3songeT cosnasaTtb OySnMpytoLmMe MapLUpyThl MO YMOIYaHuio (BTOpoi

MapwpyT ans IP-agpeca cetun HasHauyeHus 0.0.0.0/0) n mapLupyTbl, B KOTOPbIX B kayecTse IP-agpeca y3na
HasHaueHus ykasaH IP-agpec, npuHagnexawuii cetn 127.0.0.0/8.

MNpwv cospaHnn NepecekatoLLXCS MapLUPYTOB, PEKOMEHAYETCS yUUTLIBaTb, YTO A1 OTNPaBKM CETEBOro nakeTa
Ha IP-agpec ceTun unn ysna HasHaueHns OyaeT BblOMpaTbCs MapLUPyT ¢ ©onee AnMHHOV MacKoW, OnmcbiBaloLLel

MeHbLLlee KOJIMYEeCTBO Y3/10B Ha3Ha4YeHN4.

YT06bI CO30aTH HOBBIVI CTATUHECKIV MEPLLPYT:

1. B MmeHto B neBoli YacTu cTpaHuLpbl Beb-nHTepdeiica BoibepuTe pasnen CeTb.

2. BelbepuTe Bknagky MaplupyTusaums.

OT06pasnTCs OKHO, B HXKHE YaCcTu KOTOPOro copepXxmnTcsa Tabnmua MmapLupyTos Kaspersky loT Secure
Gateway 1000.

3. HaxxmunTe Ha kHorky [,o6aBnTb MapLupyT.

4. B oTKpbiBLWEMCS OkHe [lo6aBneHue MmapLupyTa yKkaxuTe cnefyiowme AaHHble:
* B none IP-appec BBeaounTe IP-agpec ceTu nnm yana HasHaueHns.
¢ B none Macka BBeanTe Macky CeTu HasHauveHus.

¢ B none LWnio3 BBeguTe IP-agpec wnto3za. IP-agpec wiosa 4omkeH 6biTb LOCTUXXUMBIM.

IP-appec wniosa 9BngeTcs [OCTUXUMbIM, ecnv 3TOT IP-agpec pacnonoXeH B NOAKIOUYEHHON CeTU U
SBNSAETCS OOHVM U3 Y3/I0B CETU, HACTPOEHHOW Ha BHYTPEHHEM U BHELLUHEM MHTepdelice.

5. HaxxmunTe Ha kHorKy CoxpaHUTb B HVXKHEN Yac Ty OKHa, YTOObI COXPaHUTb N3MEHEHNIS.

HoBblili cTaTuueckuii MapLpyT 6yaeT cosnaH 1 oTobpasmnTcs B TabnvLe MapLUpyTOB.

\ameHeHne cTaTnyeckoro MmapLipyTa

YT06bI N3MEHVTL CTATUHECKUY MEPLLPYT:

1. B meHto B neBoli YacTn cTpaHuLpl Beb6-nHTepdeiica BoibepuTe pasnen CeTb.

2. BelbepuTe Bknagky MapLupyTusaums.
OTobpasunTcs okHo ¢ Tabnuuei mappyTos Kaspersky loT Secure Gateway 1000.

3. ns MapLpyTa, KOTOprI7I Bbl XOTUTE U3MEHWUTb, B cTONbLE IameHeHne HaxXmnTe Ha 3HauoK 2.
4.B OTKpPbIBLLEMCYHA OKHE NameHeHne MapLipyTa BHECUNTE USMEHEHUA N HaXXMNTE Ha KHOTMKY COXpaHI/ITb, yTObHI

COXpPaHNTb NSMEHEHNS.
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CTraTtuyecknii MapLpyT ByoeT N3MEHEH 1 HOBbIE AaHHbIE MO HEMY 0TOBpassaTCcs B TabnuvLe MapLUpy TU3aLmn.

YoaneHne ctaTuyeckoro MapLwpyTa

YTObb! yRanTe CTaTUYeCKUL MapLLPYT:
1. B MeHto B neBoii yacTu cTpaHuLpl Beb-uHTepdelica BbibepuTe pasnen CeTb.

2. BeibepuTe Bknagky MapupyTusaums.

OTobpasnTcs okHo ¢ Tabnuueit mapwpyToB Kaspersky loT Secure Gateway 1000.

3. Ins mapLupyTa, KOTOPbIV Bbl XOTUTE YOanuTb, B CTONOLE YAanuTb HaXMUTE Ha 3HAYOK fif 1 MOaTBEpAnTE
yoaneHve.

CraTtuyeckuii MappyT ByaeT yhaneH 13 Tabaunbl MapLpy TU3aumm.

HacTpoiika napametpo MQTT-6pokepa

HacTpolika napameTtpoB MQTT-6pokepa AOCTYMHa TOMbKO A5 T1Na CETEBOrO YCTRONCTBA CETEBOV POy TER.

B Kaspersky loT Secure Gateway 1000 MQTT-6pokep Eclipse Mosquitto obecneunsaeT obMeH AaHHbIMI
TenemeTpun no npotokony MQTT (Message Queuing Telemetry Transport). MNapameTpbl MQTT xpaHsaTca B
npodune MQTT-6pokepa. NMpoduns MQTT-6pokepa npeacTaBnseT cobol CBA3KY U3 KOHGUIypaumoHHOro dalina
Eclipse Mosquitto n ceptudurkatos 6esonacHocTu. Kaspersky loT Secure Gateway 1000 nocTtaenseTcs ¢
NpenycTaHOBNEHHBIM MPOdUNEM, B KOTOPbINA BXOAUT KOHGUrypaLmoHHbIi daiin MQTT-6pokepa. Kaspersky loT
Secure Gateway 1000 nossonsieT cosaaBatb HOBble MPOhUAY, U3MEHSATL CYLLECTBYOLWE NROGUAN 1
nepeknoyaTbes Mexay npodunamu. [1ns nepepaun aaHHbix no npotokony MQTT TpebyeTcs, 4Tobbl OaMH 13
npoduneit MQT T-6pokepa 6bin akTUBHBIM. [10 YMOMYaHMo akTUBHBIM SBNISIETCS NMpeLyCTaHOBNEHHbIV MPOodUrb.

MQTT-6pokep He nopaepxusaeT TLS coenmHeHne ans Tpaduika, MOCTYNaoLLEro OT KOHTPOSNIEPOB U
JaTunMKOB 060PYAOBaHWS BHYTPEHHE ceTun npeanpusatug. TLS coeanHeHre nogaepxxmnsaeTcs ToNbKo s
Tpadvika BHELLHel ceTu.

Mpw HacTpoiike napameTpos MQT T-6pokepa coaepxrmMoe KoHOUrypaLoHHOro dalina MoXeT CoaepaTtb
nepcoHarnbHble fJaHHble. Bam Hy>XHO KOHTPONMpPoBaTh AaHHble, 3arpy>kaemble B npodunbs MQTT-6pokepa
Kaspersky loT Secure Gateway 1000.

Tabnunua npoduneit MQTT-6pokepa
B Kaspersky loT Secure Gateway 1000 npenycmoTpeHo aga Tuna npoduneii MQT T-6pokepa:

* [IpenycTaHoBReHHbIV Mpoguis — NPObUIb, MOCTaBASEMbI BMECTE C YCTPOMCTBOM. [pefycTaHOBNEHHbIN
nNpodunb [OCTYMNEH TOMBKO OIS UTEHWS, U €r0 HEBO3MOXHO N3MEHUTb UAW YOANNUTb.

e [lonb3oBatensckuii npodusib — Npodunb, Co3naHHbIN Npu HacTpolike MQT T-6pokepa. [Nonb3oBaTenbeKuia
npodunb AOCTYNEH 415 USMEHEHUS U yOaNEeHNs.
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CeepeHus o npodunax MQT T-6pokepa npencTasneHsl B Tabnvue B pasgene Cetb — MQTT-6pokep. B Tabnmue
ons kaxxgoro npoduns MQTT-6pokepa oTobparxaeTcs crefytoLlas MHpopMaLums:

* A — JOCTYn Ha n3MeHeHue npoduns. 3Hauok, MHGOPMUPYIOLWMI O TOM, YTO NPOdUb OOCTYMNEH TOMBKO AN
YTEHUS, OTOBPaxKaeTCs TONbKO AN NPedyCTaHOBIEHHOrO Npoduns.

® AKTMBHBIA — 3HaUKOM @ oTMedeH npodunb MQT T-6pokepa, KOTOPbI UCTIONb3YETCS B TEKYLLMA MOMEHT.
* Nmga — nms npoduns.
e VameHeH — faTa 1 Bpems nocnenHero nameHeHns npoduns.

Ha>kaB Ha 3Ha4oK [+], PaCnoNOXeHHbI cneBa oT MeHV NPOodUNs, Bbl MOXETE MPOCMOTPETb NapaMeTpbl BbIGpaHHOro
npodwuns. [ns kaxporo darina B Tabnuue MNapameTpbl npoduns otobpaxaeTcs crnegytoLlas nHdopMaLms:

* A — [OCTYMN Ha 3MeHeHVe KOHOUIypaLmMOHHOro daiina. 3Hayuok, MHGOPMUPYIOLWMIA O TOM, UTO
KOHPUrypaLmMoHHbIli daiin LOCTyNeH TONbKO AJIS YTEHNS, OTOBPaXKaeTCs TONbKO ANs KOHPUrypaLmoHHoro dalina
npenycTaHOBIEHHOMO NPOPUnS.

e Tun — TN KOHGUrypaumoHHoro darina.

* Nma — nvs koHdurypaumoHHoro daiina.

* VameHeH — fgaTa 1 Bpems nocnegHero naMeHeHns KoHburypawumoHHoro darina.

MQTT-6pokep nopaepxusaeT He 6onee 250 ogHOBPEMEHHBIX COEANHEHNIA.

CospaHne npodpung MQT T-6pokepa

Bbl MoxxeTe cosnasaTh HoBble Npodunv MQTT-6pokepa. PasHble npodunn MQTT-6pokepa nossonsioT paboTtaTtb ¢
pasHbIMY cepBepamu 1 LdpPOoBbIML NnaTdopmMamm, KOTopble NPUHMMAIOT cobbiTus oT Kaspersky loT Secure
Gateway 1000 no npotokony MQTT.

Y1066 coznate HoBbivi npoguis MQT T-6pokepa:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BoibepuTte pasnen CeTb 1 BbibepuTe Bknagky MQTT-
6pokep.

OTobpasunTcs Tabnumua, B koTopoii nepeuncrersl npodunn MQTT-6pokepa.

2. HaxmuTe Ha KHOMKY CospaTtb B H/XHEN YacTu CTpaHuLbl.

CnpaBa oTkpoeTcs naHens CoapaHue npoduna MQTT-6pokepa.

3. B packpbiBatoLiemcs crincke LLlabnon Beibeprte npodune MQTT-6pokepa, Ha 6ase KOTOpPOro Bbl XOTUTE
co3naTb HOBbIV NPOdUIb.

KoHdurypaumnoHHbiii daiin Eclipse Mosquitto 1 ceptudukaTsl 6e3onacHocTy BoibpaHHoro npoduns nobassaTcs
B HOBbI Mpobusb.

Ecnwn Bbl xoTuTe cospaTb nycToli npodusb, B packpbiBaioLLemcs cricke LLlabnoH BeibepuTte MycToii. Bol moxeTe
3anoHUTL MNYCTOW NPOPUIb MO3XKeE.

4. B none VNimsa BBeaunTe nms npoduns naTuHCKMM ByKBamu.
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5. HaxxmunTe Ha kHomnKy CoxXpaHUTb B HVXKHE YacTy CTPaHNLLb, YTOObl COXPaHWTb N3MEHEHWS.

Hosblli npodune MQTT-6pokepa 6yaeT cosaaH 1 oTobpasntcs B Tabnuue npoduneii. Bbl Takxke MoxeTe cosaatb
npodbuns MOQTT-6pokepa Yepes Kaspersky Security Center 14.2 Web Console.

Konunposarue npodpuna MQT T-6pokepa

Bbl MoxeTe KonmpoBaTb CO3AaHHbIN paHee 1nv npedycTaHoBneHHbI npoduns MQT T-6pokepa, ecnv TpebyeTcs
cosgaTb HoBbI Tpodunb MQTT-6pokepa Ha Base cyLLecTByoLLEro NPodus 1 He Hy>XHO BHOCUTb N3MEHEHNI B
napamMeTpbl HOBOrO NMPOdUnS.

Y106bI KONMPOBAaTL Co3aaHHbIV paHee rpoguas MQT T-6pokepa:

1. B MmeHto B neBoli YacTu cTpaHuLpl Beb-nHTepdelica BolbepuTte pasnen CeTb 1 BbibepuTte Bknagky MQTT-
6pokep.

OTobpasunTcs Tabnmua, B koTopoii nepeuncrersl npodunn MQTT-6pokepa.

2. B rpade Nma HaxkmuTe Ha Ms Npodurns, KOTOPbIN Bbl XOTUTE U3MEHUT.

CnpaBa oTkpoeTcs naHens MameHeHne npodpunsg MQTT-6pokepa.

3. HaxxmmnTe Ha 3HauOK (), PacnonNOXEHHbIN B H/XKHEN YacTu naHenu.

OTkpoeTcs naHens Konupoeaxue npodpuna MQTT-6pokepa.
4. B none HoBoe ums BBeOMTE HOBOE UMS MPOGUIIS NaTUHCKMUN ByKBaMMU.
5. HaxxmuTe Ha kHonky KonmpoBaTb B HVXXHEN YacTy NaHenu.
Hogbi npodune MQTT-6pokepa Ha OCHOBE CO34aHHOrO paHee npoduns 6yneT Co3faH 1 oTobpasnTcs B

Tabnmue npoduneii. KoHpurypaumoHHblii daiin Eclipse Mosquitto n ceptudurkaTtel 6e30nacHOCTY BbIbpaHHOro
npoduns no6aBaTCS B HOBbIV NPOdUIb.

3anonHeHne nyctoro npodung MQTT-6pokepa

Mpodune MQTT-6pokepa 9BNSETCS NyCTbiM, ECN OH Obl co3aaH Ha Base wabnoHa MycToli 1 He 6bin 3anonHeH
paHee. B napameTpax nycToro npoduns oTcyTCTBYIOT KOHOUrypaLMOHHbIE daiinbl 1 cepTudmKaTbl.

YTo6b! 3ar10HUTL rycToli npoguns MQT T-6pokepa:

1. B MeHto B neBoii yacTu cTpaHuLpl Beb-uHTepdelica BoibepuTte pasnen CeTb 1 BoibepuTte Bknaaky MQTT-
6pokep.

OTobpasnTcsa Tabnuua, B koTopoli nepeurcnersl npoduni MQTT-6pokepa.

2. B cTonbue Umga HaxxmunTe Ha 3HAYOK [+], paCronoXeHHbIN PSAoM ¢ Npodunem, KOTopbIi TpebyeTcs 3anonHNTb.
OTobpasnTtca Tabnuua MNapameTpbl npoduns.
3. JobasbTe B npoduns MQT T-6pokepa cepTrdukaT 6€30MmacHOCTU, HaxaB Ha KHOMKY 3arpy3nuTb B HVXXHEN

4acCTV CTPaHULLbI, 1 B OTKPbIBLUEMCS OKHE 3arpysku daiina B cuctemy BolbepuTe daiin ceptudukaTta B bopmaTe
CER, CRT, PEM nnn DER.

®daiin cepTrdurkaTa 3arpy3nTCs B cUCTEMY 1 0TobpasuTcs B napameTpax npoduns MQTT-6pokepa.
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Mpodune MQTT-6pokepa TpebyeT HeCKONbKO cepTndrKaToB 6E30MacHOCT: CePTUPUKAT, BbIOAHHDIN
YOOCTOBEPSIOLLMM LLEHTPOM, KIMEHTCKUI cepTudurkaT cepBepa 1 paiin 3akpbiToro kntova. B 3aBucrmocTu
oT TpebosaHuii MQT T-cepaepa knmeHTCKnin cepTudukaT cepaepa v dalin 3aKkpbITOro Kioya AOMXKHbI 6bITb
noanvcaHbl AelicTBY WM cepTdrKaTOM YOOCTOBEPSIOLLErO LieHTpa. Ecnv Baw npodunb npepnonaraet
NCMOosb30BaHNe 3allUKLLLEHHOro coennHeHns SSL/TLS, noBToprTe 3TOT Lar CTOMbKO pas, CKOJbKO
TpebyeTcs, UTobbl 3arpy3nTb B CUCTEMY BCe Heobxoaumble cepTudukaThl. bes cepTudrkaTon
6e30MacHOCTL He rapaHTVpyeTCs paboTa 3aLUMLLEHHOMO COEANHEHNS.

Mbl He pekoMeHayem sarpy>aTb bonee Tpex dpainos cepTudrkaToB besonacHocTy B MQT T-npodunb. Mpu
3arpy3ake 6ornee Tpex ¢ainnos ByayT MCMONb30BaTbCS NOCNEAHNE 3arpyXeHHble dalinbl cepTUPUKaToB.

CyMMapHbIii pa3mep 3arpy>keHHbIX GainnioB He MoxeT npeBbiwaTh 16 Kb. Ecnv Bam Hy>kHO 3arpysunTb
Heckorbko dalinos, obLLMii pasmep koTopblx NpesbitaeT 16 Kb, Mbl pekoMeHayem 3arpy>kaTb VX Mo OOHOMY
N COXPaHSTb N3MEHEHNS MOocne Kaxaoro daiina.

4. CospaliTe KoHOUrypaLmnoHHbii daiin B npodune MQTT-6pokepa, Haxas Ha kHornky CospaTb daiin.

CnpaBa oTkpoeTcs naHenbs CospaHne kKoHourypaumoHHoro daiina MQTT-6pokepa.
5. B none Nima BBegnTe nms koHOUrypaLmoHHoro darina naTtuHckumy 6yksamu.

6. HaxxmunTe Ha kHorky CoxpaHuTb, UTOObI COXpaHnTb KOHPUrypaLmoHHbIn daiin Eclipse Mosquitto MQTT-
Bpokepa.

MaHenb CoapaHne koHbuUrypaumoHHoro ¢aiina MQTT-6pokepa 3akpoeTcs. KoHdpurypaumoHHbiii daiin byoeT
cospnaH. Bbl MoxeTe co3faTh TONbKO 0ANH KOHGUMYpaLVIOHHbIA daiin.

Bbl MOXeTe cosfaTbh TOMbKO OavH KOHGUrYpaumoHHbI dalin. Ecnn ero TpebyeTcs 3aMeHWTb, BaM HY>KHO
yoaIuTb AENCTBYOLWMIA dhaiin KOHGUryRaLmy 1 CO34aTb ero 3aHoBO. Bbl MoXeTe caenatb akTUBHBIM TONbKO
npodunb MQTT, ana koToporo nobaeneH KOHOUIrypaLUMoHHbIA daiir.

7. B Tabnuue MapameTpbl npoduna HaxxM1Te Ha MS TOMBKO YTO CO3AaHHOMO KOHbUIypaLmoHHoro dalina.

8. B H/xHelh yacTun oTkpbiBLLECS cripaBa naHenn MiameHeHne koHdurypaumoHHoro ¢aiina MQTT-6pokepa
HaXXMUTe Ha 3HaYOK .

OTKpOoeTCs OKHO TEKCTOBOIO peaakTopa Al sMeHeHns KoHOUrypauoHHoro daiina.

9. BBeaouTe B OKHe TEKCTOBOrO pefakTopa Tpebyemble napameTpbl KoHdurypaumoHHoro daiina Eclipse Mosquitto
MQTT-6pokepa.

MonopobHyto MHbOPMaUMIo O NapameTpax KoHPUrypaumoHHoro ¢aiina Eclipse Mosquitto MQT T-6pokepa Bbl
MOXeTe y3HaTb B JOKYMeHTauun Ha Beb-caiiTe paspaboTuvika z. HacTporika MQTT-6pokepa B Kaspersky loT
Secure Gateway 1000 nocTynHa ¢ orpaHnyYeHngMU.

10. Ecnn TpebyeTcs 0o6aBuTb B MPpoduiib rOTOBbI KOHGUIYPaLMOHHbIV dalin, HaxXMUTe Ha KHOMKY 3arpysunTb B
HIKHEN YacTy CTPaHULLbI U B OTKPbIBLLEMCS OKHE 3arpy3ku dparina B cuctemy BbibepuTe daiin B dopmate CONF.
Pasmep daiina He moxeT npesbiaTs 16 Kb.

KoHdburypaumnoHHbii daiin 3arpysmTcs B cUCTeMy 1 0Tobpa3nTcs B napameTpax npoduns MQTT-6pokepa.

1. Haxkmute Ha kHorky CoxpaHuTb B HUXKHEN YacTu CTPaHKLbl, YUTOBbl COXPaHUTb N3MEHEHNS.
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NameneHne npodpuna MQTT-6pokepa

Bbl MOXeTe 13MeHSTb M 1 NapameTpbl npodung MQTT-6pokepa.

Kaspersky loT Secure Gateway 1000 He no3BonseT n3MeHUTb NpenycTaHoBAeHHbI npoduns MQT T-6pokepa.

[ns npoduns, KOTOpPbI celiyac HasHauYeH akTUBHBIM, MOXHO M3MEHUTb TONbKO UMs. Ecnv TpebyeTcs nsmeHuTb
napameTpbl aKTUBHOrO MPOGUNS, CHa4ana Hy>KHO NepeknUMTLCS Ha Apyron npoduae MQTT-6pokepa.

Y106b1 n3meHnTb uMs npoguns MQOT T-6pokepa:

1. B MmeHto B neBoli YacTu cTpaHuLpl Beb-nHTepdelica BblbepuTe pasnen CeTb 1 BbibepuTe Bknagky MQTT-
6pokep.

OTobpasunTcsa Tabnrua, B KoTopoli nepevncnersl npoduni MQTT-6pokepa.

2. B ctonbue Umga HaxmunTe Ha nmst npoduns, KOTOPbIN Bbl XOTUTE N3MEHUT.

CnpaBa oTkpoeTcs naHens ameHeHne npodpunsg MQTT-6pokepa.
3. B none Nima BeBeouTe HoBOE UMS NpOodUns.
4. HaxxmmnTe Ha kHormKy CoxpaHUTb B H/XXHEN YacTy CTPaHWLbl, YTOObI COXPaHUTb N3MEHEHUS.

VsmeHeHHbI npodune MQT T-6pokepa oTobpasnTtcs B Tabnuue Mpodunu.

Y1061 3meHnTb napameTpsi npoguns MQT T-6pokepa:

1. B MmeHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BblbepuTte pasnen CeTb 1 BbibepuTe Bknagky MQTT-
6pokep.

OTobpasunTcsa Tabnurua, B KoTopol nepevncnetrsl npoduni MQTT-6pokepa.

2. B ctonbue Umga HaxxmunTe Ha 3HaYOK [+], paCronOXeHHbIN PSAOM C Npodunem, KOTOPbI Bbl XOTUTE NU3MEHNUTD.

OTobpasunTcsa Tabnvua MNapameTpbl npoduns, KoTopast COASPXUT CMINCOK KOHPUMYPaUMOHHbIX Galiios 1
cepTtudukaToB, Bxogawmx B npoduns MQTT-6pokepa. Ecnn npodunb 6bin cosnaH Ha ocHoBe wabnora MycTold,
TO crnvcok darinos 6yneT nycTeiM. [ycToi Mpodub HY>KHO 3anonHUTb.

Ecnn npodunb akTuBHBIV 1NV NpeayCTaHOBNEHHbIN, U3SMEHEHVe ero napameTpoB HeAOCTYMNHO. [ akTMBHOro
NPOoPUNS MOXHO UBMEHUTbL TOMBKO E€ro NMS.

3. Ecnu TpebyeTcs nobaBnTb B Npoduiib roTOBbIN KOHPUMYpaLmMOHHBIA dalin, HaXXMUTe Ha KHOMKY 3arpysnTb B
HVIXKHEW YacTy CTpaHuLbl 1 B OTKPbIBLLEMCS OKHe 3arpy3ku daiina B cuctemy BoibepuTte daiin B popmate CONF.
Paswmep daiina He MmoxeT npeBbiwaTh 16 Kb.

KoHdurypaLumoHHbIi $aiin 3arpysnTcs B CUCTEMY 1 0TOBpasnTcs B NapameTpax npoduna MQTT-6pokepa.

4. Ecnn TpebyeTcs M3MEHUTb UMs KOHOUMypaLmMoHHOro dalina, HaXXMUTe Ha Ms KOHPUrypaumoHHoro daiina v B
OTKpbIBLLENICS cripaBa NaHenn MiIameHeHne koHurypaumoHHoro daiina MQT T-6pokepa ykaxxTe HOBOe VMSI B
none ma n HaxxmunTe Ha kHorky CoxpaHuTb.

5. Ecnn TpebyeTcs 3MeHUTb KOHOUIypaLumoHHbii daiin B npodune MQT T-6pokepa, HaxXmUTe Ha UMs
KOHUrypaLmoHHoro daiina, KOTopbIli Bbl XOTUTE N3MEHUTb, 1 B OTKPbIBLLECS cnpasa naHenu ismeHeHne
KoH$urypaunoHHoro ¢aiina MQTT-6pokepa BbiNONHWTE cnefyioLlme AencTBIS:
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a. HaxxmuTe Ha 3Ha4oK & paCHOﬂO)KeHHbIVI B HVDKHEI YaCTy NaHenu.

b. B oTKpbIBLLEMCS OKHE TEKCTOBOIO pefakTopa M3MEHUTE napameTpbl Ha Te, KOTopble TPebyoTCS.

MoppobHyto nHpopmaLmio o napameTpax KoHdUrypaLmoHHoro daiina Eclipse Mosquitto Bel MmoxeTe
y3HaTb B JOKYMeHTauun Ha Beb-calite paspaboTtuvka® . HacTpoiika npoduns MQTT-6pokepa B
Kaspersky loT Secure Gateway 1000 pocTynHa ¢ orpaHnyeHngMu.

c. Haxxmute Ha KHOTMKY COXpaHI/ITb B HVDKHEN YacTun CTpaHunLbl, yTOb6bI COXpPaHUTb N3MEHEHN4.

BbibpaHHbIii kKoHUrypaLmoHHbIn dalin byaeT nameHeH. OKHO TEKCTOBOrO peaakTopa 3akpoeTCs.

6. Ecnu TpebyeTcd ynanutb KOHPUrypaumoHHbii daiin ns npocdunsa MQTT-6pokepa, HaxXMUTE Ha 1MS
KoHdUrypaLmoHHoro daiina 1 B oTKpbIBLLENCS cripaBa naHenu iameHeHne koHourypaunoHHoro ¢aiina MQTT-
6pokepa HaxXxMUTe Ha 3HAYOK fif, PACMONOXEHHbIV B HUXKHEN YacTy naHenw. [NoaTeepanTe yoanerve daiina.

BbIOpaHHbIii koHbUrypaLmoHHbI daiin ByneT yaaneH na napameTtpos npoduns MQTT-6pokepa.

7. Ecnn TpebyeTtca nobasuTb B npoduns MQT T-6pokepa cepTudurkaT 6€30MacHOCTU, HAXXMUTE Ha KHOMKY
3arpy3uTb B H/XKHEN YacTu CTPaH1Lbl 1 B OTKPbIBLLEMCS OKHe 3arpy3ku dalina B cuctemy Boibepute daiin
ceptudukaTta B popmate CER, CRT, PEM nnm DER.

®daiin cepTrdrkaTa 3arpy3nTcs B cCUCTEMY 1 0TOBpasuTcs B napameTpax npodung MQTT-6pokepa.

Mpodune MQTT-6pokepa TpebyeT HeCKONbKO cepTudrKaToB 6E30MacHOCTI: CepTUPUKAT, BbIAAHHDINA
YLOCTOBEPSIOLLMM LIEHTPOM, KITMEHTCKWIA cepTuduKaT cepBepa 1 daiin 3akpbliToro knova. B 3asncumocTu
oT TpebosaHuii MQT T-cepaepa knmeHTCknin cepTudukaT cepaepa u dalin 3aKkpbITOro Koya AOMXKHbI 6bITb
noanvcaHbl eliCTBY WM cepTdUKaTOM YOOCTOBEPSIOLLErO LieHTpa. Ecnv Baw npodwunb npegnonaraet
NCrosib30BaHNe 3alLKLLLEHHOro coefnHeHns SSL/TLS, noBToprTe 3TOT LWar CTOMbKO pas, CKOJbKO
TpebyeTcs, UTobbl 3arpy3nTb B CUCTEMY BCe Heobxoaumble cepTudukaThl. bes cepTudrkaTon
6e30MacHOCTY He rapaHTUpPyeTCs paboTa 3aLUULLEHHOrO COeaMHEHUS.

Mbl He pekomMeHayem 3arpyaTb 6onee Tpex daiinos ceptudurkaToB GesonacHocT B MQT T-npodunb. Mpw
3arpyske 6onee Tpex daiinos OynyT UCMONb30BATLCS NocegHne 3arpy>xxeHHble daiinbl cepTndrKaToB.

CymMMapHbI pasmep 3arpy>eHHbix daiinos He MoxeT npesbiwaTb 16 Kb. Eciv Bam Hy>HO 3arpy3nTb
HecKonbko dainos, obLwumii pasmep KoTopbix NpesbilwaeT 16 KB, Mbl pekomerayem 3arpy»atb X Mo OAHOMY
N COXPaHATb N3MEHEHNS MOCce Kaxaoro daiina.

8. Ecnn TpebyeTcs yoanutb n3 npodung cepTudukaT 6€30nacHOCTU, HAXXMUTE Ha MMS 3TOro cepTudurkaTa B
Tabnuue MapameTpbl npoduna 1 B OTKPbIBLLENCS CripaBa NaHenm HaxXmMnTe Ha 3Hauok . lNoateepamnTe
yoaneHvie ceptudukara.

BbibpaHHbIi daiin cepTudurkata besonacHocTy byneT yaaneH ns napameTpos npodbuns MQT T-6pokepa.

[NepekntoueHne Ha gpyroi npoduns MQTT-6pokepa

Kaspersky loT Secure Gateway 1000 nossongeT nepekntoyaTtbes mexay npodunamu MQTT-6pokepa. B Kaspersky
loT Secure Gateway 1000 pasHble npodunn MQTT-6pokepa no3sonsoT paboTaTb C pasHbIMU CepBepamm 1
undposbIMM NiaTdopMam MPu NOMYYEHU OT HUX AaHHbIX TenemeTpun no npotokony MQTT. Mo ymonyaHmio
aKTVBHbIM SIBNSIETCS NpenyCcTaHoBNEHHbI npoduns MQT T-6pokepa.
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Bbl MoxeTe caenaTb npodunb MQTT-6pokepa akTUBHBIM, TONbKO eCin B Npodunie ecTb KOHPUrypaLMOHHbII
danin.

Yr1o6bI nepekntounTscs Ha apyrovi npoguns MQT T-6pokepa:
1. B MmeHto B neBoli YacTu cTpaHuLpl Beb-nHTepdelica BoibepuTte pasnen CeTb 1 BbibepuTte Bknagky MQTT-
6pokep.

OTobpasunTcs Tabnumua, B koTopoii nepeuncrersl npodunn MQTT-6pokepa.

2. B cTonbue Nmga HaxmuTe Ha v I'IpO(I)VIJ'I‘;l, KOTOprI7I Bbl XOTUTE CAeNnaTb akTUBHbIM.

OTkpoeTcs okHo UameHeHne npodunsg MQTT-6pokepa.
3. B HUXHEl YacTy OTKPbIBLLErOCS OKHa HaXXMUTE Ha KHorky CaenaTb akTUBHBIM.

B Tabnvue npoduneli B ctonbue AKTUBHbINA PSAOM C BbiIGpaHHbIM MPoduiem nosBuTca 3HauoK @, Npodusb
CTaHeT aKTVBHbIM 1 ByaeT ncnonb3oBaTbes Kaspersky loT Secure Gateway 1000 npu nonyyeHnn gaHHbIX Mo
npoTtokony MQTT.

Yoanenwne npoduna MQT T-6pokepa

Kaspersky loT Secure Gateway 1000 nossonsieT yaansats npodunn MQTT-6pokepa.

Kaspersky loT Secure Gateway 1000 He no3BoONSET yoanuTb akTVBHbIM 1 MpeaycTaHoBNeHHbI npodunn MQTT-
Epokepa. Ecnu TpebyeTcs yaaniTtb Npodusib, KOTOPLIV celiyac SBaseTcs akTUBHbBIM, CHauana Hy>KHo
NeRekNUYNTbLCA Ha ARYrov npoduas MQTT-6pokepa.

Y1obb! ynamnute npoguns MQT T-6pokepa:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BolbepuTte pasnen CeTb 1 BbibepuTe Bknagky MQTT-
6pokep.

OTobpasunTcs Tabnumua, B koTopoii nepeuncrersl npodunn MQTT-6pokepa.

2. B cTon6bue Nms HaxxmmTe Ha nMs Npoduns, KOTOpLIV Bbl XOTUTE yOaNUTb.

CnpaBa oTkpoeTcs naHens NameHenne npodpunsg MQTT-6pokepa.
3. HaxxmunTe Ha 3HauOK {ij, pacnonoXeHHbIl B HVXKHE YacTy NaHenu 1 NoaTBepanTe yaaneHne npoduns.

Bbi6paHHbIin npodune MQTT-6pokepa 6yneT yoaneH ns Tabnvubl npoduneii.

OrpaHnyeHns npu HacTpoiike MQTT-6pokepa

CoepviHeHVe ¢ nokanbHbIMW YCTROMCTBaMY OCyLLLeCTBseTCs 6e3 ncnonb3oBaHus npotokona TLS.
CoepvHeHVe ¢ ycTpoiicTBaMK, KOTOPbIE HAXOAATCS BO BHELLHEN CETU, OCYLLECTBASETCS C UCMOMb30BaHMe
npoTtokona TLS.

Kaspersky loT Secure Gateway 1000 nonoep>xvBaeT HacTpoiiky napameTpos MQT T-6pokepa Eclipse Mosquitto co
CNeLyOLLMMU OrPaHNYEHNSIMUL:
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He nonyckaeTtca ncnonb3oBaHne napameTpoB capath, bridge_capath v include_dir ong HasHauveHus Nyt
pacnonoxeHuns ¢ainos.

He nonyckaeTtcst ucnonssosaHve npotokona TLS ang koHdurypaumm coeamHeHns obopynosaHus ¢ Kaspersky
loT Secure Gateway 1000.

[na HacTpoiikn coegmHerns ¢ Kaspersky loT Secure Gateway 1000 13 BHYTpeHHel ceTu He MOLAEPXNBAIOTCS
cnepytowe napameTpbl: catile, certfile, ciphers_tl1ls1.3, crlfile, dhparamfile, keyfile,
require_certificate, tls_engine, tls_engine_kpass_shal, tls_keyform,
use_identity_as_username, use_subject_as_username, psk_hint.

[na coennHenns Kaspersky loT Secure Gateway 1000 ¢ ycTpolicTBamu nnmn ob6niayHbIMn CepBrCaMm BO
BHELLHEN ceTn TpebyeTcs UCMONb30BaHNe TOMbKO NpoTokona TLS.

[lns HacTpoikn coeonHeHNs He MOAAEPXKMBAIOTCH CriefytoLime napameTpbl: bridge_insecure (Bcerpa
false), bridge alpn, bridge capath, bridge cafile, bridge certfile, bridge keyfile,
bridge_identity, bridge_psk, bridge_require_ocsp, bridge_tls_version.

[ns kaxporo npodung MQT T-6pokepa BOZMOXHO COeAMHEHNE TOMBKO C OOHUM KITMEHTCKUM MPUOXEHNEM
(BO3MOXHO yKasaTb TONbKO OAnH NapameTp bridge B koHdUrypauroHHom daiine). OnHoBpemeHHas paboTa ¢
HECKONBbKUMU KIIMEHTCKVMUN COEAMHEHNSMI He NoaaepKmBaeTcs. [1ng yCTaHOBKM COeaMHEHNS C OPYTUM
KIIMEHTOM TpebyeTcs NepeknounTbes Ha ARYyrov npoduns MQTT-6pokepa.

MNpw HacTpoiike npodung MQT T-6pokepa He NOAAEPXKUBAIOTCS CeaytoLLe NapamMeTpbl:
bridge require_ocsp, log dest file, pid file, http_dir, persistence, websockets,
auth_plugin, password_file.

Mpwu HacTpoiike npodung MQT T-6pokepa TpebyeTcs ncnonb3oBaTh NapameTp allow_anonymous.

[na coennHerns MQTT-6pokepa ¢ umudposoli nnatdopmol, nogaepxusatoLLeli npotokon MQTT, TpebyeTcs
yKasblBaTb CTaHOAPTHbIA NOPT Ang noakitoveHns — 8883.

[na coenmHeHns koHeuHoro yctpolicTaa ¢ Kaspersky loT Secure Gateway 1000 TpebyeTcs ncrnonb3osBaTtb NopT
1883.

DunbTpauns Tpadrika NPUKNaaHbIX NPOTOKONOB

Bbl MOXeTe HacTponTb GunbTpaLmio ceTeBoro Tpaduka NprUKNagHbIX IPOTOKOMOB Yepes Beb-nHTepdelic
Kaspersky loT Secure Gateway 1000. DunbTpaums No3BonseT 3abroKMpoBaTh UM pa3bnokNpoBaTh CETEBOWA
TpaduK, NPOXOASALLMIA Ha ypoBHe nNpuknaaHblix npoTtokonos FTP, HTTP, MQTT, Modbus, SMTP, IMAP, POP3.

[ns npotokona MQTT nopnepxusaeTcs Tonbko bunbTpaums sepcun 311. [ns npotokona SMTP
nopgaepxveaeTcs bunbTpaums Tonbko 6asosoro SMTP, n He nopgaepxxmBaeTcs bunbTpaLms NpoTokona
Extended SMTP.

Y106bI HaCTPOUTE GuUNIbTPALMIO TPAGUKE NPUKIELAHBIX MPOTOKOIOB:
1. B MeHIo B NeBOii YacTu akpaHa BbibepuTte pasgen Cetb — OunbTpaums.
2. HacTtpoiite ¢punbTpaumio Tpadurika NprkIagHbIx NPOTOKOMOB, BEINONHUB CleaytoLLme 0eCTBUS:

* YcTaHoBUTEe $aXxok HaNPOTMB TEX MPOTOKOOB, /1S KOTOPbIX Bbl XOTUTE 3abNOKNPOBAaTL MPOXOXAEHME
Tpadwika.
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¢ CHuMUTe $naxok HaNpPOTKB TeX MPOTOKOMOB, As1 KOTOPbIX Bbl XOTUTE Pa3peLLnTb MPOXOXAEHME TpaduKa.
Mo ymonuaHuio Tpaduk paspeLleH Ans BCcex NprkiaiHbiX MPOTOKOMOB.
3. HaxxmuTe Ha kHornky CoxpaHuTb.

4. [NepesarpyauTe YCTROWCTBO, YTOObI UBMEHEHNS BCTYMNNN B CUTTY.

Bbl Takxke MoxeTe HacTpansaTb pubTpaumio Tpadurka NPUKIaaHbIX MPOTOKOMOB, MOKa YCTPOWCTBO He
NoaKoYeHo K ceTu. B aToM crnyyae 3MeHeHVs BCTYNST B CUITY NOCIE NMOAKIOUYEHNS YCTPONCTBA K CETW.

Kaspersky loT Secure Gateway 1000 3abnokupyeT Becb Tpaduk Ang BbiGpaHHbIX MPUKIaaHbIX MPOTOKOMOB, KpOMe

cny>ebHoro Tpaduika, a TakKe paspeLunT NPoxoxaeHre Tpaduka Ha YPOBHE MPuKIaaHbIX IPOTOKOMOB, AN
KOTOPbIX Bbl CHMN briaXok.

[MNpy nonyyeHnn nakeTa Tpaduika, CoaepKaLLero NpuaHak 3aboKNMpPOBaHHOrO NPUKIaAHOrO MPOTOKONA,
Kaspersky loT Secure Gateway 1000 paspbiBaeT coegunHeHre, No KOTOPOMY MNPOXOANST OBMEH STVIM
Tpadukom. MNpy aTom nocre obHapykeHns Tpaduka HECKOIbKO NaKkeToB, HEOBXOOVIMbIE ANS YCTaHOBNEHNS
coeviHeHus, MoryT npolit Yepes Kaspersky loT Secure Gateway 1000, Ho 3aTem coefHeHne ByneT
pasopBaHo.

IobaBneHne nveHn ycTporicTea

YTo6bI 3388TH VIMS YCTPOVICTBA:
1. B MeHIo B neBoii yacTu cTpaHuLpbl Beb-nHTepdelica BoibepuTe pasnen MapameTtpbl — Obwme.

2. B none WNms ycTpoiicTea BBEANTE MS.

msi ycTpolicTBa MOXeT cofepXaTb ToNbko BykBbl naTuHckoro andasuTta 1 umdpbl. MakcumarnbHas AfivHa UMeH
— 32 cumBoOna.

3. HaxkmuTe Ha kHorky CoxpaHUTb, YTOObI COXPaHUTb N3MEHEHMSI.

HacTpoiika paTbl 1 BpeMeHu

B Kaspersky loT Secure Gateway 1000 Bbl MOXeTe HACTPOWTL JaTy 1 BPEMS.

Y106bI HACTPOUTE AATY Y BPEMS:
1. B meHto B neBoli yacTu cTpaHuLpl Beb-nHTepdelica BoibepuTte pasaen NapameTtpbl — O6wme.
2. B 6noke [aTta u Bpems ykaxuTe TeKyLuMe faTy 1 BPeMms:

e HaxmunTe Ha gaTy 1 B BbinafjatoLLem KaneHaape BolbeprTe TeKyLLme AeHb, MECSILL U FOf.

Bbl MOXeTe nepeliTi K Beibopy MecsiLia Ui rofa, Haxkas Ha 0aTy B BEpPXHel YacTu KaneHaaps.

* HaxmuTe Ha Bpems 1 B BbinagatoLlem undbepbnaTte BolbepurTe Tekyllee Bpems (Yachl U MAHYTH).
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YkaxuTe Tekylee Bpems B yacoBom rnosice UTC+00:00. Bpems 6yneT oTobpaxaTbCsl B COOTBETCTBUM C
4YaCcOBbIM MOSICOM YCTPONCTBA.

3. HaxkmuTe Ha kHorky CoxpaHUTb, YTOBbI COXPaHWTb N3MEHEHMSI.

HacTtpolika oTnpasku yBeOOMMIEHWIA NPV PErUCTPaLIM COObITUIA

OTOT pasgen CoaepXnUT MHPOPMALMIO O HACTPOKE OTNPaBKK YBELOMIEHWI NPV PErMCTPaLmnm coBbITul B
Kaspersky loT Secure Gateway 1000.

HacTtpolika oTnpaBku XXypHanos cobbiTuin Ha cepep Syslog

Kaspersky loT Secure Gateway 1000 MoxeT oTnpaBnsTb XYRHasbl COOLITUIA ayauUTa CETEBOro aKpaHa 1 ayauTa
cucTembl Ha cepBep Syslog.

Y106kl HACTPOUTL OTIPABKY XYPHAIOB COBLITUV 8yANTa CETEBOro aKpaHa v ayanTa CuCTeMsl Ha cepsep Syslog:
1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica BblbepuTe pasnen MNapameTpbl — YBegomneHus.

2. B 6noke napameTpos Syslog ycTaHoBuTe nepeksioyatens MicnonbsoBaTb cepBep Syslog ans nepepaun
COO6bITWIA B MOMOXEHME BKIIIOYEHO.

3. HacTpoliTe napameTpbl OTNPaBKM XypHanoB cobbITUl, ykasas crefytoLive napamMmeTpbi:

* B none IP-appec n nopt BBeauTe IP-agpec nnm OMeHHoe 1Ms 1 MOPT CTOPOHHero cepeepa Syslog,
Hanpumep 198.51.100.0:514.

,D,J'Iﬂ OOMEHHOIo NMEeHN Bbl MOXETE NCMNMOJIb30BaTb TOJIbKO 6YKBbI NTaTNHCKOro aJ'ICI)aBVITa.

¢ B packpbiBatoLemcs crivicke Pexxum BeibepurTe npoTokon, no kotopomy Kaspersky loT Secure Gateway 1000
OyneT nepenasaTb XypHarbl COBbITUIN Ha CTOPOHHWIA cepaep Syslog:

e UDP.
* TCP.
e TCP/TLS.

e Ecnu ons oTnpasku XypHanos BeibpaH npoTtokon TCP/TLS, 3arpysute ceptudukat 6GezonacHocTu. s
3TOro HaXMKTE Ha KHOTKY 3arpy3uTb HOBbI CePTUPUKAT 1 B OTKPbIBLLUEMCS OKHE BbIBEPUTE HYXXHbIN
cepTudukaT 6€30MacHOCTH.

4. Haxxmute Ha KHOMKY COXpaHVITb, YTObHI COXpPaHNTb NSMEHEHNS.

HacTpoiika otnpaskn MQT T-yBegomneHuin
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Kaspersky loT Secure Gateway 1000 MoxeT oTnpaBnsiTb YBEAOMIIEHNS O COBbLITUAX ayayTa CETEBOro aKpaHa 1
ayouTa cucTtemsl no npotokony MQTT.

Y106b1 HacTpouTs oTrpasky MQT T-yBegomaeHuii:
1. B MmeHto B neBoli YacTu CTpaHuLpl Beb-nHTepdelica BbibepuTe pasnen MNapameTpbl — YBegomneHus.

2. B 6noke napameTpos MQTT-yBegomneHus sknounte otnpasky MQTT-yBenomneHwuii, yctaHoBMB
nepekntoyatens MicnonbsoBate MQTT anst nepepaumn cobbiTuii B MONOXEHNE BKIIIOYEHO.

3. HacTpolite napameTpbl otripasku MQTT-yBegomneHuii:

a. B none IP-appec Beegunte IP-agpec unu nomeHHoe nums ncnonbdyemoro MQT T-6pokepa.

,D,J'I‘;I OOMEHHOIro NMMeHW Bbl MOXXeTe NCMOJIb30BaTb TOJIbKO 6YKBbI NaTNHCKOro aﬂq)aBI/lTa.

b. B none MopT BBEauTe HoMep nopTa ncnonsayemoro MQT T-6pokepa.

[Onsa coenmHerns Kaspersky loT Secure Gateway 1000 ¢ MQTT-6pokepom, KOTOpbI HaXOANTCS BO
BHYTPEHHEN CEeTU Bbl MOXETE UCMosb3oBaTb NopThl 1883 1 8883.

[nsa coenmHenns Kaspersky loT Secure Gateway 1000 ¢ MQTT-6pokepom, KOTOpbI HaXOANTCS BO
BHELLUHEeW ceTu Bbl MOXeTe 1crnonb3oBaTh nopT 8883.

c. B none Uma MQTT-Tonuka ykaxute umsa MQT T-Tonvka ons oTnpasky YBEAOMIEHWIA O COBLITUSX.

d. Ecnn TpebyeTcs oTnpaBnsTe YBEAOMIIEHMS O COBBLITUSAX OT UMEHW ONMPEeAeNeHHOro Nob3oBaTens,
ycTaHoBuTe nepekntovatens Micnonb3oatb ayTeHTUdMKALMIO B MONOXEHVE BKITIOYEHO U YKaXUTe
crnefytolme oaHHbIe:

e B none Nms nonb3oBaTtens BBeguTe M4 yquHOVI 3anncun nonb3oBaTenya ond aBTopudaunn Ha cepBepe.

¢ B none Maponb BBeauTE Naponb yYeTHOW 3an1cy Nosb30BaTeNs Afs aBTOPU3aLmmn Ha CepBepe.

YueTHble AaHHble Mofb30BaTeNs Bbl MOXETE nony4ynTb Y agMMHNCTPaTopa CNCTEMbI. Mo YMONYaHUO
oTnpaBkKa OoT MMeHW onpeneneHHoro noJib3oBaTeNyd BblKKOYeHa.

e.Ecnn Tpe6yeTcsl 1CMNonb30BaTh 3aluieHHoe SSL-coennHeHe, YCTaHOBUTE NnepeKknoYaTesb Ncnonb3oBaTb
sawmweHHoe SSL-coeguHeHne B NonoXeHne BKIKOUEHO U BbIMOHUTE cnepywouwmne nencTeus:

1. BarpysuTte cepTuduKaTt yooCTOBEPSIOLLErO LeHTPa. [N 3TOro HaxmunTe Ha KHOMKy 3arpy3auTb
cepTtudukat 1 BolbepuTe daiin cepTudrKaTa Ha ToKarbHOM YCTPONCTBE.

NHbopmaums o 3arpy>xeHHOM cepTudukaTe yaoCTOBEPSIOLLErO LEHTPa OTOBPA3NTCS Ha CTPaHNLE.

He pekomeHayeTcs 3arpy>aThb LUMPOKO N3BECTHbIE CepTUdMKaTbl YOOCTOBEPSIOLLErO LLEHTPA, TaK Kak
LOBEpPEeHHbIMY ByayT SBNSTLCS BCE CepBep, UCMOMb3YytoLLve cepTuduKaThl, MOANMCaHHbIE STUMM
cepTrdVrKaTamm YOOCTOBEPSIOLLErO LeHTpa. Takas CUTyaums MOXeT MPUBECTM K KOMMPOMETaLn
Kaspersky loT Secure Gateway 1000.

2. 3arpyauTe cepTudmrkaT KnneHTa. [1ns 3Toro HaxXMmTe Ha KHOMKY 3arpy3uTb cepTUdUKaT KneHTa u
BblbepuTe daiin cepTrdmrKaTa Ha TIOKaNbHOM YCTPOWCTBE.
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VHdopMaums o 3arpyeHHoM cepTuduKkaTe KneHTa oTobpasnTcs Ha CTpaHuLe.

3. BarpyauTe kItoy kK cepTudrkaTy KnneHTa. [ns 3Toro HaxxmMmmTe Ha KHOMKY 3arpy3uTb Kitou 1 BolbepuTe
dalin kntoya Ha TokanbHOM YCTPOWCTBE.

Mo YMONYaHWO NCronb3oBaHne 3aunueHHOro SSl-coeanHeHVs BbIK/IOYEHO.

CymMmapHbI pasmep 3arpy>keHHbix dalinos He MoxeT npesbiwaTb 16 Kb. Ecnn Bam HyxHO 3arpy3nTb
Heckorbko dalinos, obLMiA pa3mep KoTopbix NpesbitaeT 16 Kb, Mbl pekomMeHayem 3arpy>kaTb KX Mo
OHOMY 1 COXPaHaTb USMEHEHNS Moce Kaxaoro daiina.

4. Haxxmute Ha KHorky CoxpaHUTb B HUXKHEN YacTu CTpaHKLbl, YUTOBbl COXpaHUTb N3MEHEHNS.

HacTpoiika napameTtpoB CepBepa agmnHncTpupoBaHug Kaspersky Security
Center

OTOT paspen coaepxuT nHopmMaLmio 06 ynpasneHur cepTudrkaTamm 1 HaCTPOIKe NapameTPOB NMOAKIOUYEHNS K
Cepaepy agMmuHucTpupoBaHus Kaspersky Security Center.

CospaHue cepTtudukaTa CepBepa agpMnHUCTpUpoBaHng Kaspersky Security
Center

KpunTtorpaduueckuii npotokon TLS obecneunBaeT 6€30MacHOCTb Nepefayn aHHbIX C UCMONb30BaHNEM
ceptudukaToB SSL-coennHeHnin. Ceptugukat SSL-coeavHeHus (Banee "ceptudurkaT’) — 3TO 6MOK AaHHbIX,
cofepxxawmii nHdopmMaLMio O BragenbLe cepTudrkaTa, OTKPbITOM Ktoue BrafesbLa, AaTax Havana i OKOHYaHWs!
nencTeus cepTudukaTa.

CeptudukaTt cepaepa Kaspersky Security Center TpebyeTtcs ons 6e3onacHoro nogkmoyeHus k Kaspersky lolT
Secure Gateway 1000 yepes Kaspersky Security Center 14.2 Web Console. [Nogpo6Hyto nHdopmaLmo o
TpeboBaHUsX, KOTopble NPenbsaBNaAlOTCS K cepTudukaTam cepsepa Kaspersky Security Center, cm. B pasnene
TpeboBaHus K Mo/Ib30BaTEILCKUM cepTudukaTam, ncrions3yembiM B Kaspersky Security Center B oHnaliH-crnipaske
Kaspersky Security Center 14.2.

Bbl MOXeTe BbinyCcTUTb HOBBIV cepTudumkaT cepBepa Kaspersky Security Center B Kaspersky Security Center 14.2
Web Console.

Y106bI BIMYCTUTL HOBLIVI CepTUdUKaT cepBepa Kaspersky Security Center uepes Kaspersky Security Center 14.2
Web Console:

1. B rnaBHom okHe Kaspersky Security Center 14.2 Web Console HaxxMuTe Ha 3HauoK g PSLOM C IMEHEM HY>XXHOMO
Cepsepa agmuHucTpupoaHus Kaspersky Security Center.

OTkpoeTcd okHo CBolicTBa CepBepa agMUHUCTPUPOBAHNS.
2. MepeiipnTe B pasnen Ceptudukarhbl.

3. B 6noke napameTpos AyTeHTudpukaumns Cepepa aaMNUHUCTPUPOBaHNS YCTPOWCTBAMU C 3aLLUTON Ha YpPOBHE
UEFI BbibepunTe CepTudukart BoinyLeH cpeactsamu Cepeepa aaMUHNCTPUPOBAHUS.

4. Haxxmunte Ha kHorky MepeBbinycTnTb.
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5. B oTKpbIBLLEMCS OKHE HAaCTPONTE afpecC NOAKMOUEHNS:

* OcTaBuUTb aapec NOAKAYEHUS MREXHUM

Appec Cepepa agMUHUCTPUPOBaHNS, K KOTopomMy noaktodaeTcs Kaspersky loT Secure Gateway 1000,
OCTaHEeTCS MPEXHUM.

Mo ymonyaHuio BbibpaH aTOT BapuaHT.

¢ /IsmeHuTb apgpec NoakKAloYeHNd Ha

Ecnn Heobxonmmo, utobbl Kaspersky loT Secure Gateway 1000 nozknioyancs no opyromMmy agpecy,
yKaxuTe B none Tpebyembiii appec.

6. HaxxmuTe Ha kHorky OK, 4Tobbl CoXpaHnTb N3MEHEHWS.

Hosgbin cepTudukaT cepsepa Kaspersky Security Center 6yaneT BbinyLLeH.

[na sarpysku daiina ceptudukata Kaspersky Security Center B Kaspersky loT Secure Gateway 1000 TpebyeTcs
COXPaHWTb Ha JIOKarbHOM KOMMbIOTEPE CO3AaHHbIl Yepes Beb-nHTepdelic Kaspersky Security Center 14.2 Web
Console ¢aiin ceptudukata Kaspersky Security Center.

Yrobbl coxpaHnTs arin cepTugukata Kaspersky Security Center, cosnaHHbili B Kaspersky Security Center 14.2
Web Console:

1. B mento Beb-mHTepdeiica Kaspersky Security Center 14.2 Web Console HaxmyTe Ha 3Ha4OK g PSIBOM C IMEHEM
Hy>Horo CepBepa agMuHUCTpupoBaHusa Kaspersky Security Center.

OTkpoeTcs okHo CBolicTBa CepBepa aaMUHNCTPUPOBAHUS.

2. MepeiignTe B pasnen Ceptudukatsbl.

3. B rpynne napameTtpos AyTeHTudpukauns Cepsepa aaMUHNCTPUPOBAHUS YCTPOWCTBaMN C 3aLLMTON Ha
ypoBHe UEFI Boibepute CepTudukar BeinyweH cpeacTeamu CepBepa agMNHUCTPUPOBaHUS.

4. HaxxmuTe Ha KHorky YnpasneHue ceptudukaTom.

5. B oTKkpbiBLUEliCS cCipaBa naHen B 6rioke Appec nopknioveHus HaxxmuTte Ha IP-appec Kaspersky loT Secure
Gateway 1000, onst KOTOpOro 6ol BbiMyLLEH cepTUdUKaT.

HauHeTcs aBTOMaTUYeckas 3arpyska dalina ceptudukara.

B Kaspersky loT Secure Gateway 1000 BoamoxHo 3arpy3uTb daiin ceptudukaTta Kaspersky Security Center
Tonbko B dpopmaTte CRT, CER, DER v PEM. Ecnn TpebyeTcs, Bol MOXeTe naMeHUTb dopmaT dalina ceptudukaTa
Kaspersky Security Center, ncnonbays ytunuty OpenSSL. Hanpumep, ans nameHeHns ¢opmata daiina
ceptudukata c P12 Ha CRT B KOHCOMM BbINOMHATE KOMaHAY:

openssl pkcsl2 -in <umAa cepTudukaTta>.pl2 -clcerts -nokeys -out <umsa cepTudukaTta>.crt

CospaHHbili dalin cepTudumkaTta cepaepa Kaspersky Security Center Hy>Ho nobasuTts B Kaspersky loT Secure
Gateway 1000 ons HacTpoliku coeamHenns ¢ Kaspersky Security Center.
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O6HoeneHne ceptudurkata Cepaepa agMnHUCTpUpoBaHns Kaspersky
Security Center

TpebyeTcs obHoBRATL cepTudumKkaT cepepa Kaspersky Security Center B cnefytomx cnyyasix:
* TeKyLLMin cepTUPUKAT CKOMMPOMETMPOBAH;
® 3aKOHUMIICS CPOK AeNCTBIS cepTndrKaTa;
* unameHuncs IP-agpec yctporictea ¢ Kaspersky loT Secure Gateway 1000;

® HY>HO BbINOSHUTL PerynspHoe obHoBneHne cepTrdrkaTa B COOTBETCTBUN C TPeboBaHNSIMN NHOPMAaLIMIOHHO
Be3onacHOCTV BaLlei OpraHn3aLIn.

He pekomeHayeTcs 3arpy>ath LUMPOKO U3BECTHbIE CePTUPUKATbI YAOCTOBEPSIOLLErO LLEHTPA, Tak Kak
LLOBEPEHHBbIMY BYLYT SBNSATbCS BCE CEPBEPHI, UCMOMb3YyoLLe cepTudrKkaThbl, MoAnMcaHHble 3TUMM
cepTuduUKaTamMmn yooCTOBEPSIOLLErO LIeHTpa. Takas cuTyaums nprseneT kK komnpomeTauumn Kaspersky loT
Secure Gateway 1000.

Y106b1 L068BUTE UV YAATINTE CEPTUDUKAT.

1. B MeHIo B neBoii YacTu cTpaHuLpl Beb-uHTepdelica BolbepuTe pasnen MapameTtpbl — CepBep
aAMNHNCTPUNPOBaHUSI.

Ha ctpaHuue Cepeep agmuHucTpupoBaHus Kaspersky Security Center B 6noke napametpos Ceptudukar
OTOBpassTCs faHHble O Tekyllem cepTudunkaTe Cepaepa agMmnHUCTprpoBaHusa Kaspersky Security Center,
€CIIN 3arpy>eH.

2. B 6noke CepTudukaT BbINOSHATE OLHO U3 CNIEAYIOLLMX AeNCTBU:

e Ecnu TpebyeTcs 3arpy3nTb cepTudukaT cepaepa Kaspersky Security Center, HaxmnTe Ha KHOMKY
3arpysuTb 11 B OTKPbIBLUEMCS OKHe BbibepuTe daiin ceptudukaTa.

[na nobaeneHrs B kavecTBe cepTudukaTa OCTYMHbl dpainbl Tonbko B popmaTte CRT, CER, DER n PEM.

Hosbilh cepTudmkaT cepaepa Kaspersky Security Center ByneT 3arpy>eH B CUCTEMY, 3arpy>keHHblli paHee
cepTudukaT byneT yoaneH.

e Ecnn TpebyeTcy yonanuts ceptudukaT cepBepa Kaspersky Security Center, HaxmuTe Ha KHOMKy YaanuTb v
NnoATBepAuTE yOaneHve.

Ecnn B cucTeme otcyTcTBYeT cepTudumkaT cepBepa Kaspersky Security Center, HacTpolika napamMeTRoB
nonknoueHuns kK cepaepy Kaspersky Security Center n nogkntoueHune k cepsepy Kaspersky Security
Center HeLOCTYMHBbI.

HacTpoiika napameTpoB nogkntoueHns k Kaspersky Security Center

[na 6esonacHoro ynpaeneHus Kaspersky loT Secure Gateway 1000 vz Kaspersky Security Center 14.2 Web
Console TpebyeTcs HacTpoWTb NapaMeTpbl MOAK/OUEHNS K CEPBEPY anMUHUCTprpoBaHusa Kaspersky Security
Center.
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Ecnu B cucteme oTcyTeTBYeT ceptudukat cepsepa Kaspersky Security Center, HacTpoiika napameTpoB
NMOIK/OYEHS K cepBepy aaMUHCTpupoBaHuns Kaspersky Security Center HegocTyrHa.

Y106k HACTPOUTL MapPaMeTPbI NOAKIOHYEHUS K CepBepy aaMuHUCTpupoBaHus Kaspersky Security Center:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdelica BoibepuTte pasnen NapameTtpbl — Cepeep
aAMNHNCTPUNPOBaHUS.

OTKpoeTcd cTpaHuLa HacTPOKK NapaMeTpoB noakoyeHns Cepeep agMmnHucTpupoBaHus Kaspersky
Security Center.

2. B 6noke MapameTpbl nogkntoveHus B nose JJoMmeHHbI agpec ykaxunTe JOMEHHbIM agpec cepsepa
aoMuHucTpupoBaHns Kaspersky Security Center, kK KOTOPOMY OCYLLECTBASETCS NOOK/IOUEHNIE.

B none MNopT ykasaH HoOMep nopTa, MO KOTOPOMY OCYLLECTBASETCS MNOAKOUYEHNE. Bbl He MOXeTe N3MEHUTb
HOMep MopTa NOAKIOUEHWS.

3. HaxxmunTe Ha kHorKy CoXpaHUTb B HVXKHE YacTy CTPaHNLLb, YTOObl COXPaHWTb 3MEHEHWS.

PyuHoe namenenmne koHpurypaumm Kaspersky lol Secure Gateway 1000

Bbl MOXeTe npocmaTprBaTh, @ Takxke HanpsiMyto namMeHsTb KoHdurypaumio Kaspersky loT Secure Gateway 1000.
MapameTpbl KOHUrypaLyn B TEKCTOBOM BUAE NPEACTaBNSIOT COb0i napbl K4 : 3HadyeHue B popmate JSON.
CnrcoK OCHOBHbIX KItoYeit KOHPUrypaLmy ykasaH B TabnuLe HXe.

YT06bI MPOCMOTPETL U U3MEHUTL KOHGUrypaumo Kaspersky loT Secure Gateway 1000, BbinonHUTe cregyroLume
aevicTeus:

1. B Be6-uHTepodelice Kaspersky loT Secure Gateway 1000 nepelignTe Ha Bknagky MNapameTpbl —
KoHdurypauus.

B oTkpebiBLLElCS BKIlagke 0TobpasnTcs akTyansHas koHburypaums Kaspersky lolT Secure Gateway 1000 B
dopmaTte JSON.

2. Ecnn HeobxoayMo, U3MeHNTe 3HaYeHrsl MapaMeTPOB B Mosie KOHUrypaLmm.

MNons 1 napameTpbl B None KOHPUrypaumm 4yBCTBUTENbHbI K perncTpy. [pn Bo6aBneHnmn Nnm nsMeHeHnm
nonel nnn NapamMeTPOB BaM HY>XHO COBMoaaTh YKasaHHbI pErnCTp.

3. HaxxmunTe Ha kHorky CoxpaHuTb, UTOObI MPYMEHWTH HOBbIE NMapamMeTpbl KOHPUrypaLumm.

PyuHoe nameHeHne koHbUrypaLmm MoxeT roeneds cbou B paboTe Kaspersky loT Secure Gateway 1000
BMJIOTb [0 HEOOXOAMMOCTH MOMHOW NepeycTaHOBKW. PekoMeHayeTCs N3MeHsTb mapameTpbl KOHbUrypaLmm ¢
MOMOLLLbIO COOTBETCTBYIOLLYMX MapamMeTpoB B Beb-nHTepdelice Kaspersky loT Secure Gateway 1000 un
Kaspersky Security Center Web Console.

OcHoBHble kitoumn koHbUrypaLmm

Nmsa kntoua Tun OnucaHue O643aTenbHblin Bo3amokHble 3HaueHus
3HaYeHns
ABOUT O6bekT O6bexT, Ha -
cofepaLLmii

nHbopmaLmo o
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text

<Wma nakeTa npuIoXeHna>

<Jlwboe wuma>

APPLICATIONS

MARKETPLACE

apps_requested

package_id

requested_state

buildSdkVersion

kosappversion

MODE_SWITCH

is_developer_mode

CTtpoka

O6bekT

Jo6oin
Tmn

O6bekT

O6bekT

Cnincok
CTpOK

CTtpoka

CTtpoka

CTtpoka

CTtpoka

O6bekT

InTepan

Bepcum Kaspersky,
loT Secure Gateway
1000 v Bepcum SDK.

VHdopmaLms o
BEPCUSX.

NHdpopmaums o
KoHbUrypaLwm
MPUNOXEHWS.
TpebyeTcs Tonbko
NS IPUNOXEHWIA,
copepxaLLmx
KoHbUrypaumto.

Cognepxummoe
KoHbUrypaLwn
MPUNOXEHMS.

VHdopmaLmsa 06
YCTaHOBNEHHbIX
ORUNOXKEHUSX.

O6bexT,
cofepaLLmii
CNVCOK
ORUIOXEHWI,
LOCTYMHbIX AAS
YCTaHOBKM.

Cnincok
NPUNOXEHNIA,
[OCTYMHbIX B
mMarasvHe.

NoeHTndukaTop
nakeTa npUIoXeHs.

3anpalnsaemoe
nencTene ot
NPUNOXEHMS.

Bepcus
nnaTopmbi.

Bepcus
NPUNOXEHMS.

O6bexT,
copepaLLmii
uHdopmaLyio o
Tekyem
COCTOSHUM
REX1MOB paboTel
Kaspersky loT
Secure Gateway,
1000 v Tune
ceTeBoro
yCTpoOMnCTBa.

Pexum
paspaboTuvika.
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Het Ctpoka c Bepcuein Kaspersky loT
Secure Gateway 1000 v Bepcueli
SDK, Hanpumep: "text":
"Kaspersky\n\n**IoT Secure
Gateway**\n\nVersion:
3.1.0.0\n\nKaspersky0S SDK
version: 3.1.0.130"

Het VIms nakeTa 13 nons package_id
LpYrX NapamMeTpoB, CBSA3aHHbIX C
MPUNOXEHVSIMI.

Hanpumep,
kaspersky.kisg.netprotector
ona npunoxenna Kaspersky loT
Secure Gateway Network Protector.

Het 3HaueHns KoHbUrypaumm
MPUNOXEHNS.

[Mocne nameHeHns kKoHbUrypaumm
MPUNOXEHUS CBA3aHHbIE C HUM
MapLUpy Tbl NepecTaHyT paboTaTs, a
oCTasbHble MapLUpyThl CTaHyT
HeaKTVIBHbIMM (MapLLpy Tbl NepenayT B
ctaTtyc Owwubka). PekomeHpyeTcs
NepeHacTPOUTb MapLIPYThl,
CB$3aHHbIE C VI3MEHEHHbIM
MPUMOXEHNEM, N aKTVBUPOBATbL BCE
MapLpyTbl Yepes Kaspersky Security

Center 14.2 Web Console.
Oa O6bekt APPLICATIONS.
[a 3anonHgaeTcs aBToMaTU4eckn

HAaHHbIMW N3 MarasnHa HpMﬂOXeHMM.

HeTt

[a, ecnn
apps_requested
COLEPXUT XOT4
Bbl 0AHY 3annchb

HeTt -

Het true — pexuvm paspaboTurka
aKkTuBeH, false — pexum
pa3paboTurika He akTVIBEH.



is_no_secure_mode Intepan Heb6esonacHbiii HeTt true — Hebe3omnacHbIn pexumm
PEXUM. akTuBeH, false — HebesonacHblli
PEeX1M He aKTVBEH.

router_mode InTepan Tun ceTeBoro Het true — TN ycTpoiicTBa - CETEBOM
ycTpolictBa. CMeHa poyTep, false — Tun ycTpolicTea -
TUNa ceTeBoro O[HOHaMPaBNeHHbIN L3
ycTpoiicTsa
BO3MOXHa TOSbKO C
MOMOLLIbO
nepeycTaHOBKM
Kaspersky loT
Secure Gateway
1000.

MQTT O6bekT O6bexkT, Ha Crvcok 06bekToB
copepxaLuin MQTT/LIST/profileList.
napametpbl MQTT-

Bpokepa.

LIST O6bekT

profilelist Cnincok Cnincok
ob6bekToB 0BBEKTOB,
copepxaLmii
napameTpbl
npoduna MQTT-
Bpokepa.

NETWORK O6bekT O6bekT, Ha O6bektT NETWORK.
copepxaLmii
napameTpbl CEeTU.

SETTINGS O6bekT O6bexkT, Ha O6bekT SETTINGS.
copepxaLimi
obLLMe napameTpbl
Kaspersky loT
Secure Gateway
1000.

O6bekT APPLICATIONS

PyuHoe nameHeHne koHbUrypaLmm MoxeT noeneds cbou B paboTe Kaspersky loT Secure Gateway 1000
BMIOTb [0 HEOBXOAVIMOCTM MOMHOM NepeycTaHOBKN. PEKOMeHAYeTCS N3MEHSTb NapaMeTpbl KOHPUrypaLmn ¢
MOMOLLLBIO COOTBETCTBYIOLLMX NapamMeTpoB B Beb-uHTepdelice Kaspersky loT Secure Gateway 1000 11 Be6-
nnarvHe ynpasneHus Kaspersky lol Secure Gateway 1000 ons Kaspersky Security Center 14.2 Web Console.

O61bekT APPLICATIONS BKtoYaeT B cebs knouu, cogepkaliie nHbopmMaLmio 06 yCTaHOBAEHHbIX MPUAOXKEHNSX, 8
Takxxe napameTpbl Ux paboTsl B Kaspersky loT Secure Gateway 1000. Cnivicok aTux kntoueit ykasaH B Tabnuue Hxke.

Cnincok kntovein o6bekTa APPLICATIONS

Nmsa knioua Tun OnucaHue O6g3aTenbHblii Bo3amoykHble 3HaueHus
3HaueHus
APPS_CONTROL OB6bekT O6bexT, [a -
copepaLimii
cnncok
YCTaHOBEHHbIX
MPUNOXEHWIA 11 1X
napameTpoB.
applications Crnicok Cnmcok 06bekToB, [a -
0BbeKkTOB  comepXaluuii
napameTpbl
MPUNOXEHWIA.
configured InTtepan ®nar, Het true — npunoxexne
OTpaxkatoLLuiA, ckoHduUrypuposaHo, false —
CKOHUIrypUpoBaHO NPUNOXEHUE He
CKOHUryprpoBaHo.
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execute

restart_on_failure

state

subtype

ksc_plugin_ui_content

ksc_plugin_md5

manifest

package_id

launchRule

loglLevel

InTepan

InTtepan

Llenoe
yuncno

Ctpoka

Ctpoka

CTpoka

Ctpoka

Ctpoka

Ctpoka

Llenoe
ymcno

npunoxeHve nnn

HeT.
®nar, oTBEYaIOLLNIA Ha, ecnn

3a 3anyck applications
MPUNOXEHIS. COAEPXUT XOTS Bbl

OfiHy 3anucb

®nar, oTBeYaoLLMn
3a pexmm
repesanycka
MPUAOXKEHNS NPY
HEOXNOaHHOM
3aBepLUEHNN.

CocTogHne Het
MPUNOXEHIS.

MoaTun
MPUNOXEHWS.

Cognepxummoe
ans
OTOBpaxeHs B
BeG-nnarnHe
ynpasneHus
Kaspersky
Security Center
14.2 Web
Console.

KoHTponbHas
cymma
coAepXrMoro
ans
OoTOBpaxeHs B
BeG-nnarnHe
ynpasneHus
Kaspersky
Security Center
14.2 Web
Console.

Copepxummoe
MaHudecTa
NPUNOXEHMS.

Vims nakeTa
MPUNOXEHWS.

[a, ecnn
applications
COLEPXUT XOTS

Mpaguno sanycka 6bl 0fHY 3an1cb

NPUNOXeHN4.

Tekywwin ypoBeHb [a
XXypHanMpoBaHus
coo6LEeHMi

NPUNOXEHMS.
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true — npunoxexune 6yneT
3anyueHo, false —
npunoxeHue He GyneT
3anyLLeHo.

true — pexvim nepesanycka
akTvBeH, false — pexum
repesarycka He akT1BEH.

0

— MPUIOXEHNE 3anyCckKaeTcs,

1
— MPUIOXEHIE 3anyLLEeHo,

4
— NMPUIOXeHNe OCTaHOB/IEHO,

5
— NpUoxeHve
OCTaHaB/MBaeTCS.

I'Ionyqaech aBToOMaTn4eCckn ns
AaHHbIX NPUNOXEeHNS.

forbidden — npunoxerune
3anpeLLeHo Ans 3anycka, auto —
MPUNOXEHNE UMEET QYHKLIMIO
aBTO3arnycka, none — ans
MPUNOXEHNS HET OCOBbIX MPaB
3anycka.

0 — KpUTUYecKkme coobLeHuns, 1
— coobLeHns 06 owmnbkax, 2 —
npenynpexaatoLLyie COObLLEHNS,
3 — HPOPMALIMOHHbIE
coobLeHns, 4 — oTnagoyHble
coobLLeHNs, 5 — cCoobLLEHNS O
BCEX AENCTBISX MPUSTOXKEHNS.
Kaxxgbilii cnepytolwmii yposeHb
XYpPHaNMpoBaHus BKtoYaeT



version
name
type
APPS_ROUTING
routes
active
destination

application_id

endpoint

source

application_id

endpoint

Ctpoka

Ctpoka

Ctpoka

O6bekT

Cnncok
06bekToB

InTtepan

O6bekT

Ctpoka

Ctpoka

O6bekT

Ctpoka

Ctpoka

Bepcus
NPUNOXKEHWS.

Vima
NPUNOXEHIS.

Tun
NPUNOXEHIS.

Ob6mbexT,
copepaLLmii
CMCOK AOCTYTHbIX
MapLLpyTOB
MPUNOXEHWIA.

Cnincok
MapLLpYTOB.

®nar, oTpaatoLuii
aKTUBHOCTb
MapLupyTa.

O6bekT
HasHaueHns
MapLupyTa.

NoeHTndukaTop
NPYNOXEHUS

VM8 KOHEeuHo
TOUKM
NMPUIOXKEHWS.

OB6bekT NCTOYHMKa
MapLupyTa.

MoeHTudbunkaTop
NPUNOXKEHMS.

VImsl koHeuHo
TOUKM
MPUNOXEHNS.

HeTt

Ha

Ha

[a, ecnn routes
COAEPXUT XOTS Bbl
OfHyY 3anmchb

COOBLLEHVS NpeblayLLero
YPOBHS.

I'IonyqaeTcsl aBToOMaTun4eckn ns
AaHHbIX NPUNOXeHN4.

true — MapLpyT aKTVBeH,
false — mapwpyT HeakTVBEH.

I'Ionyqaech aBToOMaTun4YeCckn ns
AaHHbIX NPUNOXEeHNS.

I'IonyqaeTcg aBToOMaTn4eckn ns
AaHHbIX NPUNOXEeHN4.

MapameTpbl IPUNOXeHNI, KOTOPbIE CoOpepPXaT KOHGUIypaLmio, HaCTPaNBaOTCS B OTAEMbHbIX OObeKTax,

Cnncok o6bektoB MQTT/LIST/profileList

MPOMbILLIEHHbBIX MPOTOKONOB AN npunoxeHus Kaspersky loT Secure Gateway Network Protector HaxopsTcs B
obbekTe kaspersky.kisg.netprotector.

PyuHoe nameHeHne koHbUrypaLmm MoxeT noeneds cbou B paboTe Kaspersky loT Secure Gateway 1000
BM1OTb A0 HEOBXOAMMOCTY NMOMHOWN NepeycTaHOBKU. PekoMeHayeTCs U3MeHSTb mapaMeTpbl KOHPUrypaLmm ¢
MOMOLLLBIO COOTBETCTBYIOLLMX MapamMeTpoB B Beb-nHTepdelice Kaspersky loT Secure Gateway 1000 11 Be6-
nnarvHe ynpasneHus Kaspersky lol Secure Gateway 1000 ons Kaspersky Security Center 14.2 Web Console.

Cnincok obbekToB MQTT/LIST/profilelList BknouaeT B cebs knoun, copepalime napameTpbl npodbuna MOQTT-
Bpokepa. Cnmncok aTux koYel ykasaH B Tabnmue Huxe.

Cnncok knoyein ans onncarns akdemnnsapa npodbuns MQTT-6pokepa B cnincke ob6bekTos MQTT/LIST/profileList

Nmsa knoua Tun
3HaYeHns

OnucaHue

O6493aTenbHblii
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filelist Cnmncok Crncok ¢alinos [a, ecnn -
obbekToB  Mpoduns. profilelList
COLEpPXNT XOTS Obl
OfHy 3anucb

fileContent Crtpoka Copepxrmoe [a, ecnn filelList MonyuaeTcs aBTomMaTUyecku s daina.
dalina npoduns B COAEPXUT XOTS 6bl
koavposke Base64.  ogHy sanuch

name CTpoka st daiina NonyyaeTcs aBTOMaTUYECKM M3 NY TN [0 dalina.
npodwuns.

type CTpoka Tun ¢daiina main_conf_file — rnaBHbIi KOHPUryPALIMIOHHBIN
npoduns. daiin, cert_file — daiin, cogepxawmii ceptudukar,

key_file — dalin, comepyaLimii Kntou.

uuid CTpoka YHVKanbHbIN Het CTtpokoBoe npeacTasneHne boost: :uuids: :uuid.
noeHtTndukaTop
daiina npoduns.

locked CTtpoka Mpodwnns Het OnpepensieTcs aBTOMaTUYECKN Ha OCHOBE Mosneit
3a610KMPOBaH. predefined n status.
modified CTtpoka [aTa n Bpems [a MonyyaeTcs aBToMaTYecku 13 daina.
nocnepHero
N3MEHEHs
npoduns.
name CTtpoka ms npoduns. [a [Mpor3BosbHOE CTPOKOBOE 3HAYEHME.
predefined Intepan MNpenBapuTensHo [a true — npoduns 9BngeTCs NpefonpeaeneHHbIM,
onpeneneHHbii. false — npodunb SBNSETCS NONb30BATENLCKIM.
status Crpoka Cratyc npoduns. [a active —npodwunb akTvBeH, inactive — npodwunb He
aKTUBEH.
uuid CTpoka YHVKanbHbIN Her CTtpokoBoe npeacTasneHne boost: :uuids: :uuid.
noeHtTndukaTop
npodwuns.

O6bekTt NETWORK

PyuHoe nameHeHne koHbUrypaLmm MoxeT noeneds cbou B paboTe Kaspersky loT Secure Gateway 1000
BM1OTb A0 HEOBXOANMOCTY MOMHOWN NepeycTaHOBKU. PekoMeHayeTCs M3MeHSTb mapaMeTpbl KOHPUrypaLmm ¢
MOMOLLLBIO COOTBETCTBYIOLLMX MapamMeTpoB B Beb-nHTepdelice Kaspersky loT Secure Gateway 1000 11 Be6-
nnarvHe ynpaeneHus Kaspersky loT Secure Gateway 1000 gna Kaspersky Security Center 14.2 Web Console.

O61bekT NETWORK BkntouaeT B cebs Koy, cogepalume napameTpbl cetu. CnMcok aTux Kntoveli ykasaH B Tabnuue
HUKe.

Cnincok kntovein o6bekta NETWORK

Nmsa knoua Tun 3HaueHns OnucaHue O6493aTenbHblit Bo3morkHble 3HaueHuns
APP_PROTO Ob6bekT [MapameTpbl [a N
dbunbTpauvn ceTesbix
OROTOKOMOB.
filtered_protos OB6bekT O6bexT, [a -
cofepaLLmii

nHdopmMaumio o
dunbTpaLmm ceTesbix

npoTOKOsMaXx.
ftp Intepan Ounbtpaums [a true — dunbTpaums
npotokona FTP. npoTokona BknoyeHa, false
- dunbTpaLms NnpoTokona
http Iutepan DunbTpauus [a BbIK/TIOYUEHA.
npoTokona
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imap
modbus
mqtt
pop3
smtp
CARP
advskew
clusterId
enabled
ip
mask
FIREWALL
rules
status

Intepan

Intepan

InTepan

InTtepan

Intepan

OB6bekT

Llenoe uncno

CTtpoka

Intepan

CTtpoka

CTtpoka

OB6bekT

Cnincok
06bekToB

InTtepan

HTTP/HTTPS.

OunbTpauus
npoTokona IMAP.

dunbTpaums
npoTokona Modbus.

DunbTpaums
npoTtokona MQTT.

[MopnepxuBaeTcs
TOMbKO GUbTPaLKs
npotokona MQTT
Bepcun 311

OunbTpaums
npoTokona POP3.

OunbTpaums
npoTokona SMTP.

MopnepxuBaeTcs
drnbTpauUns TONbKO
6a30BOro NpPoToKona
SMTP.

[NapameTpbl ceTeBoro
Knacrepa.

MpvioputeT
Kaspersky loT Secure
Gateway 1000 B
KnacTtepe.

VoeHTudurkaTop
knacTepa. TpebyeTcs
[Ns TOro, YTob y3bl
KnacTepa Mornu
OOHO3HaYHO
pacnosHaBaTb Apyr
apyra.

Vicnonb3osaHne
noeHTudrkaTopa He
rapaHTVIpyeT 3alumnTy
OT AeNCTBUIA TPeTbUX
nu, Mpr cospannn
CeTUN BaM HY>HO
Takxe obecneunTb
6esonacHoCTb
CeTeBOro KOHTypa
KnacTepa.

BkntoueHuve n
oTKtoUeHre GyHKLN
CeTeBOoro knacTepa.

IP-appec knacTtepa.

Macka nogceTtun
KnacTepa.

[paBwna ceTeBoro
aKpaHa.

Cnncok npasun
CeTeBOro akpaHa.
MakcrmanbHblii
pasmep crniicka — 512
OGBEKTOB.

BkntoueHne n
OTKJOYEHVE MpaBuna
CeTeBOro aKpaHa.
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La

Ha

Ha

La

Ha

Ha

Ha

La, ecnn
rules
comepxuT

OT 0 no 254,rne 0 —
MaKCVIMasbHbI MPUOPUTET,
254 — MUHVMAanbHBbINA
npropuTeT.

VoeHTudukaTop knactepa.

[ns nsGexxaHns HanoxeHus
NOEeHTUPUKATOPOB Mbl
pekoMeHayem ykasaTb
rosb30BaTeNbCKoe 3HaueHve
noeHTndukaTopa
clusterId.

true — dyHKums ceTeBoro
Knactepa BkmtoveHa, false —
dYHKLYIS ceTeBoro knactepa
BbIK/IIOYEHa.

CTpoka B popmaTe
XXX XXX XXX XXX,
Hanpumep: "ip":
"192.168.110.120".

CTtpoka B bopmaTte

XXX XXX XXX . XXX,
Hanpumep: "mask":
"255.255.255.0".

true - npasuno
BK/loYeHo, false —
MPaBo BbIK/IOYEHO.



IDS_PROXY

action

ipAddrSource

ipAddrDest

portSource

portDest

protocol

zone

IPSFlag

IPSStatusFlag

blockedList

ipAddrSource

timestamp

signatureName

CTpoka

CTpoka

CTtpoka

CTtpoka

CTtpoka

CTtpoka

Ctpoka

O6bekT

Intepan

Intepan

Cnincok
06bekToB

Ctpoka

[aTa v Bpems

CTtpoka

Tvin npasuna.

IP-appec nctouHumka.

|IP-appec nonyyatens.

[MopT ncTouHVKa.

MopT nonyuyatens.

MpoTokon
B3aVIMofencTBIS.

3oHa peiicTensg
npasuna.

[MNapameTpebl cnnckos
anpeLLeHHbIX U

DaspeLLEeHHbIX
anpecos.
Vicnonb3yeTcs Tonbko
npu Hanuunn
YCTaHOBEHHOTO
MPUNOXEHNS
Kaspersky loT Secure
Gateway Network
Protector.

(]

D O

BkntoueHne n
OTKJIOYEHNE CMINCKOB
3anpeLLeHHbIX U
paspeLleHHbIX
afpecos.

®nar cTtaTyca
dYHKLMOHNPOBaHNS
CMMCKOB
3anpeLLEeHHbIX 1
pa3speLLeHHbIX
appecos.

Cnincok
3anpeLLeHHbIX
appecos.

3anpetueHHbili IP-
apgpec.

MeTka BpemeHu.

Mmsi curHaTypbl, no
KOTOPOWA Bblin
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XOT$ Obl
opoHYy
3anvchb

Ha

Ha

HeTt

Ha

Ha, ecnn
blockedList

COLEpPXMNT XOTS Obl

OfHY 3anncb

accept -
paspeLluaioLee
npaswuno, deny —
3anpeLlaoLlee
npaswuo.

CTpoka B popmaTe
XXX XXX XXX XXX,
Hanpumep:
"ipAddrSource":
"192.168.110.125".

CTpoka B popmaTe
XXX XXX XXX XXX,
Harnpumep:
"ipAddrDest":
"192.168.110.126".

Yurcno vnn gnanasoH
ymcen (Hanpumep,
"40000-50000"),
onpenensioLye nopT
NCTOYHVIKA.

Yuvcno vnv onanasoH
umcen (Hanpumep,
"40000-50000" ),
onpegensioLye nopT
nonyvartens.

[ocTynHble 3HaueHns
NS 3afaHns B
npasune: any, icmp,
tcp, udp.

[ocTynHble 3HaueHns
ON9 3aaHns B
npasune: In, Out.

true — cnvckn BKIOYEHBI,
false — cnvckuy BbIKIOYEHDI.

Bcerpa true.

CTpoka B popmaTe
XXX XXX XXX XXX,
Hanpumep:
"ipAddrSource":
"192.168.1.201".

MeTka BpemeHu B dopmaTe

POSIX-Bpemeru.

VimMst curHaTypebil.



YCTaHOBJIEH 3arnpeT.

npasusy.
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COAEPXUT XOTS Bbl
OfiHY 3anuch

blockedListFlag InTtepan BkntoueHuve n [a true — pocTyn Kk pecypcam
OTKJIIOYEHMEe foCcTyna Bblk/loyeH, false — gocTynk
K pecypcam 13 pecypcam BKOYEH.
crnvcka 3anpeLLeHHbIX
afpecos.

allowlList Crincok Crincok Ha -

06BbEKTOB paspeLleHHbIX
afpecos.
ipAddrSource CTtpoka PaspeLueHHbii IP- [a,ecnn allowlList CTtpoka B dopmaTte
apgpec. COAEPXUT XOTS Bbl XXX e XXX XXX XXX,
OfHyY 3anucb Hanpumep:
"ipAddrSource":
"192.168.1.200".
LAN Ob6bekT MapameTpbl [a N

BHYTPEHHEeV ceTu.

DHCPFlag InTepan BknitoueHune n [a true — aBTOMaTuyeckoe
OTKJloYeHNe nonyuenue IP-apgpeca
aBTOMaTUYECKOro BKMtoyeHo, false —
nonyyeHus IP-agpeca aBTOMaTUYECKOE MosyUeHre
C NOMOLLbIO |IP-appeca BbIK/IIOUEHO.
npotokona DHCP.

FirstDHCPAddress CTtpoka OcHosHol1 IP-agpec Oa CTpoka B popmaTe
DHCP-cepsepa. XXX XXX . XXX . XXX,

Hanpumep:
"FirstDHCPAddress":
"192.168.1.20".

FirstDNSServer CTtpoka OcHosHolt IP-agpec Ha CTtpoka B dbopmaTte

DNS-cepBepa. XXX e XXX XXX XXX,
Hanpumep:
"FirstDNSServer":
"192.168.1.20".

IP CTtpoka |P-appec ceTeBoro Oa CTtpoka B dopmaTte
apanTepa XXX XXX XXX XXX,
BHYTPEHHel ceTu. Hanpumep: "IP":

"192.168.1.1".

LastDHCPAddress CTtpoka LononHuTensbHbii IP-  [a CTpoka B popmaTe
appec DHCP- XXX . XXX . XXX . XXX,
cepsepa. Hanpumep:

"LastDHCPAddress":
"192.168.1.40".

MAC CTtpoka MAC-appec HeTt CTtpoka B dopmaTte
ceTeBOro aganrtepa XX XX 1 XXt XX XX XX,
BHYTPEHHel ceTu. Hanpumep: "MAC" :

"1A:2B:3C:4D:5E:6F".

Mask Ctpoka Macka BHyTpeHHel Ha CTpoka B popmaTe

nogceTun. XXX XXX XXX XXX,
Hanpumep: "Mask":
"255.255.255.0".
SecondDNSServer CTtpoka LononHuTenbHbiid IP-  [a CTtpoka B bopmaTte
appec DNS-cepsepa. XXX XXX XXX XXX,
Hanpumep:
"SecondDNSServer":
"192.168.1.40".
NAPT O6bekT [paBuna Ha -
MackapaauHra.
rules Crnmcok Cnucok npasun [a N
06beKkToB MackapaauHra.
MakcumanbHbii
pa3mep cnvcka — 256
npaswn.
comment CTtpoka KommeHTapwii k [a, ecnn rules [TponssonbHas cTpoka.



ROUTING_TABLE

ipAddrInternal
portExternal
portInternal
protocol
zone
masquerading
routes
action CTtpoka
ipaddr CTtpoka
mask CTtpoka
gateway Crtpoka
state CTtpoka
type CTtpoka
error CTtpoka

CTtpoka

Llenoe uncno

Llenoe uncno

CTtpoka

CTtpoka

O6bekT

InTtepan

O6bekT

Cnincok
06bekToB

IP-appec
BHYTPEHHEro XocTa.

BrewwHnii mopr.

BHyTpeHHuii nopT.

[TpoTokon npasuna.

WHTepdeiic, k
KOTOpOMY
NMpUMeHsieTCs
npaswiso.

BkntoueHne n
OTKJIIOYEHNE
MackapaguHra.

Tabnvua

Cnmcok MapLUpyTOB.

[elicTere ong mapLupyTa.

IP-appec.

Macka nogceTw.

IP-appec wniosa.

CocTosiHMe MapLupyTa.

Tun mapwpyTa.

CoobLeHre 06 owmbke.
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Ha

Ha, ecnn
routes
copepXxunT
XOT$ Obl
OfHY
3anvchb

[a, ecnn
routes
comepXuT
XoTs 6bl
ofHYy
3anmchb n
3HayeHne
Knoya
action He
paBHO no
action

HeTt

HeTt

HeTt

CTtpoka B dopmaTte
XXX . XXX . XXX . XXX,
Hanpumep:
"ipAddrInternal™:
"192.168.1.4".

Yucno, onpepensiouiee
BHELUHWIA MOPT.

Yucno, onpepensiouiee
BHYTPEHHUIA NOPT.

[ocTynHble 3HaveHns ans
3apaHung B npaswune: tcp,
udp.

,D,OCTYI'IHbIe 3Ha4veHnqa ong
3afaHn4 B npasunie: modem,
wan.

true — mackapagnHr
BKJIIOYeH, false —
MacKapaauHr BbIK/OYEH.

add — pobasnTb
MapLpyT, delete -
YAanUTb MapLUpyT, nNo
action — peiictene
He TpebyeTcs.

CTpoka B popmaTe
XXX XXX XXX XXX,
Harnpumep:
"ipaddr":
"192.168.2.1"

CTtpoka B dopmaTte

XXX XXX XXX . XXX,
Hanpumep: "mask":
"255.255.255.0".

CTpoka B popmaTe
XXX XXX XXX XXX,
Hanpumep:
"gateway":
"192.168.1.100".

failed - ownbka
MpW BbINOSTHEHNN
OecTBuNd C
MapLipyTom, active
— MapLUpyT aKTVBEH,
pending -
BbINOJHAETCS
nencTsene ¢
MapLUpyTOM.

static -
cTaTU4ecKuii
MapwpyT, dynamic —
OVHaMNYeCKnii
MapLUPYT.

CoobleHvie 06
owmbke npu
BbIMOSIHEHNN
OencTBuns ¢
MapLUpyTOM.



WAN Ob6bekT [MapameTpsbl BHelwHen  [a N
ceTu.

DHCPFlag InTepan BknioueHure n [a true — aBTOMaTuyeckoe
OTKJloYEHVe nonyuenue IP-apgpeca
aBTOMaTUYECKOro BKk/loveHo, false —
nonyuenns IP-agpeca aBTOMaTUYECKOE MosyyYeHne
C NMOMOLLbIO |IP-appeca BblkntoueHo.
npotokona DHCP.

DefaultGateway CTtpoka |IP-appec wniosa no [a CTpoka B popmaTe
YMONYaHIO. XXX XXX XXX . XXX,

Hanpumep:
"DefaultGateway":
"192.168.1.111".

FirstDNSAddress CTtpoka OcHosHolt IP-agpec [a CTtpoka B bopmaTte

DNS-cepsepa. XXX XXX XXX XXX,
Hanpumep:
"FirstDNSServer":
"8.8.8.8".

Ip CTtpoka |P-appec ceTeBoro [a CTtpoka B dopmaTte
afjanTtepa BHeLHel XXX XXX XXX XXX,
ceTu. Hanpumep: "IP":

"192.168.1.1".

MAC CTtpoka MAC-appec Het CTpoka B popmaTe
ceTeBOro aganrtepa XX XXt XX XX XX XX,
BHELUHel ceTu. Hanpumep: "MAC":

"1A:2B:3C:4D:5E:6F".

Mask CTtpoka Macka BHelLHel [a CTtpoka B dopmaTte

noaceTu. XXX XXX XXX XXX,
Hanpumep: "Mask":
"255.255.255.0".

SecondDNSAddress CTtpoka LononHuTenbHbi IP-  [a CTtpoka B dopmaTte

appec DNS-cepsepa. XXX XXX XXX XXX,
Hanpumep:
"SecondDNSServer":
"8.8.4.4".

O6bekT SETTINGS

PyuHoe nameHeHne koHbUrypaLmm MoxeT roeneds cbou B paboTe Kaspersky loT Secure Gateway 1000
BMJIOTb 40 HEOBXOAUMOCT NOMHOWN NepeycTaHOBKW. PeKoMeHayeTCs N3MEHATb MapameTpbl KOHGUrypaLmm ¢
MOMOLLLbIO COOTBETCTBYIOLLYMX MapamMeTpoB B Beb-nHTepdelice Kaspersky loT Secure Gateway 1000 11 Be6-
nnarvHe ynpaeneHus Kaspersky loT Secure Gateway 1000 gna Kaspersky Security Center 14.2 Web Console.

O61bekT SETTINGS BKtovaeT B cebs kouu, cogepyalume obuime napameTpbl Kaspersky loT Secure Gateway 1000.
Cnncok aTux kIoyelt ykasaH B TabnmLe Huxe.

Cnincok kniovein o6bekta SETTINGS

Nmsa knioua Tun OnuncaHue O6s513aTenbHbI Bo3moikHble 3HaueHuns
3HauYeHns
AUTH_CERTS O6bekT NHdbopmauws o Ha -
cepTudumkaTax
rnonb3oBaTenemn,

npuioxeHuii, Be6-
cepBepa 1 Kaspersky,
Security Center.

certificate_admin

CTtpoka

CepTudukat
agMUHMCTpaTopa.
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Base64 npencTasnenve
cepTndrkaTa.



DEVICE

KSC

MODEM

certificate_admin_name

certificate_app_ca

certificate_app_ca_name

certificate_app_cl

certificate_app_cl_key

certificate_app_cl_key_name

certificate_app_cl_name

certificate_ksc_server

certificate_ksc_server_name

certificate_web_tls

certificate_web_tls_key

certificate_web_tls_key_name

certificate_web_tls_name

device_name

command

heartbeat

connection_quality

connection_status

Ctpoka

Ctpoka

CTtpoka

Ctpoka

CTpoka

CTtpoka

Ctpoka

Ctpoka

CTtpoka

Ctpoka

CTtpoka

Ctpoka

Ctpoka

O6bekT

Ctpoka

O6bekT

CTtpoka

Llenoe
uncno

O6bekT

Llenoe
uncno

CTtpoka

ms ceptudukata
agMUHMCTpaTOopa.

KopHeBoii ceptudukat
MPUNOXEHNIA.

ms kopHeBoro
cepTudrikata
MPUNOXEHWIA.

KnneHTckuin ceptudurkat
NPUNOXeHNIA

Kntoy knueHTckoro
ceptudrkaTa
NPUNOXEHNIA.

Mvst kntoya KneHTcKoro
cepTuduikata
MPUNOXEHWIA.

Mms knneHTCcKoro
ceptudukaTa
MPUNOXEHNIA.

CepTtudukat Kaspersky
Security Center.

ms cepTtudukaTta
Kaspersky Security
Center.

CepTudukaT Be6-
cepBsepa.

Kntou ceptudrikata Beb-
cepsepa.

Wmvs kntova ceptudmkata
Beb-cepsepa.

ms ceptudukaTta Bed
cepsepa.

‘S

9 yCTRONCTBA.

O6bekT, cofepxaluuii
VHpOopMaLMIO O
B3aUMOJENCTBUM C
Kaspersky Security
Center.

KomaHpa,
NMOAroTOBNEHHAs ANs
oTnpasku Ha Kaspersky
loT Secure Gateway
1000.

lNepuos CUHXPOHM3aLMN

c Kaspersky Security
Center B cexyHOax.

1 napameTpbl Aad
onepaTopoB CBHA3U.

MNokasaTtenb TekyLero
KayecTsa CBA3W.

CraTtyc cBs3n.
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Ha

Ha

HeTt

Ha

HeTt

HeTt

Vims dalina, conepxallero
cepTuduKaT.

Baseb64 npencrasnenve
cepTudmkaTa.

Vms dalina, copepyallero

cepTndukar.

Base64 npencTasneHve
cepTudukaTa.

Base64 npencTasneHve
Kroya.

Vms dalina, conepxallero
KITHOu.

Wwist paiina, conepxatiero
cepTuduKaT.

Baseb64 npencrasnenve
cepTudmkaTa.

Vms dalina, conepyallero

cepTudrkar.

Base64 npencTasneHve
cepTudukaTa.

Base64 npencTasneHve
Koya.

Wms daiina, copepallero
KItou.

Vms dalina, copepxallero
cepTuduKart.

Vims ycTpolicTsa ons
oToBpaxeHus B Kaspersky
Security Center.

reboot

- nepesarpyska ycTpoicTsa.

Lenoe uncno.

HOHYHBETCH aBToOMaTn4YecKun.

on — MoAeM NOAK/IOUEH 1
nepenaeT fgaHHble, off —
MOZEeM NpUCyTCTBYeET B
crcTeme, Ho coenHeHVe
HeaKTMBHO, Na — MoJeM
OTCYTCTBYET B CUCTEME,
unknown — cTaTyc
HensBEeCTeH.



is_enable

primary_dns

profilelList

fileContent

locked

modified

name

predefined

status

uuid

secondary_dns

MQTT_NOTIFICATION

auth_enabled

certificate_cert

certificate_key

certificate_root

certs_enabled

event_topic

Jntepan

Ctpoka

Cnncok
06bekToB

CTpoka

Ctpoka

CTtpoka

Ctpoka

Jntepan

Ctpoka

CTtpoka

Ctpoka

O6bekT

Jlntepan

Ctpoka

CTtpoka

Ctpoka

Jntepan

CTtpoka

Bkntouerne n
OTK/IIOYEHNE MOoAEMA.

OcHogHoit DNS-cepsep.

Cncok npoduneit
onepaTopoB COTOBOW
CBSA3N.

Copepxvmoe daiina
npodwns.

YKasbiBaer,
3abnokmpoBaH npodusb
L1 UBMEHEHWI NN He'T.

[aTa n Bpems
nocnegHero n3MeHeHus
npoduns.

st npoduns.

®nar, onpepensioLwii,
aBngeTcsa npodunb
npeLycTaHOBNEHHbIM VN
HeT.

Tekywmin ctaTyc
npodwuns.

YHVKanbHbIA
noeHTndnkaTop
npoduns.

LononHuTtenbHbii DNS-
cepsep.

MapameTpbl MOQTT-
YBEAOMIEHWIA.

Bkntouerve n
OTK/IIOYEHME OTMPAaBKU
MQTT-yBenomneHuii ot
VIMEHW ornpeneneHHoro
nonb3osaTens.

KnuenTckuii ceptuduikar,
COOTBETCTBYIOLLMI
KOpHEeBOMY
cepTudukary.

KnnenTckuii kntouy,
COOTBETCTBYIOLLMI
KIIMEHTCKOMY
cepTuduKaTy.

KopHeBoii ceptudukat
YLOCTOBEPSIOLLLErO
LieHTpa.

Bkntouerne n
OTKIIIOYEHNE
1ICMOMNb30BaHNS
3awyeHHoro TLS-
CcoeVHeHNs ans
otnpaskn MQTT-
yBEOOMIIEHWIA.

Vima MQT T-Torvika ans

otnpaskn MQTT-
yBEOOMNEHWIA.
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Ha

HeTt

Ha

HeTt

Ha

HeTt

HeTt

Ha

Ha, ecnn
"certs_enable":
true

Ha, ecnn
"certs_enable":
true

Ha, ecnmn
"certs_enable":
true

Ha

Ha

true — Mogem BKIIOYEH,
false — Moaem BbIK/TIOYEH.

CTtpoka B dopmaTte

XXX XXX XXX XXX,
Harnpumep: "primary_dns":
"8.8.8.8".

MonyyaeTcs aBTOMaTMYECKM
13 dalina npobuns.

OnpepenseTcs Ha ocHoBe
noneii predefined n
status.

CTpoka ¢ gaToli 1 BpeMeHeM.

MpowsBonbHoe nMs npoduns.

true — npodunb
npepycTaHosneH, false —
npodunb nobaeneH
nonb3oBaTenem.

active — npodwnb akTVBEH,
inactive — npodwurb He
aKTUBEH.

CTpoKoBOE npeacTaBneHe
boost: :uuids: :uuid.

CTpoka B popmaTe
XXX XXX XXX XXX,
Hanpumep:
"secondary_dns":
"8.8.4.4".

true — oTnpaska OT UMeHU
nosb3oBaTens BKOYeHa,
false — oTnpaska OT UMEHN
rosib3oBaTesns BblkioveHa.

Baseb64 npencrasnenve
cepTndrkaTa.

Baseb64 npencrasnenve
Knoya.

Baseb64 npepcrtasnerve
cepTudukaTa.

true — s3awpeHHoe
COeMHEHNE BKOYEHO,
false — sawmeHHoe
COe[IIHEHE BbIK/TIOUYEHO.

v MQT T-Tonuka.



SYSLOG

TIME

UPDATE

login

notifications_enabled

password

server_address

server_port

certificate

enable

host

mode

port

date

time

firmware_update_start

Ctpoka

Tntepan

CTtpoka

CTtpoka

Llenoe
uncno

O6bekT

Ctpoka

Jntepan

Ctpoka

Crpoka

Llenoe
uncno

O6bekT

CTpoka

Ctpoka

O6bekT

Jntepan

VIms nonb3oBaTtens.

Bkntouerne n
OTK/IIOYEHME OTMPAaBKM
CoBbITUl MO MPOTOKOMY
MQTT.

Maponb nonb3oBaTens.

IP-apgpec MQTT-

Bpokepa.

MoptT MQTT-6pokepa.

[NapameTpbl oTORaBsku
XypHana syslog.

Cognepxrmoe
ceptudukaTa
6e3onacHoCTy 415t
nepepauyn cobbITU Mo
npoTtokony TCP/TLS.

BkntoueHne n
OTKJIOYEHVe cepBepa
syslog ons otnpasku
COBbITUIA.

IP-appec cepsepa
syslog.

MpoTokon nepegaun
COBbITUIA.

MNopT cepsepa syslog.

[ocTynHo Tonbko ans
YTeHu.

TekyLias paTta.

TekyLuee Bpems.

WHdopmauma 06
0o6HoBNEeHMSX.

3anyck npoLeaypsi
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Ha, ecnmn

"auth_enabled":
true

Ha

Ha, ecnn
"auth_enabled":
true

Ha

Ha

Ha

Ha

Het

Het

Ha

Vms nonb3osaTtens.

true — otnpaska no
npoTokony MQTT BkntoueHa,
false — oTnpaska no
npotokony MQTT
BbIK/IIOYeHa.

[Maponb, cooTBETCTBYIOWMI
VIMEHW Monb3oBaTens.

CTpoka B popmaTe
XXX XXX XXX XXX,
Hanpumep:
"server_address":
"192.168.1.123".

[ns coeanHenns Kaspersky
loT Secure Gateway 1000 c
MQTT-6pokepom, KoTopbIi
HaxoAMTCs BO BHY TPEHHE
CeTw Bbl MOXeTe
1crnonb3osaTh NopThl 1883 1
8883, BO BHeLLHel ceTu —
8883.

Baseb4 npepcrtasnerve
cepTudmkaTa.

true — ncrnonbsoBaHve
cepsep syslog ans otTnpaskm
cobbITuli BKtoueHo, false —
1ICMNOSIb30BaHNE CepBep
syslog ons otnpaeku
COBbITUI BbIKIOUYEHO.

CTtpoka B bopmaTte

XXX XXX XXX XXX,
Hanpumep: "host":
"192.168.1.122".

"tcp" — oTnpaska cobbiTuiA
no npotokony TCP, "udp" -
oTnpaBka CobbITUI MO
npotokosny UDP, "???" —
oTnpaska cobbITUiA Mo
npotokony TCP ¢
ncrnonb3oBaHem TLS-
coeanHeHus.

[MopT cepsepa.

[ata B popmate
"YYYY/MM/DD" , Hanpumep:
"date": "2023/12/31".

Bpewms B popmate

"HH:MM:SS", Hanpumep:
"time": "23:59:59".

true — BygeT sanyleHa



obHoBneHus Kaspersky npoLenypa 06HOBNEHNS,
loT Secure Gateway false - 3HaueHune no
1000. YMOM4aHuto.

HacTtporika punbTpaunn Tpadrika NPOMbILLAEHHbLIX MPOTOKOSIOB

Bbl MOXeTe HacTpouTb Npasuia Ans 61oKMPOoBKN 1 GUIbTpaummn Tpadurka, MPOXOISLLErO Ha YPOBHE MPOMbILLIEHHbIX
MPOTOKOSIOB, C MOMOLLIO NpunoxeHus Kaspersky loT Secure Gateway Network Protector uepes napamvetpbl
KkoHburypauumm Kaspersky loT Secure Gateway 1000. @unbTpaums Tpaduika NPOMBbILLIEHHbIX MPOTOKOMOB
OCYLLECTBSIETCS C MOMOLLBIO MPAaBUI aHann3a COAEPXNUMOro CETEBbIX MAakeToB M BKIOYAET CreayioLLye NpoBepKu:

e dbunbTpaums komaHg B npotokonax MQTT n Modbus;

* npoBepka Ha aHomanuu Tpaduka Ha ypoBHe npoTtokonos MQTT 1 Modbus.

[ns paboTbl npunoxerns Kaspersky lol Secure Gateway Network Protector Bam Hy>kHO cHayana HacTpouTb
ero KoHourypaumo. Ecnv Bel 3anycTuTe NnpunoxeHre 6e3 HaCTPOEHHbIX NapaMeTpPOoB KOHUrypaLmK,
Kaspersky loT Secure Gateway 1000 nepelineT B aBapuiiHbIli REXUM, TaK Kak MPUIOXKEHNEe He MOXET NonyunTb
npasuna unbTpaumn Tpaduka ons obecrneyeHns 6e30MacHOro COCTOSHMS.

Yr06bI HACTPOUTB NpPaBuna GubTPaLMV TPaGUKa MPOMBILLIEHHBIX MPOTOKO/IOB:

1. C nomouwwubto ytunutel Kaspersky Update Utility ckauaiite daiinsl co cnvckamm nopaep>XmBaeMbix Npasu
aHanm3a Coaep>XKMMOro CeTeBbIX MaKeTOB:

e @alin industrial_commands.rules conepxnt cnncok nopaepXnsaemMbix npasmn GunbTpaumm KOMaHg, Ha
YPOBHE NMPOMBILLNEHHbIX MPOTOKOMOB.

* ®alin industrial_anomalies.rules conepxuT cnmcok nopaepxvBaembix Npasmi 0OHapY>XXeHVs aHoManuii B
Tpadvike, NPOXOASsLLEM Ha YPOBHE MPOMbILLNEHHbIX MPOTOKOSIOB.

Becb ananasoH ngeHtrndukaTopos (sid) IXXXXXXX ncnonbayeTcs ofis cnyebHbix Hyxxa. He ncnonbayiite
9TV noeHTUdMKaTOPbI ANs NoNb3oBaTENbCKMX NpaBu. [py NCNonb30BaHNN CNY>XXEOHbIX NOSHTUPKKaTOPOB
N3 3TOro AManasoHa Ang nonb3oBaTtenbckux npasun Kaspersky lol Secure Gateway 1000 moxeT nepelit B
PEXNM aBapUNHOV NOAAEPXKN.

MonpobHyto nHPopMaLmio Mo paboTe C yTUIMTON Bbl MOXETE y3HaTb B OoKyMeHTauuy no Kaspersky Update
Utility =.

2. BelbepuTe 13 dalinos Te npasuia, KOTOPbIE Bbl XOTUTE MPUMEHUTD AN19 GunbTpaummn Tpaduka NPOMbILLIEHHbIX
MPOTOKOMOB.

HekoTopeble npaBuna, cofepxalmecs B parinax industrial_commands.rules v industrial_anomalies.rules, moryT
BnokupoBaTb 6usHec-cueHapuu. [epen ncrnonb3oBaHNeM NpaBus 13 aTux GalinoB Mbl PEKOMEHLYEM UX
CHauarna npoaHanMsMpoBaTh 1 0OTOBpaTh TOMbKO HeobXxoanMble. B kauecTBe nprMepa Bbl MOXETE UCTOMb30BaTh
NpPaBuo, ONMCaHHOE B Luare 7 3ToW MHCTRYKLUUN.

3. BakooupyiiTe ciMcoK npasun GunbTpaum KOMaHg, U CrIMCOK MpaBui OBHaPY>KeHWs aHOManuii kak Be
oTaefbHble CTPOKM B koanposke Baseb4.

4. OcTaHoBuTe NpunoxeHne Kaspersky loT Secure Gateway Network Protector, ecnv oHo 3anyLueHo.

MNoka npunoxerne Kaspersky loT Secure Gateway Network Protector ocTaHOBNEHO, TPaH3UTHbIV TpaduK Ha
yCTpolicTBe ByOeT 3abnoKNPOBaH Ans obecneyeHns 6e30MacHOCT NMOAKIIIOUYEHHbBIX YCTPOWCTB.
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5. B meHto B neBoli YacTu akpaHa Beb-nHTepdelica BoibepuTe paspen MNapameTpbl — KoHburypaums.

6. B none koHurypaumm B 6noke kaspersky.kisg.netprotector gotasste 06bekT "APP_CONFIGURATION":
{}.

7. BHyTpu o6bekTa APP_CONFIGURATION yKkaxuTe CrleaytoLLme napameTpbl, YTOOb! BKIIIOUNTb 1 HACTPOUTb
dunbTpaumio Tpadrka MPOMbILLIIEHHbBIX MPOTOKOSIOB:

e [lobaBbTe napameTp "industrial_commands_rules": "" unykaxuTe oJis HEro CNMCOK NPaBus B
kopamposke Baseb4 nng dbunbTpaumm KomaHa Ha ypOBHE NPOMbILLIEHHbIX MPOTOKOMOB.

e [lob6aBbTe napameTp "industrial_anomaly rules": "" uykaxuTe gns HEro CNnMcok NpaBus B
kopmpoBke Base64 nns obHapyeHs aHoManuii B Tpaduike, MPOXoAsLLEM Ha YPOBHE MPOMbILLNEHHbIX
MPOTOKOJSIOB.

B pesynbTaTe koHbUrypaLms napameTpoB BHyTpu 6noka kaspersky . kisg.netprotector 6yneT BoirnggeTb
crnegyloLymM obpasom:

"APP_CONFIGURATION": {
"industrial commands_rules": "<npaBuna B KogupoBke Base64>",
"industrial_anomaly rules": "<npaBuna B KogupoBke Base64>"

}

[na paboTbl npunosxerus Kaspersky loT Secure Gateway Network Protector TpebyeTcs ykasaTb 3HaUeHME XOT4
©bl ogHOro NapameTpa KoHdurypauumm, nHave Kaspersky loT Secure Gateway 1000 nepeifeT B aBapuiiHbiii
pEeXuM Nocre 3arnycka NPUITOXEHNS, Tak Kak MPUIOXEHE HE MOXET NOoNy4YnTb Npasuna dunbTpaunm Tpaduka
Lns obecneyeHns 6e3onacHOro cocTosHUS. Bbl MoXeTe BbIK/IIOUMTH TONBKO OAMH 13 MapaMeTpoB, ykasas

NyCTbl€ KaBbl4KN B Ka4eCTBe 3Ha4yeHny 3Toro napameTpa.

MNpumep HacTpolikn NpaBun

Hanpumep, Bbl MOXeTe HacTpouTb Npasuna GunbTpaumm Tpaduka B npunoxeHun Kaspersky lol Secure
Gateway Network Protector gns pearvposanus Ha SYN-ckaHnpoBaHue NopToB.

MapameTpbl kKOHUrypaumm B 6roke kaspersky.kisg.netprotector B aTom cnyuae BoirngoaT
cnepytoLmm obpasom:

"APP_CONFIGURATION": {
"industrial_commands_rules":
"industrial_anomaly_rules":

"YWx1cnQgaXAgYW55IGFueSAtPiBhbnkgYW55IChtc2c6I1BPUINCTCBTQOFOIESNQVAESO5PVR4gR1IBROOEKHRSCGUELWYpIjsgznihz2]p

}

B aTom npumepe:
* 3HaueHve napameTpa industrial_commands_rules nycToe, 3TOT NapamMeTp BbIK/IOYEH.

¢ B 3HayeHun napameTpa industrial_anomaly_rules ykasaHbl cnegytoLLe npasuia B KOOUPOBKE
Base64 onga ckaHMpoBaHWs COCTOSHNS MOPTOB: OTKPbIThI U 3aKPbITHI:

alert ip any any -> any any (msg:"POSSBL SCAN NMAP KNOWN FRAGM (type -f)"; fragbits:M+D; threshold:type
limit, track by_src, count 20, seconds 1200; classtype:attempted-recon; sid:1000014; priority:2;
rev:6;)

alert ip any any -> any any (msg:"POSSBL SCAN NMAP FRAGM (type -f)"; fragbits:M; threshold:type
threshold, track by_src, count 20, seconds 1200; classtype:attempted-recon; sid:1000015; priority:2;
rev:l;)
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Mocne Toro, kak Bbl fobaBuTe 06bekT APP_CONFIGURATION 1 ero napameTpbl, Bbl HE CMOXETe ero
YOAnuTb, TaK KaK OH siBNieTCs 0bga3aTenbHbIM AJ19 PaboTbl MPUNOXEHNS.

8. HaxxmuTe Ha kHorky CoxpaHUTb, YTOObI MPUMEHUTL NapamMeTpbl KOHPUrypaLmm.
9. 3anycTuTte npunoxeHne Kaspersky lol Secure Gateway Network Protector.

CeTeBoil Tpaduik, MPOXOAFLLMIA HA YPOBHE MNPOMBILLMIEHHbBIX MPOTOKONOB, ByAeT GUbTPOBaTbCS C UCTIONb30BaHNEM
yKasaHHbIX NpaBus. B cnyyae cpabatbiBaHys npasuna ceTeBol Tpaduik, COOTBETCTBYIOLLMIA 3TOMY NpaBuny, yneT
3abnokupoBaH, a IP-agpec, oT koToporo nget Tpaduk, byneT fobaBneH B CIMCOK 3anpeLLeHHbIx IP-agpecos.
NHpopmauma o Grnokuposke IP-agpeca nepenaeTtcs B ceTeBoli akpaH Kaspersky loT Secure Gateway 1000.
CobbITre o brokmposke Tpaduka ByaeT 3anmMcaHo B XYpRHaI cCobbiTui ayanTa.

Ecnun Bbl XOTUTE OTKNIOUNUTD UCMONb30BaHNE KOHKPETHbIX npaBwsi, yKa3aHHbIX B MapamMeTpax
"industrial_commands_rules" n "industrial_anomaly_rules", Bbl MOXeTe [o6aBUTb B O6bEKT
APP_CONFIGURATION napameTpbl "disable_commands_rules™: [] n "disable_anomaly_rules": []
COOTBETCTBEHHO 1 yKasaTb 419 HUX cnenytoume saHa4vyeHns:

e Crnncok HomepoB sid 13 Habopa npasun "industrial_commands_rules" png napameTpa
"disable_commands_rules": [],4TOObl OTKMOUYNTE KOHKPETHbIE MpaBuia GunbTpaum KOMaHa, Ha YPOBHE
MPOMBbILLNEHHBIX MPOTOKONOB. Kaxkaplli Homep sid forkeH 6biTb yka3aH B ABOMHbIX KaBbluKax, HanprMep:
"disable_commands_rules": ["123", "456"].

e Cnincok HomepoB sid ns Habopa npasun "industrial_anomaly rules" ong napameTpa
"disable_anomaly rules": [],4TObbl OTKIOUMNTE KOHKPETHbIE MpPaBuia ObHapy>XeHNs aHoManui B
Tpadvike, NPOXOASLLEM Ha YPOBHE MPOMbILLIEHHBIX MPOTOKONOB. Kaxapili Homep sid nomkeH 6biTb ykasaH B
[OBOWHbIX KaBblukax, Hanpumep: "disable_anomaly rules™: ["123", "456"].

B HekoTopebIx cnyuasix, koraa npunoxenne Kaspersky lolT Secure Gateway Network Protector He moxeT
obpaboTaTb MOCTyNaloLWMi Ha YCTPONCTBO Tpaduk, OHO MOXET aBapuiiHO 3aBepLUMTb PaboTy, 1 cucTema
nepenaeT B peXyM aBapuinHo NOAAEPXKKN. DTO MOXET MPOU30NTY B X0of4e 06paboTK HEKOTOPbIX
cneundunyecknx TUNoB CETEBbLIX MAKeTOB, OTNpPaBseMblx no npotokonam SIP, SMB, SMTP, DNS, HTTP vnnn
HTTP2. MpoTokon SIP yyacTByeT B yCTaHOBKE COELMHEHS CO CTOPOHbI BHELLHWX IP-agpecos, ecnn mogem
1ICMONb3yeTCs B KAUECTBE OCHOBHOIO KaHana cBs3u 1 B HeM ycTaHoBneHa SIM-kapTa, k IP-agpecy koTopoli
MO>XHO MOAYUNTb AOCTYMN HANPSMYIO N3 HTEPHEeTa.

Ecnu Takoe npounsoiigeT, Bam HeOBXOAMMO NPVMEHNUTL NaTy A9 OTKOUYEHVS 06RaboTKM HENOAAERXMBAEMOrO
TRaduka, YToBbl BOCCTAHOBUTL PABOTOCMOCOBHOCTb MPUIOXEHNS 1 CUCTEMbI.

NameHeHve ga3bika Beb-nHTepdelica Kaspersky loT Secure Gateway 1000

Kaspersky loT Secure Gateway 1000 nossonseT BbibpaTb 93bik BE6-MHTepdelica.
Y1061 3meHnTb 53bik Beb-nHTEPpevica Kaspersky loT Secure Gateway 1000:

1. B MmeHto B neBoli YacTu CTpaHuLpl Beb-nHTepdeiica BbibepuTe NyHKT [@ <MMs nosib3oBaTens>.

OTKpOETCH MEHIO Nonb3oBaTens.
2. B meHIo nonb3sosaTens B nyHkTe A3bIk BoibepuTe Pycckunii nnv AHFIACKWIA.

93bik Be6-mHTEepdeiica Kaspersky loT Secure Gateway 1000 6yneT nameHeH Ha BbIOpaHHbIN.
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Tak>ke Bbl MOXETE U3MEHUTb A3bIk BEG-MHTepdeiica Ha cTpaHuue Bxoma B Kaspersky loT Secure Gateway 1000 nnm
CTpaHuLe BO30BHOBNEHNS ceaHca noaktoueHns k Kaspersky loT Secure Gateway 1000 B BepxHeli YacTu CTpaHuLbl
crnpasa.
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PelweHre TnoBbix 3apay

oToT pasnen coaepXuT ornnmcaHmne TUNOBbIX MOJIb30BaTE/IbCKMX 3a4ay N UHCTPYKUKN MO UX BbIMOJTHEHUIO.

MoHuTopuHr cocTosgHus Kaspersky lol Secure Gateway 1000

CBogHas nHdopmaums o coctosHum Kaspersky loT Secure Gateway 1000 1 06 ycTpoiicTBe Nog, ynpasneHem
Kaspersky loT Secure Gateway 1000 oTobpaxaeTcs B pasgnene Ctatyc. Pasgen conepxut cnegytoLume
NH}OPMaLOHHbIE BMOKK:

* VIHpopmaLms 06 yCTPONCTBE, KOTOpasi COAEPXMUT UMS YCTROWCTBa, ero IP-agpec n ngeHTndunkaTop, a Takxe
Bepcuto Kaspersky loT Secure Gateway 1000, koTopas ycTaHOBNEHa Ha YCTPOMCTBE.

e Tun ceTeBOro yCTPONCTBa, KOTOpPbI 6bln BoibpaH npu ycTaHoBke Kaspersky loT Secure Gateway 1000 Ha
yCTPONCTBO. BO3MOXEH OAMH 13 CrefytoLmnX TUMOB:

e CeTeBovi poyTep — TUM CETEBOrO YCTPOCTBA, 06ecrneumnBatoLLmii Nepenady CeTeBbIX NakeTos Mo IP-
NPOTOKOIY B MPSAMOM 1 0BpaTHOM HanpaeneHu (OT LW3a U K LU03Y).

[ns ceTeBOro poyTepa nprMeHsieTcs NonmMTInka, obecneyrBatoLLLas MapLLIpy TU3aLmio MPOXOISILLErO Yepes
YCTPOWCTBO ceTeBOro Tpaduka.

*  OnHoHarpaBieHHbIV LL/03 — TN CETEBOro YCTPOMCTBA, obecneyrBatoLwumii nepenayvy ceTeBbiX NakeToB Mo
IP-npoTokony B 0gHOM HanpasieHn 1 He MO3BOSIOLLNIA Mepeaady B 06paTHOM.

[Ins ooHOHaNpaBneHHOro Wo3a NPUMEHSIeTCS NOnMTHKa, obecneymnBatoLLas nepeaady faHHbIX OT
YCTPOICTB, PaCNONOXEHHbIX BO BHY TPEHHE CETU, BO BHELLHIOIO CeTb 63 BOSMOXHOCTIN BO3AENCTBUS Ha
BHYTPEHHVE PeCypCbl CO CTOPOHbI BHELLHEN CETU.

e CrTaTyc nogkntoyeHuns k Cepepy agmuHucTpupoBaHus Kaspersky Security Center.

e Cchbinky Onisl nepexofa k cTaTbsim B oHnaliH-cnipaske Kaspersky loT Secure Gateway 1000.

MOHVITOpVIHF COCTOSAHNA COTOBOIo coeanHeHum4

Ecnmns yCTpOVICTBe OTCYTCTBYET MOLEM, NUCMNOJIb3OBaHNE COTOBOIro CoegHeHnsa HegOCTYMHO, 1 napamMeTpbl
MoLema CKpbITbI.

OT0T dyHKLMOHAN [OCTYMEH TOMBKO aAMUHUCTRATORY.

Ecnu Bbl xoTUTe ncnonb3oBaTb MOAEM Kak OCHOBHOW KaHas CBSA3W, npenBapunTenbHO Tpe6yeTc9 BKIOYNTb
ncrnosb3oBaHe COTOBOro coennHeHuy.

Bbl MOXeTe cneanTb 3a cocTosHMEM cOTOBOro coeamHeHuns Kaspersky loT Secure Gateway 1000 B pasgene CeTb
— BHewwHsa ceTb. B 6noke MapameTpbl Mogema oTobpaxaeTcs crnenytoLas MHopmaLys O COCTOSHUN COTOBOMO
coeanHEeHNs:
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e CraTyc Mogema — napameTp, oTobpaxatloLuii COCTOsIHNE COToBOro coennHeHns Kaspersky loT Secure
Gateway 1000. BoamoxxHbl crieflytoLLme 3HaueHNs napameTpa:

* [lopknioyeH — MoLeM NOAK/IOUEH K YCTPONCTBY 1 COeAVHEHVE MOAEMA C ONepaTopPOM CETU YCTaHOBNEHO.
e HepocTyneH — MogeM NogKtoyeH K YCTPONCTBY, HO COefMHEHVIe MOAeMa C OrnepaTopOM CETU OTCYTCTBYET.

* YpoBeHb curHana — napameTp kauecTBa COTOBOro coefnHeHns. KonmuecTso nnHMIA NokasbiBaeT ypoBEHb
curHana ceTu COTOBOI CBS3M, K KOTOPOI noakstoveHo ycTpoicTeo ¢ Kaspersky loT Secure Gateway 1000. Mpwu
yXyoweHnn ypoBHA CUrHana Kkonm4ecTso TIHNIA YMeHbLUaeTCy

B 6noke Appeca DNS-cepeepoB Mmogema oTobpaxaeTcs nHdopmalms ob IP-agpecax OCHOBHOMO 1
pononHuTensHoro DNS-cepeepos mogema. B Tabnvue Mpodunnm otobparxaeTcs nHdopmaLis 0 [OCTYMHbIX
opodunax monema.

|_|pl/l OTCYTCTBM/ NOOKNIOYEHUSA Yepe3 COTOBYIO CB4A3b Tp66yeTC9l NpPOoBEepPNTb BbiNOIHEHE ClieayoLNX yCJ'IOBVII7IZ

* llcnonbayemas B MogemMe SIM-kapTa s9BNseTCs NCMpaBHOW, 1 NoaK/toUeH Tapud, NoanepXnBatoLLni HTEPHET-
coefuHeHe Yepes MOaeM.

* BbibpaHHbIi npodnib MofemMa COOTBETCTBYET Mcrosb3yemoit SIM-kapTe.

e Mogewm OOCTYNeH ong ncrnonb3oBaHng (0To6pa>i<ae'rc<;| cTaTtyc HOD,KHIO‘-IeH).

Ecnn mogem HepocTyneH ons ncnonb3oBaHns (oTobpaxaeTcs cTaTyc HegocTyneH) TpebyeTcs nepesarpyantb
Kaspersky loT Secure Gateway 1000 1 cHoBa NpoBepUTb AOCTYNHOCTb MOAEMA LSS ICMOMb30BaHMS.
YcTpolicTBam, KOTOpble BbIXOOAT B MHTepHeT yYepes Kaspersky loT Secure Gateway 1000, Heo6xoaymo nonyyaTb
napameTpbl BHYyTpeHHel ceTu yepe3 DHCP-cepeep Kaspersky loT Secure Gateway 1000. Hy>Hble agpeca DNS-
CepBEpPOB OT OMepaTopPOB COTOBOW ceT ByAyT NMoyYeHsl MecTe C 3TUMM NapameTpamu.

MoHuTopuHr cobbiTuin ayanTa Kaspersky loT Secure Gateway 1000

OTOT paspen coaepXnT MHCTPYKLUMN MO MOHUTOPWHIY COBLITUIA, 3aperncTprpoBaHHbix B Kaspersky loT Secure
Gateway 1000.

CobbiTne ayamuTa — 3anvch, CoaepXaLlas MHopmMaLmio 06 0BHapyKXEHUN JaHHbIX B CUCTEME WU BO BHY TPEHHEN
ceTu, KOTOopble TPEBYIOT BHUMAHNS COTPYLHUKA, OTBETCTBEHHOMO 38 MHPOPMALIMOHHYIO 6e30MacHOCTb B BaLLeit
opraHMsaumu, 1 coxpaHsiemas B namsTi BCTpansaemoro komnbtotepa Kraftway Py6ex-H.

Kaspersky loT Secure Gateway 1000 perncTpupyeT cneaytoLme Tunbl COBbITUIA:

* Co0bbITVs ayavTa CETEBOro 9KpaHa, B TOM ymnce npuxomsiume ot npunoxeHus Kaspersky lol Secure Gateway
Network Protector. Bol MOXeTe npocMaTpuBaThb 1X B XypHasne cobblituii B pasaene Cobbitus.

e CobbiTud ayonTa Ol'lepaLLVIOHHOI7| cucTembl. Bbl MoxeTe npocmMaTpuBaTb NX B XypHane ayouta B pa3nesne AYAVIT.

Bbl Takxke MoxeTe NpocMaTprBaTh COObITUS ayauTa CETEBOro aKpaHa 1 CobbITIS ayamuTa OnepaLioHHON CUCTEMbI
uepes Kaspersky Security Center 14.2 Web Console. lNpy He06X0OMMOCTH Bbl TakXXe MOXETE HAaCTPOUTb OTMPABKY,
XYRHana cobblTuii Ha cepep Syslog nnmn HacTpoutb oTnRasky MQTT-yBeaoOMAEHUIA O RErUCTRALMM COBBLITUMN.

MOHI/ITOpI/IHI' CobbITUN ayanTa ceTeBOoro aKpaHa

98



OTOT paspen coaepXnT MHCTPYKLMN MO MOHUTOPWVHIY COBBLITUIA ayanTa CeTeBOro akpaHa, 3aperncTprpoBaHHbIX B
Kaspersky loT Secure Gateway 1000, B ToM uncne ¢ nomoLLbio npunoxeHns Kaspersky loT Secure Gateway

Network Protector.

O cobbITUAX ayanTa CceTeBOoro sKpaHa

B Tabnuue HxKe onrcaHbl COBbITUS ayanTa CETEBOro aKpaHa, kotopble pernctpupyeT Kaspersky loT Secure

Gateway 1000 n npunoxerne Kaspersky lolT Secure Gateway Network Protector.

CobbITS ayanTa CeTEBOro aKpaHa

HassaHue cobbiTus

Audit: 3anyck nogcucTembl ayouta

admin: OkcnopT XypHana

user: OKCMnopT XypHana

admin: Owmbka aKcrnopTa XypHana

user: Ownbka akcnopTa XypHana

Audit: MNepesanuck xypHana
ayguTa

Audit: BakaHunBaeTCa MECTO B
XypHarne ayguTa

TrafficController: Brioknposka
Tpadvika

TrafficController: O6Hapy>eHne

aTakum

TrafficController: Mpenen
cospaHnus npasun ans IDSProxy

TrafficController: IameHeHne

KOHUrypaLyy NpaBns CeTEBOro

aKpaHa

KscController: iameHervie
MapLLpPyTOB MPUIOXEHNIA

Launcher: MNepexon Kaspersky loT

Secure Gateway Network
Protector B aBapuiiHbIin pexximm

Audit: TecToBoe coobLueHne
noAcUCTeMbl ayauTa

TrafficController: Own6ka
cosaaHnsg MapLupyTa

[pocmoTp XypHana cobbiTuii ayanTa CeTEBOro aKpaHa

TekcT cobbiTus

MNMoncuctema ayouTa 3anyLieHa

KypHan skcnopTtuposaH

He ynanocb akcnopTuposaTh XypHan

XypHan ayauta nepesanmcaH, Tak kak 3aKoHYMIOCb MECTO
XpaHeHus

Yepes <KoNMYecTBO 3anucein> 3anvcer XypHan ayouTa
ByneT nepesanucaH

Tpadwuk oT ycTpoiricTea <IP-agpec> 3abnoknpoBaH, Tak KaK
cpaboTana curHaTypa: <curHaTypa>

ATaka oT ycTpoiicTBa <IP-agpec> obHapyxeHa B
COOTBETCTBUM C CUFHATYPOIA: <CUrHaTypa>

He ynanocb 3abnokupoBaTh yCTpoicTBo <IP-afapec>, Tak kak
CO3AaHO NpeaesibHoe KoNMYecTBO BAOKMPYIOLLX NMpaBun
(<mMakcuManbHoOe KO/JIM4eCcTBO NpaBuiI>)

KoHdurypaums npaemn ceTeBoro akpaHa nameHeHa

MapLUpy Tbl NPUNOXEHNIA N3MEHEHI

ABapuiiHbIli pexIM aKkTVBMPOBaH Ans npunoxeHus Kaspersky
loT Secure Gateway Network Protector

TecToBOE COOBLLEHME YCTELLHO 3an1McaHo B pamkax
LAMarHoCTVKIN NOACKCTEMbI ayanTa

Co3spaHHblii nonb3oBaTenem MapLlpyT HE NPUMEeHeH:
<onucaHue>

KputnuHoctb

VHdopmaLumoHHoe

VHdopmaLmoHHoe

BaxHoe

MHdpopmauvoHHoe

BaxHoe

BaxHoe

BaxHoe

KpuTtnueckoe

VHdopmaLmoHHoe

MHdpopmauyoHHoe

KpuTnueckoe

VHdopmaLmoHHoe

BaxHoe

NpeHtudukartop
cybbekTa

Cuctema: Audit
AOMUHMCTpPaTOP
nnm
nonb3oBaTesb
AAMUHMCTPaTOpP
nnm

nonb3oBaTtesib

CucTtema: Audit

CucTtema: Audit

Cuctema:

TrafficController

Cuctema:
TrafficController

Cuctema:

TrafficController

Cuctema:
TrafficController

Cuctema:
KscController
Cuctema:
Launcher

CucTtema: Audit

Cuctema:
TrafficController

Kaspersky loT Secure Gateway 1000 coxpaHseT B xypHane cobbITUs ayauTa CETEBOro akpaHa, B TOM Ynce Te
CobbITUS, KOTOPbIE perncTpupytoTcs npunoxeHnem Kaspersky loT Secure Gateway Network Protector.
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[Mpv BOSHVKHOBEHNM KPUTUYECKOrO COBBITUS ayavTa B MEHIO crieBa Boane pasaena CobbiTus nosBnseTcs
curHamm3auys 06 3TOM B BUAE KPAaCHOMO 3Hayka C BOCKMLUaTeNbHbIM 3HakoM @. B aTom cnyyae obpaTuTecs K
COTPYAHWKY, OTBETCTBEHHOMY 3a MHPOPMALIMOHHYO He30MacHOCTb B BaLLEl OpraHn3aLmin.

YT0bbI MPOCMOTPETH XYyPHAM COBLITUV 8yANTa CETEBOro 9KPaHa:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica Boibepute pasaen CobbiTus.

OTkpoeTcsd cTpaHuLa CobbITusi, KOTopas COAEPXUT TabnLy BCEX 3aperncTpupoBaHHbIX COBLITUI ayanTa
ceTeBoro akpaHa. CobbITus B Tabnmue obHOoBNSOTCS aBToMaTuYeckm kaxaple 30 cekyHg. [Nepsbivin B Tabnvue
oTobpaxatoTcs HoBble CObbITUS. B Tabnuue moryT oTobpaxaTbes Ao 1024 nocnenHnx 3apermcTprpoBaHHbIX
Cob6bITHIA. MNpu NPeBbILLEHNN KONMYECTBa COBBITUI XypHan nepe3ancbiBaeTcs, HauMHas C CaMblx CTapbIX.

Ecnun a3bik cobbiTuin ayamTa B TabnuLe He COOTBETCTBYET 93bIKy CUCTEMBI, BaM HY>XHO BblOpRaTb Hy KHbIN
a3blk Be6-rHTEPdEica B MEHIO 1 OBHOBUTb CTPaHMLY, YTODbI MPUMEHUTb N3MEHEHNS.

[ns kaxpor 3anucK xypHana oTobpaxaeTcs cneaytoLas MHbopmaLms:
e [aTtaun BpeMs — AaTa 1 BpeEMs perncTpaumm cobbiTus.

¢ HaseaHue cobbiTng — Ha3BaHVe 3aperncTpmnpoBaHHOro cobbITUS.

TekcT cobbiTUa — NoapobHas MHPOPMAaLMS O 3apPErNCTPUPOBAHHOM COBbLITIN, HAaNPUMepP 06 3MEHEeHUN
napamMeTpOB CETEBOrO aKpaHa.

NpeHTndurkaTop cybbekTa — UICTOUHNK 3aPErncTpUPOBaHHOMO COBLITUS
* AgMUHUCTpaTOp — COObITVE BbI3BAHO AENCTBMEM aAMUHCTPATOPa B CUCTEME.
* [Monb3oBaTenb — CObLITVIE BbI3BAHO AENCTBMEM NOMbL30BATENS B CUCTEME.

¢ Cuctema — cobbiTue BbI3BaHO OEeNCTBNEM CUCTEMDI. ﬂ,ﬂﬂ Ka>aooro COBbITUA TaKxXe OTO6pa)KaeTC9I M4
NMOACUCTEMbI, BbINMOMHUBLLIENV COBbITUE.

e KpnTnyHOCTb — ypOBEHb KPUTUUYHOCTI 38PEMVMCTPUPOBAHHOTO COBBITHS.

CobbiTng noapasnendroTcd no cnefyrwmmM YPOBHAM KPUTUYHOCT L

* o — VIHpopmaLmoHHbie. IHpopmaLmMOHHble COBbITUS COLepXaT CBEAEHNS CMPaBOYHOrO XapakTepa. OTu
COoBbITVS OBLIYHO HE TPEDYIOT HEMEOIEHHOI peakLL.

e ;. — BaxHbie. BaxcHble cOBbITUS COOepXaT CBEAEHWS, Ha KOTOPbIE HY>KHO 0BpaTUTb BHUMaHNE. OTu
CcobbITVS MOTyT TPeboBaTh peakuym.

* [ — Kputndeckme. Kputnueckme cobbiTs CoaepxKaT CBEAEHNS, KOTOPbIE MOy T Oka3aTb KpUTU4Yeckoe
BNMSHME Ha 6e30MacHOCTb CETHU, B KoTOpoii pacronoxeH Kaspersky lolT Secure Gateway 1000. OTu
CcobbITKS TPeBYIOT HeMen/ieHHol peakLmmn. Kputnyeckme cobbiTVs ayamTa BblaeeHbl KpaCHbIM LIBETOM B
Tabnuue.

2. Ecnn TpebyeTcs npocMoTpeTb CObLITUS 3a OnpenenieHHyto faTy Unv nepuog, HaxmuTe Ha none OaTa,
BbIOepyrITe KOHKPETHYIO JaTy UM AaTbl HAYana y OKOHYaHKs NepUoaa U HaXMUTE Ha KHorky MpumeHnTb.

CobbITns 3a BbIOpaHHyLO OaTy Unn nepriof, oTobpassTcs B Tabnuue.

3. Ecnn TpebyeTcs npocMoTpeTb COBbITUS C OnpefeneHHbIM YPOBHEM KPUTUYHOCTU, B BEPXHEN YacTu TabnuLpl B
packpbiBaroLLemMmcs crmcke KpuTniHoCcTb BbIGEPUTE HYKHbIA YPOBEHb KPUTUUYHOCTU U HEXXMUTE Ha KHOMKY
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MprmeHnTb. Bbl MOXETE BbIBpaTh OOHO MM HECKOIBKO 3HaueHWiA. [1o ymonuaHnio oTobpaxatoTcs COBbITUS BCEX
YPOBHEW KPUTUYHOCTN.

CobbITrs € BbIBpaHHBIM YPOBHEM KPUTUYHOCTIN OTOBPAssiTCs B Tabnuue.

4. Ecnn TpebyeTcs NpocMOoTPeTb COBLITUS U3 ONPEAENeHHbIX ICTOYHNKOB, B BEPXHEN YacTy Tabnuubl B
packpsbiBatoLLiemcs crivcke MipeHTngukatop cybbekTa BoibepuTe NMS HY>KHOO CyEbeKTa 1 HaXXMUTE Ha KHOMKY
MprmeHnTb. Bbl MOXeTe BbIBpaTh OOHO MM HECKOSBKO 3HaueHWi. [1o ymonuaHuio oTobpaxaloTcs Bce
3aperncTpupoBaHHble CObbITHS.

CobbITNS U3 BEIBPaHHBIX UICTOYHKOB 0TOBPasaTcs B Tabnvue.

5. Ecnn TpebyeTcs cOpocuTb Bce YyCTaHOBMNEHHbIE GUIbTPbl OTOBpaXeHus COBbITUI B Tabnuvue, HaxmuTe
C6pocuTb BCe.

B Tabnmue cHoBa 0TOBpassTCs BCe 3aperncTpupOBaHHbIe COBbITUS.

6. Ecnn TpebyeTcs oTobpasunTb Gonee ctapble COBbITYS, HAXXMUTE Ha KHOMKY 3arpy3uTb eLue nog tTabnvuen.

KHonka 3arpy3v|Tb ewe 0OCTYynHa BCcerga, naxe ecnm 6ornee paHHne cobbITHg OTCYTCTBYIOT.

OKcropT XypHana cobbITUiN ayanTa CETEBOrO aKpaHa

Bbl MOXETE COXPaHUTb XXypHan cobbITUA ayanTa CETEBOrO 9KpaHa Ha JIokabHOM KOMMbOTEPE.
YT0bbI COXPaHNTb XypPHAaT COBbITIV ayanNTa CETEBOro 9KPaHa Ha JIOKaIbHOM KOMITbIOTEPE:

1. B meHto B neBoli YacTu cTpaHuLpl Beb-nHTepdeiica Boibepute pasanen CobbiTus.

OTkpoeTcs cTpaHuLa CobbiTusi, KOTopas COAEPXUT TabmLy BCEX 3apermcTpUpOoBaHHbIX COBbITUI ayamnTa
CeTeBOro aKpaHa.

2. HaxkmuTe Ha kHornky Cka4aTb XypHarn.

3. B oTKpbIBLLEMCS OKHE YKaxmMTe MyTb coxpaHeHus dpaiina >XXypHana cobbIThi Ha NIokasbHOM KOMMbloTepe, Mpu
HeOoOXOAMMOCTI 3afaliTe ero UMs 1 coxpaHuTe daiin.

XypHan cobbiTuii ayamTa ceTeBoro akpaHa byneT coxpaHeH Ha niokanbHoM KomnbtoTepe B popmate CSV. Ecnn
Bbl OpUMeHUIN GUbTPb B Tabnvue cobbiTuiA ayanTa nepes TeMm, Kak COXPaHUTb XypHar, B Hem OyoyT
0oTOBpPaxKaTbCs TOMbKO OTGUNBTPOBAHHbIE COBbITUS.

MOHNTOPWHI COBBITUIA ayauTa ONepaLmOHHON CUCTEMDI

OTOT pasnen CoaepPXXUT UHCTPYKLMM MO MOHUTOPUHIY COBBITU ayauTa OnepaLyoHHON CUCTEMBI.

OTOT dyHKLMOHAN AOCTYMNEH TOMbKO aAMUHUCTRATORY.

O cobbITusx ayamTa onepauyioHHOM CUCTEMbI
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B Tabnuue Huke onrcaHbl CObbITUS ayanTa onepaumoHHON CUCTEMBI, KoTopble pernctpupyeT Kaspersky loT Secure
Gateway 1000.

CobbITus ayanTa onepaLoHHON CUCTEMbI

HasBaHue cobbiTus TekeT cobbiTus KputuuHocTb NpeHTudukartop

cybbekTa

Audit: Banyck nogcucTembl ayamTa MopcucTema ayouTa sanyLeHa MHdbopmaLmoHHoe Cuctema: Audit

Audit: TecToBoe cooblueHre TecToBOE COOBLLEHME YCMELLHO 3anncaHo B pamKax VHdopmaLmoHHoe Cuctema: Audit

nofacvcTeMbl ayanTa [INarHoCTVIKM NOACVCTEMbI ayanTa

admin: OkcnopT XypHana XypHan akcnopTupoBaH HdpopmaLyioHHoe AOMUHVCTPaTOP

admin: Owmbka aKcropTa XypHana He ynanock akcnopTupoBaTh XypHan BaxHoe AAMUHUCTpaTOP

Audit: [MNepesanucsk xypHana JKypHan ayauTta nepesanvcaH, Tak kak 3aKOHUYMIOCh MECTO VHdopmaLmoHHoe Cuctema: Audit

ayguTa XpaHeHus

Audit: BakaHumBaeTCs MecTo B Yepes <konnyecTBO 3anuceit> 3anuceli xypHan ayauta BaxHoe CucTtema: Audit

XypHane ayguTa ByneT nepesanncaH

KscController: MNepesarpyska YcTpolicTBO nepesarpy>aeTcs VHdopmaLmoHHoe Cuctema:

ycTpoiicTea KscController

KscController: 3arpyaka CepTrdukaT NpUNoXeHNs 3arpys><eH B XpaHumLe MHdopmaLmoHHoe Cuctema:

cepTrdmKaTa NPUNOXKEHUS cepTrdUKaToB KscController

Launcher: MNonbiTka 3anycka OBHapy>KeHa MorbiTka 3arnycka BEPCUN NMPUNOXEHIS, BaxHoe Cuctema: Launcher

HecoBMeCTVMOl BEpCU KOTOpas HeCOBMECTVIMa C CUCTEMOIA

MPUNOXEHNS

Launcher: MNonbiTka 3anycka OBHapy>KeHa norbiTka 3anycTuTb 3anpeLLeHHoe BaxHoe CucTtema: Launcher

3anpeLLLeHHOro MPUIOXEHNs npunoXxeHne

Launcher: 3anyck npunoxeHnus MpunoxeHre <Ha3BaHWe MPUIOXEHUA> 3anyLEeHO VHdopmaLmoHHoe CucTtema: Launcher

Launcher: Own6ka 3anycka He ynanock 3anycTuTb npunoxeHre <HasBaHue BaxHoe Cunctema: Launcher

MPUNOXEHNS NPpUNOKEHNA>

Launcher: HenosepeHHoe He ynanocb npoBepuTb LLENOCTHOCTL MPUOXEHNS KpuTtnueckoe Cunctema: Launcher

npunoXeHne <Ha3BaHWe MpUNOXeHna>

Launcher: OcTaHoBKa NPUNOXeHNs MpunoxeHre <Ha3BaHWe MPUNOKEHUA> OCTAHOBMNEHO MHdopmaLmoHHoe Cuctema: Launcher

Launcher: ABapuiiHoe MpunoxeHne <Ha3BaHWe MPUIOXEHUA> 3aBEPLUMIOCH C BaxHoe Cuctema: Launcher

3aBepLUEHNE PaboTbl MPUIOXEHNS oLmbKol

Launcher: laveHeHne Cnmncok NpUNoXeHWii A1s aBTosanycka UsMeHeH WHdopmaLmoHHoe Cunctema: Launcher

aBTO3anycka NPUNoXeHni

Launcher: Ownbka nsmeHeHns He ynanocb nameHnTb CNMCOK NPUNOXEHNIA Ang aBTo3anycka  BaxHoe Cuctema: Launcher

aBTO3anycka NPUNoXeHNi

Launcher: AkTuBauus pexuvima YcTpolicTBO paboTaeT B HEMMMYHHOM PexXnmMe, UMMYHHOCTb  BaxkHoe CucTtema: Launcher

HeVMMYHHOCTH yCTPOWCTBa He rapaHTupyeTcs

Launcher: AkTuBauus pexvma YcTpolicTBoO paboTaeT B pexunme paspaboTunka BaxHoe CucTtema: Launcher

pa3paboTurika

Launcher: MNonbiTka ckaumBaHWs OBHapy>keHa MorbiTka ckayaTb HOBYIO BEPCUIO Kputnueckoe CucTtema: Launcher

HOBOW BEPCIN MPUTOXKEHNS YCTaHOB/IEHHOTO MPUSTOXEHNIS

Orchestrator: CkaunsaHune Hauanocb ckauvBaHne NpunoxeHns <HasBaHue HdpopmaLyioHHoe Cunctewma:

MPVIOXEHMS! NpUNOXEHUA> Orchestrator

Orchestrator: YcnelwHoe MpunoxeHne <Ha3BaHWe MPUIIOXEHUA> YCMELUHO ckavaHo VHopmaLmoHHoe Cuctema:

cKauviBaHVe NPUNOXEHNS Ha yCTpOWiCTBO Orchestrator

Orchestrator: YcneluHas MpunoxeHve <Ha3BaHMe MPUNOXEHUA> YCMELUHO MHdpopmaLoHHoe Cuncrewma:

yCTaHoBKa NpUnoXeHus yCTaHOBNIEHO Orchestrator

Orchestrator: Yoanenue Hauanocb ynaneHvie npunoxeHns <HasBaHue npuioxenna>  VHpopmalyoHHoe Cuncrewma:

NPUNOXEHNS Orchestrator

Orchestrator: YcnewuHoe MpunoxeHre <Ha3BaHWE MPUNOXEHUA> YCMELLHO yaaneHo WHdopmaLmoHHoe CucTtema:

yOaneHue npunoxeHns Orchestrator

Orchestrator: Owmnbka ckaunsaHyis He ynanock ckauaTb npunoxeHne <Ha3BaHuWe npuioxeHus> BaxHoe CucTtema:

MPUIOXEHVIS Orchestrator
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Orchestrator: Ombka nposepku
NOAMVCY MPUNOXEHNS

Orchestrator: Owubka ycTaHOBKM
NPVOXEHNS!

Orchestrator: Owmnbka ycTaHOBKM
MPVNOXEHMS!

Orchestrator: Owwnbka ynaneHus
NPUNOXEHNS

TrafficController: BkntoueHne
ceTeBoro knactepa

TrafficController: Boikntouerve
ceTeBoro knactepa

EmergencyManager: AkTBaums
pexuMa aBapUiHOV NoAaEPXKI

EmergencyManager: OrpaHuueHune
dYHKLWI OnepaLMOHHO cucTeMbl

BlobContainer: 3anpeT 3anycka
KOMTMOHEHTa

Updater: O6HoBREHME CrCTEMBI
Updater: MNposepka o6HoBNEHNA
Updater: CkaunBaHvie o6HOBNEHN

Updater: YcnelHoe o6HoBneHve
crcTEMBI

Updater: O6HoBneHve He
TpebyeTcs

Updater: Owmnbka 06HOBNEHS
cucTemsl

Updater: Owmbka ckaunsaHmis
OBHOBREHWI

Updater: Owwnbka nepesarpysku
yCTpoKncTBa

Updater: HekoppekTHble
OBHOBMEHVIS!

admin: \ameHeHve gatbl 1
BpeMeH

KscController: CuHxpoHn3auums
BPEMEHM C MCTOYHVKOM

admin: MlcteyeHne cpoka
LEeNCTBUS yYeTHbIX LaHHbIX

user: VlcTeueHwe cpoka aeiicTauns
YUETHBIX [aHHbIX

admin: VicTeueHne cpoka
nencteug ceptudrikata

user: VlcTeueHwe cpoka aeficTauns
cepTudrkaTa

admin: YyeTHble faHHble
Nonb30BaTens NPOCPOYEHDI

user: YyeTHble faHHble
Nosnb30BaTens NPOCPOYEHDI
admin: CepTudurikaTt nonb3oBatens
npocpouyeH

user: CepTuduikaT nonbaosarens
npocpouyeH

He yOoanocb NpoBepuTb NOASIMHHOCTbL MNOANMNCKU NPUNOXEeHNA
<Ha3BaHWe NpPUNOXEHUA>

He yOanocCb YCTaHOBUTb MPUNOXeHne <Ha3BaHne
npunoxeHna>

He ynanocb ycTaHOBUTL MPUNOXEHNe <Ha3BaHue
npunoxeHna>. [JocTUrHy T npenen no Konu4ecTBy
NPUIOXEHN, YCTaHOBNEHHbIX Ha YCTPOICTBE.

He ynanoch ynanuTb npunoxeHue <HasBaHue
npuioxeHus>

CeTeBolif kniacTep BKIOYEH, U €ro NapaMeTpbl HACTPOEHbI
CeTeBoli knacTep BblK/toYeH
O6Hapy>KeHa KpuUTUYeckas oLumbKa onepaLvoHHON CrCTeMbI.

Pexxum aBapI/IIZHOVI NOAOEPXKN aKTUBMPOBaH: <onucaHune>

DyHKLMM OnepaLVoHHOM CUCTEMbI <ONUCaHne>
OrpaHmnyYeHbl, Tak Kak akTBUPOBaH PEXUM aBapuiHol
noanepXKku

3anyck KOMMOHEHTa <KOMMOHEHT> C HapyLLeHnem
LLeNIOCTHOCTV 3anpeLLeH

3anyLeHo nosHoe 06HOBNEHNE CUCTEMBI

CkavaHHble OBHOBMEHS NPOBEPEHbI 1 FOTOBbI K YCTaHOBKE
OBHOoBNEHMS CKayaHbl yCMeLHO

OBHOoB/EHME CCTEMbI 3aBEPLLEHO YCMELHO

OB6HoBNEHME He TpeByeTcs. YCTaHOBNEHa MOCNEAHsS BEPCHS
crcTeMbl

Bo BpemM4a 0BHOBNEHNS CUCTEMBI npowusoLuna owmbka
<onucaHune>

He ynanock ckauaTb o6HOBNEHNS
He ynanock nepesarpysntb yCTpONCTBO NpuW yCTaHOBKE
OBHOBNEHWIN

CkayaHHble OBHOBNEHVS HEKOPPEKTHBI U HE MOTY T BbITb
YCTaHOB/IEHbI

[laTa v Bpems cncTemMbl UBMEHEHO BPYUHYIO
Bpemsi cnctembl crHxpoHuanposaHo ¢ Kaspersky Security
Center

Cpok AeiicTBUS IMEeHW 1 Napons nosb3oBaTesns uctekaeT
Yepes <KOJIMYECTBO AHE> AHen

CpOK nencTems CepTI/leVIKaTa nonb3oBaTenyd NCTeKaeT Yepes
<KO/IMYECTBO AHEeN> OHel

CpOK [ENCTBUS UMEHU napong nonb3oBaTend NCTeK,
oBHoBuTE Y4eTHble fAaHHble

Cpok feiicTaus cepTudukaTta nonb30BaTeNs NCTEK

103

KpuTtnueckoe

BaxHoe

BaxHoe

BaxHoe

BaxHoe

BaxHoe

Kputnueckoe

Kputnueckoe

KpuTtnueckoe

MHdpopmaLoHHoe
MHdpopmaLyoHHoe
VHdopmaLmoHHoe

VHopmaLmoHHoe

WHdbopmaLmoHHoe

KpuTnueckoe

MHdpopmaLoHHoe

KpuTtnueckoe

BaxHoe

VHdopmaLmoHHoe

VHopmaLmoHHoe

VHopmaLmoHHoe

MHdbopmaLmoHHoe

BaxHoe

BaxHoe

Cuctema:
Orchestrator

Cuctema:
Orchestrator

CucTtema:

Orchestrator

Cuctema:
Orchestrator

Cuctema:
TrafficController

CucTtema:
TrafficController

CucTtema:
EmergencyManager

Cuncrewma:
EmergencyManager
CucTtema:
BlobContainer
Cnctema: Updater
Cunctema: Updater
Cunctema: Updater

CucTtema: Updater

Cuctema: Updater

Cuctema: Updater

Cuctema: Updater

Cunctema: Updater

CucTtema: Updater

AAMUHUCTpaTOpP

CucTtema:

KscController

AAMUHUCTPaTOP
VNV Nonb3oBaTesb

AAMUHUCTPaTOP
1NV Nonb3oBaTerb

AAMUHUCTPaTOP
1NV nonb3oBaTernb

AAMUHUCTPaTOpP
VNV nonb3oBaTesb



Authenticator: Bnokuposka
nonb3oBaTens

WebServer: Brokuposka ceaHca
NOOKMOYEHIS

admin: /1ameHeHve BpemeHn
OXWAaHUS Nocne HeycneLHbIX
MomMbITOK BBOAA Napons

user: VIameHeHne BpemMmeHn
OXnpaaHng nocne HeycreLHbIX
NonbITOK BBOAA NMapongd

admin: iameHeHvie BpemeHn
BeanelicTeuUs Nob3oBaTens 4o
BIOKNPOBKI

user: VIsmeHeHne BpemeHun
6esneicTBus nonb3aosaTtens Ao
BNOKMPOBKM

admin: iameHeHvie konnyecTsa
HeyCreLUHbIX MOMbITOK BXOAa

user: MIameHeHvie konndecTsa
HeycneLUHbIX MOMbITOK BXOAa
admin: iameHeHe yy4eTHbIX
JlaHHbIX

user: MIaMeHeHvie y4YeTHbIX JaHHbIX
admin: /IameHeHne yueTHbIX
LlaHHbIX

user: VIamMeHeHvie y4YeTHbIX faHHbIX
admin: /1ameHeHne yueTHbIx
LaHHbIX

user: MIameHeHve yuYeTHbIX faHHbIX
admin: VIameHeHre yyeTHbIX
LaHHbIX

user: /IamMeHeHne yyYeTHbIX aHHbIX

admin: CospaHuve yueTHoI 3anmcu
nonb3osaTens

admin: Ownbka cospaHuns y4eTHow
3anvcu Nonb3osaTens

admin: YoaneHue yyeTHoin 3anucu
nonb3osaTens

admin: AyTeHTndukaLms
nonb3oBaTens
user: AyTeHTrdrKaLys

nonb3oBaTensd

Authenticator: Ownbka
ayTeHTudVKaLmMm Nonb3oBaTens

Authenticator: Ownbka
ayTeHTudVKaLmMM Nonb3oBaTens

Authenticator: Ownbka
ayTeHTudVKaLmMM Nonb3oBaTens

admin: BoccTaHoBneHve
KOHUrypaLmm cucTembi

admin: CosnaHvie pesepBHOi
KON KOHGUIrypaLmmn CUCTEMBI

admin: CosgaHuve oTyeTa o
NpoBepKe LIeNoCTHOCTM

IntegrityService: CtaTtyc
MPOBEPKM LIENOCTHOCTM

[Monb3oBaTenb 386ﬂOKVIpOBaH B CBS131 C MpeBblleHnem
NonbITOK BBOAA NMapongd

CeaHc nogkntoyeHns 3aboknpoBaH no npuynHe
6esnencTemnsg cucTembl

BpeM;l OXunpaHng nocne HeycrneLwHbIX NOMbITOK BBOAA NMapong
N3MEHEHO, HOBOE 3HayeHne: <HOBOEe 3Ha4dYeHue> MUH

Bpewms 6e3nelicTBrs nonb3osaTens Ao 6110KMPOBKU
N3MEHEHO, HOBOE 3HaueHNe: <HOBOe 3Ha4vyeHue> MUH

MakcumanbHoe KonMyecTBo HeYyCneLHbIX NOrbITOK BXoAa
N3MEHEHO, HOBOE 3Ha4YeHne: <HOBOe 3HaYeHune>

['Iaponb aAMUHNCTpPAaTopa ANid NepBoHavasibHOro Bxoaa
n3veHeH

I'Iaponb nonb3oBaTenyd <UMA MnoJsib30BaTeNA> N3MEeHEH

CepTtudukaT nonb3osaTens <UMA MoJIb30BaTENA> N3MEHEH

VIMs nonb3oBaTens <uMs MNoJib30BaTeNnA> N3MeHeHo

YueTHas 3anunck Nonb3oBaTens <MMsa nosb3oBaTensa>
co3pnaHa

YyeTHas 3anvch Nosb3oBaTens <MMsA MoJb30BaTeNA> yxe
cyllecTyeT

YueTHas 3anvch Nonb3oBaTens <MMs MoJib3oBaTena>
yoaneHa

[Tonb3oBaTenb <MMA MNoOJib30BaTeNA> BOLWEN B cuctemy

Owwmbka ayTeHTUdVKaLMM NONb30BaTENS <UMSA
nosib30BaTesIf> B CUCTEME: BBEAEH HEBEPHbI NMaposib

Owwmbka ayTeHTMdVKaLMM NOSIb30BaTENS <UMS
nonb30BaTeNA> B CUCTEME: HEBEPHbI cepTudrKaT

Owwnbka ayTeHTUdVKaLMM NOSb30BaTENS <UMS
nonb30BaTeNA> B CUCTEME: MONb30BaTENb C YKa3aHHbIM
MIMeHeM He HalgeH

CraTyc BoccTaHoBneHnst KoHbUrypaLwy onepawmoHHo
CYCTEMbI N3 PE3EPBHO KOMUK: <CTaTyC>

CTaTyc cosgaHus pe3epBHO Konun 13 KOHGUrypaLmm
OnepaLmoHHO CUCTEMbI: <CTaTyC>

Hauanocbk cospaHue otueTa o npoBepkKe UeNoCTHOCTU:
<onucaHune>

CraTyc NpoBepKM LIeNOCTHOCTU: <CTaTyC>
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KpuTtnueckoe

VHdopmaLmoHHoe

VIHpopmaLmoHHoe

MHdpopmaLyoHHoe

MHdbopmaLmoHHoe

WHdopmaLmoHHoe

VHdopmaLmoHHoe

VHdopmaLmoHHoe

MHdpopmaLyoHHoe

MHdpopmaLoHHoe

BaxHoe

MHdpopmaLoHHoe

HdpopmaLoHHoe

BaxHoe

BaxHoe

BaxHoe

VHdopmaLmoHHoe

VHdopmaLmoHHoe

VHdopmaLmoHHoe

VHdopmaLmoHHoe

Cuctema:
Authenticator

Cuctema:
WebServer

AAMUHUCTpaTOpP
1AM nonb3oBaTeb

AoMUHMCTPaTOP
11 nonb3osaTesb

AAMUHUCTPaTOP
VNV nonb3oBaTesb

ALMUHUCTPaTOP
VNV nonb3oBaTesb

AAMUHUCTPaTOP
1NV Nonb3oBaTesb

AoMuHUCTPaTOpP
1Ny nonb3osaTesb

AOoMUHVCTPaTOP
1 nonb3osaTesb

AOMUHVCTPaTOP

AOMUHVCTPaTOP

AOMUHVCTPaTOP

AoMUHCTPaTOP
11 nonb3osaTesb

Cuctema:
Authenticator

Cuctema:
Authenticator

Cuctema:

Authenticator

AoMUHUCTPaTOpP

AoMuHUCTPaTOpP

AoMUHUCTPaTOpP

Cunctema:
IntegrityService



IntegrityService: Hapywerne LlenocTHoCTb <0b6bEKT> HapyLleHa: <onucaHue> KpuTtnueckoe CucTtema:
LeniocTHOCTM obbekTa IntegrityService
admin: 3anyck camoTecTMpoBaHUs Hauanocbk camoTecTrpoBaHre onepaLoHHON CUCTEMbI VHdopmaLmoHHoe ALMUHUCTpaTOpP
onepaLyoHHON CUCTEMbI

SelfTestManager: C6oit OBHapy>xeH cboii ornepauvioHHO CUCTEMbI B XOAe KpuTnueckoe CucTtema:
OnepaLyOHHON CUCTEMbI B XOfe CaMOTeCTUPOBaHNS: <onncaHue> SelfTestManager
CaMOTeCTUPOBaHNS

SelfTestManager: Peaynbtat PesynbTaT camoTecTupoBaHuNs onepaLiioHHON CUCTEMbI: WHdopmaLmoHHoe Cuctema:
CcaMOTeCTUPOBaHNS 3aBEpLUEHO YCMeLwHo SelfTestManager
onepaumoHHOl CUCTEMbI

SelfTestManager: Pesynbtat PesynbTaT camoTecTMpoBaHus onepaLioHHON CUCTEMbI: VHdopmaLmoHHoe CucTtema:
camMoTecTMpOBaHUs 0BHapy>KeHb! OLLNBKI SelfTestManager
onepaLvioHHOW CUCTEMBbI

SelfTestManager: Peaynbtat PesynbTaT camoTecTupoBaHNs onepaLioHHON CUCTEMbI: MHdopmaLmoHHoe Cuctema:
CcaMOTeCTUPOBaHNS OTMEHEHO BPYUHY!O SelfTestManager

onepaumoHHOl CUCTEMbI

[lpocMOTp XXypHana cobblTui ayamTa onepaumoHHON CUCTEMBI

Kaspersky loT Secure Gateway 1000 coxpaHseT B XypHasne ayauTa onepauioHHOM CUCTEMbI CODbITYS, CBA3AHHBIE C
6€30MacHOCTBIO CUCTEMbI. DT COBBITUS CO30a0TCS KOMIOHEHTaMU CUCTEMbI. B kaxaom cobbiTun yka3biBaeTcs
npeHTndrkaTop cybbekTa (MMs Nonb3oBaTeNs Ui Ha3BaHVe KOMMOHEHTA), 3aPEerMcTPMPOBaBLLErO 3TO COBbITYE.

[Npv BOZHMKHOBEHWN KPUTUYECKOrO COBBITUS ayduTa B MEHIO CrieBa Bo3rne pasfena AyauT nosienseTcs
curHam3awmsi 06 aTOM B BUAE KPACHOrO 3Hauka C BOCKMLUATENbHbIM 3HakoM @. B aTom cnyvae obpaTuTecs K
COTPYAHWKY, OTBETCTBEHHOMY 3a MHPOPMAaLIMOHHYIO He30MacHOCTb B BaLLEl OpraH3aLmin.

YT06bI MPOCMOTPETB XYyPHA ayamTa COBbITUN ONepaLOHHOM CUCTEMBI:

1. B MmeHto B neBoli YacTu CTpaHuLpl Beb-nHTepdelica BblbepuTe pasnen AyanT.

OTkpoeTcd cTpaHuLa AyanT, KOTopas COOEPXUT TabnuLy BCex 3aperncTprpoBaHHbIX COBbITUIA ayauTa
onepaunoHHoi cuctembl. CobbiTus B TabnuLe 0BHOBNSIOTCS aBToMaTudeckn kaxaple 30 cekyHp, 1
oTobBpaxakTcs B 06paTHOM XPOHOIOrMYeCKOM Nopsiake (MepBbiMy OTOBpaXaroTcs HoBble CobbITUS). B Tabnuue
MakcumarnbHo MoryT oTobpaxaTecs 0o 1024 nocnenHvix 3aperncTpupoBaHHbIX cobbiTuli. [pu npesbiLeHn
KOMMYecTBa COBbITUIA XYypHan nepesanucbiBaeTCs, HauMHas C CamblX CTapblX.

Ecnu asbik cobbiTuin ayonTaB Ta6n|/|u.e HE COOTBETCTBYET A3blKY CMCTEMbI, BaM HY>XHO Bbl6paTb Hy>KHbII7I
43bIK B€6—VIHTep_d)eI7IC8 B MEHIO 1 OBHOBUTb CTpaHunLy, YTOBbI NPUMEHUTb N3MEHEHNS.

[nsa kaxxooli 3anmcu xypHana oTobpaxaeTcs cnepytoLas nHGopmMaLms:
e [laTa v Bpems — faTa 1 BpeMs permcTpaLmm cobbiTus.
* HasBaHue cobbiTUS — Ha3BaHVe 3apPEervcTPUPOBAHHOTO COBLITHSI.
e TekcT cobbiTnsa — noapobHas MHGopMaLMs O 3aperMcTPUPOBAHHOM COBLITUN.
¢ lpeHTndunkatop cybbekTa — NCTOUHVK 3apErnCTPUPOBaHHOTO COBbITYS:
° AJJ,MI/IHI/ICTpaTOp — cobbITVIE BbI3BAHO ,D,el‘/JICTBI/IeM agMHNCTpPaTopa B CUCTEME.

e [lonb3oBaTtesib — COObLITNE BbI3BAHO OENCTBMEM NOMb30BaTeNd B CUCTEME.
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e CucTtema — cobbITVE BbI3BAHO AENCTBUEM CUCTEMDI. [1/19 KaXkAoro cobbiTis Takxke oTobpaxaeTcs UMs
NOACNCTEMbI, BbINOMHUBLLEN COBbITUE.

e KpnTnyHoCTb — ypOBEHb KPUTUUYHOCTI 3aPEMMCTPUPOBAHHOTO COBBITHS.

CobbiTng nogpasnendtoTcd rno cnenyrouwnMm YPpOBHAM KDUTUYHOCTIL

* o — VIHpopmaLmoHHbie. IHpopmaLmMOHHble COBbITUS Copep)XaT CBEAEHNS CMPaBOYHOro xapakTepa. OTn
COBbITUS 0BLIYHO He TPeBYOT HEMeAIEHHON peakLL.

e . — BaxHbie. BaxkHble COBbITUSI copepXaT CBeAeHWS, Ha KOTOpPbIE HY>KHO 06paTuTb BHUMaHWe. 9Tu
COBbITUS MOTYT TpeboBaTb peakuum.

° m - KpMTM'-IeCKI/Ie. KpVITVILJeCKVIe cobbITnS copgepXaT cBeleHUd, KOTOpble MOryT OKasaTb Kputnyeckoe
BAVSIHVE PaboTy CUCTEMbI. DTU COBLITUS TPEBYIOT HEMEAIEHHOI peakLn.

MNp¥ BO3HUKHOBEHWN KPUTNYECKOrO COBBITUS ayauTa B MEHIO CrieBa HanpoTrB pa3aena AyauT nossnseTcs
curHam3aums 06 3TOM B BUAE KPACHOMO 3Hauka C BOCKMLATENbHbIM 3HakoM @. B Tabnvue cobbiTne ayonTa
C KPUTUNYECKNM YPOBHEM BblOE/IEHO KPacHbIM LIBETOM.

2. Ecnn TpebyeTcs NpocMOTpeTh COBLITYS 3a ONMPefeNieHHYo AaTy Uy nepuom, Haxxmute Ha none OaTa,
BblbepurTEe KOHKPETHYIO ATy UK AaThl Hayana 1 OKOHYaHWs Nepuroaa 1 HaxkmmTe Ha KHomKy MprmeHnTb.

CobbITrs 3a BbIbpaHHYO faTy U1 Nepuog, oTobpasaTcs B Tabnuue.

3. Ecnun TpebyeTcs NpoCcMOTpeTh COBLITUS C OnpeaeneHHbIM YPOBHEM KPUTUYHOCTW, B BEPXHEN YacTy Tabnmupl B
packpbiBatoLLemcs crmcke KpuTniHocTb BbibeprTe HyXXHbI YPOBEHD KPUTUYHOCTU 1 HAXXMUTE Ha KHOMKY
MprmeHnTb. Bbl MOXeTe BbIBpaTh OLHO MM HECKOSBKO 3HaueHWIA. [1o ymonuaHnio oTobpaxaloTcst COBbITUS BCeX
YPOBHEN KPUTNYHOCTN.

CobbITUS C BbIOpaHHbIM YPOBHEM KPUTUYHOCTY OTOBpassTcs B Tabnuue.

4. Ecnu TpebyeTcs NPOoCMOTPeTb COBLITUS 13 OrnpeneneHHbIX MICTOYHVKOB, B BEPXHel YyacTu TabnuLpl B
packpbiBatoLLemMcs crivicke MipeHTndukaTtop cybbekTa BoibeprTe UMS HY>KHOMO Cy6bekTa 1 HaXMUTE Ha KHOMKY
MpuMeHNTL. Bbl MOXeTE BbIOPaTh OAHO UM HECKONBKO 3HaYeHWi. o ymonyaHuio oTobpaxatoTcs Bce
3aperncTpupoBaHHbIE COBBITUS.

CobbITUS 13 BbIBPaHHBIX ICTOYHMKOB OTODBPAsATCs B TabnmLe.

5. Ecnu TpebyeTcs cOpoCcuTb BCE YCTaHOBMNEHHBIE GUbTPLI OTOBPAXEHWS COBBITUI B TaBAULE, HAXMUTE
C6pocuTb Bee.

B Tabnnue cHoBa oTOBpasaTCs BCe 3aperncTprpoBaHHble CoOBbITHS.

6. Ecnun TpebyeTcs oTobpasunTb 6onee cTapble COBbITUS, HAXMUTE Ha KHOMKY 3arpy3suTb eLue nop Tabnuuei.

KHorka 3arpyaunTb elle 0OCTYMHa BCEraa, Aaxe ecnv 6onee paHHe CoObbITUS OTCYTCTBYIOT.

OKCnopT XypHana cobbITuin ayanTa CUCTEMD

Bbl MOXETe COXpaHnTb XypHan ayauTa onepaLyoHHON CUCTEMbI Ha TOKalbHOM KOMMbIOTEPE.
YT0bbI COXPaHUTL XypHas ayanTa ornepauUyoHHOV CUCTEMbI Ha JIOKaIbHOM KOMIbIOTepe:

1. B MmeHto B neBoli YacTu CTpaHuLpl Beb-nHTepdelica BblbepuTe pasnen AyaunT.
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OTkpoeTcsd cTpaHuLa AyanT, KOTopas COOEPXUT TabnuLy BCEX 3aperncTprpOBaHHbIX COBbITUIA ayauTa
OMepaLoOHHOM CUCTEMBI.

2. Haxxmute Ha kHonky CkavaTb XXypHarn.

3. B oTKpbIBLUEMCS OKHE YKaXu1Te MyTb coxpaHeHus daiina XXypHana ayauTta Ha JiokasbHOM KOMMbloTepe, Mpu
HeOoOXOAMMOCTI 3afaliTe ero UMs 1 coxpaHuTe daiin.

XKypHan ayouTa onepauyioHHON ccTeMbl ByOeT CoxpaHeH Ha okanbHOM koMrbloTepe B dopmaTte CSV. Ecnm Bbl

NRUMeHUIN GUNLTRbI B Tabnvue cobbiTuli ayanTa nepen Tem, Kak COXPaHUTb XXYpPHarl, B Hem ByayT oTobpaxaTbCs
TOMbKO OTUNBTPOBAHHBIE COBBITUS.

[pocmoTp cobbiTuii Npu nogkntoueHnn k Kaspersky loT Secure Gateway
1000 uepes KOHCOMbHbBIN NOPT

Kaspersky loT Secure Gateway 1000 nossonseT npocMmaTpurBaTh XypHasbl cobbiTuii Kaspersky loT Secure Gateway
1000 B pexxume peanbHoro BpemeHu. [11s aToro TpebyeTcs BbINOMHUTL NOAKIIOYEHE BCTPaVMBaEMOro KoMrbloTepa
Kraftway Py6ex-H k nokansHoMy KOMMbIOTEPY Yepes KOHCOSbHbIA MOPT.

KoHconbHbIVi MopT — 3TO NOPT ynpasneHus, obecneurBatoLLmnii BOSMOXHOCTb BHEMONOCHOrO AOCTYNa K
BCTpaviBaeMoOMy KOMMbIOTEPY.

YT06bI MpocMOoTPETh XYypPHAaL cObbITUV Kaspersky loT Secure Gateway 1000 B pexiime peasibHOro BpeMeHm
yepes rnoak/ItoYeHNE 1o KOHCO/IbHOMY MOPTY:

1. NMopkntounTe KOHCOMbHBIV kKabenb ¢ paszbemamu RJ-45 DB-9/RS-232 ofHMM KOHLIOM K pa3bemy Ha nepeaHe
naHenn BcTpansaemoro komnbtoTepa Kraftway Py6ex-H, a opyrim — k komnbloTepy nnm HoyToyKy.

Ecnu Ha Balem KoMMbloTepe HeT pasbemMa A5 NOOK/IOUEHNS Yepes HY>XHbI kabesb, Bbl MOXETEe UCMONb30BaTh
apantep USB-COM.

2. BkaounTe BcTpanBaeMblii KOMMbIOTER.

3. Ha nokanbHowm KOMMbOTEPE C MOMOLLBIO I/ICI'IOJ'Ib3yeMOI7I nporpamMmmbl aMynaunm TepmMmmnHana BbinoHNTE
nogknoYeHne K BCTparmBaeMoMy KOMMbIOTEPY.

MNpenBapuTenbHO B MCMOMb3YEMO MPOorpamMmMe aMynsaummn TepMrHana TpebyeTcs ykasaTb cneaytoLye
napameTpbl MOAKIOYEHS:

e CkopocTb nHdopmaLmoHHoro notoka — 115200 604 nnv opyroe 3HaveHne, eCin OHO SIBHO YCTaHOBIIEHO B
napameTpe Recovery mode.

e KonnyecTtso BUT JaHHbIX, HANVYME U TUM BrTa YeTHOCTU, KOMYECTBO CTon-6uT — 8nl.

° ArlrlapaTHoe ynpaBneHne rnioToKoM.

Ha moHuTOpe komnbloTepa nnm HoyToyka B MHTepdelice NCnomnb3yemori MporpaMmbl AMYNSLMN TePMUHaNa
oTobpassaTcsa cobbiTng Kaspersky loT Secure Gateway 1000 B pexive peanbHOro BpeMeHu.

OKCNOPT CUCTEMHOrO XypHarna

Bbl MOXeTe COXpaHUTb CUCTEMHbIN XXYPHar, KOTOPbIA COAEPXUT AnarHocTUu4eckyo nHpopmaLmio o pabote
Kaspersky loT Secure Gateway 1000, Ha nokanbHOM KOMMblOTepeE. Bbl MoXeTe ncrnonb3oBaTh 3TOT XypHan Af1s
AMNarHOCTMKM BOSMOXHbIX MPOBnemM CUcTembl.
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OTOT PYHKLMOHAN LOCTYNEH TOMbKO a0MUHUCTRATORY.

YTO6bI COXaHNTb CUCTEMHBIV XXYPHE/T Ha JTOKA/IbHOM KOMIIbIOTEPE:!
1. B meHto B neBoli YacTun akpaHa BbibepuTe pasgen MapameTpbl — duarHocTurka.
2. Haxxmute Ha kHomnky CoxpaHuTtb B daiin.

3. B oTKpbIBLUEMCS OKHE YKaXu1Te MyTb coxpaHeHns daiina XXypHana Ha okanbHOM KOMMbloTepe, npu
HeOoBXOAMMOCTI 3afaliTe HOBOE VIMS 1 coxpaHuTe daiin.

4. loxxanTechb OKOHYaHWs ckaurBaHus daiina.

Bo Bpems ckauvBaHus daiina He nepexoamnTe Ha Apyrne cTpaHuLpl Beb-nHTepdeiica 1 He HaxKMmanTe Ha KHOMKW,
MHayve ckayvBaHne MOXeT NpepBaTbCy.

CucTeMHbIli XypHan ByaeT coxpaHeH Ha fiokanbHOM KomMnbtoTepe. o ymonuaHuio dalin coxpaHsaeTcs ¢ UMeHeM
log_filestar.gz.

PaboTa ¢ nprnoxeHnsmm

YI'IpaBJ'IeHVIe MPUNOXEHNAMN OOCTYMNHO TONIbKO aaMUHUNCTRATORY. MNonb3oBaTeslb MOXET TOSbKO

npocmMaTpuBaTb CNNCOK ﬂpl/l)'lO)KGHI/IVI 1 CMNCOK XYypHanoB I'Ipl/l]'lO)KGHI/II7I.

MpunoxxeHns, LOCTYMHbIE ANS YCTaHOBKM, OTobpaxatoTcs B Beb-nHTepdelice Kaspersky loT Secure Gateway 1000
B pasaene Mpunoxexusa — Kaspersky Appicenter. Kaspersky Appicenter — nnatdopma Ons pacnpocTpaHeHns
LUMdPOBOro KOHTEHTA, MOAAEPXMBAIOLLAs BCE CTaAUM €ro XN3HEHHOTO LKA OT CO34aHus [0 UCTONb30BaHKS.
Kaspersky Appicenter — efrHas Touka Bxofa Ans Nonb3oBaTenel, He3aBUCUMbIX Pa3paboTUNKOB MPUNOXEHWIA 1
rnobanbHbIX NponssoauTenel ycTpolicTs Ha 6ase KasperskyOS.

o ymonuaHuio, NPUIoXeHWs B Tabnmue oTCOPTMPOBaHbI MO Ha3BaHMo. Bbl MoXeTe HaXxaTb Ha 3aronoBok CTonbLa,
YTOObI OTCOPTUPOBATL TAGMNLY MO STOMY CTOSNOLLY.

[ns kaxxporo npunoxeHns Bo Bknagke Kaspersky Appicenter otobpaxaeTtcs cnepytolias nHbopmaums:

¢ HasBaHune — Ha3BaHue NMPUNOXeHnd N ero 3Ha4ok. Bbl moxeTe NPOCMOTPETb I'IOD,pO6Hy}O |/|H¢op|v|au,|/no (0]
NPUNNOXEHUN 1 ero pa3pa60Tu||/|Ke, |_|OJ'II/ITI/IKy KOHCI)I/IJJ,GHLI,I/IaJ'IbHOCTI/I 1 JTMLEeH3VOoHHOE cornalleHne NpunNoXxXeHn4,
Ha>kaB Ha M4 STOIro NpunoxeHnm4y B Tabnuue.

* OnucaHne — KpaTKoe OnvcaHne NPUIoXeEHNSs.

* Bepcusa — Homep nocnenHei BepCum NPUNOXEHNS, LOCTYNHON ANt YyCTaHOBKM.
* Pasmep — pa3mep yCTaHOBOYHOIO NakeTa MPUIOXEHUS.

* Kareropus — kaTeropuu, K KOTOPbIM OTHOCUTCS MPUIOXEHNE.

e [arta ny6nukaumm — gata ny6nvkaumum nocnenHein Bepcum npuioxeHns.

e CraTyc — cTaTyC yCTaHOBKU NPUIOXEHNS (B MPOLECCE YCTaHOBKM UV YAANEHUS, OLLMBOKa, ECNU MPUTOXEHNE He
yLanoch ycTaHoOBUTb). Ecnv 6e3onacHOCTb NPUNOXeHNs CKOMIPOMETUPOBAaHA, LS TaKoro NPUIOXKEeHNUs
oTobpaxaeTca ctaTyc CkomnpomeTupoBaHo. CKOMNPOMETUPOBaHHOE NPUIOXEHNE HEBO3MOXHO YCTAHOBUTb.
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b anaBneHme — KHOMKa o114 yCTaHOBKW NPUIIOXKEHWdA, eCN NPUITOXKEeHWe OCTYNHO 019 YCTaHOBKW, U CTaTyC
YCTaHOBKW.

Bce ycTaHoBneHHbIe NpuoxeHns oTobpaxatoTcs B Beb-nHTepdeiice Kaspersky loT Secure Gateway 1000 B
paspene MpunoxxeHus — YcTaHoOBNEHHbIE NpUoXeHWs. [1o yMonyaHuto, MpunoxeHus B Tabnvue YcTaHOBNeHHbIe
NPUIOXEHNS OTCOPTUPOBaHbI MO Ha3BaHWIO. Bbl MoXeTe HaxaTb Ha 3arofioBok cTonbLa, YTobbl OTCOPTMPOBaTL
TabnuLy no aTomy cTonbuy.

[Ins KaXaoro ycTaHOBIIEHHOIO NMPUNOXEHWS BO BKNaake YCTaHOBNEHHbIE MPUNOXKEHUs OTObpaXxaeTCs cneaytoLas
nHdopmaLs:

* HasBaHune — Ha3BaHVe NPUIOXEHVS 1 ero 3Ha4ok. Bbl MoxeTe npocMoTpeTb NoAPOBHY0 nHdopMaLIMio O
MPUIIOXEHNN 1 ero paspaboTunke, MNonntrky KoHdnaeHUManbHOCTH 1 JINLEH3NOHHOE CornalleHre NPUIoXeHNS,
Ha>aB Ha MMsl 3TOrO MPUIIOXEHNS B Tabrmue.

* WspaTtenb — Ha3BaHWe KOMMaHU, BbiMyCTUBLLEN NPUNOXEHNE.
e Bepcuda — HoMep ycTaHOBNEHHOWN BEPCUN MPUTOXEHNS.
e Tun NpunoXeHus — TUM NPUIOXeHKs No dyHKumMoHMpoBaHuio B Kaspersky loT Secure Gateway 1000.

* [paBuno 3anycka — cnocob sanycka NPUIOKEHNS Ha YCTPOCTBE: aBTOMaTUYECKIIA 3aMyck, 3amyCK BPYUHYIO
W 3anpeT Ha 3amycK.

Bbl MOXeTe HacTpouUTb NPaBKIo 3arycka TONbKO AN CKOHPUIyPUPOBaHHBIX MPUIOXEHUI B CTaTyce 3anyLueHo
nnu OcTaHoBNEHO.

* MaHudecT — KOHPUrypaLMOHHbIN dalin NpunoxeHns. Bel MoxeTe NpoCcMOTpeTb CoaepXKMMoe MaHndecTa,
HaxkaB Ha kHorky MpocmMoTpeTs.

e CocTosH1e — COCTOSHME PaboTbl MPUIOXEHNS (3aMyLLEHO UMM OCTaHOBMEHO). Ecnn npunoxeHne He
CKOHOUIypUPOBaHO U CKOHGUINYpUpOBaHO HEMPaBUibHO, oToBpaxaeTcs cocTosHne OxungaHue. B aTom
crnydae TpebyeTcs HaCTPOUTb KOHbUIYypaLmo NpUNoXeHns, Hanpumep, Yepes Kaspersky Security Center 14.2
Web Console.

b anaBneHme — KHOMKa on4 3anycka nivi OCTaHOBKW MPUNOXEHNS.

¢ YpaneHue — KHorka ans yoaneHna npuioxeHn4.

CkaumBaHue v yCTaHOBKa I'IpI/IJ'IO)KeHVIIZ

Bbl MmoxeTe ckayaTb 1 ycTaHoBUTb B Kaspersky lolT Secure Gateway 1000 He 6onee 20 npunoXxeHuiA.

Y1obbI ckauaTh U ycTaHoBUTb rpunoxerve B Kaspersky loT Secure Gateway 1000:

1. B meHto B neBoli YacTu akpaHa BbibepuTe pasnen Mpunoxenus — Kaspersky Appicenter.

OTO6p83I/ITC9| Tabnuua Bcex I'Ipl/lJ'IO)KGHI/II7I, KOTOpPbIE OOCTYMNHbI ANd YCTaHOBKW.

2. Ecnu Bbl XOTUTE BPYUHYIO OBHOBUTL CMICOK NPUIOXEHWI B Tabnuue, HaxmmnTe Ha kHonky O6HoBUTL Tabnuuy B
BEpXHeli YacTu CTPaHLbI.

109



O6HoBREHME CNICKa MPUTOXEHWIA 3arnyckaeTcs aBToMaTudeckm npu BktoveHun Kaspersky loT Secure
Gateway 1000 11 MOXeT 3aHUMaTb 40 ABYX MUHYT. [TOBTOPHBIV 3aryck OBHOBEHNS CMICKa B 9TO Xe Bpems!
MOXET MPUBECTY K ownbke. [NoxanyiicTa, nogoxanTe 1 nonpobyiiTe cHoBsa.

3. Ecnv Bbl XOTWTE OTCOPTUPOBATb MPUIOXEHNS B TabuLLe, HAXXMUTE Ha 3arofloBOK CTonbua, No KOTOPOMY Bbi
XOTUTE OTCOPTMPOBATS.

Mo YMONYaHUIO, NPUNOXeHNa OTCOPTMPOBaHbI MO Ha3BaHWIO B aJ'ICbaBVlTHOM nopsanke.

4. Ecnn Bbl XOTUTE MOCMOTPETb NOAPOBHYO MHPOPMALIMIO O MPUAOXKEHUN Nepen, YCTaHOBKOW, HaXXMUTE Ha
Ha3BaHVe NMPUTOXEHMS.

OTKpoeTCcs OKHO C NoAPOBHOW MHPOPMALIMEN O MPUTOXKEHNN.

5. HaxkmunTe Ha kHorky YcTaHOBUTL B cTON6LE [eiicTBMe HAaNpPOTMB TOro NPUOXEHNS, KOTOPOE Bbl XOTUTE
ycTaHoBuTb B Kaspersky loT Secure Gateway 1000.

[Ins Tvina ceTeBOro yCTRONCTBA OAHOHAMPAaBAEHHbIV LL/TO3 rapaHTUPYeTCs paboTa BCex JOCTYMHbIX
npunoxeHuii. [ins Tvna ceTeBoro yCTRONCTBA CeTeBow POy TER rapaHTMPyeTCs paboTa TONMbKO NMPUIOXEHWI
Kaspersky loT Secure Gateway Network Protector n Kaspersky Debug Service. Bbl MoxeTe ycTaHOBUTb
ApYrvie NPUNOXeHUs, HO X paboTa Ha YyCTPOICTBE He rapaHTUpyeTCs.

MpunoxeHne ByneT ckadaHo 1 ycTaHoBneHo B Kaspersky loT Secure Gateway 1000. IHpopmaLms o ckaumBaHm
N YCTaHOBKE MPUIIOXEHNS COXPaHAETCH B XYyRHane ayanTa CUCTEMbl. YCTaHOBNEHHOE NMPUIOXeHe 0TOBPasnTCs
B pa3gene MpunoxeHua — YcTaHOBNEHHbIe NPUNOXeHUs. B aToM pasfene Bbl MOXeTe 3aMyCTUTb UV
OCTaHOBWTb NpuUaoXeHue, ynpaBadTb NpaBuiamMy ero 3anycka, a Takxe yoaanTb.

YcTaHOBMEHHbIE NMPUIOXEHVS HE OBHOBNSIOTCS aBTOMaTUYECKN, U X BEPCUN MOTYT CTaTb YCTapeBLUMUN U HE
3anyckaTtbcs nocne obHosnerus Kaspersky lol Secure Gateway 1000. YT1o6bl 06HOBWTL NPUNOXEHWE, BaM HY>KHO
CHavana yoanvTb YCTaHOBAEHHYIO BERCUIO MPUIOXKEHWUS 1 3aTEM YCTAHOBUTb €ro HOBYLO Bepcuto. Ecnv Bbi
yOanuTe BepCuio MPUIOXEHWS, KOTopas CHATa ¢ nybnvkaumm (He oTobpaxaeTcs Bo Bknaake Kaspersky
Appicenter), Bbl He cMOXeTe BEPHYTbCH K 9TON BEPCUM.

3anyck 1 ocTaHOBKa MPUIOXEHWI

Bbl MOXeTe 3anyckaTb 1 OCTaHaBNMBaTh NpUIoxeHus B Beb-nHTepdelice Kaspersky loT Secure Gateway 1000.
YT0bbI 3aryCTUTL MPUIOXEHNE Ha yCTPOKCTBE:

1. B MeHio B neBoii YacTu akpaHa BbibepuTte pasnen MNpunnoxxeHns — YcTaHOBNEHHbIE MPUIOXEHUS.

OTobpasnTca Tabnmua Bcex NpUnoXeHuii, kotopele yctaHoBneHbl B Kaspersky loT Secure Gateway 1000.

2. Ecnn Bbl xoTUTE OTCOPTMPOBATb MNPUIIOXEHNA B Ta6n|/||.|,e, Ha>XMUTE Ha 3arosioBoK CTOJ'I6LI,8, MO KOTOPOMY Bbl
XOTUTE OTCOPTUPOBATD.

Mo YMOYaHMIO, NPUIIOXKEHUA OTCOPTNPOBaHbI MO Ha3BaHWIO B aJ'Iq)aBI/ITHOM nop4anke.

3.B CTPOKe NPUNoXeHny, KOTOPOE Bbl XOTUTE 3anyCTUTb, HAXXMUNTE Ha KHOMKY 3aI'IYCTI/ITb B CTOJ'I6LI,e anaBneHme.

Bbl moxeTe 3anyCTuTb NPUIOXKEHNE B CNeLyoLWNX ciy4vasx:
° I'lpmno>KeHV|e YCTaHOBJIEHO A CKOHCI)VIprI/IpOBaHO 6e3 oWnboK 1 HaxoauTCcs B COCTOSHUY OcTaHOBMEHO.

e [1ns npunoxxeHns BbibpaHo NpaBuio 3anycka 3anyck Bpy4Hyio 1 ABTo3anyck.
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[na npunoxeHuii, KOTopble HaXOASTCS B cocTosHUN OxnaaHue, TpebyeTcs CHauana HacTPOUThb
kKoHdurypaumo yepes Kaspersky Security Center 14.2 Web Console 1 foxaaTbCs NOSBNEHNS COCTOSHMS
OcTaHoBneHo.

MpunoxeHve byneT 3anyLLeHo, B Tabnvue oTobpasnTcs CoOoTBETCTBYoOLEee cocTosHNe. MIHpopmaLms o 3anycke
NPUNOXeHNd COXpaHaeTC4d B XypHanie ayouta OI'IepaLI,VIOHHOM CNCTEMDI.

Ecnv npunoxeHne He yoaeTcs 3anyCcTuTb, oTobpaxkaeTcs cocTosHe Owmbka. B atom cnyuae TpebyeTca
YOQOUTb NRUIOXKEHWE N YCTaHOBUTL Er0 3aHOBO.

YT06bI OCTAHOBUTB MPUIOXEHNE HA yCTPOUCTBE:

1. B meHto B neBoli YacTu akpaHa BbibepuTe paspen MpunoxxeHns 1 BoibeprTe BkNaaky YCTaHOBNEHHbIe
NPUNOXEHMS.

OTobpasnTcs Tabnmua BCex MpUioXeHuin, yctaHosneHHbIx B Kaspersky loT Secure Gateway 1000.

2. Ecnv Bbl XOTUTE OTCOPTUPOBATL NMPUIOXKEHVS B Tabnue, HaXXMUTE Ha 3arofioBoK cTonbLa, Mo KOTOPOMY Bbl
XOTUTE OTCOPTMPOBATS.

Mo YMOITHYaHMIO, NMPUJIOXEHNA OTCOPTUNPOBaHbI NO Ha3BaHMIO B aﬂd}aBVITHOM nopsanke.

3. B cTpoke npunoxeHns, KOTOpOe Bbl XOTUTE OCTAHOBUTb, HAXMUTE Ha KHOMKY OcTaHOBUTL B cTONGLE
YnpaeneHne.

Bbl MOXeTe 0CTaHOBUTbL MPUIOXEHNE, ECIIN OHO CKOHUIYPUPOBaHO 6e3 OLLMGOK 1 HAXOANTCS B COCTOSIHUN
3anyLeHo.

MpunoxeHve 6yneT oCTaHOBMEHO, 1 B TabnuLe oTobpasnTcs COOTBETCTBYIOLEee cocTosHME. VIHpopmaLms 06
OCTaHOBKE MPUNOXEHNS COXPaHSETCS B XXYyRHae ayavTa onepaLyioHHOM CUCTEMBI.

YnpaBneHve npasuiamMu 3anycka NpunoXeHu

Bbl MOXeTe HacTpouUTb, Kak NpunoxeHne byneT 3anyckatbes B Kaspersky loT Secure Gateway 1000
(aBTOMATNYECKM UM BRYYHYLO), NS 3aMpeTUTb 3amyck NPUIIOXKEHNS C MOMOLLbio Beb-nHTepdeiica Kaspersky loT
Secure Gateway 1000.

YT06bI HACTPOUTB MPAEBIIE 38I1YCKA MPUIOXEHUS.

1. B meHto B neBoli YacTu akpaHa BbibepuTe pasaen MpunoxxeHus — YcTaHOBNEHHbIE NMPUIOXKEHNS.

OTobpasnTcs Tabnmua Bcex MpUioXeHuii, kotopble ycTaHosneHbl B Kaspersky loT Secure Gateway 1000.

2. Ecnun Bbl XOTUTE OTCOPTUPOBATL MPUIIOXEHNS B TabnLe, HAXMUTE Ha 3arofoBOK CTONOLLa, MO KOTOPOMY Bbl
XOTUTE OTCOPTUPOBATD.

Mo ymonyaHuio, MpUoXeHNs OTCOPTUPOBAaHbI MO Ha3BaHWIO B andaBrTHOM NOPSIAKE.

3. B cTpoke npunoxeHns, Ans KOTOPOro Bbl XOTUTE HACTPOUTL NMPaBWo 3anycka, B cTonbue Mpaeuno 3anycka
BbIGEpUTE OOHO N3 CNEAYIOLLNX 3HAYEHUI B PACKPbIBAIOLLLEMCS CMNCKE:

e ABTO3anyck — npunoxeHve BydeT 3anyckaTbCs aBTOMaTUYECKM MPY BKIIKOYEHUN UK Nepesarpyske
Kaspersky loT Secure Gateway 1000.

I'lpm HeO6XO,EI,I/IMOCTI/I Bbl MOXeETe OCTaHaB/IMBaTb W 3anyCKaTb MNPUoXeHe BPYYHYIO.

e 3anyck Bpy4HYIo — NMpUIoxeHre ByOeT 3anycKkaTbCs TOMbKO BRYUHYIO MO HaXaTuo KHOMKM 3anycTuTb.
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Mo ymonyaHuo a1 NPUNOXEHKS MOCe YCTaHOBKM MPYIMEHSIETCS MPaBuio PyYHOro 3amycka.

e 3anpert Ha 3anyckK — NpUIoxeHe byneT HeLoCTYNHO Ang 3anycka. KHonka 3anycTuTb 6yneT HegocTynHa.

Ecnu Bbl 3amMeHWnv NpaBuio 3anycka Os 3anyLLEHHOro NMPUIOXEHWS, MPaBuio 3anycka ByaeT NpUMeHEHO
TOJMbKO NOCNEe OCTaHOBKM MPUIOXeHNs. Bbl MOXeTe 0CTaHOBUTL MPUIOXEHWE BRYYHYIO, YTOBLI MPUMEHNUTb
npaBuio sanycka.

[ns npunoxeHuii, KoTopble HaxoAasTCS B cOCTOSHUN OxxnpaHue, TpebyeTcs cHavana HacTPOUTb
KoHdurypaumo yepes Kaspersky Security Center 14.2 Web Console 1 foxaaTbCs MOSBEHNS COCTOSHMS
3BanyuweHo v OcTaHOBNEHO.

MNpaBwuno 3anycka byoeT NprMeHeHo s BbibpaHHoro npunoxxerns B Kaspersky loT Secure Gateway 1000.
NHdopmaumsa 06 nameHeHUn crivicka npaBun 3anycka COXPaHaeTCs B XYypHane ayauta CUCTEMbI.

Bbl Tak>xe MoxeTe ynpasngaTb NpaBunamu 3anycka npunoxeHunin yuepes Kaspersky Security Center 14.2 Web
Console.

YpaneHve npunoXxeHn

Bbl MOXeTe yoansTb npunoxeHus B Beb-nHTepdeiice Kaspersky loT Secure Gateway 1000.
YT06b! ynanmTe MpuioxeHue:

1. B MeHto B neBoii YacTu akpaHa BeibepuTte pasgen MNpnnoxxeHns — YcTaHOBNEHHbIE MPUIOXEHUS.

OTobpasnTcsa Tabnmua Bcex NPUnoXeHuii, kotopele ycTaHoBneHbl B Kaspersky loT Secure Gateway 1000.

2. Ecnn Bbl xoTUTE OTCOPTMPOBATDL MNPUIIOXEHNA B Ta6n|/||.|,e, Ha>XMUTE Ha 3arosioBoK CTOJ'I6LI,8, MO KOTOPOMY Bbl
XOTUTE OTCOPTUPOBATD.

Mo YMOYaHMIO, NPUIOXKEHUA OTCOPTUPOBaHbI MO Ha3BaHWIO B aJ'Iq)aBI/ITHOM nop4anke.

3.B CTPOKe NPUOXEHNS, KOTOPOE Bbl XOTUTE YOANNTb, HAXXMNTE Ha 3HAYOK KOP3VHbI fi B CTOJ'I6LI,e YpaneHue n
noareeponTe yoaneHme B OTKPbIBLUEMCH OKHE.

MpunoxeHue, a Takxxe ero KOHPUrypaums, xxypHan n ¢aiinsl 6ynyT yaaneHsl ns Kaspersky lolT Secure Gateway
1000. MNMpunoxeHne byneT yoaneHo 13 Tabnuubl yCTaHOBNEHHbIX NpunoxeHuii. VindopmaLms ob yoaneHum
MPUIIOXEHNS COXPaHSeTCs B XXYypRHane ayavTa onepauyioHHON CUCTEMBI.

Ecnu Bbl ynanute Bepcuio NpunoxeHns, kotopas CHATa ¢ nyonvkaumm (He otobpaxaeTcs Bo Bknaake Kaspersky
Appicenter), Bbl He CMOXeTe CHOBa YCTaHOBUTb 3TY BEPCUIO.

Ecnmn npw yganeHnm BO3HNKNa owmnbka, B ctonbue CocTogHmne OTO6pa3I/ITC9I cocTogHue Ownbka, Bbl He
CMOXXeTe 3anyCTUTb NI OCTaHOBUTb MPUNOXeHe, HaCTPOWTb NpaBuio 3artycka Wi noCMOTPETb
MaHI/Iq)eCT. B aTom Cny4ae BaM HY>XXHO NepeyCcTaHOBUTb NMPpUIOXKEeHWE.
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Ca9s3aHHble C yaaneHHbIM NPUIoXeHemM MapLUpyTbl, HacTpoeHHble B Kaspersky Security Center 14.2 Web
Console, nepecTaHyT paboTaTb, a OCTanbHble MapLUPYThl CTaHY T HeaKTUBHBIMU (MapLUPyThl NepeiayT B
ctaTyc Owwmbka). PekomeHayeTcs NepeHacTROUTL MapLUPYThl, CBA3aHHbIE C YAANEHHBIMY NPUNIOXEHNSMU,
yepes Kaspersky Security Center 14.2 Web Console, 1 akTvBupoBaTh Apyrvie MapLpyTbl.

MOHUTOPUHI COCTOSIHMS MPUNOXEHWI

Kaspersky loT Secure Gateway 1000 3anucbiBaeT COBbITUS, KOTOPbIE FTEHEPUPYIOTCS YCTAHOBIEHHBIMY
MPUOXEHNSIMI, B XKYPHaTTbI.

[ns kaxxooro NpUnoXeHns XypHarnbl XpaHaTcs B Biae apxvea log_files_<app_id>tar.gz. Apxus conepxuT He Bonee
nsaTun dainos xypHana B dopmate LOG, pasmep ogHoro daiina He 6onee 10 MB (MakcrmanbHbI pa3mep apxvsa

cocTapngeT 50 MB). [Mpun gocTmxeHUn NpeensHoro pasmepa xpaHuMbix daiinos B apxuse Kaspersky loT Secure
Gateway 1000 ynanseT camblli CTapblii dalin, HoBble COBbITUS 3anMChIBaOTCS B HOBbI dalin.

Kaspersky loT Secure Gateway 1000 o6ecneunBaeT COXpPaHHOCTb XY PHAaNOB NPUNOXEHNUI MNP Nepesarpyske,
BbIKJIKOUYEHUN UM OBHOBREHUN ccTeMbl. [pr yoaneHun nnm obHosneHun npunoxerns Kaspersky loT Secure
Gateway 1000 ypangeT >ypHan 3Toro npunoXeHus.

YT06bI COXPaHUTE XKy PHaI MPUIOXKEHUS Ha JIOKE/IbHOM KOMIbIOTEPE:
1. B meHio Beb-uHTepdeiica Boibepute pasaen MNpunoxxeHns v BoibepuTe BKaaky XypHan npunoXKeHuii.

2. Ecriv Bbl XOTUTE OBHOBUTH TabnKLY XYPHANOB MPUIOXEHNI, HaXMUTE Ha KHOMKY OBHOBUTL Tabnvuy B BEPXHEN
YacTU CTPaHNLbI.

3. Ha oTkpbiBLUEliCS CTpaHuLe HaxxmnTe CkadaTb B cTonbLe XXypHan HanpoTyB Hy>KHOrO NpunoxeHus. s
LOCTYMHbIX 4151 CKaUMBaHNS XXYPHANOB YKkasaH 1x pa3mep.

4. B OTKpbIBLLEMCS OKHE COXpPaHeHWs XYypHasa Ha ToKaribHOM KOMIMbOTEpE YKaXuTe My Tb, NPy HEO6XOANUMOCTH
yKaxkxute nvs daina n coxpanute gaiin.

KypHan npunoxennii log_files_<app_id>tar.gz 6yneT coxpaHeH Ha TokanbHOM KOMMbIOTEPE B Narky Ans
cKauMBaHWs Mo ymonyaHuio (Hanpumep, B narky 3arpy3ok 6paysepa).

[Noka ckauvBaHme XypHana NPUNOXeHUs He 3aBePLUNIIOCh, Bbl HE MOXEeTEe CkayaTb XYyPHarn APYroro NPUnoXeHus
(kHonka CkauaTb ByaeT HegocTynHa). Ecnn ang npunoxeHns elle HeT 3anmcaHHbIX COBbITUIA, XXypHan OyneT
HedOCTYyNeH AN1sl ckauvBaHus, 1 B cTonbue XypHan 6yneT ykasaH COOTBETCTBYIOLLMIA CTaTYyC.

CamoTecTumpoBaHme 1 KOHTPOsb LenocTHocTn Kaspersky loT Secure
Gateway 1000

OT0T dyHKLMOHAN OCTYMEH TOMBKO aAMUHNCTRATORY.

CamoTecTumpoBaHme
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CamoTecTupoBarue Kaspersky loT Secure Gateway 1000 — npouecc, BbINOIHSAOLLNA MOHUTOPUHN
paboTocnocobHocTn dyHKUMA 6esonacHocTu KasperskyOS, a Takxke HanoXeHHbIX CPeACTB 3almThI.

Cuctema caMoTeCTMPOBaHMS 3anpaLlviBaeT AVarHOCTYKY Clemyowmx GyHKUNI:
* ayouT;
® WHCTPYMEHT naeHTUbVKaLmMmM 1 ay TeHTUGUKaLmm nosb3osaTeneil;
® VHCTPYMEHT BIOKUPOBKM CETEBOIO TPaduKa;
e npunoxeHne Kaspersky loT Secure Gateway Network Protector.
YT06bI 38r1yCTUTE CAMOTECTUPOBAHUE, BbINOHUTE CIEAYIOLLNE AEVICTBUS:
1. B MeHIo B neBoii YacTu akpaHa BoibepuTe pasnen CamoguarHocTuka.
2. B 6noke CamoTecTMpoBaHUE HaXXMUTE Ha KHOMKY 3anycTuTb TECTUPOBaHUE.

PesynbTaThl camoTecTMpOoBaHNs KaXaon 13 dyHKLMA oTobpaxatoTcs B Tabnmue CamoTecTupoBaHume, a 0oLt
cTaTyc TECTUPOBaHUS OTOBPAaxaeTCs PAOOM C KHOMKOW 3anycTuTb TecTUpoBaHue. [1py BOSHVKHOBEHN OLLIMGOK
B npoLiecce camoTtecTupoBaHug Kaspersky lolT Secure Gateway 1000 nepexoouT B pexXvM aBapuiiHoi
0oAneRXKKN.

CobbiTng 3anycka n peaynbtaTbl CaMOTECTPOBaHUA 3arinCbiBatOTCA B XYypHan ayouta CUCTEMbI.

KOHTpOJ'Ib LEeNoOCTHOCTU

KoHTponb LenocTHOCTM NPOBOANT NPOBEPKY PaiinoB CUCTEMHbIX 1 MOMb30BATENLCKMX MPUNOXEHWIA, @ TakXKe 1X
LaHHbIX Ha OCHOBE MPOBEPKY 3NEKTPOHHOI NOANNCY (KOHTPOSBHOM CYyMMBbI).

B Kaspersky loT Secure Gateway 1000 peannsoBaHo [Ba Tuna NpoBepKM — aBToMaTYecKas 1 pyyHasi.

ABTOMaTUYeCKas NpoBepka BbinonHseTcs npu 3anycke Kaspersky loT Secure Gateway 1000 1 nposepseT
KOHTPOJIbHbIE CYMMbI MOMb30BATENLCKMX MPUIOXEHWIA. [Tpr HapyLLeHWN LLeNOCTHOCTY NOMb30BaTENbCKNX
npunoxeHuin, Kaspersky loT Secure Gateway 1000 3anucbiBaeT B XXypHan ayanta MHbopMaumio 0 HapyLLeHNM
LLleNOCTHOCTM 1 aBTOMAaTUYECKMN NEPEXOaNT B REXVIM aBapUAHOM NOALERXKN.

PyuHyto npoBepky MOXeT 3arnyckaTb TOMbKO adMUHUCTPATOoP.

YT06bI 3aMyCTUTL MPOBEPKY KOHTPOJIS LU€IOCTHOCTY BRYYHYIO M TOCMOTPETL PE3Y/IbTaTbl, BbIMOTHUTE CIEAYIOLLNE
Levicteus:

1. B MeHto B neBoii yacTu akpaHa BbibepuTe pasnen CamopuarHocTuka.

2. B 6noke MNMpoBepka LLenoCTHOCTY HaXXMUTE Ha KHOMKY 3anyCcTUTb MPOBEPKY.

Mo pesynbTaTam NpoBepkn byoeT chopmmpoBaH daiin otueTta. CTaTyc, a Takxke AaTa 1 Bpems 3anycka
nocnegHel py4YHoli NpoBepKM LIeNOCTHOCTM OToBpaxatoTcs psfioM ¢ KHorkoli CkayaTb oT4erT.

3. HaxkmunTe Ha kHorky CkavaTb OTUeT, UTOObl COXpaHnTb Galin oTyeTa ¢ pesynbTaTamMu PyYHOM MPOBepPKX
uenoctHocTn B popmaTte TXT Ha nokanbHbIi KOMMbOTER.
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B cnyyae HapyLLeHWs LenoCTHOCTY NpW PYYHO NPOBEPKE aBTOMaTUYECKUIA Nepexon B PEXIMM aBapUIAHOM
NOAOEPKKN HE MPELYCMOTPEH, TPebyeTCs paCCMOTPETb OTUET U MPUHATD PELLEHVE O AanbHENLLNX
OENCTBUSX.

®daiin oTyeTa C pesynbTaTaMu PyUYHON MPOBEPKY LIENIOCTHOCTI COCTOUT 3 3aronoBka, Tena otyeTa 1 anunora. B
3aronoBke v anunore gaina oT4yeTa COAEPXNTCS cnepytoLLas MHGopmMaLs:

* nOoeHTUPLKaTOP XOCTa;

® [iaTa 1 BpeMs COCTaBMIEHNS OTUETE;

* Ms GYHKLMN ONg MOACYEeTa KOHTPOBbHOM CyMMbl dalina oTyeTa;
® KOHTpOnbHas cymma daiina oTyeTs;

® pasgennTtenm Mmexny 3arosioBkoM, TenioM oTyeTa 1 anniorom.

Teno oTyeTa COCTOUT U3 CTPOK CO CTaTyCOM NMPOBEPKM A1 Kaxaoro daiina, yuacTsytoLLero B npouenype
KOHTPONS LenocTHocTu. CTpoka COCTOUT 3 CReLyoLX Nomneit, pasaeneHHsIX CUMBOOM |:

° NyTb 1 1MS NpoBepsiemMoro darina;

* [aTa n BpeMs NMpoBepKU;

* Ms GYHKLMN ONs MOACYEeTa KOHTPOJbHOM CYMMBbI;
® 3TasfloHHas KOHTPOsbHas cymma daiina;

® BblUMCNEHHas KOHTPOMbHas cymma daiina;

® cTaTyc npoBepkun. BoamoxHble cTaTycbl:

e File integrity verified successfully — aTanoHHas 1 BblMNCNIEHHAs KOHTPOIbHBIE CYMMbI cOBMagatoT. Jltoboi
cTaTyC, KPOME 3TOro, MOXET YKasblBaTb Ha MOTEHLMANbHOE HapyLUeHVe LEeNOCTHOCTN U aaMUHNCTPAaToPY
PEKOMEHYETCS MPOBECTN aHaNN3 UHLMAEHTA.

* File content changed against reference! — BbluMCneHHas KOHTPOSbHAs CyMMa OTNINYAETCS OT 3TaIOHHO.

e File isn’t present in integrity database!— obHapy>eH daiin, He HaxoadLMIACS Nof KOHTPONEM LenocTHocTu. B
3TOM Cryyae rose ¢ 3TanoHHO KOHTPOSbHOW CyMMOiA ByAeT 3anofHEHO HONMSMU.

e The file under integrity control was deleted or moved!— daiin, HaxoogLWmMACa Nog KOHTPONEM LENOCTHOCTU
nepemMeLLeH 1 yoaneH. B aTom cnyyae none ¢ BbIMUCIEHHON KOHTPOMbHOM CyMMOiA 6yaeT 3anofHeHo
HONAMU.

* Package integrity violation! — ¢aiin, conepXalunii 3TanoHHble KOHTPOJbHbIE CyMMbl PaiinoB, MOBPEXAEH LN
OTCYTCTBYET.

Cnepytowye ncnonHsemole daiinbl n GUBAMoTeKM AOMKHBI YCMELHO NPOXOAWTL NPOBEPKY KOHTPONS LENOCTHOCTY:
® cucTeMHble BubnnoTteku B nanke /lib;
e ¢dalin obpasa cuctembl /loader_active/image.fit;

* daiinbl nokansHoro Beb-nHTepdelica:
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e daiinbl B nanke html/assets;
e calinbl B nanke html/css;

e dalinbl B nanke html/js;

dannel authorization.html, index.html, troubleshooting.html.
* LndpoBble CepPTUPUKATLI CUCTEMBI:

e daiin 3520plder (ans penmsHon Bepcun CUCTEMBI);

e daiin 3020d1.der (ons Bepcumn cucTemMsl Af1sl pa3paboTumkoB).
* daiinbl Ans paboTbl C NPUNOXKEHNUSIMU:

* daiin koHTeliHepa /packages/helpers/container;

e dalinbl Banmpaumm npunoxeHuii B narke /packages/schema.

[ns aTnx parinos n 6nbnmnoTek B oTHeTE fOMKEH bbiTh ykasaH cTaTtyc File integrity verified successfully, koTopeiii
O3HAYaET, YTO UX KO HE UBMEHWICS, N X KOHTPOSbHAs CyMMa COBMagaeT C 3TanoHHON.

[ns ocTanbHbIx Gpalinos BaM HYXXHO CaMOCTOSTENbHO NMPOaHann3npoBaThb 4OMYCTUMOCTb U3MEHEHMIA.

[na daina /uboot/EFI/BOOT/BOOTX64.EFl Bam HEOBXOAMMO CAaMOCTOATENbHO CBEPUTL 3HAYEHME
KOHTPOJIbHOV CYMMbI 13 OTYETa C MPaBUSIbHLIM 3HAUYEHVEM

deebb53d7604c9a737c55c112a70efed/7dd8c338c35dd9ad97fd28a5fb6663289. STanoHHYO KOHTPOSBHYIO
CYMMY 1 CTaTyC MPOBEPKM B OTHETE AJ19 3Toro dalina Bbl MOXETE UTHOPUPOBATb.

PesepBupoBaHme 1 BOCCTaHOBNEHNE N3 PE3EPBHON KOMUM

B Kaspersky loT Secure Gateway 1000 peannzoBaHa GyHKLINS PE3EPBHOIO KOMMPOBAaHNS 1 BOCCTaHOBEHNS,
npenHasHayYeHHas Lns BOCCTAHOBMNEHNS paboTOCNOCOBHOrO COCTOSIHNS CUCTEMBI B Criydae cH0eB.
PesepBripoBaHie 1 BOCCTAHOBNEHWE U3 PE3EPBHO KOMUM AOCTYMHbI aAMUHUCTPATOPY.

KoppekTHoe pesepBurpoBaHe 11 BOCCTAHOBNEHWE U3 pe3epBHOi konun napameTpos MQT T-6pokepa, Beb6-
cepBepa, a TakXKe OOMONMHUTENbHBIX MPUIIOXEHWI, ycTaHoBNEHHbIX Ha Kaspersky loT Secure Gateway 1000, He
rapaHTupyeTcs.

OTOT dyHKLUMOHAN 4OCTYNEH TOMbKO aAMUHUCTRATORY.

PesepBupoBaHne koHdurypaLmm

Lns nosnyyeHus pe3epBHOV KOrviv KOHGUrypaLmm:

1. Ecnn ¢ momeHTa BKIIoUeHWs YCTPOMCTBA Bbl YCTAHOBWUAW UV BbIMOMHWAN NEPBOHAaYasnbHYO HaCTPOMKY OAHOro
WM HECKOSbKNX MPUOXEHWI, NepesarpyauTe YyCTROUCTBO.
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2. B meHio B neBoi YacTu akpaHa BblibepuTe paspen MNapameTpbl — PesepBHoOe KonNupoBaHne N BOCCTaHOBIEHNE.
3. B 6rioke Co3paHue pesepBHOI konun HaxxmmTe Ha kHorky CoapaTb dariin.

4. [JoxanTecb OKOHYaHUS NpoLiedypbl CO30aHVs Pe3ePBHOM KON KOHPUIypaLmm.

5. HaxkmuTe Ha kHorky CoxpaHuTb darin.

6. B oTKpbiBLIEMCS OKHE BbibepuTe nanky A4S XpaHeHVst pe3epPBHOI KON 1 coxpaHuTe daiin.
BoccTaHoBneHme kKoHpurypaumm

BoccTaHoBneHne koHUrypaLmm BO3MOXHO TOMbKO B criyyae, ecnv Bepcus Kaspersky loT Secure Gateway
1000, Ha KOTOPOW BEINOMHANOCH CO3aaHNE PE3ePBHO Konum, COOTBETCTBYET Bepcumn Kaspersky loT Secure
Gateway 1000, Ha KOTOPOW BbINOMHAETCS BOCCTAHOBIEHME.

Lns BoccTaHoBREHNS KOHGUrypaLmm yCTPORCTBa U3 pe3epBHOV KON
1. B meHto B neBoli YacTu akpaHa BbibepuTe paspen MapameTpbl — PesepBHoe konupoBaHve 1 BOCCTaHOBMEHME.
2. B 6noke BoccTaHoBneHne cuctembl HaxmmnTe Ha KHorky Beibpatb ¢aiin.
3. B oTKpbiBLLUEMCS OKHe BbibepuTe dpaiin pesepBHON KOnuu.
4. NoxanTech OKOHYaHWS onepaLn BOCCTaHOBMEHMS.

B cnyyae ycneluHoro BoccTaHOBNEHNS KOHOUIYpaLmn YCTPONCTBO ByOeT nepesarpyXeHo.

O6HoeneHne Kaspersky lol Secure Gateway 1000

Bbl MOXeTe BbINONHUTbL NonHoe obHosneHne Kaspersky lol Secure Gateway 1000 Ha ycTpolicTBe Yepes Beb-
nHTepdelic.

DyHKLIMOHaNBHOCTb OBHOBNEHUI (BKOYas OBHOBMNEHNS @aHTUBMPYCHBIX CUrHATYP Y OBHOBNEHNS KOOOBOW
6a3bl) 6yneT HepocTynHa B [10 Ha Tepputopun CLUA ¢ 1200 AM no BocTouHoMy neTHemMy Bpemeru (EDT) 10
ceHTa6ps 2024 roga B COOTBETCTBUM C OFPaHNYNTENbHBIMU MEepamMu.

OBHOoBMEHME CUCTEMBI BO3MOXHO, TONbKO ecnn cuctema Kaspersky loT Secure Gateway 1000 noakntoveHa k
Kaspersky Security Center. lNonHoe o6HoBneHve Kaspersky loT Secure Gateway 1000 ¢ cepeepoB
obHoBneHwin "TlabopaTopun Kacnepckoro” 4OCTynHO Tonbko ans Bepcuii 3.0 1 BbiLLe.

Ecnu Bbl ckaurBaeTe obHoBNeHUs Yepes Kaspersky Update Utility, Heobxonmmo B Kaspersky Security Center B
3apade 3arpyska obHoBReHwii B xpaHuiie CepBepa aaMyHVCTPYPOBaHYS BbibpaTb NnapamMeTp 3arpyxaTb
OGHOBNEHNS, NCMOMb3Ys CTapylo CXEMY.

OT0T dyHKLMOHAN OCTYMEH TOMBKO aAMUHNCTRATORY.
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Mocne obHoeneHus Kaspersky loT Secure Gateway 1000 ycTpoiicTBO ByaeT nepesarpy>keHo.
Y1060 BbINOIHUTL MOHOE obHoBReHWe Kaspersky loT Secure Gateway 1000:
1. B MeHIo B NeBOii YacTu CTpaHuLpbl BeG-nHTepdelica BoibepuTe pasaen MNapameTtpbl — O6HOBNEHME.

2. HaxxmuTe Ha KHormky 3anycTuTb o6HOBNEHMe.

HauHeTcs npoBepka Hanuums LocTyrnHbIx obHoBneHu ang Kaspersky loT Secure Gateway 1000. Ecnn
OBHOBMEHME HalOEeHO, OHO ByLeT 3arpy>eHo, 1 ByLeT BbinofHeHO nonHoe obHonerve Kaspersky loT Secure
Gateway 1000 Ha ycTpoiicTse. B npoLiecce 06HOBMEHNS YCTPONCTBO ByAeT nepesarpysKeHo.

VHdopmMaumsa 06 ycrelwHol npoBepke 1 3arpy3ke 06HOBIEHWI, a Takxke o npouecce obHoBneHus Kaspersky lolT
Secure Gateway 1000 3anuncbiBaeTCS B XXYpHanN ayaMra CUCTEMbI.

Mocne obHoeneHust Kaspersky loT Secure Gateway 1000 ycTaHOBNEHHbIE MPUNOXEHNS MOTYT HE 3amyckaTbCsl, Tak
Kak 1x Bepcumn yctapenu. B aTom cnyyae Bam HyXXHO yOaamMTb 3TV MRUIOXKEHWS N 3aHOBO YCTaHOBUTb UX HOBbIE
Bepcuu. Takxxe nocne obHosneHuns Kaspersky loT Secure Gateway 1000 npaBuna 3anycka npunoXxeHuin oyoyt
CHPOLLEHDI, 1 BaM HY>XHO HACTROWTb 1X 3aHOBO.

[Nlepeszarpyska Kaspersky loT Secure Gateway 1000

OT0T dyHKLMOHAN OCTYMEH TOMBKO aAMUHNCTRATORY.

Yrobbl nepesarpysuts Kaspersky loT Secure Gateway 1000:
1. B MeHto B neBOii YacTu CTpaHuLbl BeG-nHTepdelica BoibepuTe pasaen MNapameTtpbl — KomaHap..
2. HaxkmuTe Ha kHonky NepesarpysnTb yCTPONCTBO 1 NOATBEPANTE CBOU AEACTBUS.

YeTtpoiicTto ¢ Kaspersky loT Secure Gateway 1000 6yneT nepesarpyxeHo. CoeanHerne Kaspersky Security
Center n Kaspersky loT Secure Gateway 1000 Bo Bpems nepesarpysku 6yoeT HeLOCTYMHO.
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YnpaBneHnune cuctemoin yepes Kaspersky Security Center 14.2 Web Console

Kaspersky Security Center 14.2 Web Console (nanee takxxe Web Console) npenctaensieT coboii Beb-npunoxeHune,
npenHasHayeHHoe AN LLEHTPannM30BaHHOMO PEeLLEHNS OCHOBHbIX 3af4a4y Mo YNPaBneHno 1 06CTyXBaHNKO CUCTEMBbI
3awmTbl ceTn opraHunsaumn. Web Console sensetcs komnoHeHTom Kaspersky Security Center 14.2,
NpeaoCTaBnSoWLMM NoMb3oBaTeNbCkuii MHTepdelic. MoapobHyto nHPopmaumio o Kaspersky Security Center 14.2
Web Console cm. B oHnaliH-cnpaske Kaspersky Security Center 14.2.

Kaspersky Security Center 14.2 n Kaspersky Security Center 14.2 Web Console He nocTaBnstoTcs B koMnnaekTe
noctasku Kaspersky loT Secure Gateway 1000, nx TpebyeTcs yCTaHOBUTb OTAEMBHO.

C nomoLbto Kaspersky Security Center 14.2 Web Console Bbl MOXeTe BbINONHATL Cnefyowme AencTBUS:
® KOHTPONMPOBAaTb COCTOSIHME CUCTEMbI 6€30MacHOCTI BaLLE OpraHnN3aLmi;
® yMNpaBnAsTb YCTAHOBAEHHBIMU MPUINIOXEHNSMU;

® npocmMaTpuBaTb OTYETbl O COCTOAHUN CUCTEMDbI 6e30MacHOCTM.

B Web Console npu npocmoTpe nHbopmaumm ob yctpolictse ¢ Kaspersky loT Secure Gateway 1000 Ha
Bknagke O6wme B pasgenax meHio O6wume, CeTb, Cuctema, 3awmta, CtaTyc ycTpolicTBa onpegeneH
nporpamMmoil MOXeT He oTobpaxaTbcs nHdopmaums o Kaspersky loT Secure Gateway 1000.

MNepwrop, cuHxpoHusaumm Kaspersky loT Secure Gateway 1000 ¢ Kaspersky Security Center coctaengeT 30 cekyHa.
Yepes atoT nepuog B Kaspersky Security Center 14.2 Web Console noctynaeT nHdopmanms o
3aperucTpupoBaHHbix B Kaspersky loT Secure Gateway 1000 cobbiTuisIX, @ TakKe CUHXPOHU3UPYETCS MHPOpMaLLs
06 ycTaHoBneHHbIX B HTepdeiice Kaspersky loT Secure Gateway 1000 n ¢ nomotubio Web Console napameTpax.

Mpw HecTabunbHoMm coeumHeHun mexay Kaspersky loT Secure Gateway 1000 n Kaspersky Security Center,
ecnu Bbl M3MeHU1 napameTpbl ¢ nomolbto Web Console, nocne BoccTaHOBNEHNS COEANHEHNS MPVIOPUTET
oThaeTCcs napamMeTpam, ycTaHoBneHHbIM paHee B Kaspersky loT Secure Gateway 1000. Bam Hy>HO 3aHOBO
N3MeHUTb Heobxoanmble napameTpbl Yepes Web Console.

O Beb-nnarvHe ynpasnerus Kaspersky lol Secure Gateway 1000

Beb-nnaruH ynpasneHus Kaspersky loT Secure Gateway 1000 (nanee Takxe Beb-nnarvH) obecnednsaet
B3aumogelicTeue Kaspersky loT Secure Gateway 1000 v Kaspersky Security Center 14.2 Web Console.

Beb-nnarvH nossonseT LeHTpanu3oBaHHo Yepes Kaspersky Security Center 14.2 Web Console BbinonHaTb
cnegytoLe gencTBums:

e HacTpausatb napamvetpbl Kaspersky loT Secure Gateway 1000.

e [Monyuatb cobbitua ns Kaspersky loT Secure Gateway 1000.

* YNpaBngrb CETEBLIM 9KRAHOM.

* YnpaBngatb napameTpamu npunoxexus Kaspersky lol Secure Gateway Network Protector n cnvckamum
3anpeLLeHHbIX 1 paspeLueHHbix IP-anpecos.
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* YnpaBngaTtb 6e3onacHocThio Kaspersky ol Secure Gateway 1000.

e O6HoBNATL 1 Nepesarpykath Kaspersky loT Secure Gateway 1000.

* YNpaBngaTb NRUIOKEHUAMU 1 NX KOHDUrYypaLMEN.

YcTaHoBka Beb-nnarmHa ynpasneHus Kaspersky loT Secure Gateway 1000

Beb-nnaruH ynpasneHus Kaspersky lol Secure Gateway 1000 no ymonuaHuto He ycTtaHoBneH B Kaspersky Security
Center 14.2 Web Console. Be6-nnaruH ynpasneHus Kaspersky loT Secure Gateway 1000 BxoguT B KOMNIEKT
nocTasku Kaspersky loT Secure Gateway 1000. Be6-nnarvH TpebyeTcs yCTaHOBUTb Ha KOMMbIOTEP C
ycTaHoBneHHbIM npunoxeHnem Kaspersky Security Center 14.2 Web Console. [Mpu aTom yHKUMN BeG-nnariHa
LOCTYMHbI BCEM afMUHCTpaTopamMm, Y KoTopbix ecTb gocTyn k Kaspersky Security Center 14.2 Web Console B
Gpaysepe. Bbl MOXeTe NpocMOoTpeTb CNNCOK YCTaHOBNEHHbIX Beb-nnarnHoB B MHTepdelice Kaspersky Security
Center 14.2 Web Console (MapameTpbl koHconn — Beb-nnaruHbi).

Ha CepBepe anMnHUCTprpoBaHmns, Ha koTopom ycTaHoneH Kaspersky Security Center, nomnxeH 6biTb
nocTtyneH nopt 13294. MopT 13294 TpebyeTcs Ans NOAKMOYEHNS YCTPOUCTB C 3alwmTon Ha yposHe UEFI.
MonpobHee 06 yrnpasneHnn yCcTpolcTB ¢ 3almToi Ha yposHe UEFI cm. B paspnene YeTporicTsa ¢ 3alunTori Ha
yposHe UEFIB oHnaiiH-cripaske Kaspersky Security Center 14.2. [TogpobHee o nopTax Ans NoaKIoUYeHNs K
Kaspersky Security Center cm. B pasnene [lopTsil, ncrionssyemsie Kaspersky Security Center B oHnanH-
cnpaske Kaspersky Security Center 14.2.

Kaspersky Security Center 14.2 n Kaspersky Security Center 14.2 Web Console He nocTaBnstoTcs B koMOnaekTe
nocTtasku Kaspersky loT Secure Gateway 1000, nx TpebyeTcs yCTaHOBUTbL OTAENBHO.

Y10bb! ycTaHoBUTL BEG-rnarvH yrpasneHus Kaspersky lol Secure Gateway 1000 B Kaspersky Security Center 14.2
Web Console:

1. B meHto Kaspersky Security Center 14.2 Web Console BbiGepurTe MNapameTpbl koHconn — Be6-nnaruHbi.

OTobpasnTcs CNMCoK AOCTYMHbIX MnarnHoB ynpaeneHus Kaspersky Security Center 14.2 Web Console.
2. HaxxmuTe Ha kHonky [Jo6aBuTb ns daiina.
3. B oTkpbiBLLUEliCS cripaBa naHenn nobasbTe cnepytoLme daisbi:

e ZIP-apxuB c gucTpunbyTrBOM BEG-MnarnHa, nonyyYeHHbIn B komrnekTe nocTasku Kaspersky loT Secure
Gateway 1000, HaxkaB Ha kHorKy 3arpy3uTb daiin popmata ZIP;

e dalin nognmcuy, nonyyeHHbIn B komnnekTe noctasku Kaspersky loT Secure Gateway 1000, HaxaB Ha KHOMKY
3arpyauTb nognuce.

4. HaxxmuTte Ha kHorky [,o6aBunTb.
5. Mocne 3aBepLUeHNs yCTaHOBKM BeG-MnarnHa Haxmute Ha kHornky OK.

Be6-nnarvH ynpaenexus Kaspersky loT Secure Gateway 1000 6yneT 3arpy>keH B KOHOUrypaLmm Mo YMOMYaHIO 1
nosIBUTCS B Cricke nnarnHos ynpasnerus Kaspersky Security Center 14.2 Web Console.
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O6HoBneHne Beb-nnarvHa ynpaeneHus Kaspersky lol Secure Gateway 1000

Bbl MoxeTe 06HOBUTL Be6-nnarvH ynpaeneHus Kaspersky loT Secure Gateway 1000 B Kaspersky Security Center
14.2 Web Console.

Y1661 06HOBUTE BE6-rINarvH yrpasneHus Kaspersky loT Secure Gateway 1000 B Kaspersky Security Center 14.2
Web Console:

1. B meHto Kaspersky Security Center 14.2 Web Console BribepuTe NapameTpbl KoHconu — Be6-nnaruHbi.

OTobpasnTcsa cnnMcok 4OCTYMNHbIX NnarnHoB ynpasneHus Kaspersky Security Center 14.2 Web Console.

2. B cnincke nnarvHoB ynpaeneHns ycTtaHoBuTe $riaXxok okono Beb-nnaruHa ynpaeneHns Kaspersky lolT Secure
Gateway 1000.

3. HaxkmunTe Ha kHorky OBHoBUTbL U3 dalina.
4. B oTkpbiBLWeiics cnpaBa naHenn fobasbTe cremytoLve dainbi:

* ZIP-apxuB c oucTpunbyTrBOM BEG-MNnarnHa, nonyyYeHHbIn B komrnekTe noctasku Kaspersky loT Secure
Gateway 1000, HaxaB Ha kHorky 3arpy3uTb daiin popmata ZIP;

e daiin nognmcuy, nonyyeHHbIn B komnnekTe noctasku Kaspersky loT Secure Gateway 1000, HaxaB Ha KHOMKY
3arpy3uTb noanunce.

5. HaxxmunTte Ha kHonky O6HoBneHne.
6. [Mocne 3aBepLUeHVS OOHOBNEHMS HAaXMUTE Ha KHomky OK.

Be6-nnarvH ynpaeneHus Kaspersky lolT Secure Gateway 1000 6yneT o6HOBMEH, 1 B TabnuLe nnarMHoB

ynpasneHus Kaspersky Security Center 14.2 Web Console oTobpasnTtcs nHbopmaLs 0 ero BEpCum i BpEMeHN
obHoBNEHMS.

YnaneHue seb-nnarvHa ynpaenenus Kaspersky lolT Secure Gateway 1000

Bbl MoxeTe yoanuTe Beb-nnarvH ynpasneHus Kaspersky loT Secure Gateway 1000 B Kaspersky Security Center
14.2 Web Console. lNocne yaaneHus Beb-nnaruHa, ynpaeneHne Kaspersky loT Secure Gateway 1000 yepes
Kaspersky Security Center 14.2 Web Console 6yneT HegocTymnHo.

Y1066 ynamte Beb-nnarvH yrpasneHns Kaspersky loT Secure Gateway 1000 vz Kaspersky Security Center 14.2
Web Console:

1. B meHto Beb-nHTepdelica Kaspersky Security Center 14.2 Web Console BbibepuTte NapameTpbl kKoHconn —
Be6-nnarvHboi.

OTobBpasnTcsa cnnMcok 4OCTYMNHbIX NnarnHoB ynpasneHus Kaspersky Security Center 14.2 Web Console.

2. B cnincke nnarvHoB ynpaeneHns ycTaHoBuTe $riaXok okono Beb-nnarvHa ynpaeneHus Kaspersky lolT Secure
Gateway 1000.

3. HaxxmuTe Ha kHomnky YaanuTb.
4. B oTKpbIBLLEMCS OKHE MOATBEPXAEHWS YOaNeHs NiariHa, BbINOJHATE OAHO V3 CNIeAyoLLMX AeNCTBU:
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e Ecnu TpebyeTcs COXpaHUTb Pe3epBHYIO KOMMIO MarvHa, Haxkmnte Ha kHornky OK.

PesepBHas konug nnarvHa byneT cospaHa. Beb-nnarvH ynpaeneHns Kaspersky loT Secure Gateway 1000
OyneT ynaneH us Kaspersky Security Center 14.2 Web Console.

e Ecnn He TpebyeTcs coxpaHaTb pe3epBHYIO KOMUIO NiarnHa, HaXXMUTe Ha KHorky NponycTntb pesepeHoe
KOMMPOBaHWe JaHHbIX.

Beb-nnaruH ynpasnenus Kaspersky lol Secure Gateway 1000 6yneT ynaneH us Kaspersky Security Center
14.2 Web Console.

5. B nosiBrBLLEMCS OKHE C MHOPMaLmei 06 yoaneHnm nnarvHa HaxmmTe Ha kHonky OK.

Bxopn v Boixog n3 Kaspersky Security Center 14.2 Web Console

[ng Bxopa B Kaspersky Security Center 14.2 Web Console, TpebyeTcsa nonyuntb y aoMuHUCTpaTopa Beb-agpec
CepBepa apmuHncTpupoBaHus Kaspersky Security Center n Homep nopTa, ykasaHHble BO BpeMs yCTaHOBKM (Mo
ymonyaHuio ncnonbdyetcs nopt 8080). Takxke TpebyeTcs BktounTb JavaScript B 6paysepe.

Yrobel BoviTn B Kaspersky Security Center 14.2 Web Console:

1. B 6paysepe nepelignte no agpecy https://<agpec>:<nopt>.

TpeboBaHus Kk 6pay3sepy, KoTopbli ncronb3yeTcs ang paboTel ¢ Kaspersky Security Center 14.2 Web Console,
CM. B pasfene AnnapaTtHbie v rporpamvmMHbie TpeboBaHys B oHnaliH-cnpaske Kaspersky Security Center 14.2.

OTkpoeTcd cTpaHuLa BXxoaa.

2. BongunTe ¢ ncrnonbsoBaHeM MMEHV NoSb30BaTENS U naposig nokanbHOro agMnHmMcTpaTopa.

Ecnn Cepeep apmuHucTpuposaHus Kaspersky Security Center He oTBeuaeT 1 Bbl ykasans HEBEPHbIE YUYETHbIE
JaHHble, 0TobpasnTcs coobLieHne 06 owmnbke.

Mocne Bxona OTO6p83I/ITC9I VIH(I)OpMaLI,VIOHHaﬂ naHesb C nocnegHM NCnosib3yeMbIM A3bIKOM TEMOI.

Ecnu Bbl Bownm B Kaspersky Security Center 14.2 Web Console Bnepsbie, B HUXHER YacTu akpaHa oTobpasnTtcs
yuyebHuK. Bbl MOXeTe cnefloBaTb MHCTRYKUMAM yYeBHIKa U 3aKPbITh Ero.

Bxop B Kaspersky Security Center 14.2 Web Console BbinosniHeH 1 Bl MoxeTe paboTtaTth ¢ Kaspersky Security
Center 14.2 Web Console. JononHutensHas nHdpopmaLms o pabote Kaspersky Security Center 14.2 Web
Console nprBeneHa B oHnaiiH-crnpaske Kaspersky Security Center 14.2.

Yrobbi Boiitv 13 Kaspersky Security Center 14.2 Web Console:
1. B meHto Kaspersky Security Center 14.2 Web Console Haxxmu1Te Ha Ms nonb3osaTens.
2. B oTKpbIBLUEMCS MEHIO BbibepunTe NyHKT Bbixop,

Kaspersky Security Center 14.2 Web Console 3akpoeTcs 1 oTobpasuTcs cTpaHuLa BXxoaa.

Hob6asneHne ycTtporictea Kaspersky loT Secure Gateway 1000 B rpynny
ynpasngembix ycTpoicTs Kaspersky Security Center 14.2 Web Console

[na ynpaeneHus ycTpolicTBOM, Ha koTopom ycTaHoBneH Kaspersky loT Secure Gateway 1000, uepes Kaspersky
Security Center 14.2 Web Console, Hy>HO nepeHecT 3TO YCTPONCTBO B rpynny yrpaBnisieMblX YCTPONCTB.
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Y1066 106EBUTL YCTPOVICTBO B rpyrry yrpaBniseMbix yCTporicTs Kaspersky Security Center 14.2 Web Console:

1. B rnaBHom okHe Kaspersky Security Center 14.2 Web Console Bribepute O6Hapy>keHue yCTpOncTB 1
pasBepTbiBaHUE — HepacnpepeneHHble ycTpoiicTBa.

OTo6pasnTCcs CNNMCoK BCex 0BHapYKEHHbIX HepacmnpeaeneHHbIX YCTPOCTB.

2. YcTaHoBUTe GraXoK psaoM ¢ MMEHeM YCTPOCTBa, KOTOPOE Bbl XOTUTE J06aBUTb B rpynny ynpaBnsemMblx
YCTPOWCTB.

3. Haxkmute Ha kHorky MNMepemecTuTtb B rpynny.

Cnpaga nosiButcs naHens MNepemecTuTb B rpynny.
4. YcTaHoBuTe dnaXxok pshoM ¢ rpynnoli adMUHUCTPUPOBaHNS YnpaBngemble yCTPOMCTBa.
5. Haxkmute Ha kHorky MNMepemecTtuTb.

YcTpolicTBo ByAeT NepemMeLLeHo B rpynny ynpaBnsemMblx yCTPONCTB.

HacTpoiika napameTtpoB Kaspersky lol Secure Gateway 1000 uepes Web
Console

OTOT pasnen coaepxnT nHoopmaumio o HacTpolike napameTpos Kaspersky loT Secure Gateway 1000 uepes Web
Console.

HacTpoiika napametpo MQTT-6pokepa yepe3 Web Console

OTOT pasnen conepxunT nHdopmaLmio o HacTpolike napameTpo MQT T-6pokepa vepes Web Console. B
Kaspersky Security Center 14.2 Web Console Bbl MOXeTe cosnaBaTb HoBble npodunn MQTT-6pokepa, USMeHSTb
CyLLEeCTBYIOLLME NPOdUN 1 MEPEKTIIOUATLCS MEXAY MPObUAAMM.

Y1061 npocmoTpeTs Tabily npogunei MQT T-6pokepa yepes Web Console:
1. B rnaBHom okHe Web Console BbibepunTe YecTpolicTBa — YnpaBnsemble yCTpoicTBa.

2. Haxxmunte Ha nms ycTpoiictea ¢ Kaspersky lol Secure Gateway 1000. Ecnu nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensemsble YCTPOWCTBA.

3. B oTKpbIBLUEMCS OKHE CBOWCTB YCTPOWCTBa BbibepuTe Bkiaaky Mporpammsi.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHo, copepxallee HPopmaumio o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammb.

6. Boibepute pasnen MQTT-6pokep.

OTobpasuTca Tabnmua npodunen MQTT-6pokepa. B Tabnuue ans kaxgoro npodunsg MQTT-6pokepa
oTobpaxkaeTcs cnepyroLlast uHbopmMaums:
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e [locTyn — JOCTYnN Ha n3MeHeHne npobuns. 3Hauyok 3amka g, MHGOPMMPYIOLLMI O TOM, YTO MPOodUIb
LOCTYMEH TOMbKO ANS YTEHWS, OTOBpaXaeTcs TONbKO AN NpeayCTaHOBNEHHOrO NPObUns, KOTOPbIN
NOCTaBNAETCS BMECTE C YCTPONCTBOM.

e CraTyc — 3Haukom @ oTmeuyeH npoduns MQTT-6pokepa, KOTOpbIV UCMOMb3YETCH B TEKYLLIA MOMEHT.
e Nwvg — ums npoduns.

* VameHeH — fgaTa 1 Bpems NocneaHero n3mMeHeHns npoduns.

MQTT-6pokep nopaepxusaeT He 6onee 250 0oHOBPEMEHHbBIX COEOVHEHNIA.

Cospanne npodpuna MQT T-6pokepa uepes Web Console

Bbl MoxeTe cospaBaTb HoBble npodunn MQTT-6pokepa yepes Kaspersky Security Center 14.2 Web Console.
PasHble npodunn MQTT-6pokepa nossonstoT paboTaTh ¢ pasHbiMU cepaepamMu 1 LdpoBbIMU Niatdopmam,
KoTopble NpuHUMatoT cobbiTus oT Kaspersky loT Secure Gateway 1000 no npotokony MQTT.

Yrobbl coznatb HoBbivi Mpoduns MQOT T-6pokepa yepes Web Console:
1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsaemble yCTPOMCTBA.

2. Haxxmute Ha nms yeTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_YnpaBagembie YCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepuTe BkAaaky MNporpammel.

4. Haxxwmunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumo o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknagky MNapameTpbl nporpammbi.

6. BoibepuTte pasgen MQTT-6pokep.
OTobpasuntcsa Tabnmua npodunen MQTT-6pokepa.

7. Haxxmute Ha kHonky [,o6aBuTb B BepxHei yacTu Tabnnubl npoduneii MQT T-6pokepa.

OTkpoeTcs okHo NameHeHne npoduns.
8. B packpbiBatoemcs cnivicke CtaTyc BbibepuTe OLHO 13 CHEAYIOLLMX 3HAYEHWIA:
® AKTUBHBINA, eCNN Bbl XOTUTE CAENaTb HOBbIN NPodub akTUBHBIM. B 3TOM criyyae napameTpbl HaCTPOKY
npodung sarpyxatorcs B MQTT-6pokep v akTuBMpyeTCs AOCTYN K cepTudrkaTam ns npodbuns ong MQTT-

Bpokepa.

e HeaKTuBHbIN.

AKTVBHBIM MOXET BbITb TONBbKO 0AMH NPodub. Bbl MOXeTe caenaTb akTVMBHBIM TOMbKO Npoduib MQTT-
Bpokepa, B koTopom fobasneH daiin koHdurypamm.

9. B none Uma BBegnTe nms npoduns naTuHCKUMm 6yksamu.
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10. JobaBbTe KOHGUIYpaumOoHHbIV dalin nnn cepTndukaT K HoBOMY NMpPoduto, Haxkas Ha KHomky [Jo6aBuTb B
BepxHeli YacTu Tabnuusl Cnvcok ¢aiinos.

11. B oTkpebIBLWEiCS crpaBa naHenu 3arpy3ku dalinos BeIMONHUTE CNeayoLLe OeNCTBIS:
a. B packpebiBatoemcs cnivicke Tun Boibepute Tvn dalina, KOTopbili Bbl XOTUTE 0O6aBUTD:

* KoHourypaumoHHbili paiin. Conep>xmT OCHOBHbIe NapameTpbl ans padotel MQTT-6pokepa.
KoHdurypaumnoHHbiii daiin TpebyeTcs fobasmTb B npoduns MQT T-6pokepa, 4Tobbl 3TOT NPodurib MOXHO
6bino coenaTb akTVBHbIM. 115 Bbibopa focTynHbl daiinbl B popmate CONF.

e Ceptndukar. [1ns Boibopa gocTynHbl dpaiinbl B popmate CRT, CER, DER, PEM.

Mpodune MQTT-6pokepa TpebyeT Heckonbko cepTrdrKaToB Be30nacHOCT: cepTUdUKaT,
BblLaHHbIA YAOCTOBEPSIOLLM LIEHTPOM, KIIMEHTCKIWIA cepTudukaTt cepaepa 1 dalin 3aKkpbIToro Koya.
B saBucumocTu ot TpebosaHuii MQTT-cepBepa knmeHTckuii ceptudurkaTt cepsepa v daiin
3aKpPbITOro Kitoua AOSKHbI 6bITb MOANMCaHbI ECTBYIOLMM CepTUOMKATOM YOAOCTOBEPSIIOLLETO
ueHTpa. Ecnv Baw npodunb npegnonaraeT UCMOb30BaHNE 3aLUMLLLEHHOro coeamHeHns SSL/TLS,
MOBTOPUTE 3TOT LAr CTOMbKO Pas, CKOMbKO TpebyeTcs, UToObl 3arpy3nTb B CUCTEMY BCe
Heobxoaumble cepTudukaThl. bes cepTudrkaTtoB 6€30MacHOCTU He rapaHTupyeTCs paboTa
3aLUMLLLEHHOMO COEANHEHWS.

Mbl He pekomeHayeMm sarpy>aTb 6onee Tpex dalinos cepTudukaToB 6esonacHocT B MQTT-
npodunb. Mpun 3arpyske Gonee Tpex $aiinos ByayT NCMONb30BaTLCS NOCNEAHME 3arpyXeHHbIE
daiinbl cepTndUKaToB.

b. HaxxmuTe Ha kHomKy 3arpy3uTb dalin 11 B OTKPbIBLLUEMCS OKHE 3arpy3sku dalina BbibepuTe daitn.
®dalin 3arpy3nTcs B cucTtemy 1 otobpasuTcs B npodune MQTT-6pokepa.

c. HaxxmunTe Ha kHorky OK B HUYXHEN YacTu naHesnu.

MaHenb 3arpy3ku Galinos 3aKpoeTCs.

12. HaxxmuTe Ha kHorky OK B HUHel yacTu okHa MiameHeHne npoduns.

OxHo VameHeHue npodunna 3akpoeTcs.

13. HaxkmuTe Ha kHomnky CoxpaHWTb B H/XXHEN YacTy OKHa, YTOBbl cOXpaHnTb HOBbIN Npodunbs MQT T-6pokepa.

NameHeHne npodung MQTT-6pokepa vepes Web Console

Y1061 nsmeHnTs npoduns MQTT-6pokepa yepes Web Console:
1. B rnaBHom okHe Web Console BbibepuTe YeTpoiicTBa — YnpaBnsaemble yCTpoicTBa.

2. Haxxmunte Ha nms ycTpoiicTea ¢ Kaspersky lol Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpasnsemble YCTPOWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bknaaky MNporpammel.

4. Haxxvinte Kaspersky loT Secure Gateway.
OTKpoeTcs okHo, copepxallee HPopmaumio o Kaspersky loT Secure Gateway 1000.
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5. BoibepuTe Bknagky MNapameTpbl nporpammbi.

6. Boibepute pasnen MQTT-6pokep.
OTobpasutca Tabnmua npodunen MQTT-6pokepa.

7. B Tabnuue npodunein MQT T-6pokepa BbibepuTe Npodusib, KOTOPLIN Bbl XOTUTE U3MEHUTD, U HAXXMUTE Ha KHOTMKY
N3ameHnTb B BEpXHE YacTy Tabnmubi.

OTkpoeTcs okHo iameHeHune npoduns.

8. Ecnu TpebyeTcs nameHnTb ums npoduns, B none Mims sBeante nmMs npoduns naTuHCKMm 6yKBamu.

[na npoduns, noctaBnsgeMoro BMecTe ¢ yCTPOMCTBOM (MpeLyCTaHOBAEHHOro npodung), none Mms HegocTynHo
NS UBMEHEHUS.

9. Ecnn Bbl xoTuTE f06aBUTL KOHGUIYpaLUMOHHbIV daiin nnn ceptudurkaTt K npodunto, B BEpPXHel YacT Tabauub
Cnucok ¢aiinoB HaxxmnTe Ha KHorMKy [Jo6aBnTb.

CnpaBa oTkpoeTcs naHe b 3arpy3ku Gannos.
a. B packpebiBatoemcs cnivicke Tun BoibepuTe Tvn dalina, KOTopbili Bbl XOTUTE 0OOaBUTD:

* KoHourypaumoHHblii paiin. Conep>XmT OCHOBHbIE NapameTpbl ans pabotel MQTT-6pokepa.
KoHdurypaumnorHbiii daiin Tpebyetcs nobasnTs B npoduns MQT T-6pokepa, 4Tobbl 3TOT MPoduiib MOXHO
Bbino akTrBMpoBaTh. [ns Bbibopa focTynHbl daiinbl B popmate CONF.

e Ceptuduxkart. [Ins Boibopa focTynHbl daiinel B popmaTe CRT, CER, DER, PEM.

Mpoduns MQTT-6pokepa TpebyeT Heckonbko cepTudrKaToB He30MacHOCTU: cepTUdUKarT,
BblAaHHbIA YO,O0CTOBEPSIOLLMM LLIEHTPOM, KIMEHTCKUI cepTudurkaT cepaepa 1 dalin 3akpbITOro Koua.
B saBucumocTu ot TpebosaHunii MQTT-cepBepa knveHTckuii ceptudurkaTt cepaeepa v daiin
3aKpPbITOro Ktoya LOSKHbl BbiTh MOANMCaHbI AECTBYOLWUM CePTUOMKATOM YLOCTOBEPSIOLLETO
ueHTpa. Ecnm Baw npodurns npepnonaraeT NCMNonb30BaHNe 3alyLLEHHOrO coenHerns SSL/TLS,
MOBTOPUTE STOT LLAr CTOMBKO Pas, CKOJIbKO TpebyeTcs, YTOObI 3arpy3unTb B CUCTEMY BCE
HeobxoguMble cepTudukaThl. bes cepTudrkaTtoB 6€30MacHOCTU He rapaHTMpyeTcs paboTa
3aLUYMLLLEHHOIO COEANHEHMSI.

Mbl He pekomeHayem 3arpyxaTb 6onee Tpex dainos cepTudrkaToB GesonacHocT B MQTT-
npodunb. MNpun 3arpyske bonee Tpex daiinos ByayT NCMONb30BaTLCS NOCNEAHME 3arpyXeHHble
daiinbl cepTndrKaTOB.

b. HaxxmuTe Ha kHonky 3arpy3nTb ¢aiin 1 B OTKpbIBLLEMCS OKHe 3arpy3ku dpaiina B cuctemy Boibepute dalin.

®aiin 3arpy3nTCs B CUCTEMY Y NOSBATCS B Npodune.

c. HaxxmuTe Ha kHomky OK B HUXHEN YacTu naHenu.

MaHenb 3arpysku daiinos sakpoeTcs. Paiin 6yneT nobasneH B npoduns MQT T-6pokepa 1 oTobpasnTcs B
Tabnuue Cnncok ¢aiinos.

10. Ecnun Bbl xoTUTE YoanuTe obaBneHHbI paHee KoHbUMrypaLmnoHHbIi daiin unmn ceptudukat B npodune MQTT-
Bpokepa, BblbepuTe Paiin, KOTOPbIV HYXXHO YAANUTb U HAXXMUTE Ha KHOMKY YAanuTb B BEPXHEN YacTn Tabnmupl
Cnuncok ¢aiinos.

®aiin 6yneT ynaneH ns npoduna MQTT-6pokepa.
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Kaspersky loT Secure Gateway 1000 He nossongeT yoanutb daiinbl akTUBHOMO U MPeayCTaHOBIEHHOO
npodunein MQT T-6pokepa. Ecnn TpebyeTcs yoanutb daiinbl akTMBHOIO NPodus, CHavana
HY>KHO MEREKMOUNTLCY Ha ApYroi npoduns MOQTT-6pokepa.

11. Haxxmute Ha kHorky OK B HVxHel yacTu okHa smeHeHne npoduns.

OxHo NlameHeHre npodung 3akpoeTcs.

12. HaxkxmunTe Ha kHorky CoxpaHUTb B HUXKHEN Yac T OKHa, YTOObI COXPaHUTb N3MEHEHNIS.

[epekntoyerne Ha gpyroi npodunbs MQTT-6pokepa vepesd Web Console

Y106b1 nsmeHuTs npoduns MQTT-6pokepa yepes Web Console:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPOCTBa.

2. Haxkmute Ha umsa ycTpolictsa ¢ Kaspersky loT Secure Gateway 1000. Ecnu nms ycTpolicTBa OTCYyTCTBYET B
cnvcke, 0obaBbTe ero B rpynny_Ynpaengembie YyCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibeprTe Bkaaky MNporpammel.

4. Haxxwvinte Kaspersky loT Secure Gateway.

OTkpoeTcs okHo, copepxallee Hpopmaumio o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.

6. Beibepute pasnen MQTT-6pokep.
OTtobpasutca Tabnmua npodunen MQTT-6pokepa.

7. B Tabnuue npodunein MQT T-6pokepa BribepuTe Npodusib, KOTOPLIV Bbl XOTUTE U3MEHUTb, U HAXXMUTE Ha KHOMKY
M3ameHnTb B BepxHel YacTy Tabnmub.

OTkpoeTcs okHo iameHeHune npoduns.
8. B packpbiBatoLLemcs crnicke CtaTyc BoibeprTe AKTUBHBINA, CNV Bbl XOTUTE CAENaTb 3TOT NPOoduUb akTUBHbIM. B

3TOM Cllyyae napameTpbl HacTpoliku npoduns sarpyxatotcs B MQTT-6pokep 1 akTUBMPYETCS JOCTYM K
cepTudukaTam 13 npoduna oas bpokepa.

AKTUBHBIM MOXET BbITb TOMLKO OAVH NPOdUIIb.

9. HaxkmuTe Ha kHonky OK B HUXHel YacTn okHa 3mveHeHne npoduns.

OxHo NameHeHue npoduns sakpoeTcs.
10. HaxxmiTe Ha kHomnky CoxpaHWTb B H/XXHEN YaCTy OKHa, YTOBbl COXPaHNTb N3MEHEHNS.
B Tabnuue npoduneli B ctonbue CraTyc psnoMm ¢ BblbpaHHbIM Npoduiem nosiBUTCS 3Hauok @, npodbusb CTaHeT

aKTUBHbIM 1 ByLeT ncrnonbaosaTtbes Kaspersky loT Secure Gateway 1000 npu nonyyeHnn AaHHbIX Mo MPOTOKOY
MQTT.

YnaneHue npodunsa MQTT-6pokepa yepes Web Console
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Kaspersky loT Secure Gateway 1000 He no3BongeT yoanutb akTUBHbIV 1 MpenycTaHOBAEHHbIN npodunv MQTT-
Bpokepa. Ecnn TpebyeTcs yoanuTb Npodusb, KOTOPLIN Ceilvac SBNSeTCs akTUBHbBIM, CHavana Hy>KHO BblIopaTh
aKTVBHbIM ApYyro npoduns MQTT-6pokepa.

Y1obb! ynamnte npoguns MQT T-6pokepa yepes Web Console:
1. B rnaBHom okHe Web Console BribepuTe YeTpoiicTBa — YnpaBnsaemble yCTpoOCTBa.

2. Haxxmute Ha nms ycTpoiictsa ¢ Kaspersky lol Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensembie YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bknaaky MNporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNMapameTpbl nporpammel.
6. Boibepute pasnen MQTT-6pokep.

7. B Tabnuue npodunein MQT T-6pokepa BbibepuTe Npodusib, KOTOPLIN Bbl XOTUTE YOAIUTb 1 HAXMUTE Ha KHOMKY
YpanuTb B BepxHel yacTu Tabnuupl.

8. HaxxmuTe Ha KHOMKY COXpaHI/ITb B HU>XKHEI YacTu OKHa, YTObbI COXpPaHNTb N3MEHEHNS.

Bbi6paHHbIin npodune MQTT-6pokepa ByneT yaaneH.

HacTpoiika napameTpoB BHeLHeEN 1 BHYTpeHHel ceTen yepe3d Web Console

Kaspersky loT Secure Gateway 1000 nocTaBngeTcs co cTaTuyecku HacTpoeHHbIM IP-agpecom. [Ing paboTol
CUCTeMbl B kayecTBe Be30MacHoro wno3a VIHTepHeTa BeLLeli, TpebyeTcs BhiMOMHUTL HACTPOVKY NapamMeTpoB
BHELLHEe 1 BHyTpeHHeit ceTeli. TakxKe Bbl MOXeTe HaCTROUTb MapameTRbl CeTu C MOMOLLbIO BeB-nHTepdelica
Kaspersky loT Secure Gateway 1000.

Y106bI HacTpouTs napameTpsl ceTv yepes Web Console:
1. B rnaBHom okHe Web Console BribepuTe YecTpoiicTBa — YnpaBngemble yCTPOMCTBA.

2. Haxkmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa oTCyTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTRPOUCTBa.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepuTe Bknaaky Nporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepxalliee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
6. Boibepute pasnen CeTb — BHYTpeHHsIa ceTb 11 HACTpOliTe criefytowme napameTpbi:
a. B none IP-apgpec BeenuTe IP-agpec yctpolictea Kaspersky loT Secure Gateway 1000 Bo BHYTpeHHel ceTu.

b. B none Macka nogceTtun BBeanTe Macky nogceTu.
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c. Ecnm TpebyeTcs, utobbl Kaspersky loT Secure Gateway 1000 BbicTynan B kauecTBe DHCP-cepBepa,
ycTaHoBUTe nepeksiovaTtens Vicnonbaosate DHCP-cepBep B MONOXEHVE BKIIOUYEHO 1 YKaXMTe CrefyioLme
napameTpbi:

* B none Hauano pnanasoHa IP-appecos BeeaunTe IP-agpec Hayana ananasoHa.

* B none KoHeu auanasoHa IP-appecoB BeeauTe IP-agpec okoHYaHWs ananasoHa.

* B none Appec ocHoBHoro DNS-cepBepa BeenuTe IP-appec ocHoBHoro DNS-cepsepa.

* B none Apgpec pononHutensHoro DNS-cepsepa seeauTte IP-agpec nononHutensHoro DNS-cepsepa.
B none MAC-apgpec otobpaxaetca MAC-agpec ycTpolicTBa BO BHYTPEHHEN CEeTu.

7. BH/MaTenbHO npoBepbTe NPaBUIbHOCTb YKasaHHbIX MapamMeTpPoB nepes COXpaHeHeM N3MEHEHNIA.

MNocne npyMeHeHVs HeBepHbIX NapameTpoB HTepdeiic Kaspersky loT Secure Gateway 1000 moxeT cTatb
HepoCTyMHbLIM. B aTom cnyyae Bam noTpebyeTca c6pocuTb YCTPOMCTBO OO 3aBOACKMX NMapamMeTpOoB.

8. HaxxmuTe Ha KHOMKY COXpaHI/ITb B HVXKHEl YacTn OkHa, YTobbI COXpPaHNTb N3MEHEHNS.

9. BoibepuTe pasnen CeTb — BHelwHsa ceTb 11 B 6r1oke MNapameTpbl BHELLUHEel ceTn HacTpolTe cnepyoLlme
napameTpbi:

* Ecnmn Bbl XOTWTe HaCTPOUTL NapamMeTPbl BHELLHEN ceTn aBToMaTnyecku no npotokony DHCP, yctaHosuTe
nepeknoyatens ABTomatunveckoe nony4eHue (no DHCP) B nonoxeHve BktoueHo.

Ecnn npu BktoueHn aBToMaTUYeCcKoro nosyyeHns napameTpos BHelwHel ceTn DHCP-cepBep Bbigan
Kaspersky loT Secure Gateway 1000 Hynegble anpeca DNS-cepBepoB, To Mo yMonyaHuio A
npeobpasoBaHs LOMEHHOro nMeH B IP-agpec 6yneT ncnonb3osaTbed IP-appec — 208.67.222.222
(cepep OpenDNS).

e Ecnu Bbl XOTUTE HACTPOUTL NapamMeTpPbl BHELLHEN CETU BPYYHYIO, YCTaHOBUTE NepektoyaTenb
AsTomaTunueckoe nonyueHue (no DHCP) B nonoxeHe BbIKIIOYEHO U BbINOSHATE CREAyOLMNE AeACTBUS:

B none IP-anpec BBEOUNTE IP—a,u,pec, KOTOprVI Bbl XOTUTE Ha3Ha4YNTb CUCTEME BO BHELLUHEN CETI.

B none Macka noaceTu BBeonTe Mmacky noaceTu.

B none Lnto3 no ymonyanuio BBeauTe IP-agpec cetesoro wnosa.

B none Appec ocHoBHoro DNS-cepBepa BeeauTe IP-agpec ocHoBHoro DNS-cepBepa.

B none Appec pononHutenbHoro DNS-cepBepa Beeante IP-agpec gononHutensHoro DNS-cepsepa.
B none MAC-appec otobpaxaetcs MAC-afgpec ycTpolicTBa BO BHELLHEN CET.

e Ecnu Bbl XOTUTE BKIKOUNTb TRAHCAGLIMIO CETEBbIX aARECOB A9 BHELLHEN CeTu, YCTaHOBMTE NepeknovaTesb
BkniounTtb MacKapaguHr B NoJIOXXeHne BKTIOYEeHO.

10. BH1MaTenbHO NpoBepbTe NpaBUiibHOCTb YKa3aHHbIX MapamMeTpOoB Nepes, COXpaHeHNeM N3MEHEHNIA.
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MNocne npyMeHeHWs HeBepHbIX NapameTpoB HTepdeic Kaspersky loT Secure Gateway 1000 moxeT cTaTtb
He#oCTYyNHbIM. B 3ToM crnyyae Bam noTpebyeTcs cOpOCUTb YCTPOCTBO [0 3aBOACKMX MapaMeTPOB.

11. Haxkmute Ha kHorky CoxpaHUTb B H/XKHEN YacTy OKHa, YTODbl COXPaHUTb 3MEHEHWS.

12. Ecnu Bbl uamenunu IP-agpec nnv macky nogceTu ons BHyTpeHHen ceTu, nepesarpysute Kaspersky lol Secure
Gateway 1000, 4TO6bI 3TN UBMEHEHNS BCTYMNWIN B CUSTY.

HacTpolika mackapagmHra yepes Web Console

Bbl MOXeTe HaCTPOUTbL TPAHCNALUMIO CETEBbIX aApeCcOB A OCHOBHOIO KaHasa CBS31 C MOMOLLbIO QYHKLM
mMackapaguHra yepes Web Console.

MackapanuHr (aHrn. Masquerading) — Tvn TpaHCcnsgLumMy CeTeBOro afpeca, Npy KOTOPOM afipec OTNpaBUTENs BO
BHYTPEHHE CeTu NoAMEHSETCS AVHAMNYECKM B 3aBUCUMOCTM OT afpeca, HasHaueHHoro nHTepdeiicy, Ha agpec BO
BHeLUHell ceTu. Bbl MoxeTe ncnonb3osaTtb GyHKLUMIO MackapaauHra, eCnv Afis YCTPOACTB BO BHY TPEHHE CeTu
TpebyeTcs nogMeHa napamMeTpoB B 3aronoBkax IP-nakeTos, a Takxke 4S9 CKPbITUS MHPPaCTPYKTYPbl 38 OOHUM
appecomM. OTO MO3BOSUT YCTPONCTBAM, PACMONOXEHHBIM BO BHY TPEHHEN CETU 1 HE VIMEIOLLM pearbHbIX IP-
appecoB, OTNPaBnsaTb 1 Nony4vaTs IP-nakeTbl 13 BHELLHeR ceTw.

YTO6bI BK/IIOYUNTE MAacKapaayHr 415 OCHOBHOro kaHana css3uv yepes Web Console:
1. B rnaBHom okHe Web Console BeibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmute Ha nms yeTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_YnpaeBagembie YCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepalliee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNMapameTpbl nporpammbl.
6. BoibepuTte pasnen CeTb — BHeluHas ceTb.

7. B 6noke MapameTpbl TpaHCASLMY YyCTaHOBUTE NMepektovaTesib BKkiounTb MackapagyviHr B MoioXeHne
BKJTFOUEHO.

MaCKapaD,I/IHF 6YD,eT NPMEHEeH TOJTbKO AJ19 KaHana CBA3n, Ha3Ha4YeHHOro OCHOBHbIM: BHELLHAA CETb W MOLEM.

Ho6asneHne nvenun yctporictea vepes Web Console

Yrobbl 3anaTh MS ycTpovicTa Yepes Web Console:
1. B rnaBHom okHe Web Console BeibepuTe YecTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
cnncke, fobaBbTe ero B rpynny._Ynpaensemble yCTROWCTBA.
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3. B oTKkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BoibeprTe BKIaaky MNporpammei.

4. Haxxvunte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.
6. BoibepuTe pasnen MNapameTpbl — Vivist ycTpoiicTea.

7. B none Nma ycTpoiicTea BBEAUTE UMSIL.

Mg ycTpolicTBa MOXeT cofiepXaTb TONbkO B6YKBbl naTUHCKOro andasuTta n uidpbl. MakcumanbHas anvHa UMeHu
— 32 cumBona.

8. HaxxmuTe Ha KHOMKY COXpaHI/ITb B HVXKHEl YacTun OkHa, YTobbI COXpPaHNTb N3MEHEHNS.

Ynpasnenune ceptudukatamm yepes Web Console

Bbl MoxeTe npocmaTpurBaTh 3arpy>KeHHble paHee KOpHeBo cepTudukat n ceptudukat Cepsepa
anmuHucTpuposaHusg Kaspersky Security Center, a Takxxe 0bHoBNATb nx Yepes Web Console.

He pekomeHayeTcs 3arpy>athb LUMPOKO N3BECTHbIE CepTUdMKaTbl YOOCTOBEPSIOLLErO LEHTPA, TaK Kak
LOBEpPEeHHbIMY ByayT SBNSTLCS BCE CePBep, CMOMb3YoLLMe cepTUdUKaThl, MOANMCaHHbIE ATVMMU
cepTrdmrKaTaMmn yLOCTOBEPSIOLLErO LIeHTpa. Takas CUTyaums MOXeT NpUBecT K koMmnpomeTaummn Kaspersky
loT Secure Gateway 1000.

Heobxoanmo 3arpysnTb NpaBubHbIN daiin AeNcTBYoLLEero cepTudrkaTa. 3arpyska HenpaBuibHOro darina
cepTrdmrKaTa MOXET MPYBECTU K HepaboTOCMOCOBHOCTH YyCTPOICTBA.

YT06bI 3arpy3uTh M 06GHOBUTL KOpHeBoV cepTugukaT Kaspersky loT Secure Gateway 1000 uepes Web Console:
1. B rnaBHom okHe Web Console BbibepunTe YcTpolicTBa — YnpaBnsemble yCTPoOCTBa.

2. Haxxmunte Ha nms ycTpoiictea ¢ Kaspersky lol Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCyTCTBYET B
crcke, LobaBbTe ero B rpynny Ynpaensemsble YCTPOWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bknaaky MNporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.

6. Boibepute paspen Mapametpbl — CepTudmkatsi.

OTobBpasnTcs OKHO, B KOTOPOM ykasaHa MHbopmaLms o KopHeBom cepTudukate n ceptudukate Cepaepa
agMuHUCTpupoBaHus Kaspersky Security Center (ecnm 3arpyskeHbi).

7. Ecnn TpebyeTcs 3arpysnTb HOBbIM KOpHeBoOW cepTrduikaT, B 6rioke KopHeBoii cepTudukaTt HaxmMmnTe Ha KHOMKY
3arpysuTb 11 B OTKpbIBLLUEMCS OKHe BblbepuTe daiin ceptudurkaTa. [Ans nobasneHns B kayecTse ceptrdukaTta
LOCTYNHbI dalinbl Tonbko B dopmate CRT, PEM, DER n CER.
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KopHeBoli cepTudukaT ByaeT 3arpy>keH B CUCTEMY.

8. Ecnn y Bac ecTb 3arpy>eHHbI KOpHEBOW cepTudukaT 1 ero TpebyeTcs 06HOBUTH, B 6rioke KopHeBoii
cepTudmrKaT HaxXM1Te Ha KHOMKY OBHOBUWTB 1 B OTKPbIBLLEMCS OKHE BbibepuTe daiin ceptrdrkaTa. [Ing
LobaBneHns B kayecTBe cepTudukaTta LOCTymNHbl daiinbl Tonbko B dopmate CRT, PEM, DER n CER.

HoBbili kopHeBoIi cepTudmKaT ByaeT 3arpy>XeH B CUCTEMY, 3arpy>XeHHbI paHee cepTudukaT OyneT yoaneH.

Kaspersky loT Secure Gateway 1000 He no3BongeT yoanitb KOPHEBOW cepTuduKaT 6e3 3aMeHbl
cepTuduKaTa Ha HOBBII.

9. HaxxmunTe Ha kHomnky CoxpaHWTb B H/XXHEN YaCTy OKHa, YTOBbl COXPaHNTb N3MEHEHNS.

Y106bI 3arpy3uTh v 06HOBUTL cepTuguKkaT CepBepa aamuHUCTpypoBarHus Kaspersky Security Center yepes
Web Console:

1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble yCTpoicTBa.

2. Haxxmute Ha umsa ycTpolictsa ¢ Kaspersky loT Secure Gateway 1000. Ecnu nmsl ycTpolicTBa OTCYTCTBYET B
cnvcke, 0obaBbTe ero B rpynny_Ynpaengembie YyCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxwvute Kaspersky loT Secure Gateway.

OTkpoeTcs okHo, copepxallee Hpopmaumio o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.

6. Buibepute paspen MNapametpbl — CepTudumkatsi.

OTobpasnTcs OKHO, B KOTOPOM ykasaHa nHbopMaLms o cepTudurkaTe agMUHUCTPaTOpa U cepTudukaTte
Cepsepa agmuHucTpupoBaHus Kaspersky Security Center (ecrnv 3arpyseHbi).

Ecnun pna Cepsepa agmuHncTpupoaHus Kaspersky Security Center 6bin BeinyLLeH HOBbIN cepTudukar,
coeflVHeHVe, ycTaHoBNeHHoe paHee Mexay Kaspersky loT Secure Gateway 1000 n Kaspersky Security
Center 6yneT pasopsaHo. [1/19 BOCCTaHOBNEHUS coelHeHns TpebyeTcs B Beb-uHTepdeiice Kaspersky loT
Secure Gateway 1000 no6aBuTb BbINYLLEHHbIV cepTUdUKaT B kKadecTBe cepTudurkaTa Cepsepa
anMuHucTpupoBaHug Kaspersky Security Center.

7. Ecnn TpebyeTca 3arpysnTb HOBbIV cepTudukaT agMUHUCTPaTopa, B 6rioke CepTudukar cepeepa Kaspersky
Security Center HaxmuTe Ha KHOMKy 3arpysuTb 11 B OTKpbIBLUEMCS OKHe BbibepuTe daiin ceptudukata. [Ans
LoBaBneHns B kayecTBe cepTudukaTta LOCTYmNHbl daiinbl Tonbko B dopmate CRT, PEM, DER n CER.

Ceptudukat Cepsepa agmmHucTpuposaHus Kaspersky Security Center 6yneT sarpy>eH B CUCTEMY.

8. Ecnun y Bac ecTb 3arpy>eHHbili cepTudurkaT agMMHUCTPaTopa 1 ero TpebyeTcs 0OHOBUTb, B 6rioke CepTudukar
cepsepa Kaspersky Security Center HaxxmuTe Ha kHorky OBHOBUTDb 11 B OTKPbIBLLEMCS OKHE BbibepuTe dalin
ceptudwukaTta. [ns nobasneHvs B kayecTse cepTudurkaTa 4OCTYMNHbI dalinbl Tonbko B dopmaTte CRT, PEM, DER 1
CER.

Hosgbih cepTudumkat CepBepa agMmmnHucTpupoBaHusa Kaspersky Security Center ByneT 3arpy>eH B CUCTEMY,
3arpy>XeHHblli paHee cepTudukaTt byneT yoaneH.

Kaspersky loT Secure Gateway 1000 He nossonseT yaanuTtb ceptudurkaT CepBepa agMUHUCTPUPOBaHS
Kaspersky Security Center 6e3 3ameHbl cepTudukaTa Ha HOBBIN.
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9. Haxxmute Ha kHomnky CoxpaHWTb B H/XXHEN YaCTy OKHa, YTOBbl COXPaHNTb U3MEHEHNS.

HacTpoiika mappyTrsaumm yepes Web Console

[ns 6onee rnbkoro ynpasneHns CETEBbIMY NMakeTaMu, KOTOPbIE MPOXoadT Yepes ycTpoiicTeo ¢ Kaspersky loT
Secure Gateway 1000, Bbl MOXeTE HAaCTPOUTb MapLLPY TU3aLMIO.

I'Iepen,aqa OaHHbIX C MOMOLLBIO CTaTUYEeCKX MapLUpyTOB OJ14 BHYTpeHHeﬁ CeTn BO3MO>XHa TOJIbKO ANdA TuUMNa
CETEeBOro YCTROWCTBA CETEBOM POy TER.

Yr1o6b! ipocmoTpeTs TabnmLy mapLupyTrusaumm Kaspersky loT Secure Gateway 1000:
1. B rnaBHom okHe Web Console BribepuTe YcTpolicTBa — YnpaBngembie yCTPOICTBa.

2. Haxxmute Ha nms ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_YnpaeBngembie yCTRPOUCTBA.

3. B oTkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BhibeprTe BKIaaky MNporpammei.

4. Haxxwvute Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammb.

6. Boibepute CeTb — MapupyTusauums.

7. OTobpasnTtcy Tabnuua mapwpyTusaumm Kaspersky lol Secure Gateway 1000, koTopas COOep>XUT CNeayoLLyto
nHdopmMaLto:

e Tun — Tvn MapLpyTa:

e CTtaTtuuyeckuii — MapLIpyT, 4519 KOTOPOro BPYUHYO OnpefeneHbl MapaMeTpbl CNeaoBaHNS CETEBbIX
MakeToB.

e [InHamuveckunin — MapLUPYT, 4718 KOTOPOro napamMeTpPbl CefOBaHNs CETEBbIX MakeTOB ONPeaenstoTCs
aBTOMaTU4Yecku, Hanpumep ¢ nomoLpto DHCP-cepaepa.

IP-appec — IP-agpec ceTv nnu yana HasHaueHs.

¢ Macka — macka ceTu HasHa4YeHus.

LLnto3 - IP-agpec wino3a B ceTu, Ha KOTOPLIA HY>XHO NepefaTb Tpaduk, CneayoLwmii 4o ykasaHHoro IP-
agpeca CeTu Uin y3na HasHaueHus.

e CocCTogHME — COCTOSHNE MapLipyTa:
® AKTUBHbIV — MapLpyT NPpUMEeHEeH 1 NCNoJib3yeTCHd A4 nepenadvn naHHbIX.

e OwwmbKa — MapLUPYT HE MPVIMEHEH 1 HE MOXET CMONb30BaTbCH ANS Nepefayn AaHHbIX, Tak Kak npu
co3naHvn MapLpyTa 6bina fonylueHa owmnbka. Cnpaea OT COCTOSIHWS OTOBpaXaeTcs onmcaHmne oWnoBKN.
CocTtosHune Owmbka oTobpaxaeTcs, ecnv IP-agpec Wwnosa B ceT HEAOCTUXUM U B KaUYeCcTBe
Ha3HaueHus Bbln ykasaHbl HegonycTumble IP-agpec ceTu (yana HasHaueHUs) N Macka cCeTu.
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e OxwmpaHue — NPOMeEXYTOUYHOEe cocTosHMe. [locne BeinonHeHWs cuHxpornsaummn ¢ Kaspersky loT Secure
Gateway 1000 TekyLLee COCTOSHME 3MEHUTCS Ha AKTUBHBINA 1y Owmnbka.

Bbl MOXeTe co3naBaTh, MSMeHdTh U yaandth MaplpyTsl Kaspersky loT Secure Gateway 1000 uepes Web Console.
Tak>ke Bbl MOXeETE HacTPOUTbL MapLUpyTu3aumio B uHTepdelice Kaspersky lolT Secure Gateway 1000.

CospaHue ctatnyeckoro mapwpyTta yepes Web Console

Bbl MOXeTe cospaBaTh HOBble cTaTuueckue mapLupyTol Kaspersky loT Secure Gateway 1000 uepes Web Console.

Kaspersky loT Secure Gateway 1000 He nossonsgeT co3naBaTh AyOnmpytoLLe MapLUPYThi MO YMOMYaHWio (BTOpOi
mMapLupyT ans IP-agpeca cetn HasHaueHns 0.0.0.0/0) n mapLupyThl, B KOTOPbIX B kKavecTse IP-agpeca ysna
HasHaueHus ykasaH IP-agpec, npuHagnexawuii cetn 127.0.0.0/8.

Npwv cospaHn NepecekatoLLXCS MapLUPYTOB, PEKOMEHAYETCS yUUTLIBaTb, YTO AJ15 OTNPaBK/ CETEBOro nakeTa
Ha IP-appec ceTn unn y3na HasHaueHns OyneT BblIOupaTbCs MapLUPyT ¢ ©onee AnMHHOV MacKoW, OnmcbiBatoLLel
MeHbLLEE KONMMYECTBO Y3/10B Ha3HAYEHNS.

Yrobbl coznatb HoBbIVi cTaTudeckuri MapLupyT Kaspersky loT Secure Gateway 1000 yepes Web Console:
1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmute Ha nms yeTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_YnpaeBagembie yCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxwmute Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Brnaaky MNMapameTpbl nporpammbl.

6. Boibepute CeTb — MapLpyTusauus.

OTobpasnTcs okHo ¢ Tabnuuein maplupyTusaummn Kaspersky loT Secure Gateway 1000.
7. HaxxmuTte Ha kHorky [lo6aBuTb B BEpXHEl YacTu CTPaHMLbI.
8. B oTkpbiBLLElics cnipaBa naHenv [lo6aBneHue MapLupyTa ykaxuTe criefytoLme gaHHble:
* B none IP-appec BBeguTe IP-agpec ceTu nam yana HasHauveHns.
* B none Macka BBeanTe Macky CeTu HasHauYeHus.

¢ B none LWnios BBeauTe IP-agpec wnto3za. IP-agpec winosa 4omkeH 6biTb AOCTVXKUMBIM.

IP-appec wniosa gBngeTcs AOCTUKMMbIM, ecnn 3ToT IP-agpec pacnonoxeH B NoaKItOYEHHON ceTn 1
SBNSIETCS OOHUM U3 Y3/10B CETU, HACTPOEHHOW Ha BHY TPEHHEM U BHELLUHEM UHTepdeiice.

9. HaxxmunTe Ha KHOMKY OK B HUXHel YacTy naHenu, YTobbl COXpPaHNTb N3MEHEHNS.

HoBebIli cTaTuvecknii MapLpyT 6yneT cosnaH 1 oTobpasuTcs B TabnvLe MapLUpy TU3aLIIn.
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NameHeHne cTaTuyeckoro maplupyTa Yepes Web Console

Y1061 n3meHnTs cTaTnueckuii MapLpyT Kaspersky loT Secure Gateway 1000 yepez Web Console:
1. B rnaBHom okHe Web Console BeibepuTe YcTpoiicTBa — YnpaBnsgemble YCTPOMCTBA.

2. HaxxmuTte Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa oTCyTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_Ynpaeagemble yCTRPOUCTBa.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.

6. Boibepute pasgen CeTb — MaplpyTuzaums.

OTo6pasnTcs okHo ¢ Tabnuueln mapwpyTrsaummn Kaspersky loT Secure Gateway 1000.

7. B Tabnuue yctaHoBuTe GpriaXkok OKOJIO TOro MapLpyTa, KOTOPbIA TPebyeTcs U3MEHUTb, Y HAXKMUTE Ha KHOMKY
N3ameHnTb B BEpPXHEN YacTy Tabnmubi.

8. B oTkpbiBLLUEliCS CripaBa NaHenu MIameHeHe MapLUpyTa BHECUTE N3MEHEHNS 1 HaxkmuTe Ha kHornky OK, uTobbl
COXPaHNTb N3MEHEHMS.

CTaTnyeckuii MapLpyT 6yOeT N3MEHEH, Y HOBbIe AaHHbIe MO HeMY 0TObpasaTCcs B Tabnvue MapLupy TU3aLmm.

YnaneHue ctatuyeckoro mapLupyTta vepes Web Console

Yrobb! ynamnte cTaTuueckuii MapLupyT Kaspersky loT Secure Gateway 1000 uepes Web Console:
1. B rnaBHom okHe Web Console BeibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmute Ha nms yeTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCyTCTBYET B
crvcke, 0obaBbTe ero B rpynny_YnpaeBagembie YCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxwmute Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNMapameTpbl nporpammbl.

6. Boibepute pasnen Cetb — MaplupyTusaums.

OTobpasunTcs okHo ¢ Tabnuuein mapLupyTos Kaspersky loT Secure Gateway 1000.

7. B Tabnuue ycTaHoBUTE $hnaXkok OKOMO TOro MapLUpyTa, KOTOPbIV TPeBYeTCS yaanTh, HaXXMUTE Ha KHOMKY
YnanuTb B BepXHel yacTu TabnumLpl 1 NOATBEPOUTE CBOU LEeNCTBUS.

CraTtuyeckuii MapLpyT ByneT yoaneH 13 Tabnuubl MapLpy TU3aumm.
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HacTpoiika napameTpoB coToBoro coeanHeHuns Kaspersky lol Secure
Gateway 1000 uepes Web Console

Ecnu k ycTpoicTBy He NOAKIOYEH MOLEM, MCMONb30BaHNe COTOBOro coeanHeHns B Kaspersky loT Secure
Gateway 1000 1 HacTpolika napameTpoB Takoro coefnHeHns Yyepes Web Console HenocTymnHbl.

Bbl MOXeTe npocMaTprBaTh 1 HaCTpanBaTh NapamMeTpbl coToBoro coeamHeHuns Kaspersky lol Secure Gateway
1000 uepes Web Console B pasnene Cetb — Mogem. Pasfen cogepXuT cnepytoLLyto MHPOopMaLmio O COTOBOM
coenunHeHun Kaspersky loT Secure Gateway 1000:

* Bnok MapameTpbl Moaema, B KOTOPOM yka3aHa MHPOpMaLIs O cTaTyce paboTbl MOAeMa 1 TEKYLLEM YPOBHE
curHana.

e bnok Appeca DNS-cepBepoB Mmogema, B KOTOPOM YkasaHa nHdopmaums ob IP-agpecax OCHOBHOMO U
pononHutensHoro DNS-cepsepos Mmozema.

* Tabnuua Mpodunm moaema, B KOTOpPOI oToBpaxaeTcs MHPopMaLms O AOCTYMHbIX NROdUAgX MoAeMa.

e brok I'Iapameprl TPpaHCNgaUunn, B KOTOPOM Bbl MOXeETe HaCTPOUTb NCMNOJTIb30OBaHNE MacKapaguHra gng cCotoBoro
coegnHeHn4.

MNpwv BKNtOYEHUM MackapalnHra agpec OTrpaBuTenNs BO BHY TPEHHEN CeTu NoaMeHseTCs AMHaMUYECKY, B
3aBUCUMOCTW OT Ha3HayeHHoro nHTepdeiicy agpeca, Ha anpec BO BHELLHEN ceTu.

B Kaspersky loT Secure Gateway 1000 npenycmoTpeHo aga Tuna npodbuneli Monema:

e [lpenycTaHoB/eHHbIV rpoguis — NPodWb, MOCTaBNSAEMbIV BMECTE C YCTPONCTBOM. [TpefyCcTaHOBNEHHbI
npodunb 0OCTYNEH TOMBKO A UTEHWS.

e [lonp3oBatensckuii npogusib — NPpodunb, CO3AaHHbIN MPU HACTPOIKE COTOBOIrO coednHeHs. [onb3oBaTenbckui
npodunb 0OCTYNEH 419 UBMEHEHUS U YLANEHNS.

Pa3sHble npodunm Mogema no3BonsioT paboTaTb C pasHbIMI ornepaTopamyt COTOBO cBs3K. [1nsg ncnonb3osaHns
COTOBOIO COEAMHEHNSI TpebyeTcs, YTOObI OAMH 13 Npoduneli Mogema obin akTUBHbLIM. [10 yMONYaHMO akTYBHbIM
SBNSIETCS NPEAyCTaHOBMEHHbIV Npodub MOAEMA.

|_|pVI OTCYTCTBMW NOOKNOYEHUA Yepe3 COTOBYO CBA3b Tpe6yeTcsi NPOBEPNTb BbINOIHEHME CliEAYIOLLNX YCﬂOBMVIZ

* ycnonb3yemas B Mogeme SIM-kapTa gBnsgeTCs UCNPaBHON, U MOLKIOUEH Tapud, NOLAEPXKMBAOLLNIA MHTEPHET-
COefVHEHVE YEePES MOLEM;

* BbIBGpaHHbIl Npodub MogeMa COOTBETCTBYET ncnonb3ayemoi SIM-kapTe;

* MOOEeM OOCTYrMeEH LS NCMOoMNb30BaHUg (0TobpaxkaeTcs cTaTyc Mogema BkrioveH).

Ecnv mogem HemocTyneH Ons ncnonb3oBaHus (0TobparkaeTcs cTaTtyc MofemMa HepgocTyneH) TpebyeTcs
BbINOMHUTL Nepesarpy3ky Kaspersky lol Secure Gateway 1000 1 cHoBa NpoBepUTb LOCTYNHOCTb MOAEMa s
NCMOsb30BaHNs. YCTPOCTBaM, KOTOPbIE BbIXOAAT B MHTepHeT Yepes Kaspersky loT Secure Gateway 1000,
HeobxoaMMo nosyyaTb NapamMeTpbl BHyTpeHHel ceTu yepe3 DHCP-cepsep Kaspersky loT Secure Gateway
1000. Hy>Hble agpeca DNS-cepBepoB 0T onepaTopoB COTOBOV ceTu ByayT Nony4YeHbl MecTe ¢ 3TUMn
napameTpamu.
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BkntoyeHne 1 Bbik/toueHne coToBoro coeamHeHns Kaspersky lol Secure
Gateway 1000 uepes Web Console

Kaspersky loT Secure Gateway 1000 nossonseT obpabaTbiBaTb MCXOOALLMNIA 1 BXOAALLMI CETEBOWN Tpaduk C
1ICMOMb30BaHeM COTOBOrO COeHEHNS (Yepes ornepaTopa COTOBOW CBA3M). Bbl MoXeTe BKOUNTb UV BbIKIIIOUNTb
ncrnonb3oBaHne coToBoro coennHeHns Kaspersky loT Secure Gateway 1000 yepes Kaspersky Security Center 14.2
Web Console. o ymonyaHmio ncnonb3oBaHe COTOBOIO COEANHEHMS BbIKITIOYEHO.

YT06bI BKITIOYNTL M BbIKITIOYUTB UICMOMb30BaHNEe COTOBOIro coeamHervs Kaspersky loT Secure Gateway 1000
yepes Web Console:

1. B rnaBHom okHe Web Console BribepuTe YcTpoiicTBa — YnpaBnsgemble YCTPOMCTBA.

2. Haxxmunte Ha nms yeTpoiictsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCYTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensembie YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxwmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BibepuTe Bknagky MNapameTpbl nporpammbi.

6. Boibepute paznen Cetb — Mogem.

7. B 6noke MapameTpbl MogeMa nepesenvTe nepekoyaTeb B MonoxeHre Vicnonb3oBaTe MoaeM Kak OCHOBHOI
KaHan cBsI3u, YTOObI BK/IIOUMTb NCMOb30BaHNE COTOBOIO COeAVHEHWS, U B NonoxeHve He ncnonbsosatb
MOAEM Kak OCHOBHOI KaHan CBA3W, YTOObI BbIKIOUNTb UCMOSIb30BaHNE COTOBOIO COEANHEHUS.

CotoBoe coegmHeHmne Kaspersky loT Secure Gateway 1000 6yneT BktoUYeHO vm BbikitoueHo. [pun
HEOBXOAMMOCTU Bbl MOXETE BKJIIOUNTb TRAHCAALIMIO CETEBbLIX 8AQECOB ANd MOAeMA.

CospaHne npoduna mogema Kaspersky lolT Secure Gateway 1000 uepes
Kaspersky Security Center 14.2 Web Console

Bbl MoxeTe cosnaBaTh HoBble Npodunm mogema Kaspersky loT Secure Gateway 1000 uepes Kaspersky Security
Center 14.2 Web Console. PasHble npodunv Mofema no3sonsoT paboTaTb C pasHbiMU OrepaTopamiy COTOBO
CBSA3W.

Y1066 co3naTh HOBbIV Mpoguis moaema Kaspersky loT Secure Gateway 1000 yepes Kaspersky Security Center
14.2 Web Console:

1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPoCTBa.

2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCyTCTBYET B
cnvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkiaaky MNporpammel.

4. Haxxvinte Kaspersky loT Secure Gateway.

OTKpoeTcs OkHO, copepykallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
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5. BoibepuTe Bknagky MNMapameTpbl nporpammel.
6. Boibepute pasgen Cetb — Mogem.

7. B Tabnuue Mpodunnm mogema HaxmuTe Ha KHOMKy [o6aBuTb.

CnpaBa oTkpoeTcs NaHesb fobasneHns npodbuns Mogema.

8. B packpbiBatoLemMcs cnicke CtaTyc BolbepuTe cTaTyC akTMBHOCTY Npoduns. s Beibopa AOCTYMHbI
cnepytoLyie 3Ha4eHs:

* AKTUBHBIA. BbiGpaHHbIi npodunb Mofema 6yaeT NCrnonb30BaTbCs Kak OCHOBHO A/1st paboTbl COTOBOIO
coeauHeHuns Kaspersky loT Secure Gateway 1000. B Tabnuue MNpodunm B ctonbue Cratyc psoom ¢
aKTVBHBIM NMPOodUIeM NosIBATCS 3HaUOK @.

* HeaKTuBHbIMA.
9. B none Ums npoduna seeamnte nms npoduns.
10. B none KoHdurypaumoHHbIii ¢aiin BBeauTe NapameTpbl HACTPOWKM Npodunsg Mogema.

N. Haxkxmute Ha kHomnky OK B HUXKHEN YacTy naHenw.

MaHenb nobasneHns Npoduns Mogema 3akpoeTcs. HoBbil npodunb oTobpasnutca B Tabnvue Mpodunn mogema.

12. HaxkxmunTe Ha kHorky CoxpaHuTb B HUXKHEN YacTu OKHa HaCcTPOVKM NapamMeTpOB MOLEMA, YTOObI COXPaHNTb
N3MEHeHNS.

NameHneHne npoduna mogema Kaspersky loT Secure Gateway 1000 uepes
Kaspersky Security Center 14.2 Web Console

Bbl MOXeTe n3MeHsTb NapameTpbl npoduns mogema Kaspersky loT Secure Gateway 1000 uepes Kaspersky
Security Center 14.2 Web Console.

YTo6b! N3MeHVTL napameTpsl npogung mogema Kaspersky loT Secure Gateway 1000 yepes Kaspersky Security
Center 14.2 Web Console:

1. B rnaBHom okHe Web Console BribepuTe YcTpolicTBa — YnpaBngembie yCTPoOCTBa.

2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie YyCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bknaaky MNporpammel.

4. Haxxvinte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykalliee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammb.
6. Boibepute pasnen Cetb — Mogem.

7. B Tabnuue Mpodunm mopgema yctaHoBUTE Hnaxkok OKono Toro npoduns Moaema, KoTopblil TpebyeTcs
N3MEHUTb 1 HAXXMUTE Ha KHOMKY I3MeHWTb B BEpXHell yacTu Tabnuupl.
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8. B oTKkpbiBLLUENICS CpaBa naHenn n3mMeHeHus Npoduns MogemMa BbiNOHUTE CleaytoLe OeNCTBIS:

a. Ecnn TpebyeTcs n3amMeHnTb cTaTyC akTMBHOCTU Npoduns, B packpbiBatoLemcs cricke CtaTtyc BoibepuTe
O[HO N3 CNEAYIOLLNX 3HAYEHUIA:

® AKTUBHBIN. [loCne coxpaHeHns N3MeHeHUI, BbiIbpaHHbI npodub MogemMa OyaeT NCMob30BaTbCs Kak
OCHOBHOIW A1 paboTbl coToBoro coeanHeHus Kaspersky loT Secure Gateway 1000. B Tabnvue MNMpodwnnu

B CTOJ'I6LLe CTaTYC PAaA0OM C aKTUBHbBIM I'IpOCI)VIJ'IeM NOABNTCH 3HAYOK @.

e HeaKTuBHBbIN.

MNpwv n3meHeHUn cTaTyca npoduns monema Ha AKTUBHBIN NoTpebyeTcs nepesarpy3uTs Kaspersky
loT Secure Gateway 1000, 4TOObI UBMEHEHNS BCTYMNWN B CUSTY.

b. Ecnu TpebyeTcs, B none Vims npoduns BBeanTe HOBOE MMs NPoduns.

c. Ecnm TpebyeTcs, B none KoHdurypauvnoHHbili ¢aiin BBeAnTe HOBbIE MapamMeTpbl HaCTPOWKM Npoduns
MOAEeMa U N3MEHWTE TeKyLLVe.

d. Haxxmute Ha kHonky OK B H/>KHE YacTy maHenu.

MaHenb n3MeHeHns Npoduns Mogema 3akpoeTcs. VIamMmeHeHHbI npodunb oTobpasuTca B Tabnuue Mpodunn
mMogema.

9. Haxxmute Ha kHomnky CoxpaHWTb B H/XXHEN YaCcTy OKHa HAaCTPOKYM MapaMeTpOB MOAEMA, YTOBbI COXPaHUTb
N3MEHEHNS.

YnaneHue npoduns mopgema Kaspersky lolT Secure Gateway 1000 uepes
Kaspersky Security Center 14.2 Web Console

Bbl MoxxeTe yaanuTe npodunb Mogema vepes Kaspersky Security Center 14.2 Web Console.

Kaspersky loT Secure Gateway 1000 He no3BongeT yoanuTb akTUBHbIV 11 MPenyCTaHOBAEHHbI Mpoduan
mogema. Ecnv TpebyeTtcs yaanuTe npodusib, KOTOPbIV Celivac SBnseTCsl akTUBHbIM, CHavana Hy>XHO BblopaTth
aKTVBHbIM ARY ol NROodWIb MOAEMa.

Yrobb! ynamnite npoguns Kaspersky loT Secure Gateway 1000 yepes Kaspersky Security Center 14.2 Web Console:
1. B rnaBHom okHe Web Console BbibepuTe YecTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. HaxxmuTte Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_Ynpaesngembie yCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepuTe Bkaaky MNporpammel.

4. Haxxwvunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Brknaaky MNMapameTpbl nporpammbl.

6. Boibepute pasnen Cetb — Mopem.
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7. B Tabnuue Npodunu mopaema yctaHoBMTE GriaXKoK OKOMO TOro Npoduns Mogema, KoTopblii TpebyeTcs yoanitb
N HaXXMUTEe Ha KHOTKY YAanuTb.

BbibpaHHbIii npodunb Monema onepatopa 6yaeT yaaneH us Tabnuuel Npopunn moaema.

8. HaxxmunTe Ha kHorky CoxpaHUTb B HVXXHEN YacTy OKHa HaCTPOWKI NapamMeTpoB MOLEMA, YTOBbI COXPaHUTb
N3MEHEHNS.

Bbl6paHHbIi npodunb Mogema 6yneT yaaneH.

HacTpoiika Beb-cepBepa yepes Web Console

Paboty Beb-nHTepdelica Kaspersky loT Secure Gateway 1000 obecneunsaeT Beb-cepep CivetWeb. [NapameTpbi
BeO-cepBepa xpaHaTCcs B KOHPUrypauroHHoM daline, 6e3onacHOCTb NOOKIoUeHNs obecrneurBaeT cepTudumkaT
Beb-cepBepa. Kaspersky lol Secure Gateway 1000 nocTaBnsieTcs ¢ npefyCcTaHOBMNEHHbIM cepTudrKaToM Beb-
cepBepa, koTophblli nogrvicaH "flabopaTtopueli Kacnepckoro'.

Yepes Web Console Bbl MOXeTe 3arpysnTb HOBbIN cepTrduKaT Beb-cepBepa 1 KoY K HeMy.

Ecnu Bbl He 3ameHunnv cepTudurkaT Beb6-cepaepa No YMONYaHUIO NPV NEPBOM NOAKOUYEHNN K BEO-

nHTepodelicy Kaspersky loT Secure Gateway 1000, nocne nepsoro nogknoueHus kK Web Console TpebyeTtcs

3aMeHUTb cepTudukaT Beb-cepBepa No yMONUaH1io Ha cepTudmKaT, NCMOMb3yeMblli B BalLel opraHn3aumm.
Y106bI 3arpy3uTh HOBBIL cepTrguKaT Beb-cepBepa:

1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. Haxxmute Ha nms ycTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTPOUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxxwvute Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.
6. Boibepute pasnen MapameTpbl — Be6-cepsep.
7. YT06bI 3arpysuTb cepTudukat, B bnoke CepTudukart Be6-cepBepa BbINONHUTE OOHO U3 CNEAYOLMX AeNCTBUIA:

e Ecnny Bac He pobasneH cepTUdUKaT, HaXMUTE Ha KHOMKY 3arpyanTb cepTU¢UKaT 1 B OTKPbIBLLUEMCS OKHe
3arpy3ku Beibepute daiin ceptudukata B popmate CRT, CER, DER nnn PEM.

e Ecnuny Bac yxe fnobaBneH cepTuduKaT 1 Bbl XOTUTE €ro 3aMeHUTb, HAXXMUTE Ha KHOMKY 3aMeHUTb 1 B
OTKPbIBLUEMCS OKHEe 3arpy3ku Bolbepute daiin ceptudvkaTta B popmate CRT, CER, DER v PEM.

Heobxonunmo sarpysnTb npaBunbHbI Gaiin oercTeyloLLero ceptudukaTta. 3arpyska HenpasunbHOro daiina
cepTudurKaTa MOXET MPUBECTU K HEPaboTOCNOCOBHOCTI YCTPOCTBA.

8. UTobbI 3arpy3unTb kitou cepTrdmrkaTa, B 6rioke Kniou cepTndukara BoinonHMTE OAHO U3 CNeayoLMX AeNCTBUI:

140



e Ecnny Bac He pobaBneH KoY, HaXXMKTE Ha KHOMKY 3arpy3uTb Ko 1 B OTKPbIBLLEMCS OKHE 3arpy3Ku
BbibepuTe dalin kntova B popmate KEY.

e Ecnuy Bac yxe Lob6aBneH KoY 1 Bbl XOTUTE €ro 3aMeHUTb, HaXXMUTE Ha KHOMKY 3aMeHUTb 1 B OTKPbIBLLEMCS
OKHe 3arpy3ku BolbepuTte daiin knoya B popmate KEY.

9. HaxxmuTe Ha kHomky CoxpaHUTb B HVIXXHEN YaCTy CTPaHNLbl, YTOBbl COXPaHWTb U3MEHEHWS.

B pasnene MNMapameTpbl — Beb-cepBep oTobpasnTcs cnepyoLas nHdopmaLms 06 Ncrnonb3yeMom
cepTudukaTe n krnoue Beb-cepaepa:

e B 6noke Ceptudukar Beb-cepeepa:
* Vma daiina — nms dalina ceptudukaTa n ero dopmar.
¢ VNms cybbekTa — HPopMaLms o NporpamMme, A KOTOPOW BbiMyLLEH cepTudukaT.
e Wspatenb — nHdpopmaumsa o6 opraHnsaumm, BeiMyCTUBLLEN cepTUdIKAT.
e [leiicTBUTENEH A0 — AaTa U BPEMs OKOHYaHWS OeCcTBUS cepTudmkaTa.

e B 6noke Kniou ceptudukata otobpasuntcs Mima daiina — nms dalina knova ceptudurkata n ero popmar.

DunbTpauns Tpadrka nprknagHbix npoTokonos Yepes Web Console

Bbl MOXeTe HacTponTb PunbTpaLmio ceTeBoro Tpadurka Ans npuknagHsix npotokonos vYepes Web Console.
PunbTpaLms NO3BOSET 3a0NOKNPOBaTL UM Pas3bnokMpoBaTb CETEBON TpaduK, MPOXOOALLNIA Ha YPOBHE
npviknagHbix npotokonos FTP, HTTP, MQTT, Modbus, SMTP, IMAP, POP3.

[ns npotokona MQTT nopnepxusaeTcs Tonbko duneTpaums sepcun 311. [ns npotokona SMTP
nopaepxvBaeTcs bunbTpaums Tonbko 6asosoro SMTP, 1 He nopaepxmBaeTcs bUnbTpaLms NpoTokona
Extended SMTP.

Y106bI HACTPOUTE UNILTPALMIO TPAGUKE MPUKIELAHBIX MPOTOKOOB:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPOCTBa.

2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie YyCTROUCTBA.

3. B oTkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BhibepnTe BKIaaky MNporpammei.

4. Haxxvinte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepykallee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.
6. Boibepute pasnen Cetb — @unbTpauus.

7. HacTpoiite dunbTpaumo Tpadrika NpuKnagHelX MPOTOKOIOB, BbIMOMHUB CNELyOLLME OENCTBIS:
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* YcTaHoBUTE $axxok HaNPOTMB TEX MPOTOKOOB, /151 KOTOPbIX Bbl XOTUTE 3aBNOKNPOBAaTL MPOXOXAEHNE
Tpadwika.

e CHumuTe Hnaxok HaNpPOTUB TeX MPOTOKOMOB, AJ19 KOTOPbIX Bbl XOTUTE Pa3peLLNTb MPOXOXAeHNE Tpaduka.
Mo ymonuaHuio Tpaduk paspeLleH Ans BCcex NprkiagHbiX NPOTOKOMOB.
8. HaxxmunTe Ha kHomnky CoxpaHUTb B HVKHE YacTy CTPaHLbl, YTOObl COXPaHWUTb 3MEHEHWS.

9. [NepesarpyauTe YCTRONCTBO, YTOBbI USMEHEHNS BCTYMUN B CUNY.

Bbl Takke MoxeTe HacTpanBaTb pubTpaumio Tpadurka NPUKIaaHbIX MPOTOKOMOB, MOKa YyCTPOWCTBO He
noaKoYeHo K ceTu. B aToM criyyae n3MeHeHrs BCTYNST B CUITY NOCIE NMOAKIOUYEHWS YCTPONCTBA K CETW.

Kaspersky loT Secure Gateway 1000 3abnokupyeT Becb Tpadvik fng BbIOpaHHbIX MPUKIagHbIX MPOTOKOMOB, KpOMe
cny>ebHoro Tpaduika, a TakKe paspeLunT NPoxoxaeHre Tpaduka Ha YPOBHE MPUKIaaHbIX MPOTOKOMOB, AN
KOTOPbIX Bbl CHAMN briaXok.

[MNpy nonyyeHnn nakeTa Tpaduika, CoaepKaLLero NpuaHak 3aboKNMPOBaHHOrO NPUKIaAHOrO MPOTOKONA,
Kaspersky loT Secure Gateway 1000 paspbiBaeT coeguHeHre, No KOTOPOMY MNPOXOANST OBMEH STVM
Tpadukom. MNpy aTom nocrne obHapykeHns Tpaduka HECKObKO NakeToB, HEOBXOOVIMbIE ANS YCTaHOBNEHNS
coefviHeHns, MoryT npolitu Yepes Kaspersky loT Secure Gateway 1000, Ho 3aTem coefHeHne ByneT
pasopBaHo.

HacTpoiika ceTeBoro knactepa

Bbl MOXeTe 06beanHNTb Heckonbko ycTpoiicTs Kaspersky loT Secure Gateway 1000 B 0Tka3oycTOMUMBbI CETEBO
KnacTep BO BHyTpeHHel ceTn. O6bedVHeHe YCTPOWCTB B CETEBOI KnacTep No3BonsgeT BaM HasHaunTb OQHO
OCHOBHOE YCTPOICTBO, KOTOpOE ByLeT nonyyatb 1 nepenasaTh Tpadbuk, U OAHO NN HECKOSBKO Oy OANPYOLLMX
YCTPOWCTB. B criyyae oTka3a OCHOBHOrO yCTpOICTBa Tpaduk ByneT NpoxoanTb Yepes oybnvpyioLLee yCTPONCTBO.

Bam Hy>HO HaCcTpouTb NapamMeTpbl CETEBOrO KnacTepa Ha kaxxaom yctpoiictae Kaspersky lol Secure Gateway
1000, koTopoe Bbl XoTUTE fOOaBUTbL B CETEBOW KnacTep.

B uengx 6esonacHOCTN Mbl peKkOMeHAYyEeM HacTpanBaTh Ha MopTax, K KoTopbiM nogktodeH Kaspersky loT
Secure Gateway 1000 kak ceTeBoli knacTep, dyHkumo Port Security ¢ dukcaumein MAC-agpecos B cnivicke
paspeLLeHHbIX, a Tak Xe 3anpeTuTb oTnpasky IP-nakeTos ¢ agpecom HasHaueHus 224.0.018/32 ¢ opyrux
NMOPTOB. DTO HEOBXOANMO, UTOBbI TONBKO YCTPONCTBA C PpukcupoBaHHbIMM MAC-agpecamu ¢ onpeaeneHHbIx
noptos Mornm otnpasnaTe VRRP-nakeTbl.

YcTpoiicTBa B CETEBOM KnacTepe He3aBMCKMbl Apyr oT Apyra. CUHXpOoHU3aums daHHbIX 1 KoHUrypaLmia
Mexay YCTPOCTBaMM He MpPesyCMOTPEHa.

YT06bI HACTPOUTH NapaMeTpbl CETEBOIO kiacTepa yepesa Kaspersky Security Center 14.2 Web Console:
1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. Haxxmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCYTCTBYET B
cnncke, fobaBbTe ero B rpynny_Ynpaensemble yCTROWCTBA.
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3. B oTkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BhibeprTe BKIaaky MNporpammei.

4. Haxxvunte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammb.
6. BoibepuTte pasnen Cetb — CeTeBolii knacTep.
7. BkniounTe nepekntoyatens CeTeBoli kKnacTep 1 ykaxuTe cnegytolme napameTpsbi:

a. B none MpuopuTteT ycTpoiicTBa BBEAMTE 3HAYEHNE NPUOPUTETA OS5 TEKYLLErO YCTPOWCTBA B CETEBOM
KnacTtepe.

Bbl MoxeTe ykasaTb 3HaueHue oT O no 254. MpropuTeT onpenenseT posb yCTpolicTBa B knacTepe.
YCTPOICTBO C HAMEHbBLUVIM YNCIIOM B 3HAUYEHWUM NMPUOPUTETA CUNTAETCS OCHOBHBIM, YCTPOWCTBA C 6O/bLIMM
YMCIIOM B 3HAYEHUV MPUOPUTETA CUMTAOTCS Ay bnvpyoLwMm. Yem MeHbLUe Yncno npropuTeTa
Ly6nupyioLLLEero YCTPOICTBa, TEM BhILLE OHO B OYepeV B Cllydae 0Tkasa OCHOBHOIO yCTPOCTBa.

B ceTeBOM knacTepe MOXeT 6bITb TOMbKO OAHO OCHOBHOE YCTPOMCTBO.
b. B none IP-appec knacTtepa BBeauTe IP-agpec knactepa BO BHYTPEHHE CeTMW.
YkasaHHbili IP-anpec 6yneT pasBepHyT Ha YCTPONCTBE.

c. B none Macka IP-appeca knactepa BeeanTe Macky noacetu IP-agpeca ceTeBoro knacrepa.

d. B none MipeHTudnkaTtop knactepa BBeOVTe YHVIKaMbHbIN NOEHTMKATOP CETEBOrO KnacTepa.

NoeHTudurkatop TpebyeTcs Toro, Utob yarbl knacTepa MO 0OHO3HAYHO pacro3HaBaTh Apyr Apyra.
OpHako ncnonb3oBaHme NaeHTUdrKaTopa He rapaHTUPYeT 3alUMTy OT AelCTBUiA TpeTbux nuu, [Npr cosnann
CeTU BaM HY>HO Takxe obecneuntb 6e30MacHOCTb CETEBOrO KOHTYpa KnacTepa.

[Ins n3bexxaHns HanoXeHNs MAEHTNPUKATOPOB Mbl PEKOMEHLYEM YKasaTb NoMb30BaTENbCKOE 3HaYeHVe
noeHtTndrkaTopa.

[lns kaXaoro ycTponcTaa, KOTOPOE Bbl XOTUTE O6bEAVHNTL B CETEBOM KlacTep, HEOBXOAMMO ykasaTb
oIVHaKoBble 3HauYeHWs BUpTYyanbHoro IP-agpeca, macku IP-agpeca 1 ngeHTudukaTop knactepa.

8. Ecnu Bbl xoTnTe cOHpOCUTL YKasaHHbIE MapamMeTpbl CETEBOMO KNlacTepa, HaXXM1Te Ha KHomKy OTmMeHa.
9. HaxkmunTe Ha kHomnky CoxpaHuTb, YTobBbl COXPaHUTb N3MEHEHNS.

YcTpolicTBo byneT nobaeneHo B CEeTEBOW klacTep no ykasaHHomy IP-agpecy.

HacTpoiika ysepomneHuii yepes Kaspersky Security Center 14.2 Web
Console

OTOT pasnen conepxnT nHoopmaLmio o HacTpolike yBegomneHunin uepes Kaspersky Security Center 14.2 Web
Console npu perncTtpaumm cobbiTuii B cUcTEME.
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HacTtpolika otnpasku yBegomneHuin Ha cepsep Syslog uepes Kaspersky
Security Center 14.2 Web Console

Kaspersky loT Secure Gateway 1000 BksiiouaeT B cebs Syslog-KMeHT, C MOMOLLbIO KOTOPOro Bbl MOXETe
OTMNpPaBnsiTb YBEAOMIIEHMS O COBBITUAX Ha cepaep Syslog. Bbl MoxeTe HacTpanBaTb OTNPaBKy YBEAOMIIEHWIA Ha
cepsep Syslog uepes Kaspersky Security Center 14.2 Web Console.

Y106bI HACTPOUTBL OTMPABKY yBEAOMIEHWI Ha cepaep Syslog:
1. B rnaBHom okHe Web Console BbibepuTe YeTpoiicTBa — YnpaBnsaemble yCTpoCcTBa.

2. Haxxmunte Ha nms ycTpoiictea ¢ Kaspersky lol Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny YnpaBnsemsble YCTPOWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bknaaky MNporpammel.

4. Haxxvinte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
6. Boibepute paspen NapameTpbl — YBepomneHus — Syslog.

7. YcTaHoOBUWTE nepektoyaTenb B BEpXHel YacTn okHa B nonoxeHve Micnonb3oBaTb cepBep Syslog ansa nepepaum
cobbITUIA 11 yKaxnTe creayiolye napameTpbi:

e B none IP-appec ykaxuTte IP-agpec nnn gomeHHoe nms cepsepa Syslog.
[Ins AOMEHHOro MMEHM Bbl MOXETE UCMOMb30BaTh TONbKO OYKBbI NAaTUHCKOro andasuTa.

e B none MNopT ykaxuTe nopT, No KOTOPOMY BYyAET OCYLLECTBNASTLCS NOAKIIOUEHNE.
¢ B packpbiBatolemMcs crnivcke Pexxum BoibepriTe 04vH N3 BApUaHTOB NOOKOYEHNS:
e UDP.
e TCP.
e TLS.

e Ecnu ons otnpaskuy XypHanos BblbpaH npoTokon TLS, sarpyauTte ceptudukat 6esonacHocTu. [nsg aToro
HaXXMUTE Ha KHOMKY 3arpy3ntb cepTudMKaT 1 B OTKPbIBLLEMCS OKHE BblibepuTe HyXXHbI cepTudukaT
BesonacHocTu.

8. HaxxmunTe Ha KHOMKY COXpaHVITb B HVXKHE YacTu CTpaHnLubl, UYTOObI COXpPaHUTb N3MEHEHNS.

Kaspersky loT Secure Gateway 1000 6yneT oTnpaBnsTb yBeLOMIIEHNS O COBLITUSX Ha cepaep Syslog.
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HacTtporika otnpasku MQT T-yBenomneHuin yepes Kaspersky Security
Center 14.2 Web Console

Kaspersky loT Secure Gateway 1000 MoxeT oTnpaBnsTb yBEAOMIIEHNS O COBbITUSX ayauTa no npotokony MQTT.
Bbl MoxxeTe HacTpounTb oTnpasky MQT T-yBepomnenunii yepes Kaspersky Security Center 14.2 Web Console.

Y1o6b! BkmounTs otripasky MQT T-yBenomnerwii yepes Kaspersky Security Center 14.2 Web Console:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPOICTBa.

2. Haxxmute Ha nma yeTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCyTCTBYET B
cnvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTPOUCTBA.

3. B oTKkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BhibeprTe BKIaaky MNporpammei.

4. Haxxwvunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykallee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammb.
6. Bolbepute paspnen MapameTtpbl — YBegomneHns — MQTT-yBegomMmneHus.
7.MepeBepuTe nepekntovatens B nonoxeHne Vicnonbsosate MQTT and nepepauv cobbIThid.

8. B none Appec cepsepa BBeauTe IP-agpec nnm LomeHHoe nms ncnonb3dyemoro cepsepa MQTT.

,D,J'I‘;l OOMEHHOIro NMeHW Bbl MOXXETE NCMOJIb30BaTb TOJIbKO 6YKBbI NnaTUNHCKOro aﬂd)aBl/lTa.

9. B none MNopT BBEAMTE HOMEP NMOPTA, UCMONb3YEMOrO Ans coeanHerus ¢ cepsepom MQTT.

[na coennHenns Kaspersky loT Secure Gateway 1000 ¢ cepsepom MQTT, KOTOpPbIA HAXOANTCS BO BHYTPEHHE
CeTu Bbl MOXeETe UCMonb3oBaTh NopThl 1883 1 8883.

[na coenmnenns Kaspersky loT Secure Gateway 1000 ¢ cepsepom MQTT, KOTOpbIN HAXOANTCS BO BHELLHEN
CeTu Bbl MOXETE 1CMnonb3oBaTh NopT 8883.

10. B none Uma MQTT-Tonuka ykaxute ums MQTT-Tonmka ons oTnpasky yBEAOMIIEHWIA.

11. Ecnu TpebyeTcs oTnpaBnsTh YBEAOMIIEHVS O COBLITUSX ayauTa OT UMEHW ONMPeaeNeHHOro Nonb3oBaTens,
nepesegunTe nepexkno4vaTesb WNcnonb3oBaTb GYTeHTI/Id)I/IKaLWIIO B MNOSIOXEHWe BKItoUEHO 1 3anonHmuTe nong Nva
nonb3oBaTtens 1 [Maposnb. YUYeTHble AaHHbIe NONb30BaTeNs, OT MMEHU KOTOPOro TpebyeTcs oTNpaBnsaTb
YBEAOMIIEHUS, Bbl MOXETE Y3HaTb Y agMUHUCTPaTopa ncnosb3dyemoro cepsepa MQTT.

Mo YMOJYaHMIo OTnpaBkKa YBeﬂ,OMﬂeHMVI OT UMEHW MNoJib30BaTeEN4 BbIK/TKOYEHA.

12. Ecnn TpebyeTcs ncnonb3osaTh 3almieHHoe SSL-coeauHeHne, ycTaHoBUTE nepeksiovaTens Vicnonb3oBaTb
sawmeHHoe SSL-coeanHeHne B NONOXEHNE BKIIKOYEHO U BBIMOMHUTE CreayoLue AeNCTBIS:

a. BarpysuTe cepTudurKaT YAOCTOBEPSIOLLErO LieHTpa. 19 3Toro HaxxmMuTe Ha KHOMKy 3arpy3utb cepTtudurkat
1 BblbepuTe daiin cepTudrkaTa Ha NOKanbHOM YCTPONCTBE.

NHdbopmaums o 3arpyxeHHOM cepTudumkaTe yaoCTOBEPSIOLLErO LEHTpa 0TOBPasnTCS Ha CTPaHNLE.
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He pekomeHayeTcs 3arpy»aTb LUMPOKO N3BECTHbIE CepTMdMKaThl YOOCTOBEPSIOLLErO LIeHTPa, TaK Kak
LOBEPEeHHbIMY ByayT SBNSTLCS BCE CePBEPLI, NCMOMb3YoLLVe CepTUPUKaTDI, MOANMCAHHBIE ATVMM
cepTndmrKaTaMmn yoOCTOBEPSIOLLErO LieHTpa. Takasi CUTyaLms MOXET MPUBECTUN K KOMIPOMETaLmm
Kaspersky loT Secure Gateway 1000.

b. 3arpyaute ceptudukaT knmeHTa. [Ins aTOro HaxmmTe Ha KHOMKy 3arpy3nTb cepTuduKaT KIneHTa 1
BblOepuTe paiin cepTrdmrkaTa Ha TOKanbHOM YCTPONCTBE.

NHdbopmaums o 3arpyxeHHOM cepTudukaTe KnmeHTa oTobpasmTCs Ha CTpaHuLe.

c. 3arpyauTe kJtou K cepTuduKkaTy KnneHTa. [ns 3Toro HaxXMmTe Ha KHOMKY 3arpyauTb Kitou v BelbepuTe daiin
KStoya Ha flokanbHOM YCTPOICTBE.

Mo ymonuaHuio ncnonb3osaHmne 3awpmeHHoro SSL-coeamHeHns BbIKIIOUeHO.
13. HaxxmuTe Ha kHomnky CoxpaHuTb B H/XXHEN YaCcT CTPaHWLbl, YTOObI COXPaHUTb N3MEHEHNS.

Kaspersky loT Secure Gateway 1000 6yneT oTnpaBnsTb yBeAOMIIEHNS O COBbITUSX ayauTa no npotokony MQTT.

Ynpasnenue cobbitnamm Kaspersky lol Secure Gateway 1000 uepes
Kaspersky Security Center 14.2 Web Console

OTOT paspen cCoaepXXnT MHCTPYKLUMN MO MOHUTOPUVHIY COBLITUI ayanTa, 3aperncTpupoBaHHbix B Kaspersky loT
Secure Gateway 1000, uepes Kaspersky Security Center 14.2 Web Console.

[MpocmoTp cobbiTuin Kaspersky loT Secure Gateway 1000 uepes Kaspersky
Security Center 14.2 Web Console

Bbl MOXeTe npocmaTprBaTh COBbITUS ayanTa, 3aperncTpupoBaHHbie Kaspersky loT Secure Gateway 1000, uepes
Kaspersky Security Center 14.2 Web Console. CobbiTua ayanTa BKtoUatoT CobbITUS ayauTa onepaLioHHOwN
CUCTEMBI 1 COBLITUG ayayTa CETEBOro aKpaHa.

YT06bI MpoCcMOTPETL COBLITUS ayanTa, 3aperucTpupoBaHHsie Kaspersky loT Secure Gateway 1000, yepes
Kaspersky Security Center 14.2 Web Console:

1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. Haxxmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxxwmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.

5. HaxxmunTe Ha Bknagky Cobbitus.
OTKpoeTCs OKHO, B KOTOPOM OTODpaxaeTcs Tabnumua cobbITui ayamTa, 3aperMcTpUpOoBaHHbIX Ha YCTPONCTBE.
[na kaxxpoli 3anvcn Tabnnubl oTobpaxkaeTcs cregytolas nHdopmaLms
e Bpewmsa — faTa 11 Bpems, korza Obifio 3aperncTpupoBaHo cobbiTue.
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e CobbITre — TEKCT 1 OMNCcaHe CobbITUS.

® YpoBeHb KPUTUYHOCTU — YPOBEHb KPUTUUYHOCTIM COBBITHS:
* 4 — KpUTNYecKoe;
* 3 — 0TKa3 PYHKLMOHNPOBAHWS;

e 2 —npenynpexaeHne;

1 - nHdopmaLmoHHoe coobLeHMe.

Mpw pervcTpaumm Gonblioro konmyecTsa cobbiTuii Tabnmua Ha Bknaake Kaspersky loT Secure Gateway —
Cob6biTna MOXeT paboTaTb MefneHHo. B aTom cnyyae Bbl MOXeTe NepeinT Ha CTPaHuLLY BCEX COObITUI,
3aperncTpUpPOBaHHbIX Ans BbIGPaHHOro YCTPOMCTBA, HaXaB Ha MM YCTPOCTBa 1 Bbibpas Bknaaky CobbiTus.

HacTtpolika pernctpauunn cobbituii Kaspersky loT Secure Gateway 1000 B
Kaspersky Security Center 14.2 Web Console

Bbl MOXeTe BKMOUNTL permcTpaumnto cobbituii ayauta Kaspersky loT Secure Gateway 1000 B Kaspersky Security
Center 14.2 Web Console n HacTpouTb ornoBeLLeHrie Npu pernctpaumn cobbituin ayauTa. lNoapobHyto nHoopmaLumto
O HacTpolike ONoBeLLEHWIA MpK perncTpaummn cobeitrin ayouta B Web Console cm. B pasgene HacTtpovika
rapameTpoB 4oCTaBku yBeaoMIeHUV B OHnaliH-crpaske Kaspersky Security Center 14.2. [Ing HacTpoiiku
perucTpaumm CobbITUiA ayanTa npensapuTenbHO TpebyeTcs cospaTth NOANTUKY ANs YCTPOCTBAE, OT KOTOPOro
nnaHMpyeTCcs nonyyaTb cobbITus ayauTa. [NoapobHyio nHbopMaumio 0 CO3aaHNN NONTKKM CM. B pasaene
CosznaHvie nommtuky B oHnanH-cnpaske Kaspersky Security Center 14.2.

B Bepcusgx Kaspersky loT Secure Gateway 1000 3.0 v Bbile He NopaepXXnBaeTcs yrnpasneHue rpynmo
yCTpOWCTB ¢ nomoLubto nonuTtuk Kaspersky Security Center. Bbl MoxeTe ynpaBnsTb KaXkapM YCTPONCTBOM
OTAENBHO.

Kaxxpoe cobbiTne ayonTa B Kaspersky Security Center nmeeT onpenenenHbili ypoBeHb KpUTUYHocTU. B
3aBUCUMOCTH OT YCNOBWIA BO3HUKHOBEHWS, COBLITUIO ayanTa MOXET OblTb MPUCBOEH OANH N3 CNeAyoLLIMX YPOBHEN
KPUTUYHOCTU:

* Kputmyeckoe — cobbIThe, yKa3blBaloLLLee Ha BOSHUKHOBEHNE KPUTNYECKOV MPOBIeMbl, KOTopast MOXET NMPUBECTU
K moTepe LaHHbIX, CH6oto B paboTe 1am KpUTUYECKO OLLMBKE.

o OTKa3 QYyHKLMOHVPOBAHYS — CODbITME, YKasbiBatoLLlee Ha BO3HKHOBEHVE Cepbe3HOol NPOBIeMbl, OLUMOKM U
c609, Npon3soLLELLErO BO BPEMS PaboTbl CUCTEMbI UIN BbIMONHEHNS MPOLELYPbI.

o [IpenynpexneHye — CObbITUE, Ha KOTOPOE HY>XHO 06PaTUTb BHMMaHWE, MOCKOJbKY OHO OTpaaeT BaXkHble
cutyaumn B pabote Kaspersky loT Secure Gateway 1000 1 MoXeT ykasbiBaTb Ha BO3MOXHYO Npobremy B
BynyLem. Yalle Bcero cobbiTUs OTHOCSTCS K MPenynpeXxXaeHnsM, eCnvi Moce X BO3HUKHOBEHUS paboTa
cUCTEMbl MOXET ObITb BOCCTaHOBNEHa 63 MOTepU AaHHBIX UM GYHKLMOHabHBIX BO3MOXHOCTEA.

* VHpopmaLmoHHoe cooblLeHne — cobbiTre, MHPopMMpYyLoLLLee 06 YCMELLHOM BbINOMHEHW ornepaLmi,
KOPPEKTHOWN paboTe CMCTEMbI U 3aBEPLLEHNN NPOLLEAYPbI.
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Ecnn pervctpaumns cobbituii ayauta Kaspersky loT Secure Gateway 1000 seikntoueHa B Web Console, To
CcobbITUS ayanTa He MpUxoasT 1 He oTobpaxatotes B Web Console. MNocne BkntoueHms pernctpaumm B Web
Console 6yayT nocTynaTb TONbKO HOBblE COBLITUS ayanTa. Bce cobbiTus ayamnTa, 3apermcTpupoBaHHble
Kaspersky loT Secure Gateway 1000 go BkntoueHus peructpaumn B Web Console, He 6yayT nepenarsl B Web
Console, nx npocMoTR BO3MOXEH TOsbKO B BeG-nHTepdeiice Kaspersky loT Secure Gateway 1000.

YTo6b! BK/IIOUNTE pervucTpaumo cobbiTvii ayanta Kaspersky loT Secure Gateway 1000 B Kaspersky Security Center
14.2 Web Console:

1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPoCcTBa.

2. Haxxmute Ha nma yeTpoiicTea ¢ Kaspersky lolT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCyTCTBYET B
crvcke, 0obaBbTe ero B rpynny_YnpaeBngembie yCTPOUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxwvute Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepykallee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. HaxxmunTe Ha Bknagky HacTpoiika cobbITuiA.

6. B MeHIo B NeBOi1 4acTy OKHa BbibepuTe YpOBEHb BaXXHOCTW, A1 KOTOPOro TpebyeTcs BKIIIOUNTL PErncTpaLmio
COBbITUI:

e Kputunueckoe.
* OTkas PyHKLMOHMPOBAHMSI.
e [lpepynpexpeHue.
* MHdopmaumoHHoe cooblueHme.
OTobpasunTcs Tabnmua cobbiTuin ayamTa Ans BbIOpaHHOro YPOBHS BaXXKHOCTM.
7. Haxxmute Ha kHonky [Jo6aBuTb cobbiThe.

8. YcTaHoBUTE Priadkok OKOJIO TeX TUMOB COBLITUI, AN KOTOPbIX TPebyeTcs BKIOUNTL perncTtpaumo B Web
Console, n HaxxmuTe Ha kHonky OK.

9. Haxxmute Ha kHomnky CoxpaHuTb, YTOBbl COXPaHNTb BHECEHHBIE N3MEHEHNIS.
BbiGpaHHble Tunbl cobbiTuii aynuTa Kaspersky loT Secure Gateway 1000 s BbIGpaHHOro YpOBHS BaXKHOCTH

OynyT perncTpupoBaTbcs 1 xpaHnTbes Ha Cepepe agMuHUcTprpoBaHus Kaspersky Security Center. o
YMOMUYaHMIO CPOK XpaHeHus cobbiTuli coctasnseT 30 oHel.

HacTpoiika npasun agpecHol TpaHcnaummn yepes Web Console

I'Ipanma aﬂ,peCHOI7| TPaHCNAUNN OOCTYMNHbI TOJIbKO ONA TUMNa CeTEBOro YCTROWCTBa ceTeBou RpoyTep.
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B Kaspersky loT Secure Gateway 1000 peannsosaHa nepeappecauus noptos (aHrn. port forwarding nnm
destination NAT) — Tvn agpecHol TpaHCAILMm, KOTOPLIV MOAMEHSET afpec OTNPaBUTENS BO BHELLHE CeTu Ha
afpec BO BHYTpPeHHel ceTu, obecneuyrsas AOCTYM U3 BHELLHEN CETW BO BHY TPEHHIOI MO OTAESbHbIM NMopTaMm.
MpaBuna agpecHoOn TpaHCASLMN ONVCLIBAIOT NapaMeTpbl IpeobpasoBaHns ceTeBbIx agpecos |P-nakeTos,
OTMNPAaBNEHHbIX BO BHY TPEHHIOIO CETb OT YCTPOWCTB, PACMOIOXEHHbBIX BO BHELLHEN CETH.

Bce npasuna agpecHoin TpaHenaumm otobpaxatoTes B Tabnuue B pasnene Cetb — NAT. [1nd kaxxnoro npasuna
oTObBpaxaloTcs crnenyoLLe napamMeTpb:

e CeteBoli UHTepdeiic — MHTepdEIiC, s KOTOPOro NpUMeHsieTcs npasuno: BHewHsa ceTb nnn Mogem.
* BHelHU NopT — TPaHCMOPTHbIV MOPT BHELLHEro MHTepdeiica, 419 KOTOPOro MPUMEHSIETCS NPaBUIo.

¢ [lpoTokon — NPOTOKOS, 4519 KOTOPOro npumepseTcs npasuno: TCP v UDP.

e |P-appec — IP-agpec y3na HasHaueHus.

* [lopT — NOPT y3na Ha3Ha4YeHns.

e KommeHTapwuii — onvcaHne npasuna, He 6onee 255 cumBonos.

Bbl MoXxeTe cosnaBaTh 2, USMEHATLE U YOoanaTtb & npasuna ap,peCHon TPaHCndAunn.

CospaHve npasuna agpecHom TpaHcnaumn yepesd Web Console

YTobbl co3aaTh HOBOE rpaBuio aapecHo TpaHensumm yepes Web Console:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPOCTBa.

2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCyTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTPOUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibeprTe Bkaaky MNporpammel.

4. Haxxwvute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.

6. Boibepute CeTb — NAT.

OTKpoeTcs OkHO ¢ TabnuLein npasun agpecHol TpaHcnsumm Kaspersky lolT Secure Gateway 1000.
7. Haxkmute Ha kHornky [Jo6aBuTb B BEpXHEN YacTu CTpaHMLbI.
8. B oTkpbiBLWeiics cnpasa naHenv [lobaBneHne npaBuna ykaxuTe crnepytoLme JaHHble:

¢ B packpbiBatoemcs cnivicke CeTeBoii nHTepdeiic BoibepuTe nHTepdeiic, ons kotoporo 6ynet
NpUMeHsTbCS NpaBuno: BHewHas cetb v Mopem.

¢ B none BHewwHWiA NopT BBEAMTE HOMEP TPAHCMOPTHOMO MOpPTa BHELUHEro nHtepdeiica, ans kotoporo oyaeT
NMPVMEHSATBLCS MPaBUo.

¢ B packpbiBatoemcs crnivicke MNpoTokon BbibeprTe OOVH 13 MPOTOKOMOB, ANs KOTOPOro NMpUMepseTcs
npasuno: TCP nnn UDP.
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¢ B none IP-appec BBeanunTe IP-agpec yana HasHayeHus.

e B none lNopT BBeanTE NOPT Y3n1a Ha3Ha4YeHUS.

* B none KommeHTapuii BBeounTe onncaHue npasuna, He 6onee 255 cumsonos.
9. Haxxmute Ha kHomnky OK B HUXKHEN YacTu NaHenu, YTOBbl COXPaHUTb U3MEHEHNS.

HoBoe npaBuno 6yneT cosgaHo 1 oTobpasnTcs B TabnuLe NpaBui agpeCcHom TPaHCSLMAN.

N3meHeHne npasuna agpecHoin TpaHcnauunm yepesd Web Console

YT06bI U3MEHUTL rpaBuio aapecHo TpaHensumm yepes Web Console:
1. B rnaBHom okHe Web Console BribepuTe YcTpolicTBa — YnpaBngemble yCTPOCTBa.

2. Haxxmute Ha nms yeTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCyTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_YnpaeBngembie yCTRPOUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxwvute Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepykallee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.

6. Boibepute Cetb — NAT.

OTKpoeTcs OKHO ¢ Tabnuuei npasun agpecHol TpaHensumm Kaspersky lolT Secure Gateway 1000.

7.B Ta6r|v|u,e yCTaHOoBUTE ¢na>|<0|< OKOJ10 TOro rnpaswusa, KOTopoe Tpe6yeTc9| N3MEHUTb, N HaXKMNTE Ha KHOMKY
NameHnTb B BerHeVI yacTu TabnuLpi.

8.B OTKprBLUGI7IC9I cripaBa naHemnm NameHeHne npasuia BHECUNTE NSMEHEHNSA N HAXXMUNTE Ha KHOTMKY OK, utobbl
COXpPaHNTb N3MEHEHNS.

I'Ipaano 6YD,eT MN3MEHEHO, 1 HOBblE AaHHble NO HeMY OTO6pa39ITC9I B Ta6n|/|u.e npasun an,peCHon TPaHCndAunn.

YoaneHwne npaswna agpecHon TpaHcnaumm yepes Web Console

Y106k ynanTe npaBuno agpecHovi TpaHeasumm yepes Web Console:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPOCTBA.

2. Haxxmute Ha umsa ycTpolictsa ¢ Kaspersky loT Secure Gateway 1000. Ecnu nms ycTpolicTBa OTCYTCTBYET B
cnvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibeprTe Bkaaky MNporpammel.

4. Haxxwvunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.

5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.
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6. Boibepute CeTb — NAT.

OTKpoeTcs OKHO ¢ Tabnuuelt NpaBus agpecHoin TpaHenaummn Kaspersky loT Secure Gateway 1000.

7. B Tabnuue BbibeprTe NpaBnio, KOTOPoe TPebyeTcs yoanuTb, HAXMUTE Ha KHOMKY YBanuTb B BEPXHEN YacTu
Tabn1ubl N NOATBEPAMUTE CBOV AENCTBUS.

MNpaBuno agpecHo TpaHecnsuMm 6yneT yaaneHo ns Tabnumubl npasusl.

YnpasneHrune npunoxeHnem Kaspersky loT Secure Gateway Network
Protector

MNocne HacTpoliku napameTpos Kaspersky loT Secure Gateway Network Protector, mpunoxeHue Tpebyetcs
[06aBUTb B CMMCOK aBTOMaTUYECKM 3anyckaeMblx Mporpamm 1 nepesarpyaunts Kaspersky lolT Secure Gateway
1000, nHaue npwu cTapTe Kaspersky loT Secure Gateway 1000 6yayT yaaneHbl monb3oBaTesbCkue npasunia
dUnbTPaLmN.

Kaspersky loT Secure Gateway Network Protector nossonset 6noknposatb IP-agpeca, Tpaduk oT KOTOpbIX BO
BHYTPEHHE 1 BHELLHe ceTu TpebyeTcs 3anpeTuTb, 1 pasbnokunposaTs IP-agpeca, Tpaduk oT KOTopbIX TpebyeTcs
paspeLunTb.

Kaspersky loT Secure Gateway Network Protector moxeT 6rnokuposaTh IP-anpeca Ha OCHOBe MpaBu aHanmsa
COAEPXNMOro CETEBBIX MAKETOB MPOMBILLIEHHBIX MPOTOKOJIOB, KOTOPbIE BKIOYAOT NMpaBuna GunbTpaLmm KoMaHa, 1
npaBunia oBHapy>XeHrs aHomanuii. Bel MoxeTe 3aaath npaBuna GuabTpaumny B napaMmeTpax NpuioXeHus.

B cnyuae cpabaTtbiBaHus npasuna Kaspersky lol Secure Gateway Network Protector 6nokmpyeT nofospuTesbHbil
ceTeBoli Tpadvik n pobasnseT IP-agpec, oT KoToporo naeT Tpaduk, B CNNCOK 3anpeLleHHbix IP-agpecos. Bel
MOXeTe Bpy4Hyto yoaauTb IP-agpec 13 cnvcka 3anpeLueHHbIX, €Cnv BaM HY>XXHO paspeLunTb ceTeBol Tpaduk ot
aToro IP-agpeca.

Kaspersky loT Secure Gateway Network Protector moxeT cosnaTtb 1o 1000 npasun B cnircke 3anpeLlenHblx [P-
appecos. Bpems oT cpabaTbiBaHns npasuna o 6nokmposkn Tpaduika cocTasnseT He 6onee 1,4 cekyHapl.

MNpaBnna ceTeBoro akpaHa v npasuna GunbTPaLMn NPUMEHSIIOTCS A1 aHanm3a Tpaduka TONbKo B MOMEHT
yCTaHOBNEHNS coeanHeHns no npoTokony TCP.

Kaspersky loT Secure Gateway Network Protector nepenaeT nHdopmaumto o 6rokmposke Tpaduka 1 IP-agpeca B
Kaspersky loT Secure Gateway 1000. CooTBeTcTBytOLLLEE COBBITVIE PEMMCTPUPYETCS B XYQHaNe cobbiTuii (B
Kaspersky Security Center) n B XypHane aynuTta ceTeBoro akpaHa (B Beb-uHtepdeiice Kaspersky lolT Secure
Gateway 1000).

B crnvcok paspelueHHbix IP-agpecos BxondaT IP-anpeca BHyTpeHHel 1 BHELLHEN ceTu, ceTeBOl TpaduK OT KOTOPbIX
Kaspersky loT Secure Gateway 1000 He 6nokupyeT. Bol MOxeTe BpyuHyto nobasndts IP-agpeca ycTpolicTs, Tpaduk
OT KOTOpPbIX TPpebyeTcs pas3peLunTb, B CIMCOK pa3peLleHHbix. CeTeBol Tpaduk oT IP-agpecoB HOBbIX YCTPOICTB,
NOSIBUBLLNXCS B CETW, MO YMONYaHmio paspeLleH, 1 aTu IP-agpeca He 6nokupyeTtcs cuctemoli. [pn HeobxogmmocTn
Bbl TaK>Xe MoxeTe yaandts IP-agpeca ycTpolicTB U3 cnvcka paspeLLeHHbIX.
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B HekoTopebix cnyuasix, korna npunoxenne Kaspersky lolT Secure Gateway Network Protector He moxeT
obpaboTaTb NOCTYNaoWMIA Ha YCTPONCTBO Tpaduk, OHO MOXET aBapUiiHO 3aBepLUNTL PaboTy, U cUcTeMa
nepenaeT B peXrM aBapuinHoi NOAAEPXKKN. DTO MOXET MPOU30NTY B Xo4e 06paboTK HEKOTOPbIX
cneunduryecknx TUNOB CETEBbLIX MAKeTOB, OTNpPaBseMblx no npotokonam SIP, SMB, SMTP, DNS, HTTP nnn
HTTP2. MpoTtokon SIP yyacTByeT B yCTaHOBKE COELMHEHWS CO CTOPOHbI BHELLHWX IP-agpecos, ecnn mogem
1CMOMb3YyeTCs B KAUECTBE OCHOBHOIO KaHana cBs3u 1 B HeM YcTaHoBneHa SIM-kapTa, k IP-agpecy koToporli
MO>XHO MOMYYNTb AOCTYMN HANPSMYIO N3 HTEPHeTa.

Ecnu Takoe npounsoiigeT, Bam HeOBXOAMMO NPVMEHNUTL NaTy A9 OTKOYEHVS 0BPaboTKM HENOAAERXMBAEMOrO
TRaduka, YTo6bl BOCCTAHOBUTL PABOTOCMOCOBHOCTb MPUOXEHNS 1 CUCTEMbI.

HacTtpolika punbTpaumnn Tpadrka NPOMbILLIEHHbIX MPOTOoKos10B Yepes Web
Console

Bbl MOXeTe HacTpouTb NpaBuna Ans 61oKMpoBkn 1 GUIbTPaLMn Tpaduka, MPOXOAALLErO Ha YPOBHE MPOMbILLIEHHbIX
MPOTOKOSIOB, C MOMOLLbIO MpunoxeHus Kaspersky loT Secure Gateway Network Protector. DunbTpauns Tpaduika
MPOMBILLIIEHHBIX MPOTOKOMOB OCYLLECTBISETCS C MOMOLLIO MPaBW aHan3a COAEPXUMOro CETEBbIX NMakeTOB U
BKJIOYAET CreayoLLE MPOBEPKML:

e odunbTpauns komaHg B npotokonax MQTT 1 Modbus;

* npoBepka Ha aHomanuu Tpaduka Ha ypoBHe npoTtokonos MQTT 1 Modbus.

[na paboTbl npunoxerus Kaspersky loT Secure Gateway Network Protector Bam Hy>HO cHayana HacTpouTb
ero koHpurypaumto. Ecnv Bbl 3anycTuTe npunoxeHne 6e3 HacTPOEHHbIX NapaMeTpoB KOHOUrypaLmu,
Kaspersky loT Secure Gateway 1000 nepelifeT B aBapuiiHbIi REXUM, TaK Kak MPUIOXKEHNEe He MOXET MoMyunTb
npasuna unbTpaumn Tpaduka ana obecneyeHns 6e30MacHOro COCTOSHMS.

Y106bI HACTPOUTL MPAaBUAE PUALTPALNN TPADUKE MPOMBILLIEHHBIX MPOTOKOIOB:

1. C nomolwubto ytunutsl Kaspersky Update Utility ckauaiite daiinsl co cnvckamm nopaep>XmBaemMbix Npasum
aHann3a CooepP>XXMMOro CeTeBbIX MakeToB:

e daiin industrial_commands.rules conepxumT cnncok noaaepXXmsaemblx Npasmn GpuabTpaumn KOMaHg, Ha
YPOBHE NMPOMBbILLIEHHbIX MPOTOKOOB.

* ®aiin industrial_anomalies.rules conepxuT cnmcok nopaepxrBaembix Npasmi 0OGHapY>KeHVs aHoManuii B
Tpadvike, NPOXOASLLEM Ha YPOBHE MPOMbILLIEHHbBIX MPOTOKOSIOB.

Becb ananasoH ngeHtrndukaTopos (sid) IXXXXXXX ncnonbayeTcs ofia cnyxebHbix Hyxxa. He ncnonbayiite
3TV MOEHTUPUKATOPLI ANS NMOMb30BaTeNbCKUX MpaBu. [pr MCNonb3oBaHNM Cy>XEBHbIX MOEHTUPUKATOPOB
13 3TOro AmanasoHa Ang nonb3oBaTtenbckux npasun Kaspersky lol Secure Gateway 1000 moxeT nepelit B
PEXNM aBapUNHOM NOAAEPXKN.

MonpobHyto nHPopMaLmio Mo paboTe C yTUIMTON Bbl MOXETE y3HaTb B IoKyMeHTauuy no Kaspersky Update
Utility =.

2. BoibepuTe 13 dalinos Te npasunia, KOTOpbIE Bbl XOTUTE NPUMEHNUTb AN GUbTpaLmmn Tpaduka NpOMbILLIEHHbIX
MPOTOKOOB.
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HekoTopeble npaBuna, cogepxawmecs B paiinax industrial_commands.rules u industrial_anomalies.rules, moryT
BnokunpoBaTb BrsHec-cLueHapuK. [lepen, Cnonb30BaHNEM MPaBUI U3 3TUX GaliNioB Mbl PEKOMEHLYEM UX
CHayvarna npoaHannanpoBaTb 1 0TOBpPaTb TOMbKO HeobxoauMble. B kauecTse npriMepa Bbl MOXETE MCMONb30BaTh
npaBwno, onncaHHoe B ware 11 3Tol HCTPYKLMN.

3. B rnaBHom okHe Web Console BribepuTe YeTpolicTBa — Ynpasnsemble yCTPOMCTBA.

4. HaxxmunTte Ha nmg ycTporicTaa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpolicTBa oTCyTCTBYET B
cnncke, fobaBbTe ero B rpynny_Ynpaensembie yCTROWCTBA.

5. B oTKpbIBLUEMCS OKHE CBOWCTB yCTPOCTBa BbibepuTe Bkaaky Mporpammsi.

6. Haxxmute Kaspersky loT Secure Gateway.

OTKpoeTcs OkHO, copepykalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
7. BeibepuTe Bknagky MapameTpbl nporpamMmmsi.

8. BuibepuTe pasnen MapameTpbl npunoxxeHnii — MNpunoxeHus.

OTobpasnTcs Tabnmua yCTaHOBAEHHbBIX MPUNOXEHNIA.

9. OcTaHosuTe npunoxerne Kaspersky loT Secure Gateway Network Protector, ecnn oHo 3anyLieHo.

MNMoka npunoxeHne Kaspersky loT Secure Gateway Network Protector ocTaHoBREHO, TpaH3UTHbIV TpaduK Ha
yCTpolicTBe ByaeT 3abrokMpoBaH A1 obecneverrs 6e30nacHOCTY MOOKTIOUYEHHbBIX YCTPONCTB.

10. HaxxmuTe Ha HasBaHue npunoxeHns Kaspersky loT Secure Gateway Network Protector.

CnpaBa oTkpoeTcs naHenb Kaspersky loT Secure Gateway Network Protector application management.
11. Ykaxkute npasuna ounbTpaumm Tpaduka NpOMbILLNEHHBIX TPOTOKOSOB:

e B none Rules for filtering commands in industrial protocols ykaxuTe npasuna bunbTpaumm komaHg, Ha
YPOBHE NPOMBILLNEHHbIX MPOTOKONOB 13 daiina industrial_commands.rules.

¢ B none Rules for searching anomalies in industrial protocols ykaxwTe npasuna o6HapyxeH1s aHoManuii B
Tpaduike, NPOXOASLLEM Ha YPOBHE MPOMbILLNIEHHBIX MPOTOKONOB 13 dalina industrial_anomalies.rules.

Bbl MoXeTe ykasaTb npaswna ToMbKo B OAHOM U3 3TUX Noneli unmn B 06omx nonsx. [1ns paboTbl NpunoxeHns
Kaspersky loT Secure Gateway Network Protector TpebyeTcs ykasaTb 3HaueHMEe X0Ts Obl OOHOrO NapameTpa
KoHbUrypaumm, nHade Kaspersky loT Secure Gateway 1000 nepeifeT B aBapuiiHbIli REXVM Nocse 3anycka
MPUWNOXEHNS, TaK KaK MPUIOXEHME He MOXET NMonyunTb npasunia punbTpaummn Tpadrka ans obecneyeHus
He30nacHoOro CoOCTOSHMS.

[Mpumep HacTpoVKn NpaBusl
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Hanpumep, Bbl MoXxeTe HacTpouTb Npasuna ¢unbTpaumm Tpaduka B npunoxeHnn Kaspersky loT Secure
Gateway Network Protector ons pearmpoaHus Ha SYN-ckaHpoBaH1e NopToB.

[lns aTOro Bam Hy>HO HacTpouUTb NapameTpbl NpunoxeHns Kaspersky lol Secure Gateway Network
Protector cnenytoLym obpasom:

e BoikntounTe napameTp Rules for filtering commands in industrial protocols, octasuB ero sHaueHune
MyCTbIM.

* B napameTpe Rules for searching anomalies in industrial protocols ykaxute cnenytolme npasuna:

alert ip any any -> any any (msg:"POSSBL SCAN NMAP KNOWN FRAGM (type -f)"; fragbits:M+D; threshold:type
limit, track by_src, count 20, seconds 1200; classtype:attempted-recon; sid:1000014; priority:2;
rev:6;)

alert ip any any -> any any (msg:"POSSBL SCAN NMAP FRAGM (type -f)"; fragbits:M; threshold:type
threshold, track by_src, count 20, seconds 1200; classtype:attempted-recon; sid:1000015; priority:2;
rev:1;)

12. HaxkmunTe Ha kHorky CoxpaHUTb B H/XHEN YacTu NaHenn, YToBbl COXPaHUTb U3MEHEHNS.

13. BanycTtute npunoxeHne Kaspersky loT Secure Gateway Network Protector.

CeTeBoil Tpaduik, NPOXOASLLMIA HA YPOBHE MNPOMBILLMIEHHBIX MPOTOKOSOB, ByaeT GubTPOBaTLCS C UCTONb30BaHNEM
yKkasaHHbIx npasus. B cnyyae cpabaTbiBaHys npasuna ceTeBolt Tpaduk, COOTBETCTBYIOLLMIA STOMY Mpasuny, OyaeT
3abnokupoBaH, a IP-agpec, oT koToporo nget Tpaduk, byneT nobaBneH B CIMCOK 3anpeLLeHHbIX IP-agpecos.

NHdopmaums o 6nokuposke IP-agpeca nepenaeTca B ceTeBoit akpaH Kaspersky loT Secure Gateway 1000.
CobbITre o bnokumposke Tpaduka OyaeT 3anmMcaHo B XYpPHaI cobbiTui ayamTa.

[ob6asneHue IP-agpeca B cnncok paspelueHHbix IP-agpecos

Bbl MOXeTe [o6aBnsaTh B CNCOK paspeLleHHbix IP-agpeca ycTpolicTs, ceTeBoi Tpaduk OT KOTOPbIX TpebyeTcs
paspeLnTb.

Y1066 O06aBUTL IP-aapec B crivcok paspeLleHHbIx IP-aapecos:
1. B rnaBHom okHe Web Console BbibepuTe YeTpoiicTBa — YnpaBnsaemble yCTpocTBa.

2. Haxxmunte Ha nms ycTpoiicTea ¢ Kaspersky lol Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensemble YCTRPOWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bknaaky MNporpammel.

4. Haxxwvinte Kaspersky loT Secure Gateway.

OTkpoeTcs okHO, copepallee nHdopmaumo o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
6. Boibepute paspnen CeTtb — Bnokuposka IP-agpecos.

7. HaxxmunTe Ha KHOMKY lNokasaTb cnncok HanpoTMB 3aronoBka Cnucok pPa3peLlueHHbIX IP-a.u,pecos.

OTobpasnTcs okHo Cnvcok paspelueHHbix IP-agpecos.

8. Ecnu Bbl xoTUTE OTPUNbTPOBaTh Cnncok IP-anpecos, HaxmuTe Ha KHOMKY PunbTp, ykaxunTe 1 npUMeHnTe
KpuTepum GunbTpaLmn.
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9. HaxkmuTe Ha kHonky [Jo6aBnTb.

10. B oTkpbIBLLEKCS chpaBa naHenu B none IP-agpec (nctounuk) ykaxute IP-agpec, Tpadurk OT KOTOPOro Bbl
XOTUTE pas3peLLnTb.

BeepneHHbIl IP-agpec nomxeH cooTBETCTBOBaTb CNEAYIOLLM TPEBOBaHUSM:
® copepxuT YeTblpe uncna ot O po 255 v 3Hak pasgeneHns . Mexay HUMY;
® He HaumHaeTcs ¢ O;
® He nycTou;
® He cooTBeTcTBYeT 255.255.255.255.
1. Haxkxmunte Ha kHomnky CoxpaHnTb B HUXKHEN YacTy NaHenun.
12. HaxxmuTte Ha kHorky CoxpaHuTb B H/XKHEN YacTu cTpaHuubl Cnncok paspelueHHbix IP-appecos.
IP-appec ycTpolicTa byneT fobasneH B CNMCOK pa3peLleHHbix IP-agpecos. MNocne cuHxpoHunsaumm Kaspersky

loT Secure Gateway 1000 un Kaspersky Security Center 14.2 Web Console nsmeHervs B cniicke paspeLueHHbix IP-
apgpecos bynyT nepenatbl B Kaspersky lol Secure Gateway 1000.

ameHeHmne IP-agpeca B cnncke paspeLueHHbix IP-agpecos

Bbl MoxeTe o6aBnsTh B CNMCOK pa3pelleHHbix IP-anpeca ycTpoiicTs, ceTeBoli Tpaduk OT KOTOPbIX TpebyeTcs
paspeLmnTb.

Yrobbl L06aBUTE IP-aapec B crimcok paspelleHHbix IP-aapecos:
1. B rnaBHom okHe Web Console BeibepuTe YecTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
cnncke, fobaBbTe ero B rpynny_Ynpaensemble yCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxwmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammb.
6. BoibepuTte pasnen Cetb — bnokupoeka IP-agpecos.

7. HaxkmuTte Ha kHonky MNMoka3aTk cnncok HanpoTue 3aronoska Cnncok paspeleHHbix IP-agpecos.

OTobpasnTcs okHo Cnncok paspelueHHbix IP-agpecos.

8. Ecnu Bbl xoTnTE OTPUNBTPOBaTL CNNCOK IP-anpecos, HaxmnTe Ha KHoMkKy PunbTp, ykaxuTe 1 npuMeHnTe
KpuTepun GUIbLTPAaLIN.

9. BoibepuTe IP-agpec ycTpolicTBa, KOTOPbIV TPEBYETCS N3MEHUTb, Y HAXMUTE Ha KHOMKY I3MeHUTb B BEpXHEN
4yacTy Tabnmupbl.

10. B oTkpbIBLLECS chpaBa naHenu B none IP-agpec (nctouHuk) namennTe IP-agpec, Tpaduk oT KOTOPOro Bl
XOTUTE Pas3peLUnTb.
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BeegneHHbI IP-agpec fnomkeH COOTBETCTBOBATL CleAYoWMM TPeboBaHNSM:
® copepxuT YeTblpe uncna ot O go 255 v 3Hak pasgeneHns . Mexay HAMY;
® He HaumHaeTcs ¢ O;
® He nycTou;
® He cooTBeTCcTBYET 255.255.255.255.
1. Haxkmute Ha kHomnky CoxpaHnUTb B HVXXHEN Yac Ty NaHenu.
12. HaxxmmnTe Ha kHorky CoxpaHuTb B HUXKHEN YacTuy cTpaHuLpl Cnncok paspelleHHbix IP-agpecos.

IP-appec ycTpolicTsa B crnivicke paspelueHHbix IP-anpecos 6yneT o6HoBneH. [Nocne cuHxpoHnsaumm Kaspersky
loT Secure Gateway 1000 un Kaspersky Security Center 14.2 Web Console nsmeHerus B cniicke paspeLueHHbix IP-
appecos bynyT nepenatbl B Kaspersky loT Secure Gateway 1000.

YpaneHue IP-agpeca 13 cnncka paspelueHHbix IP-agpecos

Bbl moxeTe yoanuTb IP-agpec 13 cnvcka paspelueHHbix IP-agpecos ycTpolicTs.
Y1066 ynamnte IP-agpec vz criicka paspeLueHHbix IP-agpecos:
1. B rnaBHom okHe Web Console BbibepuTe YeTpoiicTBa — Ynpaengemble yCTpoOMCTBa.

2. Haxxmunte Ha nms ycTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensembie YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bknaaky MNporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepxalliee nHbopmaumio o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MapameTpbl nporpammbl.
6. Boibepute paspen CeTtb — bnokuposka IP-agpecos.

7. Haxxmute Ha kHonky NokasaTe cnvcok HanpoTre 3aronoska Cnncok paspelueHHbix IP-agpecos.

OTobpasunTcs okHo Cnncok paspelueHHbix IP-agpecos.

8. Ecnu Bbl xoTnTe oTPUnbTPOBaTh CNcok IP-anpecos, HaxmnTe Ha KHonky PunbTp, ykaxuTe 1 npuMeHnTe
KpuTepun GUNbTPaLIN.

9. BoibepuTe IP-agpec ycTpoicTBa, KOTOPbIV TPebyeTCs yaaniTb U3 cincka paspeLleHHblx IP-agpecos, 1 HaxmuTe
Ha KHOMKY YpanuTb B BEpXHe yacTu Tabnuupl.

10. HaxxmunTe Ha kHomnky CoxpaHWTb B HV/XXHEN YacTy NaHesnu.
1. Haxxmute Ha kHomnky CoxpaHnTb B HUXXHEN YacTu cTpaHuLbl Cnvcok paspelueHHbix IP-agpecos.
Bbi6paHHbIi IP-appec 6yneT yoaneH ns crnvcka paspeLlerHbix IP-agpecos. Nocne cuHxpormsaummn Kaspersky loT

Secure Gateway 1000 n Kaspersky Security Center 14.2 Web Console nsmeHeHuns B cnvcke paspeLueHHbix IP-
appecos 6ynyT nepenatbl B Kaspersky lol Secure Gateway 1000.
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YpaneHuve IP-agpeca 13 cnncka sanpelleHHblx IP-agpecos

Bbl MoxxeTe yaanuTb IP-agpec 13 cnivicka 3anpeLleHHbix IP-agpecoB ycTpolicTB, ceTeBO Tpadyk OT KOTOPbIX

NROMbILLUNEHHbIX MPOTOKONIOB.

Yrtobnb! ynamnute IP-aapec 13 crivicka 3anpelueHHbIx IP-aapecos:
1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. Haxxmute Ha nms yeTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_YnpaeBagembie YCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.
6. Boibepute pasnen Cetb — bnokuposka IP-agpecos.

7. HaxkmuTe Ha kHonky MNMoka3aTb cnncok HanpoTus 3aronioBka Cnmncok 3anpelyeHHbix IP-agpecos.

OTobpasnTcsa okHo Cnvcok 3anpeLeHHbix IP-agpecos.

8. Ecnu Bbl xoTnTe OTPUNBbTPOBaTh CNNCOk IP-anpecos, HaxmnTe Ha KHOMKy PunbTp, ykaxuTe 1 npuMeHnTe
KpuTepun GUIbTPaLIN.

9. BeibepuTe IP-agpec ycTpoicTBa, KOTopbI TpebyeTcs yaanuTb U3 Crivcka 3anpeLleHHbIX IP-agpecoB, n HaxmnTe
Ha KHOMKY YaanuTb B BEPXHE YacTu Tabnuupl.

10. HaxkmuTe Ha KHomnky CoxpaHUTb B H/XKHE YacTuy MaHesnn.
1. Haxkmute Ha kHorky CoxpaHuTb B HKHEN YacTun cTpaHuubl Cnvcok paspelueHHbix IP-appecos.

BbibpaHHbii IP-appec 6yneT ynaneH ns cnvcka sanpetlerHoix IP-agpecos. [Nocne cuHxpormsaumm Kaspersky loT
Secure Gateway 1000 n Kaspersky Security Center 14.2 Web Console nsmeHeHus B cnmcke 3anpeLLeHHbix IP-
apgpecos bynyT nepenatbl B Kaspersky lol Secure Gateway 1000.

anaBneHme ceTeBblM SKpaHOM

Bbl MOxxeTe ncnonb3oBaTh ceTeBol akpaH Kaspersky loT Secure Gateway 1000, 4To6bl KOHTPONMPOBATH U
drnbTPOoBaTb BXOAALWMIA TpadpuK N3 BHYTPEHHel 1 BHeluHel ceTn. OBpaboTka ceTeBoro Tpaduika onpeaenseTcs
npasuiamyl ceTeBoro akpaHa. Tpaduk, MPOXOXAEHNE KOTOPOro He paspeLLeHo NpaBuiamMmn CETEBOroO aKpaHa,
3anpeLueH.

CeTeBoli akpaH Kaspersky loT Secure Gateway 1000 oTcnexxmBaeT COCTOSIHNE akTUBHbIX CETEBbIX MOAKIIIOUYEHNI U
aHanusnpyeT Tpaduk ¢ y4eTOM NapamMeTPOB COEOVHEHNS. OTO NO3BONSIET OTBETHLIM NakeTam NMPOXOANTb Yepes
CETEBOIN 3KpaH K CTOYHVIKY CETEBOTO COEAVHEHWIS, CMOb3Y$ T Xe MpaBuia CETEBOrO aKpaHa.
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Mo ymonuaruio npw 3anycke Kaspersky loT Secure Gateway 1000 sanpetieH Becb Tpadpuk (Kpome Cry>xebHoro),
cnenyoLLnii 3 BHYTPEHHElN ceTn BO BHeLLHIOW. [ocne nepesarpysku Kaspersky loT Secure Gateway 1000
3arpy>kaeTcs nocnenHss akTyanbHas KOHGUrypaLys NpaBun CETEBOro aKpaHa.

O npaBunax ceTeBoro aKpaHa

MNpaBrna ceTeBOro aKpaHa pPasaensioTcs Ha iy kebHbie N nonb3oBaTtesbckue. Kaspersky loT Secure Gateway 1000
nopnepxveaeT npasuna ang npotokonos TCP v UDP (Tonbko IPv4). [1ng 3Tnx NpoTOKON0B BKtOYeHa MHCMEKLNS
ceTeBbIX MakeTOB C XpaHeHrem cocTosHus (aHrn. Stateful Packet Inspection). [lononHuTensHo ceTeBoli akpaH
Kaspersky loT Secure Gateway 1000 npoBepsieT ceTeBo Tpapuk Ha COBMafieHe CO CnmMckamm 3anpeLLEHHbIX U
paspeLueHHbix IP-agpecos.

Cny>ebHble npaBunia CeTeBOro aKpaHa

Cny>ebHble NpaBuna nocTaensoTcs B cocTaBe Kaspersky loT Secure Gateway 1000 n ob6ecneuvBatoT
MosHOLLEHHYO paboTy ceTeBoro akpaHa Kaspersky loT Secure Gateway 1000. Bbl He MoXeTe N3MeHsTb 3Tu
npaswuna, 1 oHn He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console. Cny>xe6bHble npasuna
paspeLatoT crenytoLume Tunbl coegmnHernin Kaspersky loT Secure Gateway 1000:

* ucxomsme coeanHenns c Kaspersky Security Center 14.2 Web Console no npotokony TCP;

* BXOOSLUME COELMHEHNS C NoKasbHbIM Beb-cepBepoM rno npoTokony HTTPS;

* ycxomgiume coeanHeHns ¢ cepepom Syslog no npotokonam TCP, UDP;

* VICXOAsLMe U BXOASLME coeanHeHns ¢ nctouvHmnkamm MQTT-gaHHbIx no npoTtokony TCP;

® MCXOOsLUME N BXOASLME COeOANHEHNS C BHELLHUMU 1 BHY TPeHHUMU cepBepamu DNS no npoTtokony UDP;

* /ICXOpgLUME U BXOASLLME COEANHEHWNS C YCTPOCTBaMU, 06 bedMHEHHbBIMY B CETEBOI KNacTep (eCnm akTUBMPOBaH
N HACTPOEH).

[Tonb3oBaTenbckme npasnsia cCeTeBoro sKkpaHa

Bbl MOXeTe cosnaBaTh Nonb30BaTeNbCKMNE NpaBuia CETEBOrO aKpaHa BPYUHYIO, @ TakxKe U3MEHATb UKW yoandTb
npasuna aToro Tuna. ViameHeHns B KOHGUrypaLmm nonb30BaTeNbCKMX MPaBU MPUMEHSIIOTCS K CUCTEME Moche
cuHxpoHusauum Kaspersky loT Secure Gateway 1000 v Kaspersky Security Center. [Nonb3oBaTenbckue npasuna
CeTeBOro aKpaHa BbinonHsoTcs B 3agaHHoM B Kaspersky Security Center 14.2 Web Console nopsinke ceepxy BHUS.
Bbl MoxeTe cospaTb A0 512 nonb3oBaTenbCkux npasui ceTeBoro akpaHa. CobbiTus 0 co3haHun, N3MEHEHUN 1
yOaneHumn nonb3oBaTeNbCKMX MPaBU, a Tak)Xe O LOCTUXKEHUN X MPEAENIbHOrO KONMYecTBa GUKCUPYOTCS B
XYRHane cobbITuiA.

MNonb3oBaTenbckre NpaBuia Takxke MOryT MOCTaBASTbCS OT CTOPOHHNUX CPEACTB OOHaPYXEHWS BTOPXXEHIA, C
koTopbiMu MHTerpupoBaH Kaspersky loT Secure Gateway 1000 ¢ nomolubto Kaspersky Security Center OpenAPI™.

Kaspersky loT Secure Gateway 1000 He MOXET caMOCTOATENbHO OBHaPYXMBaTb aTaku N3 BHeLLHelr ceTu. [na
3TOro TpebyeTcs MHTErpaLms Co CTOPOHHUMM CpeacTBamMm obHapyxeHus BTopxeHuii. Kaspersky loT Secure
Gateway 1000 v cpeficTBa OBHaPYKEHWS BTOPXEHUI LOMKHbBI ObITh MOAKOUEHBI K ogHoMY Cepaepy
aoMuHncTpuposaHns Kaspersky Security Center.
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Mpwn 06Hapy>XeHUM NOAO3PUTENBHON CETEBOM akTUBHOCTU UM BOSMOXHOMO BTOPXKEHWS U3 BHELLHEN CeTu
CTOPOHHSS crcTeMa obHapyXeHus BTopxxeHunii nepenaeT B Kaspersky loT Secure Gateway 1000 npaswuno ons
BNOKNPOBKM NCTOYHMKa NOLO3PUTENBHOM ceTeBol akTuBHOCTU. Kaspersky loT Secure Gateway 1000 cospgaeT aT0
npaBuio B CETEBOM 3KpaHe 1 Ha OCHOBaHWM 3TOro npasuia 61oknpyeT UCTOYHKK Mo IP-appecy.

CospnaHHoe npaBuno aencTeyeT 6eccpoyHo. MNpr HEOBXOAMMOCTI Bbl MOXETE YAaNVTb NRABUIIO BPYUHYIO.

Bbl MOXeTE NpocMOTpeTb Tabnuuy Nonb3oBaTeNbCKUX NpaBin ceTeBoro akpaHa B Kaspersky Security Center 14.2
Web Console B pasnene Cetb — CeTeBoli akpaH. [115 kax4oro npasuna oTobpaxaeTcs cnepytoLlas nHbopmaums:

b CTaTYC npasBuna — CTaTyC akTUBHOCTW NMO/Ib30BaTESIbCKOro rnpasuna: BknioueHo vnu BeiknioueHo.

e [leiicTBUe — felicTBue, MpUMeEHsSIeMoe K MPOXOAsLLEMY Yepes CeTeBO akpaH TpaduKy: PaspewwmnTs nnm

3anpeTnTb.

e O6nacTb — 06nacTb NPUMEHEHVS MONIb30BAaTENbCKOrO Nnpasuna: BHyTpeHHas ceTb nnv BHelwHas ceTb.

* |P-appec (McTouHuK) — IP-agpec ncTouHvka ceTeBoro Tpaduika.

* [lopT (MCTOUHMK) — NOPT MCTOYHMKA CETEBOro Tpaduka.

* IP-appec (nony4yaTenb) — IP-agpec nonyyatens ceteBoro Tpaduka.

e lMopT (NnonyuaTtenb) — NOPT NonyyaTens CeTeBoro Tpaduka.

e [MpoTokon — NpPoTOKON, UCMOMb3yeMbIli Mpu NpoBepke ceTesoro Tpaduka: TCP, UDP.

CylecTByloT crnefyioLye orpaHnYeHns A Nonb30BaTeNbCKUX NpaBun ceTeBoro akpaHa Kaspersky loT Secure

Gateway 1000:

* He nonyckaeTcs B kavecTBe IP-agpeca NCTOYHKKA 1 MosyyaTens ceTeBoro Tpaduika ykasbiBaTb LOMEHHOE MMS
ycTpolicTaa (B Tom umcne localhost — cTaHgapTHOE fOMEHHOE UM ANs YacTHbIX IP-agpecos).

* He nonyckaeTcs B kauecTBe NopTa UCTOYHIKKA 1 MOJTyYaTens UCMob30BaTh ClyXeBHble MopThl,
3apesepBupoBaHHble ccTeMoli. B TabniLe Hyxe nepevncneHbl cy>ebHble MopTbl U X Ha3HaYeHne B
Kaspersky loT Secure Gateway 1000.

Cny>ebHble nopThl, cnonb3yemble Kaspersky loT Secure Gateway 1000

Cny>e6Hblit
nopT

53

67

68

443

514

1883

8883

13294

25014

HasHaueHue

McnonbayeTtcs cnyx6oii DNS.
Wcnonbayetcs cnyx6oit DHCP.
WcnonbayeTcs cnyx6oi DHCP.

3apesepBrpoBaH A1 BCTPOEHHOro BeG-cepBepa 1 Mo YMOMYaHIO NCTMONb3yeTCs AN MOAKIOYEHNs K BeG-UHTepdelicy
Kaspersky loT Secure Gateway 1000.

3apesepBrpoBaH [/1s BCTPOEHHOrO KNMEHTa, NepeaatoLLEro XypHarbl cobbiTuii Ha Syslog-cepep (ecnv ncrnonbsyeTcs).

Bbl MOXeTe HacTpouTb NapamMeTpbl OTNRaBky cobbiTuii Ha Syslog-cepsep.

3apesepsurposaH Ans BcTpoeHHoro MQT T-6pokepa 1 1cnonb3yeTces ANs NOAKNOUEHNS MO BHY TPEHHEMY CErMEHTY CETH.
3apesepsriposaH Ans BcTpoeHHoro MQTT-6pokepa v ncrnonb3yeTes A1 CUHXPOHW3aLMM ¢ 0BnauyHbIML CEPBUCAMU.
VcnonbayeTcs ang nogknoveHns kK Cepeepy apmmHucTpuposaHus Kaspersky Security Center.

BapesepBrpoBaH A1 CO30aHVS U OTNaAKM NMPUNOXEHWI 1 BOCTYMNEH A1 YNPaBieHNs TOMbKO B CreLyvansHON Bepcumn
Kaspersky loT Secure Gateway 1000 ans paspatoTtuuka.

Bepcus Kaspersky loT Secure Gateway 1000 ans paspaboTtuvka noctaenseTcs B komnnekTe noctasku Kaspersky loT Secure
Gateway 1000 SDK. NMogpo6Hee cm. B cnpaske Kaspersky loT Secure Gateway 1000 SDK & .
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lNpaBuna ceTeBoro akpaHa 1 npasuia GpuabTpaLMmn NPUMEHSIIOTCS ANs aHanmasa Tpadrika TobKo B MOMEHT
YCTaHOBMEHWS coeanHeHNs no npotokony TCP.

[opspok 06paboTkn ceTeBoOro Tpaduka

Kaspersky loT Secure Gateway 1000 o6pabaTbiBaeT ceTeBol Tpaduk Ha YPOBHE NakeToB B COOTBETCTBUM C
npasuiamMmu ceTeBOoro skpaHa n crnmckam paspeLleHHblX 1 3anpeLL.eHHbIX |P—a,£l,peCOB.

Kaspersky loT Secure Gateway 1000 npekpaliiaeT 06paboTky CeTEBOro nakeTa npuw NepBoM COBMafeHn C
NpaBunom, BCe HXKECTOSLLME Npasuna BynyT NpourHOPUPOBaHbI.

Mopsinok o6paboTku ceTeBoro Tpadrika oTINYaeTCs A TUNOB CETEBOrO YCTPOWCTBA OAHOHANRABAEHHbIN W03 1
ceTeBoli poyTeR. Tun ceTeBoro ycTpolicTea 3agaeTcs npu yctaHoske Kaspersky loT Secure Gateway 1000.

Mopsinok 0bpaboTkm ceTeBoro Tpaduka Ans TUna yCTPOMCTBa OAHOHAMNPAaBNEHHbIN LWSO3

Ecnn Kaspersky loT Secure Gateway 1000 paboTaeT kak ogHOHanpPaBneHHbI W03, Npu 06paboTke CeTeBoro
Tpadvika NpaBuia NPYMEHSIKOTCS B Pa3HOM MOPsiAKE B 3aBUCYMOCTI OT TWMa CEeTH.

[ns Tpaduka BHELUHEN ceTn NpaBuna NPUMEHSIIOTCS B CNeayoLweM NOPsaKe:

1. PaspelatoLme ararHocTM4eckme npasmia CETEBOrO akpaHa.

OTu npaBuna noctaenstoTcs B coctase Kaspersky loT Secure Gateway 1000. OHu HeobxoammMbl osis
npoxoxaeHns Tpaduka npu 3anycke camoamarHocTukn Kaspersky loT Secure Gateway 1000.

Bbl HE MOXETE N3MEHATb 3T NMpaBuna, 1 oHU He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

2. Paspeluaroliyme npaBunia NpoxXoXaeHNs ncxoagiuero Tpaduika.

OTu npaBuna nocTaenstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. OHu HeoBxoanmMbl A1
NPOXOXAEHWS Tpaduka OT YCTPONCTBa BO BHYTPEHHEN CETU K YCTPOCTBY BO BHELLHEN CETU.

Bbl He MOXeTe N3MeHsTb 3TV NpaBusa, U OHWM He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

3. PaspetuatoLume cny>xebHble npasuna CeTEBOro aKkpaHa.

O1u npasuna noctaenstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. OHu paspeluatoT NpoXoXAeHE
Tpadwvika ¢ ncrnonb3oBaHmem npoTtokona ICPM.

Bbl He MoXeTe N3MeHsTb 9TW NpaBusia, U OHWU He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

4. Paspewwatowme npasuna npunoxenns VPN.

ST npaBWna NocTaBNSOTCS aBToMaTyYeck nocne yctaHosku npunoxeHns VPN. OHn Heobxoonmbl ons
NPOXOXAeHWs Tpaduka, MHLMMpoBaHHoro npunoxexnem VPN.

Bbl He MoXeTe N3MeHsTb 9TV NpaBusia, U OHN He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

5. BanpeluatoLime cnyxebHble NpaBuia CETEBOro akpaHa.

91w npaBuna noctaenstoTcs B cocTase Kaspersky loT Secure Gateway 1000. OHy HeobxoammMbl A5t 6rOKUPOBKIA
BCEro BXoAgLLLero Tpaduka.

Bbl HE MOXETE N3MEHATH 3T NMpaBuna, 1 oHN He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.
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[ns Tpaduka BHyTpEHHeN ceTu NpaBunia NPUMEHSIIOTCS B CNeAyoLWweM NOPsaKe:

1. PaspelatoLe grarHocTM4eckme npasmia CETEBOrO akpaHa.

OTu npaBuna nocTaenstoTcs B cocTase Kaspersky loT Secure Gateway 1000. OHu HeoBxoammbl osis
npoxoxaeHns Tpaduka npu 3anycke camoamarHocTuk Kaspersky loT Secure Gateway 1000.

Bbl He MoXeTe N3MeHaTb 3TV NpaBusia, U oHN He oTobpaxkatoTca B Kaspersky Security Center 14.2 Web Console.

2. Paspeluatolime npaBunia NpoxXoXaeHNs ncxoagilero Tpaduika.

OTu npaBuna nocTaenstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. OHu HeoBxoanmMbl A1
NPOXOXAEHWS Tpaduka Mexay YCTPONCTBaMU BO BHYTPEHHE CETMW.

Bbl He MoOXeTe N3MeHsTb 3TV NpaBusa, U OHWU He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

3. PaspetuatoLume cnyxebHble NpaBuna CeTEBOro akpaHa ans Tpaduika.

OTu npasuna noctaenstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. OHu paspeluatoT NpoxXoXaeHe
Tpadwuika ¢ ncnonbsoBarHrem npoTtokonos ICPM n CARP, a Takxe Tpaduika Beb-nHTepdeiica Kaspersky loT
Secure Gateway 1000 n Kaspersky Security Center 14.2 Web Console.

Bbl He MoXeTe N3MeHsTb 9TV NpaBusia, U OHN He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

4. 3anpeLatoLpe npasuna bunbTpaumm Tpadpuka NpuKIagHbIX NPOTOKOOB.

Bbl MoOeTe camocToaTENbHO Bbl6paTb npuknanHble NPOTOKO/IbI, 4J19 KOTOPbIX Bbl XOTUTE 386J'IOKI/IpOBaTb
npoxoXaeHne Tpaduika. Ha ocHoBe Ballero Boibopa 6ynyT chopMmpoBaHbl MpaBuia 0bpaboTku Tpaduka.

5. BanpellatoLLie npaBuia pexnma aBapuiiHON NOAAEPXKM.

OTOT CNCOK NpPaBu MPUMEHSIETCS, TOMbKO e Bbin ak TUBUPOBaH REXVIM aBapUiiHO NoangpxXku. B aTom
cnyyae 6rokupyeTcs Becb Tpaduk. Bel He MOXeTe N3MeEHSTb 3TV Npasuna.

6. Cnicok paspelueHHbix IP-agpecos.

Bbl MoxeTe nobaBnsdTh B COMCOK paspeLLeHHbIX, USMEHATL U yAandTe IP-agpeca ycTpoiicTs, ceTeBoii Tpaduk oT
KOTOPbIX TPEDYETCH paspeLLnTb, ¢ MOMOLLbO Npunoxenns Kaspersky loT Secure Gateway Network Protector.

7. Cnncok 3anpeLueHHbix IP-appecos.

BT0T cncok bopMMpyeTCs aBTOMAaTUYECKN HA OCHOBE MHMOPMAaLM O MOLO3PUTENBHOM CETEBOM Tpaduke Ha
YPOBHE NMPOMBbILLNEHHBIX MPOTOKOMOB, KOTOPLIV GUNLTPYETCS Ha OCHOBE Mpasun B npunoxeHun Kaspersky lol
Secure Gateway Network Protector. Bel MoxeTe HacTpouTb npasunia GunbTRaumm, C MOMOLLbIO KOTOPbIX OyaeT
BnoknpoBaTbCcs TpaduK, MPOXOASLLMI C UCMONb30BaHEM MPOMBILLIEHHBIX MPOTOKOIOB. Bbl Takxe MoxeTe
yoangats IP-appeca, nobaBneHHble B CMMCOK 3anpeLeHHbIX IP-agpecos npu Heo6xoaMMoCTy.

8. MNonb3oBaTenbCcke Npasuia CETEBOro aKpaHa.

OTn npaBnna MoryT 6biTb 3aMpeLLaloLLIMI 1 pa3peLLlatoLLIMU A9 BHY TPEHHEN 1 BHeLLHel ceTu. Bbl MoxeTe
C03[aBaThb, USMEHATbL 1 YOaadTh X CAMOCTOSTENBHO.

MNonb3oBaTenbckue Npasa NPYIMEHSIIOTCS B TOM MOPSAKe, B KOTOPOM OHY PacronioXeHbl B TabnuvLe npasun B
pasnene CeTeBoli 3KpaH, CBEpXY BHU3, 0O NEPBOro COBNaAeHNS.

9. PaspeluatoLme cnyxebHole npasuna ong Tpaduka Syslog n DHCP.

OTu npasuna noctaBnstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. Bbl He MoxeTe U3MeHATb 3T
npasuna, 1 oHN He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

10. PaspeLuarom,l/le npasBuna npoxoxXxaeHna NncxoggduLero Tpadal/n(a Nno yCTaHOBNEHHbIM COEONHEHUAM.

OTu npasuna noctaBnstoTcs B coctase Kaspersky loT Secure Gateway 1000. OHY Heobx0oaMMbl 4151 TOrO, YTOObI
OTMNPaBnsTb OTBETHbIN TpaduK Ha 3anpPOChl N3 BHELLHEN CeTu.

Bbl He MoOXeTe N3MeHsTb 3TV NpaBusia, U OHN He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.
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11. SanpeLlatoLLme cny>kebHble Npasuia CETEBOro aKpaHa.

OTu npasuna noctaenstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. Bbl He MoxeTe namMeHaTb 3T
npaBwuna, 1 oHW He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

MNopspok 06paboTkm ceTeBoro Tpaduka Ang TUna yCTPOUCTBa CETEBOW poyTEP

Ecnn Kaspersky loT Secure Gateway 1000 paboTaeT kak ceTeBoli poyTep, Npu 06paboTke ceTeBoro Tpaduika
npasunia NPUMEHSIIOTCS B CNEAYIOWEM MOPSIKE:

1. PaspelatoLme grarHocTnyeckme npasmia CETEBOrO akpaHa.

OTu npaBuna nocTaenstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. OHu HeoBxoanmMbl ais
npoxoxaeHns Tpaduka npu 3anycke camoamarHocTukm Kaspersky loT Secure Gateway 1000.

Bbl HE MOXETE N3MEHATH 3T NpaBuna, 1 oHU He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

2. PaspeluatoLLe cnyxxebHble MpaBuia CETEBOro akpaHa ang Tpaduka.

OTu npasuna noctaenstoTcs B cocTaBe Kaspersky loT Secure Gateway 1000. OHu paspeluatloT NpoxXoXaeHne
Tpadwuika ¢ ncnonssosarHrem npoTtokonos ICPM n CARP, a Takxe Tpaduika Beb-nHTepdeiica Kaspersky loT
Secure Gateway 1000 n Kaspersky Security Center 14.2 Web Console.

Bbl He MoXeTe N3MeHsTb 9TV NpaBusia, U OHWU He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

3. BanpeLuaioLpe npasuna dunbTpaumm Tpadrika NpUKnagHbIX MPOTOKOMOB.

Bbl MOXeTe camMocToaTeNbHO BhlIbpaTh NRUKAaAHbIE NROTOKOIbI, AJ151 KOTOPLIX Bbl XOTUTE 3abM0KNPOBaTh
npoxoxaeHve Tpaduika. Ha ocHoBe Balero Boibopa 6ynyT chopMmpoBaHbl MpaBuia 0bpaboTkn Tpaduka.

4. SanpelLlatoLLe NpaBuna pexrmMa aBapuinHou NoaaePxKKI.

OTOT CNCOK NPaBu MPUMEHSIETCS, TOMbKO e Bbin ak TUBMPOBaH REXVIM aBapuiiHol Noanepxku. B aTom
cryyae 6rokupyeTcs Becb Tpaduk. Bel He MOXeTe N3MeEHSTL 3TV Npasuna.

5. Cnincok paspeLueHHbix IP-agpecos.

Bbl MOXeTe [o6aBNgTh B CAVICOK pPaspeLleHHbIX, UBMEHATb U yaoangaTs IP-agpeca ycTponcTB, ceTeBol Tpaduk oT
KOTOpPbIX TpebyeTcs pa3peLunTb, C moMoLbto nMpunoxeHns Kaspersky loT Secure Gateway Network Protector.

6. Cnincok 3anpeLueHHbix IP-agpecos.

OTOT cnncok popmmpyeTCs aBTOMATUYECKN Ha OCHOBE MHGOPMAaLMKN O MOA03PUTENBEHOM CETEBOM Tpaduke Ha
YPOBHE NMPOMBbILLNEHHBIX MPOTOKOMOB, KOTOPLIN GUILTPYETCS Ha OCHOBE NMpasu B npunoxeHun Kaspersky lol
Secure Gateway Network Protector. Bbl MoXeTe HacTpouTb npasuia GpuabTRaLmu, C MOMOLLLIO KOTOPbLIX OyaeT
BnokunpoBaTbcs TPaduK, MPOXOASILLMIA C UCMOMb30BaHMEM NPOMbILLIEHHBIX MPOTOKOMOB. Bbl Takxxe MoxeTe
yoangats IP-apgpeca, no6aBneHHble B CMCOK 3anpeLleHHbIX IP-agpecos npu Heo6xoanMoCTy.

7. Paspelatowme npasuna agpecHoin TpaHcnaumm (NAT).

Bbl MOXeTe camocTogaTEeNbHO CO34aBaTh &, USMEHATHE 1 YOoandaTtb 2 9T npasunia.

8. MNonb3oBaTenbcke Npasuna CETEBOro aKpaHa.

OTn npasmna MoryT BbiTb 3arnpeLLaloLLMI 1 Pa3peLLlatoLLIMU 19 BHY TPEHHeN 1 BHeLLHel ceTu. Bbl moxeTe
CO3[aBaThb, MSMEHATb W YAANATh X CAMOCTOSATENBHO.

MNonb3oBaTenbckue Npaswa NPYIMEHSIOTCS B TOM MOPSAKE, B KOTOPOM OHW PacronioXeHbl B TabnuvLe npasun B
pasnene CeTeBoli 3KpaH, CBEPXY BHU3, 0O NEPBOro COBMaAEHNS.

9. PaspewatoLpe cny>xxebHble npasuna ons Tpaduka Syslog, MQTT, DHCP, DNS.

OTun npasuna nocTtaenstoTcs B cocTase Kaspersky lol Secure Gateway 1000. Bbl He MOXeTe N3MEHATb 3TU
npaBwuna, 1 oHW He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.
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10. PaspeLluatoLpe npasmna NpoXOXAEHNS NCXOASLLErO Tpaduka Mo YCTaHOBNEHHbIM COEANHEHVISIM.

OTu npaBuna nocTaenstoTcsa B cocTaBe Kaspersky loT Secure Gateway 1000. OHY Heo6xoaMMbl 419 TOro, UTO6bI
OTMNPaBnsTb OTBETHbIN TpadViK Ha 3aNPOChl U3 BHELLHEN CETU.

Bbl He MoXxeTe n3MeHsTb 3T NpaBuna, 1 oH He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web Console.

11. BanpeLatoLme cny>xebHble NpaBuia CeTEBOro akpaHa.

OTu npasuna 6noknpytoT Becb BxoadLmii Tpaduk. OHm nocTaBnstoTcs B cocTase Kaspersky loT Secure Gateway
1000. Bbl He MoXeTe U3MEHSTb 3TY NpaBusa, U OHU He oTobpaxatoTcs B Kaspersky Security Center 14.2 Web
Console.

CosapaHune NpaBui CeTEBOro aKpaHa

MNMonb3oBaTenbcke NpaBnna CeTEBOro akpaHa BhiNMonHaoTea B 3agaHHoM B Kaspersky Security Center 14.2
Web Console nopsake cBepxy BHU3, 4O NEPBOro COBMafeHus.

Bbl MoxeTe cosnaTb He 6onee 512 nonb3oBaTenbCkux NpaBui ceTeBoro akpaHa vepes Kaspersky Security Center
14.2 Web Console.

YTo6bI cO3aaTb HOBOE MPaBUIO CETEBOIO 3KPaHa:
1. B rnaBHom okHe Web Console BbibepuTe YecTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmunte Ha nms yeTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCYTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_YnpaeBagembie YCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxxvunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepxalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNMapameTpbl nporpammbl.

6. BoibepuTte pasnen Cetb — CeTeBol aKkpaH.

OTO6p83VITC§| Ta6n|/|ua, cofepxallaga nonb3oBaTesibCKue npasuia onga ceTeBoro aKpaHa.

7. Haxxmute Ha kHonky [Jo6aBuTb B BEpXHEN YacTu TabnvLpl MpaBui CETEBOrO aKpaHa.

CripaBa nosBuTCS NaHesnb 406aBneHns Npasuia CETEBOro aKpaHa.
8. B packpbiBatowemcs cnvicke CtaTyc npaBuna BelibepuTe cTaTyc npasuna: BknioueHo nnv BeiknioveHo.

9. B packpbiBatoLemcs cnivicke [elicTBue BoibepuTe LeicTBIE, MPUMEHIEMOE K MPOXOIsLLEMY Yepes CETEBOM
aKpaH Tpaduky: PaspewmnTb nnv 3anpeTuTs.

10. B packpbiBatoLemcs crnivicke O6nacTb BbibepuTe 06nacTb, K KOTOPOU AOKHO MPUMEHSTLCS NPaBUo;
BHyTpeHHs9 ceTb 1 BHewwHas ceTb.

11. B none IP-appec (nctouHuk) ykaxuTe IP-agpec nctouHuka Tpaduka.

12. B none MopT (MCTOYHUK) yKaxnTe NOPT UCTOUHVIKA TpaduKa, eCnv ATOT NapameTp NMPUMEHVM K NMPOTOKOSTY.
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13. B none IP-appec (nonyuatens) ykaxuTe IP-agpec nonyyatens Tpaduka.
14. B none MopT (nonyuartenb) ykaxuTe NOpT nonyyaTens Tpadrika, eCnv 3TOT napameTp NPYMEHNM K MPOTOKOY.

15. B packpebiBatoLLemcs cricke MNpoTokon BeibeprTe MCnonb3yemblli MpoTokon. [ns Beibopa AOCTYMHbI
cnepytoLume BapuanTbl: TCP (IPv4), UDP (IPv4) n JTio6oi.

16. Haxxmute Ha kHonky OK B naHenun nobasneHrs npasuia CeTEBOro akpaHa.

NaHenb 3akpoeTCcs, HOBOE NMPaBno 0TObpa3nTCs B Tabnvue npasus Ans CETEBOro aKpaHa.

17. Ecnn TpebyeTcs U3MeHNTb MOPSLOK BbINONHEHUS NpaBuia B TabnuLe npaBusl, yCTaHOBUTE Giakok OKoNo
npaswuna 1 ¢ NOMOLLbIO KHOMoK Beepx nnv BHW3 noBbicbTe 1 NOHW3bTE NpuopuTeT 06paboTku Npasuna.

18. HaxxmunTe Ha kHonky CoxpaHuTb.

19. I'Ip|/| co3faHnn 3anpeLllaroLero npaswia rnepesarpysntTe YQDOVICTBO, YTOBbI IBMEHEHNS BCTYynunn B Ccnny.

Mbl pekoMeHoyeM 1Cronb30BaTh 3audpoBaHHOE CoelHeHne (Hanpumep, no npoTtokony TLS) ana
obecneveHns JOCTyna Mexay CerMmeHTamm BHy TPEHHEN CETU 1 BHELLHE CeTu, Tak Kak 9TO CHXaeT pUck
noaMeHbl Tpaduka TpeTbUMN NLaMK (aTaka nocpenHvika, aHrn. man-in-the-middle attack). Ho B atom cnyuae
npunoxenve Kaspersky lol Secure Gateway Network Protector He cMoxeT npuMeHnTb K 3alumndpoBaHHOMY
TpaduKy npasuna obHapyXeHVs aHoManuii 1 GunbTPaLIMN KOMaHA, MPOMbILLEHHBIX MPOTOKOMOB.

IameHeHne npasui CeTeBoro aKpaHa

YTO6bI N3MEHVTD MPaBU/IO CETEBOrO SKPAaHa:
1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. Haxxmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
cnncke, fobaBbTe ero B rpynny_Ynpaensemble yCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkraaky MNporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.

6. Boibepute pasnen Cetb — CeTeBoll akpaH.

OTO6p83VITC9l Tabnuua, cofepxallaga nonb3oBaTesibCKre npasuia onga ceTeBoro aKkpaHa.
7. YcTaHoBUTE ¢na>|<0|< HanpoTuB Npasnia, KOTOPOE Bbl XOTUTE USMEHNTb.

8. HaxkmunTe Ha kHorky MIameHnTb B BepxHeli YacTu Tabanupl.

CnpaBa NModaBNTCYA NaHes1b MSMEHEHNY nMpaBuia CeTeBOro aKpaHa.

9. Ecnu TpebyeTcs n3sMeHnTb CTaTyC npasunia, B packpbiBatoLlemcs cnvicke CtaTyc BoibepuTe CcTaTyc npasuna:
BknioueHo vnu BoikntoueHo.
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10. Ecnn TpebyeTcs n3MeHUTb paspeLleHrie MPOXoxXaeHUs Tpaduka, B packpbiBalowemcs crincke [eicTene
BbIOeprITE OAHO 13 BO3MOXHbIX AEVCTBUIA, MPYMEHSEMBIX K MPOXOASLLEMY Yepes CeTeBOW akpaH Tpaduiky:
PaspewwmTb nnn 3anpeTtuTs.

11. Ecnn TpebyeTcs nameHnTb HanpasneHne Tpaduika, B packpbiBatoemMcs cnicke ObnacTb BoibepuTe 06nacTb, K
KOTOPOI [AOMKHO NMPUMEHSATLCS NPaBuno: BHyTpeHHas ceTb 1 BHeluHss ceTb.

12. Mpwn HeobxoammocT nameHuTe IP-agpec nctounvika Tpaduka B none IP-agpec (MCTOYHUK).

13. Mpr HEOBXOAMMOCTU NBMEHMTE MOPT UCTOYHVIKa Tpaduka B nose MNMopT (MCTOUHNKK), eCnv ATOT NapameTp
MPVIMEHUM K MPOTOKONY.

14. Mpwn HeobxopomocTu nameHnTe IP-agpec nonyyatens B none IP-agpec (nony4vaTens).
15. Mpwn HeoBxoAMMOCTIM N3MEHUTE NMOPT nonyyaTtens B none MopT (nonyuartens).

16. Mpn HeoBXOAMMOCTY BbIbEPUTE NPOTOKON B packpeiBatoLiemcs crincke Mpotokon. [ns Boibopa AOCTYMHbI
cnepytoLume BapuanTbl: TCP (IPv4), UDP (IPv4), Tio6oii.

17. HaxxmuTe Ha kHonky OK B naHenun namMeHeHus npasuna CeTEBOro aKpaHa.

[MaHenb 3aKpOoeTCq, M3SMEeHeHNd B npasune OTO6pa39|TC9I B Ta6n|/||_|,e npaswn ong CeTeBoro aKpaHa.

18. Ecnn TpebyeTcs U3MeHNTb MOPSLOK BbINONHEHUS NpaBuia B TabnuLe NpaBusl, yCTaHOBUTE Giaxkok psaoM C
MPaBuIoM 1 C MOMOLLIbIO KHOMOK BBepx 1nv BHU3 noBbicbTe Uy NOHM3bTE NpropuTeT 06paboTky npasusa.

lNonb3oBaTenbckue npaswnna CeTeBoro aKpaHa 6YJJ.YT BbIMONHATBCA B MNOPAAKE PaCMONOXEHNSA NX B Ta6n|/||_|,e
npasun CBEPXy BHU3, 4,0 NepBOro coBrnageHns.

19. HaxxmuTe Ha KHonky CoxpaHuTb.

20. MNpr n3meHeHUN 3anpeLLatoLLEro NpaBuia NepesarpysuTe YCTRONCTBO, YTOObLI USMEHEHWS BCTYMNAN B CUSTY.

YoaneHve npasui CeTEBOro akpaHa

Y106bI yRammTe paBuio CeTeBOro sKpaHa:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPoOCTBa.

2. Haxkmute Ha umsa ycTpolictsa ¢ Kaspersky loT Secure Gateway 1000. Ecnu nms ycTpolicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxmnte Kaspersky loT Secure Gateway.

OTKpoeTcs OkHO, copepykalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
6. Boibepute pasnen Cetb — CeTeBoli aKpaH.
7. B oTobpasuBLuelics TabnuLe ycTaHoBUTe dnaXok OKOMO NpaBuia, KOTOPOe Bbl XOTUTE YOANUTb U HAXXMUTE Ha

KHOMKY YAanuTb B BEpXHEel YacTu Tabnuuipl.
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MNpaBuno 6yaeT ynaneHo 13 TabnuLbl NpaBui CETEBOroO akpaHa.

8. HaxxmunTe Ha kHornky CoxpaHuTb.

O6HoeneHne Kaspersky loT Secure Gateway 1000 yepes Web Console

Bbl MOXeTe BbINONHUTbL NonHoe obHoBreHne Kaspersky lol Secure Gateway 1000. MHdopmaLms 06 ycneluHom
3arpy3ske 1 npoBepke 0BHOBNEHWI, a Takxe 06 obHoeneHun Kaspersky loT Secure Gateway 1000 3anviceiBaeTcs B
pasnene AyguT. [ocne o6HoeneHns Kaspersky loT Secure Gateway 1000 ycTpolicTBo 6yneT nepesarpyKeHo.

DyHKLMOHaNbHOCTb OBHOBNEHUI (BKMtOYasi OBHOBNEHNS @aHTUBMPYCHBIX CUrHATYP 11 OBHOBNEHNS KOOOBOW
6a3bl) 6yneT HepgocTynHa B [10 Ha Tepputopum CLUA ¢ 1200 AM no BocTouHoMy netHemy BpemeHu (EDT) 10
ceHTa6ps 2024 roga B COOTBETCTBUM C OFPaHNYNTENbHLIMY MEpPaMu.

OBHoBREHME CUCTEMBI BO3MOXHO, TONbKO ecnn cuctema Kaspersky lol Secure Gateway 1000 nogkntoueHa k
Kaspersky Security Center. ObHosneHue Kaspersky loT Secure Gateway 1000 ¢ cepBepoB 06HOBREHWI
"[abopaTtopumn Kacnepckoro” BocTymnHO Tonbko anis Bepcuii 3.0 1 BbiLeE.

Ecnun Bbl ckaunBaeTe obHoBReHNs yepes Kaspersky Update Utility, Heobxoanmo B Kaspersky Security Center B
3apave 3arpyska 06HoBeHWI B xpaHnvie CepBepa aaMyHUCTPYPOBaHVS BbibpaTb NapameTp 3arpyxaTb
O06HOBNEHNS, NCMNOMNb3Y$s CTapYylo CXEMY.

Y060 BbINOIHNTL MOHOe 0bHoBReHve Kaspersky loT Secure Gateway 1000:
1. B rnaBHom okHe Web Console BeibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. HaxxmuTte Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
cnncke, fobasbTe ero B rpynny_Ynpaensemble yCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkaaky MNporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.

6. Boibepute pasnen MapameTpbl — O6HOBNEHUS.

7. B 6noke MNMonHoe o6HOBNEHNE CUCTEMbI HAXXMUTE Ha KHOMKY 3anyCcTUTb OGHOBNEHME.

ByneT BbinonHeHo nonHoe obHoneHne Kaspersky loT Secure Gateway 1000. B npouecce o6HoBneHus
yCTpOICTBO ByaeT nepesarpyxeHo.

Mocne obHoeneHus Kaspersky loT Secure Gateway 1000 ycTaHOBNEHHbIE MPUNOXEHNS MOTYT HE 3amyckaTbCsl, Tak
KaK X Bepcumn ycTapenu. B aTom cnyyae BaM Hy>XHO yoanvTb STW NRUIOXKEHNS 1 3aHOBO YCTaHOBUTL VX HOBbIE
Bepcuu. Takxe nocne obHoeneHns Kaspersky loT Secure Gateway 1000 npaswuna 3anycka npunoxeHuii 6yoyT
CHPOLLEHDI, 1 BaM HY>XHO HACTROUTb 1X 3aHOBO.
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[Nepeszarpyaka Kaspersky loT Secure Gateway 1000 uepes Kaspersky
Security Center 14.2 Web Console

Y1obbl nepesarpysuts Kaspersky loT Secure Gateway 1000:
1. B rnaBHom okHe Web Console BribepuTe YcTpolicTBa — Ynpaengembie yCTPOCTBa.

2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOICTBa BbibepurTe Bkiaaky MNporpammel.

4. Haxxvnte Kaspersky loT Secure Gateway.

OTKpoeTcs OkHO, copepykalliee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.
6. Boibepute pasnen CuHxpoHU3auus.

7. B 6noke KomaHpapl HaxxmuTe Ha KHoMKy Mepesarpy3nTtb yCTpOWCTBO, 3aTEM HaXXMUTE Ha KHOMKY CoxpaHuTb B
HU>KHEN YacTy CTpaHULLbl, YUTOBbI OTMPAaBUTL KOMaHAy nepesarpy3ky Ha YCTPONCTBO.

YcTpoiictso ¢ Kaspersky loT Secure Gateway 1000 6yneT nepesarpysxeHo. CoeanHenne Kaspersky Security
Center n Kaspersky loT Secure Gateway 1000 Bo Bpems nepesarpysku 6yneT HeAOCTYMHO.

Ecnun coenmHeHne mexxay Kaspersky loT Secure Gateway 1000 v Kaspersky Security Center HecTabunbHo,
KOMaHaa Ha nepesarpysKky yCTPONCTBa MOXET He BbiTb NprMeHeHa. Bbl MoXeTe NpoBepuTb, Bbl1o N
YCTPOWCTBO Nepesarpy>KeHo, NROCMOTREB COBbITUY ayauTa.

Ecnu Bbl nepesarpysnTte yCTpoNCTBO Nocre N3MEHEHNS HECKOMbKMX NapameTpos vepes Web Console,
nepesarpyska yCTPOMCTBa MOXET HauaTbCs C 3aAEPXKKOM B HECKOSIbKO MUHYT, Tak Kak OHa BbIMOHAETCS TOMbKO
nocne NPYMEHEHNs BCEX M3MEHEHHbIX NMapamMeTPOB Ha YCTPOWCTBE.
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YnpasneHune npunoxenunamn Kaspersky lol Secure Gateway 1000 uepes
Web Console

OTOT pasnen conepxuT nHdopmaLmo o6 ynpaeneHun npunoxxeHnsmmn Kaspersky lol Secure Gateway 1000 uepes
Web Console.

PaboTa ¢ npunoxennammn yepes Web Console

MpunoxxeHuns, LOCTyNHble Ang ycTaHoBku B Kaspersky loT Secure Gateway 1000, otobpaxatotcs B Web Console Ha
Bknagke MNMapameTpbl nporpammbl — MeHepxep npunoxeHuii — Kaspersky Appicenter.

[ns kaxporo npunoxeHns B Tabnuue otobpaxaeTcs cnenytoLlas nHdopmaLms:

¢ HasBaHune — Ha3BaHue NMPUNOXeHn4. Bbl moxeTe NPOCMOTPETb I'IOD,pO6HYPO |/|Hd>op|v|a|_|,vno O NPUJTIOXEHNN, HaXKaB
Ha ero HaseaHue.

e OnuncaHne — KpPaTKoe ONMCaHNe NMPUNOXEHNS.

e Bepcuda — Homep nocnenHel BEpCyM MPUOXEHNS, BOCTYMHOW Ans yCTaHOBKM.
* Pasmep — pasmvep yCTaHOBOYHOrO NMakeTa MPUIOXKEHNS.

* Kareropus — kaTeropum, K KOTOPbIM OTHOCUTCS MPUIOXEHNE.

e [arta ny6nukaumm — gata nyonvkaLmm NpUIoXeHs B MarasuHe MnpunoXeHnii.

b CTaTYC — CTaTyC yCTaHOBKN N AOCTYNHOCTb YCTaHOBKW NMPUITOXKXEHUS. Ecnu 6esonacHocTb NPUNOXeHn4
CKOMMpoOMeETMPOBaHa, ongd Takoro npunoxeHm4 0To6pa>Kaech cTartyc CKomnpomeTmposaHo.
CKOMI'IpOMeTI/IpOBaHHoe npunnoXxeHne HeBO3MOXHO YCTaHOBUTb.

Bce ycTaHoBneHHble B Kaspersky loT Secure Gateway 1000 npunoxeHus otobpaxatotcs B Web Console Ha
Bknagake NapameTpbl nporpammbl — MeHepxep NprnoxxeHniA — YCTaHOBNEHHbIe NPUoXeHns. [1ng kaxaoro

YCTaHOBNIEHHOIrO MPUIOXEHNS B TabnnLe oTobpaxaeTcs crnemytollas nHdopmauys:

* HasBaHune — Ha3BaHVe NpunoxeHns. Bel MoxeTe MpocMoTpeTb NoapoBHYIo MHPOPMALMIO O MPUTOXEHNI, HAXaB
Ha ero HasBaHve.

* Bepcus — HoOmMep yCTaHOBNEHHON BEPCUN MPUTOXEHNS.
e [aTa ny6nukaumv — nata nyonvkaummn npuioxXeHns B MarasvHe npunoXxeHuii.
* Karteropuns — kaTeropuu, K KOTOPbIM OTHOCUTCS MPUIOXEHNE.

e CocCTosHNE — COCTOSHVIE MPUNOXEHNS (YCTaHOBIEHO W OLLIMGKA, ECV MPUMOXEHVE HE YOANOCh YCTaHOBUTb
VNV YOAnuTb).

YnpasneHruve yctaHoBneHHbIMK B Kaspersky loT Secure Gateway 1000 npunoxeHnsMmn OCTYNHO Ha BKIaake
MapameTpbl Nnporpammbl — MapameTpbl NpunoxxeHuii — MpunoxxeHus. [ns kaxaoro NpunoxeHns B Tabnuue
oTobpaxaeTcs cnefytoLas MHdopmMaLms:

e HasBaHune — Ha3BaHVe NPUNoXeHs. Bbl MOXeTe HacTROUTb KOHbUIyPaLIMIO NPUIOXKEHNS (ECNM LOCTYMHO),
HaXkaB Ha ero HasBaHue.
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* Bepcusa — Bepcus yCTaHOBAEHHOMO MPUIOXEHWSI.
* Tun npunoxeHns — TN NpunoxeHus no dyHkumoHnposaHuto B Kaspersky loT Secure Gateway 1000.
e CraTtyc — cTatyc paboTbl NPUIOXEHMS (3aMyLLEHO U OCTaHOBIIEHO).

* [lpaBuno 3anycka — crnocob sanycka NPUIOXKeHNs Ha YCTPONCTBE: aBTOMAaTUYECKMIA 3aryCK, 3anyck BPYYHYIO
WNV 3anpeT Ha 3aryck.

Bbl MOXeETe HAacTPOWTb MPaBUIO 3arnycka TOMbKO AJ1s1 CKOHGUIYPUPOBaHHbBIX MPUIOXEHWIA B cTaTyce 3anyLieHo
vnn OcTaHoBNEHO.

* MaHudecT — KoHdUrypaLnoHHbIl paiin npunoxeHns. Bel MoxeTe npocMoTpeTs cogepXnmoe MaHudecTa,
HaxaB [NpocmoTpeTh.

Ha Bknaake MNMapameTpbl nporpammbl — MapameTpbl npynoxeHnin — MpunoxxeHns Bl MOXeTe 3anyCTUTb,
OCTaHOBUTb WM YO2UTb MRUIOXKEHWE Ha YCTPOWNCTBE.

CkaumBaHune 1 yctaHoBka npunoxeHunin yepesa Web Console

Bbl MmoxeTe ckauaTb 1 ycTaHoBUTb B Kaspersky lol Secure Gateway 1000 He 6onee 20 npunoXXeHuiA.

Y1061 Cka4aTh U yCcTaHOoBUTB rpuioxeHne B Kaspersky loT Secure Gateway 1000:
1. B rnaBHom okHe Web Console BribepuTe YecTpoiicTBa — YnpaBnsgemble YCTPOMCTBA.

2. Haxxmunte Ha nms yeTpoiicTsa ¢ Kaspersky lolT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensembie YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepuTe Bkaaky MNporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTkpoeTcs okHo, copepxallee nHpopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.

6. Boibepute pasnen MeHepykep npunoxxeHuin — Kaspersky Appicenter.

OTobpasnTca Tabnuua NpUnoXeHnii. [lng nprnoxeHnii, KoTopble Bbl MOXeTe ycTaHoBUTb B Kaspersky loT Secure
Gateway 1000, otobparxaeTcs cTatyc [locTyrnHo Aig yCTaHOBKMU.

7. YcTaHoBUTE PnaxoK OKOSIO TeX MPUITOXEHWI, KOTOPbIE Bbl XOTUTE ckayaTb 1 ycTaHoBUTb B Kaspersky loT Secure
Gateway 1000, n HaxxmuTe Ha KHomnkKy CoxpaHUTb B HUXXHEN YacTu CTPaHULLb.

[Ins Tvina ceTeBOro yCTROWCTBA OAHOHAMRABAEHHbIV L/TO3 rapaHTPYeTCs paboTa BCex JOCTYMHbIX
npunoxeHuii. [1ns Tvna ceTeBoro yCTRONCTBA CeTeBow POy TER rapaHTMPyeTCs paboTa TOMbKO MPUSIOXEHWI
Kaspersky loT Secure Gateway Network Protector n Kaspersky Debug Service. Bbl MoxeTe ycTaHOBUTb
LpYyrune NPUIoXeHus, HO X paboTa Ha YCTPOICTBE He rapaHTMpyeTCs.
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Bbl6paHHble npunoxxeHnst byoyT ckadaHbl U ycTaHoBneHbl B Kaspersky loT Secure Gateway 1000. Nocne
cuHxpoHusauun Kaspersky loT Secure Gateway 1000 n Kaspersky Security Center B TabnuiLe npunoxeHuin ans
HUX OTOBpasnTCcs cTaTyc YcTaHoBneHo. ViHbopmaLums 06 yCnelHOM v HeYCrneLHOM CKauBaHUM U YCTaHOBKE
MPUIOXEHNIA COXPaHSIETCS B XY RHa COBLITUN.

YcTaHOBMEHHbIE NPUIOXEHWS He OBHOBNSIOTCS aBTOMaTUYECKN, U X BEPCUN MOTYT CTaTb YCTapeBLUMUN U HE
3anyckaTtbcs nocne obHosnerusa Kaspersky lol Secure Gateway 1000. YT1o6bl 06HOBWTE NPUNOXEHWE, BaM HY>KHO
CHavana yfaauThb YCTaHOBIEHHYIO BEPCUIO MPUAOXKEHWS 1 3aTEM YCTaHOBWTL €ro HOBYto Bepcuto. Ecnv bl
yOanuTe BepCuio NMPUNOXEHWS, KOTopas CHATa ¢ nybnvkauum (He oTobpaxaeTcs Bo Bknaake Kaspersky
Appicenter), Bbl HE CMOXeTe YCTaHOBWTb CHOBA 3Ty BEPCUIO.

HacTpoiika koHurypaumm npunoxerns yepes Web Console

Mocne ycTaHosku npunoxxerus B Kaspersky loT Secure Gateway 1000 pekomMeHoyeTcs HACTPOUTb ero
koHbUrypaumto. MNapameTpbl KOHPUrypaLmn A9 KaXKH0rO MPUIOXKEHUS MOMYT OTNIMYaTLCY, Tak Kak OnpefensoTcs
Ha CTOPOHE 13aaTens 3TOro NMPUIOXEHNS.

IMpy BO3HVKHOBEHM BOMPOCOB O NapameTpax KOHPUrypaLmm NPUIoXeHVs Bbl MOXETE 06paTUTLCS K
KOMMaHUN-13[aTenio.

Bbl MOXeTe HacTpoWTb NpaBwia 3anycka TObKO A1 CKOHd)VII'ypVIpOBaHHbIX I'Ipl/lJ'IO)KGHI/II7I.

YT06bI HACTPOUTL NaPaMETPbI KOHPUIYPALMM MPUTOXKEHUS
1. B rnaBHom okHe Web Console BbibepuTe YeTpoiicTBa — YnpaBnsgemble YCTpoOCTBa.

2. Haxxmunte Ha nms ycTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCYTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensgemble YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepuTe Bknaaky MNporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkallee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MapameTpbl nporpammbl.

6. Boibepute paspen MNapameTpbl npunoxxeHnii — MNpunoxeHus.

OTobpasnTcs Tabnmua yCTaHOBIEHHbBIX MPUIOXEHNIA.

7. HaxkmuTe Ha HasBaHMe NpUnoXeHusl, KOHPUrypaLmio KOTOPOro Bbl XOTUTE HACTPOUTb.

CripaBa OTKpOeTCS NaHesb HAaCTPOWKIM NMapamMeTPOB MPUIOXEHWS.
8. YkaxuTe Heobxoaymble napameTpbl, YTOObl HACTPOUTb KOHDUMYPaLMIO MPUNOXEHNS A9 ero paboThi.

9. HaxxmunTe Ha KHOMKY COXpaHI/ITb B HUXKHEI YacTu naHenu, 4toobbl COXpPaHUTb N3MEHEHNS.

[NaHenb napamMmeTpOB NPUITOXEHUNA 3aKpOoeTC4.

10. Haxkmute Ha kHomnky CoxpaHWUTb B HUXKHE YacTy CTPaHNLbl YCTaHOBMIEHHbIX MPUSTOXEHWIA, YTODbI COXPaHUTb
N3MEHEeHS.

170



MapameTpbl KOHPUrypaLm MPUNOXKEHNS Byoy T MPUMEHEHBI.

Mocne nameHeHVs KOHPUrypaLmn MPUNOXKEHWS CBI3aHHbIE C HM MapLUpYThl NepecTaHyT paboTtaThb, a
ocTarbHble MapLUPYyTbl CTaHYT HEaKTUBHbIMY (MapLUpy Thl nepeligyT B ctaTyc Owmnbka). PekomeHayeTcs
NepeHacTROWTbL MapLURYThl, CBA3aHHbIE C N3MEHEHHbIM MPUIOXEHNEM, 1 aKTUBMPOBAaTb BCE MapLUPYThI.

3anyck n octaHoska npunoxeHuii yepes Web Console

YT06bI 3aMyCTUTE W/ OCTAHOBUTB MPUIOXKEHNE HE YCTPOVICTBE:
1. B rnaBHom okHe Web Console BribepuTe YeTpoiicTBa — YnpaBngaemble yCTpoOCTBa.

2. Haxxmunte Ha nms ycTpoiictea ¢ Kaspersky lol Secure Gateway 1000. Ecnu nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensembie YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOICTBa BbibepurTe Bknaaky MNporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkallee nHbopmauumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.

6. Belbepute pasnen MapameTpbl npunoxeHnin — MpunosxeHus.

OTobpasnTcs Tabnmua yCTaHOBIEHHbBIX MPUIOXEHNIA.

7. YcTaHoBuTe $HnaxoK OKOMO TeX MPUIIOXKEHU, KOTOPbIE Bbl XOTUTE 3anMyCTUTb UM OCTAHOBUTb, U HAXMUTE
3anycTtuTtb/OCcTaHOBUTL B BEPXHEN YacTn TabnnLibl.

[ns npynoseHnin, KOTOPbIE MEIOT MOJIb30BATENbCKMIA MHTEPdENC N HaxoOaTCs B cTaTyce B cTatyce He

MNocne cuHxpoHunsaumm Kaspersky Security Center ¢ ycTpolicTBOM paHee 3anyLieHHoe npunoxexne 6ynet
ocTaHosneHo B Kaspersky loT Secure Gateway 1000, a paHee ocTaHOBNIEHHOE NPUIOXEHNE ByAeT 3anyLLEHO.

YnpasneHve npasunammn 3anycka npunoxexHuin yepes Web Console

Bbl MOXeTe HacTpouTb, Kak NpunoxeHne byneT 3anyckatbes B Kaspersky loT Secure Gateway 1000
(aBTOMaTMYECKM NN BPYUHYIO), MW 3aMPEeTUTb 3aryCK NPUIOXKEHNS.

Y106bI HACTPOUTL MPaBIA 3ar1yCKa MPUIOXKEHUS:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPOCTBa.

2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCyTCTBYET B
crvcke, 0obaBbTe ero B rpynny_YnpaeBngembie yCTROUCTBA.

3. B oTkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BhibepnTe BKIaaky MNporpammei.

4. Haxxwvute Kaspersky loT Secure Gateway.
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OTKpoeTcs OkHO, copepykallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.

6. BoibepuTe paspen MNapameTpbl npunoxxeHnii — MNpunoxeHus.

OTobpasunTcs Tabnmua yCTaHOBIEHHbBIX MPUNOXEHNIA.

7.B CTPOKe NpnnoXeHns, ojg KOToporo Bbl XOTUTE HACTPOWTb NpaBu1o 3arnycka, B cTonbue I'Ipanmo 3anycka
Bbl6epVITe OOHO N3 cnefyrowmx 3HaYeHW B packpbiBatOLLLEMC4A CMNCKE:!

e ABTO3anyck — npunoxeHune ByaeT 3anyckaTbCs aBTOMaTUYECKN MPY BKIIOUYEHNN U Nepesarpyske
Kaspersky loT Secure Gateway 1000.

Mpy HEOBXOOMMOCTI Bbl MOXETE OCTaHaBNMBaTb 1 3aMyCcKaTb MPUIOXKEHNE BPYYHY!IO.

e 3anyck Bpy4HyIo — NMpuioxeHne ByaeT 3anyckaTbCs TOMbKO BPYYHYIO MO HaXaTuo KHOMKM 3anycTuTtb/
OcTaHoBUTb.

Mo YMOJTHaHUIO ONng YCTaHOBNEHHOI O NPUIIOXEHUA NPUMEHAEeTC4A NnpaBuio PyYHOro 3arnycka.

e 3anpeT Ha 3anyckK — NpuUoxeHne byneT HeLoCTYNHO Ang 3anycka. KHonka 3anyctuTtb/OcTaHoBUTL OyneT
HegoCTYrMHa.

Ecnu Bbl 3amMeHWnv NpaBuio 3anycka Ans 3anyLLeHHOro NMPUIoXeHs, NpaBuio 3anycka 6yaeT NpuMeHeHo
TOJIbKO MOocCJie OCTaHOBKUN I'Ipl/lJ'IO)KGHVII?]. Bbl MoXeTe ocTaHOBUTb npunoXXeHne Bpy4HYHo, UTObbI NPUMEHUTb
BbibpaHHOe NpaBuo 3arnycka.

[Ins npunoxeHunii, KOTopble NMEIOT NMOMb30BaTENLCKUN NHTepdENiC 1 HaXoAaTCS B cTaTyce B cTaTyce He

nin OcTaHoBnEHO.

Mocne cuHxpornsaunm Kaspersky Security Center ¢ ycTpoiicTBOM NpaBusio 3anycka A/ BbibpaHHOro NMpunoXeHve
6yneT npumeHeHo B Kaspersky loT Secure Gateway 1000.

YnaneHue npunoxeHuii uepes Web Console

YTobb! ynamnte npunoxeHune s Kaspersky loT Secure Gateway 1000:
1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. Haxxmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
cnncke, fobasbTe ero B rpynny_Ynpaensemble yCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOCTB YCTPOMCTBa BbibeprTe Bkraaky MNporpammel.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.
6. BoibepuTte pasnen MeHen>xep NprnoXxxeHnin — YCTaHOBNEHHbIE MPUIOXEHUS.
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OTobpasnTcs Tabnmua yCTaHOBIEHHbIX MPUIOXEHNIA.

7.B cTonbue YaaneHue yctaHoBMTe briaXKok OKOMO TEX MPUTOXEHNI, KOTOPbIE Bbl XOTUTE YOANTb, HAXMUTE Ha
KHOMKY CoXpaHWTb B H/XXHEN YacTy CTPaHULbI.

BbiGpaHHble npunoxeHns ByayT yaaneHbl 13 TabnuLpl yCTaHOBAEHHbBIX NpunoxeHuii. CBg3aHHble C 3TUMMU
MPWNOXEHNSMN MapLURYThl MepecTaHyT paboTaTb, 8 OCTasbHbIE MapLUPYThl CTaHYT HEAKTUBHBIMY (MapLLUPY Thl
nepeigyT B cTaTyc Owmbka). PekoMeHayeTcs NepeHacTRoUTb MapLUPYThl, CBA3aHHbIE C YAaNEHHbIMU
MPUNOXEHNSIMU, 1 aKTUBUPOBATL Apyre MapLupyTol. [locne cuHxpoHnsaumm Kaspersky Security Center ¢
YCTPOWCTBOM, BbiBpaHHbIE MPUOXEHNS], X METafaHHbIe, a Takxke XYypHasibl COBbITUA MPUNOXeHNIA Byay T
yoaneHbl 13 Kaspersky loT Secure Gateway 1000. ViHdopmaLums 06 yCnelHOM v He YCHEeLHOM YaaneHum
MPUNIOXEHNIA COXPaHSETCS B XY RHaI COBBITUL.

PaboTa c cepTudurkaTamm NpunoxeHni

CepTugukaT rpuioxeHys — 3To cneLmnanbHblii dain umdposol nognucuy, obecneumnsatoLmii 6esonacHyto paboTty
npwunoxeruns B Kaspersky loT Secure Gateway 1000, a Takxxe 3awmndpoBaHHbIf KaHan CBA3U /15 obMeHa faHHbIMU
MeXay YCTaHOBMEHHBIM MPUIOXEHVEM 1 CEPBEPOM MPUOXeEHNS. Bbl MoxeTe ncrnonb3osaTb cepTudukat
YOOCTOBEPSIOLLLEro LieHTpa 1/unn cepTudurkaTt knneHTa. [Ins ceptudukaTta knneHTa TpebyeTcs Takxe o6aBUTb
KJTtou.

[na npunoxeHuin, yctaHoBneHHbix B Kaspersky loT Secure Gateway 1000, Bbl MoxeTe 106aBNgTh, OOHOBASATS U
yAanaTb cepTUdUKaThl U KIIOUN K HAM.

Tak e Bbl MOXeTe NPOCMOTPEThL TekyLumne cepTudrkaTsl B pasaene Web Console MNapameTpbl nporpammbl —
MapameTpbl npunoxeHuin — CepTndukatobl. B 3aBMCUMOCTY OT TUNa ANns Kaxnoro ceptudukaTa oTobpaxaeTcs
cnegnytoLas nHdopmaums:
* [Ins cepTndukaTa yooCcTOBEPSIOLLErO LIeHTpa oTobpaxaeTcs cnemytoLuas Hpopmaums:
¢ Vma daitna — nms dpalina cepTudrkaTa yoOCTOBEPSIOLLENO LeHTpa 1 ero ¢popmar.
e Cy6bekT — nHdopmMaLMs O MPUIOXKEHNI, 41151 KOTOPOrO BbiNyLLEH cepTndrKaT YAOCTOBEPSIOLLETO LIEHTPA.
* Wspatenb — nHpopmaums o6 ygocToBepsitoLeM LIEHTPE, BbiNyCTUBLLEM cepTUdMKaT.
e [eiicTBUTENEH A0 — faTa OKOHYaHWS OeCTBUS cepTudrkaTa yoOCTOBEPSIOLLLErO LEHTPa.
* [Ins cepTtndukaTta knneHTa oTobpaxaeTcs cnepytoLias MHGopmaLms:
* UNws daiina — nmvs dpaiina ceptudrkata knneHTa n ero bopmar.
* Cy6bekT — nHdopMaLMs O MPUIOXKEHUI, A1s1 KOTOPOrO BbINYLLEH cepTUdUKaT KIneHTa.
* Nspartenb — nHdopmaLms 06 opraHMsaLmm, BbiINyCTUBLLEN cepTudKaT.

° ,D,eIZCTBMTeﬂeH [0 — JaTa OKOHYaHWs OeCTBUS CepTVIdDI/IKaTa KNeHTa.

e [lng knova ceptudurkaTta knmeHTa otobpaxaeTtcs Vma daiina kntoua v ero popmar.

HobaBneHne cepTndrKaTOB NPUIOXKEHWN
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[na npunoxeHnia, yctaHoBrneHHbix B Kaspersky loT Secure Gateway 1000, Bbl MoXeTe fLo6aBUTb MOSHbI KOMIMIEKT
CcepTUPUKaTOB, KOTOPbIN BKIIOYAET CepTUdMKAT YOOCTOBEPSIOLLETO LIEHTPa 1 cepTUdUKaT KIMEHTA, U TOMbKO
OLVIH 13 3TuX cepTudukaTos. [1ng cepTudukaTa KnveHTa Bam Takxke Hy>KHO L06aBUTb KoY.

YT06b1 1068BUTL HOBLIVT CEPTUGUKAT YAOCTOBEPSIOLLErO LUEHTPA 15 MPMUITOXEHMS:
1. B rnaBHom okHe Web Console BeibepuTe YecTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmute Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCyTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_YnpaBagembie yCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. Boibepute Brknaaky MNMapameTpbl nporpammbl.
6. BoibepuTe pasnen MNapameTpbl npunoxeHuin — CeptundurkaTobl.

7. B 6noke CepTudukaT yaOCTOBEPSIOLLErO LeHTpa HaXXMUTE Ha KHOMKY 3arpy3nTtb ceptudukaT 1 B
OTKpPbIBLLEMCS OKHE BbibepuTe dalin cepTudukaTa. [1ns 3arpysku paspeLleHbl TONbKO crepytowme GopmaThl
¢aiinos: CRT, CER, DER n PEM.

®daiin ceptndmrkaTa ByneT 3arpyxeH, MHbopMaLIMs O HEM OTOBPAa3UTCS Ha CTpaHuLE.
8. HaxxmunTe Ha KHomnky CoxpaHUTb B HUXKHEW YacTu CTPaHnLbI.

Mocne cuHxpoHnzaumm Kaspersky loT Secure Gateway 1000 v Kaspersky Security Center ceptudukat
YOOCTOBEPSIOLLErO LieHTpa ByneT Takxke fnobasneH B Kaspersky loT Secure Gateway 1000. YcTaHoBneHHoe
MPWNOXeHVe, AN KOTOPOro BhiMyLLEH CEPTUPUKAT YOOCTOBEPSIOLLErO LieHTpa, ByAeT NCnonb3oBaThb
3arpy>eHHblli cepTrdurkar.

Y106b1 1068BUTE HOBBIVT CEPTUPUKAT KIINEHTA /15 MPUIOXKEHWIS V1 KITIOY K CepTUdUKaTY:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPoOCTBa.

2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCyTCTBYET B
cnvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTROUCTBA.

3. B oTkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BhibepnTe BKIaaky MNporpammei.

4. Haxxwvunte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepykallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
6. Bolbepute pasnen MNapameTpbl npunoxeHuin — CeptudurkaTol.
7. B 6noke CepTudukaT KNMeHTa BbiNoJHATE CrieayoLime 4encTBUS:

e HaxmunTe Ha KHOMKy 3arpy3untb cepTudurKkaT 11 B OTKPbIBLUEMCS OKHe BbibepuTe daiin ceptudurkaTa. [Ans
3arpy3sku paspeLleHbl Tonbko cnenytowme dopmatsl dainos: CRT, CER, DER 1 PEM.

* HaxmunTe Ha KHOMKY 3arpy3uTb Ko 1 B OTKPbIBLLEMCS OKHE BbibepuTe dalin kntova. [1ns sarpysku
pa3speLlueHbl daiinbl B popmate KEY.
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®dalinbl cepTrdrKaTa 1 KroYa K HeMy ByayT 3arpyskeHbl, UHGOPMAaLIMS O HX OTOBPasUTCS Ha CTPaHMLE.

8. HaxkmunTe Ha kHorky CoxpaHUTb B H/XKHEN YacTX CTPaH1LbI.

Bbl He cMOXeTe CoXpaHnUTb N3MEHEHNS, ECIV Bbl 3arpy 3 TOMbKO cepTUdUKaT KIMEHTa UM TOMbKO KITkou.
TpebyeTcs 3arpysnTb 0ba daiina (cepTudurkaTta 1 Kioya), YTobbl MPOAOIKNTD.

Mocne cuHxpoHunzaumm Kaspersky loT Secure Gateway 1000 n Kaspersky Security Center ceptudukaT knveHTa 1
Koy ByayT Takxke fobasneHbl B Kaspersky lol Secure Gateway 1000. YcTaHOBNIEHHOE NpUSioXeHue, Ans
KOTOPOrO BbIMYLLEH CEPTUPUKAT KINEHTA, BYLET NCMONb30BaTb 3arPy>KEHHbIA CEPTUPUKAT U KITHOY.

O6HoBNEHNE CEPTUDUKATOB MPUITOXKEHWI

Y1061 O6HOBYTL CEPTUDUKAT yAOCTOBEPSIOLLErO LIEHTPA /15 MPUIIOXKEHUS:
1. B rnaBHom okHe Web Console BbibepunTe YecTpolicTBa — YnpaBnsemble yCTPOMCTBa.

2. Haxxmunte Ha nms ycTpoiicTsa ¢ Kaspersky lol Secure Gateway 1000. Ecnu nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensemble YCTPOWCTBA.

3. B oTKpbIBLUEMCS OKHE CBOWCTB YCTPOCTBa BbibepuTe Bkiaaky Mporpammsi.

4. Haxxmunte Kaspersky loT Secure Gateway.

OTKpoeTcs OkHO, copepykalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
6. Bolbepute pasnen MNapameTpbl npunoxeHuin — Ceptudurkarsl.
7. B 6noke CepTudunkaT yaoCTOBEpPSIOLLEro LEeHTPa HaXXMUTE Ha KHOMKY 3aMeHNUTb 1 B OTKPbIBLLIEMCS OKHE

BblIbepuTe HOBbIV dalin cepTudrkaTa. [1ns 3arpysku paspelueHbl Tonbko cregytolme dopmaTsl darinos: CRT,
CER, DER n PEM.

®aiin ceptrdukaTa 6yneT 06HOBNEH, HOPMALMS O HOBOM CepTUdUKaTe 0TOBPasnTCS Ha CTPaHNLLE.
8. HaxxmunTe Ha kHornky CoxpaHUTb B HVXKHEN Yac Ty CTPaHNLb.
Mocne cuHxpoHnzaumm Kaspersky loT Secure Gateway 1000 v Kaspersky Security Center ceptudukat

YOOCTOBEPSIOLLErO LIeHTpa Takxe obHoBuTcs B Kaspersky loT Secure Gateway 1000. MpunoxeHre, Ans KoToporo
BbiNyLLEH cepTudurkaT, ByaeT NCMoNb30BaTh HOBbLIN cepTudumKaT.

Y1061 06HOBYITL CEPTUDUKAT K/IMEHTA AJ151 PUSIOXKEHUS U K/TIOY K CEPTUDYIKATY:
1. B rnaBHom okHe Web Console BribepuTe YeTpoiicTBa — YnpaBngemble yCTpPOMCTBa.

2. Haxxmunte Ha nms ycTpoiictea ¢ Kaspersky lol Secure Gateway 1000. Ecnu nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensemble YCTPOWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bknaaky MNporpammel.

4. Haxxwvinte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.

5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
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6. Boibepute paspen MNapameTpbl npunoxeHnii — Ceptudukarhbl.
7. B 6noke CepTudukaT KNmMeHTa BbiNoJHATE CrieayoLie LeNCTBUS:

* B 6noke CepTudukat HaxxmmnTe Ha KHOMKy 3aMeHUTb 1 B OTKPbIBLLEMCS OKHE BbibepurTe HOBbIN daiin
cepTudukaTa. [Ins 3arpysku paspeLleHbl Tofbko cnenytoLume ¢opmatsl parinos: CRT, CER, DER n PEM.

e B 6noke Kniou ceptudukata HaxxmmTe Ha KHOMKY 3aMeHUTb 1 B OTKPbIBLLIEMCS OKHE BbibepuTe HOBbIM dalin
Knoya cepTudukaTa. Onsa sarpysku paspelueHsl parinbl B popmate KEY.

®darinel cepTnduKaTta 1 ktova K Hemy 6yanyT 0OGHOBMEHDI, MHPOPMALMS O HUX OTOBPAasNTCS Ha CTPaHULLE.

8. HaxkmunTe Ha KHomnky CoxpaHWTb B HUXKHEW YacTu CTPaHnLbI.

Bbl He CMOXETE COXPaHUTb U3MEHEHIIS, €CTN Bbl 3arpy3uIn TOMbKO CepTUPUKAT KIMEHTa UM TOMbKO KITou.
TpebyeTcd 3arpysnTb oba daiina (cepTudukaTa 1 knoya), YToObl MPOAOIKUNTS.

Mocne cuHxpoHnzaumm Kaspersky loT Secure Gateway 1000 v Kaspersky Security Center cepTudukaT knveHTa n
Koy ByneT Takxke obHosneHbl B Kaspersky loT Secure Gateway 1000. [MpunoyxeHne, Ans KOTOPOro BbiMyLLEH
cepTuduKar, byoeT NCrnonb3oBaTh HOBbIV CepTUdUKAT U KoY.

YoaneHne cepTudurkaToB NPUNOXEHNIA

YTObb! yRanTe CepTUPUKAT yAOCTOBEPSIOLLErO LEHTPA AJ15 MPUTOKEHUS:
1. B rnaBHom okHe Web Console BribepuTe YecTpoiicTBa — Ynpaensgemble YCTPOMCTBA.

2. Haxxmute Ha nms yeTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCYTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensemble YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepunTe Bkaaky MNporpammel.

4. Haxxwvute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumio o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MNapameTpbl nporpammbi.
6. Boibepute paspen MNapameTpbl npunoxeHuin — CeptundurkaTobl.

7. B 6noke CepTtudnkaT yaocToBepsIiowero LeHTpa HaxmMnTe Ha KHOMKY YaanuThb.

®daiin cepTndukaTa GyneT yoaneH.
8. HaxxmuTe Ha kHomnky CoxpaHUTb B HVXXHE YacTy CTPaHMLbI.

Mocne cuHxpoHunzaumm Kaspersky loT Secure Gateway 1000 n Kaspersky Security Center ceptudukat
YOOCTOBEPSIOLLErO LieHTpa byneT Takxke yaaneH B Kaspersky loT Secure Gateway 1000.

Y106bI yaanTe CepTUPUKAT KIINEHTA A/15 MPUIOXKEHVIS  KIToY K CepTUdUKATY:
1. B rnaBHom okHe Web Console BribepunTe YcTpolicTBa — YnpaBngembie yCTPOCTBa.

2. Haxkmute Ha umsa ycTpolicTtsa ¢ Kaspersky loT Secure Gateway 1000. Ecnu nms ycTpolicTBa OTCYTCTBYET B
cnvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTROUCTBA.
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3. B oTKkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BoibeprTe BKIaaky MNporpammei.

4. Haxxwvinte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepykallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammb.
6. Bolbepute pasnen MNapameTpbl npunoxeHuin — CeptudurkaTobl.
7. B 6noke CepTudukaTt KIMEHTa BbIMOMHATE CrefytoLLe OECTBUS:
e B 6noke CepTudukart HaxxmmTe Ha KHOMKY YaanuTb.
¢ B 6noke Kniou ceptudumkaTta HaxxmmTe Ha KHOMKY YaannTb.
®darinel cepTudukaTta 1 ktoya K Hemy 6yayT yaaneHsb!.
8. HaxxmunTe Ha kHomnky CoxpaHUTb B HVDKHEN YacTy CTPaHNLb.

Mocne cuHxpoHnzaumm Kaspersky loT Secure Gateway 1000 v Kaspersky Security Center cepTudukaT knveHTa 1
KItlou K Hemy BynyT Takxe yoaneHsl B Kaspersky loT Secure Gateway 1000.

MapLupyTrsaums npnnoxeHn

Bbl MOXeTe HacTPOoWTb MapLLPYTU3aLMIO JaHHbIX MeXAy NMPUNoXeHnsMy, ycTaHosneHHbiMu B Kaspersky loT Secure
Gateway 1000. MapLupyTbl o519 npunoxeHuii otobpaxatotcsa B Web Console Ha Bknapke MapameTpbl nporpamMmel
— MapameTpbl npunoxenunii — MapLpyTusauus. [1ns kaxaoro MmapLupyTa B Tabnue otobpaxaeTcs cnefytoLast
NHPopMaLMs:

e CTaTyc — CTaTyC akTMBHOCTY MapLupyTa (AKTUBHBIA iy Owmnbka).
¢ [Mpuno>keHne-oTnpaBnNTeENb — VM NMPUIOXKEHNS, KOTOPOE OMNpPaBnseT AaHHbIE.

¢ Touka nogxno4yeHUs oTnpaBuTend — M4 TOYKN NOOKIIOYEHNSA NPUNTOXEHUA-OTNPaBUTENS.

VIMs TOUKM NOAKOYEHNS MOXET COAepXaTb TONMbKO ByKBbI MaTUHCKOrO andasuTa (MPOMUCHbIE U CTPOUHbIE),
undpbl 1 cneumnanbHble cumBonbl _ . - [ 1.

* [MpunoxxeHne-nonyvatenb — NMS NMPUIOXKEHNS, KOTOPOE NonyyaeT AaHHbIE.

¢ Touka noaknoYeHUs nonyyartenda — MMy TOYKN NOAKTIOYEHUA MNPUNOXEeHNA-Nony4YaTend.

VIMsl TOUKM NOAKIOYEHNS MOXET CofepXaTb TONMbKO ByKBbl MaTUHCKOro andasuTa (MPOMUCHbIE U CTPOUHbIE),
undpbl 1 cneumnanbHble cumBonbl _ . - [ .

NS ynaneHHbIX NPUNoXeHWn B Tabnvue MapLUpyTOB BMECTO MEHWN OToBpaxaeTcs naeHTudunkaTop.

YT06bI HAiTV MaPLLPY T W HACTPOUTE OTOBPAaXEHNE AaHHbIX B TAO/IVLIE MaPLLPY TOB MPUIOXKEH:
1. B rnaBHom okHe Web Console BbibepuTe YeTpoiicTBa — Ynpaengemble yCTpPoOCTBa.

2. Haxxmunte Ha nms ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoiicTBa OTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensgembie YCTROWCTBA.
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3. B oTKkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BoibeprTe BKIaaky MNporpammei.

4. Haxxwvinte Kaspersky loT Secure Gateway.

OTKkpoeTcs okHO, copepykallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammb.

6. BeibepuTe pasnen MapameTpbl npunoxeruii — MapLipyTnsauus.

OTKpoeTcs TabnuLa, Ha KOTOPOW A71s KaXKA0ro MPUIIOXKEHNS OTOBPaXatoTCs CO3AaHHbIE paHee MapLUPYThl.

7. Ecnun Bl XOTUTE HaliTV MapLLpPYT, B BEPXHE YacTn TabnuLibl B NMose Nnovcka BBeANTE 3HaUYEeHNE 1 HaXMUTE Ha
3Ha4oK O 1M Ha KHonky ENTER.

B Tabnnue oTobpassaTcs Tonbko HalaeHHble MapLpyThl. Ecnv npensapuTensHO Bbl HACTpoUnmM GbunbTpaumio
LaHHbIX B TabnuLe MapLIpy TU3aLmmn MPUNOXEHWIA, MOVCK ByaeT BbIMOMHEH TOMbKO MO OThUIbTPOBaHHBIM
3HaYEeHUSM.

8. Ecnu Bbl xoTWTe COpTMPOBaTh AaHHbIE B TabnMLEe MO OAHOMY U3 CTONBLIOB, HAXMUTE Ha €ro 3arofioBOK.

9. Ecnn TpebyeTcs HacTpouTb OTOBpaXxeHne CToNOLOB B Tabnvue Uiy rpynnmpoBaTh OANHAKOBbIE 3HaUYEHWS B
pamkax ogHOro CTonbLa, HaXXMUTE Ha 3HaYOK 4 1 B OTKPbIBLLUECS CripaBa naHenu Ha Bknaake Mpadbl
ycTaHoBUTE diaxKkin OKOSO TeX CTONBLIOB, KOTOPbIX TpebyeTcs oTobpaxaTb AaHHble. Ha Bknaake Mpynnvposka
BbIbepuTe 3HaUYEHWNs, KOTopble TpebyeTcs rpynnMpoBaTh B paMkax ofHoOro ctonéua.

10. Ecnn TpebyeTcs HacTPOWTbL OTOBPaxeHNe MapLLPYTOB NMPUIOXEHW MO onpeaeneHHbIM YCIOBUSM, HaXMUTE Ha
3HaYOK 7 1 B OTKPbIBLLEWCS CripaBa NaHenn HacTPOoIiTe YCOBUS OTOBPaXKeHNs MapLLpyTOB B TabnuLe. Bel

MoXxeTe ,D,O6aBJ'I9ITb HOBbI€ YCNOBUA U YOandaTb CyLLEeCTBYOLLME.

Tak e Bbl MOXeTe co30aTb, USMEHUTb U YOanuTb MapLlipyT And npunoXeHns.

CospaHne mapLupyTa 4nas NpuioXeHus

YTo6bI CO3aaTb HOBBIVI MaPLLPYT 4718 MPUTOXKEHUS:
1. B rnaBHom okHe Web Console BbibepuTe YecTpoiicTBa — YnpaBnsemble YCTPOMCTBA.

2. Haxxmute Ha nms yeTpoiicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0o6aBbTe ero B rpynny_YnpaeBagembie YCTROUCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepurTe Bkiaaky MNporpammel.

4. Haxwmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepkalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.

6. Boibepute pasnen MNapameTpbl npunoxeHuin — MappyTusauus.

OTKpOGTCﬂ Ta6n|/|ua, Ha KOTOpOI7I 0N KaXKO0ro npuioxXeHns 0T06pa>|<a+0ch co3faHHbIe paHee MapLpyThl.

7. HaxmuTe Ha KHOMKY ﬂ,OG&BVITb B BerHeI7I YyacTtn Ta6ﬂI/ILI,bI nB OTKprBLIJeVICﬂ CripaBa naHesin BbINMnonHnTe
cnepyrouwne nencTeus:
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a. B packpebiBatoLemcs criicke MpunoxxkeHne-oTnpaBuTenb BoibepUTe MPUIOXKEHNE, OT KOTOPOro byoyT
OTNPaBnaTbCS AaHHbIE. B packpbiBatoLLeMCcs Crivicke 0TOBPaXKatoTCs TONbKO 3aMyLLEHHbIE NRUIOXKEHNS.

b. B packpbiBatoLlemcs crivicke Touka NoaKIioueHUs OTNPaBUTENS BbIGEpUTE TOUKY NOOKIOYeHNs. Tyn 11
dbopmaT AaHHbIX, @ Takxke NPOTOKON NepeaaYn JaHHbIX onpeaenseTcs paspaboTynkom B MaHndecTe
MPUNIOXEHWS.

Ecnn Bbl ykazanu NMst TOUKM MOAKTIOUEHNS BPYUHYHO B KOHDUIYRaLMV MRUIOXKEHNA-OTNRABUTENS,
ybeamTech, UTo UMS COLEPXKUT TOMbKO paspeLleHHble CUMBOSbL VIMS TOUKM MOOKTIOYEHNS MOXET
cofepxaTb TOMbKO BYKBbI TaTUHCKOro andaBuTa (MPOMUCHBbIE 1 CTPOYHbIE), LdpPbI 1 creLmanbHble
cumBonbl _ . - [ ].

Ecnmn nms Toukmn noakioveHns B MapLIpyTe COAEPXMUT 3anpeLLeHHbIE CUMBOSbI, 9TOT MapLUpyT byneT
HeakTVBHbIM (NepeiifeT B cTaTyc Owmbka). iibopmaums 06 aTom BydeT 3anvcaHa B XypHane CoBbITUi.

c. B packpbiBatowemcs crnivcke MNpunoxkeHne-nonyyatens BoibeprTe NpUioxeHne, KoTopoe ByaeT nonyyaTtb
JaHHble. B packpbiBaloLLLeMCs cricke 0ToBpaXatoTCs TOMbKO 3amyLLEHHbIE MPUAOXKEHNS.

d. B packpebiBatoLemcs crnivicke Touka nogkoyYeHus nonyyaTtens BbibepuTe TOUKy noakoyeHus. Tun n
dbopmaT oaHHbIX, @ Takke MPOTOKON Nepenayn JaHHbIX ONpPefenseTcs pa3paboTunkom B MaHndbecTe
MPUIOXEHWS.

Ecnu Bbl ykazanu nMst TOUKM MOOKTIOUYEHNS BRYUHYHO B KOHDUIYRaLmY NpUIoXeHa-NnoayYaTend,
y6eonTech, YTo VMS COLEPXUT TOMbKO paspeLleHHbIe CUMBOSbI. IMS TOUKM MOAKIIOUYEHNS MOXET
cofepxxaTb TOMbKO BYKBbI TaTUHCKOro andaBuTa (MPOMUCHbIE 1 CTPOYHbIE), Lidpbl 1 CrieuanbHble
cumBonbl _ .- [ ]

Ecnn Mg TOUKM NOAKIIIOUEHVS B MapLUPYTE COOEPXUT 3anpeLLeHHble CUMBOJIbI, 3TOT MapLUpyT ByneT
HeaKTVBHbIM (MepeigeT B cTaTyc Ownbka). indbopmaums 06 aTom ByaeT 3anvcaHa B Xy pHaIe CobbITUi.

e. HaxxmuTe Ha kHomnky CoxpaHuTb B HVXXHE YacTy NaHenu.

MapLupyT Ans npunoxeHus ByneT cospaH 1 otTobpasnTtces B Tabnuue. 1o ymMonyaHuio HOBbIV MapLUpy T
CO3[aeTCs aKTUBHbIM.

8. HaxxmunTe Ha kHorky CoxpaHUTb B HVKHEN Yac Ty CTPaHNLb.

Ecnu Bbl yonanvte npunoxeHne Unm UsMeHnTe ero KOHQUrypaLvo, MapLUpyTbl, CO30aHHbIE A9 9TOro
MPUNOXEHWNS, MepecTaHyT paboTaTb, @ OCTaNbHble MapLUPYThbl CTaHYT HEaKTUBHBIMU (MapLLPYTbl NepeiiayT B
ctatyc Owwmbka). Takxxe co3aaHHble MapLUPY Tbl MPUIOXEHNUI CTAHOBSATCS HEAKTUBHBIMM MOCTIE Nepesarpy3Kku
ycTpoiicTsa. PekomeHOyeTCs NepeHacTROUTb MapLURYThl, CBA3aHHbIE C YAANEHHBIMU MPUIOXEHUSIMU, 1
aKTUBMPOBAaTb APYrne MapLUpyThl.

ameHeHne MmapLupyTa Ang NpuioxXeHns

YT06bI N3MEHVTb MapPLLPYT OIS [PUSIOXKEHUS:

1. B rnaBHom okHe Web Console BribepuTe YeTpoiicTBa — YnpaBnsaemble yCTpPOMCTBa.
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2. Haxxmute Ha nma ycTpoiicTea ¢ Kaspersky loT Secure Gateway 1000. Ecnv nms ycTpoicTBa OTCYTCTBYET B
crvcke, 0obaBbTe ero B rpynny_Ynpaengembie yCTPOUCTBA.

3. B oTKkpbIBLLUEMCS OKHE CBOWCTB YCTPONCTBa BoibeprTe BkIaaky MNporpammei.

4. Haxxwvunte Kaspersky loT Secure Gateway.

OTKpoeTcs OkHO, copepkallee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.

6. BeibepuTe paspen MapameTpbl npunoxennii — MapLipyTnsauus.

OTkpoeTcd TabnuLa, Ha KOTOPOW ANS KaXAOro NMPUIOXeHVs OTOBpaxatoTCs Co3haHHbIe paHee MapLUpyTh.
7. YcTaHoBUTE GnaxKoK HanpoTMB TOro MapLUPyTa, KOTOPbIA Bbl XOTUTE N3MEHUT.

8. HaxxmuTe Ha KHOMKY NameHuTb B BerHeVI 4yacTtun Ta6J'II/|LI,bI nB OTKprBLueVICQ CripaBa naHesin BbINOJIHUTE
cnepyrowne nencTBus:

a. B packpebiBatoLemcs cniicke MpunoxxeHne-oTnpaBuTenb BoiGEpUTE NPUIIOXEHNE, OT KOTOPOro byoyT
OTNPaBnaTbCS AaHHbIE. B packpbiBatoLLeMCs Criicke 0TOBPaXXatoTCs TONbKO 3aMyLLEHHbIE NRUIOXKEHNS.

b.B packpbiBaloOWEMCH CrCKe Touka nopgknoUyeHNs oTnpasuTend Bbl6epI/ITe TOYKY NOOKNOYEHNSA. Tunn
c|>op|v|aT LOaHHbIX, @ Tak>Xe NpoTOKOJ1 Nepefayn gaHHbIX onpenendaeTc4d pa3pa6OTL4I/IKOM B MaHI/Iq)eCTe
NPUNNOXEHUS.

Ecnu Bbl yka3anu UMs TOUYKM NOOKIFOUEHMS BRYYHYIO B KOHDUIYRaLMM NRUIOXKEHNS-OTNRAaBUTENY,
ybeomTech, UTo UMS COLEPXKUT TOMbKO paspeLleHHble CUMBOSbL. VIMS TOUKM MOOKMIOYEHNS MOXET
cofepxaTb TOMbKO BYKBbI TAaTUHCKOro andasuTa (MPOMUCHBbIE 1 CTPOYHbIE), Pl 1 creLmanbHble
cumBonbl _ . - [ ].

Ecnvn nms Toukmn noakioveHns B MapLIpyTe COAEPXMUT 3anpeLLeHHbIe CUMBOSbI, 9TOT MapLUpyT byneT
HeakTVBHbIM (NepeiifeT B cTaTyc Owmbka). iHbopmaums 06 aTom BydeT 3anvcaHa B XypHasne CobbITUi.

c. B packpbiBatowemcs crnivcke MNMpunoxkeHne-nonyyatens BbibepriTe NpUIoXeHne, KoTopoe ByaeT nonyyaTtb
HaHHble. B packpbiBatoLLieMcs crmcke 0TobpaxatoTCs TOMbKO 3aMy/LLLEHHbIE MPUNOXKEHUS.

d. B packpebiBatoLemcs cnivicke Touka NogkiouYeHns nonyyaTtens BbibepuTe TOUKY NoakoyeHus. Tun n
dbopmaT AaHHbIX, @ Takxke NPOTOKON NepeaaYn JaHHbIX onpeaenseTcs paspaboTynkom B MaHndecTe
MPVNIOXEHWS.

Ecnu Bbl ykazanu nMst TOUKM MOOKTIOUYEHNS BPYUHYHO B KOHDUIYRaLmV NpUIoXKeHI-NoayYaTend,
y6eanTech, YTo VMS COLEPXUT TOMbKO paspeLleHHbIe CUMBOSbI. IMS TOUKM MOAKIIOUYEHNS MOXET
cofepaTb TONbKO BYKBbI MaTUHCKOrO andasnTa (MPOMNUCHbIE 1 CTPOYHbIE), LdPbI 1 crieumarnbHble
cuvBonbl _ .- [ ]

Ecnv Mg TOUKM NOAKIIOUEHVIS B MapLUPYTE COAEPXUT 3anpeLLeHHble CUMBOJIbI, 3TOT MapLUpyT ByaeT
HeakTuBHbIM (MepenaeT B cTaTyc Owwmbka). MiHdopmaLms 06 aTom ByaeT 3anvcaHa B XYypHane cobbITui.

e. Haxxmunte Ha KHOTMKY COXpaHl/ITb B HV>XKHEN YacTn NaHenu.

180



MapLupyT Ans NPUNoXeHNs ByaeT NSMEHEH 1 C HOBLIMW JaHHbIMY OTOBpasnTcs B Tabnuue.
9. HaxxmuTe Ha KHomnKy CoXpaHUTb B H/XKHEI YacTy CTPaHNLpbI.

Mocne Toro, kak Bbl yoaauTe NpUIoXKeHNE U U3MEHNTE ero KOHMUIyRaLIMio, MapLUPYTbl, CO30aHHbIE A5 9TOro
MPWNOXEHWS, MepecTaHyT paboTaTb, a OCTasbHble MapLUPYTbl CTaHyT HEaKTVBHbIMU (MPUIOXEHWS NepenayT B
cTaTyc Owwmbka). Takxke co3aaHHble MapLLUPYThl MPUIIOXKEHNIA CTAHOBSTCS HEAKTVBHBIMU MOCIE Nepesarpysku
ycTpolicTBa. Bam Hy>HO 3aHOBO aKTUBMPOBATb VX BPYUHY!O.

YT06bI aKTUBUPOBATEL MEPLLPY Thi MPVIIOXEHUI:
1. B rnaBHom okHe Web Console BbibepuTe YeTpoiicTBa — Ynpaengemble YCTpOMCTBa.

2. HaxxmuTe Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTsa oTCyTCTBYET B
cricke, LobaBbTe ero B rpynny Ynpaensgembie YCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBa BbibepuTe Bkaaky Nporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepxalliee nHbopmauumio o Kaspersky loT Secure Gateway 1000.
5. BoibepuTe Bknagky MapameTpbl nporpammbl.

6. Boibepute paspen MNapameTpbl npunoxxeHnii — MapLupyTusaums.
OTkpoeTcs Tabnmua, Ha KOTOPOI AN KaXA0ro NPUIOXKeHVs 0ToBpaxatoTcs Co3aaHHble paHee MapLupyThl. Ecnm
kHorka CoXpaHUTb B HVXKHEN YaCcTy CTPaHULIbl akTVBHA, 9TO O3HaYaeT, YTO OAVH U Bonee MapLUpyTOB MOTyT
ObITb HEaKTUBHBI.

7. Ecnn B Tabnuue ecTb MapLupyThl B cTaTyce Ombka, pekoMeHOyeTCs NepeHacTPoUTb 3TV MapLUpyTbl. OTOT
CTaTyC O3HayaeT, YTO MPUNOXEHNS], KOTOPbIE BKIIOYEHbI B 3T MapLUPYThl, OblN yaaneHb! Uan nx KOHPUrypaums
Oblna n3MeHeHa.

8. HaxxmuTe Ha KHOMKY COXpaHI/ITb, YTOObI aKTNBMPOBaTb HEAKTUBHbIE MapLUPYTbl 1 COXPaHUTb NU3MEHEHNS.

YoaneHve mapLipyTa Ans NpUIoXeHUs

YTObb! yRamiTe MapLLPYT L7151 MPUIOXEHUS
1. B rnaBHom okHe Web Console BbibepuTe YcTpoiicTBa — YnpaBnsemble YCTPOMCTEA.

2. HaxxmuTte Ha nms ycTpolicTsa ¢ Kaspersky loT Secure Gateway 1000. Ecnn nms ycTpoiicTBa OTCYTCTBYET B
cnncke, fobaBbTe ero B rpynny_Ynpaensembie yCTROWCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA BbibepurTe Bkaaky MNporpammel.

4. Haxxmute Kaspersky loT Secure Gateway.

OTKpoeTcs okHO, copepykalliee nHbopmaumto o Kaspersky loT Secure Gateway 1000.
5. BuibepuTe Bknaaky MNapameTpbl nporpammbi.

6. BoibepuTte pasnen MapameTpbl npunoxxeHnii — MapLupyTusaums.

OTKpoech Tabnuua, Ha KOTOpOI‘;I 0N KaXKO0ro npuioXxeHns OT06pa)KaPOTC§l co3faHHble paHee MapLlpyThl.
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7. YcTaHoBMTe GraXoK HanpoTyB MapLUPyTa, KOTOPbIV Bbl XOTUTE YOANNTD.

8. HaxkmuTe Ha kHorKy YaanuTb B BepxHeli YacT Tabnnubl 1 NOATBEPOUTE CBOV AeNCTBYS.

MapLupyT ons npunoxeHns 6yaeT yoaneH.

9. HaxkmumTe Ha kHomnky CoxpaHWTb B H/XXHEN YacTy CTpaHULbI.
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Ob6palleHne B Cny>0y TEXHNYECKON NOAAEPXKKN

Ecnn y Bac Bo3HMKM BONPOCHI Mo annapaTHoMy komrnekcy Kraftway Py6ex-H nnn Kaspersky loT Secure Gateway
1000 v BbI He HaLM peLLeHns Ballel npobnemsbl B cnipaske Kaspersky loT Secure Gateway 1000, pekomeHayeTcs
obpaTtuTbes B Cnyx0y TexHnyeckor nogaepxkm OO0 "HIMO AMNPOTEX", HanpasuB NCbMO MO 3MeKTPOHHOW NoyTe
support@aprotech.rut.

[ns nonyyeHns AONONHUTENBHOM NHGOPMALMN O COCTOSIHN CETEBbLIX MHTEPdENCOB 1 TabnuLbl MapLIPy TU3aLm
Bbl MOXETE NepeinT Ha CTPaHNLLy ANarHOCTUK HEUCNPaBHOCTEN, KOTopasi HAXOAUTCS MO agpecy: <Be6-

appec Kaspersky loT Secure Gateway 1000> /troubleshooting.html. ihdopmaums Ha cTpaHuLe <Beb-

appec Kaspersky loT Secure Gateway 1000> /troubleshooting.html oTo6paxaeTcs, Tonbko ecnv Bbi
npensaputensHo BoLunu B Kaspersky loT Secure Gateway 1000.
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[lpocMOTp CTpaHuLbl AnarHOCTUKK HemcnpasHocTen Kaspersky loT Secure
Gateway 1000

Bbl MOXeTe NonyunTb AONOMHATENBHYIO MHGOPMALIMIO O COCTOSIHUM CETEBLIX UHTEPdENCOB 1 Tabnuubl
MapLupyTunsaummn Kaspersky loT Secure Gateway 1000 Ha cTpaHuLe AMarHoCTVKN HEUCIPaBHOCTEN.

YTobbI NepeviTyi Ha CTpaHuLy ANarHOC TYIKU HEVNCTPaBHOCTEM,

B meHIo B neBoli yacTu Beb-nHTepdelica BolbepuTe pasnen MapameTpbl — [uarHocTmka 1 HOXXMUTE Ha CCbISKY.

OTKpoeTcs CTpaHMua AMarHoCTUKM HeucrnpaBHocTel <Beb-agpec Kaspersky lolT Secure Gateway
1000>/troubleshooting.html.

Ha CTpaHuue onarHoCTuUKn HeI/ICI'IpaBHOCTeVI 0T06pa>|<aeTcsl cnepymouias |/|H<1>op|v|a|_|.m9:

¢ Pexxnm paboTbl (BKJIIOYEHO UM BbIKJIOYEHO) CEeTEBbIX KOMMNOHEHTOB (2.

e MackapaguHr.

IP-dbopBapanHr.

DHCP-cepsep.

DHCP-knneHT.

* VHpopmaLms o cocTogHMM NamMsaTy BCTRaMBaeMoro kKommnbiotepa
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e KonnuecTBo 3anyLLEeHHbIX MPOLECCOB.

e Crartyc 3arpy>xeHHocTn CPU BCTparBaemoro koMmmnbloTepa.

NHdopmaLms 06 ncnonb3yemorn namsTu

Tabnuua 3anyLLeHHbIX MPOLLECCOB:
¢ |D npouecca;
* MpYOPUTET NPOLIECCa;
® KONMMYEeCTBO MOTOKOB BHY TPV MNPOLIECCa;
* pasmMep NamsTy, 3ape3epPBMPOBaHHON NMOL, MPOLECC;
* 06bEM NaMATH, pearnbHO MCMOMb3YEMO MPOLECCOM;
® cTaTyc npouecca;
* Bpems paboTb;
e pasbuveka CPU no sanyLieHHbIM NpoLeccam;

® Ha3BaHMe KOMMOHEHTOB A CYLLLHOCTGVI npouecca.

* NHdbopmauug o cetesbix nHTepdeiicax Kaspersky loT Secure Gateway 1000 (3.

* HasBaHue nHTepdeiica.

* MAC-agpec.

e |P-apgpec.

* |lInpokoBeluaTenbHbIi agpec.

* Macka nogceTn.

* PexuM paboTbl LWMPOKOBELLATENIbHOro agpeca.

* MakcumanbHbI pa3mep nonesHoro 611oka AaHHbIX OAHOro nakeTa.
¢ KonmuecTBO MPUHSATBIX 1 OTAPaBIEHHbIX CETEBbIX MaKeTOB:

e Ecnun Kaspersky loT Secure Gateway 1000 ¢yHKUMOHUPYET B Ka4eCcTBe Tuna CEeTEBOro YCTPOMCTBa
CeTeBOW poyTep, oTobpaxaeTcs HdopMaLs AN UHTEPPEICOB BHELLHEN 1 BHY TPEHHEN ceTw,
NOKasIbHOrO YCTPOWCTBA 1 CETEBOIO TYHHENS.

e Ecnun Kaspersky loT Secure Gateway 1000 ¢yHKUMOHUPYET B KaYeCTBe TuMa CETEBOro YCTPOMCTBa
OOHOHaMpPaBEHHBIN LWLMO3, 0TobpaxaeTcs nHdopMaLVs AN UHTEPdEicCoB BHELLHEN ceTw,
NOKasnbHOro YCTPOWCTBA 1 CETEBOIO TYHHENS.
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e CTaTyc MapLupyTa (aKTVBHbIA U OWoKa).

* Tun mapLupyTa (CTaTU4ecKnin v AUHaMUYeCKIin).
* |P-agpec nyHKTa Ha3Ha4eHus.

* Macka ceTu NyHKTa HasHayYeHus.

e Llnmos.

e Kop owmnbKkuy, ecnv MapLUpyT HaxoOuUTCs B cTaTyce olmnbka.

¢ NHdbopmauum o npaBunax ceteBoro akpaHa Kaspersky loT Secure Gateway 1000 .

e CucTtemHble npasuna ceTeBoro aKpaHa.
¢ [lonb3oBaTenbckne npaBuna ceTeBoro aKpaHa.

e [paBuna npunoxeHus Kaspersky loT Secure Gateway Network Protector.

* VNHdbopmauug o npaBunax agpecHoi TpaHeaaumm (2.

e CeTeBoll UHTEpdENC, 0719 KOTOPOro NPUMEHSIETCS NPAaBUIO.
* BHelwHwWi nopT.

e [lpoTokon.

* |P-agpec y3na HasHayeHus.

* [lopT y3na HasHayeHus.

* KommeHTapwii.

NHpopmaLums o npaBunax agpecHon TpaHCAILN OTOBpaXxaeTCs TOMbKO AN TUNa CEeTEBOrO YCTRONCTBA
CeTeBovi poyTep.

* NHdbopmauug o ceTeBom knacTtepe [@.

* |P-agpec knacTtepa.
* Macka IP-agpeca.

e Ponb yCcTpolicTBa B kKnacTepe.

Takoke Ha CTpaHnue onarHoCTUKN HeMCHpaBHOCTem Bbl MO>XXETE BbINOJIHNTb Crieytouimne OencTBus:
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e Ckauvatb ¢aiin-apxus c cuctemHbiM XypHanom Kaspersky loT Secure Gateway 1000 @.

Ha cTpaHuue onarHocTrkmn HemcnpasHocTel <Beb-agpec Kaspersky lol Secure Gateway
1000> /troubleshooting.html HaxxmunTe Ha kHorky Download system logs.

3arpyska apxuBa ¢ cucTeMHbIM xypHanom Kaspersky loT Secure Gateway 1000 HauHeTCs aBTOMaTUYECKM.

1. Ha cTpaHunue ornarHocTrikm HencnpaBHocTel <Beb-anpec Kaspersky lol Secure Gateway
1000>/troubleshooting.html B dopme Check connection via ping command Beennte DNS-ums nnum IP-
afjpec yCTPONCTBa, AOCTYMHOCTb KOTOPOrO B CETU Bbl XOTUTE MPOBEPUTB.

2. HaxkmuTte Ha kHornky Submit.

Mon dopmoli Hxke oTobpasnTcs HdopMaLKs O pe3ynbTaTax BbiMONHEHVS NPOBEPKM (pasmep 1
KONMYECTBO OTMPAaBNEHHbIX MAaKeTOB, BPEMS MPOXOXAEHWS NakeTa, CTaTUCTNKA NOTEPSIHHBIX MakeToB).

B Kaspersky loT Secure Gateway 1000 He npenycMoTpeHa BO3SMOXHOCTb 3aaBaTb K/toun A1
KOMaHZbl NpoBepku ceTeBoli focTynHocTn DNS-umenn nnn IP-agpeca yctpolicTsa.
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HononHnTensHasa nHopmaLms

oToT pasnen coaepXxuT |/|H<1>op|v|au.vno, KOTOpa4da AononHd9eT OCHOBHOW TEKCT OOKYMEeHTa.

[NopgroTtoBka k ycTaHoBke Kaspersky lol Secure Gateway 1000

Mpexnae yem ycTaHoBUTb Kaspersky loT Secure Gateway 1000, TpebyeTcs nogroToBuTb YcTpoiicTBo Kraftway
Py6ex-H k ycTaHoBke Kaspersky loT Secure Gateway 1000.

MonroToBky k ycTaHoBke Kaspersky loT Secure Gateway 1000 BbinonHatoT creumanicTsl "JlabopaTopun
Kacnepckoro®. OnvcaHHble B 3TOM pasfene MHCTPYKLUMN NPUBEAEHbI 471 O3HAKOMUTENbHbIX LIENEA.

MoprotoBka ycTponcTea Kraftway Pybex-H

Yrobbl nogrotosuts ycTpovicTao Kraftway Py6ex-H k yctaHoske Kaspersky loT Secure Gateway 1000:

1. Bkitoumte ycTpoiicTo Kraftway Py6ex-H.

2. MopkntounTte yctpolicteo Kraftway Py6ex-H uepes COM-nopT K TokanbHOMY KOMMbIOTEPY C MOMOLLbIO Kabens
¢ pasbemom RJ45-DB9.

Bam Hy>HO nomkniounTb kabernb K KoHconbHOMY pasbeMy (Console) Ha ycTpolicTse Kraftway Py6ex-H.

3. Ha nokanbHOM KOMMblOTEpE 3anycTuTe NporpamMmmy-TepmuHan gns pabotsl ¢ COM-nopTom (Hanpumep, PuTTY
v Minicom).

4. HaxkmuTe Ha KHOMKY BKJTFOUEHNS /BBIKMIOYEHWS B TEBO YacTu nrueBoii naHenu Kraftway Py6ex-H.

Ha nuueBoii nanenn Kraftway Py6ex-H saroputcs nHamkaTop nuTaHus, 1 YCTPONCTBO HAUYHET 3amnyckaTbCs.

5. Bo Bpems 3arpy3ku Ha knaBmaType HaxmuTe Ha knasuily DELETE.

B TepmuHane otkpoeTcs rnasHoe MeHto BIOS yctpoiictea Kraftway Py6ex-H.

6. [poBepbTe NapamMeTpbl AaTbl Y BPEMEHN:

a. Beibepute 3aknagky Main.

b. BeibepuTe nyHkT System Date. [py1 HEOBGXOAMMOCTU YKaXuTe NpaBunbHyto faTy.

c. BoibepuTte nyHkT System Time. [py HEOBXOAMMOCTI YKaXnTe NpaBuibHOE BPEMS.
7. BoiipnTe 13 BIOS ¢ coxpaHeHvem n3ameHeHWii:

a. Boibepute 3aknanky Save & Exit.

b. Ha 3aknanke Save & Exit BbibepunTe nyHKT Save Changes & Exit.

Kraftway Py6ex-H nepesanycTnTtcs ¢ HacTpoeHHbIMM NapameTpami. [pu cnefytoliem BKIoUYeHN yCTPOCTBO
Takxe byaeT 3anyckaTbCs C HaCTPOEHHbIMM NapameTpami. [epen ycTaHoskoli Kaspersky loT Secure Gateway
1000 ycTpoiicTBO TpebyeTcs BbIK/IOUNTD.
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YcTaHoBka Kaspersky loT Secure Gateway 1000

[na Hauana pa6oTbl ¢ Kaspersky loT Secure Gateway 1000 TpebyeTca ycTaHOBUTL ee Ha ycTpolicTeo Kraftway
Py6ex-H. [1ns aToro Heobxoaumbl cnefytolme dalinsl, KOTopble BXOAAT B koMnsiekT nocTasku Kaspersky loT Secure
Gateway 1000:

e ®daiinbl Ans GopMMPOBaHNS YCTaHOBOYHOIO 06pasa, KOTopble MOCTaBNSAOTCS B apxmBe kisg_netprotector_<Tun
ceTeBoro ycTpolicTBa>_release_install_<Homep Bepcun cucTtembl>_ru_entar.gz, roe <tvn ceTeBoro
yCcTpolicTBa> MOXeT bbiTb diode /s ofHOHaNPaBNeHHOrO Lo3a UKW router Ois CEeTeBOro poyTepa, <HOMep
BEPCUM CUCTEMbI> UMEET BUL, YETbIPEX PasAeNeHHbIX TOUKaMM AECATUYHbIX Yncen, Hanpymvep: 1.2.3.4.

e Qaiinbl ytunutbl flasher ons cosnanns ycTaHOBOYHOrO obpasa, KOTopble MOCTaBNSAOTCS B BUAE apxvBa
kisg_flasher_<Homep Bepcum cnctembl>_ru_entar.gz, rae <HomMmep BEPCUM CUCTEMbI> UMEET BUL, YeThIpeX
pasfeneHHbIX TOUKaMm AECATUYHBIX YnCer.

YcTtaHoBky Kaspersky lol Secure Gateway 1000 BbinonHsoT cneuvanncTbl “Jlabopatopun Kacnepckoro”.
OnvcaHHble B 9TOM pasfesne UHCTPYKLUNM MPUBEAEHDI /1S O3HAKOMUTENbHbIX LIENENA.

Y1obb1 ycTaHoBuTe Kaspersky loT Secure Gateway 1000:

1. MoaroToBbTe kKOMMbIOTEP C onepaunoHHon cucTemoi Ubuntu Bepcmmn 20.04 vnu Beille ans cosnaHmns
3arpy3souHoro USB-HocuTtens ¢ obpasom Kaspersky loT Secure Gateway 1000. JanbHeiiwe neinctaus
TpebyeTcs BbIMOMHATL HAa 9TOM KOMMbIOTEPE.

2. YctaHoBuTe yTunnThl wget n sha512sum:

sudo apt-get install wget coreutils

3. NobaebTe B cnctemy PGP™-kniou penoautopus ytunuTel Docker:

sudo apt-get update

sudo apt-get install ca-certificates curl gnupg

sudo install -m 0755 -d /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg
sudo chmod a+r /etc/apt/keyrings/docker.gpg

4. [lo6aBbTe B crcTeMy agpec pernosnTopus yTunutel Docker, BoINOMHNB CnepytoLLme KOMaHOb!:

echo \

"deb [arch="$(dpkg --print-architecture)" signed-by=/etc/apt/keyrings/docker.gpg]
https://download.docker.com/linux/ubuntu \

"$(. /etc/os-release & echo "$VERSION_CODENAME")" stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

5. O6HOBWTE JaHHble O nakeTax 1 yctaHosuTe yTunuTy Docker:

sudo apt-get update
sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

6. MNoprotosbTe yTUnnTy Docker k 3anycky ¢ npaBamu Nonb3oBaTeNs:
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sudo groupadd docker
sudo usermod -aG docker <ums nonb3oBaTend B cUcCTeme>
newgrp docker

[Npy OTCYTCTBUM [OCTYNa KO BHeLUHel ceTn n3 Docker-koHTeliHepa nocne BbINOMHEHNS 3TUX KOMaHA,
nepesarpyanTe onepaLioHHYO CUCTEMY.

7.MpoBepbTe, uto yTunuta Docker 3anyckaeTcs 6e3 owmnboK, 3anyCcTnB TECTOBLIV 06pas:

docker run hello-world

8. MNopkniounTe USB-HakonuTenb ¢ apxvBoM, cogepyalunm ytunuTy flasher, kK KoMnbloTepy 1 ckonvpyiTe ero B
OTAENbHYIO ANPEKTOPMIO.

Ytunuta flasher BkoyaeT CKpUNT 47 CO34aHWS 3arpy304YHOro obpasa.

9. Pacnakyiite apxus ¢ ytunutoli flasher:

tar -xvf kisg_flasher_<Homep Bepcuu cucTembl>_ru_en.tar.gz

B pesynbTaTe cnenytowme daiinbl 6ynyT 4ob6aBneHbl B ANPEKTOPUIO;
e ./resources — ONPEKTOPWS, KOTopasi COLEPXUT pecypchl Ans cobopku ytunmtel flasher.
e build.sh — ckpunT ong c6opkum 3arpysouHoro obpasa Kaspersky loT Secure Gateway 1000.
* buildkisgflasher.sh — BcnomoraTtensHbI ckpunT ans cbopkn obpasa flasher ns okpyxxeHus Docker.

» Dokerfile — daiin ans cosnaHys BOCNPON3BOAVIMOrO OKPY>XXeHNUs Ang cBopkuy 3arpyxaemMoro obpa3sa
Kaspersky loT Secure Gateway 1000.

e flasher.conf — koHdUrypaLmonHbIl daiin ona cbopkn obpasa flasher.

e README.md — nHcTpyKkums no cbopke obpasa flasher n yctaHoBke obpasa Kaspersky loT Secure Gateway
1000.

10. MNepeianTe B ANPEKTOPUIO, B KOTOPYIO Bbl pacnakosany ytunnty flasher.

11. NMomecTnTe apxmB ¢ darinamu ana GopMUpPoBaHNs ycTaHoBOUYHOro obpasa Kaspersky loT Secure Gateway 1000
B AMPEKTOPUIO resources. ApxuB OOMKeH UMeTb Mg Baa kisg_netprotector_<tun ceteBoro
ycTpolicTBa>_release_install_<Homep Bepcumn cucTembl>_ru_entar.gz.

Bbl MOXeTe nomMecTUTb B ANPEKTOPUIO OAMH apXMB C YCTAHOBOYHBIM 06Pa3oM, ECNN Bbl XOTUTE paboTaTb TOMbKO
C OOHUM TUMOM CETEBOrO YCTPOICTBa, 1N 0ba apxrBa (4719 O4HOHaMNPAaBEHHOrO LWLI03a 1 CETEBOrO POy Tepa),
€CIN Bbl XOTUTE MMETb BOSMOXHOCTb BbiOpaTh TVMN CEeTEBOro yCTpoicTBa npu ycTtaHoske Kaspersky loT Secure
Gateway 1000.

12. 'ameHuTe KoHPUrypaumoHHbI daiin flasher. conf Tak, UTobbl OH cCofepyKarn TOMbKO CNeaytoLLe CTPOKM:

set -eu
KISG_images=()
KISG_device=kraftway
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13. Y6enuTtech, uto yTunute wget nocTtynHa 3arpyska obpasa OC Debian, BbINONHMB CriefytoLLyo KOMaHay:

wget https://www.debian.org/CD/

Ecnun ¢ nomopto yTnnuTel wget He yaanock nonyunts obpas OC Debian, To Bam TpebyeTcs nomecTuTb B
onpekToputo resources obpas OC Debian 11.4.0% 1 koHTROMbHbIE cyMMbl SHABI2 . Mpn oTcyTCTBUN
NHTEpPHET-CoeanHEHNS Ha KomnbtloTepe ¢ ytunutoli flasher, Bam Takxe Tpebyetcs nonyunts Docker-
o6pas OC Debian Ha komMbloTEPE, MMEIOLWEM MHTEPHET COEAMHEHME, C MOMOLLIbIO koMaHael docker pull
debian:bullseye 1 nomMecTuUTb NONYyYEHHDBIN 0OpPas B aupekTopuio ¢ yTunutoit flasher.

14. BoinonHuTe cbopky 3arpysouHoro obpasa Kaspersky lol Secure Gateway 1000, 3anycTuviB ckpunT c6opku ¢
MOMOLLbIO CrieaytoLLeli KOMaHIbl:

./build.sh

15. Y6enmnTech, uto cbopka 3arpysouHoro obpasa Kaspersky loT Secure Gateway 1000 BbinonHeHa ycrneLuHo,
3anycTVB CNeayoLLyio KOMaHLY:

file KISGFlasher.iso

16. MopxnounTe K kKoMnbtoTepy ¢ yTunuToit flasher Hosblt USB-HakonuTens.

17. BanuwunTe 3arpy3ouHbllii obpas Kaspersky lol Secure Gateway 1000 Ha USB-HakonmTeb, BbINOMHIB
CnepytoLLyto KOMaHAy € root-npasamu:

dd bs=4M if=$(pwd)/KISGFlasher.iso of=/dev/sdx status=progress oflag=sync

roe /dev/sdx —nmsa USB-HakonuTens, Ha KOTOPbI HY>KHO 3anmcaTb obpas.
18. JoxamTech ycnellHoro 3aseplLueHns 3anmcu 1 nssnekute USB-HakonuTens.
19. MoakntounTte USB-HakonuTenb k ycTpoiicTay Kraftway Py6ex-H.

20. MopxntounTte ycTpolicteo Kraftway Py6ex-H uepes COM-nopT k TokanbHOMY KOMMbIOTEPY C MOMOLLbIO kKabens

¢ paszbemom RJ45-DB9 1 Ha nokanbHOM KOMMbOTEPE 3arnyCcTUTE NporpamMmy-TepMuHan oas pabotsl ¢ COM-
NopTOM.

Bce panbHeline pelicTBus TpebyeTcs BhIMOMHATL B TEPMUHANE KOMMboTEPa, K KOTOPOMY MOAKIIOUYEHO
ycTpolicTtso Kraftway Py6ex-H.

21. HaxxmuTe Ha KHOMKY BK/ItOUEHNS/BbIKNIOYEHNS B eBol YacTu nuuesoin naHenn Kraftway Py6ex-H.

22. Bo BpeMs cTapTa yCTPOMCTBa B KOHCO/N Ha KnaBraType HaxmuTe Ha knasuwy DELETE.

B koHconu oTkpoeTcs rnasHoe MeHto BIOS ycTpoiicTsa Kraftway Py6ex-H.

23. HacTpoiite napameTpel 3arpy3ku Kaspersky loT Secure Gateway 1000 ¢ 3arpysouHoro USB-HakonuTens:

a. BbibepuTe Bknagky Save & Exit.

b. B pasnene Boot Override ¢ nomoupto knasuw T 11 | BeibepuTe UEFI: <ums 3arpysouHoro USB>.
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c. HaxxmuTe Ha knasuwy ENTER gng ctapta 3arpysku ¢ USB-Hakonutens.
24. NoxaonTech 3arpysku obpasa ¢ USB-HakonuTens.

25. B dopme ons Bxopa debian login, nosiBMBLUENCS B KOHCOMW, BBEOWTE NMS MOMb30BaTENS 1 Maposb OT
ancTpubyTmea Debian Live CD no ymonuaHuto o Bxofa B cuctemy LiveUSB.

26. Ecnu Bbl cobpanu 3arpy3o4Hblli 06pa3s Af1s ABYX TUMOB CETEBOro YCTPOMCTBA, BbibepurTe B MeHIO 06pa3
Kaspersky loT Secure Gateway 1000 ons ycTaHOBKM Ha YCTPOMCTBO (OQHOHAMPABAEHHBIN LUO3 1 CETEBOIA
poyTep) 1 HaxkxmuTe knasuwy ENTER.

Ecnu Bbl co6pan|/| 3arpy30qu||7| O6p33 TONbKO OJ19 OOHOIro Trna ceTeBoro YCTpOMCTBa, yYCTaHOBKa Ha4yHeTC4
aBToMaTn4eCkKwu.

27. DoxpnTech OKOHYaHWS NpoLecca ycTtaHoBku. [ocne ycTaHoBku ycTpoiicTso Kraftway Py6ex-H 6ynet
BbIK/TIOYEHO.

28. isBnekute USB-HakonmTenb ns yctpoiictea Kraftway Py6ex-H.
29. HaxkmnTe Ha KHOMKY BKJTOUEHMs /BbIKITIOUYEHNS B IEeBOI YacTu nuesoii naHenn Kraftway Py6ex-H.

30. Bo Bpems cTapTa yCTpocTBa B KOHCOMNM Ha KnaBuaType HaxxmnTe Ha knasuwy DELETE.

B koHconu oTkpoeTcs rnaBHoe MeHto BIOS ycTpoiicTea Kraftway Py6ex-H.
31. HacTtpolite nopsinok sarpysku Kaspersky loT Secure Gateway 1000:
a. BeibepuTe Bknapky Boot.
b. 1na napameTpa Boot Option #1BbibepunTe 3HaueHne UEFI OS.
32. BeiionTe ns BIOS ¢ coxpaHeHemM N3MeHeHWiA:
a. Beibepuite 3aknanky Save & Exit.
b. Ha Bknapke Save & Exit Bbibepute nyHkT Save Changes & Exit.

33. [JoxanTecb OKOHYaHKs 3arpyski 1 BU3yanbHO NpoBepbTe KOPPEKTHOCTL 3anycka Kaspersky loT Secure
Gateway 1000.

[MNocne nepBoro BrntoveHus Kaspersky loT Secure Gateway 1000 pekomMeHayeTCs HAaCTROUTb CETb, CO34aTb U
3arpy3uTb cepTrdmrKaT aaMUHUCTPATORA, HACTROUTbL AATy. 1 BREMS 1 CMEHUTL cepTudrkaT Be6-cepaepa Ha
1CMOMb3yeMblli B BalLe OpraHn3aLmm.

YcTpaHeHne owmnbok nogkntodeHns K Kaspersky lol Secure Gateway 1000

MNpobnema

Mpw nogkntoyeHnn k Beb-nHTepdelicy Kaspersky lolT Secure Gateway 1000 ¢ ncnonb3oBaHvemM NonaeRXMBaemMoro
6paysepa Google Chrome He 3arpy»aeTcs cTpaHuLa Bxogda B Beb-nHTepdelic Kaspersky loT Secure Gateway
1000.

192



PeweHne

[ns koppekTHOro nopktoueHns k Beb-nHTepdelicy Kaspersky lol Secure Gateway 1000 ¢ ncnonbsoBaHnem
6paysepa Google Chrome TpebyeTcs, UTObbI B ONEPaLIMOHHON CUCTEME MPU NOAKIIOYEHNSX Mo npoTokony TCP
MCNONb30BanCs CTaHAAPTHbIA CUCTEMHBIN Anana3oH NMopToB.

HekoTopble NporpamMmbl, yCTaHOBNEHHbIE Ha MEPCOHaNIbHOM KOMMbIOTEPE C ONepaumoHHOM CUCTEMO CEMENCTBA
Windows®, MOryT nameHsTb CUCTEMHbIN AYana3oH NopPTOB, KOTOPBIE NCMOb3YIOTCSA MO YMOMYaHWIo NMpi
noakoueHnn no npotokony TCP.

Y1066 BOCCTAHOBUTEL KOPPEKTHOE MNOoAKHEHVS K Beb-nHTepelicy Kaspersky loT Secure Gateway 1000 ¢
nernonb3oBaHeM bpaysepa Google Chrome:

1. Ha komnbtoTepe, B Gpay3sepe KOTOpOoro Bbl MblTaeTech NoakMounTses k Beb-nHTepdeiicy Kaspersky lol Secure
Gateway 1000, 3anycTuTe KOHCOTb.

2. B KOHCOMM BBINOMHKTE KOMaHAy, KOTopas BbIBOAUT AManasoH UCTMOoNb3yeMblX CUCTEMO MOPTOB A/19 MpoToKosa
TCP:

netsh int ipv4 show dynamicport tcp

B KoHCONM 0TOBpasnTCS AnanasoH NopToB, UCMOMb3yeMblx Ang npoTokona TCP.

3. Ecnun oTobpasusLumniics avanasoH NopToB HauHaeTcs ¢ nopTa 1024, To B KOHCONM OT MEHW aaMUHUCTPaTopa
BbINOSIHUTE KOMaHAY, KOTopasi BO3BPaLLaeT CUCTEMHbI AranasoH nopToB Ans npoTtokona TCP k 3HaueHrsM no
YMOMYaHWIO:

netsh int ipv4 set dynamicport tcp start=49152 num=16384

4. MNosTOpPUTE NOMBITKY NoAKMtoYeHV k Beb-uHTepdetlicy Kaspersky loT Secure Gateway 1000 ¢ ncrnonb3oBaHvem
Bpaysepa Google Chrome.

OTkpoeTcd cTpanurua Bxoaa B Kaspersky loT Secure Gateway 1000.

MNpobnema

HeBoamoxHo nopkntounTtbes K Kaspersky loT Secure Gateway 1000 yepes Be6-uHTepdeiic nnm seb-nnarvH
yrnpasneHus B Kaspersky Security Center 14.2 Web Console, Tak kak fata 1 Bpemsi CUCTEMbI, yCTaHOBMIEHHbIE B
Kaspersky loT Secure Gateway 1000, He COOTBETCTBYIOT CpOKaM OeICTBUS CepTUDNKATOB MOOKTIOUEHUS.

PeweHne

Mpwv nonyyeHn HeBepHbIX faTbl 1 BpemeHn cuctembl B Kaspersky lol Secure Gateway 1000, ecrnivi oHM He
COOTBETCTBYIOT CpOKaM AeliCTBUS CePTUPUKATOB MOOKIIOUEHNS], BCE aKTVBHbIE CECCUN NOAKOYEHNS Byay T
3aBepLLUEHbI, 1 Bbl He cMoxeTe noakntounTbcs Kk Kaspersky loT Secure Gateway 1000 uepes Beb-nHTepdelic nnm
Beb6-nnarviH ynpasneHus. Hanpumep, nata n Bpems MoryT 6biTb CHpoLLeHbl Yepes cucTemHoe Bpems Windows
Server® B HekoTOpbIX Cry4asx npu ncrnonbaosaHnn dyHkumm Windows Secure Time Seeding=.

B aTom cnyyae Bam Hy>XHO MPOBepUTL JaTy 1 BpeMms, ycTaHoBneHHble Ha Windows Server, a Takxe BO Bpems
Bk/toueHns ycTpoiicTea Kraftway Py6ex-H oTkpbiTe MeHto BIOS 1 ycTaHOBUTb BepHble AaTy 1 BPEMS BPYUHY!O.
Mocne aToro Bbl cMoxeTe noakntounTbes K Kaspersky loT Secure Gateway 1000 yepes Beb6-uHTepdeiic nnm seb-
nnarvH ynpasaeHns.

YcTpaHeHue owmnbok npunoxeHns Kaspersky loT Secure Gateway Network
Protector
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MNpobnema

Mpunoxerue Kaspersky loT Secure Gateway Network Protector aBapuiiHo 3aBepLuaeT paboTy, Tak kak He MOXeT
obpaboTaTtb Bxoadawmii Tpaduk, nocne yero Kaspersky loT Secure Gateway 1000 nepexoaunT B pexXunM aBapuinHoU
NoAAEPXKN. DTO MOXET NPOU30NTY B XOAe 06paboTKm HEKOTOPbIX CNELMdUUYECKIX TUMOB CETEBbIX MaKeTOB,
oTnpasnsembix no npotokonam SIP, SMB, SMTP, DNS, HTTP nnn HTTP2.

[MpoTokon SIP yyacTByeT B yCTaHOBKE COEMHEHNSI CO CTOPOHbI BHELLHWX IP-agpecos, ecnu mogem
MCMoNb3yeTCs B KAYECTBE OCHOBHOIO kaHana cBa3n 1 B Hem ycTaHoBneHa SIM-kapTa, k IP-appecy koTopoli
MOXHO MOMYYNTb AOCTYMN HANPSMYIO U3 UHTEPHETA.

PeweHne

[ns BoccTaHoBneHNs paboTocnocobHocTy npunoxeHns Kaspersky loT Secure Gateway Network Protector n
CUCTEMbI MPUMEHNTE MaTy, YTOBbI OTKIIOUMTL 06PaboTKy Henoaaep KBaeMoro Tpaduka.

Bbl MOXeTe BHECTM NaTy TOMBKO MOBEPX Y>Ke YCTaHOBNEHHOM Ha ycTpolicTBe npoLumsky Kaspersky lol Secure
Gateway 1000 Bepcum c6opkm 310130 ¢ ycTaHoBneHHbIM npunoxeHvem Kaspersky loT Secure Gateway
Network Protector. [NpunoxeHune ycTaHaBnMBaeTCs Nno ymMonyaHuio BMecTe ¢ npoLumskoi Kaspersky loT Secure
Gateway 1000 nocne aBToMaTU4ECKOM Nepesarpy3kun yCTPonCcTBa.

Y1obb! npumerHnTs rnaty Kaspersky loT Secure Gateway 1000 ans vicripaBneHnsi oLLuMbKi 3aBepLLIeHNs PpaboThbl
Kaspersky loT Secure Gateway Network Protector:

1. MoarotoBbTe USB-HakonuTenb ¢ nobbiv aucTpunbyTreom Live CD Ha ocHose Linux, nogaepxwusatoym SSHD.

Mbl pekomMeHayem 3arpy3nTb 0bpas oucTpubyTtrea SystemRescueCd ¢ oduumanbHoro cainTa SystemRescue n
cospnatb 3arpy3ouHblii USB-HakonuTenb, Hanprmep, Mcnonb3ys yTuamTy dd:

$ dd if=systemrescuecd-<Homep Bepcun>.iso of=/dev/<uma USB-Hakonutens>

2. BeiknounTe ycTporicTo Kraftway Py6ex-H.

3. MopkntounTe K ycTporicTey USB-HakonuTenb ¢ nobbiv guctprndyTrsom Live CD Ha ocHoBe Linux,
nopaepxuvsatoLm SSHD.

4. BknouvTe YCTROMCTBO 1 BO BPEMS BKIIIOUEHNS HaXkMuTe Ha knasuwy DELETE, uTobbl nepeiTu B BIOS.

5. BelbepuTe 3arpysky obpasa Live CD ¢ USB-HakonuTens.
6. Cospalite daiin patch.sh B noboli ompekTopum.

7. OTKpoiiTe patch.sh B TekcTOBOM pefakTope 1 CKOMMPYNTE CTPOKM 3 packpbiBatoLLErocs 6rioka HuxXe.

Copepxumoe daiina patch.sh.

194


https://www.system-rescue.org/
javascript:toggleBlock('287055')

#!/bin/bash

PATCH_CONTENT="cat <<EOF
--- suricata.yaml  2024-09-05 18:41:03.547307385 +0300
+++ suricata.yaml.patch 2024-09-05 18:41:33.535624456 +0300
@@ -648,6 +648,10 @@
# "detection-only" enables protocol detection only (parser disabled).
app-layer:
protocols:
http2:
enabled: no
sip:
enabled: no
tls:
enabled: yes
detection-ports:
@@ -672,7 +676,7 @@
# (may be resource intensive)
# This field supercedes all others because it turns the entire
# process on or off
- decode-mime: yes
+ decode-mime: no

+ + + +

# Decode MIME entity bodies (ie. base64, quoted-printable, etc.)
decode-base64: yes
@@ -697,7 +701,7 @@

msn:
enabled: detection-only
smb:
- enabled: yes
+ enabled: no
detection-ports:

dp: 139, 445
# smb2 detection is disabled internally inside the engine.
@@ -708,6 +712,7 @@

nfs:
enabled: no

dns:
+ enabled: no

# memcaps. Globally and per flow/state.
#global-memcap: 16mb
#state-memcap: 512kb
@@ -717,15 +722,15 @@
#request-flood: 500

tep:
- enabled: yes
+ enabled: no
detection-ports:
dp: 53
udp:
- enabled: yes
+ enabled: no
detection-ports:
dp: 53
http:
- enabled: yes
+ enabled: no
# memcap: 64mb

# default-config: Used when no server-config matches
EOF

mkdir packageManager

mount /dev/sda2l packageManager

mkdir container

mount packageManager/apps/kaspersky.kisg.netprotector/res/net_protector_container.img container

if echo "${PATCH_CONTENT}" | busybox patch -N container/suricata.yaml &> /dev/null ; then echo "The patch
has been successfully applied via busybox patch"

elif [ $? -eq 1 ] ; then echo "The patch has been already updated via busybox patch"

elif echo "${PATCH_CONTENT}" | patch -N -r - container/suricata.yaml &> /dev/null ; then echo "The patch
has been successfully applied via native patch”

elif [ $? -eq 1 ] ; then echo "The patch has been already updated via native patch"

else

echo "Failed to apply the patch: error code $?"

fi
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umount container
umount packageManager
rmdir container
rmdir packageManager

8. CoxpaHnuTe daiin patch.sh 1 npepocTasbTe emy NpaBo Ha 3anyck.

9. BanycTtute ckpunT patch.sh:
./patch.sh

10. Mocne 3aBeplueHs paboTbl CKpUMTa NepesarpysnTe YCTPONCTBO ¢ 3arpy3koli cuctemsl Kaspersky loT Secure
Gateway 1000 (no ymonuaHuto unm yepes BIOS) n npoeepbTe paboTy cUCTEMDI.

1. Sanyctute npunoxxeHvie Kaspersky loT Secure Gateway Network Protector, ecnv oHO He 3anycTunoch
aBTOMaTUNYECKM.

Mocne npyMeHeHVsl NaTya NHOMKALMS akTUBHOMO pex1Ma aBapuinHON Noaaep Kk He ByaeT oTobpaxaTbCs, U Bbl
cmoxeTe 3anycTuTb NpunoxeHne Kaspersky lol Secure Gateway Network Protector. [Mpu npoxoxxaeHun yepes
YCTPOWCTBO HenognepXnsaemoro Tpaduika NpunoxeHne NponomknT paboTy 6e3 aBapuiiHOro 3aBepLIEHIS, 1
cucTemMa He ByLeT NepexonnTb B PEXMM aBapUiiHOM NOAAEPXKKN.

LencTtBna ong ycTpaHeHns ya3sumocTer B npunoxeHunn Kaspersky loT
Secure Gateway Network Protector

Mpwn cnonb3oBaHuK Npunoxenus Kaspersky loT Secure Gateway Network Protector oHo MoxeT 6bITb MoaBepXXeHO
ya3sumMocTam BDU:2025-00136 = (CVE-2024-55628 2) n BDU:2025-00137 & (CVE-2024-55629=). Ing
OnepaTUBHOrO YCTpaHeHs aTUX ya3BumocTel B npunoxeHun Kaspersky loT Secure Gateway Network Protector
BaM HY>XHO BbIMOMHUTb AENCTBUS, ONMCaHHbIE B 3TOM pasfese HuXe.

YcTpaHerme yassumocTn BDU:2025-00136 (CVE-2024-55628) B npunoxerun Kaspersky loT
Secure Gateway Network Protector

[na ycTpaHeHnst pUcKoB, CBsI3aHHbIX C ysi3BuMocTbio BDU:2025-00136 (CVE-2024-55628), He06X0aNMO OTKIOUNTb
obpaboTky DNS-nakeToB npunoxerunem Kaspersky lolT Secure Gateway Network Protector.

Y7066l OTKMIOUNTL 06paboTky DNS-nakeToB B npunoxxeHun Kaspersky loT Secure Gateway Network Protector,
NPUMEHWTE NaTy AN YCTRaHeHUs oWmnboK. DTOT NaTy OTKIIoUYaeT 0bpaboTKy HEKOTOPLIX HEMOAAEPKMBAEMbIX
cneumdryeckx TUNOB CeTEBbIX MaKeToB, OTnpaBseMbix no npoTtokonam SIP, SMB, SMTP, DNS, HTTP nnn HTTP2.

YctpaneHve yassumocTn BDU:2025-00137 (CVE-2024-55629) B npunoxerumn Kaspersky loT
Secure Gateway Network Protector

[ns ycTpaHeHns prckos, cBsi3aHHbIx € ys3BuMocTbio BDU:2025-00137 (CVE-2024-55629), Heobxoammo fobasnTb
B npunoxeHue Kaspersky loT Secure Gateway Network Protector npegycTaHoBNeHHOE NpaBunio obHapykeHus
TCP-nakeToB, nomMmeYeHHbix dnarom Urgent, ong nocnepytoLlein 61oknpoBkn Tpaduka, CXOASLLErO OT MCTOYHMUKA
3TVIX MaKeToB.

Y1066 06aBUTL B puioxerve Kaspersky loT Secure Gateway Network Protector npesgycTaHOBIEHHOE rpaBu/io
4515 o6HapyxeHus TCP-nakeTos ¢ ¢prarom Urgent:

1. MogrotoBbTe USB-HakonuTenb ¢ nobbiv aucTpnbyTreom Live CD Ha ocHoBe Linux, nopaepxmsatowwm SSHD.
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Mbl pekomeHayem 3arpy3nTb obpas ancTpubyTusa SystemRescueCd ¢ odpuumanbHoro caiita SystemRescue n
cospaTb 3arpy3o4Hblii USB-HakonuTenb, Hanpumep, NCnonb3ys yTunnTy dd:

$ dd if=systemrescuecd-<Homep Bepcun>.iso of=/dev/<uma USB-Hakonutena>

2. BuikntounTe ycTpolicTeo Kraftway Py6ex-H.

3. MopkntounTe K ycTpolricTBy USB-HakonuTenb ¢ nobbiv gucTprndyTrsom Live CD Ha ocHoBe Linux,
nopaepxvsatoLmm SSHD.

4. BknouviTe YCTROMCTBO 1 BO BPEMS BKIIOUEHUS HaXXMUTE Ha knasuwy DELETE, uTobbl nepeiTy B BIOS.

5. BeibepuTe 3arpysky obpasa Live CD ¢ USB-HakonuTens.
6. Cospalite daiin patch.sh B noboii ompekTopum.

7. OTkpoliTe patch.sh B TekcTOBOM pefakTope 1 CKOMMPYNTe CTPOKM N3 pacKpbiBaloWErocs 61oka Huxe.

#!/bin/bash

mkdir packageManager

mount /dev/sda2l packageManager

mkdir container

mount packageManager/apps/kaspersky.kisg.netprotector/res/net_protector_container.img container

RULE_FILE_NAME="tcp_urgent.rules"

RULE_FILE_CONTEXT='alert tcp any any -> any any (msg:"TCP packet with urgent flag"; flags:U*;
threshold:type threshold, track by_src, count 1, seconds 1200; classtype:misc-activity; sid:90001001;
priority:2; rev:1;)"’

echo ${RULE_FILE_CONTEXT} > container/idsit/rules/${RULE_FILE_NAME}

AMR_FILE="container/idsit/amr.yaml"
if | grep -q ${RULE_FILE_NAME} ${AMR_FILE}; then
if [ "$(tail -c 1 ${AMR_FILE})" != $'\n' ]; then
echo >> ${AMR_FILE}
fi
echo " - ${RULE_FILE_NAME}" >> ${AMR_FILE}
fi
umount container
umount packageManager

rmdir container
rmdir packageManager

8. CoxpaHuTe daiin patch.sh n npegocTasbTe eMy NpaBo Ha 3anyck.

9. BanycTtute ckpunT patch.sh:

./patch.sh

10. Mocne 3aBepLueHs paboTbl CKpUMTa NepesarpysnTe YCTPONCTBO ¢ 3arpy3koli cuctembl Kaspersky loT Secure
Gateway 1000 (no ymonuaHuto unm yepes BIOS) n npoeepbTe paboTy cUcTEMDI.

1. Sanyctute npunoxerve Kaspersky loT Secure Gateway Network Protector, ecnv oHo He 3anycTunoch
aBTOMaTNYECKM.

12. MpoBepbTe paboTy NpaBuna, BbiMOMHUB OOHY 13 CNEAYOLWMX KOMaHL, Ha XOCTE BO BHYTPEHHEM CErMeHTE CeTU:

e [Ing Tvna ycTpolicTBa OQHOHAMPABAEHHbIN LUMOS;

hping3 -c 1 -p 8080 -U -S 192.168.1.1
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e [ing Tvna ycTpolCTBa CETEBOW poyTep:

hping3 -c 1 -p 8080 -U -S <IP-agpec Kaspersky IoT Secure Gateway 1000 BO BHewHei ceTu>

Ecnun npaBrno HacTpoeHo BEPHO, MOCE BbINOMHEHWS 3TOM KOMaHAbl NpaBusio cpaboTaeT 1 B COBLITUGX
CEeTEeBOro aKpaHa NosIBUTCS COOTBETCTBYIOLLLAS 3arncCh 06 STOM.

Nocne npymeHeHns aToro natya npunoxeHne Kaspersky lol Secure Gateway Network Protector Takxe
MOXeT 6r1okpoBaTh TPadVK OT HY>KHbIX BaM XOCTOB, EC/N OHX COOTBETCTBYIOT Npasuny. [ns
Pa3boKMPOBKM TakMX XOCTOB HEOOX0AMMO L06aBuTh 1x IP-agpeca B COMCOK PaspeLleHHbIX.
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[noccapwin

Kaspersky Security Center 14.2 Web Console

Mprnoxerne (Be6-NpunoxeHre), NpeaHasHavYeHHOE AJ1s1 KOHTPOMS COCTOSHIS CUCTEMbl 6e30MacHOCTH ceTel
OpraHMsaLmm, HaxoOALWMXCS Mo, 3aWwmUTol NpunoxeHuii "JlabopaTtopun Kacnepckoro”.

KasperskyOS

MMKposmepHaq onepaunoHHad cunctemMa gnd nocTpoeHund He3onacHbIX peUJean71.

Message Queuing Telemetry Transport (MQTT)

CeTeBoli npoTokon, paboTatowumii noBepx cTeka npotokonos TCP/IP, npenHasHaveHHbI s obmeHa
COOBLLEHNSMIN MEXAY YCTpoNCcTBamMu B IHTepHeTe BeLLE.

MQTT-6pokep

CepBep, npuH1MatoLLmi, GUABTPYIOWMIA 1 NepecbinatoLwmii coobLueHns no npotokony MQTT.

MQTT-Tonuk

Nepapxmyeckuii myTb K UICTOYHUKY OaHHbIX, Ha 6ase KOTOPOro OTNPaBnstoTCS CoobLeHns no npoTtokony MQTT.

SSL

HpOTOKO]’I LLII/Id)pOBaHI/Iﬂ OaHHbIX B JTOKallbHbIX CETHAX 1 B UHTEPHETE. SSL NCrnoJib3yeTCYH B Be6—ﬂpVIﬂO)KeHVI9|X ong
CO34aHNs 3aLUMLLEHHBIX COEONHEHNIA MeXxnay KINMeHTOM 1 CepBEPOM.

TLS

BesonacHblin npoTokon nepenayn JaHHbIX B TOKasbHbIX CETSX U B UHTEPHETE C UCMOMb30BaHVeM WindposaHus. TLS
NCMoNb3yeTcs B BEG-NMPUNOXEHNSX AN1S CO30aHNS 3aLUMLLEHHBIX COEANHEHNI MEXY KIIMEHTOM 1 CEPBEPOM.

ApomunnHnctpaTtop Kaspersky Security Center

JInuo, ynpaensioLLee paboTol MPUNOXEHNS Yepes CUCTEMY YOANEHHOrO LeHTPanM3oBaHHOrO agMUHUCTPUPOBaHS
Kaspersky Security Center.
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BesonacHbii wno3 IHTepHeTa BeLuel

CucTtewma, koTopasg obecnednBaeT He3onacHyto nepefadvy nonb3oBaTenbckoro Tpadurika Mexay gaTumkamum
nnatpopmoli VIHTepHeTa BeLLeil.

VHTepHeT Belen

BbluncnntenbHas ceTb 2NEeKTPOHHbIX YCTPOWCTB ("BeLein”), OCHaLLEeHHbIX BCTPOEHHbLIMI BO3MOXHOCTAMM
B3aVMOLENCTBIMS C BHELUHEN CPefo Ui opyr ¢ Apyrom 6e3 yuacTus Yenoseka.

KomnoHeHT Kaspersky loT Secure Gateway 1000

YacTb Kaspersky loT Secure Gateway 1000, npenHasHaueHHas ons obecrnevyeHnst GyHKLMOHaNbHOCTN CUCTEMBI
(HanpuMmep, ayTeHTUdUKaLMN).

MnarvH ynpaBneHns NpunoXxeHnem

CneumnannanpoBaHHbIii KOMMOHEHT, MPEeLOCTaBNOLLMI MHTepdEeliC Ang ynpaBneHrs paboTol NPUIoXeHNs Yepes
KoHconb agMUHUCTprpoBaHus. [ns Kaxaoro NpuioXeHns CyLLLeCTBYeT CBOV NMnarvH ynpasneHus. OH BXoOuT B
cocTaB BCex npunoxeHunin "NabopaTtopum Kacnepckoro”, ynpasnieHre KOTOPbIMY MOXET OCYLLECTBNSTLCS MpW
nomoum Kaspersky loT Secure Gateway 1000.

CepBep agMVHUCTPUPOBaHS
KomnoHeHT npunoxenuns Kaspersky Security Center, ocyLuecTBASIOLLNA GYHKLNN LIEHTPANN30BaHHOMO XpaHeHNs

nHdopMaLmn 06 yCTaHOBMEHHbIX B CETY OpraH3aLmm npunoxeHnsx "JlabopaTopumn Kacnepckoro”' 1 ynpasneHus
VMW,

CepTtudukaT agMmnHUCTpaTopa

CepTunduikaT, Ha OCHOBaHUM KOTOPOro OCYLLECTBASETCS ayTeHTMdUKaLMs Nonb3oBaTens B BeG-nHTepdelice
Kaspersky loT Secure Gateway 1000.

CepTudukaT cepepa Kaspersky Security Center

CepTudukaT, Ha OCHOBaHMM KOTOPOro ocyllecTBnsgeTcs 6e3onacHoe B3anmopnelicTeue Kaspersky loT Secure
Gateway 1000 n Kaspersky Security Center npu ynpaenernumn Kaspersky lol Secure Gateway 1000 uepes
Kaspersky Security Center 14.2 Web Console.

CobbiTne
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3anuick, copepxallas MHPopmaLmio 06 0BHapy>KEHUN JaHHbIX B CUCTEME W BO BHY TPEHHEN CETU, KOTOPbIE
TPebytoT BHUMaHUS COTPYOHUKA, OTBETCTBEHHOIO 3a MHGOPMAaLVOHHYIO 6e30MacHOCTb B BalLE opraHn3aumuy,
coxpaHsiemas B Nams T BCTpavBaemoro komnbtoTepa Kraftway Py6ex-H.

YnpaBnsemble yCTPONCTBa

YcTpolicTBa ceTu opraHn3aLum, BKIIKOYEHHbIE B OOHY 13 rpymnn agMUHUCTPUPOBAHNS.

YcTponcTBO € 3awmTon Ha yposHe UEFI

YCTPOICTBO CO BCTPOEHHbIM Ha ypoBHe BIOS nporpammHeiv o6ecnedeHriem AHTrsmpyc Kacnepckoro ana UEF.
BcTpoerHas 3awwmTa obecneunsaeT 6€30MNacHOCTb yCTPONCTBA €LLle C Hayasna 3arycka CUCTEeMbI, B TO BPeMs KaK
3awmTa yCTPOICTB, He nmetoLwmx BCTpoeHHoro 10, HaunHaeT fericTBOBaTb TOMLKO MOC/E 3arnycka MNPUIOXeHNs
3aLUMThI.
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NHdopmaums 0 CTOPOHHEM Koae

NHPopmaums o ctopoHHeM kope Kaspersky loT Secure Gateway 1000 n Kaspersky loT Secure Gateway Network
Protector conepxuTcs B daiinax legal_notices.txt, koTopble BxoaaT B koMmnnekT nocTasku Kaspersky lol Secure

Gateway 1000.
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YBeoomnenus o TOBapPHbIX 3HaKax

3aperncTprpoBaHHble TOBapHbIE 3HaKM 1 3HaKK OBCNYXMBaHWS SBASIOTCS COBCTBEHHOCTBIO MX
npasoobnanaTtenei.

Ubuntu sBnsieTcs 3apernctpmpoBaHHbiM ToBapHbIM 3HakoM Canonical Ltd.

Docker v norotun Docker aBnstoTcs TOBapHbIMY 3HAKAMU U 3aPErCTPUPOBaHHBIMY TOBaPHbLIMY 3HAKaMU
komnanum Docker, Inc. B CLUA n/unn ppyrux ctpaHax. Docker, Inc. n opyrue cTopoHbl MOryT Takke MMeTb npasa Ha
TOBapHbIE 3HAKU, OMNCaHHbIE APYTMY TEPMUHAMU, UCMONb3YEMbBIMY B HACTOSILLEM AOKYMEHTE.

Eclipse Mosquitto — ToBapHbIii 3Hak Eclipse Foundation, Inc.

Google n Google Chrome — ToBapHble 3Haku Google LLC.

HUAWEI siBnsieTcs ToBapHbIM 3Hakom Huawei Technologies Co,, Ltd.

Linux — ToBapHbIin 3Hak Linus Torvalds, 3apernctpupoBaHHbii B CLUA 1 B opyrux cTpaHax.

Windows n Windows Server gaensioTcs ToBapHbIMY 3HaKaMuy rpynnbl komnaHuiin Microsoft.

Mozilla n Firefox saBnsitoTcs ToBapHbIMM 3Hakamu Mozilla Foundation B CLUA v gpyrux cTpaHax.

JavaScript — 3aperncTpupoBaHHbI ToBapHbI 3HaK koMnaHum Oracle n/unv adbPunmpoBaHHbIX KOMMaHWUIA.
OpenSSL aBnseTcs ToBapHbIM 3HakoM npaBoobnanatens OpenSSL Software Foundation.

Debian — 3apeructpupoBaHHbIii ToBapHbI 3Hak Software in the Public Interest, Inc.

PGP — ToBapHbIli 3Hak nnun 3apernctpuposarHbiii B CLLIA n opyrux ctpaHax ToBapHbI 3Hak Symantec Corporation
nnn adbPuMpoBaHHbIX KOMMaHNIA.

OpenAPI — ToBapHsbIli 3Hak kKomnaHum The Linux Foundation.
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