JIMUEH3UOHHOE COTJIAIIEHMUE nas Kaspersky Anti Targeted Attack Platform

Jluuensuonnoe cornamenue AO «Jladoparopusi Kacnepckoro», onpeaesiioniee ycjaoBHsS HMCIOJIb30BaHUS
nporpammuoro ooecneyenus (II0) ¢ KoHeYHBIM MOJIb30BATEIEM.

BHMUMAHUE! BHnmarteapbHO 03HAKOMBTECH C YCIOBUSAMHE JIMIIEH3MOHHOTO COTJIAIICHHS TIepe HayajioM paboThl ¢
MPOTPaMMHBIM 00€CTIEICHUEM.

Haxatre Bamu KHONIKM MOATBEPKACHUS COTJIACHS B OKHE C TEKCTOM JIMIIEH3MOHHOTO COTJIAIICHUS TIPH YCTaHOBKE
IO wnm BBOX COOTBETCTBYIOIIETO CHMBOJNIA(-OB) O3Ha4daeT Bamre 06e30rOBOpPOYHOE COTJIACHE C  YCIOBHAMH
Hacrosmero JInnensnonHoro cornamenusd. Ecnn Bbl He COTIacHbl ¢ yCIOBUAMHM HAcTOSINETO JIMIEH3MOHHOIO
cornamieHus, Bel omkHEI ipepBath ycTaHoBKy [10.

B cinyyae Hamuuus JMIEH3MOHHOTO JOTOBOpa WIJIM II0J00HOTO JIOKYMEHTa YCJoBUsl wucnonb3oBanust [10,
U3J0KEHHBIE B TaKOM JOrOBOpE, SBIAIOTCSA MPEBATHPYIOIUMH HaJ YCIOBHUSMHU HAcTOSIEro JIMIEH3MOHHOIO
COTJIAIIEHUS ¢ KOHEUHBIM I10JIb30BaTEIIEM.

1. Onpenesienns.

1.1. IO — nporpammHoe obecrieueHue (Bkitoyass OOHOBJICHHS M CONPOBOJHUTENILHBIE MaTepUalibl, ONMCAHHBIC B
PykoBozctse nonp3oBatens), [IpaBoobagarenem kotoporo seisercs AO «Jlabopatopus Kacniepckoroy.

1.2. IlpaBoodaagatens - AO «JlabopaTopus Kacmepckoroy, siBisttomneecs 00agaTeeM HCKIFOUATEIFHOTO TIpaBa
Ha [10.

1.3. KomnbloTep — omnepanuoHHas CHCTEMa, BUpPTyaslbHas MallMHA WIX OOOpYyZOBaHWE, BKIIOYAs pabodyro
CTaHIIMIO, MOOWIBHOE YCTPOMCTBO MM CepBep, Ui paboThl Ha KOTOpOM mnpenHasHaueHo [1O w/mmm Ha KoTOpoe
ycranasiuBaercsi [10 w/mnm anst kotoporo ucnoib3yercss 110, a Takke MOYTOBBIE SIIMKH, OPYrHe OOBEKTHI,
3alUIaeMble UK yrpaBiisieMble ycTaHaBauBaeMbiM 110.

1.4. Ilons3oBarensb (Bul) — Qusmueckoe JUI0, KOTOPOE YCTAHABIMBACT WK UCTONb3yeT [10 oT cBOEro muia win
npaBoMmepHo Biaaeet komnwuei [10. Eciu [10O 66110 3arpyKeHO WIH MPHOOPETEHO OT UMEHH FOPUANICCKOTO JIUIA, TO
mon tepmuHoM I[lomb3oBarens (Bel) manee moapasyMeBaeTCs OPHIUYECKOE JHIO, i Kotoporo IO Obuio
3arpy’»eHO WIH NPUOOPETEHO U KOTOPOE MOPYUYHIIO OTAEIBHOMY (PU3NYECKOMY JIMILY MPHUHSATH JAHHOE COTJIAllICHUE
OT CBOETO JINIIA.

1.5. lapTHeps! — FOpunuueckne nian GU3NIECKUe JHIA, OCyecTBisone pacnpocrpanenne [10 Ha ocHOBaHMK
norosopa c [IpaBooOagarenem.

1.6. OoHoBIeHNe(-51) — BCE YIYULICHHUS, HCIIPABIICHUS, pacIInpeHus u/mwiu Moaudukammn [10.

1.7. PyxomoacrBo Ilosb30BaTensi — COIPOBOAMTEIbHBIE TM€YaTHbIE W MHBIE MaTepualisl, PyKoOBOACTBO
[Nonb3oBarens, PykoBoncTBo AAMUHHCTpaTopa, CIPaBOYHHK, (aiil CHpaBKM W aHAIOTWYHBIC WM II€YaTHBIE U
3JIeKTpOHHBIE TOKyMeHTHI, [IpaBoobnanatenem kotopsix apnserca AO «Jlaboparopust Kacriepckoroy.

1.8. JInuensuonnniii Ceprudukar — JOKyMEHT, IepeJaBaeMblil MMOJb30BATENII0 BMecTe C (ailioM Kiroya Wix
KOJIOM aKTHBAIMH U COAEpIKaIINi HH(GOPMAIIHIO O MPEIOCTaBIIEMOH JTHIIEH3UH.

2. IIpenocraBiaeHue JULEH3UU.

2.1. Bam mpenocTaBisieTcss HEMCKIIIOUUTENIbHAS JTHIEH3Us Ha ucnoib3oBanue I10 B mpepenax QyHKIIMOHATBHOCTH,
ormcanHoi# B PykoBoactee [Tomp3oBarens winn Ha caiite CinykObI TeXHUYECKOH momaepkku [IpaBooOmanarens, mpu
ycinoBuM coOmofeHus Bamu Bcex TEXHMYECKMX TpeOOBaHMH, a TakKe BCEX OTPAaHWYEHUH W  YCIIOBHH
ucrionb3oBanus 110, yka3zaHHBIX B HacTOsmEeM JINIIEH3MOHHOM COTJIAILICHHH.

B ciyuae ecim Bel noy4wnin, 3arpy3uinu u/wim ycranoswiu [1O, mpeaHazHauyeHHOE ISl 03HAKOMHTEIJBHBIX IeJIeH,
Bsl umeere mpaBo wucnons3oBaTth IIO TONBKO B HEISIX O3HAKOMIEHUS U TOJIBKO B TEUEHHE OJHOIO
03HAKOMHUTEIBHOTO TepHoja, €cii He MPONMCAHO MHade, HayMHas C JaThl HadanbHOHW yctaHoBku I10. JlroGoe
ucnonbzoBanue [10 s qpyrux 1eneit iy mo 3aBepiieHHH 03HAKOMHUTEIHHOTO MTEPHO/Ia 3aIPeIIeHO.

Ecmu Bor ucnons3yere I10 pasubix Bepeunid 10 wim Bepcuu I10 juis pa3HBIX A3BIKOB, eciid Bol monyumnu 110 Ha
HECKOJBbKUX HOCHUTENAX, €CIIi BBl MHBIM cnoco0oM momyunny Heckosabko kormid 110 ninm moayumin I10 B coctaBe
[aKeTa JPYroro NporpaMMHOro obecmeueHus, TO obmiee KomumdecTBO Bammx KommbioTepoB, Ha KOTOPBIX
YCTaHOBJICHBI /MM HCIONB3YIOTCS Bce Bepcuu [10, HOMKHO COOTBETCTBOBAaTh KoMdecTBY KommbproTepos,
YKa3aHHOMY B JIMIEH3USX, MOJy4eHHBIX oT [IpaBooOnanarens, 6 mom ciyyae, €CIM YCIOBMS JIMLEH3MH HE
YTBEPXKIAIOT MHOE; KaX1asi IpHOOpeTeHHas IMIeH3Ms JaeT Bam npaBo ycraHOBUTH U Hcnosib30Bath 110 Ha Takom
konundectBe KoMmbroTepos, koTopoe yka3aHo B 1.2.2.

2.2. Bbl uMmeere mpaBo ucnoib3oBaTh 110 Ha Takom konmuyectBe KOMIBIOTEPOB, W/WMiM JUIS TaKOTO KOJMYECTBA
00BEKTOB JIMIIEH3UPOBAHMS, KaK yKka3aHo B JInunenznonnom Ceprudukare.

2.3. Bsl umeere npaBo u3rotoButs konuto 110 npu ycnoBuu, 4To 3Ta KONUs MpeJHa3HaueHa TOJIbKO sl ApXUBHBIX
Hene M Ui 3aMEHBI IIPAaBOMEPHO MPUOOPETEHHOTO JK3EMIUIIPa B CIIydasX, KOT/Ia OPUTMHAN YTEPSH, YHHYTOXKECH
WY CTaJl HEIIPUTOJICH [UISl MCIIOIb30BaHMs. Takasi KoM HE MOKET OBITh MCIIONIb30BaHA IJIsl MHBIX LIENCH 1 TOIDKHA
OBITH YHHUTOXXEHA B CIIydae, ecii BiageHue sx3eMmurapoM [10 nepectaneT ObITh MPaBOMEPHBIM.

2.4. Tlocne aktuBanuu IO WM BHITIOJHEHUS TPOIEAYPHl YCTaHOBKHM (aiina kmoda Bam mpemocTaBisercs
BO3MOXKHOCTh B TEUCHHE CPOKa, yKazaHHOTO B JInnensnonHom Ceprudukare, nomyqars ot [IpaBoobnanarens uin
ero [TapTHepos:




- HoBbIe Bepcuu I10 mo Mepe ux Beixoja (4epe3 HHTEPHET);

- TEXHUYECKYIO TOANEPKKY (10 TenedoHy U/MiTu yepe3 HHTCPHET);

- TOCTYT K MH(POPMAIMOHHBIM M BCIIOMOTATEILHBIM pecypcam [IpaBoobianarens.

2.5. ®ynknnoHanbHOCTh [0 3aBUCHT OT THMNA KCIOJB3YyEMOW JIMICH3UH, KOTOPBINH yka3aH B JIMIIEH3MOHHOM
Ceprudukate u\wiun OtaensHom CorjamieHdH, W COOTBETCTBYeT omucaHuio B PykoBojctse Ilonb3oBaters.
OynknuoHanbHocTs [10 MOXHO pacmIMpuTh, TPHOOpETas MOIOIHUTENBHBIC JUICH3UH, KaK 3TO ONHCAaHO B
PykoBoactse Ilonb30Barens.

3. AKTMBaNus U CPOKH.

3.1. Ecu Brl MmomudunupyeTre cBOil KOMITBIOTEp WIM BHOCHTE W3MEHECHHS B NMPOTPAMMHOE OOECIIEYeHHE APYTHX
npaBooOafaTenei, yCTaHOBIEHHOE Ha KOMIIBIOTEPE, TO MOXET MOTpeGoBaThca MOBTOpHAs axktuBanus 110 wmmm
MOBTOpHAsl Hpolieaypa ycTaHOBKH (aiina kimoua. [IpaBooOiamaTtens ocTaBiseT 3a coOoi NMpaBoO HCIOIb30BATh
CpeacTBa AJs MPOBepKHU Hanuuus y Bac nunensuonHoi komnuu I10.

3.2. Brl umeere npaBo ucnons3oBats I10, npenHazHaueHHOE A1 O3HAKOMUTENBHBIX LiEJeH U pacHpocTpaHieMoe
6e3 BBIIIATH BO3HArpaKAeHUs, Kak yka3zaHo B 1.2.1, B Tedenue 30 (Tpuanatu) el ¢ MoMeHTa aktuBanuu 110 B
COOTBETCTBMM C YCIOBUSIMH Hacrosimiero JlunensumonHoro cornamienus. B ciydae ecnm IlpaBooGnapatenem
YyCTaHaBJIUBACTCA HHOM CpPOK HCIOJIb30BaHUA HO, nNpeaHasHAa4YCHHOro Jis1 O3HAKOMHMTCIIbHBIX ueneﬁ u
pacmpocTpaHseMoro 0e3 BBIIIATHl BO3HAarpaxiacHus, Ilonb3oBarens w3BemaeTcs 00 3TOM MOCPEACTBOM
MH()OPMALMOHHOTO YBEIOMIICHNS.

3.3. CpoK HOJIE3HOTO HCIIOJIb30BAHMS OTPAaHNYNBACTCSI CPOKOM Hcmonb3oBanus 110, ykazaHHBIM B JIMIIEH3MOHHOM
Ceprudukare; nadopmannio o cpoke ucrnonab3oBanus 110 MOXHO NMPOBEPHUTH C MMOMOILIBIO CPEACTB, YKa3aHHBIX B
PykoBoactse [lonb3oBarens.

34. B cnyuyae wHapymieHus Bamu Kkakoro-mubo u3  yCIIOBHHA JaHHOrO JIMIIGH3MOHHOTO  COTJIAIICHUS
[IpaBooGnagarens BOpaBe MpepBath AeiicTBHE JaHHOTO JIMIIEH3MOHHOTO coTJalmieHus B oboe Bpems 6e3 Bariero
yBenomiieHus: 1 6e3 Bo3MerieHus croumoctu 110 uiu ero yacru.

4. TexHu4eckasi NoIePIKKA.

4.1. TexHudeckas MOAJEPKKA, yKa3aHHAs B 1. 2.4 HacToAIero JIMIIEH3HOHHOTO COTJIAIIEHU, TPEIOCTaBIACTCS IPU
ycinoBHM ycTaHOBKH Ilonp3oBarteneM mnocnenHero oOHoBieHHs [1O M B COOTBETCTBHM C NpaBHJIAMH OKa3aHUS
TEXHUYECKOM ITOJICPIKKH.

Anpec ciyx0bl TEXHUUECKOH MOJIEPXKKH U ITpaBuIia ee okazanus: https://support.kaspersky.com.

5. YcioBusi 00padoTKH JAHHBIX

5.1. B pamkax nanHOoTOo Paznena BBOOSTCS JOMOTHUTENEHBIC OTIPEICICHUS

Cy0bekT mAaHHbIX — (u3uueckoe JHIO, KOTOPOE HCHONB3yeT Win Oyaer ucrnonb3oBath [10 Hampsmyo wiu
KOCBEHHO TpH ocymiecTBieHun Ilonp3oBareneM CcBOeH NesATEIBHOCTH, B TOM 4HCIe PAOOTHHK, MOJPSIUHK,
COTPYAHUK, KJIMEHT WIN NpeacTaBuTedb [lonp30BaTens, ¥ B OTHOIIEHHH KOTOPOTO OCYIIECTBIIIETCS Iepenadya U
00paboTKa AaHHBIX, BKJIIOYas JAaHHBIC, HMEIOIINE CTATYC IMEPCOHAIBHBIX MO 3aKOHOJATEIbCTBY HEKOTOPBIX CTPaH.
CyObekTaMy JaHHBIX MOTYT TAaKXK€ BBICTYIATh JIOObIE (pr3nUecKue Jula, KOTOpbIe COOOIIAOT WK MEPEelaloT CBOU
nannele ITonp3oBareso.

5.2. TlpaBooOnagarens ocymiecTBIsIeT 00pabOTKY BCeX MONYYeHHBIX OT Ilonb30BaTens JaHHBIX B COOTBETCTBHH C
JIMIIeH3NOHHBIM COTJIAIIEHUEM, B YaCTHOCTH TOJOKEHUSAMH paszziena 5 «YcIoBus 00pabOTKH JaHHBIX», a TaKXKe B
COOTBETCTBHUH ¢ PpyHKIHOHANEHOCTRIO [10, KoTOpyto [lomp30BaTeh MOXKET UCIIOIB30BaTh, €CIIM HHOE HE YKa3aHO B
OT/EIbHOM NMCbMEHHOM coryamennu Mexxay [lonp3oBatenem u [lpaBooGianarenem uim ero [lapTHepamu.

5.3. Tlonp3oBaTenp NMpUHUMAET Ha ceOsi 00s3aTeNbCTBO 32 MOJHOE 03HAKOMIIEHHE ¢ PyKOBOACTBOM IOJIB30BaTes,
0COOEHHO B OTHOUICHWH 00paboTkM nmaHHBIX, ¢ [lommTukoi koHpuaeHmmansHOCTH IIpaBooGiamarens, KoTopas
omuceiBaeT o6paborky manubix (https://www.kaspersky.com/Products-and-Services-Privacy-Policy), u mnpunstre
pemenns o cootBercTBuH [10 TpeboBarmsam Iloxp30BaTesns.

5.4. ITpu ucnons3oannu [10 [Tonp3oBaTens JOMWKEH COOMIOAaTh IPUMEHUMBIE 3aKOHBI, BKIIFOYAs 3aKOHBI O
KOH(pHIEHIIMATbHON HHPOPMALINH, IEPCOHATBHBIX JaHHBIX U O 3aIUTe JaHHBIX. [IpH HCIOIp30BaHUHT
koMmmoreHToB 10, koTopbie 00pabaTeiBatoT AaHHBIE Oe3 ux nepeaaun [IpaBoobnamarento, [loap3oBaTens HECET
OTBETCTBEHHOCTH 32 00ECIIeUeHNEe U Mo iepKanne KOH(QUASHIIMAILHOCTH U Mep 0€30MacHOCTH B OTHOLICHUH
JaHHBIX. [Tob30BaTENb JOIKEH ONPENENIUTh COOTBETCTBYIOIINE TEXHUIECKUE U OPraHU3allMOHHBIE MEPHI JIJIs
3aIIUTHI JJAHHBIX U o0ecTieueHus MX KOHQHUICHIIMAIbHOCTH PU UCIIOJIb30BAHUH TakuX KomrioHeHToB [10 B
COOTBeTCTBHH ¢ Lensimu [losp30Barens (Harpumep, Co3JaHue OTYETOB).

5.5. CoriacHo TOYHOMY OIpPEJIENICHNIO COOTBETCTBYIOIINX 00I3aHHOCTEH B OTHOILICHUH NEPCOHAIBHBIX JTAaHHBIX
TPETHHX JIMI], B YaCTHOCTH (PM3MUECKUX JIULI, YbH NTEPCOHANILHBIE JaHHbIE 00padaThIBAIOTCS IPU HCIIOJIb30BAHUH

1O IMonb3oBarenem, [IpaBooGagaTens 1 [loap30BaTENb JOTOBAPUBAIOTCS O CIEAYIOMEM:

ITome30BaTens MpUHUMAET BCE HEOOXOAUMBIE MEPHI IS TOTO, YTOOBI CyOBEKT JaHHBIX MOT OCYIIECTBIISATH CBOH
npaBa, u pegocTaBisaTh CyObeKTy JaHHBIX HH)OPMAIIHIO, TPeOYeMyIO B COOTBETCTBHH C IPIMEHUMBIMH 3aKOHAMHU
0 KOHHIECHIINATIBHOI HH(OPMAINH, TIEPCOHATBHBIX JAHHBIX, 3aITATE JaHHBIX WIA aHAJIOTHIHBIMHU 3aKOHAMH.

5.6. Bo Bpems ucnombs3oBanus 110, B wactHOCTH, Korma Ilomb3oBatens HacTpamBaeT [10 st MCMONB30BaHUS
Kaspersky Security Network, ITomp3oBarenb HECeT OTBETCTBECHHOCTH 3a OOCCIICUYCHUE 3aKOHHOCTH O0OpabOTKU


https://support.kaspersky.com/

NepCcOHAIBHBIX AaHHBIX CyOBEKTOB JaHHBIX, KOTOpas ONpejesieHa B IPUMEHHMBIX 3aKOHAX O KOH(HJICHINAIbHOM
nH(opManuy, TepCOHANBHBIX JaHHBIX, 3aIIUTE JAHHBIX MM aHAJOTUYHBIX 3aKOHAX.

5.7. OTHOCHUTENBHO IPaBOBHIX OCHOBaHMWH 00paOOTKM NaHHBIX, B TOM cily4yae, eciau [loibp3oBaTenb MpUHUMAeT
peuienue noiydarh cornacue or CyObeKTOB JaHHBIX Ui oOecrieueHHs 3aKOHHOCTH 00paboTkw, Ilomb3zoBarens
JIOJDKEH mepe] HayainoM ucnosib3oBanus [10 momyunts cornacue kaxaoro CyObeKkTa JaHHBIX B COOTBETCTBHUH CO
BCEMHU TPEOOBAHUSIMH NPUMEHMMOTO 3aKOHOJATENbCTBA. [10Ip30BaTENb MOIDKEH IHOJYydYaTh COTNIACHE OT KayKZOTO
CyOBeKTa JaHHBIX 10 Hadaja 00pabOTKH MepCOHANBHBIX TaHHBIX Takoro CyObeKTa JaHHBIX.

5.8. B otHOmennu 1. 5.7 Hacrosamero JlnmensnonHoro coriamenns [omp30BaTens TOHKEH UMETh TOATBEPKICHNUS
HaJIM4Hs COTTIachsl Ha 00pabOTKy NepcoHaNbHbBIX AaHHBEIX. [loap30BaTens 00s3yeTcs IPeI0CTaBUTh MTOITBEPKACHHS
HAIIM4Xs TaKoTo coriacus Kaxkaoro CyObsekTa JaHHBIX 10 3ampocy [IpaBooOmangarens B TeueHue 5 (msaTH) pabodmx
JIHEH 1OCIIe MOJIy4YEeHHUs 3a1poca.

5.9. B otHomeHuu . 5.7 Hacrosmero JIMIEH3MOHHOTO COTJIAIIEHHUs, 10 Havaja ucroiab3oBanus 10 Tlonb3oBaTens
00s13yeTcss M HECeT IOJIHYI0 OTBETCTBEHHOCTD 3a IPENOCTAaBICHUE KaXIoMy oTAeidbHOMYy CyOBbEeKTy NaHHBIX BCel
nHdopmanuy, TpeOyeMoil B COOTBETCTBHM C NPUMEHHMBIM 3aKOHOJATENLCTBOM, JJIS MOJYYSHHs COTJIacHs Ha
00paboTKy mepcoHaNBHBIX MAaHHbIX. B wactHocth, [lonb3oBarens 10 Hawana wucnonb3oBaHus I10 o0s3aH
npenocraButh  Kaxnaomy — CyOwekty — nmanHbix  [loamTuky — koH(uAeHuuanpHocTH  IlpaBooOnanmarens
(https://www.kaspersky.com/Products-and-Services-Privacy-Policy).

5.10. Ecau pus axktuBamuu IO npumensiercs Koa akTuBamuu, ¢ [eNbl0 TPOBEPKH MPaBOMEPHOCTH
ucrions3oBanus 110 Tlonp3oBaTens coriamaercs MEpHOIMYECKH NMPEAoCcTaBiATh [IpaBoobragaTenio ciemayromntyto
MH(OpPMALHUIO: CITHCOK COTJIANICHUH, 0TOOpaXeHHBIX Honb30Bateito [10; THIT ckaThsl JaHHBIX; MOJIENIb YCTPOICTBA;
JlaTa ¥ BpeMs Ha yCTPOMCTBE MOJIB30BaTElls; CEMEHCTBO onepalnoHHoil cucteMsr; Bepcus OC, Homep cOopku OC,
HoMep obHoBieHU OC, penakumsa OC, pacumperHas nHpopMmarms o pegakiun OC; yHUKaIBHBINH HACHTHPHUKATOD
ycrporicTBa Ha Be6-Ilopraine; ko omneparopa MoOWIbHOM cBsi3u; uacHTudukatop [10, noaydeHHBINH U3 JTUICH3UH;
nonHas Bepcust 110; yHukaneHbelii upeHTHUKaTOp ycTpoicTBa; uaentudukatop [10; xox akruBamuu [10; kox
aktuBanuu [10, ucnone3yeMblid B Hacrosulee Bpems; Habop wuaeHtudukaropoB I10, koTopoe MOXKeT OBITH
AKTUBHPOBAHO Ha YCTPOWCTBE MoOyb30BaTens; jokanmuzanus [10; unentudukarop ycraHoku I[10 (PCID);
unentudukarop pedpenaunra [10; tun ycranosneHHoro I10; pasmep comepKHUMOTo 3ampoca K HHPPaCTPyKType
[MpaBooGnanatens; ¢opmar naHHBIX B 3ampoce K uHPpacTpykrype IIpaBooOGnanaresns; Npu3HaK IPUHITHSL
TMIOJTE30BATENIEM YCIOBUH IOPUANIECKOTO COJIAIICHHS B XO€ UcIoab30BaHus [10; THI IOpHIMYECKOTO COTTIalIeHUs,
YCIOBUsSI KOTOPOTO OBUIM TPWHSTHI II0JIb30BaTeNleM B Xojae wucnosb3oBaHust [10; Bepcus FOPHIMYECKOTO
COTJIALIICHUSI, YCJIOBHSI KOTOPOTO OBIIM NPHHSATHI MOJb30BaTesNeM B xoze ucnoib3oBaHus I[10; mneHTHdUKaTop
npotokona; [P-anpec (IPv4) BeO-ciry:k0bI, Ha KOTOPBIH OCYIIECTBIIIOCH OOpaIeHHUE.

[IpaBooOnanaTens MOXKET TaKk)Ke HMCIOJIB30BAaTh Takylo MH(popManuio ais cOopa CTaTUCTHUECKOH MH(GOPMAIMH O
pacnpocTpaHeHHH ¥ UCTIOJIb30BaHUH IIporpaMMHOro obecrieuenus [1paBoodianaTens.

HNcnone3ys Kon aktuBanuu, [Tone3oBaTens JaeT cBOe coracue Ha aBTOMaTHYECKYIO Iiepeiady JaHHBIX, yKa3aHHBIX
B HacrosuieM myHKTe. B ciyuae, ecnu [losibp3oBarens OTKa3bIBaeTCs MPENOCTABISITh TaKyl HH(POPMAIHIO
[MpaBoobGnagaremnto, ans aktuBanuu [10 crneayer ucnons3zoBath Daiin kiroya.

5.11. Tlonb3oBaTenb HECET TMOJHYIO OTBETCTBEHHOCTh MO OTHOIIeHHMIO K I[IpaBooOmamatento 3a 000 yiiepo,
NPUYMHEHHBIH B pe3yNbTaTe HapyUICHHS HACTOAMIETO JIMIEH3MOHHOTO COTJAlleHHs, B YAaCTHOCTH, B CiIydae
HecriocoOHoctu Tlonb3oBarens nonyuuth cornacue CyObekTa JaHHbBIX, €CIM 9TO NMPUMEHHUMO, W/WIM B Cilydyae
OTCYTCTBUSI MOATBEPKICHUH, W/UIHM TO3AHETO NPEIOCTAaBICHUS MTOATBEPKACHUN HAINYUS COTJIACHS, MOITYYEHHOTO
or CyOBeKkTa AaHHBIX, W/HIM JI000r0 JPYroro HapymleHHs o0O0s3aTenbCTB MO HacTosmeMy JIMIeH3MOHHOMY
COTJIALICHUIO.

5.12. Tlonb3oBarens 00s3yercst Bo3MecTHTh IIpaBooOmanarento ymepd B pe3ynbrare NPETEH3WH, BBIJBHHYTBIX
TPETHUMH CTOPOHAMH, B YaCTHOCTH KOHTPOJIHMPYIOIMMHU OpTraHaMH MO HAZ30pY 3a COOJII0IEHHEM 3aKOHOIaTeIbCTBA
0 3alIUTe JaHHBIX, NPOTHB IIpaBooOmamaTens B CBS3M C HEBHIMOJIHEHWEM Iloibp3oBareneM 00s3aTENBCTB,
YKa3aHHBIX B paszzieiie 5 «YcloBus 00pabOTKH TaHHBIX).

6. OrpaHuyeHusl.

6.1. Bl He BmpaBe IEKOMIMIMPOBATH, IU3ACCEMOIMPOBATh, MOIMGHUIMPOBATH WIM BBINOIHITH MPOU3BOIHBIC
pabotel, ocHoBaHHBle Ha [IO, menWKOM WIM 4YacTUYHO, 3a WCKIIOYCHHWEM CIIy4aeB, MPeLyCMOTPEHHBIX
3aKOHOJATEIIbCTBOM.

6.2. 3amperaeTcs nepeAaBarh npaBo Ha ucnojbzoBaHue 110 TpeTbUM JUIaM, a TakXKe MepeaaBaTb UMEIOLIUNCS y
Bac sx3emmuisip I10 tpeTbuM nunam.

6.3. 3amperniaercs nepeaaBaTh U MPEIOCTABIATE TOCTYI K KOy aKTHBAWU /WK (QaiiiTy KIIF0Ya TPETHHUM JIUIAM B
HapyIICHUE TIOJIOKEHUH HacTosmero JIMIeH3noHHOTO coriameHus. Koy aktuBammu u ¢aiin KIova SBISIOTCS
KOH(UIeHINABEHOH nHOpManne.

6.4. 3anpemaetcs cnaBath [10 B apeHy, TIPOKAT WK BO BPEMEHHOE TT0JIH30BaHHE.

6.5. 3ampemaeTcs ncmonb3oBath 110 ¢ 1enbio cO3MaHus JaHHBIX WIN KOJAA, MPeTHa3HAYCHHBIX UIT 0OHApYXEeHUS,
OIIOKMPOBAHUS WIIH JICUCHHS YTPO3, ONMMCaHHBIX B PykoBoacTe [lonb30BaTens.

6.6. B ciydae Hapymenuss Bamu ycnoBuii Hactosiero JIMIIEH3MOHHOTO coriameHus Bam ¢ain kimoda MOXeT
OBITH 3a0JIOKUPOBAH.
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6.7. 3a HapylIeHHE MHTEIUIEKTYalbHBIX npaB Ha [1O HapymmTens HeceT rpakJaHCKYl0, aIMHHUCTPATHUBHYIO WM
YTOJIOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUU C 3aKOHOAATEIECTBOM.

7. OrpanuyeHHasi TAPAHTHSA U 0TKA3 OT NMPeI0CTABJIEHUs TAapaHTHIA.

7.1. IlpaBooOnanarens rapantupyeT padoty [IO B COOTBETCTBMM C ONKMCAaHHEM, W3JIOKEHHBIM B PykoBojacTBe
ITome3oBarens.

7.2. Bel cormamaereck ¢ Tem, uyTo Hukakoe [1O He cBoOomHO OT ommbOOK M BaMm pexkomMeHIyeTcs peryssipHO
CO371aBaTh PE3EPBHBIC KOITUH CBOUX (haiiIoB.

7.3. IlpaBoobmamaTens He rapaHTHpPyeT paborocmocobHOCTs [IO TpM HapymieHWH YCIOBHH, OMHCAHHBIX B
PykoBoactse Ilonb3oBateins, a Takxe B ciydae HapywmeHus [lonp3oBarenem ycnoBuil Hactosmero JIMEH3HOHHOTO
COTJIAIICHUSI.

7.4. TlpaBooOnamarens He rapantupyer Ilonp3oBarenmto pabGorocnocobnocts I10, ecnu Ilonp3oBarens He
ocymiectBisier ooHoBneHus [10, yka3anHsle B 11.2.4 HacTosiero JIMIeH3HOHHOTO COTIIAIICHHSI.

7.5. IlpaBooOnamatenr He rapaHTHpyeT Iloib30BaTenio JOCTYMHOCTh (DYHKIHMOHAJBHOCTH, OIHMCAaHHOW B
PyxoBoactBe Ilonb3oBaTens, Mo OKOHYAHUHM CpOKa, ykazaHHoro B m.3.2 u m.3.3 Hacrosmero JIMneH3uOHHOTO
COTJIALICHUSI.

7.6. Bel cormamaerech ¢ TeM, 4to 11O mpemocTaBiseTcss cO CTaHAAPTHBIMU HAcTpOHKaMH, NMPUMEHSEMBIMHU IO
YMOJTYaHHIO, © OTBETCTBEHHOCTH 32 BHOCHMbIe Bamu n3menenns B Hactpoiiku [10 nexut Ha Bac.

7.7. 3A MUCKJIIOYEHMEM VCTAHABJIMBAEMOIM B HACTOSIIEM IYHKTE OI'PAHUYEHHOM
TAPAHTUN, ITPOIT'PAMMHOE OBECIIEUEHME ITOCTABJISETCSA «KAK ECTb». IPABOOBJIIAJATEJIb 1
ErO TIAPTHEPBI HE JIAIOT HUKAKUX TAPAHTHUA HA EIO0 WCIIOJIb30OBAHUE WJIA
[IPOU3BOJIMTEJIBHOCTD. 3A HCKJIFOUEHUEM T'APAHTHN, YCJIOBUU, IPEJICTABJIEHUA WA
[IOJIOXKEHWM, CTEINEHb KOTOPBIX HE MOXET BbIThb MCKJ/IIOYUEHA MJIM OI'PAHUYEHA B
COOTBETCTBUM C IIPUMEHUMBIM 3AKOHOJATEJIbCTBOM, IIPABOOBJIAIATEJIb W ETO
ITAPTHEPBI HE JIAIOT HUKAKUX TAPAHTUH, YCJIOBUU, MPEACTABJIEHUI WJIN TIOJIOXKEHUI
(BBIPAXXAEMBIX B SIBHOM WJIM B IOJPA3YMEBAEMOM ®OPME) HA BCE, BKJIFOYAS BE3
OTPAHMYEHMI HEHAPVIIEHUE TIIPAB TPEThUX JIML, KOMMEPYECKOE KAYECTBO,
WHTETPALIMIO WJIM TIPUTOAHOCTD JJ1S1 OIIPEJIEJIEHHBIX LIEJIEW. BBl COI'JIAIIAETECH C TEM,
YTO BBl HECETE OTBETCTBEHHOCTL 3A BBIBOP IIPOTPAMMHOI'O OBECIIEUYEHUA JIA
JOCTWXXEHUS HYXHBIX PE3VJIBTATOB, 3A YCTAHOBKY U NCIIOJIb3OBAHUE TTPOI'PAMMHOI'O
OBECIIEUEHI A, A TAKXKXE 3A PE3VJIBTATEIL ITOJIYUEHHBIE C EI'O ITIOMOILBIO.

8. OrpaHuy4eHue OTBETCTBEHHOCTH.

8.1. B MAKCHUMAJIbHOIM CTENEHHU, JOIYCKAEMOW MPUMEHHUMBIM 3AKOHOJATEJIbCTBOM,
ITPABOOBJIAATEJIb W/WJIN EI'O ITAPTHEPBI HE HECYT OTBETCTBEHHOCTU 3A KAKHUE-JIMBO
VBBITKU WWJIA VYIIEPE (B TOM YHCJE VBBITKM B CBS3M C HEJOIOJYYEHHOM
KOMMEPYECKO! IPUBbLJIBIO, TIPEPBIBAHUEM JESATEJIBHOCTH, YTPATOM MHO®OPMALIMM UJIA
MHOM MMYVYIIECTBEHHBIN VIIEPB), BOSHUKAIOIIME B CBS3M C UCIIOJIb3OBAHUEM WJIA
HEBO3MOJHOCTBIO UCIIOJIB30BAHUA ITTPOTPAMMHOI'O  OBECIIEUHEHMSA, JAXE ECIHA
I[MPABOOBJIAJATEJIb W/MJIMU  EI'O TMAPTHEPBI BbUIM VYBEJAOMIJIEHBI O BO3MOXHOM
BO3HMKHOBEHNN TAKNX YBBITKOB W/NJIM YIIEPBA. HACTOAIUWUE OI'PAHUYEHNSA HE MOT'YT
BbITb  MCKJIFOYEHbBI WJIM  OI'PAHMYEHBI B  COOTBETCTBMU C  IIPUMEHUMbIM
3AKOHOAATEJIbCTBOM.

9. OTkpbITOE (cBOOOIHOE) MPOrPpaMMHOE O0ecnevyeHue.

9.1. JlaHHBI TPOIYKT COACPKUT HWIM MOXET COJEpXKaTh IPOrpaMMBl, KOTOpPBIE JIMICH3UPYIOTCSA (WIN
cyomunen3upytorcsi) [lonap3oBaTennto B COOTBETCTBUU C  obOmenoctynmHod JsmneHsueir GNU wim  wHBIMH
aHayormuHeiMu JinneH3ussMu  Open  Source, KOTOpble TOMHMO MPOYMX TMpaB paspemaroT Ilomp3oBaTento
KONMMpOBATh, MO]II/I(i)I/IHI/IpOBaTB, NEPEPaACpeaACIIATE ONPCACITICHHBIC MPOTPAMMBI UM UX YaCTHU Y NTOJIy4aThb JOCTYII K
ucxonaomy koxy (“IIO ¢ OTKpBITEIM HCXOAHBIM KoioM ™). Ecnu Takast TUIeH3Hs IpeaycMaTpuBaeT Ipea0CTaBICHHE
ucxonHoro koxa Ilomp3oBaTtensm, KoTopeiM mpenocraBisercs 10 B dopmaTe HCIOTHAEMOTO ABOMYHOTO KOJa,
WCXOAHBIM KOJ JeNaercsl JOCTYIMHBIM IIPH OCYIIECTBIGHHH 3ampoca Ha ajapec source@kaspersky.com wuim
CONPOBOXKIAETCS ¢ MpoayKToM. Eciu kakas-nnoo nunensust Ha [10 ¢ OTKPBITBIM HCXOTHBIM KOJIOM TpeOyeT, 4TOObI
[IpaBooOnanarens MpeaocTaBisll NpaBa Ha WCIOJIb30BaHHME, KOMMpoBaHWe Win Moxudukanuio 10 ¢ oTKpBITHIM
UCXOJIHBIM KOJIOM, BBIXOJSIUE 33 PAMKHU IpaB, MPEJOCTABISEMBIX HACTOALIMM JIMIIEH3HMOHHBIM COIJIAIIEHUEM,
Takhe MpaBa UMEIOT MPEUMYLIECTBEHHYIO CHJIY HaJ NpaBaMH U OIPaHUYCHHUSIMH, OTOBOPEHHBIMH B HACTOSLIEM
JIMLIEeH3MOHHOM COTJIallIeHUN.

10. IIpaBa HA MHTENIEKTYAJIbHYI0 COOCTBEHHOCTD.

10.1. Ber cornmamaerech ¢ teM, uto [10, moxkyMeHTalus, Kak U Bce IPYyTrHe OOBEKTHI aBTOPCKOTO TpaBa, a TaKkKe
CHCTEMBI, UJIe B METOIBI PabOTHI, Apyras nHpopMmanus, Kotopas comepxurcs B 110, ToBapHBIE 3HAKH SBISIOTCS
00beKTaMi HMHTEJUIEKTyaIbHON cobcTtBeHHOCTH [IpaBoobnamarenst wim ero IlaptHepos. JlanHoe JInnieH3MOHHOE
CONIAlICHUE HE JaeT BaM HHMKaKMX TpaB Ha HCIOJB30BAHHE OOBEKTOB HHTEIUICKTYabHOW COOCTBEHHOCTH,



BKIIIOYAsh TOBAapHBIC 3HAKM WM 3HaKW oOcCiyxuBaHus [IpaBooOmanarens winu ero [lapTHEpoB, 3a UCKIIOYCHHEM
nepenanubix Bam npas [IpaBooGnagatenem unu ero [laptHepamu.

10.2. Bwl cornmamaerech ¢ TeM, 4TO HE OyJeTe MOAU(PHUIUPOBATh Wik W3MEHATh [1O HHKakHMM CHOCOOOM.
3ampemiaeTcss yAadsATh WIH WM3MEHATh YBEIOMJICHHS 00 aBTOPCKHX TMpaBax WIH JAPYrHE IMPONPHETAPHBIC
yBemomIieHus Ha 000 komuu [10.

11. IIlpuMeHuMoOe 3aKOHOAATEIbCTBO.
11.1. Hacrosimee JIMLEH3MOHHOE COIVIALLIEHHE PETYJIUPYETCS B COOTBETCTBUM C 3aKOHOAATENLCTBOM Poccuiickoi
Denepanum.

12. KontakTHas nuadopmanus IlpaBoodaagarens.

AO «JIaboparopus Kacnepckoroy, Jlenunrpaackoe mocce, 1.39A, ctp. 3, Bl «Onummnus [Tapx»
Mockaa, 125212

Poccuiickas @enepanus

Anpec anektponHoit outsl: info@Kkaspersky.com

Be6-caiit: https://www.kaspersky.com
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