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CopeprxaHne

YTO HOBOrO B 3TOW BERCUM

CpaBHenune dyHkumii Kaspersky Endpoint Security B 3aBUCMMOCTU OT MHCTRYMeEHTA ynpasneHud B Kaspersky Security Center

YcTaHoBKa 1 yaaneHve NpunoXeHns

KomnnekT nocTtaeku

[NoproToBka K yCTaHOBKE MPUIOXEHUS

Yctanoska Kaspersky Endpoint Security

[onrotoBka npunoxexHna k paboTte

Ynanenvie Kaspersky Endpoint Security
[NepBblii 3anyCcK NPUIOXKEHNS

WHTepdeiic npunoxenns Kaspersky Endpoint Security

[naBHOE OKHO NpUNoXeHUd

3Havok Kaspersky Endpoint Security.

OKHO HaCTROWKN NPUIOXKEHWS

O6 yBenoMneHusx

JlnueHsuposaHue npunoxerus Kaspersky Endpoint Security

O JlnuieHsrioHHom cornawieHm

O nuugHsm

O nonnucke

O JlnueHsnoHHoM cepTudukate
O knoue

O kope akTMBaLu

O daline knoya

O npenocTaBneHnn oaHHbIX

[pocmoTp MHbOPMAaLMY O INLIEH3UN

YnpaeneHve aMueH3naMm v noanMckamu

CpaBHeHne dhyHKLIMM NPUNOXEHNA B 3aBUCUMOCTW OT TUMNAa INLIEH3UN 019 paboynx CTaHLMi

PelleHve TvnoBbIx 3apa4

3anyck 1 0OCTaHOBKa NRUNOXEHNS

[IpocmoTp cBeneHWi O COCTOSHNM 3aLLIUTbL KOMMbIOTERAa

[pocmoTp paboyero CoOCTOAHNS YCTAHOBAEHHbIX KOMIOHEHTOB

BbikntoueHme 1 Bo306HOBIEHNE 3aLLIMTbI KOMMbIOTERA

Vcnonb3osaHue LleHTpa 3alimThl

HacTpoiika aBToMaTrYeCcKoro sanycka npoBepkM KOMObOTepa NO PacnrcaHnio

O6HoBneHne 6a3s NPUIoXeHNS

YTto nenatb, ecnv pocTyn K daiiny 3abnokuposaH

BoccTaHoBneHue YA2NEHHOro Unn Bbl1€4EHHOro NpUIoXKeHnem daiina

YTto nenath Npu NOIBNEHM OKOH yB_e,ElOMJ'IeHVIVI




PacuinperHas HacTpolika NpunoxeHns

O6nacTb 3alLUMTbI KOMMObIOTEPA

3aluTa oT PaiinoBbIx yrpos

3almTa oT Beb-yrpos

3allTa OT NOYTOBbIX YIRO3

3aluuTa OT CETEBbIX YTRO3
CeTeBol aKpaH

AHanns noseaeHug

[posepka
&l,ﬂabll/l obHoBNEHVS
JlokanbHble 3anayun

3anaya NpoBepkn BHELHVX ONCKOB

PesepBHoe xpaHunviie

OTtyeThl

Managed Detection and Response

Endpoint Detection and Response Optimum

HTerpaumsg ¢ Endpoint Detection and Response Optimum

[lpoBepka NHAVKATOROB KOMIROMETaL

[omelleHvie daiina Ha KapaHTUH

[onyyervie dalina
Ynanexve caiina
3anyck npoliecca

3aBepLueHve npoLiecca

3anpeT 3anycka
CeTeBag nsonguys KomnbotTepa
Cloud Sandbox

LndposaHve anckos ¢ nomoubto FileVault

3alnTa naponem

3alliTa OT 9KCMIONTOB

OTKaT BpenoHOCHbIX AENCTBUIA

Be6-KoHTponb

KoHTponb ycTporicts

YuacTtue B Kaspersky Security Network

[TpoBepka LieNoCTHOCTM KOMAOHEHTOB MPUIOXEHVS

PaseepTtbiBaHme Kaspersky Endpoint Security B ceTu opraHvsaimmv

O6Hosnenne Kaspersky Endpoint Security Bepcuv 111 vnmn 6onee nosnHein 0o sepcun 12.2

HonroToBka Kk ynaneHHoit yctaHoske Kaspersky Endpoint Security

YcTaHoBka nnaruvHa ynpaeneHns Kaspersky Endpoint Security

JlokanbHag YyCTaHOBKa AreHTa aaMVHNCTPUPROBaHUA

YcTtaHoBka AreHTa agMUHUCTRUROBaHNS ¢ nomolpio Apple Remote Desktop

YcTtaHoBka AreHTa agMmnHUCTpUROBaHNS Yepes Kaspersky Security Center

YcTaHoBka AreHTa agMYHUCTPUPROBaHNS C CNonb3oBaHnem SSH-npoTokona

JlokanbHoe yoanedume AreHTa agMUHUCTRMROBAHVIA



YnpaBneHne AreHToM agMUHNCTRUROBAHNS U3 KOMaHOHOM CTROKM

3anyck 1 octaHoBka AreHTa aAMUHUCTPUPOBAaHWS Ha YAaNeHHOM KOMMbloTepe

[poBepka coenHeHNs KMEHTCKOro komnbtoTepa 1 CepBepa afMUHUCTPUPOBaHNS BRYYHYIO YTunuTa kinagchk

[NopknoyeHme ynaneHHoro KoMnboTepa K CEDBer_a,D.MI/IHI/ICTDI/IDOBaHVI‘;I BRYYHY. YTunnuTta kimover

YnaneHvie AreHTa agMUHUCTRUROBAHVIA

YcTaHOBKa NpUAoXeHUd ¢ ncnonb3oBaHnem SSH-npoTtokona

YcTtaHoBka npunoxeHuns Yepes Kaspersky Security Center

CospaHre NHCTanNALVIOHHOrO NakeTa

Ynanenve npunoxenuns yepes Kaspersky Security Center

CospaHne 3a0a4 v ynpasaeHve \Mmm

Co3spaHvie 3apaun

3anyck 11 0OCTaHOBKa 3a4,a4 BRYUHYIO

VIMOopT 1 aKcnopT 3aaa4

[pocmoTp 3amay

HacTpoiika napameTpoB, 3aBUCILLIMX OT 330341

CosnaHve NonuTrK n ynpasneHve nMmn

Co3znaHvie NonnTuKM

[lpocMoTp cAvcka NOANTUK

HacTpolika napameTpoB NOAUTUKA

ViameHeHve cTaTyca NoanTUKN

OkcnopT nonutukn B dainn dopmarta KLP

VimnopT nonutuku 13 dharina dopmarta KLP

CospaHue I'IF&d)VIJ'IeVI NONNTUK 1 ynpasneHme nmn

CosnaHve oTyeTa 06 0BHARYXKEHHbIX 06 bEeKTax

[onyyeHve knoYa BOCCTaHOBNEHWS A9 3almnbpOBaHHOro Avcka

YnaneHHoe ynpasneHve npunoxeHnem yepes Kaspersky Security Center Web Console v Cloud Console

YcTaHoska Beb6-nnarviHa Kaspersky Endpoint Security

CosnaHune NoauTVKy

HacTpoiika napameTpos 6a30B0V 3aLIMTbI

HacTporika napameTpos 3aliuTthl OT haaoBbIX YIPO3

HacTpovika napameTpos 3alimnTthl OT Be6-Yyrpo3s

HacTpolika napameTpoB 3alyTbl OT CETEBbIX YIRO3

HacTpoiika wmndposaHvia AaHHbIX

HacTtpoiika napameTpos Detection and Response

HacTpovika napameTpos Managed Detection and Response

HacTtporika napameTpoB Endpoint Detection and Response

HacTpoiika napameTpos 06HOBAEHNS

HacTpolika 0ononHuTe bHbIX napameTpoB




CospaHune 3anaun

HacTpoiika napameTpoB 3anayv [posepka

HacTpoiika napameTpoB 3anauv [JobasneHune kntoya

HacTpoiika 3anauv ObHoBReHVe

[NonyyeHuve kntoYa BOCCTAHOBAEHWUS ANs 3aluMdROBaHHOIo AMcka

[pocmoTp cnpaBkmM KOMaHOHOW CTPOKMN

3anyck 3aaa4 nouncka BpenoHocHoro [0

O6HoBNEHNE MPUNOXEHUS

OrTkaT nocneaHero o6HoBNEHNS

3a|'IYCK 1 OCTaHOBKa KOMMOOHEHTa Ui 3aaayu

[pocmOoTp cTaTyca 1 CTaTUCTVKM MO KOMAOHEHTY WU 3aja4e

OKCMORT HACTPOEK 3alLNThI

AKTVBaLIS NPUNOXKEHVS

YcTaHOBKa CUCTEMHOIO PacLUMpPEHNS

HaCTp0|7n<a coenHeHnd C CeTbio

YnaneHve NnLeH3VOHHbIX KIoYei

Konpl BosBpaTa KoMaHaHOW CTROKM

3aBeplueHvie paboTbl NPUNOXEHWS

YnaneHve npuaoxeHng

Ynpaenexue 3anpetom 3anycka

Ynpasnenvie CeTeBoi nsongyien

O6pallerue B Cnyx6y TEXHUYECKON NOAAEPXKKA

Cnocobbl nonyYeHNa TeEXHNYECKOM NoOaAeRXKN

OTnpaeka nHhopMaLmm anga Cnyx6bl TEXHNYECKOW NOAAERXKKN

VicnonbsoBaHvie dharina TRaccrpoBKM

CosnaHue halina TpacCcrpoBKy

VICTOYHVIKM MHDOpMaLMN O MRUIOXEHUN

[punoxenng

VI3BeCTHble OLLNBKW 11 OrpaHnyYeHns

Cnvcok 06beKTOB, NPOBERAEMbIX MO PACLUNPEHWIO

Macku B myTax K daiinam v nankam

TpebosaHus k IOC-daitnam

Kak nobasutb ceptudumkat Kaspersky Endpoint Security B xpaHunuiie ceptudurkatos Mozilla Firefox

NHdopmaLms o CToOpoHHeM Kofe

YBenomneHns o ToBapHbIX 3HaKax




O Kaspersky Endpoint Security

MpunoxeHne Kaspersky Endpoint Security sawyiiaeT KomnbloTepbl Nog ynpasneHnem macOS oT BpeLoHOCHOro
MO v opyrvx yrpos KOMMbIOTEPHOW 6e30MacHOCTH.

3awumTa oT PalinoBbIX Yrpo3

3aLumTa oT PainoBbIxX yrpo3 NpefoTBpaLLaeT 3apaxeHne GainioBol CUCTEMbI KOMMbIOTEPA B PEXMME peasibHOro
BPEMeHW, MepexBaThiBas 1 aHanMsnpys nonbITkL AocTyna K dalinam. Y3HaTtb onbLue.

3awumTa oT BEO-Yrpo3

3alumTa OT BEO-yrpo3 npenHasHaveHa Ans NpoBepku nHbopMaLm, KOTopas NocTynaeT Ha KOMMboTep U
OTMpaBnsgeTcs C Hero Yepes 6paysepbl Safari, Chrome™ un Firefox™ no npotokonam HTTP n HTTPS. Y3Hats 6onbLue.

3almTa OT NOYTOBLIX YTPO3

3aLumTa OT NOYTOBLIX YIPO3 NMPOBEPSIET BIOXEHNS BXOASLLAX U UCXOQALLMX COOBLLEHWIA SNEeKTPOHHOM NoYTbl Ha
Hanuume B HUX BpenoHocHoro MO v gpyrux yrpoa. KoMnoHeHT obecneurBaeT 3alumUTy KOMrboTepa C MOMOLLbO 6a3
BpepoHocHoro 0O, obnayHoli cnyx6bl Kaspersky Security Network n aBpucTyeckoro aHanmsa. YsHats 6omblue.

3alumTa OT CeTeBbIX Yrpos3

3alumTa OT CeTeBbIX Yrpos3 npenoTepallaeT BTOpPXeHMe B ornepauioHHYO CUCTEMY Ballero KOMrbtoTepa. OToT
KOMMOHEHT 3aluniiaeT OT aTak 3JI0Y MbILLUNEHHNKOB (I/ICF]OJ'Ib3y}OUJ,I/IX CKaHnpoBaHne rnopToB A ﬂO,EI,60p l'lapOﬂeVl), a
Tak>Xe OT BPpegOHOCHbIX NporpamMmMm, yCTaHaBnmBaemMbIX MM (B TOM 4YncCe OT BPpeAOHOCHbIX MporpamMmm,
OoTnpaBngaloLKX NepCoHalrbHble JaHHble I'IpeCTYI'IHI/IKaM). Y3HaTb 6osbLie.

CeTeBoll akpaH

CeTeBoli aKkpaH 6110KVpyeT HECaHKLIMOHVPOBaHHbIE MOAKIIIOUYEHMS K KOMTMBIOTEPY BO BPEMS paboTbl B IHTEPHETE
nnm nokanbHol ceTu. Takxke CeTeBol 3KpaH KOHTPOMMPYET CETEBYIO aKTUBHOCTb NMPUNOXEHWIA Ha KOMMbloTEPE. DTO
NO3BONSET 3aLUMTUTL NIOKaNbHYO CETb OPraH3aLy OT Kpaxi NepcoHasbHbIX AaHHbIX 1 ApYyriix aTak. KOMnoHeHT
obecrneunBaeT 3aLLMTY KOMMblOTEPa C NOMOLLptO 6a3 BpenoHocHoro 10, obnayHoli cny>x6el Kaspersky Security
Network 1 npenycTaHOBNEHHbIX CETEBbIX MPaBu. Y3HaTb Gosiblue.



AHanns noseneHns

KomnoHeHT AHanns nosegeHus nonyyaeT nHGopMaLmio 0 AeCTBUSX MPOrpaMmM Ha BalleM KOMMbloTepe 1
NpPefoCTaBnsgeT ee APYriM KOMMOHEHTaM 3alUMThl 4715 MOBbILLEHNS UX MPON3BoAUTENLHOCTU. OH TakXe BbINONHIET
BblIOpaHHOe AeiiCcTBMEe B OTBET Ha aKTUBHOCTb BpefoHocHoro 10, Y3Hats 6onblue.

3almTa OT 3KCMNIONTOB

KomnoHeHT 3alumTa oT 3KCMIOATOB OTCNEXMBAET MNPOrPaMMHbIiA KO, KOTOPbIA NCMONMb3YeT YI3BMMOCTU Ha
KOMMbloTepe A1 MONyYeHNs IKCMIONTOM MPaB aaMUHCTPAaTOPa UK BbINMOMHEHVS BPeAOHOCHbIX AeiCTBIIA. Y3HaTb
BorbLue.

OTkaT BpeLoOHOCHbIX AENCTBUIA

OTkaT BpeOoHOoCHbIX fecTauii nossonseT Kaspersky Endpoint Security oTMeHaTb OeiCTBIS, NPOn3BeaeHHbIe
BPEAOHOCHBIMU MPUIOXEHNSIMUN B ONEePaLMOHHON CUCTeME. Y3HaTb Bonblue.

NpoBepka

MpunoxeHune Kaspersky Endpoint Security obHapyxusaeT 1 o6e3BpexmsaeT BpegoHocHoe 10 n gpyrme
nporpammbl, MPeACTaBAsioLLIE YrPO3Y KOMMbIOTEPHOM Be3onacHOCTHY, MO BalleMy 3arnpocy B 3a4aHHON obnacTtu
nposepku. Kaspersky Endpoint Security BeImofHAeT NOMHYO NPOBEPKY KOMMbIOTEPa, BbICTPYIO MPOBEPKY BaXHbIX
obnacTeii kOMMblOTEPa 1 NPOBEPKY 3aAaHHOI 06nacTu NPOBEPKY. Y3HaTb Gonblue.

O6HoBMNeHve

Kaspersky Endpoint Security o6HoBnsgieT 6a3bl 1 MOLYNN NPUIOXEHNS C CepBEPOB 0BHOBNEHWI "JTabopaTopun
Kacnepckoro', 3 Touek pacnpoCcTpaHeHNs U U3 SPYrX UICTOYHUKOB OBHOBMEHWI, YKa3aHHbIX CUCTEMHbIM
aOMUHUCTPATOPOM, 1 CO30aeT PE3EPBHYIO KOMMIO BCEX OBHOBISIEMbIX dalinoB Ha ciyyali HeOBXoAMMOCTM OTKaTa
nocnenHero nponsBefeHHOro 06HOBMEHS. Y3HaTb GobLue.

PesepBHoe xpaHnnme

Kaspersky Endpoint Security kaxapiii pa3 co3naeT pesepBHbIe KON 3apaxeHHbIX Gainnos nepea nx neyeHmem nam
yoaneHuem, 4tobbl o6ecneunTb BO3SMOXHOCTb BOCCTAHOBUTDL dalifbl B Clydae HEO6X0AMMOCTH. Y3HaTb Bosblue.



OTyeThl

Kaspersky Endpoint Security cospaeT oTueTbl 0 COBbITUSIX 1 AENCTBUSX, CBA3AHHbIX C pabOTON KOMMOHEHTOB
MPUNOXeEHWS.. Y3HaTb BonbLue.

YBeoomneHus

Kaspersky Endpoint Security nucnonbayeT yBefoMneHus, 4Tobbl MHGOPMUPOBATL BAC O CODBITUSIX, BO3HUKAIOLLIX B
paboTe NpUNoXxeHns. YBeLOMIEHNS TakKe MOMyT COMPOBOXAATbCS 3BYKOBbIM OMOBELLEHMEM. Y3HATb BorbLue.

LleHTp 3awmThl

Kaspersky Endpoint Security otobpaxaeT cBeleH!st 0 COCTOSHAM 3aLLMThl KOMMbloTepa B LleHTpe 3awmThbl. LieHTp
3aLUMTbl MO3BONSET NONYUYUTb MHOPMALMIO O COCTOSHNN 3aLLMTEI KOMIbIOTEPA U NepeliTh K YCTPaHeHo Npobiem
1 Yrpo3 KOMMbIOTEPHOM 6830MacHOCTW. Y3HaTh 6osblue.

YpaneHHoe ynpasneHue npunoxeHnem vyepes Kaspersky Security Center

Kaspersky Security Center nossonseT yaaneHHo ynpasnsaTb 3aLLMTON KOMMbIOTEPOB, Ha KOTOPLIX YCTaHOBMEH
Kaspersky Endpoint Security: nonyuats HPOpMaLMIO O TEKYLLLEM COCTOSHM 3aLLMTbl KOMMbIOTEPa 1 yaaneHHo
YCTPaHsTb NpobnemMbl 1 Yrpo3bl KOMMbIOTEPHON 6e30MacHOCTH, BKIIIOYATb U BbIK/IIOYaTb KOMAOHEHTbI 3aLLTbI
(BawmTy oT dalinoBbix yrpos, 3awmTy oT Be6-yrpos, 3amTy OT CeTEBbIX Yrpo3, AHanMs NoBeLAeHVs), BKItoYaTb U
BbIkNtouaTb Be6-KoHTposb, komnoHeHTbl Managed Detection and Response, Endpoint Detection and Response n
Endpoint Detection and Response (KATA), 3anyckaTb 3anauv NpoBepku, OBHOBNATL 6asbl MporpamMmbl, 3anyckaTtb
LndpoBaHre 3arpy304HOro AMCKa, a TakxKe ynpasnsTb nuueHsnsmm 1 nognnckamm Kaspersky Endpoint Security.
Bbl MOXeTe 1cnonb3oBaTh credytoLye MHCTPYMeEHTbI Ans ynpasnenus Kaspersky Endpoint Security:

e KoHconb agmuHucTpupoBaHus Kaspersky Security Center. YaHats 6orblue.

e Kaspersky Security Center Web Console n Cloud Console. Y3HaTb 6osbLue.

MpumeuaHue: GyHKUMOHaNBHOCTb, KoTopyto noaaepxmeaeT Kaspersky Endpoint Security, 3aBucut ot
NCMOMb3yEeMOro BaMu MHCTPYMEHTa YrpaBrieHus.



LLIndposaHme anckos ¢ nomolusio FileVault

Kaspersky Endpoint Security nossonseT yoaneHHo ynpasnsTs wndposaHnem aucka FileVault. LLindposarne
3arpys04HOro Axcka Ha KOMMbloTepe Nosb3oBaTesNs NPefoTBpaLLaeT JOCTYN OPYrX Nonb3oBaTenel K BaxHoM
nHbOPMaLIMN, KOTOPast XPaHUTCS Ha AMCKe.

Mpumeuanue. PyHkums LndposaHmne anckos ¢ nomolubto FileVault noctynHa B Kaspersky Security Center 10
SP3 1 6onee nosgHnx Bepcusx. 3a fononHuTenbHol Hpopmaumein obpatutech B Cry>0y TEXHNYECKO
nonnepxku "Nabopatopum Kacrnepckoro'.

Be6-KoHTponb

Bbl MOXeTe yoaneHHoO ynpaBnaTb JOCTYMNOM K caliTaM, KOTOpble MOCeLLaloT Nonb30BaTeNy Ha yaaneHHOM
KomMbloTepe. Bbl MoxeTe paspelunTb U 3abroknMpoBaTh LOCTYM K OnpeaeneHHbIM Be6-agpecam Uin rpynnam
Beb-anpecoB. Bbl Takxke MoxeTe pas3peLunTb i 3ab1ok1MpoBaTh AOCTYM K ONpefneNieHHbIM KaTEropusiM CanToB.
Y3HaTb 6osibLue.

KoHTponb ycTponcTs

KoHTponb ycTpoicTB ynpaengeT 4OCTYNOM Mofb30oBaTene K YCTaHOBNEHHBIM U MOAKIIIOYEHHBIM K KOMMbIOTEPY
yCcTpoicTBaM. OTO NO3BOASET 3aLUNTUTH KOMMbIOTEP OT 3apaXeHns NPV NOAKTIOUEHUN STUX YCTPONCTB 1
NpPepoTBPaTUTL MOTEPIO NN YTEUKY AaHHbIX. Y3HaTb BobLue.

Managed Detection and Response

KomnoHeHT Managed Detection and Response B3anmogeiictayeT ¢ pelueHnem Kaspersky Managed Detection and
Response, koTopoe obecneurBaeT HEMPEPbIBHbIN MOVCK, OBHaPY>XEHME 1 YCTpaHeHe Yrpo3, HanpaBneHHbIX Ha
BaLLy OpraH/3aLmio. Y3HaTb bonbLue.

Endpoint Detection and Response

KomnoHeHT Endpoint Detection and Response obecneunsaeT B3anmoneiicTame ¢ peleHnem Kaspersky Endpoint
Detection and Response. PelueHne coyeTaeT aBTOMaTUYeCKOE OBHApPY>KEHME Yrpo3 C BO3MOXHOCTbHIO
pearnpoBaHuns Ha 3TV Yrpo3bl ANs NPOTMBOLENCTBIMS CMIOXHbBIM aTakam, B TOM Yncie HOBbIM akcrnolitam (exploits),
nporpamMmam-BbiMoraTensm (ransomware), 6ecdaiinosbim aTakam (fileless attacks), a Takxe meTonam,
NCMOSb3YIOWMM 3aKOHHBIE CUCTEMHbBIE MHCTPYMEHTbI. Y3HaTb BonbLue.



Endpoint Detection and Response (KATA)

KomnoHeHT Endpoint Detection and Response (KATA) obecneunsaeT B3anmopnelicTame ¢ pelleHnem Kaspersky
Anti Targeted Attack Platform. OTo pelueHne onepaTiBHO OBHapPy>XMBAET COXHbIE YIPO3bl, TAKMX KaK Lenesble
aTaku, CITIOXHbIE MOCTOSHHbIE YTPO3bl, aTaky "HyeBoro OHs" 1 pyrue. YaHaTb 6osblue.



Y10 HOBOrO B 9TOW BEepcumn

OTa cnpaeka npumeHnmva ans Kaspersky Endpoint Security ana Mac sepcun 12.2.

B Kaspersky Endpoint Security nosBunmncb cnefytoLe HoBble BO3MOXHOCTU U YNYYLLEHMSE:
e [lob6aBneHa nogaepyxka onepaLmonHol cuctemel macOS 27 Golden Gate.
e [lo6aeneHa nognepyxka onepaumoHHol cuctembl macOS 26 Tahoe.

e [1o6aBunnv HOBbIE KOMMOHEHTbI: 3aLuMTa OT NoYTOBbIX Yrpo3, KoHTpornb ycTpoiicTs, CeTeBoli akpaH, OTkaT
BPELOHOCHbIX AeNCTBUI 1 3alumTa OT SKCMIONTOB.

* Tenepb Bbl MOXeETE BbINOMHATL akTMBaLMio koMmrnoHeHTa Managed Detection and Response 113 npunoxeHuns
Kaspersky Endpoint Security.

* YnyuweHa BUAMMOCTb OENCTBUIA MO pearnpoBaHuio 419 AeTanein anepTos.
* Tenepb Bbl MOXeETE YNpaBnsaTb koMnoHeHToM AHanus nosenerus B Web Console.
* Mbl no6aBuny CBOAKM MO anepTam.

b Tenepb Bbl 6y,u,eTe yBeOoOMJ1EHbl O TOM, YTO 0bbekT aBngeTcq KPpUTNYeCKNM CNCTEMHbBIM 06BbEKTOM, npexane 4yem
6Y,D,YT BbINOJIHEHbI Kakne-nnbo OencTBus no pearnpoBaHnMio.

e Tenepb Bbl MOXeTe pepakTuposaTthb daiinbl IOC HenocpeacTeeHHo B Web Console npu cosgaHum nnm
penakTupoBaHuM napameTpos 3agaun [onck [OC.

e Terepb Bbl MOXeTe nepemMelLaTb OOHapy>eHHble 06bekThl B KapaHTuH 13 feTaneit anepTos.
* Mbl nob6aBunv NpenynpexneHns 06 orpaHnYeHHbIX AelicTBusX Ans 3agaun CeTeBon N3onsaumnm.

® I/IcnpaBneH pan OLIMBOK U chenaHbl HEKOTOpPbIE YITy4LUeHWA.



CpaBHeHne dyHkumii Kaspersky Endpoint
Security B 3aBUCMOCTU OT UHCTPYMEHTA
ynpasneHus B Kaspersky Security Center

DyHKLMOHaNbHOCTb, koTopyto nopaepxusaeT Kaspersky Endpoint Security, 3aBucuT oT ncnonb3yemoro Bamu
WNHCTPYMEHTa ynpaBneHus (CM. Tabnuuy Huxe).

Bbl MOXeTe 1cnonb3oBaTh crefyoLme MHCTPYMeHTbI Ans ynpasnenus Kaspersky Endpoint Security:

e KoHconb agmuHrcTprpoBaHus Kaspersky Security Center. OcHacTka k Microsoft Management Console (MMC),
koTopas ycTaHaBnvBaeTcs Ha paboyee mecTo agmuHcTpaTopa Kaspersky Security Center.

e Kaspersky Security Center Web Console. KomnoHeHT Kaspersky Security Center, koTopblil ycTaHaBnMBaeTCs
Ha CepBep agMUHUCTpUpPOBaHKS. Bbl MoxeTe paboTaTth B Web Console uepes 6paysep Ha nio60om KoMMbIoTePE,
KOTOpbI MMeeT focTyn kK CepBepy agMUHNCTPUPOBAHNS.

e Kaspersky Security Center Cloud Console. O6nauHas Bepcus Kaspersky Security Center.
CpasHeHue dyHkunii Kaspersky Endpoint Security
DyHKUMS Kaspersky Security Center
KoHconb agpmuHucTpuposanus  Web Console  Cloud Console

MpopBuHyTaa sawuTa

Kaspersky Security Network v v v
AHanuns nosegeHus v v
3alumTa OT SKCMIonToB vy v
OTKkaT BPeAOHOCHbIX AeliCTBUIA v v

BasoBag 3awuTa

3awwwmTa oT $alinoBbIx yrpos v v v
3awmTa oT BeG-yrpo3 v v v
3alumTa OT CeTeBbIX Yrpo3 v v v
3aluyTa OT MOUTOBbIX YrpoO3 v v
CeTeBoli akpaH v v

KoHTponb 6e3onacHocTu

Be6-KoHTpons v v v
KoHTponb ycTpoiicts v v

LLindpoBaHue paHHbIX

LLIndposaHne anckos ¢ nomoLubto FileVault v v v
Kntou BoccTaHoBREHMS v v v

Detection and Response

Managed Detection and Response v v v
Endpoint Detection and Response v
Endpoint Detection and Response (KATA) v v v

3apgaun



DyHKUMS

Lob6asneHuve knoya
O6HoBneHne

BbicTpas nposepka
OTkaT obHOBNEHNS

MpoBepka

KoHconb aagMMUHNCTpupoBaHns

v

v

Kaspersky Security Center

Web Console

v

Cloud Console

v

v



YcTaHoBKa 1 yoaneHue npunoXXeHus

KomMnnekT nocTtaBku

B komnnekT noctasku BxoanT anctpubytums Kaspersky Endpoint Security, cogepxaluumin cnepytolumve daiinbi:
* ®daiinbl, HeobXxoaVMblEe 4S9 YCTaHOBKYM NPUIOXEHNS BCEMU AOCTYMHbIMI Criocobamu.

e dainn license_<loc>txt ¢ TekcToM JIMLEH3VOHHOIO COrnaLleHng.

B JlnueHavoHHoM cornatuernn YKa3aHO, Ha KaknX YCNOBUSAX Bbl MOXETE NCMOJIb30BaTb NPUIOXeEHNe.

PacnakyliTe oucTprbyTurB npunoxerns B dopmate ZIP, uTobbl nonyunTb SOCTYN K daiinam.

AnnapaTHble 1 NporpaMmMHble TPeboBaHVIS

Kaspersky Endpoint Security umeeT crnegytolme annapaTHble 1 NPorpamMMHble TpeboBaHs:

* Tun npoueccopa: Intel, Apple;

4 TB onepatumsHoi namsT (RAM);

5Tb cBO60OOHOIrO MecTa Ha Ancke;
e OnepaumoHHas cuctema macOS 13, 14,15, 26 vnm 27;
® [OCTYN B HTEPHET.
MNoppepxrBaemble Gpay3epbi:
e Safari;
e Chrome;
e Firefox.

Kaspersky Endpoint Security coBmecTM co cnepyowyMmm CpeacTBamMmn BUPTYann3aumm:

Parallels Desktop 16 pns Mac Business Edition unn 6onee nosgHeii sepcuu;

VMware Fusion™ 11.5 Professional;

VMware Fusion 12 Professional;

VMware Fusion 13 Pro.

Mpodunm MDM moryT 6biTb pasBepHyTbl Ha cepBepax Jamf n Apple. Ecnu Bbl ucnonbayeTe opyrue cepBepbl, CM.
CTaTblo Ha caliTe Cny>kbbl TEXHUYECKOV noaaepxkn = (basa sHaHuir).



https://support.kaspersky.ru/15647#block2

Bbl moxeTe ynpaenatb Kaspersky Endpoint Security uepes Kaspersky Security Center. na ynpasneHus Kaspersky
Endpoint Security ¢c nomoLubto nnarvHa ynpasneHus KoHconn agMuHncTpuposarmns Kaspersky Security Center n
Beb-nnarvHa Kaspersky Security Center Web Console TpebyeTcs Kaspersky Security Center 14.2 unn 6onee
nosaHei Bepcumn.

Mpumeuanune. [Inqa ynpasneHuns Kaspersky Endpoint Security ons Mac 12.2 yepes Kaspersky Security Center
BaM Hy>XHO YCTaHOBUTb AreHT aiMUHNCTPUPOBaHNs Bepcum 15 Ha yaaneHHble KOMMbIOTEpPDI.

[TogroToBka K YCTaHOBKE MPUIOXeHWA

I'Iepen, YCTaHOBKOI\/‘I NPUNOXEHNA Ha KOMMbIOTEP PeKoOMeHAYeTCH BbIMONIHATb cnefytowme nencTeus:

° Y6e,EI,VITer, YTO Ball KOMMbKOTEP COOTBETCTBYET annapaTtHbiM 1 NporpavMmMHbIv Tpe6OBaHI/I9M.

* YnanuTe c komnbloTepa Kaspersky Internet Security ana Mac nnv gpyrve nporpammbl s novcka
BpenoHocHoro MO, UTobbl 3bexaTb BOSHNKHOBEHNS CUCTEMHbIX KOHMMMKTOB 1 CHUXKEHUS BbICTPOOENCTBIS
OnepaLiOHHO CUCTEMbI.

MpumeuaHue. MNepen ynaneHHo yctaHoskol Kaspersky Endpoint Security Mbl pekomeHoyem 3arpy3uTb apxms
KES_for_macOST1I_and_later.zip c calita Cny>6bl TexHuueckol nogaepxxku "Jlabopatopun Kacnepckoro”
MPUMeHNTb KoHbUrypaLmoHHbIi npodunb KES_for_macOS11_and_later_profile. mobileconfig Ha knneHTckom
KOMMbIOTEPE C MOMOLLIO MHCTPYMEHTOB YaaneHHoro ynpasneHus Apple. 91o nossonut Kaspersky Endpoint
Security nonyunTb paspeLLeHns Ha YCTaHOBKY pacLUMpPeHNs 9apa i CUCTEMHOrO PacLUMPEHUS, NOMHbIA 4OCTYN
K AUCKY W paspeLLeHne Ha HaCTPOKY CeTeBbIX COeanHeHUIA. YTobbl y3HaTb Borblue 0 KOHPUrypPaLMOHHOM
npodune n opyrux onuusx, nocetuTe cat Cny>kObl TEXHUYECKOW NOAOEPXKKN E .

YcTtaHoBka Kaspersky Endpoint Security

BaxxHo! CrneunanucTsbl "JlabopaTopun Kacnepckoro” pekomeHaytoT ycTaHaBnmeaTh Kaspersky Endpoint
Security Tonbko cnocob6amu, onMcaHHbIMY B 3TOV CrpaBke.

Bbl MoxxeTe ycTaHoBUTb Kaspersky Endpoint Security onHvM 13 criefytoLyx cnocobos:
e JlokanbHo 13 OUCTPUBYTMBA, 3arpy>XeHHoro ¢ calita "JlabopaTtopum Kacnepckoro'”.
* YnaneHHo c nomoupto Apple Remote Desktop.

* YnanenHo yepes KoHcosb agmuHncTpupoBanusa Kaspersky Security Center.

* YnaneHHo yepes Kaspersky Security Center Web Console nnn Kaspersky Security Center Cloud Console.

MonpobHyto MHGOPMaLKMIO O pasBepTbiBaHWUM NpUoxeHuin "JlabopaTtopum Kacnepckoro” ¢ nomolubto Kaspersky
Security Center Web Console Bbl MmoxeTe HaliTh B cripaBke Kaspersky Security Center %. MNogpo6Hyto
nHdpopmMaLMio O pasBepTbiBaHUN NpunoxeHuii "labopaTopumn Kacnepckoro” ¢ nomoLpto Kaspersky Security
Center Cloud Console Bbl MoxeTe HainTu B cripaBke Kaspersky Security Center Cloud Console .



https://support.kaspersky.ru/15647
https://support.kaspersky.com/KSC/15.1/ru-RU/index.htm
https://support.kaspersky.ru/KSC/CloudConsole/ru-RU/5022.htm

CraHpapTHas ycTaHoBka Kaspersky Endpoint Security
1. Pacnakyiite daiin oucTprbyTiBa NPUIoXeHNs C pacLUMpPEHNEM zip.
2. OTkpoitTe daiin B dopmaTe dmg, BxoasLumii B cocTas $haiinoB pacnakoBaHHOrO apxumBa.

3. B oTKpbIBLLEMCS OKHE 3aryCTUTe YCTaHOBKY MPUIOXEHNS ABOVHBIM LLEMYKOM MbILLM MO KHOMke YcTaHoBKa
Kaspersky Endpoint Security.

3anycTutcs nporpamma yctaHosku Kaspersky Endpoint Security.

4. HaxxmuTe Ha KHOMKY YCTaHOBUTD.
5. CnepyiiTe waram nporpamMmMbl YCTaHOBKM, YTO6bI BbINOMHUTL YCTAHOBKY.

Korpa ycTaHoBka npunoxeHus 3asepLuntcs, Kaspersky Endpoint Security sanyctutcs aBTomaTnyecku.
MNepesarpyska komMnbtoTepa He TpebyeTcs.

MpumeyaHue. Ecnm ncnonb3ayeTcs aTOT MeToL, YCTaHOBKM, KOMNoHeHTbl Endpoint Detection and Response
(KATA), Endpoint Detection and Response (Optimum) n Cloud Sandbox He ycTaHaBnmBaloTCS.

BeiGopouHad yctaHoBka Kaspersky Endpoint Security
1. Pacnakyiite ¢aiin nctpnbyTrBa NPUNOXEHNS C pacLUMPEHNEM Zip.
2. OTkpoiiTe daiin B bopmate dmg, BXOASLLMIA B cocTaB dalinos pacnakoBaHHOrO apxuBa.

3. B 0TKpbIBLUEMCS OKHE 3aryCcTUTe YCTaHOBKY NPUIOXEHNS ABOVHBIM LLEMYKOM MbiLLK MO KHOMke YcTaHoBKa
Kaspersky Endpoint Security.

3anycTutcs nporpamma yctaHosku Kaspersky Endpoint Security.

4. HaxxmuTe Ha kHomnky HacTpoliika, ycTaHoBUTE UAn CHUMKTE Gnaxkki psboM C KOMIOHEHTaMU MPUIOXEHWNS,
KOTOPbIE Bbl HE XOTUTE YCTaHaBNMBaTb, M HAXMUTE Ha KHOMKY MpoaomknTs.

5. CnepnyliTe Wwaram nporpamMmMbl yCTaHOBKU, YTOObI BbINOMHUTL YCTaHOBKY.

Korpa yctaHoBka npunoxeHus 3asepumntcs, Kaspersky Endpoint Security 3anyctutcs aBTomMaTnyeckm.
MNepesarpyska komnbioTepa He TpebyeTcs.

YpaneHHas yctaHoBka Kaspersky Endpoint Security ¢c nomoubio Apple Remote Desktop
1. Ha Bawem Mac BbibepuTe meHio Apple > CrcTemMHble HacTpoliku > OcHoBHble > O6wuii JocTyn.

2. YcTaHoBuTe dnaxok YaaneHHoe ynpasneHue.

3. Ha ppyrom Mac, KoTopblii Bbl XOTUTE Ha3HaunTb cepBepoM, ycTaHoBuTe Apple Remote Desktop. Bul moxeTe
HaTV gononHUTeNbHYO HPopMaumio o6 Apple Remote Desktop Ha caiite Cnyx6bl nopaepxku Apple .

4. OTkpoirte Apple Remote Desktop.

5. B neBoii yact okHa Remote Desktop HaxmuTe Scanner v BoibepuTe YCTPOCTBA, Ha KOTOPbIE Bbl XOTUTE
ycTaHoBuUTb Kaspersky Endpoint Security.

6. HaxxmuTe Ha KHornky YCTaHOBUTD.


https://support.apple.com/ru-ru/remote-desktop

7. B okHe 3anpoca yueTHbIX AaHHbIX aAMUHUCTPaTopa BBeAMTE MS agMUHUCTPaTOPa 1 Naporsib 1 HaXXMUTe
Hob6asunTb.

8. HaxxmunTe Ha kHOMKy + 1 BoibepuTe DMG-dalin ¢ auctpubyTtnsom Kaspersky Endpoint Security.
9. HaxxmnTe Ha KHOMKY YCTaHOBUTD.

YcTaHoBka Kaspersky Endpoint Security 3anycTuTcs Ha BbIGpaHHbIX yCTpOCTBaX.

[logroToBka NpunoXeHus K padoTte

Mocne ycTtaHosku Kaspersky Endpoint Security Bbl MOXeTe BbINOMHUTL CrenytoLLme OelicTBIS:

e AxTuBuposaTtb Kaspersky Endpoint Security. lNocne akTuBaumm npunoxenus Kaspersky Endpoint Security
HayHeT 3alyILLaTb Ball KOMMbIOTEP, Bbl CMOXETE PerynspHoO 06HOBNSTL 6a3bl U MOAYIN MPUNOXEHUS, 3arycKaTb
3afaum noucka spepoHocHoro M0, a Takxe oTnpasnsTb 3anpockl B CryX0y TEXHNYECKON MOALEPKI.

KomnoreHT Managed Detection and Response akTuBrpyeTca oTaensHo B KoHconr agMyHNCTRUROBaHS
Kaspersky Security Center unn B Web Console.

Ecnn komnoneHT Endpoint Detection and Response He nogaepxrsaeTcs Balleil TEKyLLEN NMLEH3NER, Bam
Heobxoaumo akTusuposaTb Kaspersky Endpoint Detection and Response otaensHo.

* [lpoBepunTb COCTOAHVE 3aLLNTHI KOMMbIOTERA.

e O6HoBuTb Kaspersky Endpoint Security.

e 3anycTuTb 3agadvy noucka BpeaoHocHoro 0.

Ypanenue Kaspersky Endpoint Security

1. OTkpolite daiin B dopmaTe dmg, BXOOSLLMIA B ANCTPUNOYTUB MPUIOKEHWS.

2. B oTKpbIBLLEMCS OKHE 3amyCTUTe yaaneHne NpunoXeHns ABONHbIM LLLETYKOM MbILLK MO KHOTMKe YaaneHue
Kaspersky Endpoint Security.

3anycTtutcs nporpamma ynaneHns Kaspersky Endpoint Security.
3. B okHe nporpamvmbl yoaneHus HaxXmMmnTe Ha KHOMKy YAaanuTb.

4. B okHe 3anpoca y4eTHbIX AaHHbIX aAMUHUCTPaTOpa KOMMbloTepPa BBEAUTE NMS aAMUHUCTPATOPa 1 Naposib 1
noaTeepamMTe, UTo Bbl XoTUTE Yoanutb Kaspersky Endpoint Security.

HauHeTcs yoanerue Kaspersky Endpoint Security.

5. MpounTalite MHPOPMALMIO O 3aBEPLUEHNN YAANEHNS N HAXMUTE Ha KHOMKY BbIATY, 4TOGbI 3aKpbITh NporpaMmy
yoaneHus.

Mpunoxerune Kaspersky Endpoint Security Tenepb ynaneHo ¢ Balero komnbtotepa. [1o 3aBepLueHnn yoaneHus
NPUNOXeHNs nepesarpyska KomnbloTepa He TpebyeTcs.
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[lepBbln 3anyCcK NPUNOXEHNS

Kaspersky Endpoint Security 3anyckaeTcs Ha KOMMbIOTEPE Cpasdy NOC/e YCTaHOBKM NMPUNoxeHns. YTobbl cpasy
HauaTb 3awLLaTh Baw Mac, npunoxeHue NonpocuT Bac BbINOMHUTbL CREAyoWNe AeNCTBUS MO e€ HaCTPOVIKE:

e [pepocTasutb Kaspersky Endpoint Security HeobxoaymMble paspeLleHns, YTobbl 3amMTTb Baw Mac ot
BPELOHOCHBIX MPOrpamMM, CETEBbIX aTaK 1 Yrpo3 B UHTEPHETE.

MoapobHyto NHPOoPMaLIMIO O paspeLLEHNsX, KOTOPbIE Bbl MPeaoCTaBnseTe, Bbl MOXETE y3HaTb, HaXKaB Ha KHOMKY

?).

e AkTumBupoBaTb Kaspersky Endpoint Security.

Mpumeuanue. [Ins HacTpolikun Kaspersky Endpoint Security TpebyeTcs noakmioueHne K UHTEPHeTY.

Mepebin 3anyck Kaspersky Endpoint Security

1. Ansg npaBunbHoOM paboTbl 3awmTbl OT $ainoBbIx yrpo3 1 3awwmuTbl OT Be6-yrpos B okHe ba3sosag 3awmTa
BbINOSHUTE CnepytoLme OeCTBUS:

e Ecnu Bbl xoTUTe, UTObbI NpUnoxeHne Kaspersky Endpoint Security paboTtano npasunbHoO, paspeLumTe
NpoBepKy kaxaoro darina Ha sawem Mac. [1ng sToro HaxmuTe Ha KHOMKY PaspelumTb psfomM ¢ 31eMeHTOM
MonHbIA BocTyn K ANCKY 1 CefyliTe UHCTPYKLUMSM Ha SKpaHe.

e Ecnu Bbl xoTuTe, YTobbl Kaspersky Endpoint Security npoBepsin Beb-agpeca 1 ceTesble NakeTbl 4O TOro, Kak
OHV HaHecyT Bpe[ Balemy Mac, ycTaHOBUTE CUCTEMHOE pacLUMpeHne. [Ing 3Toro HaxmumTe Ha KHOMKY
YcTaHoBUTb psfioM C anemeHToM CucTeMHoe pacLluMpeHue 1 CnepyinTe NHCTPYKUMSM Ha aKpaHe.

* Ecnu Bbl xoTUTE, YTOBbLI CUCTEMHOE pacLLMpeHne paboTano KOPPEKTHO, paspeLLnTe GUnbTPaLmIo CETEBOrO
Tpadwvika. [1ng aToro HaxmumTe Ha KHomnKy PaspelumnTb psnom ¢ anemeHTom PunbTpaums ceTeBoro Tpaduka
1 cnepyiiTe MHCTPYKUMSIM Ha 9KpaHe.

* Ecnu Bbl xoTuTe, 4TobbI NpUnoxeHne Kaspersky Endpoint Security nckano BpefaoHoCHble NporpaMmel 1
VNHTEPHET-Yrpo3bl B 3alndposaHHom HT TPS-Tpaduke, ycTaHOBUTE LOBEPEHHDBIN cepTudukaT. [ng aToro

HaXXMUTE Ha KHOMKY YCTaHOBUTb PSIOM C anieMeHTOM HagexxHbil cepTudukar 1 cnefylite MHCTPYKLUMSM Ha
aKpaHe.

BaxxHo! [NpunoxeHune Kaspersky Endpoint Security He 6yaeT paboTaTh NpaBuibHO 6e3 NpefoCcTaBneH s
3TVX paspeLLeHnii. Bam Hy>HO npefocTaBuTb BCe pa3peLleHns B okHe basoBag sawumTa.

2. HaxkmunTe Ha kHomKy MNMpoaomkuTsb.

OTKpoeTCcs rnaBHOE OKHO MPUIOXEHUS.



NuTepdeinc npunoxerna Kaspersky Endpoint
Security

[NnaBHOE OKHO NMPUOXEHNS

Kak OTKPbITb MTaBHO€ OKHO NpuUno>xeHnsd

B CTPOKE MEHIO HaXXMNTE Ha 3HaYOK NMPUIIOXEHNA N Bbl6epVITe B KOHTEKCTHOM MEHIO 3Ha4ka NpuIoXXeHUsA MyHKT
Kaspersky Endpoint Security.

MmaBHoe okHo npunoxeHus Kaspersky Endpoint Security cogepxunT anemeHTbl nHTepdelica, obecneurBatoLLve
LOCTYN K OCHOBHbIM PYHKLMSM MPUTOXEHNS.

[naBHOE OKHO npunoXxeHnd pasnesneHo Ha e 4YacTtu:

e JleBas yacTb CoOepPXuT 6OKOBYIO naHesb, KOTopad No3BONFeT NepeMeLLaTbCyd No NPUIOXKEeHUIO 1 6bICTpO
nony4yaTb OOCTYMN K €ero OCHOBHbIM ¢)YHKLI,VI91M.

* LleHTpanbHas YyacTb OTODpaXxaeT coaepXNMoe pasaena, BblbpaHHOro Ha GOKOBOW NaHen, 1 MO3BONSET
ynpaenaTb OaHHbIMA.

Bokosag naHenb

BokoBasi naHenb rnaBHOro okHa NMPUIOXEeHNA NMEeET Ccrenyoune onunmn:

g MoHuTOpUHF HaxmunTe, uTobbl OTKPbITh CTpaHuLy MoHUTOPUYHT, Ha KOTOPOI NpeacTaBneHa nHdopmaLms o Tom, yto Kaspersky Endpoint
Security aenaeT AN 3alMTbl BaLLEro KOMMboTepa.

@ LlenTp HaxmunTe, UToBbl MPOCMOTPETH CTATYC 3aLLMTbl BALLEro KOMMboTepa. Y3HaTb Gofblue.

3aWmnThbl

O HaxmunTe, uTobbl NpocMoTpeTh pabouee COCTOSHNE YCTaHOBMEHHbIX KOMMOHEHTOB. Y3HaTb 60bLUE.

BesonacHocTb

Q MpoBepka HaxmunTe, uTobbl ynpasnsTb 3agadamyi CKaHUPOBaHUs. YaHaTb 6osblue.

S OBHOBNEHVE HaxmuTe, utobbl yrpasnsaTs 3agadamvi OGHOBNEHWS. YaHaTs 6orblue.

Q Jnuensus HaxmunTe, UTobbl akTVIBUPOBAaTL NMPUNOXEHNE UV MPOCMOTPETL MHGOPMaLMIO O BalLel LEH3MN. Y3HaTb GosbLue.

OnemeHTbl ynpasneHus Ha cTpaHule MoHuTopuHr

Ha cTpaHnue MoHUToprHr oTobpaxaeTcs MHAMKATOR COCTOAHUS 3aLVThl, @ TaKXXe NPefoCTaBngaeTcs nHbopmMaLs
o Tom, uto Kaspersky Endpoint Security nenaet nns salimThl Ballero KOMMbIOTEPa, U COQEPXaTCs cnefytoLive
3NeMeHTbl ynpaBneHus.
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LleHTp 3awmThbl CoobLaeT o npobremax ¢ 3aLLMTON KOMMbloTepa. Y3HaTb GosbLue.

OTueThbl MosBongeT NpocmaTpriBaTh COBLITUS, MPOU3OLWEALLME B MPOoLecce paboTsl MPUIOXKEHUS, OTAE bHLIX KOMIOHEHTOB 1
3apay. YaHaTb 6orblue.

PesepsHoe lNo3BonsieT NPOCMOTPETb CMIMCOK COXPaHEHHbIX KOMWiA 3apaXeHHbIX GpaiinoB, yaaneHHbIX MpunoxeHnem. YaHaTb Gorblue.
XpaHunuiie Y3Hatb 6onblie.
OGHapy>xeHue yrpos NosBonseT npocmaTprBaTh HGOPMALMIO O TEXHONOTMSIX OBHAPYXXeHUs Yrpos, npumMeHsiemblx Kaspersky Endpoint

Security, n KonmuecTse yrpo3, 06Hapy>KEHHbIX C MOMOLLbIO 3TVX TEXHOOTA.

Kaspersky Security OTobpaxaeT cTaTyc coeamHeHns mexay Kaspersky Endpoint Security n Kaspersky Security Network, a Takxe
Network rnobanbHyto ctatnucTuky Kaspersky Security Network.

3Hauok Kaspersky Endpoint Security

Cpasy nocne yctaHoBku Kaspersky Endpoint Security B cTpoke MeHto nosiBnsieTcs 3Ha4oK NpUnoxeHns. Ecnm
MPUNOXEHNE aKTUBMPOBAHO, 3HAUYOK MPUIOXEHIS CNYXUT MHANKATOPOM COCTOSHUS paboTbl MPUNoXeHus. Ecnu
3HAYOK MPUNOXEHNS aKTUBEH (|J¢), BCE U HEKOTOPbIE KOMIMOHEHTHI 3aLUMTbI BKIIKOUEHbI. ECNM 3HaUOK MpunoxeHns
HeakTuBeH (I¢ ), BCe KOMMOHEHTbI 3aLLMTbI BbIKITFOUYEHbI.

OTKprTI/Ie KOHTEKCTHOro MeHio 3Ha4yka npuiaoxeHua

B CTPOKE MEHIO HaXXMNTE Ha 3HaYOK NMPUITOXKEHUS.

Mo YMOJTHaHNIO 3HaYOK NPpUIoXXeHUd BCcerga 0T06pa>KaeTc9| B CTPOKE MEHIO. Bbl MoxeTe yoannTb 3Ha4OK
NMPUNOXeHNA N3 CTPOKU MEHIO.

YnaneHue 3Hauka NpUNoXeHna N3 CTPpoKm MmeHio

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHWS 1 BbibepuTe NyHKT HacTporiku.

OTKpOETCH OKHO HACTPOWKN MPUIOXKEHNS.

2. Ha Bknagke NHTepdeiic B 6rioke 3Hauok NpunoxxeHunst cHumMnTe dnaxok OTobparaTb B CTPOKE MEHIO.

Korpa Bbl OTKpbIBaeTE OKHO NMpunoxeHuns, sHadok Kaspersky Endpoint Security Takxxe oTobpaxaeTcs B naHenm
Dock.

113 KOHTEKCTHOro MEHIO 3HauUKa NPUIOXKEHNS Bbl MOXETE NEPENTI B rNaBHOE OKHO MPUSIOXEHNS 1 BbINMOSHUTD
cnegytowie gencTBus:

* OTK/IOUNTD 3aLLNTY KOMMbIOTEPA;
* BO30OHOBWTb 3aLLMUTY KOMMBIOTEPA;

® oTKpbITb LieHTp 3awuTh;

® 3anycTuUTb 3afady ObICTPON NPOBEPKY;
* 3anycTuUTb OBHOBMEHNE;

® OTKPbITb OKHO HACTPOVIK/ MPUIOXEHNS;

e 3aBepwnTb paboTy Kaspersky Endpoint Security.
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OKHO HaCTPOWVKN NPUITOXKEHNS

Kak oTKpbITb OKHO HaCTPOKUN NPUIOXKEHNS

BbinonHnTe 0gHO 13 CnepyoLwmx 4enCTBUIN:
* B cTpoke MeHIo HaXXMUTE Ha 3HaYOK NMPUNOXEHNS 1 BbIbepuTe NyHKT HacTporikn.
e B cTpoke meHio BbibepuTe Kaspersky Endpoint Security > Hactpolikn.

e Ecnv npunoxerune Kaspersky Endpoint Security 3anyLieHo, HaxXMnTe Ha 3Ha4oK npunoxeHus B naHenv Dock n
BbIbepuTe HacTpoliku.

,D,J'Iﬂ 6bICTpOFO OOCTYynNa K napamMeTpaM NpPpUuiioXXeHnsa Bbl MOXeTe NCMNOoNb30BaThb crienytouine Bknanku,
pacnonoxeHHble B BerHeVI 4aCcTn OKHa HaCTpOI7IKVI NPUNNOXEeHUA:

* BasoBag. Ha aToi1 BKlafke Bbl MOXETE BK/IOUUTL WMV BbIK/IIOYNTb 3aLLMTY KOMMblOTepa 1 HaCTPOUTb NapameTpsbl
3alwmnThl oT dalinoBbix yrpos, 3awmTsl OT BE6-yrpoa, a Takke 3alyTbl OT CETEBbIX YrpO3.

* [MpoBepka. Ha 37Ol Bkagke Bbl MOXETE HACTPOUTbL MapaMeTpbl 3ada4 MPOBEPKU 1 3aMyCk MPOBEPKM MO
pacnmcaHuio.

* Yrposbl. Ha aToi BkNagke Bbl MOXeTe BbiopaTh KaTeropui 06HapyXnBaemMblx 06bekToB, CHOPMUPOBaTbL
[loBepeHHYto 30HY 11 HACTPOWTL MapaMeTPbl PE3EPBHOIO XPaHUINLLA.

e [lononHuTtenbHo. Ha aToil BkNagke Bbl MOXeETE NpUcoeanHnTbes K yuacTuto B Kaspersky Security Network nnum
0oTKasaTbCs OT y4acTus.

* OGHoBneHue. Ha aTol1 Bknagke Bbl MOXETE HACTPOUTb NapamMeTpbl OOHOBEHWS NPUNOXEHWS U BEPHY TbCS K
MCMONb30BaHIO NPeapiayLLEei Bepcun 6as.

* UHTepdgelic. Ha aToli Bknamnke Bbl MOXeTe HacTPouUTb NapameTpbl 3Havka Kaspersky Endpoint Security,
YBEAOMIIEHWNIA, OTYETOB, @ TakXXe BKIIIOUNTb U BBIKIOUMTE 3aM1Ch OTNafouHon nHbopmaumm B daiin
TPacCUPOBKN.

Bbl moxeTe 3anpeTnTb NoJib3oBaTeENgM, HE NMMEIOLLIMM NpaB aodMNHNCTPAaTOopa KOMMboTepa, NSMEHATb NapaMeTpbl

paboTbl Kaspersky Endpoint Security ¢ nomoLupto kHorkn f . KHorka pacrnonoxeHa B HUXKHEN YacT OKHa
HacCTPOVIKM MPUOXeHNS. YTobbl 3MeHaTb NapameTpbl paboTel Kaspersky Endpoint Security, Bam Hy>HO BBeCTM
y4yeTHble faHHble agMVHCTPaTopPa KOMMbloTepa.

Mo kHomMke 2. Bbl MOXeTe OTKpbITb cnpaBky Kaspersky Endpoint Security, B koTopoii onvcaHbl Bce napameTpsbl
TEKYLLEro OKHa MPUIOXeHUs. Tak>ke Bbl MOXETe OTKPbITb CMPaBKy A5 TEKYLLErO OKHa NMPUNOXEHWS, BbibpaB B MEHIO
CnpaBka nyHKT OTKpbITb CNpaBKy ANs 3TOro okHa.
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O6 yBeooOMNeHnsIx

Kaspersky Endpoint Security oTobpayxaeT okHa yBeooMIeHU, 4Tobbl NHGOPMUPOBATL BAC O COBLITUSX,
BO3HMKAIOLLMX B paboTe NpunoxeHns. YBegomneHns MoryT nosensatecs B LieHTpe yBegomneruii. [Mossnexne
yBeLOM/IEHWIA 3aBUCUT OT HacTpoek LleHTpa yBegoMneHnin onepaumoHHon cucTemsl.

CobbiTuis, Bo3HuKatoLwye B paboTte Kaspersky Endpoint Security, no ypoBHIO BaXXHOCTU AENATCS Ha TpW TUna:

* Kputndyeckme — cobbITUS, MPEeACTaBNSIOLNE CEPbE3HYIO YTPO3y Be30nacHOCTM KoMnbloTepa (0bHapyxeHve
BPEOOHOCHbIX 06BEKTOB, Ya3BMMOCTel, Npobnem B paboTe Kaspersky Endpoint Security). Kputunveckue
CcobbITVS TPEBYIOT Ballero HeMeANEeHHOro BHUMaHWS. PeKoMeHLyeTCs He BbIK/oYaThb YBEAOMIEHUS O
BO3HUKHOBEHUW KPUTUYECKNX COBBITUI.

® BaxHble — cobbITUS, KOTOpbIE HE Tpe6yr0T BaLUMX HEMEL/IEHHbIX OeNCTBWUM, HO B AalbHENLLEM MoryT
npencTaBndTb Yrpoay on4g He3onacHoCTH KOMMbtoTEepa.

* VHpopmaLmOoHHbIe — COBBITUS, HoCSLLME NHOPMALOHHbIN XapakTep.

BbikntoueHne yBepomneHuii

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHUs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpOEeTCH OKHO HACTPOVIKI MPUTOXEHNS.

2. Ha Bknagke NiHTepdeiic B 6noke YBegomneHns cHmuTe ¢naxok YBeAoMAaTb O COBbITUSIX.

BkntoueHne 3anncu HeKpUuTn4yeckmnx cobbiTuin

1. B cTpoke MeHIo HaXXMUTE Ha 3HauYOK MPUMOXEHS 1 BbibepuTe NyHKT HacTporiku.

OTKpoeTCs OKHO HAaCTPOMKI MPUOXEHWS.

2. Ha Bknagke NiHTepdeiic, B 6rioke OTueTbl ycTaHoBUTE bnaXkok 3anucbiBaTb HEKPUTUYECKNE COBBbITUS, YTODDI
nonyyaTb yBefomeHns o6 nHbopmaLmorHbix cobeiTrsx Kaspersky Endpoint Security.

BHe 3aBMCKMOCTM OT TOro, BKJIIOUEHa UK BbIK/loYeHa focTaBka yBenomMneHuin, Kaspersky Endpoint Security
3anMCbiBaeT B OTHYETbI MPUIOXKEHNS MHPOPMALINIO O BCEX COBBITUSIX, BOSHVKAIOLLMX B paboTe NMPpUIoXeHWS.

YBegomneHus MOTYT CONPOBOXAOAaTbCH 3BYKOBbIM OMNMOBELLEHNEM (HaI'IpI/IMep, yBeOOMJTIEeHUA 06 O6HapY)KeHI/II/I
BPEeOOHOCHOIro I'IO) Bbl MOXeTe oTKNtoUnNTb 3BYKOBbI€ ONOBELLEHNS.

3anuncb HEKPUTUYECKNX COBBLITUI 3HAUNTENbHO YBENnMUBaeT pasmep daiina otyeta. CobbITUS 3anMChIBAIOTCS
TONbKO ANs 3almThl OT PainoBbIX Yrpos.

OTknioueHne 3BYKOBOIO onoBeLueHuns npu nogasneHnm YBep,OMﬂeHI/II‘/'I

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUITOXEHWS.

2. Ha Bknagke NiHTepdeiic B 6rioke YBegomneHns cHummTe dnaxok Bocnponssoantb 3BykoBo€e yBegoMeHNe
npw o6Hapy>XeHN BPEAOHOCHBIX NpOorpamMm.

Ecnu npy BOSHNKHOBEHWM COBBITVSI BaM HY>KHO BbINONHUTL AelicTBue, Kaspersky Endpoint Security otobpaxaeT
OKHO yBeLoMIeHMs.. Hanpumep, korga npunoxeHe obHapy>X1BaeT BPeLOHOCHbI 06HEKT, OHO NMpeniaraeT Bam
yaanuTe 06bekT uam neunTb ero. OKHO YBEAOMIIEHMS CUYE3aEeT C KpaHa ToJbKO Mocre Belbopa 0oHOro 13
npepnnaraemMbix 4eNCTBUIN.
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JnuensmposaHmne npunoxeHna Kaspersky
Endpoint Security

O JIMueH3nmoHHOM cornaLleHunm

JIMLeH3oHHOEe cornalleHyie — 3TO opuanydeckoe cornaweHne mexay Bamu n AO “JTlabopaTtopus Kacnepckoro”, B
KOTOPOM yKa3aHO, Ha KakKuX YCIIOBMSIX Bbl MOXETE UCTMONb30BaTh MPUIOXEHME.

BaxkHo! BHumaTenbHo npounTarite JILeH3NoHHOe cornalleHne, mpexae Yem npucTynaTtb K MCMoSIb30BaHMIO
MPUIOXKEHWS.

Bbl MOXXeTE 03HAaKOMUTBCS C YCNoBUAMM JIMLEH3VOHHOIO COrnalleHns CnefyoLLMI crocobamu:
* BO BpeMms ycTaHoBku Kaspersky Endpoint Security:;
* npouunTas dalin licensetxt B namnke ycTaHOBKN NPUIOXEHNS.

YcTtanasnveas Kaspersky Endpoint Security, Bol nogTBepxpaeTe, YTO NMOHUMaeTe 1 NMPUHMMAaeTe YCoBKs
JInueHsnoHHoro cornawexuns. Ecnm Bbl He npuHMaeTe ycnosus JIMLEH3NOHHOro CornalleHns, OTMEHNTE YCTaHOBKY
Kaspersky Endpoint Security n He ncrnonb3yiiTe NpUNoXeHe.

O nuueHsumn

JInLeHsys — 3TO orpaHnYeHHOe Mo BPeEMeEHM NpaBo Ha ncnonb3osaHne Kaspersky Endpoint Security,
NpefoCTaBNgeMoe BaM Ha YCMOBUSIX 3aKIIFOUYEHHOrO JTnLEeH3MoHHOoro goroeopa (JIMLEH3MOHHOMO cornatleHns).

Cncok OOCTYMHbIX qDYHKLlMVI N CPOK NCIONb30BaHNA MNPUIIOXEHUA 3aBUCAT OT NNLUEH3UI, MO KOTOpOVI MNCNoJib3yeTCH
npunoXxexHue.

MNpenycMoTpeHbl cnepytoLe TUMbl INLEHSWIA:

* [lpobHas

BecnnaTHas nuueH3ns, npegHasHaveHHas 4nsi O3HaKOMIEHWS ¢ MpunoxeHnem. MNpobHas NMueH3ns nveeT
HeBOorbLLOW CPOK AeCTBUS.

Mo ncTeyeHnn cpoka aelicTeus NpobHol nuueHaunn Kaspersky Endpoint Security npekpatllaeT BbinonHITb BCce
cBou dyHKLMN. YTOBbI MPOAOMIKNTD UCTONb30BaHME NPUIIOXKEHNS, BaM HY>XHO MPUOBPECTN KOMMEPYECKYHO
NALLEH3NIO.

Bbl MOXeTe 1crnonb3oBaTh NPUNOXEHKE MO MPOBHON NNLEH3MM TOSBKO B TEYEHNE OQHOrO CpoKa NPOBHOro
NCMOSb30BaHuUS.

* Kommepyeckas

[MnaTHaga nuueHsus.
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lNo ncteveHnn cpoka AENCTBUS KOMMEPUYECKON NINLIEH3UM NPUNOXEHVE NPeKpaLLaeT BbIMONHATL CBOV OCHOBHbIE
dyHkummn. Ang npopomxkeHns paboTel Kaspersky Endpoint Security Bam Hy>XHO NpoanTb CpoK AelicTBIS
KOMMepueckol nuueHsnn. [ocne ncteyeHns cpoka AelricTBIS NIMLEH3NN Bbl HE MOXETE fanee NCnonb3oBaTb
NPUNOXEeHNE 1 AOMKHbI YOanuTb ero C yCTPOCTBa.

PexkomeHpyeTcs npoasieBaTh CPOK AENCTBUS TMLEH3UN HE MO3AHEE JaTbl er0 OKOHYaHMS), YTObbl obecneunTb
HEMPEPLIBHOCTb 3aLLMThl YCTPONCTBA OT YrpO3 KOMMbIOTEPHOW 6e30MacHOCTH.

O nognucke

lNoanmcka Ha Kaspersky Endpoint Security — 3To 3akas Ha UCTOJIb30BaHNE NPUIOXEHWS C BbibpaHHbIMM
napameTpamu (ata OKOHYaHNS NOANUCKU, KONMYECTBO 3alumLLaeMblx yeTpoiicTs). [ognnceky Ha Kaspersky
Endpoint Security MoxHO 3apervcTprpoBaTh y nocTasLLyKa YCiyr (Hanpumep, y UHTepHeT-npoBaiiaepa). Bol
MOXeTe YNpaBnsTb MOAMUCKON Yepes NNYHbIN KabVHET Ha caliTe nocTaBsLyKa ycnyr. Hanprmep, Bbl MoXxeTe
NPOANNTb U OTMEHUTL BaLLly MOAMUCKY, YMEHBLUMTbL CPOK MOAMMCKN, @ TakKe N3MEHUTb KONMYECTBO 3alLMLLLaeMblX
YCTPOWCTB.

Moanuncka MoXeT BbiTb OrpaHNYeHHON (HanpyMep, Ha OVH rof) Ui HeOrPaHNYeHHOM (6e3 AaTbl OKoHYaHKs). [ns
npoponxkerns paboTbl Kaspersky Endpoint Security nocne okoH4YaHWs orpaHnyeHHO NOANMUCKN BaM HYXHO
npoannTb ee. HeorpaHnyeHHas noanvcka NpoasieBaeTCs aBTOMaTNYECKM NP YCIIOBUM CBOEBPEMEHHOIO BHECEHMS
npenonaaThl MOCTaBLLMKY YCIYT.

Ecnu Bbl Mcnonb3yeTe NpUIoXeHre No orpaHNYeHHON NoanmncKe, No NCTeYeH cpoka AeiCTBUS MOAMNVNCKN BaM
OyneT NpefocTaBeH NbroTHbIV Nepuog, Ang ee npoaneHns. B TeueHre nbroTHoro neprioga NpunoxeHve paboTaeT B
pexumMe NnosiHou GyHKLMOHANBHOCT.

Mo ncTeveHnn cpoka AencTBIUS NOANMCKN Ha OBHOBIIEHUS 1 MO UCTEYEHUI NbFOTHOMO Neproa Ans NPOANEHS
nopnvcku Kaspersky Endpoint Security npogonxaeT paboTy, HO NpekpaLLaeT 06HOBNSTL 6a3bl MPUNOXEHNS.

Mo ncTeveHnn cpoka AeNCTBUS MOANMCKN Ha OBHOBIIEHUS 1 3aLUMTY 1 MO UCTEYEHUM NIbrOTHOrO Nepuoaa s
npoanenus nognucku Kaspersky Endpoint Security npekpatuaeT sawwyiiaTh Ball KOMMbOTEP.

Y1obbl Mcnonb3osaTb Kaspersky Endpoint Security no nognuvcke, Hy>kHO [06aBUTb KOL, aKTVBaLMK,
NpPeAoCTaBNEHHbIN MOCTAaBLLMKOM yCnyr. [1py MCNonb30BaHWN MPUIOXKEHNS MO NOAMNCKE Bbl HE MOXETE NPUMEHNTb
LPYroii kog, akTeaummn Af1s NPOAeHns Noanvcki. [pyroii kog ak TBaumn MOXHO NPUMEHUTb TOMbKO NMocne
OKOHYaHWs CpokKa AeNCTBUS NOANUCKN UM B CllyYae OTMEHbI MOANMCKIN. YToBbl 0Tka3aTbCs OT MOANUCKM,
CBS>KMTECH C MOCTaBLLVIKOM YCNyT, y KOToporo Bbl Npuobpenu Kaspersky Endpoint Security.

MpumeuaHue. [pyroi kog akTnBaLmmy Ans NOANMUCKA MOXHO NMPUMEHUTb TOSbKO NOC/e YoaneHNs akTUBHOro
kntoya. [Nognncka He nmveeT daiina kntoya. Bel He MoxeTe 4O6aBUTb MOANUCKY B KAaYeCTBe Pe3epPBHOro Kitoya.
PesepBHbIli Koy He MOXeT BbITb LOBaBAEH MPY NCMONb30BaHNN NPUIOXEHNUS MO NOAMNCKE.

Ecnun Bbl y>xe ncnonbsyete Kaspersky Endpoint Security no neicTsytoLLein NMLEH3NN, HO XOTUTE NepenT Ha
NCMONb30BaHNe NMPUIOXEHWS Mo NMOAMNMCKe, YOAIUTE akTUBHbBIA KoY, YTOObI MPUNOXEHVE MOXHO 6bIM10
aKTVBMPOBAaTb C MOMOLLbIO Ktoya no noanmcke. Ko akTreaLmm, C MOMOLLbIO KOTOPOro paHee bbino akTUBMPOBAHO
NPUNOXEHNE, MOXHO MPYMEHNTb Ha APYrOM KOMMbloTepe.

I'Ipmmeqal-wle. BapI/IaHTbI noanncKu, OOCTYMHblE Y pa3HbIX MOCTaBLUKMKOB YCNyT, MOT'YT OTNINYaTbCY. HeKOTOpre
NOCTaBLLUVKK YCNyr MOTr'yT He NpenoCTaBNdATb NbrOTHbIN nepuon Ha npoaseHne nogrnmcku.
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O JlnueHanoHHOM cepTudumkaTe

JIMLIEH3UNOHHBIVT cCepTUGUKAT — 3TO LOKYMEHT, KOTOPLIV MepefaeTcs BaM BMecTe ¢ Galiniom KitoYa Ui KOgoM
aKTBaLUN.

B JlnueHsnoHHoM cepTudurkaTe COpepXnUTCS credytollas nHdopmMaLyms o NpefoCTaBnseMol MMLEHSNN:
® JIMLEH3MOHHbIN KoY U HOMEP 3aKasa;
* yHdopMaLIMS O Nonb3oBaTesne, KOTOPOMY NPEAOCTaBASETCS INLEH3NS;
* yHbOPMAaLINS O MPUMOXEHNM, KOTOPOE MOXHO aKTUBMPOBATbL MO NMPefoCTaBNIEMON NMNLEH3NN;

® OrpaHuYeHne Ha KONMYECTBO eAVHILL IMLEH3NPOBaHNS (Hanpumep, YCTPONCTB, Ha KOTOPbIX MOXHO
NCMOb30BaTh MPUIOXEHWE MO NPefoCcTaBnaeMoln TULEH3UN);

¢ [aTa Ha4ana Cpoka OeVCTBUS NNLLEH3NI;
® [aTa OKOH4YaHWM4a Cpoka 0encTBUS NULEH3UN NN CpOK OEeNCTBUS NNLEH3NI;

® TN NNUEH3UN.

O knoue

Knroy — nocnenoBaTenbHOCTb BUT, C MOMOLLLbIO KOTOPOI Bbl MOXETE aKTVBUPOBaTL 1 3aTEM MCMONb30BaTh
NPUIOXeHNe B COOTBETCTBIM C YCNoBUSMA JTMLEH3MOHHOTo cornateHus. Knoy cosgaeTcs creuvianictamm
"INabopaTtopum Kacrnepckoro'.

Bbl MoxeTe f06aBUTb KIIlOY B MPUMIOXEHNE OOHVM U3 CrefyoLLIX CroCo60B: MPUMEHNTb @akis k/o4a Ui BBECTU
ko akTusaLmm. Knioy otobpaxaeTcs B uHTepdelice NpunoxeHns B BULE YHUKaNbHOM ByKBEHHO-LIMGPOBONA
nocnenoBaTelbHOCTI, MOC/E TOro Kak Bbl OBaBWV €ro B MPUIOXEHNE.

Krntou moxeT 6biTb 3abnokmpoBaH "NlabopaTopueli Kacnepckoro®, ecnm ycnosus JIMLEH3MOHHOrO cornaLleHns
HapyLweHbl. Ecnn kntoy 3ab6noknpoBaH, Ans paboTbl NpunoxeHns TpebyeTcs [obaBnTb OpPyron Kou.

Kntou MoxeT BbITb aKTVIBHbIM U pe3epBHbIM.

AKTUBHBIV K/THO4 — KO, I/ICFIO]'IbSyeMbIVI B TeKyu.I,VII7I MOMEHT OJ14 pa6OTbI MPUINOXEHNA. AKTUBHBI KIIOY MOXET BbiTb
,EI,O6aBJ'IeH anga I'IpO6HOI7I nnu KOMMGp'«IGCKOVI NLEH3UU, nnn nognmcku. B NPUIOXEHUN HE MOXET 6bITb BobLLE
OOHOIro akTBHOIO Kio4a.

Pe3epBHble KJIFO4Y — KJTHO\, HO,D,TBep)KD,a}OU_LMM npaBo Ha NCMNOoJIb30BaHMeE NMPUNoXeHn4d, HO He I/ICﬂOﬂb3yeMbII7I B
TeKYU.LMM MOMEHT. PeSepBHbIVI KNKoY aBTOMaTN4YeCK CTaHOBUTCH aKTUBHbIM, KOra 3akaH4nBaeTCd CPOK nencTeus
NMLUEH3NK, CBA3aHHOI C TEeKYLMM aKTVBHbIM KIHOYOM. Pe3epBHbIVI KJtoU MOXET BbITb JO6aBNEeH TONbKO npwn Hannynn
aKTUBHOIO KJlto4a.

Kntoy anst npoBHOM MULEH3MN MOXET BbITb 4OOaBNEH TOMbKO B Ka4ecTBe akTMBHOro kntoya. Knoy ons npobHo

MUEH3NN HE MOXeET BblTb ,D,O6aBJ'IeH B Ka4eCTBe pe3epBHOro K4ya. Tak>xe Henb3s ,D,O6aBI/ITb peaepBHbM KoY,
€C/IN NCNOJIb3YETCH KoY OJ14 I'IpO6HOI7I NLEH3NIN.
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O kope akTmBauun

Kog akTuBaLmy — 3TO yHUKanbHas ocnenoBaTelbHOCTb U3 ABagLaTu NaTUHCKNX 6yks 1 uidp. Bel BBognTe kop,
aKTmBaLum, YTobbl 4OBABUTL NMLEH3NOHHDIN KMoy ans akTusaummn Kaspersky Endpoint Security. Bel nonyuaeTe kog,
aKTMBaLMK Mo yKkasaHHOMY BaMu afpecy 3NekTPOHHOW NouTkl nocne npuobpeteHus Kaspersky Endpoint Security
nnv nocne 3akasa npobHoli Bepcun Kaspersky Endpoint Security.

YTOBbI aKTMBUPOBATL MPUIIOXEHNE C MOMOLLBIO KOAA aKTVBaLLMW, BaM TpebyeTcs AOCTYN B UHTEPHET ANs
NoAK/oYUEHMs K cepBepam akTusaumm "JlabopaTtopum Kacnepckoro”,

Ecnu kop akTvBaLmmn Gbin NOTEPSIH NOCe akTUBALIMM MPUIOXEHNS, CBSXMTECH C NapTHepoMm "JlabopaTtopun
Kacnepckoro”, y KoToporo Bbl Iprobpeni NMLEH3IO.

O danne kntova

®avin knoya — daiin ¢ paclumpeHnem key, npepocTtasnsemslin Bam “Jlabopatopueri Kacnepckoro”'. Daiin kntova
npepHasHayeH O akTMBaLMm MPUIOXEHNS My TeM Ao06aBNeHNs TMLEH3VIOHHOMO KIloya.

Bbl nonyyaeTe daiin kntoya no ykasaHHOMY BaMy afpecy 9NnekTPOHHON NoYTel nocne nprobpeTteHns Kaspersky
Endpoint Security nnm nocne 3akasa npo6Holi Bepcun Kaspersky Endpoint Security.

Bam He Hy>HO noaknoyaTbes k cepBepam akTmBaumm "Jlabopatopum Kacnepckoro» A akTMBaLMm NPUNOXEHNS C
nomoLLbto dpaiina knova.

Bbl MoxeTe BocCTaHOBMTb daiin kntoya, ecnv oH 6bin cryyaliHo yaaneH. Bam moxeT notpebosaTtbes daiin koya,
Hanpumep, ons perucTpaummn B Kaspersky CompanyAccount.

Y1o6bl BOCCTAHOBUTL alin Koua, BbiNoNHMUTE Nio6oe 13 cnefyowmnx 4eic TBIIA:
e ObBpaTuTeCh K MPOAABLLYY NINLEH3N.

e [Monyunte daiin kntoya ¢ carita "JlabopaTopum Kacnepckoro”? ¢ MOMOLLBIO MEIOLLErOCs Y Bac Koaa akTUBaLi.

O npepocTaBneHnm gaHHbIX

JInueHsnoHHoe cornaiwueHne

B cnyyae aktmBaumm Kaspersky Endpoint Security konom akTvBaLmm, Ans Leneit npoBepkiy MPaBoMEPHOCTH
NCMONb30BaHNs MPUIOXEHNS 1 ANS NPEeAOCTaBAeHNS CTaTUCTUYECKOM MHPOPMAaLMM O pacnpoCTPaHEHUN 1
ncnonb3oBaHuK NpoaykToB "JlabopaTopun Kacnepckoro”, Bol cornallaeTech B xofe ncnonb3oBanus Kaspersky
Endpoint Security npefocTaBnaTb B @BTOMATUUYECKOM PeXUME CrenyoLLyto MHGOPMAaLIIO:

* TUM, BEPCUIO 1 NoKanmsaumio yctaHosneHHoro MO;
® Bepcun yCTaHOBNEHHbIX 06HoBNeHWI [10;

* npeHTUdrKaTOpP KOMMbloTEPa N naeHTUdUKaTop ycTaHosku MO Ha KoMMblOTepPE;
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KOA, aKTVBaLM I YHUKaNbHbIA MAEHTUPUKATOP aKTBALIN TEKYLLEN NNLEH3NY;
TN, BEPCUIO 1 PaspsaHOCTb ONepaumoHHON CUCTEMBI;

HasBaHVe BUpTYyanbHol cpefpl, ecnu [10 ycTaHOBNEHO B BUPTYanbHOU cpene;
noeHTndrKaTopbl KOMNoHeHTOoB 10, akTUBHbIX HA MOMEHT NpPefocTaBneHns MHbopmauum;
NoaAepPXXNBaEMbIA NCTOUYHVK AaHHDBIX;

Tanmayr,

JaTy 1 BPEMS, yCTaHOB/EHHbIE Ha KOMMbIOTEPE NONb30BaTeNs;

BEPCUIO MPOTOKONE;

TVIN COOEPXXMMOro MPOTOKONA;

ONNHY COAEPXXMMOrO NMPOTOKONa;

TUM MCMOSb3YEMON KOMMPECCU AaHHbIX;

TVN NOANUCK TUKETa aKTVBaLWY;

noeHtTndrkaTop PervoHansHoro LieHTpa AkTuBaumu;

KOHTPOJBbHYIO CYMMY KOAa akTUBaLMK, pacCUnTaHHyto no anroputmy SHAT;
XeL-CyMMY Tena TUKeTa, paccumTaHHyto no anroputmy SHAT,

JaTy v BpeMs CO3[aHNS NINLEH3MOHHOrO TUKETa;

NoeHTNbVKaTOP aKTUBALMN TNLEHSNN;

noeHTNdrKaTOpP TUKETa OECTBYIOLEN NMULEH3UN;

noeHTndrKaTop NoCnenoBaTebHOCTUN JIMLEH3NOHHOIO TUKETS;

aTy v Bpems akTuBaummn NMALEH3NI;

AaTy 1 BpeEMS UCTEeYEeHNs CpoKa AeNCTBNS TNLEeH3NN;

CTaTyC NALLEH3UK;

BEPCUIO TNLEH3NN;

YHVKanbHbIA oeHTUPUKaTOP KOMMbIOTEPA MOSb30BaTENS;

BEPCUIO 3arofioBKka NNLEH3VIOHHOIO TUKETA;

HasBaHVe NPorpamMmbi;

TUN NepenaBaemMblX AaHHbIX;

BEepCuO CXxeMbl nepenaBaemMblX JaHHbIX;
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MOMHYO BEPCUIO ONepPaLMOHHON CUCTEMbI;
onvcaHe NCromnb3yemMoil BUPTYanbHOWN MaLUnHbI;

Cnncok I/IJJ,eHTI/Id)I/IKaTOpOB COBMECTUMbIX I'IpI/IJ'IO)KeHI/IIZ.

Ecnun nonyyeHne obHoBReHWI BoiNonHseTcs ¢ cepBepoB "JlabopaTopum Kacnepckoro', ans uenei ynyJtleHuns
kauecTBa paboTbl MexaH3Ma OBHOBMNEHNS, Bbl COrfallaeTech Neproanyecki NPefoCcTaBnsTe CedyoLLyO
nHdopMaLmio AN AEHTUPUKALIM MPOorpaMMbl BO BPeMst 0BbHOBMEHNS 6a3 1 Mopyneli:

noeHTudurkatop MO (ApplD);

noeHTUdVKaTOp AENCTBYIOLLEN NMLEH3NY;

YHVKanbHbI ngeHTudnkaTop yctaHosku O (InstallationID);
YHUKanbHbI aeHTUdMKaTop 3anycka 3agayn obHosneHns (SessionlD);

Bepcuio MO (Buildinfo).

MonoxxeHune o Kaspersky Security Network (KSN)

Vcnonb3osaHne KSN moxeT yckopuTb peakumto MO Ha yrposbl MHGOpMaLMOHHON 1 ceTeBoli 6e3onacHOCTH.
3asgBneHHas Lenb 4OCTUraeTCs MOCPEACTBOM:

onpeaeneHns penyTaunm NpoBepseMbiX OOBbEKTOB;

BbISIBIEHNS HOBbIX 11 CTOXHbIX AJ151 OBHaPY>KEHNS Yrpo3 MHPOPMALMOHHO 1 ceTeBo 6e30MacHOCTH, a TakXe KX
NCTOYHVKOB;

onepaTVBHOrO NMPUHSTIS MepP MO MOBbILLEHWIO YPOBHS 3aLLMTbl IHPOPMAaLIMK, XPaHUMO 1 obpabaTbiBaeMoi
[Nonb3oBaTenem ¢ ncnonb3oBaHnem KomnbioTepa;

yMEHbLUEHNS BEPOSITHOCTU NOXHbIX CpabaTbiBaHWIA;

noBbIeHNs 3bdPeKTUBHOCTN paboTbl koMnoHeHTOoB [10;

paccnefoBaHns 3apaxeHisl Ha KOMMbloTepe Mosb3oBaTens;

ynyuJLleHus BbicTponencTBUS NponykToB "JlabopaTopum Kacnepckoro';

NoMyYeHs CrpPaBoOYHON NHGOPMAaLIMN O KOTMYECTBE OGBEKTOB C U3BECTHON penyTaumeil;

CBOEBPEMEHHOTO BbISBIEHNS U UCTPaBEHNS OLIMBOK, CBA3aHHbIX C MEXaHN3MOM YCTaHOBKM, YAaneHna 1
OBHOBIEHVS MPOaYKTA.

Mpwn ncnonbsosaHum KSN "JlabopaTtopus Kacnepckoro” nonyyaeT 1 obpabaTbiBaeT AaHHbIE B @BTOMaTUYECKOM
pexunme. CocTas nepeaaBaeMblx MOMb30BaTENEM AaHHbIX 3aBUCUT OT TUMa YCTaHOBIEHHOWN NNLEH3UN 1 3a0aHHbBIX
HacTpoek ncnonb3oBaHus Kaspersky Security Network.
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Ecnn Bbl icnonb3yeTe nuueH3nto s 1-4 ysnos, To Npu ncnonb3osaHun Kaspersky Security Network "JlabopaTtopuist
Kacnepckoro” 6ynet nonyyaTb 1 06pabaTbiBaTh CreayoLlme gaHHble B aBTOMATNYECKOM PEXUME:

* Hdopmaums 06 Ncnonb3yemMon NMUEH3NUW: TUM JIMLEH3WN 1 CPOK €€ AeCTBIUS, KOIMYECTBO AHEN A0 UCTEYEHNS
cpoka AeCTBUS NNLEH3UW, nAeHTUPUKaTOP NapTHEpPa, y KOTOPOro nprobpeTeHa NMLUEH3Ns, noeHTudrKaTop
PernoHanbHoro LieHTpa akTUBaLMKW, KOHTPOSbHas CyMMa Koga akTvBaLmm, Xxell-cyMmMa Tena TUKeTa,
paccunTaHHas no anroputmy SHAT nata v Bpems co3naHns NMLEH3NOHHOIO TUKETa, MAEHTUPUKaTOpP
nHdopMaLN O NMLEH3U, MOEHTUDUKATOP NMLEH3NOHHOTO TVKETA, AEHTUPUKATOP NOCNEA0BaTENBHOCTH
NMLEH3MOHHOIO TUKETAa, YHUKanbHbIA NOEHTUdMKATOP KOMMbIOTepa Nomnb3oBaTens, AaTta Hadvana 1 OKOHYaH1s
nepvoga BanMoHOCTU IMLEH3NOHHOIO TUKETa, TeKYyLLLee COCTOSHNE NNLIEH3NOHHOMO TVKETa, BEPCUS 3aronoska
TVKeTa, BePCUs NMULIEH3UN, naeHTUdnKkaTop cepTudrkaTa NOANUCH 3aroioBka TUKETa, KOHTPObHAas CyMma
daiina Knoya, CepuiiHbI HOMep NoAnMcUVIKa 3aronoBka TUKeTa, TOKEH aBTOPU3aLL.

* [lonHas Bepcus ycTaHosneHHoro [O; Tun yctaHoeneHHoro NO; naeHTudukatop obHosneHus Mo;
noeHTUdrKaTOpP CryXObl penyTaumm; MAeHTMGUKaTop Trna NPOTOKONa; NAEHTUUKATOP PErMoHanbHOro LIEHTpa
aKTUBaLY; BEPCUS CMINCKa OTO3BaHHbIX 3akoueHnii cnyx6ol [0; noeHTudukaTop cpaboTaBsLuein 3anMcu B
aHTUBMpPYCHbIX 6asax [10; BpeMeHHas MeTka cpaboTaBLueli 3an1McKy B aHTVBUPYCHbIX 6a3sax [NO; Tvn
cpaboTaBLueli 3anncy B aHTUBMPYCHbIX 6a3ax NO; yHukanbHbIn naeHTndmkaTop yctaHoBkM [0 Ha koMMbloTepPE;
AaTa akTUBaLMM NLEH3UW; AaTa OKOHYaHUS Cpoka AeNCTBUS NMNLEH3UN; NOEHTUOMKATOP NMLEH3UN; CTaTyC
NMLEH3MK, MO KOTopo ncnonbdyeTtcs NO; TN KOHTPONBHOW CyMMbl 06pabaTbiBaeMoro o6bekTa; HasBaHne
OBHapy>eHHOI BPELOHOCHO MPOrpaMMbl UK NeranbHol NPorpamMmMbl, KOTopas MOXET ObITb MCMOoNb30BaHa AN1s
HaHeceHVs Bpeda yCTPOWCTBY U AaHHbIM NMOMb30BaTENS; KOHTPOMbHAs CyMMa obpabaTbiBaeMoro o6bekTa;
KOHTpoOsnbHas cymma koaa aktusaumm [MO; nonHas Bepcus MNO; yHUKanbHbIA NAEHTUGUKATOP YCTPONCTBA;
noeHtndrkaTop MNO; koHTponbHas cymma dalina koua, KoTopbiM akTrBMpoBaHo NO; noeHTdrKaTOp
NHDOPMALIMOHHO MOLEN, MPYMEHEHHO MPY NPEA0CTaBNEHN NNLEH3MN Ha ncrnonb3oBaHue [0;
noeHTndrKaTop cepTrdrKaTa, KOTOPLIM MNOANMCaH 3aroNoBOK NMLEeH3noHHoro TukeTa MO; aaTa 1 Bpems
CO30aHMs NMUEH3MoHHoro TukeTa NO; KOHTPonbHas CyMMa NNLEH3NOHHOro TrkeTa [0O; Bepcus NMLEH3NOHHOro
TukeTa [1O; Bepcus kopa akTusaumm M0O; popmaT AaHHbIX B 3anpoce K MHPpacTpykType [NpaBoobnanatens;
noeHTNVKaTOp TUKETa TeKYLLE NMUEH3NK; naeHTudbukaTop komnoHeHTa [1O; pe3ynbTaT AelicTBIl,
BbiNofHeHHbIX 1O; kon, owmnbky; agpec Beb-cryx6bbl, Ha KOTOPbIN OCYLLLECTBNSAIOCH 0bpabaThiBaemMoe
obpalleHue (Beb-agpec, IP); Homep nopTa; Beb6-afpec NCTOYHMKa 3anpoca k Beb-cnyxbe (referrer); nyGnmuHbIi
Kntou cepTuduKaTa; oTnevaTok LMPpoBoro cepTrdrikaTa npoBepsIieMoro o6bekTa 1 anropuTM XELLNPOBaHUS.

Ecnu Bbl icnonb3yeTe nuueH3nto s 5 1 Gonee y3nos, To npu ncnonbsoBaHun Kaspersky Security Network
"NabopaTopus Kacnepckoro' 6yneT nonyyaTs 1 06pabaTbiBaTb CNEAYyOLWME AaHHbIE B aBTOMATUYECKOM PEXUME:

* VIHpopmMaLms 0 BEpCUsIX YCTaHOBIEHHOM Ha koMMbloTepe onepaunonHol cuctemsl (OC) 1 ycTaHOBNEHHbIX
nakeToB OBHOBNEHUI, BEPCUS 1 KOHTPOIbHbIE cyMMbl (MD5, SHA2-256, SHAT) daiina gapa OC, napameTpel
pexuma paboTtbl OC; Bepcus OC, Homep cbopkun OC, Homep obHosneHns OC, pepakumns OC, paclumpeHHas
nHdpopmaLms o penakumm OC; Bepcus naketa obHosneHns OC; naTa 1 Bpems 3anycka OC; Bpems 3aaep>Xkiu
06paboTky cobbITUS 0 coBeplueHnn fencTaus B OC B MoaccTEME NOBEAEHYECKOrO aHanm3a; KonmyecTeo
3apepXKaHHbIX COBbITUI TekyLLero Tuna, coBeplueHHbix B OC; Bpems 3aaepxXky 06paboTkm cobbiTus o
cosepLueHnn felictems B OC B noacrcTemMe NpoakTUBHON 3aLUMThI; KOMMYECTBO 06paboTaHHbIX COBbLITUI,
coBepLUeHHbIx B OC; konmyecTBo 06paboTaHHbIX CUHXPOHHbBIX COBbLITUIA, coBepLueHHbIx B OC; cymmapHas
3afepkka BCex CobbITUIA TekyLLEro Tuna, coepLueHHbix B OC; Bpems 3amepXku 06paboTku cobbiTus o
cosepLuenHnn gelictems B OC B noacrcTemMe NOCTOSHHOIO XpaHeHUst COBLITUIA; CyMmapHas 3aaepxxKa BCex
cobbITHiA, coBepLUeHHbIX B OC; KONMUYECTBO OXMAAIOLLLX CUHXPOHHbBIX COBbITUI, coBepLueHHbIX B OC; aaTta n
BPeMs nony4YeHnst cobbiTus o coseplueHnmn aelicTtans 8 OC.

* VIHpopmaLms o nocnenHeit HeycnelwHon nepesarpyske OC: KONMYECTBO HEYCMELLHbIX Mepe3arpy3ok.
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* Hdopmaums 06 yctaHoBneHHoM 10O MNpaBoobnagaTens 1 COCTOSHMN aHTUBMPYCHOW 3aLLMTbl KOMMbIOTEPA:

noeHTudmrkatop yctaHoskm 10O (PCID); Bepcus 3anuncu B 6ase fAaHHbix [10; yHUKanbHbIA naeHTuduKkaTop
yCTaHOBKM NMPOorpamMmbl Ha KOMMbIOTEPE, TUM MPOrpamMMbl, UAEHTMGUKATOP TUNa NPOorpamMmbl, NosHas BEpCcus
yCTaHOBNEHHOU NPOorpamMmbl, MAEHTUPUKATOP BEPCUN HACTPOEK NMPOrpamMmbl, UAEHTUPUKATOP TUMNa
KOMIMbOTEPA, YHUKabHbIV MOEHTUOUKATOP KOMMbIOTEPA, Ha KOTOPOM YCTaHOBNEHa NPOrpaMmMa, YHVKasbHbIA
noeHTudrKaTOp Nonb3osaTens B cnyxbdax [paBoobnagaTens, 93blk Tokanu 1 ee paboyee COCTOsIHME, BEPCUS
yCTaHOBJEHHbIX KOMMOoHeHTOB 1O 1 nx paboyee cocTosHNE, BEPCUS MPOTOKOSA, KOTOPbIN NCMONb3yeTcs Ans
noakoueHns K cnyx6am NpaBoobnagatens; nonHas Bepcus yctaHosrneHHoro MO; Tun yctaHosnerHoro [10;
noeHtTndbrkaTop obHoBneHns MNO; noeHTudbrKaTop Cy>X6Obl penyTaunm; UAEHTUPUKATOP TUMNa NPOTOKONa;
NOEHTUPMKATOP PErMoHanbHOro LIeHTPa akTUBAaLIMK; BEPCUS CMIMCKa OTO3BaHHbIX 3aKodeHuii cnyx6ol M0;
noeHTndrKaTop cpaboTasLLeli 3anncK B aHTUBKPYCHbIX 6a3ax NO; BpemeHHas MeTka cpaboTaBLueit 3an1cu B
aHTVBUpPYCHbIX 6asax [MO; Tnn cpaboTasLueli 3ancy B aHTUBMPYCHbIX 6a3ax NO; yHuKanbHbln naeHTdrKaTop
ycTaHoBkM 10 Ha KomMbloTepe; AaTa akTBaLMW TNLEH3UN; JaTa OKOHUYaHUS CpoKa AeNCTBUS NMNLEHSUN;
noeHTbrKaTop TULEH3MK; CTaTYC MNLEH3NN, MO KOTOPOM ncnonbayeTcs [10O; TUn KOHTPOMbHOW CyMMbl
obpabaTbiBaeMoro o6bekTa; HasBaHne 0BHaPY>KEHHOW BPeAOHOCHOM MporpamMMbl UM ieranbHOM MporpaMmel,
KOTopasi MOXeT BbITb MCMONb30BaHa Al HAHECEHNWS Bpeda YCTPOWCTBY U AaHHbIM NONb30BaTeNs,;
KOHTpObHas cyMmMa obpabaTbiBaeMoro o6bekTa; KOHTPObHas cymMmma koga aktusaumm MNO; nonHas sepcua MNO;
noeHtndvkaTop MNO; koHTponbHas cymma dalina koua, KoTopbiM akTrBMpoBaHo NO; noeHTdbrkaTOp
NHPOPMAaLIMOHHOM MOZENN, MPUMEHEHHOW NPW NPEA0CTaBNEHUN NNLEH3UN Ha ncnonb3oBarue [0;
noeHTudrKaTop cepTrdrKaTa, KOTOPLIM MNOAMNMCaH 3arofoBOK NMLEeH3noHHoro TukeTa MO; aaTa 1 Bpems
CO30aHVs NMUEH3MOoHHOro TukeTa NO; KOHTPONbHas CyMMa NULEH3NOHHOTO TrkeTa [0O; Bepcus NMLEH3NOHHOro
TukeTa IMO; Bepcus koda akTusaumm [N0; dopmaT AaHHbIX B 3anpoce Kk MHPpacTpykType [NpaBoobnagatens;
noeHTndbrKaTop TUKeTa TEKYLLEN NMueH3unn; naeHTndrkaTop koMmnoHeHTa O; pesynbTaT OeincTsuii,
BbINonHeHHbIX [10; kog, owmbKy; appec Be6-CnyObl, Ha KOTOPLIV OCYLLECTBNANOCH 0bpabaTbiBaEMOE
obpalLeHne (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOUHMKa 3anpoca Kk Beb-cnyxbe (referrer);
KOMMYECTBO LMKIIOB OBHOBNEHNS 1 MPUMEHEHNS aHTUBMPYCHbIX 6a3; AaTa 1 BpeMs NoCneaHero O6HOBNEHIS 1
MpVMEHEeHNs aHTUBMPYCHbIX 6a3; aaTta 1 Bpems Bbinycka 6a3 I0O; Bepcus komrnoHeHTa NM0O; noeHTndmkaTop
o6bHosnerws MNO; Tnn yctaHosneHHoro 10O; aaTa 1 Bpems 3anycka KOMMNOHEHTa MOHUTOPUHI akTUBHOCTY; faTa U
BpeMs ycTaHoBkM [10; BepoSTHOCTb OTNPaBKM CTAaTUCTUKM KOMMOHEHTOM MOHUTOPVHI aKTUBHOCTU; KOA,
CobbITUSs, 06pabaTbiBaEMOro KOMNOHEHTOM MOHUTOPUHI aKTUBHOCTU AOSbLUE CTaHAAPTHOrO BPEMEHN
0bpaboTky; BpeMst 06paboTku cobbiTus B 6asax, 06paboTka KOTOPOro KOMIOHEHTOM MOHUTOPVHF aKTUBHOCTU
LMnach [osblie CTaHAaPTHOrO BPEMEHU; MakCUMaribHO OMyCTMMOe BpemMst 06paboTku cobbiTus
KOMMOHEHTOM MOHUTOPWHI akTUBHOCTY; BPeMsi 06paboTkn cobbiTus, 06paboTka KOTOPOro KOMMOHEHTOM
MOHUTOPWHI akTVBHOCTY AnMNach AOsblle CTaHAAPTHOrO BpeMeHU; obLLee KOnMYecTBo CobbiTuii, 06paboTka
KOTOPbIX KOMMOHEHTOM MOHUTOPWHI @k TUBHOCTY ANMIAach AOSbLUe CTaHAAPTHOrO BPEMEHW.

[anHble 060 Bcex obpabaTtbiBaeMbix 0b6bekTax 1 fericTausx: 3akmouermre MO no obpabaTbiBaeMoMy O6beKTY;
Kop, kaTanora ¢ainos; pasmep obpabaTbiBaeMoro ob6bekTa; KOHTponbHas cymma (SHA256) obpabaTeiBaemoro
o6bekTa; Homep obHapy>eHHOro 1O B KOHTEKCTE KOMMOHEHTa MOHUTOPWHI aKTUBHOCTW; AaTta U BPeMs
0oBHapyeHns CTOPOHHErO 1O KOMMOHEHTOM MOHUTOPVIHI @K TUBHOCTY; XapaKTEPUCTUKL OBHapPYKEHS;
noeHTudrKaTop cpaboTasLLeli 3anncK B aHTMBUPYCHBIX 6a3ax O; npuurHa obHapyxeHns ctopoHHero 10
KOMMOHEHTOM MOHUTOPUHI aKTUBHOCTW; KOHTPOsbHas cymma (MD5) obpabaTbiBaeMoro o6bekTa; pesynstaT
MPOBEPKM MNOAMMCYU MOLYSIS, LLeNOCTHOCTb KoToporo nposepseTcs NO; nms obpabaTbiBaeMoro o6bekTa; TUrM
cpaboTaBLueli 3an1cKy B aHTUBMPYCHbIX 6a3ax NO; nyTb kK 0bpabaTbiBaeMOMy 06BEKTY; NMS IPOBEPSEMOrO
obbekTa; Aata 1 Bpems nposepku; URL-agpec 1 Referrer, no koTopoMy OH Bbin 3arpy>xeH; pasmep npoBepsieMblx
dainoB 1 NyTH K HAM; MPU3HaK HaXOXAeHWS B apX1Be; JaTa 1 Bpems cosaaHns aiina; Mg, pasmep v
KOHTpOnbHble cymmbl (MDD, SHA2-256) ynakosLuyka (ecnv dalin Obin ynakosaH); sHTponus daiina; Tun dpaiina;
Kof Tuna dalina; NpuaHak ncrnonHsemoro darlina, uaeHTUdUKaTop NCNonHaemoro daina n dopmat
ncrnonHsiemMoro ¢arina; KOHTposbHas cyMMa o6bekTa (MD5, SHA2-256); Tvn v 3HauyeHne LononHUTENbHO
KOHTPONbHOM CyMMbl 06bekTa; faHHble o SLUIM (cepTudukate) obbekTa: AaHHble 06 n3paTene ceptudukaTa,
KONMYeCTBO 3aryckoB 06bekTa C MOMEHTa NocneaHel OTnpaBkn CTaTUCTUKK, NAEHTMKATOP 3aaaun
NpoBepKM, crnocob nonyyeHns nHdopmaLm o penyTaumm obbekTa, 3HaveHne unbTpa target, TexHnyeckme
XapaKTePUCTUKI MO MPUMEHSEMbIM TEXHOMOMMSIM OBHapPY>KeHNS; My Tb K 0bpabaTbiBaeMoMy 06bekTy; KoL,
kaTanora ¢ainos.
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* [Ins ncnonHsembix $paiinos: aHTponns pasaenos ¢aiina, NpuaHak NpoBepKn penyTaumm unv nognucu daiina,
Ha3BaHWe, TUM, naeHTUdrKaTOpP TUNa, KOHTPONbHas cymma (MDS) 1 paamep NPUNOXeHNs, 3arpy>KeHHOro
NpoBepsieMbIM 06BEKTOM, My Tb K MPUIOXEHMIO 1 MY TH K LIaBnoHaM, MPU3HaK HaxoXAeHWs B CrINCKe aBTo3arnyckKa,
[aTa 3anucu, Crncok aTpubyToB, Ha3BaHMe yNnakoBLLyKa, MHopMaLmMs O LIMPPOBOI MOAMMCH MPUNOXEHNS:
nspatens ceptudurkaTa, Ha3BaHne otnpasngemoro daiina 8 bopmate MIME, nata 1 Bpemsi cbopku darina.

* /HdopmaLms o 3anyckaeMblx MporpamMmax 1 Nx MOLynsxX: KOHTPOSbHbIE CYMMbl 3arnyckaemblx dalinos (MD5,
SHA2-256), paamep, aTprbyThbl, faTa CO3AaHNs, M ynakoBLuuka (ecnv daiin 6bin ynakosaH), MeHa daiinos,
JaHHble O 3anyLLeHHbIX B CUCTeMe npoLeccax (naeHTrudukaTop npolecca B cucteme (PID), ums npouecca,
AaHHble 06 YUYEeTHOI 3an1cK, OT KOTOPOIA 3aMyLLLEH NPOLIECC, MPUNOXEHUM 1 KOMaHe, 3arnyCTMBLUEN npoLiecc,
MOMHbIV Ny Tb K Ppalinam npouecca n KOMaHAaHas CTpoka 3arnycka, OnMcaHme NPUNoXeHUs, K KOTOPOMY OTHOCUTCS
npoLecc (HasBaHWe NPUNOXEHNS 1 JaHHble 06 n3paTene), a Takxke AaHHble 06 Ucnonb3yeMbix LdPOoBbIX
ceptudukaTax n nHbopmMaLmnsg, HeoBXxoaMMas A9 IPOBEPKM MOAAMHHOCTY 3TUX CepTUdUKATOB, UK AaHHbIE 06
OTCYTCTBUM LM POoBOI noagnucu daiina), Takke nHbopmMaLms O 3arpy>kaemMbix B MPOLIECChl MOAYNSIX: X UMEHa,
pasmep, TUMbl, 4aTbl CO34aHNS, aTPUBYThl, KOHTPOsbHbIE cyMMbl (MD5, SHA2-256, SHAT), nyTu K HMm,
nHdopmaLms saronoska PE-dalinos, nMeHa ynakoBLUMKOB (ecnu dalin 6bin ynakosaH), MHGopMaLms O Hanuuum u
BaNMAOHOCTU AaHHbIX 3TOV CTaTUCTUKY, AEHTUPUKATOP YCoBUS GOPMUPOBaHNS NepenaBaemMori CTaTUCTUKN.

* B cnyyae o6HapyxeHWs yrpo3bl U Ys93BUMOCTH, LOMONHUTENBHO K MHPOpMaLmn 06 obHapy>XeHHOM 06bekTe
npepocTasnseTcs MHPopmaums o6 naeHTdrKaTope, BEPCUM 1 TUME 3anmncu B aHTUBMUPYCHbIX 6asax, HasBaHne
yrposbl cornacHo knaccudukaumm Npasoobnagatens, fata v Bpems NoCneaHero 0bHOBNEHNS aHTUBMPYCHbIX
6as3, nvg ncnonHsemoro dalina, koHTponbHas cymma (MDS) daiina npunoxerus, sanpocusliero URL-agpec, B
KOTOPOM MnpounsoLuno obHapyxerue, IP-agpec (IPv4 nnun IPvé) obHapyxeHHOM yrpo3sbl, naeHTUudukaTop
ySI3BUMOCTU U knacc ee onacHocTu, URL-anpec n Referrer cTpaHnubl 06HapyXeHNs YS93BUMOCTMU.

e B Clny4yae O6HapY)KeHI/I9I noTeHumanbHO BPegOHOCHOIo obbekTa npenocTaBnAaAeTCy |/|H¢op|v|au,|/|9 O JaHHbIX B
namsaT NpoLeccoB.

* VIHpopmaLums o ceTeBoln aTake: IP-agpec aTakytoLLero KomnbloTepa 1 HOMep NopTa KOMMbloTepa Nnosb3oBaTens,
Ha KOTOpbIVi Oblna HanpasneHa ceTeBas aTaka, MoeHTUdUKaToOpP NPOTOKOA, MO KOTOPOMY BbINOSHSANACh aTaka,
Ha3BaHue 1 TUM aTaku.

* IHbopmMaums o ceTeBbIX COEANHEHMSIX: BEPCUS 1 KOHTPOSbHbIE cyMMbl (MD5, SHA2-256, SHAT) daiina
npoLiecca, OTKpbIBLLIEro NOpT, Ny Tb K painy npouecca 1 ero LumdpoBas NOANMCh, oKanbHbIA 1 yoaneHHbIn [P-
afpeca, HoMepa NoKanbHOro 1 YAANEHHOMO NMOPTOB COEANHEHWS, COCTOSIHUE COEANHEHWS, BPEMS OTKPbITUS
nopTa.

e URL nIP-agpec Beb6-CcTpaHuLpl, Ha KOTOPOU Bbin 0BHaPY>KEeH BPEAOHOCHbIN U MOAO3PUTESbHBIA KOHTEHT, UMS,
pa3smep 1 KOHTposbHas cyMma daiina, 3anpocmsLuero aaHHbii URL, noeHTrndvkaTop, BeC 1 cTeneHb
NPUMEHNMOCTW MPaBna, Mo KOTOPOMY Bbin BBIHECEH BEPAVIKT, LieSb aTaku.

* IHdpopmaums 06 06HOBMEHNM YCTAHOBNEHHOW MPOrpaMMbl U aHTUBMPYCHbBIX 6a3: CTaTyC 3aBepLUeHs 3aaaun
OBHOBMEHWS, TUM OLIMBKN, KOTOPas MOrfia NPON30ATY NMPY OBHOBAEHNM, YACTO HEYCTELLHbIX 3aBEPLLEHNI
OBHOBNEHWS, MOEHTUDUKATOP KOMIMOHEHTa NPOrpamMMbl, KOTOPLIV BbINOMHIET OBHOBNEHME.

* [Hdopmaumsa o6 ncnonbsosaHum Kaspersky Security Network (nanee "KSN"): noeHtudurkatop KSN,
noeHTudurkatop MO, nonHas Bepcua N0, obeannyeHHbIn IP-agpec ycTpolicTBa nonb3oBaTens, nokasatesnm
KavecTBa BbINonHeHNs 3anpocos k KSN, nokasatenu kauectsa o6paboTku nakeTos ans KSN, nokasatenu
konuuecTBa 3anpocos B KSN 1 nHdopmaLms o Tunax sanpocos B KSN, gaTta 1 Bpems Hauana nepepaun
CTaTUCTUKM, AaTa 1 BPEMS OKOHYaHWS Nepeaaydn CTaTucTukm, MHpopmaLms 06 0OHOBNEHMSX KOHPUIypaLmm
KSN: noeHTrdmKaTop akTUBHON KOHOUINYpaLmm, UAEHTUPUKATOP MOTyYEHHON KOHDUMYpaLmK, KO OLIMBKN Npu
OBHOBMNEHMN KOHUIypaLIn.

* VIHpopmaLms O COBBITHSIX B CUCTEMHBIX XXypHanax: BpemMs CobbITus, HasBaHMe XypHarna, B KOTOPOM OBHapyXeHO
cobbITVe, TUN 1 KaTEeropusi CObbITUS, Ha3BaHNE CTOYHMKA COBBITUS U ero OnmncaHune.
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* IHdopmauma ons onpepenerns penytaumm paiinos, URL-agpecos n ceptudukaTon: URL-agpec, ons koToporo
3anpalunBaeTcs penyTaums n Referrer, Tvn npoTokona coeanHeHns, BHY TPEHHWIA naeHTUdbuKaTop Trna
NporpamMmbl, HOMep 1CMOob3yeMOro NopTa, AEHTUPUKATOP NMoNb30BaTeNs, KOHTPObHas CyMMa NMpOoBEPSIeMOoro
daiina (MD5), Tun o6Hapy>eHHO yrpo3sbl, nHbopMaLns O 3anmcu, koTopas bbina 1crnonb3oBaHa ans
OBHapyXeH1s yrpo3bl (MaeHTUPUKaTOP 3anmncK B aHTUBUPYCHOM Base, BpemMs CO3AaHns 1 TUM 3anncu);
nyBAnYHBIA KNtoy cepTudurkaTa; oTnevaTok udpoBoro cepTudukaTa npoBepsemMoro obbekTa 1 anropuTm
XeLUNPOBaHMSI.

* [laHHble 0 TeppuUTOpPUanbHOM PacnpPOCTPaHEHHOCTV NPOrpamMMbl: AaTa YCTaHOBKM 1 JdaTa akTuBaLmm
nporpamMmbl, UAeHTUdMKATOP NapTHEPa, NPeSOCTaBMBLLErO NINLEH3MIO AN aKTUBALMI NPOrpamMmbl,
noeHTNdrKaTOP NPOrpammbl, UAEHTUGUKATOP S3bIKOBOI JIOKaNM3aLmm NporpamMMbl, CEPUHBIA HOMEP NNLLEH3NN,
Mo KOTOPOI NporpamMma akTUBUPOBaHa, npusHak yuyactus B KSN.

* IHdopmaums 06 NCnonb3yemMon NULEH3NU: TUM JINLEH3MN U CPOK ee AeNCTBIS, KONMYECTBO OHEWN 0,0 UCTEUYEHNS
cpoka LeNCTBUS NNLEH3UN, MOEHTUVKATOP NapTHEPa, Y KOTOPOro nprobpeTeHa NULeH3ns, noeHTudrkaTop
PEervoHanbHOro LeHTpa akT1BaLum, KOHTPOSIbHas CyMMa KOfa akTUBaLLMK, Xell-CyMMa Tena TUkeTa,
paccunTaHHag rno anroputmy SHAI, naTta 1 Bpems co3naHns NMULEH3NOHHOMO TUKEeTa, MAeHTUd1KaTOp
nHPopMaLIN O MNLEH3UN, UOAEHTUPUKATOP NINLEH3MOHHOTO TUKETA, UAEHTUPUKATOP NOCNELOBATENBHOCTY
NNLLEH3NOHHOTO TUKETa, YHUKasbHbI MAeHTUdUKATOP KOMMbloTEpPa Nosib30BaTeNs, faTa Hayana M OKOHYaHUS
nepuona BannaHOCTU IMLEH3NOHHOIO TUKETa, TEKYLLLEE COCTOSIHME NNLEH3NOHHOIO TVIKETA, BEPCUS 3aroioBka
TVKETa, BEPCUS NMULIEH3UN, naeHTudbrkaTop cepTudrkaTa NOANNCY 3arofioBka TUKETa, KOHTPObHAs CyMMa
darina knoya, cepuiiHbli HOMepP NOAMMCHMKa 3arofioBKa TUKETa, TOKEH aBTOPU3aLIMN.

* IHdpopmaumsa 06 ycTaHOBIEHHOM Ha KOMMbIOTEPE annapaTHOM obecrneyYeHnn: TUM, Ha3BaHNe, MOLEeSb, BEPCUst
MPOLUMBKM, XapaKTEPUCTUKN BCTPOEHHbIX 1 MOAKIIIOYEHHBIX YCTPOCTB.

* Hdopmauus 06 ycTpolicTBe: AEHTUPUKATOP YCTPONCTBA.
* Hdopmauums o paboTe koMnoHeHTa "Beb-KoHTpornb": Bepcurs KOMMOHEHTA, MPUYMHA KaTeropusaLmu,

LOMOSHUTENbHas MHPOPMaLLMS O MPUYMHE KaTeropusaunm, kateropuanposaHHbili URL-appec, IP-appec xocTa
3abroKNPOBaHHOrO/KaTEropU3NPOBaHHOrO O6BbEKTA.

Takxe Ans BOCTUXKEHNS MOCTaBNEHHbIX LieNei NoBbilleHns addekTrBHOCTM obecneunsaemoli 10 3awuThi
"[NabopaTopus Kacrnepckoro” MoxXxeT nonyyaTe 06BbEKTbI, KOTOPbIE MOy T NCMOb30BaThCS 3/10YMbILLIEHHVIKAMU L1
HaHeCceHVd Bpefa KOMMbIOTEPY WUV CO3aaBaTh Yrpo3y MHdopmMauroHHol 6esonacHocTu. K Takum o6bekTam
OTHOCATCS:

® VICMOMHSEMbIE N HENCTIONHAEMblE dalinbl LENMKOM UM YaCTUYHO;

® yyacTKV OMNepaTUBHOM NamMSAT! KOMIbIOTEPA;

® CeKTOpbl, y4acTBYIOLLME B MPOLLECCE 3arpy3Ku OnepaLioHHON CUCTEMbI

® MakeTbl 4aHHbIX CeTEBOro Tpaduka;

* Beb-CTpaHKLbl 1 ANEKTPOHHBIE NMCbMa, COAEPXKAaLLME MOLO3PUTENbHBIE U BPEOOHOCHbBIE O6bHEKTHI;

® onvcaHue knaccos 1 ak3emnnsapos knaccos WMI xpaHunuiLa;

® OTYETbl 06 aKTUBHOCTU MNPUNIOXKEHUIA.
Takune oTuyeTbl 06 aKTUBHOCTM NMPUIOXEHWIA CooepyKaT crneaytoLLme AaHHble o daiinax 1 npoLeccax:

* LM, pa3Mep 1 Bepcus oTrnpaensemMoro daiina, ero onncaHne 1 KoHTposbHble cymmbl (MD5, SHA2-256, SHA),

noeHTndrkaTop dopmaTa, Ha3BaHVe ero NPON3BOANTENS, HA3BaHNE NPUIIOXEHNS, K KOTOPOMY OTHOCUTCS dalin,
MOMHBIV Ny Tb K Ppalinly Ha KOMMbIOTepe 1 KOA, LiabnoHa Ny Tu, AaTta 1 BpemMs Co3aaHns 1 moandukaumm darina;
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* [aTa v Bpems Hayana 1n OKOH4YaHUs cpoka AencTBms cepTudukaTa, ecnv oTnpasnsemblii Gann umeeTt LMpposyto
noAanuch, Jata v Bpems NoAnucaHns, vs nspatens cepTtudrkaTa, MHpopmaLms o BnagensLe ceptudukara,
OTneYaTokK 1 OTKPbITHIN Koy cepTudrkaTa 1 anropuTMbl UX BbIMMCIEHWS, CEPULIHBI HOMEP cepTrdmrKaTa;

® VM yYETHOI 3anmncK, OT KOTOPOIA 3anyLLeH NPoLEecc;
® KOHTpPObHbIE cyMmbl (MD5, SHA2-256, SHAT) nmeHn komnbloTepa, Ha KOTOPOM 3aryLLEH NPOLLECC;
® 3arofioBkV OKOH MPOLLECCa;

* yoeHTUbUKaTOP aHTUBUPYCHbBIX 6as, HasBaHVe 0BHapPY>XEHHO Yrpo3bl cornacHo knaccudvikaumm "JlabopaTtopum
Kacnepckoro”;

* MHbOPMaLING O NMULIEH3NN NPUNOXEHNS, NOSHTUDUKATOP NNLIEH3UN, ee TUM 1 JaTa UCTEeYeHNs CpoKa AeNCTBUS;
* floKanbHOE BPeMs KOMMbIOTEPa B MOMEHT NPeLOCTaBNeHs MHPOpMaLnY;

* VMeHa 1 nNyTu K dalinam, K KOTopbIM Mosyyasn LOCTYn NPOoLEecc;

e URL- nIP-agpeca, k koTOpbIM 06paLLLancs NpoLLecc;

e URL- n IP-agpeca, c KOTOpbIX Bbif1 MOMYyYEH 3arpy>KeHHbIl daiin.

Takxe Ans DOCTUXKEHNS 3asIBNEHHON LLeNi B YacT NPeaoTBPaLLeHNs NIOXHbIX cpabaTbiBaHuli "JlabopaTopus
Kacnepckoro” MoxeT nonyyaTb [OBEPEHHbIE MCMONHAEMbIE 1 HEUCTIONHIeMble daiinbl U KX YacTu.

OsHakomneHne c MNMonoxxeHnem o Kaspersky Security Network

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUTOXEHWS.

2. Ha 3aknapke [lononHuTenbHO HaxmuTe Ha kHorky MokasaTb MonoxeHue o KSN.

Kaspersky Endpoint Security coxpaHsieT B ®aiine TpaccmpoBku crneaytoLLyio MHGopmaLmio:

* nHbopMaLMo 06 YCTPONCTBE U 06 YCTaHOBIEHHOW Ha HEM OMNEPAaLIMOHHON cUcTEME (YHVKabHBbINA
npeHTndrKaTop yCTpOoIcTBa, TN ycTpolicTea, MAC-agpeca ceTeBbIX YCTPOWCTB, TUM ONepaumoHHON CUCTEMBI,
BEPCUIO OMNEPaLIOHHON CUCTEMBI);

* yHbopMaLMO O paboTe NPUNOXEHNS 1 ero MOLYEN;
e yHbopMaUMIO O NOANUCKE (TUM NOAMUCKN, PEMVIOH);

* yHbopMaLMio O 93bike MHTepdelica, MOeHTUDUKATOP MPUNIOXKEHNS, KACTOMMNIALMIO MPUTOXEHNS, BEPCULO
MPWNOXEHWNS, YHUKANbHBI MOEHTUPUKATOP YCTaHOBKM MPUMOXEHWS, YHUKaNbHbBIA MAEHTUPUKATOP KOMMBbIOTEPE;

* MHPOPMALMIO O COCTOSHUN 3aLLUTbI KOMMbIOTEPA OT BpegoHocHoro 10, a Takxke aaHHble 060 BCcex
06paboTaHHbIX 1 0BHapYyXeHHbIX 06bekTax (Ha3BaHNe OeTEKTUPYEMOro 06 beKTa, AaTa 1 BpeMs OBHapyXeHWs,
Be6-afpec, Mo KOTOPOMY OH bbin 3arpy>eH, HasBaHVs 1 pa3Mep 3apaxeHHbIx Gainos 1 NyTu K HAM, IP-anpec
aTakyloLLLEro KoMrboTeEPa U HOMepP NnopTa KoMmrbtoTepa [Nonb3oBaTens, Ha KOTOPEIV Bbla HarnpaseHa ceTeBas
aTaka, nepeyeHb akTUBHOCTEN BPeOOHOCHOW MporpaMMbl, HexxenaTenbHble Be6-afapeca) 1 COOTBETCTBYIOLLLMX
percTteusx 1 pelennsx 10 1 nonb3oBaTens No HUM;

* nHPOPMALMIO O 3arpy>KeHHbIX MONb30BaTeneM nporpamMmmMax (Beb-agpeca, atpubyTol, pasmep bainos, CBeAeHMS
O npovecce, KoTopsblli 3arpysun daiin);
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* yHbOopMaLMIO O 3anycKaeMblx MPOorpaMMax 1 X MoLynsx (pasmep, aTpubyTol, AaTa co3naHns, MHdopmaums
3aronoska PE, pervoH, nms, pacnonoxeHrue, yrnakoBLLVKN);

* yHPpopMaLmio 06 oLMbKax 1 NCNONb30BaHWN NONb30BaTENbCKOrO MHTepdelica ycTaHoBneHHoro 10
"NabopaTtopun Kacnepckoro”;

* MHPOPMALIMIO O CETEBbLIX COeanHeHusx: IP-anpec yaaneHHoro KomrnbloTepa 1 komnbtoTepa [Nonb3oBaTens,
HOMepa NMopPTOB, Yepe3 KOTOPbIE YCTaHaBNMBaNOCh COeAMHEHME, CETEBOI MPOTOKON COEANHEHUS;

* MHPOPMALIMIO O CETEBbIX MakeTax, MoyYaeMblX 1 NepenaBaeMbiX KOMMAbIOTEPOM Mo MHGOPMaLMOHHO-
TENEeKOMMYHUKALIMOHHBIM CETSM;

* yHbopMaLMio 06 OTNPaBASEMbIX M MPUHAMAEMbIX COOBLLEHNSIX BNEKTPOHHOW MOYUTHI I MFHOBEHHbIX
COOBLLEHVSX;

* vHdopMaLMIO O NoceLlaeMbix Beb-agpecax: AaHHbIe O NIorVHE 1 Maporne Ans calita u cogepxxumoe daiinos
cookie (ecnun coeanHeHne ycTaHaBMBanoCh Mo OTKPbITOMY MPOTOKOTY);

* ny6nunuHbIli cepTrdurkaT cepsepa.

daiinbl TPaCCUPOBKM COQEPXKaT TOMbKO AaHHbIe, HEOBXoAMMbIE AN19 YCTPaHEeHNs HEeNMonagok B paboTe NpunoxeHuns.
"NabopaTopus Kacnepckoro” ncnonbayeT dalinbl TPacCUPOBKM B LIENSIX PacCnefoBaHVs HUUOEHTOB, CBSI3aHHbIX C
olwmnbkamu B paboTe npunoxerust Kaspersky Endpoint Security.

Mo ymonuaHuio cospaHne ¢ainioB TPacCUPOBKIM BbIKMOUEHO. Bbl MOXeTe BKounTb cosfaHne ¢ainnos
TPaccupoBKM B HACTPOKax MPUIOXKEHNS.

Daiinbl TPaCCUPOBKM MOXHO OTNPaBuTb B "JlabopaTtopuito Kacnepckoro” Tonbko BpyuHyio. [punoxeHne He
OTnpaBngeT aBToMaTu4ecku alinbl TpaccrpoBkm B "JlabopaTtoputo Kacnepckoro'.

Bbl MoXeTe BbIbpaTh crnocob oTrnpasku ¢aiinos Tpaccuposkiy B "JlabopaToputo Kacnepckoro”™.

MNepen otnpaskoii dpalinos Tpaccuposky B "JlabopaTopuio Kacnepckoro” 03HakoMbTeCh C AaHHBIMU, KOTOPbIE B HUX
cofepxaTtcs.

Ba>kHo! Maiinbl TpaccupoBky MOryT coaepkaTb KoHPuaeHUmanbHble gaHHble. OThpaBnsas daiiibl TpacCupoBKy
B "JlaBopaTopuio Kacnepckoro', Bbl cornallaeTech ¢ Nepenadeit faHHbIX, KOTOPbIE B HAX COAEPXKATCS, a Takxke
BblpaXkaeTe coryiacue co CnocoboM 1x nepenayn.

Tak>ke o9 fononHuTensHol npoBepku B "JlabopaTopuito Kacnepckoro” MoryT oTnpaBnsTbes daiinbl, KOTopble MOryT
NCMONb30BaTbCS 3/10YMbILLTEHHVIKOM C LIENBIO MPUYMHEHS BPEAA KOMMbIOTEPY W AaHHBIM MOMb30BaTeNs, B0 nx
YyacTu.

MonyyeHHas nHdopmaums salmLaeTcs JlabopaTopurein Kacnepckoro' B COOTBETCTBUM C YCTAHOBNEHHbIMI
3aKOHOM TpeboBaHNaMN 1 fecTBYoLLMI NpaBunamu "JlabopaTopun Kacnepckoro”. [laHHble nepenaroTcs no

3aLLUMLLEHHOMY KaHany.

YyuacTue B Kaspersky Security Network sgBnsetcs nobposonbHbiM. PelleHre 06 yyacTu Bbl MPUHNMAaeTe Ha sTane
YCTaHOBKM NPUNOXEHS. Bbl MOXeTe N3MEHNTb CBOE peLleHne B o601l MOMEHT.
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AkTumBaunsa Kaspersky Endpoint Security

BaxkHo! MNpexae yem akTmBupoaTb Kaspersky Endpoint Security, ybeautech, 4To cMcTeMHble AaTa 1 Bpems
KOMrMblOTEPa COOTBETCTBYET PaKTUYECKUM.

AkTVBaLMS NPUNOXEHNS 3akntovaeTcs B 4obaBneHnm kntoya B npunoxerne. KomnoHeHT Managed Detection and
Response akTuBupyeTcs oTaenbHO. YToObl MCNob30BaTb ATOT KOMIMOHEHT, BaM HEOBXOAVMO akT1BMPOBAaTbL
Kaspersky Managed Detection and Response B KoHconu anmuHmcTpuposaHus Kaspersky Security Center nnn B
Kaspersky Security Center Web Console.

Ecnn komnoreHT Endpoint Detection and Response He nopaepxxrBaeTcs Balleli TeKyLLEN NMLEH3VEN, Bam
Heobxoanmo akTrBMpoBaTh Kaspersky Endpoint Detection and Response oTaensHo.

I'Ipmmeanme. [nsa akTnBauumn NpunNoXeHn4 Tpe6yeTc9| noakoYeHne K UHTEPHEeTY.

AkTuBauUna NPo6HO BEpCcUM NPUNOXEHNS
1. OTKpoliTe rnaBHOE OKHO MPUIOXEHWS.

2. Ha 6okoBoWi naHenu rnaBHOro okHa NPUIOXEHUA HaXXMNTE Jnuenswms.

OTKpOGTCﬂ OKHO JlnueHsans.

3. B okHe JInueHans HaxxmmnTe Ha KHOMkKy AKTUBUpPOBaTD.

Kaspersky Endpoint Security coeguHuTcs ¢ cepBepamu akTrBaumm "JlabopaTopun Kacnepckoro' v otTnpasuT
AaHHble Ans npoepku. B cnyyae ycneLuHol NpoBepKn NpuioXeHne nonyyaeT 1 4o6aBnseT KoY A
BecnnaTHo NpobHo BepCUL.

Ba>kHo! Bbl MoxkeTe akTuBMpoBaTh NpobHyto Bepcuto Kaspersky Endpoint Security Tonbko B ToM criyyae,
€Cn MPUNOXeHVEe He BbiNo paHee aKkTVBUPOBaHO Ha BalleM KOMIbIOTEPE.

AKTUBaUMS NPUNOXEHUS C MOMOLLbIO KOA.a aKTUBaLmn
1. OTKpoliTe rMaBHOE OKHO MPUIIOXEHNS.

2. Ha 6okoBOVi NaHen rnaBHOro OkHa NPUNOXeHUs HaxxmmTe JTnueHsus.

OTKkpoeTcs okHO JuueHsuns.
3. B okHe JlnueH3us BBeanTe Ko akTuBaLMu, nonyyYeHHbIn npu nokynke Kaspersky Endpoint Security.

4. HaxkmuTe Ha KHOMKYy AKTUBMPOBAaTb.

MprmeuaHue. Kop akTrBaLmMm NpeacTaBnseT CobOo YHUKanbHyo NoCnefoBaTebHOCTb U3 ABaaLaT
NaTUHCKMX BYKB 1 LIMDP B HOPMATE XXXXX=XXXXX~XXXXX=XXXXX.
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MNpunoxxeHre cCoeaHUTCS C cepBepammn akTuBaumn "JlabopaTtopun Kacnepckoro” v oTnpaBuT Kog, akTBaLmm
LS NPOBEPKM MOO/IMHHOCTU. B cnyyae ycnelwHoro 3aBepLUeHns NpoBEPKI KOAa akTVBaLLM MPUTOXEHNE
aBTOMaTNYECKM MOMyYnT 1 0OBABUT NNLEH3NOHHDIA KoY.

MprmeyuaHue. B 3aBUCUMOCTI OT KOAA aKTMBaLLMN, BO3MOXHO, BaM NMoTpeByeTcs 3anoHnTb
PErVcTPaLVOHHYIO Gopmy.

Ecnu kop akTrBauMmn He MporiaeT NPoBepKyY, MOSIBUTCH COOTBETCTBYIOLLLEE yBeAoMAeHe. B aTom cnyvae
obpaTtuTech 3a nHbopmaLeli B KOMMaHWio, KoTopas ipefocTaBuia BaM 3TOT KO, akTUBaLVIN.

Mocne aKkTvBaLMm MPUIOXEHNS C MOMOLLbIO KOfa akTuBaLmmn B OkHe JluueHsna ByneT oTobpaxaTbCs criegytoLast
MHpopMaLMs:

* CTaTyC NMULEH3VN UM MOATNNCKM;
® aKTUMBHbIE KITIOYY;
* pe3epBHble KoYV (ecnv OHV Bbiny fo6aBneHb!);

® TUM NNLEH3NN N KOTMYECTBO KOMMbIOTEPOB, Ha KOTOPbIX Bbl MOXETE NCMOJIb30BaThb MpUioXeHre no
,D,eVICTBy}OLLI,eVI JIMUEH3NN U noannmcke;

b qDYHKLI,VII/I NPUNOXEeHN4A, OOCTYMNHbIe Mo TeKYU.LeIZ NUeH3nn nnm noanncke;
¢ [aTa 1 BpeMy OKOHYaHU4A CpoKa OeNCTBUS NNLEH3NW;

® KONMYECTBO OHEWN 00 3aBepLlleHnsd Cpoka OEeVNCTBUS NNLLEH3NI.

[lpocmoTp nHPOpMaLMKM © NNLEH3M

MpocmoTp nHPopmaLmm o NNLEH3UN
1. OTKpOTEe rNaBHOE OKHO MPUSIOXKEHWS.
2. Ha 6okoBoli maHesn rnaBHoro okHa NpUoXeHus Haxxmmte JinueHsus.

OTKpoech OKHO JluueHsus.

B okHe JlnueH3na moxeT oTobpaxaTtbcs cnegytoLuas MHpopmMaLms:
* CTaTyC NULEH3MN UV NOATNCKY;
® aKTUBHbIE KIOUY;
® pesepBHble KoUK (eCnv OHM Bbinn Lo6aBneHb!);

® TN IVNLEH3UN 1N KONMMYECTBO KOMMBbIOTEPOB, HA KOTOPLIX Bbl MOXETE UCMOb30BaTh NPUIOXEHME MO
OEVCTBYIOLLEN NNLEH3UM NN NMOOMCKE;

b qDYHKLI,I/II/I NPUNNOXEeHUd, OOCTYMNHbIE No TeKyu.I,eI7I IMUEH3 NN noannmcke,
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® [aTa n BpeMyd OKOH4YaHng Ccpoka OEeNCTBUS NNLEH3V;

® KONMMYECTBO OHEW [0 3aBEPLUEeHNS CpoKa AENCTBUSA MULEHSNN.

anaBneHVle MUeH3ndIaMm n noanmckamm

Bam Hy>XHO MPOAINTb NINLEH3MIO, ECIN UCTEK CPOK AeNCTBUS INLLEH3U, CBA3aHHOM C aKTUBHBIM K/TIOYOM, a
pe3epBHbIl kitoy He Bbin fobasneH. Korga cpok AelicTBUS TULEH3MN NCTEKAET, MPUMOXEHVE NMPOAOIXKaeT paboTaTb
C OrpaHNYeHHON BYHKLIMOHANbHOCTHIO (CTAHOBATCS HELOCTYMHbI OBHOBNEHNE MPUNOXEHNS, UCMONb30BaHNE
Kaspersky Security Network, Be6-KoHTponb 1 wmdposaHue ancka FileVault uepes Kaspersky Security Center). Bb
NMO-MPEeXHEeMY MOXETE NCMOIb30BaTb BCE KOMMOHEHTbI MPUIOXEHUS U BbINMOHATE MOUCK BpefoHocHoro 10O, Ho
TONbKO Ha OCHOBE 6a3 MPUNOXEHNS, YCTaHOBMEHHbIX [0 JaTbl OKOHYaHWS Cpoka OeCTBUS TULLEH3UN.

BaxkHo! [Npun ycTapeBaHun 6a3 BpenoHocHoro O puck 3apaXkeHns BaLlero KoMrbloTepa BO3pacTaeT.

MpopneHue cpoka AeNCcTBUS NNLEH3UN

1. Ha 6okoBoli naHenu rnaBHoro okHa NRUIOXKEHNUS HaxkmMuTe LieHTp 3awwmThl.

OTkpoeTcs okHo LieHTp 3awuThi.
2. B okHe LleHTp 3awwmTbl HaXXMUTE Ha KHomky MNpopanuTe.
OTkpoeTcs Beb-cTpaHuLa ¢ nHdopmaumeli 0 NPOAIEHNN NNLEH3WN Yepe3 NHTepHeT-MarasuH "JlabopaTopum
Kacnepckoro» nnu y naptHepos koMnaHun. Ecnin Bel npoanesaeTe Cpok AeNCTBUS NMNLEH3NN Yepes HTePHEeT-

MarasuH, kop, akTusaumm Kaspersky Endpoint Security 6ynet oTnpasneH Ha aneKTPOHHbI afpec, KOTOPbIN Bbl
ykasanu B popme 3akasa, no GpakTy onnatbl.

Mpw ncnonbsoBaHUK NpunoxeHns no nognucke Kaspersky Endpoint Security aBTomaTnyeckn obpatyaeTcs K
cepBepy aKkTVBaLmM Yepes OnpeaeneHHble MPOMEXYTKN BPEMEHN BMIOTb OO AaTbl OKOHYaHNS MOAMNCKM.

Ecnu Bbl Mcnonb3yeTe NpUioxeHre no HeorpaHuieHHon nognucke, Kaspersky Endpoint Security npognesaet
noanucky 6es Balero y4acTus.

Ecnu Bbl ucnonb3yeTe NpunoXeHe No orpaHNYeHHO NOANNCKE U NMbrOTHbIA NEPUOS 419 NMPOLSIEHNS NOAMUCKMA
3akoHumncs, Kaspersky Endpoint Security ysenomnsgeT Bac 06 3ToM 1 npekpaLLaeT NonbITK/ aBTOMaTMYeCKOro

npogneHnd Nnoannuckn, a Takxe nepectaeT 06HOBNATL 6a3bl MPUINOXEHNSA.

Bbl MOXeTe NPOANVTL NMOAMMCKY BPYUYHYIO, CBA3aBLUNCH C MOCTAaBLUMKOM YCYT, Y KOTOPOro Bbl Nprobpenn Kaspersky
Endpoint Security.

MpopneHue nognncku
1. OTkpoliTe rmaBHOE OKHO MPUIOXEHUS.

2. Ha 6okoBoli naHenu rnaBHOro okHa MPUNOXEHNA HaXKMNTE JTnueHsus.

OTkpoeTcs okHo JInueHaus.
3. B okHe JInueHsus HaxxmuTe Ha KHomnky MepeliTn Ha caliT nocTaBLyyMKa YChyr.

OTkpoeTcs caiT NocTaBLLVIKa YCIyT.

38



MHorpa cTaTyc Noanmnckn MoXeT CTaHOBUTLCS HeakTyasbHbIM. B aToM criyyae BaM Hy)XHO OBHOBUTBL €ro BpyUHY!O.
Ecnun y Bac HeT pelicTsytoLeli nognucku, Kaspersky Endpoint Security npekpaliaeT 06HoBNSTL 6a3bl NPUIOXEHNS
(B cnyyae nopnmcky Ha 0BHOBEHWE) UK NMPeKpaLLaeT 3alyLLaTh KOMMboTEpP (B Cyyae Noanmcky Ha OBHOBEHME
1 3aWmTY).

O6HoBneHne cTaTyca NoANMCcKu

1. OTKpoliTe rMaBHOE OKHO MPUIOXEHWS.

2. Ha 6okoBoli maHesn rnaBHoro okHa NpUoXeHus Haxxmmte JlnueHsus.

OTkpoeTcs okHo JluueHsus.

3. B okHe JInueHsuns HaxxmMmnTe Ha KHOMKY ¢,

CpaBHeHMe QyHKLMI MPUNIOXEHNS B 3aBUCUMOCTMN OT
TVNa NMLEH3UK ong pabounx CTaHU

Habop nocTtyrHbix dyHkumin Kaspersky Endpoint Security Ha pabounx cTaHuMsIX 3aBUCST OT TWMa NULEH3UN (CM.
TabnmLy HuXe).

CpasHeHue byHkumin Kaspersky Endpoint Security

DyHKUMS Kaspersky Endpoint Kaspersky Endpoint Kaspersky Kaspersky Kaspersky Kaspersky
Security pna Security ans Total Endpoint Optimum Endpoint
6usHeca 6usHeca Security Detection and Security Detection and
CTaHpapTHbIiA PaclunperHbiii Response Response Expert
Optimum

MpoaeuHyTas sawmTa

Kaspersky Security v v v v v v
Network

AHanua nosegeHns v v v v v v
3alumTa OT SKCMoNTOoB v v v v v v
OTKaT BPeAOHOCHIX v v v v v v
nencTeuii

BasoBag 3awuTa

3alyTa oT dalinoBbix vy v v v e v
yrpos

3alwuTa oT Be6-yrpos v v v v v v
3alunTa oT MOYTOBbIX v v v v v v
yrpos

CeTeBoli akpaH v v v v v v
3alumnTa oT ceTeBbIX v v v v v v
yrpos

KoHTponb

6es3onacHocTn

KoHTponb ycTpoiicTs v v v v v v
Be6-KoHTpornb v v v v v v

LLindpoBaHme gaHHbIX

LLindposaHme gnckos ¢ - v v v v v
nomoLupto FileVault
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DyHKUMS

Detection and
Response

Endpoint Detection
and Response
Optimum

Endpoint Detection
and Response Expert

Kaspersky Sandbox

(nnuyeHsuo Ha
Kaspersky Sandbox
HYXHO fpriobpecTu
0TAE/IbHO)

Kaspersky Endpoint
Security pna
6usHeca
CraHpapTHbIiA

Kaspersky Endpoint
Security ana
6usHeca
PaclumnperHbiii
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PelueHne TmMnoBbIx 3agauv

3anycK n 0CTaHOBKa MPUTOXKEHNS]

Cp83y nocne yCTaHOBKN NMpUNoXeHne 3aryckaeTcd aBToMaTN4eCK N B CTPOKE MEHIO NMOABNAETCHA 3HaUYOK
NRUIOCXKEHNS.

3anyck npunoxeHus

B cTpoke MeHIo HaxXM1Te Ha 3HaYOK MPUIOXEHNS 1 BbIGEpUTE B KOHTEKCTHOM MEHIO 3HaUKa NMPUIOXEHNS MyHKT
Kaspersky Endpoint Security.

3aBepLueHne paboTbl NPUNoXeHNs

B cTpoke MeHio HaXkMnTe Ha 3HaUYOK MPUIOXKEHWNS 11 BbIGEPUTE B KOHTEKCTHOM MEHIO 3HaYKa MPUIOXEHNS MYHKT
Bbixoga.

[Mocne 3aBepLlleHns pa6OTbI MPUIIOXEHNA ero npouecc yoandetcd nsa OﬂepaTMBHOVI namM4aTi KOMnbkoTepa.

BaxkHo! MNocne 3aBepLueHns paboTbl npunoxerns Kaspersky Endpoint Security komnbioTep npogomkaeT
paboTaTb B HE3ALLVLLEHHOM PEXMME, YTO MOBbLILLAET PUCK 3apaxKeHs KOMMbloTepa 1 MOTEPU AaHHbIX.

[lpocMOTp CBEAEHN O COCTOSHUN 3aLUUTBI KOMMbIOTEPa

Ha Hannune npobnem B 3alLMTe KOMMbIOTEPA YKa3blBAET NHAMKATOP COCTOSHNS 3aLUMThl KOMMblOTEPa. DTO
n306paxeHne WuTa B aBHOM OKHE NPUIOXEHWU. B 3aBMCMOCTY OT COCTOSHUS 3aLUMTbI KOMMbOTEPA LIBET
nHOVKaTopa MoxeT MeHaTbes. Korna Kaspersky Endpoint Security obHapy»umBaeT yrpossl 6esonacHocTu, B
rNiaBHOM OKHe MPUNOXeEHUs OTobpaxaeTcs CoobLLeHMe 06 aTUX Yrpo3ax, a LIBET HOMKATOpa MEHSETCS.

LiBeT MHOVKaToOpa MOXET N3MEHATbCA Cneayoumnm O6p330MZ

e 3eneHblii. Balw komnbloTep 3aLLMLLEH.

3eneHbili LUBET nHOMKaTopa 03HavaeT, uTo 6asbl BpefoHocHoro MO 6a3bl akTyasnbHbl, BCE KOMMOHEHTI
NPUNOXeHNs paboTatoT B COOTBETCTBUN C NapamMeTpamu, peKOMeHLoBaHHbIMY crielmanicTamy "JlabopaTopun
Kacnepckoro”, a BpeaoHOCHblEe 06BbEKThI OO He OBHaPYXeHbI, TMOO 06E3BPEXEHDI.

e JXenTbliii. YpOBeHb 3aLllNTbl Ballero KoMrnbtoTepa CHUXEH.

KenTblli LBET MHAMKaTOpa o3HavaeT, uTo npunoxeHne Kaspersky Endpoint Security 3adukcnposano npotnemy.
K Takum npobrnemam OTHOCATCS He3HaUMTENbHbIE OTKITOHEHNS OT PEKOMEHAYEMbIX MapaMeTPOB 3aLUUTbI U
HesHaunTenbHoe ycTapeBaHve 6a3 MPUIOXKeHUS.

¢ KpacHbiir. Bal KoMMbloTep HaxoaMTCs Nof, YrpO30i 3apaXkeHus.

KpacHbIli LIBET HOVKaTOpa O3Ha4YaeT Hanmume cepbesHbiX Mpobnem, KOTopble MOMYT MPVBECTU K 3aPaXeHNIo
KOMrMblOTEPa 1 MoTepe AaHHbIX. Hanpumep, KpacHbIli LIBET MOXET yKasblBaTb Ha TO, UTo 6asbl BpegoHocHoro 10O
MPUWNIOXEHNS CUMBHO YCTapenu, MPUIOXEHNE He akTUBMPOBAHO U OBHapPYKeHbl BPELOHOCHbIE OBBEKTHI.

PekomeHayeTcs kak MOXHO ckopee peLunTb NpobrnemMbl 1 yCTPaHUTb yrpo3bl 6e3onacHoCTU.
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[lpocmoTp pabouero CoOCTOAHUS YCTaHOBNEHHbIX
KOMMOHEHTOB

Kaspersky Endpoint Security nossonseT npoBepsiTb COCTOSHNE YCTAaHOBEHHbIX KOMMOHEHTOB NMPUIOXEHNS B OKHE
BesonacHocTb. lHOVKaTOp pSOoM C Ha3BaHNEM KaXXAoro KOMMOHEHTa OTpaxXaeT ero cTaTyc.

MpocmoTp cTaTyca KOMMNOHEHTa

1. OTKpOTe NaBHOE OKHO MPUIOXKEHWS.

2. Ha 6okoBOVI NaHen rnaBHOroO OKHa NMPUIOXEHWs HaXMnTe Ha KHomnKy BesonacHocTb.

OTkpoeTcd okHo BesonacHocTb.

MoryT oTobpaxaTbCs crenyoLLme NHANKaTOPbl COCTOSHAS:

e} KomMnoHeHT 3anyLueH.

& KoMmnoHeHT 3anyLueH 1 ynpasnseTcs NoanTykol 6esonacHocTu.

O KomnoHeHT HencrnpaseH.

g KoMMoHeHT HevicnpaBeH 1 ynpasnseTcs NoanTrkol 6esonacHocTH.

KOMMOHEHT BbIK/THOUEH.
KoMMOHEHT BbIk/tOYUEH 11 ynpasnsgeTcs NonmMTrko 6e3onacHocTu.
n KoMnoHeHT nprocTaHoBneH.

Q KoMmnoHeHT He nopaepxmBaeTcs AeliCTBYIOWLEN NMLEH3NEN.

I'Ipmmeanme. ns HEKOTOPbIX KOMMNOHEHTOB Bbl TAKXXE MOXETE BOCMOJ/Ib30BaTbCH MEHIO C TPEM4A TOYKaMN
pPAAOM C Ha3BaHMEM KOMMOHEHTa, UYTOObI OTKPbITb OTHET NI HACTPOWUTb NapamMeTpPbl KOMMNOHEHTa.

BbikntoueHne n Bo3obHoBNEHWE 3alnTbl KOMIMbOTEPA

Mo ymonuaHuto Kaspersky Endpoint Security 3anyckaeTcs npu cTapTe onepaLuyioHHON CUCTEMbI 1 3alLyLLaeT BaLl
KOMIMbIOTEP B TEYEHME BCErO BPEMEHN paboTbl. Bce koMmnoHeHThl 3awmThl (3awmta oT $ainoBbix yrpos, 3awmura ot
Be6-yrpo3 1 3almTa OT CeTeBbIX Yrpo3) BKIOUYEHbI 1 paboTatoT.

Bbl MOyeTe BbIK/IIOUNTD 3alnNTy NOJIHOCTBIO ST BbIKJTIOUYNTb HEKOTOPbIE KOMMOHEHTbI 3allThI.

BaxxHo! CreupnanucTsl "JlabopaTopum Kacnepckoro” HacToATENbHO PEKOMEHIYIOT HE BbIKOYaTb 3aLUUTY
KOMMbIOTEpa N KOMMOHEHThI 3aLLMTI, Tak Kak 3TO MOXET MPUBECTU K 3apaXkeHMIo KOMMbIoTepa 1 noTepe
OaHHbIX.
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Ecnn sawmTa KOMMbKOTEPa BbIK/IKOYEHa:

® HeakKTVBHbIA 3HAYOK NMPUIOXKEHVS B CTPOKE MEHIO;

® VHOMKATOP COCTOAHUSA 3aLUNTbl B I1aBHOM OKHe MPUIoXeHUs KpaCHOro LBeTa.

Ecnv BbIKtOYEH OAMH NN HECKONBKO KOMMOHEHTOB 3aLLMTHI, MHONKaTOP COCTOAHNA 3aLlLNTbl KOMMbOTEPAa KPaCHOro
NN XXeNnToro uBeTa.

I'Ipmmeqal-wle. Bbikntouerne nnm npnocTaHoBKa pa6OTbI KOMMOHEHTOB 3alliTbl HEe OKa3blBaeT BJINAHNA Ha
BbINONMHEHNE 3aay NMPOoBEpRKN 1 3adayn 0BHOBNEHMS.

BbIkMoUnTb 1 CHOBA BKIIIOUM T 3aLLMTY KOMMbOTEPa MOXHO ABYMS Crocobamu:
® B MEHIO 3HauKa NPUTOXEHNS;
® B OKHE HaCTPOWKN NPUNOXEHNS;
® B MeHIo 3awuTa.
BoiknioueHne n Bo306HOBNEHME 3aLLMTbI KOMMbIOTEPA B MEHIO 3HaUKa NPUIOXeHUS

1. B cTpoke MeHIo HaXXMUTe Ha 3Ha4YOK NMPUTOXEHWS 1 BbIOEPUTE B KOHTEKCTHOM MEHIO 3HauKa MPUNOXEHNS MyHKT
BoikniounTb 3awmTty/BkniounTb 3awmTy.

Ecnu Bbl XOTUTE BbIKNOUNTD 3alNTY, NOABNAETCA OKHO 3anpoca y4YeTHbIX AaHHbIX aoMUHNCTpaTopa.

2.B okHe 3anpoca y4YeTHbIX AaHHbIX aoMHNCTpaTopa BBEOUTE UMY aaMNHUCTPAaTopa 1 naposb N noaTBepanTe,
YTO Bbl XOTUTE BbIKJTIOUYNTD 3aLUNTY.

BbiknioueHue n Bo3ob6HoBREHNE 3auwunTbl KOMMNblOoTEpPa B OKHe HaCTpOﬁKM npunoXXeHuqd

1. B cTpoke MeHIo HaXXMUTE Ha 3HaYOK MPUMOXEHS 11 BbibepuTe NyHKT HacTporiku.

OTKpOETCS OKHO HACTPOVIKI MPUSTOXEHNS.

2. Ha Bknagke basoag B 6510oke OcHoOBHOE CHUMKTE/yCTaHoBUTE dnaxkok BkniounTb 3awuTy.

BuiknioueHue 1 Bo3o6HOBNEHNE 3awmnTbl KOMMNblOoTepa B CTPOKEe MEHIo

B cTpoke meHto BbibepuTe 3awmTa > BoikniounTb 3awmTy/BraounTtsb 3awwmTy.

BaxkHo! Ecnv Bbl BbIK/IIOUMM 3aLLMTY KOMMblOTEPA, TO Nocre nepesanycka Kaspersky Endpoint Security oHa He
BKJIIOUMTCS aBToMaTU4Yeckn. Bam moTpebyeTcs BKIIIOUNTb €€ BPYYHYIHO.
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BbikntoueHne KOMMOHEHTa 3aLUUThI

1. B cTpoke MeHIo HaXkMUTE Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUITOXEHWS.

2.Ha Bknapoke basosag B Broke <Ha3BaHNe KOMMOHEHTa> CHUMUTE c|>na>|<0|< BknounTtb <HasBaHMe KOMMOHEHTa>.

BaxkHo! Ecnn Bbl BbIK/IOUMM KOMIOHEHT 3aLLThl, TO nocre nepesanycka Kaspersky Endpoint Security oH He
BKJIIOUMTCS aBToMaTU4Yeckn. Bam noTpebyeTcs BKIIIOUMTL EFO BPYYHYHO.

BknoueHne koMnoHeHTa 3awnTbl

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpOEeTCS OKHO HACTPOVIKM MPUTOXEHNS.

2. Ha Bknagke basoeasi B 6roke <Ha3BaHMNe KOMMOHEHTa> yCTaHOBUTE c|>na>|<0|< BkniounTb <Ha3BaHue
KOMMOHEeHTa>.

Tak>xe Bbl MOXeTe BKIIOUNTb 3alunTy KomMnbtroTepa i KOMMNOHEHTbI 3aLlLThbl B I=I,eHTpe 3alUuMThl. BblkntoueHne
3aLnTbl NI KOMMAOHEHTOB 3aLlTbl 3Ha4YNTENbHO MNOBbILLAET PUCK 3apaXkeHsa KoOMMnbloTepa, No03ToOMy |/|Hc1>op|v|au,|/|9|
O BbIKJTIOYEHW 3aLlUNThbI 0T06pa>|<aeT09| B LI,eHTpe 3alnThl.

icnonb3osaHue LleHTpa 3awmThl

LleHTp 3awmTsl — 310 dyHKUMs Kaspersky Endpoint Security, koTopasi no3BonseT aHanMsnpoBaTh U YCTPaHITb
MMeloLLECS MPOBNEMbI 1 YrpO3bl KOMMBIOTEPHOW 6e30MacHOCTH.

Kak oTkpbiTb LieHTp 3awuThl

Ha 60koBO NaHenu raBHOro OkHa NPUIOXKEHNS HaXXMUTe L',eHTp 3awnTbl.

B LleHTpe 3awumTbl Bbl MOXeTE HaliTL MHGOPMaLMo 06 akTUBHbBIX Yrpo3ax, IPOCMOTPETb COCTOSHIE 6a3
MPUMOXEHWS, @ TakXKe NonyunTb MHGOPMALMIO O COCTOSIHAM KOMIMOHEHTOB 3aLLnThl.

MpumeuaHue. Korga cuctemHbIi agMYHUCTPaTOpP Balleli opraHm3aummn BkitoyaeT Be6-KoHTporb, UTobbl
BnokmpoBaTb LOCTYN K onacHeiv Beb-pecypcam, Kaspersky Endpoint Security otobpaxaeT B LleHTpe 3awmThbl
coobueHne Beb6-KoHTponb BkoyeH.

[Ins kaxaol Npobnembl NN yrpo3sbl ykasaHbl AEACTBUS, KOTOPbIE Bbl MOXETE NPeAnpUHSTb, YTODbI peLumnTb
npobnemy unu ycTpaHuTb yrposy. Hanpumep, ecnv npunoxeHne Kaspersky Endpoint Security o6Hapy>xuno Ha
KoMMbtoTepe 3apaxkeHHble daiinbl, Bbl MoxeTe HaxaTb JleunTb. Ecniv 6a3bl BpegoHocHoro MO ycTapenu, Bbl MoxeTe
HaxkaTb Ha KHorky OBHOBUTL. Bbl MOXeTe pelunTb NpobnemMy nnm yCTpaHUTb Yrpo3y cpasy Ui NO3AHee.

HemepnneHHoe ycTpaHeHre npob6aembl Unm yrpossbl

HaxxmuTe Ha KHOMKy ¢ pekoMeHayeMbIM AeACTBUEM AJ1S YCTPaHeH s NpobnemMbl v yrposbi.

an/IJ'IO)KeHI/Ie BbINMONHNT Bbl6paHHoe OencTaue.
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Ecnn Bbl 3aKpoeTe LleHTp 3alnTbl, He YCTpaHMB Cepbe3Hble YIrpO3bl, NHOMKATOP COCTOAHNSA 3aLllTbl KOMMbOTEPAa B
rNaBHOM OKHE MPUNOXeHNa OCTaHeTCA KpaCHbIM 1 6YD,eT HanomMmriHaTb BaM O HEPELLEHHbIX npo6ne|v|ax.

3anyck 3agady NpoBepPKun

B Kaspersky Endpoint Security nocTynHa cTanmapTHas 3ajava nonHol nposepku. B pamkax aToli 3agaun
NMPWoXeHe NpoBepseT NamsTb, 06bEKTbI aBTO3arycka 1 BCe BHYTPEHHIE ANCKM KOMMbIoTepa Ha Hann4mne BrpycoB
1 APYrX BPEAOHOCHbIX MPOrpamMm.

3anyck nonHol NpoBepkn KoMMbloTepa

1. Ha 6okoBoli naHenu rnaBHoro okHa nNpunoxeHusa Haxxmute Mpoeepka.

OTkpoeTcs okHo MpoBepka.

2. HaxkmuTe Ha KHomky 2 Monnas nposepka.

[NonHas npoBepkKa KoOMMboTepa 3anyCTuTCA.

B Kaspersky Endpoint Security nocTynHa cTaHgapTHas 3afada OeicTpoli npoBepku. B pamkax aToii 3agaum
MPUNOXEHNE NPOBEPSET KPUTNUECKN BaxKHble 061acTy KOMMbIoTepa (MamsaTb, 06 bEKTbI aBTO3arycka U CUCTEMHbIE
nanku) Ha Hany4me BUPYCOB 1 APYTrX BPEAOHOCHbBIX MPOrpamMm.

3anyck 6bicTpoli NpoBepKU KOMMbloTepa

1. Ha 6okoBoWi naHenu rnaBHOoro okHa NpUaoXeHus Haxxmute MNpoeepka.

OTkpoeTcs okHo NpoBepka.

2. HaxxmuTe Ha KHomky @ BbicTpas nposepka.

BbicTpas npoBepka KoMMboTepa 3anyCTUTCS.

Ecnu Bbl xoTWTe MpoBepuTb Ha BUPYCHI 1 APYTrie BPeaoHOCHbIE MPOrpamMMbl OTAENbHbI 06bekT (OANH 13
BHYTPEHHVIX ANCKOB, OTAENbHY!IO MarnkKy, daiin uim CbeMHbIA ANCK), TO MOXETE 3anyCTWTb 3a4a4y BblbOpOUHON
npoBeEPKU.

MpoBepka oTpenbHoro o6bekTa

BbinonH1TEe 04HO 13 CnepyoLwmx 4eNCTBUIN:

* [lo npaBoli knaBuLLe MbILLN OTKPOWTE KOHTEKCTHOE MEHIO 06bekTa 1 BbibepuTe NyHKT MNpoBepuTb Ha
BPEAOHOCHbIE NPOorpamMmbl.

* [lepeTawwmTe BbIOpaHHbIi OOBEKT Ha 3HAYOK MpunoxeHus B naHenu Dock.

e [lepeTalumTe BbIOpaHHbI 06beKT B OkHO lMNpoBepka.
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C pe3ynbTaTaMin BbiNOJIHEHNS 3a4a4 NPOBEPKN Bbl MOXETE O3HaKOMUTbCHA B OKHE OTueThl.

Mpumeuanue. Kaspersky Endpoint Security He npoBepsieT daiinbl, pacnonoxeHHsle B xpaHunmwiax OneDrive,
iCloud 1 gpyrunx obnauHbix xpaHunuwax. VicknounTte atun daiinbl 13 obnacTv nposepku. B npoTreHoM cnydae
3afaya NPOBEPKUN MOXET 3aBEPLUNTLCS C OLUNOKOV 3apaxxeHHbIVi parisn He yaaneH.

HacTpolika aBToMaTmn4eckoro 3anycka npoBepkm
KOMMbIOTEPA MO PacnMCcCaHuio

Bbl MoxeTe chopmmpoBaThb pacnmcaHmne 3anycka 3aaad GuICTPO NpoBepky 1 nonHow nposepki. Kaspersky
Endpoint Security BbinonHseT aBTOMaTUYECKYIO NPOBEPKY BCEro KOMMblOTEPa UK BbibpaHHbIX obnacTeli B
COOTBETCTBUN C YKa3aHHbIM PacrcaHnem.

HacTpoiika pacnucaHus 3anycka 3agayum npoBepku n3 okHa lMpoBepka

1. Ha 6okoBoW NaHen r1aBHOro OkHa MPUIOXKEeHW HakKMUTe I'IposepKa.

OTkpoeTcs okHo MpoBepka.

2. HaxxmuTe Ha kHonky PacnucaHue nposepku.

OTKpoeTCs OKHO, B KOTOPOM Bbl MOXETE HAaCTPOWTL NapaMeTpbl PacnmcaHus.
3. YctaHosuTe dnaxok MonHas npoeepka nnv BeicTpas npoBepka.
4. YKaxuTe 4acToTy 3arycka NpoBepKM 1 Bpems 3anycka.

5. Haxxmute OK.

HacTpolika pacnvcaHus 3anycka 3aaaqum NpoBepky N3 OKHa HaCTPOWKMN NMPUIIOXKEHNS

1. B cTpoke MeHIo HaXkMUTe Ha 3HauYOK MPUNOXeHNS 1 BbibepuTe NyHKT HacTporiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUTOXEHWS.
2. Ha Bknapke lNpoBepka HaxmuTe Ha kHomnky PacnucaHume.

3. B oTKpbIBLLEMCS OKHE yCTaHOBUTE driaxkkm PsaoM C HasBaHeM 3aaady, KOTOpbIe Bbl XOTUTE 3anyckaTb Mo
pacnmcaHuio.

4.HacTpoiiTe 4acTOTYy 1 BpeMs 3arycka 3anayn npoBepku.

B. Haxxmute Ha KHOTMKY OK, uyto6hI COXpPaHnTb NSMEHEHNY B pacnmcaHnm 3anycka sagadm npoBepKu.

C pe3ynbTaTtamMin BbiNOJIHEHNA 3adad NPOBEPKN MOXHO O3HaGKOMNTbCH B OKHE OTueThl
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O6HoBMNEHME Ba3 NPUNOXKEHNS

OcHoBHbIM NCcTOUHMKOM 0B6HOoBNEHW Kaspersky Endpoint Security gBnstoTcs cneupanbHble cepBepbl OGHOBMEHWIA
"NabopaTtopum Kacnepckoro'. Kaspersky Endpoint Security Takxke MoOXeT NCMOb30BaTh B KAUECTBE MCTOYHMKE
OBHOBIEHVIVI TOUKI PacrpOCTPaHEHNS, oKasbHble Nanku Unn pyrie Be6-cepBepsl.

MprmeuaHue. [Ins ycrnelwHon 3arpyskn 06HOBRNEHNI C cepBepOB OBHOBNEHN TPeByeTCs NOAKIOYEHME K
NHTEpHeTY.

Mo ymonuaHuto Kaspersky Endpoint Security neproamnyeckun nposepsieT Hanuune oB6HOBEHWIA Ha cepBepax
obHoBneHnin "JTabopaTopun Kacnepckoro”. Ecnn obHoBneHns nocTynHel Ha cepsepe, Kaspersky Endpoint Security
3arpy»aeT nx B GOHOBOM pPEXUME 1 YCTaHaBMBAET Ha KOMMbIOTEP.

3anyck o6HoBneHus Kaspersky Endpoint Security

1. Ha 6okoBoi NaHeny r1aBHOro okHa npunoXxexHud, Haxmnte O6HoBREHMe.

OTkpoeTcs okHo OBHOBNEHNE.
2. Haxkmute Ha kHonky OBGHOBUTB.

MpunoxxeHve NpPoBepUT Hannue o6HOBNEHWN. Ecriv 0BHOBNEHWSI LOCTYMHBbI, MPUIIOXEHNE 3arpy3nT U YCTaHOBUT
MX Ha BaLl KOMMblOTep.

Tak>xe Bbl MOXeTe 3anyCTuTb 3adady OOHOBMEHWS OAHVIM 13 CMELyIOLLIX CMOCOBO0B:
* HaxmMunTe Ha 3Ha4oK NpunoxeHus 1 Bolbepnte O6HOBNEHME.

* B cTpoke meHio BbibepuTe 3awwmTa > O6HoBREHME.

Bbl MOXeTe n3ameHnTb pexxm obHoBneHns 6as Kaspersky Endpoint Security. Mo ymonuaHuo 6a3bl NprnoxeHs
OBHOBNAOTCH aBTOMATUYECKM.

BknioueHune n BbikIoUeHUE aBTOMaTYECKO 3arpy3ku obHoeneHnii 6a3 Kaspersky Endpoint Security

1. B cTpoke MeHIo HaXkMUTE Ha 3HauYOK MPUNOXEHNS 1 BbibepuTe NyHKT HacTporiku.

OTKpOETCS OKHO HACTPOVIKI MPUITOXEHNS.

2. Ha Bknagke O6HoBneHwue B 6noke basbl ycTaHoBUTE /cHUMUTE dnaxkok 3arpy>aTb 06HOBNEHUS
aBTOMaTUYECKWU.

C pes3ynbTatamMu BbiNOJIHEHNS 3a4au OBHOBMNEHVS Bbl MOXETEe 03HaKOMUTLCS B OkHe OTueThl.

MprmeuaHue. PyHKLMOHaNBEHOCTb OBHOBAEHWI (BKlOUasi OBHOBNEHNS cUrHaTyp BpeaoHocHoro 10 1
OBHOBEHNS KOJOBOW Basbl), a Takxke PyHkumoHanbHocTb KSN MoryT 6biTb HepgocTynHbl B 10 Ha TeppuTopun
CLIA.

47



YTo menatb, ecnu gocTyn K panny 3abnoknpoBaH

Mpwunoxerne Kaspersky Endpoint Security 6nokupyeT AOCTYN K 3apaxeHHbIM daiinam nnv nporpaMmam. Y1obbl
Noy4nTb AOCTYM K 3apaXKeHHOMy daliny, ero HeOH6XOAMMO BbINEYNTD.

JleueHue o6Hapy>keHHOro o6bekTa

1. B cTpoke MeHto BbibepuTe 3awmTa > O6HapyKeHHblE 06bEKTHI.

OTkpoeTcs okHo OBHapy>KeHHbIe 06 bEKTBI.

2. B 6noke OBHapy>keHHble 06bEKTbI HAXXMUTE Ha KHOMKY *** PSAOM C Ppaiiiom, KOTOPbIN Bbl XOTUTE BbINEUATL U1
BblbepuTe JleunTb.

MNprnoxeHne HauHET neyeHre BbibpaHHOro o6bekTa. Bo Bpems neueHns ob6bekTa MpunoXxeHne otobpaxaeT
OKHO yBEOOMIIEHNS], B KOTOPOM Bbl MOXETE BbIOpaTh AEICTBIE Hah OB BEKTOM.

JleueHune Bcex oGHapy>EHHbIX 06bEeKTOB

1. B cTpoke MeHto BbibepuTe 3awmTa > O6HapyKeHHblE 06BbEKTHI.

OTkpoeTcs okHo OBHapy>KeHHbIe 06 BEKTBI.

2. B 6noke OBHapy>keHHble 06bEKTbI HAXMUTE Ha KHOMKY JleunTb Bee.

MNprnoxeHre HaUHET NeyeHre OBHapyXeHHbIx 06bekTOB. Bo Bpems neueHns o6bekTa NpunoxeHne otobpaxaeT
OKHO yBEOOMIIEHNS], B KOTOPOM Bbl MOXeETE BbIbpaTh AeliCTBME Hag 06bekToM. Ecnv npn Bbibope aelic TS Bbl
yCTaHOBWTE B OKHE yBe#OMIeHNs Gpnaxok NMpumMeHnTb Bo Bcex NoAo6HbIX cny4vasx, MPUNoXeHe NPUMeHNT
BbIOpaHHOe AeiicTBre KO BceM daiinam aToro Tmna.

Ecnu Bbl yBepeHbl B 6e3onacHocTy $aiinos, AOCTYN K KOTOPbIM BrokupyeT 3alumTa oT $aiinoBbIx Yrpos, TO MoxeTe
BKJIOUNTL UX B [JOBEREHHYIO 30HY.

BoccTaHoBneHve yoaneHHoro nnu Bbie4yeHHOoro
npunoxeHnem daina

NHorpa B npouecce neyveHnya 3apa>KeHHbIX cba|7|nos HE yaaeTcd COXpaHnTb UX LEeTOCTHOCTD. Ecnu BbineyeHHbIl CI)8I7U'I
copep>kan BaXHyto |/|H<1>op|v|au.|/no, KOTOpad B pedynibTaTte iedeHny ctana noiHOCTbIO Ui YaCTUYHO HeD,OCTynHOVI,
MOXHO MOMbITaTbC BOCCTAHOBUTb UCXOOHbI ¢a|71r| n3 ero pGSGPBHOI‘/JI Konmn.

BoccTaHoBneHue yAaneHHOoro nin N3SMeHeHHoro npu nevyeHnm ¢a|7u1a

1. B cTpoke MeHto BbibepuTe 3awmTa > O6Hapy>XeHHblE 06BbEKTHI.

OTkpoeTcs okHo OBHapy>KeHHbIE 06 BEKTBI.

2. B 6noke PesepBHoe xpaHUAnLLE HaXXMUTE Ha KHOMKY *** PSAoM C PpaiiioM, KOTOPEbI Bbl XOTUTE BOCCTAHOBUTD.

OTKpOGTCﬂ BCrbiBatoLL,ee MeHIO.

3. Bbibepute BoccTaHoBUTL daiin.

OTKpoeTCs OKHO, B KOTOPOM BaM HY>HO ykasaTb UMs dalina, Ter 1 narky, B KOTOpYyto OH OyaeT BOCCTaHOBIEH.
o ymMOonuaHWio y>ke ykasaHbl UICXOAHOE 1Ms dalina 1 NCXOOHOe MeCTOMONOXEHME.
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4. YkaxuTte nms dpaiina 1 nanky, B KOTOPYIO Hy>KHO ero BOCCTaHOBUTb.
5. HaxkmuTe Ha kHorky CoxpaHuTb.

an/II'IO)KeHI/Ie BOCCTaHOBUT d>a|7|n B YKa3aHHOE MeCTOMNonoXeHne C ykadaHHbIM MIMEHEM.

Cpasy nocne BOCCTaHOBMEHNS BaM HY>HO NpoBepuTb daiin Ha BpeaoHocHoe NO. Bo3mMoxHO, ¢ 06HOBNEHHBIMM
aHTVBUPYCHbIMI H6a3ami ero yoacTcs BblieunTb 6€3 NoTepu LLeNOCTHOCTY.

BaxkHo! He pexomeHayeTcs BocCTaHaBNMBaTb pe3epBHble konun daiinos 6e3 kpalriHeli HeOBXOAMMOCTH, TaK
Kak 3TO MOXET NMPUBECTM K 3apaXkeHuto BalLero KoMmbtoTepa.

[lpocmoTp oTUeTa 0 paboTe NPUNOXEHNS]

Bbl MoxxeTe npocMoTpeTb oTyeT Kaspersky Endpoint Security co cnvckom Bcex oBHapykeHHbIX 06 bEKTOB Ha
Bknapke O6paboTaHHble 06bekTbl. CCTEMHbIE COOBITUS OTOBpaxatoTcs Ha Bknaake CucTeMHble coBbiTUsS.
[ononHnTensHo, NoAPOBHbIN OTYET GOPMUPYETCS AN KAXA0ro KOMMOHEHTa MPUNOXeHUs: 3aLlnTbl OT dalinoBbix
YrRo3, 3almThl OT BEO-YrRos, 3alumThl OT CETEBbIX YTRO3, AHann3a noBefeH1s, 3agay NpoBEPKM 1 OBHOBNEHNS.

OTkpbiTne okHa OTueThbl

B cTpoke meHio BoibepuTe awmTta > OTveThI.

Yto Aenatb Npu nodasieHnm OKOH YBe,EI,OMJ'IeHI/II7|

YBeOoMNeHNs 0ToBpaXaoTCs B OKHaX YBEOAOMIEHU 1 IHPOPMUPYIOT BAC O COBBITUSX B paboTe NpUoXeHUS,
TpebyloLLMX BalLero BHUMaHUS.

MNpv NosiBNEHN Ha aKpaHe YBeJOMIIEHNS BbibeprTe OONH N3 MPELNOXEHHbIX BapuaHToB AelicTBus. OnTiManbHbIM

BapViaHTOM $BNISIETCS AEeNCTBMEe, HAaCTPOEHHOE B Ka4eCTBe AeNCTBUS MO YMOMYaHWIO creumancTamm
"INabopaTtopum Kacnepckoro'.
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PaclumpeHHasa HacTpoika NpunoXeHns

O6nacTb 3aWKUTbl KOMMNbIOTEPA

O61bekTbl, 06HapyxumBaeMble Kaspersky Endpoint Security, noapasaenstoTcs Ha kaTeropuim no pasnnyHbIM
npvsHakam. MNprnoxeHre Bcerha UWeT BUPYCb, YePBU, TPOSHCKME NPOrpamMMbl Y BPEAOHOCHbBIE YTUINTbL. DTN
MporpamMmMbl MOTYT HEHECTW 3HaUMTENbHbIV BPea, BalleMy KOMMboTepy. [ns noBbILLeHNs 6e30nacHOCTY
KOMMblOTEPa Bbl MOXETE PaCLUMPUTb CMIMCOK OBHapY>XBaeMbix OO BEKTOB, BKIIIOUMB KOHTPOb 3a AEACTBUSAMM
neranbHbIX MPOrpPamMM, KOTOPbIE MOy T BbITb MCMONb30BaHbI 3M10YMbILLIEHHVKOM A5 HAHECEHWS Bpena Ballemy
KOMMbOTEPY UM JaHHbIM.

O6bekThl, 3aWmnTy OT KoTopbix obecrneunsaeT Kaspersky Endpoint Security, nogpasnensiotcs Ha cnefyioLime
KaTeropuu:

* Bupycbl, YepBu, TPOSHCKME NPOrpamMmmMbl, BPEAOHOCHbIE YTUNTbI, PEKTaMHble NPOrpaMmbl U NPOrpamMmbl
aBTOA03BOHaA.

OTa kaTeropus BktoyYaeT B cebsi:
* Bce Tunbl BpeLOHOCHbBIX MPOrpamm.

e [porpammbl, KOTOPbIE MOFyT 4OCTaBUTb BaM Heygo06CTBO, MOCKOSbKY OTOBpaXatoT peknamMHble MaTepuansi
(Hanpumep, 6aHHePbI) Ha BalleM KOMMbIOTEPE UM 3aMEHSIIOT pe3ybTaTbl MoVCKa B BalleM bpaysepe Ha
peknaMHble caliTbl.

° HpOFpaMMbI, KOTOpPbl€ HE3aMETHO YCTaHaBNMBaloT Teﬂed)OHHble coegnHeHns Yyepes KOMﬂb}OTeprIVI MO4eM.

3almTa OT HUX SBNSETCS MUHMMAaNbHLIM HEOBXOAMMBIM YPOBHEM 6e3onacHocTu. B cooTBeTCTBUM C
pekoMeHaaunsamn cneumanmcToB "JlabopaTtopun Kacnepckoro' Kaspersky Endpoint Security Bcerga
KOHTPONMPYEeT 06 BEKTbI B 3TOW KAaTErOpUM.

¢ JleranbHble AporpamMmmbl, KOTOpble MOryT 6bITb UCMOSIb30BaHbI 3N0ywMmblIlWNeHHKOM Ong HaHeCeHUd Bpeaa
BalleMy KOMMbIoTepy nin paHHbIM. OTa KaTeropud Bkno4vaeT B ceb4q neranbHble nporpamMmbl, KOTOPbIE MOTYT
ObITb UCMONb30BaHbI 3710y MbILUTEHHVNKOM O/19 HaHeCEeHNY Bpeda BalleMy KOMNboTepy nnn nepcoHabHbIM
OaHHbIM, Take Kak nporpamMmmbl yganeHHoOro agMMHNCTPPOBaHNS.

BbiGop kaTeropuii o6Hapy>X1uBaembix 06beKTOB

1. B cTpoKke MeHIo HaXXMUTE Ha 3HaYOK MPUNOXEHS 11 BbibepuTe NyHKT HacTporiku.

OTKpoeTCs OKHO HAaCTPOMNKIN MPUOXEHWS.

2. Ha Bknagke Yrpo3sbl B 6r1oke O6HapyuBaemble 06beKTbI YCTaHOBUTE briaXKn pspoM C KaTeroprsivm
0OBEKTOB, KOTOPbIE NPUSIOXEHME AOMKHO OOHaPYXMBaTb.

MpumeuaHue. Kaspersky Endpoint Security Bcerna sawumiaeT BaLl KOMMbIOTEP OT BUPYCOB, YepBeiA,
TPOSIHCKMX MPOrpamMM, BPEeAOHOCHBIX YTUIINT, PeKSIaMHbIX MPOrpamMmM 1 MporpamMm aBTofo3soHa. [loatomy
CHSATb $IaXxoK PSAOM C 3TOW KaTeropuein HEBO3MOXHO.
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B 3aBrcrMOCTIM OT BbIOpaHHbIX kaTeropuli obHapyxumeaemMbix o6bekToB Kaspersky Endpoint Security nonHocTbio
VAN YaCTUYHO UCMOb3yeT Basbl MPUNOXEHNS Ans 3almnTbl OT GaiifioBbixX YrRos, 3aLiyTel 0T Be6-Yrpos 1 npu
BbINONHEHW 38484 MPOBERKM.

MpumeuaHue. Ecrin Kaspersky Endpoint Security oTHocuT nporpammy, koTopasi, Mo BalleMy MHEHMIO, HE
SBNISIETCS OMaCHOM, K BPEAOHOCHbIM NMporpamMmanm, Bbl MOXeTe 400aBuTb ee B [loBepEHHYIO 30HY.

LloBepeHHas 30Ha — 3T0 NepeyeHb 06bEKTOB, kKoTopble Kaspersky Endpoint Security He nposepsieT 1 He
KOHTponupyeT. Hanprmep, BkntoueHe 06bekToB B [JoBEpEeHHYIO 30HY MOXeT noTpeboBaTbes, ecnn Kaspersky
Endpoint Security 6nokupyeT BOCTyn kK kakoMy-n1bo daliny, nporpaMmMe Unv cainTy, a Bbl aOCOMOTHO YBEPEHDI, YTO
3T daiin, nporpamma vnv Beb-agpec 6e3BpesHbI.

dalinoBas 1 ceTeBas akTUBHOCTb MPOrpamMmbl (B TOM YMCTie NoLo3puTeNbHas), [obaBneHHoM B [JoBEPEHHYIO 30HY,
He koHTponupyeTcs. MNpu aTom Kaspersky Endpoint Security no-npexHemy nposepsieT ncnonHsgemolii daiin n
NpoLEeCcc OBEPEHHON NMPOrpamMmMbl.

MpumeuaHune. Korga B HacTpoiikax MOANTUKA aoMUHUCTPATOP 3anpeLLaeT penakTuposaHme [JoBepeHHo
30Hbl, MONb30BATENN HE MOTYT NepeiiTh K HacTpolikam [JoBepeHHO 30HbI.

Ho6asneHune dalina unm nankm B CNNCOK AoBepeHHbIX $HalifioB 1 Nanok 1 yaaneHne us Hero

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPONKI MPUOXKEHWS.

2. Ha Bknagke Yrpo3bl B 611oke VcknioueHnsa HaxkmnTe Ha kHornky [JoBepeHHas 30Ha.

OTKpoeTCcs OKHO HacTpolikL [loBepeHHO 30HbI.
3. Ha Bknapgke @aiinbl 1 nanku N3MeHNTe CrMCOK fOBEPEHHbIX $alinos 1 nanok:
* Y1obbl f06aBUTL daiin nnm nanky B CrNCOK:

a. Haxxmute Ha KHOTMKY +.

OTKpoeTCcs OKHO, B KOTOPOM Bbl MOXeETE BbibpaTh daiin nnv narnkxy.
b. BeibepuTe daiin nnm nanky, KOTOpyto Bbl XOTUTE LO6ABUTD.
c¢. Haxxmute Ha kHorky OTKpbITb.
* YtoObl yoanuTb daiin unm nanky 13 cnmcka:
a. Bolbepute daiin unm nanky, KOTOPYto Bbl XOTUTE YAANUTb U3 CrCKa AOBEPEHHbIX $alinos 1 nanok.
b. HaxxmunTe Ha KHonKy —.

4. Haxminte OK.

[Job6aeneHne Be6-agpeca B CNNCOK AOBEPEHHbIX BE6-aapecoB 1 yaaneHue ns Hero

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUOXEHWS 1 BbibepuTe MyHKT HacTpoliku.

OTKpOEeTCS OKHO HACTPOVIKM MPUTOXEHNS.

2. Ha Bknapke Yrpo3sbl B 6510ke VicknoueHunst HaxxmmnTe Ha KHornky [loBepeHHasi 30Ha.
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OTKkpoeTCcs OKHO HacTpoliky [JoBEpPEHHO 30HDI.

Bbl Takxe MoXeTe OTKPbITb 3TO OKHO, HaXkaB Ha KHorMKy [loBepeHHas 30Ha B pasfene OcHoBHOe Ha Bklagke
BasoBas.

3. Ha Bknapke Be6-appec nameHnTe CNnMcok [OBEPEHHbIX BEG-anpecos:
e Y7060l 06aBUTL BEG-afpec B CAMCOK:
a. Haxxmute Ha KHOMKY +.
b. BBeaute Beb-agpec, KOTOpbIV Bbl XOTUTE LOOaBUTb B CMINCOK.
c. Haxxmnte OK.
* YtoObl yoanuTb Beb-agpec s crncka:
a. BoibepuTe Beb-anpec, KOTOPLIN Bbl XOTUTE YOANNUTD.
b. HaxxmunTe Ha KHOMKY —.
4. Haxkmute OK.

Mo YMON4YaHMO CrNCOK AOBEPEHHbIX Be6—ap,pecos nycT.

,D,oGaBneHme NPUNOo>XXeHnd B CNNCOK AO0BEpPEeHHbIX I'IpI/InO)KeHI/II‘/’I n yaaneHmne n3 Hero

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPOMNKIN MPUOXEHWS.

2. Ha Bknagke Yrpo3bl B 6n1oke VcknioueHnsa Haxkmnte Ha kHornky [JoBepeHHas 30Ha.
OTKpoeTcs OKHO HacTpoliku [loBepeHHO 30HbI.

Bbl Takxe MoXeTe OTKpPbITb 3TO OKHO, HaxkaB Ha KHOMKY [loBepeHHasi 30Ha B pasfenie OcHOBHoe Ha BKraake
BasoBas.

3. Ha saknapgke [JoBepeHHble NporpaMmmbl OTpefakTUPYITe CrMCOK 4OBEPEHHbIX MPUIOXEHNIA:
e Y7066l 0,O6ABUTL MPUNOXEHNE B CAIMCOK:

a. Haxxmute Ha KHOMKY +.

OTKpoeTCs OKHO, B KOTOPOM Bbl MOXETE YkasaTb NnapameTpbl TPebyeMoro npunoxeHus.
b. YkaxxuTe cnenytolye napameTpbl MPUNOXEHNS, KOTOPOE Bbl XOTUTE LOOaBUTD:
e [yTb

¢ TpeboBaHue k noanucu koga

MprmeuaHue. Bbl MoxeTe BBECTUN 3HaUEHWS 3TUX ABYX NAapaMeTpPOB BPYUHYIO NI HaXaTb Ha KHOMKY
Bbi6paTb AN15 BoiGopa NpUnoxeHus, KOTOPOoe Bbl XOTUTE A06aBUTb, B OTKPbIBLUEMCS OKHE. B aTom
Cryyae 3HauYeHnNs 3TVX NapamMeTpoB ByaoyT BbICTaBNEHbl aBTOMAaTUYECKM.
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c. B paspene Onuun BoiGepurTe xoTs 6bl OAVH TUM aKTUBHOCTW, KOTOPbIN Bbl XOTUTE, UTOOLI MPUIOXEHWE
Kaspersky Endpoint Security He koHTponMpoBano:

¢ He koHTponnpoBaTb akTMBHOCTb ¢aiinos
* He koHTponnpoBaTb ceTeByIo aKTUBHOCTb
d. Haxxmmte OK.
* YT06bI yoanuTb NPUNOXEHME N3 CrncKa:
a. Beibepurte npunoxeHune, KOTOPOe XOTUTE yoanuTb.
b. HaxxmunTe Ha KHOMKY —.

Mo YMON4YaHMO CrNCOK AOBEPEeHHbIX ﬂpl/lﬂO)KGHI/IVI nycT.

Pep,aKTmpOBaHme AOBEPEHHOro NpunoXxeHuad

1. B cTpoke MeHIo HaXkMUTE Ha 3HaUYOK MPUNOXEHNS 1 BbibepuTe NyHKT HacTporiku.

OTKpOETCS OKHO HACTPOVIKI MPUSTOXEHNS.

2. Ha Bknagke Yrpo3bl B 6noke VcknioueHnsa HaxmnTe Ha kHornky [JoBepeHHas 3oHa.
OTkpoeTcs OKHO HacTpoiikn [loBepeHHON 30HbI.

Bbl Takke MoXeTe OTKPbITb 3TO OKHO, HaXaB Ha KHomMKy [loBepeHHas 3oHa B pasfene OcHoBHoOe Ha Bklagke
basoBas.

3. Ha Bknapgke [loBepeHHbIe NpUNoXeEHWs BbIbepuTe NPUNOXeHVe, KOTOPOE Bbl XOTUTE OTPEaKTUPOBAaT.
4. HaxxmuTe Ha KHoMKy MIsmeHnTb.
5. B oTKpbIBLLIEMCS OKHE OTpenakTUpynTe napaMmeTpbl MPUTOXEHNS.

6. Haxxmute OK.

BknioueHne KOHTPOIA4 AOBEpPEeHHbIX Be6-ap,pecoa

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHUs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKM MPUITOXEHWS.

2. Ha Bknapgke Yrpo3bl B 6noke VcknioueHnsa Haxmunte Ha kHorky [JoBepeHHas 3oHa.

OTKpoeTcs OKHO HacTpolik [loBepEeHHOM 30HbI.

3. Ha Bknapke Be6-appec cHuMUTE draxok psnom ¢ Beb-agpecom, KoTopelili npunoxerne Kaspersky Endpoint
Security LOMKHO KOHTPONNPOBAaTb.

4. Haxmute OK.
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3awmTa oT PannoBbIX Yrpos3

3aLwmTa oT PaifioBbIX yrpo3 NPefoTBpPaLLacT 3apaxeHne GalinoBol cucTeMbl KoMnbioTepa. KOMMOHEHT
3anyckaeTcs Npu 3arpyske onepauioHHON CUCTEMbI, TOCTOSIHHO HaxOoAMTCS B OnepaTVBHOM MaMsTy KOMMbloTepa U
npoBepsieT daiinbl MNP OTKPLITAW, COXPaHEHWUM 1 3aMyCcke Ha BalleM KOMMbIoTePE 1 Ha BCEX MOAK/OUYEHHbIX AMCKaxX
Ha Hann4yne BPefoOHOCHbBIX Mporpamm. Ecnm BbikiounTb 3awmTy OT PaitfioBbIX Yrpo3, KOMMOHEHT He ByaeT
3anyckaTbCs NMpw CTapTe onepaurioHHon cnucTeMbl. Bam noTpebyeTcs BkatounTb 3amTy oT dalinoBbix yrpos

BPYUHY!O.
BknioueHne u BoiknioueHre 3awmTbl oT palinoBbiX Yrpos

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpOEeTCS OKHO HACTPOVIKM MPUTOXEHNS.

2. Ha Bknanke basoBas B 6n1oke 3awmTta oT $paiinoBbiX yrpos ycTaHoBUTE /CHUMUTE dnaxkok BkniounTb 3awmTty
oT ¢daiinosbIx yrpos.

Bbl Takxxe MoxeTe BkntounTb 3awmTy oT dalinoBbix yrpos B LieHTpe s3awuThl. BoiknioyeHre sawmTsl nnm
KOMMOHEHTOB 3aLLTbl 3HAUMTENBHO MOBLILLIAET PUCK 3apaXXeHNs KOMMboTepPa, MO3TOMY MHPOpMaLs O
BbIK/IIOYEHNM 3aLLMTbl OToBpaxaeTcs B LieHTpe 3awmTbl.

Bbl MoxeTe chopmMmpoBaTb 06NacTb 3aLLMTbI, BKIIIOUUB B Hee 06bekTbl, KOTOopble ByaeT NpoBepsTh 3alumTa oT
dannoBbIx yrpos.

Do6asneHune daiina unv nankm B obnacTtb 3almThl 1 yaaneHne n3 Hee

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpOoeTCs OKHO HAaCTPOWKM MPUMTOXEHWS.

2. Ha Bknagke BasoBag B 6510ke 3awmTa oT $paiinoBbixX yrpo3 HaxxmM1Te Ha KHorky O6nacTb 3almThbl.

OTKpoOeTCs OKHO CO CrUCKOM OBBEKTOB, KOTOPbIE NMPOoBepseT 3alumTa oT Galinosblx yrpos. 1o ymonuaHumo
3awyTa oT GalinoBbIX Yrpo3 NpoBepseT BCe 0ObEKTbI, PacMONOXeHHbIE Ha BHY TPEHHUX, CbEMHbIX 1 CETEBbIX
LMcKax, MOAKIIIOUEHHbIX K KOMMBbIOTEPY.

MprmeyaHue. YTo6bl 3HAUMNTENBHO YMEHBLLNTH BPEMS BbIMONHEHNS MPOBEPKN, Bbl MOXETE MPOMNyCTUTb
MPOBEPKY CUCTEMHOrO TOMa "TOJbKO A9 UTeHus". [1o ymonuaHuio 3almta oT GpalinoBbx yrpos He
npoBepseT CUCTEMHbIA TOM "TOMbKO ANS YTEHNS".

3. B 6noke O6nacTb 3awmThl [ob6aBbTe 06HEKTHI B 06MACTb 3aLUNThI UV YAANUTE UX U3 HEE:
e YT06bl 0,06aBUTL daiin unm nanky B 061acTb 3amnThl:

a. Haxxmute Ha KHOMKY +.

OTKpoeTcs BCrbiBatoLLee MEHIO, B KOTOPOM Bbl MOXETE BblibpaTb 06bekThl A/19 [o6aBneHns B 06nacTb
3aLUUThI.

b. Bo BcnnbiBatoLem MeHto BeibepuTe anemMeHT Paiinbl 1 nanku.

OTKpOeTCS OKHO, B KOTOPOM Bbl MOXETE BbibpaTh daiin nnm nanxy.
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c. BeibepuTe daiin nnm nanky, KOTOpyto Bbl XOTUTE O6aBUTL B 06NacTb 3aLLUTbI.
d. HaxxmuTe Ha kHomnky OTKpbITb.
e Y106bl yoanuTb Gaiin unm nanky 13 obnactu 3almnTh:
a. BoibepurTe 06beKT B criicke 06bekTOB B 061aCTU 3aLLMThI.
b. MNepeTalumnTe BbIOPaHHbIN O6BEKT N3 OKHA UM HAXMIUTE Ha KHOMKY —.

4. Ecnu Bbl XOTUTE, YTOOBI MPUOXEHVE MPOBEPSNIO CUCTEMHBI TOM "TOMBKO AN UTeHns", B 61oke OnTumnsaums
cHumuTe dnaxok MponyckaTe NPOBEPKY CUCTEMHOrO TOMa KTOMbKO AJIS YTEHNS».

BaxxHo! B uensx BesonacHocTr onTnMmM3aungd MoOXxeT BbITb BbIK/OYEHA.

5. HaxxmunTe Ha kHorky CoxpaHuTb.

[ob6aBneHne o6bekTa N3 cnmcka cTaHAapTHbIX 06 bEKTOB 3alMThl B 0651acTb 3aWwuUThl U yaaneHue us Hee

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe MyHKT HacTpoliku.

OTKpOEeTCS OKHO HACTPOVKI MPUTOXEHNS.

2. Ha Bknanke basoBag B 6noke 3awmTa oT $paiinosbIx Yrpo3 HaxmuTe Ha KHonky O6nacTb 3alumThbl.

OTKpoeTCs OKHO CO CMMCKOM O6BEKTOB, KOTOPbIE NPoBepseT 3aluuTa oT PpaitnoBbix yrpo3. o ymonyaHuo
3awmTa oT PainoBbIX yrpo3 NPoBepsieT BCe 06BEKTHI, PACMONOXEHHbIE Ha BHY TPEHHNX, ChEMHbIX 1 CETEBbIX
LMcKax, MOAKIIIOUEHHbIX K KOMMBbIOTEPY.

MpumeyaHune. YTobbl 3HAUNTENBHO YMEHBLUNTL BPEMS BbINOTHEHNS MPOBEPKM, Bbl MOXETE MPONyCTUTbL
MPOBEPKY CUCTEMHOrO TOMa "TOMbKO Ans YTeHns”. [No ymonyaruio 3aLumTa oT GpaiioBbix yrpos He
npoBepsieT CUCTEMHbIA TOM "TOMbKO ANS YTEHNS".

3. B 6noke O6nacTb 3awnTbl )J,O6aBbTe 06beKThl U3 crvcka CTaHOapPTHbIX 0b6bekToB 3alnTbl B obnacTb 3anTbl
nnn yoanmte nx N3 Hee:

® YTOObI ,D,O6aBI/ITb 06beKT 13 cnmcka CTaHO4apTHbIX o6bekToB 3alnTbl B obnacTb 3alnTbl

a. Haxxmute Ha KHOMKY +.

OTKpoeTcs BCrbiBaloLLee MEHIO, B KOTOPOM Bbl MOXETE BblibpaTb 06bekThl A/19 [o6aBneHns B 06nacTb
3aLUUThI.

b. Bo BcnnbiBatoLLeM MeHIO BbibeprTe 06BbEKT, KOTOPbIN Bbl XOTUTE 4OOaBWTL B 06/1aCTh 3aLLMTLI (HanpuMep,
Bce BHYTpeHHne guckn).

e YT06bl yoaniTb 06beKT N3 CriCka CTaHAAPTHLIX O6BEKTOB 3alLMThl U3 0BNacT 3aLUTHI:
a. BbolbepuTe 06beKT B crnivicke 06bEKTOB B 061acT 3aLLMUThI.

b. MepeTalmTe BoIGpaHHbIi OOBEKT U3 OKHA N HAXKMUTE Ha KHOMKY —.
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4. Ecnu Bbl XOTUTE, UTOBbI MPUIIOXEHWE MPOBEPSINIO CUCTEMHbIA TOM "TOMbKO AN YTeHns”, B 6rioke OnTuMmusaums
cHumuTe dnaxok MponyckaTe NPOBEPKY CUCTEMHOrO TOMa KTOMbKO A YTEHNS».

BaxHo! B Liengax 6esonacHOCTV ONTUMMN3ALINS MOXET ObITb BbIK/lOYEHA.

5. HaxkmuTe Ha kHorky CoxpaHuTb.
BbikntoueHne 3awmTbl 06bekTa B o6nacTi 3alumThbl

1. B cTpoke MeHIo HaXkMUTE Ha 3HauYOK MPUNOXEHWS 1 BbibepuTe NyHKT HacTporiku.

OTKpOETCS OKHO HACTPOVIKI MPUITOXEHNS.

2. Ha Bknagke basoBag B 6r10oke 3awmTa oT $alinoBbixX Yrpo3 HaxxmMuTe Ha KHorky O6nacTb 3almThbl.

OTKpoOeTCs OKHO CO CMUCKOM OBBEKTOB, KOTOPbIE NMPOBepseT 3alimTa OT GalinoBblx yrpos. 1o ymonuaHmo
3almTa oT PalinoBbiX Yrpo3 NPOBEPSET BCE OOBEKTHI, PACMONOXEHHbIE Ha BHY TPEHHUNX, CbEMHBIX 11 CETEBbIX
LCKax, MOAKITIOUEHHbIX K KOMMbIOTEPY.

MpumeuaHue. YToObI 3HAUNTENBHO YMEHBLLNTE BPEMS BbINOMHEHWS MPOBEPKY, Bbl MOXETE MPOMNyCTUTb
MPOBEPKY CUCTEMHOrO TOMa "TObKO Af1d uTeHus". [1o ymonuaHuio 3almta oT GpalinoBbIX yrpos He
NpPoBEPSET CUCTEMHbINA TOM "TOMBKO A1 UTEHNS".

3. CHUMUTE PriaXkok psiaoM ¢ 06BEKTOM B CMINCKE OOBEKTOB, BKITKOUEHHBIX B 061aCTb 3aLUUThI.

4. HaxxmuTe Ha kHomnky CoxpaHuTb.
BknioueHne npoBepku CUCTEMHOro Toma "TOsbKO AN YteHmsa”

1. B cTpoke MeHIo HaXXMUTE Ha 3HaYOK MPUIOXEHS 11 BbibepuTe NyHKT HacTporiku.

OTKpOETCS OKHO HACTPOVIKI MPUSTOXEHNS.

2. Ha Bknagke basoag B 6r1oke 3awmTa oT $halinoBbixX yrpo3 HaxxMuTe Ha KHornky O6nacTb 3almThbl.

OTKpOEeTCs OKHO CO CMUCKOM OBBEKTOB, KOTOPLIE NMPOBepseT 3alimTa oT GalinoBbIx yrpos. [1o ymonuaHmio
3almTa oT PalinoBbiX Yrpo3 NPOBEPSIET BCE OOBEKTHI, PACMONOXEHHbBIE Ha BHY TPEHHUX, CbEMHbBIX 11 CETEBbIX
LcKax, MOAKIIOUEHHbIX K KOMMbIOTEPY.

MprmeuaHue. YTo6bl 3HAUMTENBHO YMEHBLUNTH BPEMS BbIMONHEHNS MPOBEPKN, Bbl MOXETE MPOMYCTUTb
NPOBEPKY CUCTEMHOrO TOMa "TONbKO Ans UTeHns". [To ymonyaHuto 3awmTa oT GaiinoBbIX Yrpo3 He
npoBepsIeT CUCTEMHbIA TOM "TOMbKO A1 UTEHNS".

3. B 6noke OnTumusaumsa cHumnTe dnaxok MponyckaTe NPoBEpPKY CUCTEMHOrO TOMa KTOJNbKO AJIS YTEHNS».

BaxxHo! B uensx BesonacHocTr onTnMm3auingd MOXeT BbITb BbIK/OYEHA.

4. HaxxmuTe Ha kHornky CoxpaHnTb.

Koraa Bbl nnu npunoxeHne nbitaeTecb NoNyunTb LOCTYM K daiiny, BKIIIOYEeHHOMY B 061acTb 3almThl, 3almTa ot
dalnoBbIx yrpos neT nHoopmaumio o6 atom daiine B 6asax gaHHbIX iSwift 1 Ha ocHoBe 3Tol MHPOPMaLK
NPVHMMAaET PeLLEHVE O HEOBXOAMMOCTM NMpoBepku dalina.
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MNpwn pacnoaHaBaHN BPELOHOCHbIX 06beKTOB 3alumTa OT PaifioBbIX YrpO3 UCMONb3YEeT CUMHATYPHbIV 8HE/IN3
(pexum novicka yrpos Ha OCHOBE OMUCaHUI Yrpo3, BKITFOUYEHHbIX B 6a3bl MPUIOXKEHWS), 8 Tak)Ke 9BPUCTUYECKNI
aHanva v opyrue TEXHONOrm NPOBEPKIL.

Mpwn obHapy>xeHun yrpossl B paiine Kaspersky Endpoint Security onpegenseT T1n o6Hapy>keHHO BPeAoOHOCHOM
nporpammbl (HanpUMep, BUpYyc NN TPOSIHCKas nporpanmma). [locne aToro NpunoXxeHvie BbIBOOUT yBegoMeHne ob
OBHapy>XeHHOM O6bEKTE U BbINOSHSIET Hag 06 beKTOM AeliCTBME B COOTBETCTBUN C HACTPOMKaMM 3alLTbl OT
daiinoBbIx yrpos.

Bbi6op pelicTBus, koTopoe 3awmTa oT GaiiNioBbIX Yrpo3 BbiNONHSET Npy 06Hapy>xeHUn 3apakeHHoro ¢aiina

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPONKIN MPUOXEHWS.

2. Ha Bknagke bazoag B 6r1oke 3awmTa oT $alinoBbix yrpo3 BbibeprTe AeNCTBME, KOTOPOE BYAeT BbIMOMHATb
KOMMOHEHT Mpu 0BHapY>XeHUn 3apaxxeHHoro darina.

MNepen neveHvnem nnu yaaneHnem sapaxeHHoro ¢aiina Kaspersky Endpoint Security coxpaHsieT ero pesepsHyto
KOMWIIO Ha TOT Cryyald, eCn B AanbHeLLeM NoHagobrTcs BOCCTAHOBUTL daiin 1nv NosiBUTCS BOSMOXHOCTb €ro
BbIEYNTb.

NHPopmaLms o paboTe 3almTel OT PalinoBbIx Yrpo3 1 060 BCex 0BHapPY>KEHHbIX OOBbEKTax 3annchiBAETCS B OTYET.

MpumeuaHue. Ecnn koMnoHeHT 3awwmTa oT $ainoBbiX Yrpo3 3aBepluaeT paboTy ¢ OLNBKON, MPOCMOoTpUTe
oTueT U nonpobyiiTe ero nepesanycTuTb. Ecniv Bam He yaaeTcs peluntb npobnemy, obpaTtutech B Cryxo6y
TEXHNYECKOW NOAAEPXKKMN.

MpocmoTp oTueTa 0 paboTe koMNoHeHTa 3awmTa oT ¢alifoBbIX Yrpo3

1. B cTpoke MeHto BbibepuTe 3awumTa > OT4eThl.

OTKkpoeTcs okHO OTUeTHL.

2. OTkpoiiTe BkNagky 3awmTa oT ¢palinosbix yrpos.

3awmTa oT BeE6-Yrpos

Korpa Bbl MCnonb3yeTe NHTEPHET, Balll KOMMbIOTEP NMOABEPraeTCs pUCKY 3apaxeHus BpeaoHocHsIM MO v gpyrum
yrpo3am KoMMbtoTepHOM 6e3onacHocT. Takne yrposbl MOryT NonagaTthb Ha Balll KOMMboTep npu 3arpyske
BecnnaTHbIX MPOrpamMM W MOCELLEHNI CaliToB, KOTOPbIE MOABEPIINCH XakepCcknM aTakam. Kpome Toro, ceTesble
YepBW MOTYT aTakoBaTb Balll KOMMbIOTEP, Kak TONMbKO Bbl MOAK/IOYaETECh K UHTEPHETY, AaXe A0 TOro, Kak Bbl
OTKpOETe cailT unu 3arpyaute daiin.

Kaspersky Endpoint Security 3awmaeT nHpopmaLmio, KOTOPYIO Ball KOMMbIOTEP OTNPABNSET U NOyYaeT Mo
npoTtokonam HTTP n HTTPS uepes 6payaepbl Safari, Chrome n Firefox.

MpumeuaHue. Kaspersky Endpoint Security koHTponvpyeT Be6-Tpaduk Ha nopTax, KOTopble Hanbonee YacTo
NCMoNb3yoTCs N1 nepenadn gaHHbix no npotokonam HTTP n HTTPS. Kaspersky Endpoint Security nposepseT
sawyeHHble coegmHerns (HT TPS), Tonbko ecnn ycTaHoBneH dnaxok MNpoBepsTh 3aluLLLEHHbIE COEANHEHUS
(HTTPS) B 6noke OcHoBHoeE.
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BknioueHune n BoiknoueHne 3awmTbl OT Be6-yrp03

1. B cTpoke MeHIo HaXkMUTE Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUITOXEHWS.

2. Ha Bknagke Basoag B 6510ke 3awmTa oT Be6-yrpo3 ycTaHoB/Te /CHUMKTE dnaxok BkaounTb 3awmTy ot Be6-
yrpos.

Bbl Takxxe MoxeTe BktounTb 3awmTy oT Be6-yrpos B LieHTpe 3awmThl. BoikntoueHre 3awmTsl nam KOMNOHEHTOB
3alTbl 3HAYNTESNIbHO MOBbLILLIAET pVICK 3apa>|<eH|/|9| KOMI'IbIOTepa, I'IOSTOMY |/|Hc|>op|v|a|_|,v|s| O BbIKJTIOUEHNW 3aLLNTbI
oTobpaxaeTcs B LleHTpe sawmThbl.

BaxxHo! Ecnm Bbi Bbikiounny 3awwmty oT Be6-yrpos, To nocne nepesanycka Kaspersky Endpoint Security nnm
nepesarpy3kiy onepaLyioHHON CUCTEMbl OHa HE BKIOUATCS aBToOMaTuyeckn. Bam notpebyeTcd BknounTs ee

BPYUHY!IO.

3awyTa oT Be6-yrpos nposepsieT Be6-Tpaduk C y4eToM NnapameTpoB, pekoMeHayembix “JlabopaTopueit
Kacnepckoro”. MNpu pacnosHaBaHWn BPeOAOHOCHbIX 06 bEKTOB UCMOSb3YIOTCS CUFHATYPHBIV aHann3, 9BPUCTUYECKII
aHanus n paHHble ns Kaspersky Security Network.

MpoBepka CChIIOK Ha caitTax Ha GULLIMHF 1 Ha MPYHAANEXHOCTb K BPeAOHOCHBIM Be6-aapecam nossonseT
n3bexaTb GuLLMHr-aTak. DULLMHr-aTaky, Kak NPaBnno, MPeaCTaBNSAoT COOOM COOBLLEHNS SNEKTPOHHOM NOYTbI,
OTMpPaBneHHbIE 3/10YMbILLIEHHVKaMU OT UMEHW GUHAHCOBbBIX OpraHn3aLmnii (HanprMep, 6aHKOB) CO CChlkamim Ha
nopfenbHble caiTbl. B aTx COOBLLEHNSX 9NEKTPOHHOW MNOYTbI 3M10YMBILLIEHHVKM MbITAIOTCS OOMaHHbIM My Tem
3aCTaBWTb MOMb30BATENS MOCETUTbL GULLMHIOBLIV CalT 1 NPEeAOCTaBUTb KOHGUAEHUMabHbIE AaHHblE (Hanpumep,
HoMep 6aHKOBCKOW KapTbl UM MMS MOMb30BaTeNs 1 Naposb OT YUYEeTHOM 3anmncy nHTepHeT-6aHka). PumHr-aTaka
MOXeT BbITb 3aMacKMpoBaHa, HanpyMep, Nof, coobLLeHNe 13 Ballero 6aHka Co CChIIKO Ha ero oduLmanbHbIiA caiT,
HO Ha caMOM [ene CCbiika BeAeT BaC Ha TOUHYIO KOO oduLImanbHOro calita 6aHka, CosaaHHyto

3710y MbILLNEHHUKAMW.

3alumTa OT BEO-Yrpo3 OTCNEXMBAET MOMbITKA MEPerTN Ha GULLMHIOBBIN CaiT Ha YPOBHE MNPOBepKY BeO-Tpaduika 1
BnoknpyeT OCTYN K Takum canTam. Kaspersky Endpoint Security npoBepsieT ccbinku Ha caliTax Ha GULLVHTE 1 Ha
MPVIHaONEXHOCTb K BPeAOHOCHEIM BEG-afpecam, UCMonb3ys 6asbl MPUNOXEHWS, 9BPUCTYECKUI aHann3 1 AaHHble
n3 Kaspersky Security Network.

Anroputm nposepkn Beb-Tpaduka

3alumTa OT BEO-Yrpo3 nepexsaTbhiBaeT Kaxablil caiT nnv daiirn, K KOTOpOMY Bbl UK Kakasi-nMbo nporpaMma
obpauaeTeck no npotokony HTTP unn HTTPS, n npoBepsieT ero Ha Hannyvie Bpe4OHOCHOMO KOAa:

e Ecnv caiit unn daiin copepxnT BpedoHOCHbIN ko, Kaspersky Endpoint Security 6nokupyeT Takoi daiin nnm
CaliT 1 BbIBOAUT YBEOOMIIEHNE O TOM, UTO 3anpOLUEHHbIV Galin v canT 3apaxeHsbi.

e Ecnv caiit unn daiin He ConepPXUT BPELOHOCHOIO KOAA, OH CPpa3sy Xe CTaHOBUTCS AOCTYMHbIM A1
nonb3oBaTens.
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Bbi6op pelicTBus, koTopoe 3awmTa oT Be6-yrpo3s BbiNosHseT npu obHapy>XeHnn onacHoro o6bekTa Be6-
Tpaduka
1. B cTpoke MeHIo HaXXMUTE Ha 3HaUYOK MPUMOXEHNS 1 BbibepuTe NyHKT HacTporiku.

OTKpOETCS OKHO HACTPOVIKI MPUSTOXEHNS.

2. Ha Bknagke basoBag B 6noke 3awwmTta oT Be6-yrpo3 BoibepuTe OelicTBMe, KOTOPOe BYLeT BbiNMOIHAT
KOMMOHEHT Mpu 0B6Hapy>keHMM ornacHoro obbekTa Beb-Tpaduka.

NHpopmauums o paboTe 3almTel OT BEG-Yrpo3 1 060 BCex 0BHapyXeHHbIX OnacHbIX obbekTax Beb-Tpaduika
3anMCcbIBAETCS B OTYET.

MpumeuaHue. Ecnmn koMnoHeHT 3alumTa oT Beb-yrpos 3aBepluaeT paboTy C OLUMOKOM, MPOCMOTPUTE OTYET O
ero paboTe n nonpobyiTe NnepesanycTuTb ero. Ecnv Bam He ypaeTcs pelwmnTs npobnemy, obpatmnTecs B
Cny>kBy TEXHNYECKOV NOAAERXKKM.

MpocmoTp oTueTa o paboTe 3awmTbl OT Be6-yrpos

1. B cTpoke MeHio BbibepuTe 3awmTa > OTYeTbI.

OTkpoeTcs okHO OTUeTHL.

2. OTkpoiiTe Bkaaky 3awmTa oT Be6-yrpos.

3awuTa OT MOYTOBLIX YIPO3

KomnoHeHT 3alumTa oT MOYTOBbIX YrpO3 MPOBEPSIET BIIOXKEHWS BXOASLLMX N UCXOASLLINX COOBLLEHNI SNEKTPOHHO
noyTbl Ha Hanmune B HUX BpedoHocHoro MO n apyrux yrpos. KoMnoHeHT obecneurBaeT 3alLmnTy KOMMbloTepa ¢
nomolLLbio 6a3 BpenoHocHoro MO, obnauHol cny>6bl Kaspersky Security Network n aBpucTuyeckoro aHanmsa.
MNpunoxeHne nonaepXmBaeT crnenytowme noyutoBsle knneHTl: Apple Mail, Microsoft Outlook, Mozilla Thunderbird,
Canary Mail, Spark, Mimestream, Airmail, Post Box, Boxy Suite 2, Twobird, Shift, Clean Email, eM Client, Superhuman,
Polymail, HEY, Mail+ ons Gmail, Spike mail.

Mo ymonyaHuto 3almTa OT MOYTOBbIX YrPo3 BkloueHa. [pr HeOBXoAMMOCTM Bbl MOXETE OTK/IOUNTb 3almTy OT
MOYTOBbLIX YTPO3.

BknioueHne /BbiknioveHne 3almTbl OT NOYTOBbIX Yrpo3 ¢ nomotupbto Web Console
1. B rnaBHom okHe Web Console Boibepute AkTuBsl (YcTpoiicTBa) — Monntnkmn u npodunv nonntuk.

2. Haxkmute Ha HasaHue nonuTuku Kaspersky Endpoint Security.

OTKpOETCH OKHO CBOMCTB MONINTUKM.
3. BoibepuTe Bknagky MNMapameTpbl nporpammb.
4. MNepeipnTe B pasnen basosag 3awuTa > 3awmta oT NOYTOBbIX YFPO3.

B. BKJ'HOLII/ITe/BbIKJ'HO'«II/ITe nepekn4aTersb 3awmTa oT NoYTOBbIX Yyrpos.
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6. Ecnn 3awwpyta oT moyTOBbIX Yrpo3 BKIOYEHa, BbibepuTe AeliCTBIE, KOTOPOE NPUIIOXEHNE ByaeT BbIMOMHATb Npu
oBHapy>eHun BpefoHocHoro M10:

e YpanaTtb
* BnokunposaTtb

7.Tpn HeobxoanmocTu B pasaene [lononHuTeNbHble NapameTpbl HACTPOTE OrpaHNYeHNe No BPeEMEHN
NPOBEPKUN aPXUBOB U MaKCUMarbHbIA pasmep apxvBa Ansi IPOBEPKN.

8. COXpaHI/ITe BHECEHHbIE NSMEHEHNS.

BknioueHne /BbiknioveHne 3almTbl OT MOYTOBbIX YFPO3 € NomMoLubio KoHconm agMnHUCTpupoBaHns
1. BanycTtuTte KoHConb aaMUHNUCTPUPOBaHUS.
2. PassepHuTe ysen Cepsep agMmuHucTpuposaHus <Mimsa cepeepa>.
3. B nepeBe koHcon BbibepuTe nanky Ynpasnsgemble yCTpolcTBa.
4. B paboueli obnactu BolbepuTe BkIaaky MonnTtukn.

5. Mo npaBoli knaBuLIE MbILLK OTKPONTE KOHTEKCTHOE MEHIO MOMUTUKI, MapaMeTpPbl KOTOPOU Bbl XOTUTE HACTPOUTD,
1 BbibepuTe CBoOliCcTBa.

6. B okHe CeolicTBa BbibepuTe BasoBag 3awuTa > 3awwuTa oT NOYTOBBIX Yrpo3.
7. YcTaHoBWTE NN cCHUMUTE draxok BkaounTb 3awmTy oT NoYToBbIX Yrpos.

8. B 6noke [elicTBue Npu o6Hapy>XeHNM yrpo3bl Boibepute AeicTBre, KOTOpoe OyAeT BbiNOMHATLCS NPt
obHapy>xeHun yrpo3el Kaspersky Endpoint Security.

9. Mpwn HeobxopmmocTn B pasfene MapameTpbl 3almThl OT MOYTOBBIX YIPO3 HACTPONTE OrpaHnYeHne No
BPEMEH MPOBEPKM apX1BOB U MakCUMasbHbIA pasMep apxvBa oJis NpoBepKU.

10. Haxxmute OK, 4ToBbl COXpaHnTb N3MEHEHMIS.
1. YT0Bbl MPUMEHNTbL N3MEHEHMS K MOMUTIKE, BbIMOMHUTE OOHO U3 CNeayoLWmUxX OeiCTBIN:

* HaxmunTe Ha kHomKy MpumeHuTb, 4TOOLI OcTaTbCs B OkHe CBolicTBa: <HasBaHue nonuTukm> nocrne
COXPaHEHNs BHECEHHbBIX N3MEHEHIA.

e Haxmute Ha kHorky OK, 4yTobbl 3akpbiTe OkHO CBolicTBa: <Ha3BaHne NonUTNKU> NOCe COXPaHEHMs
BHECEHHbIX U3MEHEHUN.

BknioueHne /BbiknioveHne 3almTbl OT MOYTOBbIX YFPO3 ¢ MoMoLblo NpunoxeHus Kaspersky Endpoint Security

1. B cTpoKke MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HACTPONKI MPUIOXEHWS.

2. Ha Bknanke basoBas B 6n10ke 3awmTa oT NOYTOBbIX YrPO3 YCTaHOBUTE U CHUMKTE priaxok BknounTtb
3almTy OT NOYTOBbIX Yrpos3.
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3. Ecnn dnaxok BknounTb 3alwmTy oT NOUTOBBIX Yrpo3 YCTaHOBEH, BbibepuTe feicTaue, koTopoe ByaeT
BbIMOMHATLCS NpU 0BHapy>xeHun yrpo3asl Kaspersky Endpoint Security.

4. Tpy HEOBXOANMOCTU HACTPOINTE OrpaHNYEHNE MO BPEMEHM NMPOBEPKN apXMBOB W MakCUMarbHbI pa3mep
apxvBa 419 MPOBEPKM.

MpocmoTp oTyeTa o paboTe 3almTbl OT NOYTOBbLIX YrPO3

1. B cTpoke MeHto BbibepuTe 3awumTa > OT4YeThl.

OTkpoeTcs okHO OTuUeThl.

2. OTKpoiiTe BKNagKy 3almTa oT MOYTOBbIX Yrpos.

3awuTa OT CeTeBbIX Yrpo3

Kaspersky Endpoint Security 3alyiiaeT Ball KOMMbIOTEP OT CETEBbIX aTak.

CeTteBas aTaka — 9TO BTOPXEHWE B ONEPALMOHHYIO CUCTEMY YAANEHHOrO KOMMbIoTePa. 3M10YMbILLIEHHUKM
NMPeLnPUHMAIOT CeTEBbIE aTaky, YTOObI 3aXBaTUTb YNpaBieHne Hag, OnepaumoHHON CUCTEMON, MPVBECTU €€ K
OTKasy B 06CY>XNBaAHUW UM NOMYYNTb AOCTYM K 3aLUULLEHHON nHdopmaLumn. s 9Toro 3f0yMbILLAEHHUKY
BbINOSIHSOT MPsIMble aTaky, Takne Kak CKaHNpOBaHVe NMopTOB WV NoaBop Naponeil, Uni NCNosb3yoT BPEAOHOCHbIE
NPOrpamMmMbl, yCTaHOBNEHHbIE Ha aTaKyeMOM KOMMbIOTEPE.

CeTeBble aTaky MOXHO YCNOBHO pa3feninTb Ha cnenyrowme TUnbl

o CkaHypoBaHue NopToB. DTOT BUL CETEBbIX aTak 0BbIUYHO SBNSETCS MOArOTOBMTENbHBIM 3TarnoM 6osiee onacHow
ceTeBol aTaku. 3noymbilneHHrK ckaHnpyeT UDP- 1 TCP-nopTbl, Mcnonb3yeMble CeTeBbIMY CIy>K6amm Ha
aTaKkyeMoM KOMMbIOTEPE, U OMpefenseT CTEMNEHb YS3BMMOCTM aTakyeMoro KoMnbtoTepa nepepn 6onee
onacHbIMU BamMu ceTeBblx aTak. CkaHMpOoBaHMe NOPTOB TakXXe MO3BOSSET 3/10YMbILLIEHHVKY ONpeaennTb
OrnepaLMoHHYIO CUCTEMY Ha aTakyeMOM KOMMMboTepe 1 BbIbpaTh NOAXoAsLLME 19 Hee CeTeBble aTaku.

* DoS-ataku, nnu ceTeBble aTaku, Bbi3blBalOLLLME OTKa3 B 0B6CNYXUBaHUN. OTO CeTeBble aTaku, B pesynbtaTe
KOTOPbIX aTakyemasi onepaLyroHHas cucTemMa CTaHOBUTCS HECTabWbHOV M MOMHOCTHIO HEPaboTOCMOCOBHO.

OcHoBHble Tunbl DoS-aTtak:

e OTnpaBka crneumansHo cHOPMUPOBAHHBIX CETEBbLIX MAKETOB, HE OXMAAEMbIX STVIM KOMMbIOTEPOM, KOTOPbIE
BbI3bIBAIOT cOOU B paboTe onepaLiOHHOM CUCTEMbI UM €€ OCTaHOBKY.

e OTnpaBka Ha yOaneHHbl KOMMboTep BOSbLLIOMO KONMMYECTBa CETEBbIX MakeToB 3a KOPOTKUI Neprom, BPEMEHM.
Bce pecypcbl aTakyeMoro koMrnbtoTepa UCMosb3ytoTcs s 06paboTKy CETEBbLIX MaKeTOB, OTMNPABNEHHbIX
3M10yMbILLNEHHVIKOM. B pesynbTaTte, KOMMbloTep NepecTaeT BbIMOMHATL CBOU OYHKLIMN.

o CeTeBble aTakn-BTOPXKEHYS. DTN CETEBbIE aTaky HanpaBeHbl Ha NepexBaT OnepaLoHHON CUcCTeMbI
aTaKkyeMoro KoMnbloTepa. OTO caMblii ONacHbIN BUL CETEBbIX aTak, MOCKOSbKY B Clly4Yae ee yCrneLHoro
3aBepLUEeHNS onepaLyioHHas CUCTeMa MOMHOCTbHIO NMEPEXOAMUT MO KOHTPOSb 3/10YMbILLIIEHHVIKA.

OTOT BMA CeTeBbIX aTak MPVIMEHSIeTCS B Cllyyasx, KOraa 3M10yMbILLIEHHVIKY HY>XXHO MOMYUnTb KOHPUAEHUMAbHbIE
LaHHble C yoaneHHoro komnetoTepa (Hanpumep, Homepa 6aHKOBCKMX KapT UK Naponi), IMbo NCrnonb3oBaTh
yOaneHHbIli KOMMbIOTEP B CBOMX LieNsix (Hanpumep, aTakoBaTb C 3TOro KOMrbloTepa Apyrve KoMMbloTepbl) 6e3
BeAOMa Nonb3oBaTens.

61



BknioueHune 1 BoikNntoueHne 3almTbl OT CEeTEBbIX yrpos

1. B cTpoke MeHIo HaXkMUTE Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUITOXEHWS.

2. Ha Bknagke BasoBag B 6roke 3aLumTa oT ceTeBbIX Yrpo3 yCTaHOBUTE /CHUMUTE driaxkok BkntounTs 3awuTy oT
CeTeBbIX Yrpos.

Bbl Takxxe MoxeTe BKoUnTb 3aLumTy OT CeTeBbIX Yrpos B LieHTpe salinThl. BeikioueHve 3alumTol nnm
KOMMOHEHTOB 3aLLTbl 3HaUMTENBbHO MOBLILLAET PUCK 3apaXxkeHNs KOMMboTepa, MO3TOMY MHPOpMaLS O
BbIKMIOYEHN 3alWmThl OTOBpaxaeTcs B LieHTpe 3alumThl.

BaxxHo! Ecnm Bbi Bbikiounny 3alumTy oT ceTeBbIX Yrpos, To nocne nepesanycka Kaspersky Endpoint Security
VNV Nepesarpyskiu ornepaLioHHON CMCTEMbI OHa He BKIOUMTCS aBToMaTuydeckn. Bam noTpebyeTcs BKIoUMTb
3alyTy OT CeTeBbIX YrpO3 BPyYHYIO.

Mpr 0BHapy>eHWn onacHol ceTeBol akTuBHOCTU Kaspersky Endpoint Security aBTomaTtuuecku gobasnseT IP-
appec aTakyioLLero KOMMbIoTepa B CNMCOK 3abI0KMPOBaHHbBIX KOMMLIOTEPOB, EC/IN 3TOT KOMMbIOTEP He fOOaBneH B
CMMCOK AOBEPEHHbIX KOMMbIOTEPOB.

MNameHeHue cnncka 386ﬂOKMPOBaHHbIX KOMMbiOTEpPOB

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPONKIN MPUOXEHWS.

2. Ha Bknapke BasoBag B 6oke 3alymTa oT CEeTEBBIX Yrpo3 yCTaHOBUTE Griaxkok BknounTb 3awmTy oT ceTeBbiX
yrpos.

3. HaxkxmuTe Ha KHomky HacTpoiiku.

OTKpoeTCs OKHO CO CMICKOM AOBEPEHHbBIX KOMMBIOTEPOB 1 CMINCKOM 3a010KMPOBaHHbBIX KOMMBIOTEPOB.
4. OTkpoiiTe BKnagky 3abnokmpoBaHHble KOMIMbIOTEPDI.

5. Ecnu Bbl yBepeHbI, UTO 3a610KMPOBaHHbI KOMMbIOTEP He NPeACTaBNseT yrpo3abl, Boibepute ero IP-agpec B
Crncke 1 Haxm1Te Ha KHomnky PasénokupoBaTs.

OTKpoeTCs OKHO MOATBEPXAEHMS.
6. B okHe noaTBep>KAeHNS BbIMOMHUTE OOHO N3 CNEeAYOLWX AeACTBIIA:

e EcnuBbl xoTUTE p836ﬂOKI/|pOBaTb KOMMbIOTEP, HAXXMUNTE Ha KHOMKY Pa36110KI/IpOBaTb.

Kaspersky Endpoint Security pasénokupyeT IP-agpec.

e Ecnu Bbl xoTuTe, YTobbl Kaspersky Endpoint Security 6onblue Hukoraa He 6rnokunpoBan BuibpaHHbI IP-agpec,
HaXmuTe Ha KHornky Pas6nokupoBaTb 1 406aBUTb K UCKIOUEHUSIM.

Kaspersky Endpoint Security pasénokupyeT IP-agpec n [o6aBuT ero B CnMcok LOBEPEHHbIX KOMMbIOTEPOB.
7. Haxxmute Ha kHonky CoxpaHnTb.

Bbl MOXXeTe co3naTh 1 USMEHWTb CAMCOK JOBEPEHHbIX KOMMbtoTepoB. Npunoxerre Kaspersky Endpoint Security He
BnokunpyeT IP-afpeca aTVX KOMMbIOTEPOB @BTOMAaTUYECKN MPY OBHAPYXKXEHUN NCXOLSLLEN C HVX OMacHO ceTeBol
aKTUBHOCTW.
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MNa3meHeHue cnncka AOBEPEHHbIX KOMMbIOTEPOB

1. B cTpoke MeHIo HaXkMUTE Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUITOXEHWS.

2. Ha Bknagke basoag B 6510ke 3awuTa oT ceTeBbIX Yrpo3 ycTaHoBUTe $naxok BknounTtb 3aumTty oT ceTeBbix
yrpos.

3. HaxxmuTe Ha KHonky HacTpoiiku.

OTKpOEeTCS OKHO CO CMINCKOM JOBEPEHHBIX KOMMbIOTEPOB 1 CMNCKOM 3a010KMPOBaHHBIX KOMMBIOTEPOB.
4. OTkpoiiTe BkNanky [loBepeHHbie KOMMbIOTEPbI.
5. OTpenaKkTupyiiTe CINCOK AOBEPEHHBIX KOMMBIOTEPOB:
* Ytobbl f06aBUTHL IP-apgpec B CNMCOK LOBEPEHHbIX KOMMbIOTEPOB:
a. Haxxmunte Ha KHOMKY +.
b. B nosiBrBLLIEMCS None BBeauTe IP-agpec komnbioTepa, B 6€30MacHOCTY KOTOPOrO Bbl YBEPEHbI.
e Ytobbl yoanuTb IP-agpec 13 cnivmcka LOBEPEHHBIX KOMMbIOTEPOB:
a. Beibepute IP-agpec B crniicke.
b. HaxxmunTe Ha kHOMKY —.
e YToObI N3MeHNTL IP-agpec B cnivcke LOBEPEHHbIX KOMMbIOTEPOB:
a. BoibepuTte IP-agpec B crniicke.
b. Haxkmute Ha kHorky iameHuTb.
c. IamenunTe IP-agpec.

6. HaxkmuTe Ha kHorky CoxpaHuTb.

Mpw oBHapyxeHun ceTeBoin atakn Kaspersky Endpoint Security coxpaHseT MHpopmMaLmio o Hell B oTueTe.

MpumeuaHue. Ecnv koMnoHeHT 3allyTa OT CeTeBbIX Yrpo3 3aBepLUnn paboTy C OLUMOKOW, Bbl MOXeTe
NMPOCMOTPETb OTYET 1 NOMPOBOoBaTL NepesanycTUTb KOMMOHEHT. Ecnin Bam He yoaeTcs pelunTb npobnemy,
obpaTtuTech B Cny>kOy TEXHNYECKOV NOOAERXKKM.

MpocmoTp oTyeTa o paboTe 3almTbl OT CETEBbLIX YrPO3

1. B cTpoke MeHto BbibepuTe 3awumTa > OT4eThl.

OTkpoeTcs okHo OTuUeThl.

2. OTKpoiiTe BKNagKy 3almTa oT CeTeBbIX Yrpos.
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CeTeBow akpaH

CeTeBoii akpaH 6MoKMpPYeT HECaHKLVIOHPOBaHHbBIE MOAKTIOYEHNS K KOMMbIOTEPY BO BPEMS paboTbl B UHTEPHETE
nnu nokanbHol cetu. Takxxe CeTeBol aKpaH KOHTPONMPYET CETEBYIO aKTUBHOCTb MPUIOXEHMIA Ha KOMMbloTepe. OTo
MO3BONSIET 3aALUMTUTb IOKaNbHYIO CETb OPraHN3aLMn OT KPaxXku NepCOoHanbHbIX AaHHbIX U APYriX aTak. KoMnoHeHT
obecrneunBaeT 3aLLNTY KOMMblOTEPA C MOMOLLIO aHTUBMPYCHBIX 6a3, obnayHol crnyx6bl Kaspersky Security
Network 1 npenycTaHOBNEHHbIX CETEBbIX MPaBUI.

MpropnTeThl CETEBLIX MPaBU

Kaxxpoe npasuno nveeT NpropmnteT. Yem BbilLie MpaBuio B CMCKe, TEM Bbille ero npuopuTeT. Ecnv ceTesas
aKTVBHOCTb fob6aBneHa B Heckonbko npasusl, CeTeBol aKpaH perynmpyeT ceTeBYIO akKTUBHOCTb MO NPaBusty ¢
BbICLLM MPUOPUTETOM.

Tvnbl ceTeBbIx cCOeanHEHWI

CeTeBol1 9KpaH NO3BONSET KOHTPONMPOBATL CETEBYIO aKTUBHOCTb B 3aBMCMMOCTH OT TUMa CETEBOro COEAMHEHNSI.
Bbl MOXeTe N3MeHUTb TWN CeTeBOro coeamHeHus B HacTpolikax Kaspersky Endpoint Security.

BbloeneHbl cnefytolime TUnbl CETEBOrO COEANHEHNS:

e [My6nuuHaga cetb. CeTb He 3aluMLLeHa aHTUBUPYCHBIMY MPUIIOXKEHUSIMI, CETEBBIMIU 3KpaHamu, GunbTpamim
(Hanpumep, Wi-Fi B kade). [onbzoBaTento KoMMbloTepa, MOAKIOUYEHHOTo K Takoi ceTu, CeTeBoil akpaH
3aKpbiBaeT fOCTYN K parinam v npuHTepam aToro komnbstoTepa. CTOPOHHME NOoNb3oBaTENN TakxKe He MOTyT
NonyynTb LOCTYN K MHPOpMaLIN Yepes nanky obLLero AOCTyna 1 yaaneHHbI 4OCTYN K paboyemMy CTOsy 3TOro
KomrbtoTepa. CeTeBo aKpaH No ymonuyaHuio npuceamsaeT Tun MNybnnyHas ceTb ceTn VIHTepHeT. Bbl He MoxeTe
N3MeHUTb TN ceTu VIHTepHeT.

¢ JlokanbHas ceTb. CeTb A9 Nonb3oBaTenel, KOTOPbIM OrpaHnYeH LoCTyn K daiinam n npuHTepam 3Toro
KOMMbtoTepa (Hanpumep, Ans NoKanbHOM CETY OpraHusaumm Unv Ang JoMallHen ceTu).

* HapexHas ceTb. besonacHas ceTb, BO BpeMs paboTbl B KOTOPO KOMMbIOTEP HE MOABEpPraeTCs aTakam 1
MomMbITKaM HECaHKLIMOHNPOBAHHOIO AOCTYNa K flaHHbIM. [1ns ceTeil ¢ aTum ctaTycom CeTeBoil aKpaH paspeLlaeT
noByIo CeTEBYIO aKTUBHOCTb B pamKax 3TOol CEeTW.

YnpaBneHue komnoHeHTom CeTeBoli akpaH B KoHconu agMUHUCTprpoBaHust
1. 3anyctuTe KoHconb agMUHUCTPUPOBaHUS.
2. PassepHuTe y3en CepBep agMUHUCTpupoBaHug </ims cepBepa>.
3. B nepeBe koHcon BbibepuTe nanky Ynpaensaemble yCTpPOMCTBa.
4. B paboueli obnactu BolbepuTe Bknaaky MonnTtukn.

5. o npaBoli knaBuLLe MbILLN OTKPOWTE KOHTEKCTHOE MEHIO MOMUTYIKI, MapamMeTPbl KOTOPOW Bbl XOTUTE HACTPOWTb,
1 BoibepuTe CBolicTBa.
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6. B okHe CeolicTBa BbibepuTe basoBas 3awmTa > CeTeBoli 9KpaH.
7. YcTaHoBWTE nnin cHuMmnTe draxok Bknounte CeTeBoii akpaH.

8. B paspnene MapameTpbl CeTeBoro akpaHa HaxmumTe Ha KHoMKy HacTpolikn 1 fob6aBbTe, oTpenakTupyiiTe,
yoanuTe v n3MeHuTe NpropuTeT NPaBui.

9. B pasnene [JocTynHble ceTn HaXMUTE Ha KHOMKy HacTpoiikm n obaBbTe, OTpeaakTUpynTe, ynanmTe unm
N3MEHUTE TUM CeTel.

10. Haxxmute OK, 4uTOBbI COXpPaHnTb N3MEHEHMSI.
1. YTOBBI NPUMEHNTB NSMEHEHNS K MONUTUKE, BBINMOMHUTE OAHO U3 CNeAyoLLVX AeACTBUIA:

* HaxmuTe Ha kHomKy MpumeHUTb, 4TOBLI OcTaThCs B OkHe CBolicTBa: <HasBaHue nonuTukm> nocre
COXPaHEHNs BHECEHHbBIX N3MEHEHIA.

* HaxmuTe Ha kHorky OK, uTobbl 3akpbiTh OkHO CBolicTBa: <Ha3BaHve NoAnTMKN> Nocne CoxpaHeHs
BHECEHHbIX 3MEHEHNIA.

YnpaBneHue komrnoHeHTom CeTteBoii akpaH B Web Console
1. B rnaBHom okHe Web Console Bbibepute AkTuBbl (YeTpoiicTBa) — Monntnkmn n npodunm nonntuk.

2. Haxxmunte Ha HassaHue nonutuku Kaspersky Endpoint Security.

OTKpOoeTCs OKHO CBOWCTB MOMNTUKM.
3. BeibepuTe Bknaaky MapameTpbl nporpammbl.
4. MepenguTe B paspnen basosas 3awuTa > CeTeBoli aKpaH.
5. BknounTte/BbiknioumnTe nepeknoyatens CeTeBoii akpaH.

6. B pasnene MapameTpbl CeTeBoro akpaHa HaxmuTe Ha kHorKy CeTeBble nakeTHble npaBuna 1 obasbTe,
oTpenakTupyliTe, yaanute Unm U3MeHTe NpuopmuTeT NpaBus.

7.B paspene [locTynHble ceTn HaxxmuTe Ha KHomnky CeTeBble HacTPoiku 1 [o6aBbTe, OTPEeAakTVPYiTe, yaanmTe
UM U3MEHWTE TUM CeTel.

8. COXpaHVITe BHECEHHbIE NSMEHEHNS.

YnpaeneHue komnoHeHToM CeTeBoli akpaH B npunoxeHun Kaspersky Endpoint Security

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTporiku.

OTKpOETCH OKHO HACTPOVIKI MPUSTOXEHNS.
2. Ha Bknapke basoBag B pa3sgnene CeTeBoii akpaH ycTaHOBUTE Uy CHUMUTE dnaxok Bkntounts CeTeBoli akpaH.
3. MNpn HEOBXOANMOCTY HAXMUTE Ha KHOMKY HacTpolikm 1 HacTpoliTe napameTpbl CeTeBoro akpaHa:

* Ha 3aknapke CeTeBble NakeTHble NpaBuna Bbl MoxeTe f06aBNsiTh, PeAakTMPOBaTb, YAANITb NN USMEHSTb
npUopuTET NPaBusl.

e Ha zaknagke ,D,OCTYI'IHbIe CEeTU Bbl MOXeETe ,D,O6aBJ'I9|Tb, penakTnpoBaTb WV NSMEHATb TUM ceTel.
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B pesynbTaTte, ecnu CeTeBoli akpaH BktoueH, Kaspersky Endpoint Security KoHTponvpyeT ceTeByio akTUBHOCTb U
BnoKMPYET HECAHKLIMOHMPOBaHHbIE CETEBbIE MOAKTIOYEHNS K KOMMbIOTEPY.

MpocmoTp oTueta CeTeBoli aKpaH

1. B cTpoke MeHto BbibepuTe 3awumTa > OT4eThl.

OTkpoeTcd okHO OTUeThI.

2. OTkpoiiTe Bkagky CeTeBoli aKpaH.

AHanns noseneHns

KomnoHeHT AHanva noBefeHVs Nony4YaeT AaHHble O AeNCTBUSIX MPUIOXEHUI Ha BalleM KOMMboTepe 1
NpefoCTaBnseT 3Ty MHOPMALMIO OPYTM KOMIOHEHTaM 3alLThl 4J15 NOBbILLEHWS 3P dEKTUBHOCTU NX PaboThi.
KomnoHeHT AHanns noBeaeHVst cnonb3yeT WabnoHbl onacHoro noBeaeHus npunoxenuii (BSS). Ecnv akTnBHocTb
MPWNOXEHNS COBNafaeT C OAHMM 13 LWabnoHoB onacHoro noeeneHus, Kaspersky Endpoint Security BoinonHseT
BblbpaHHOe oTBeTHOe fAencTaure. PyHkumoHanbHocTb Kaspersky Endpoint Security, ocHoBaHHas Ha wabnoHax
OMacHOro NoBefeHus, obecrneurBaeT NPOaKTUBHYIO 3aLLUTY KOMMbOTEpa.

Mo ymonuaHuo AHanna noBefeHns BKIIOUYEH 1 paboTaeT B peXxrme, peKkoMeHLOBaHHOM creuvancTamm
"INabopaTtopum Kacnepckoro”. Bel MoxeTe BbIkntounTb AHanMs3 nosefeHns npy HEOOXOANMOCTH.

BinioueHne /BoiknioveHne AHanusa nosegeHus ¢ nomotubio Web Console
1. B rnaBHom okHe Web Console Bribepurte AkTuBbl (YcTpoiicTBa) — Monutukmn u npodunv nonmTmk.

2. Haxxmute Ha HasaHue nonuTuku Kaspersky Endpoint Security.

OTKpOETCH OKHO CBOMCTB MONINTUKM.
3. BolbepuTe Bknagky MNMapameTpbl nporpammb.
4. MNepenaounTe B paspen MNpopsnHyTaa 3awmta > AHanM3 noBepeHus.
5. BkntounTe /BhikntounTe nepeksoyaTens Behavior Detection.

6. Ecnn AHanna noBefeHns BKOYEH, BbibeprTe OAHO 13 CenyoLLX AeNCTBIUN, KOTOPbIe ByAyT BbIMOMHATLCS MpU
OBHapY>XeHWn aKkTUBHOCTY BpenoHocHoro MO:

* BnokunposaTtb

Ecnwn BbiGpaH aTOT BapuaHT, npunoxeHne Kaspersky Endpoint Security 3aBepLuaeT paboTy NpuioxeHns npu
OBHapy>XeHU BPEAOHOCHO aKTVBHOCTM.

* Ypanqatb

Ecnu BbiBpaH 3TOT BapuaHT, Npu 0BHapyXeHU BpeLoHOCHO akTMBHOCTU npunoxeHre Kaspersky Endpoint
Security yonanseT ncrnonHsiembiii daiin BpeLoHOCHOMO MPUIIOXEHNS 1 CO30aeT pe3epBHyto konuio daiina B
PesepBHOM xpaHunmLLe.
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e 3anpawuBaTb gelicTere

Ecnu BbIGpaH 3TOT BapuaHT, Npu 06HapyXeHUW BPEOOHOCHO akTMBHOCTM NpunoxeHne Kaspersky Endpoint
Security oTobpaxaeT OKHO yBeLOMMEHNs ¢ MHPOopMaLme O BpeAOHOCHOM 06bekTe 1 NpeniaraeT
nosb30BaTesNto BbibpaThb AeliCTBME, KOTOPOE BbINONHUT npunoxeHne Kaspersky Endpoint Security. B
3aBMCUMOCTH OT CTaTyca 06bekTa AeCTBUS MOTyT OT/INYaTbCS.

7.Ecnn Ananns nosefeHns 1 3alumTa nanok obLLero JocTyna oT BHeLHero WidpoBaHWs BKIIOUYEHb!, BbibepuTe
OfHO 13 CcredytoLyx AeliCTBUN, KOTopoe ByOyT BbIMOMHATHCS MPY OBHaPY>KEHUW BHELLHETO WdPOoBaHUS:

* lHpopmmpoBaTb

Ecnu BbIBpaH aTOT BapuaHT, Mpy 06HaPY>KeHUM MOMbITKM N3MeHWTb daiinbl B nankax obLLero 4ocTyna,
npwunoxerne Kaspersky Endpoint Security no6asnseTt nHpopmaLmio o6 3TOM NonbITKe B CINCOK aKTUBHbIX
Yrpos3, BHOCUT 3aniuCb B OTYETHI IOKANbHOrO MPUIOXKEHNS 1 OTMPaBnseT MHbOPMAaLIMIO O BbISBIEHHOW
BpenoHocHo akTBHocTU B Kaspersky Security Center.

e BnokupoBaTb aTakyioLee yCTPONCTBO Ha

Ecnu BbIGpaH 3TOT BapuaHT, Mpy 06HaPY>KeHUM MOMbITKM N3MeHNTb daiinbl B nankax obLLLero AocTyna,
npunoxeHne Kaspersky Endpoint Security 6nokupyeT [OCTYN K M3MeHeHMo $ainnoB (TObKO AS1s UTEHMS)
LS9 CeaHca, NHULMMPOBAaBLLEro BPeAOHOCHYIO aKTMBHOCTb, M CO30aeT Pe3epPBHbIE KOMMN N3MEHEHHbIX
daiinos.

8. COXpaHVITe BHECEHHbIE NSMEHEHUS.

BknioueHne /BbiknioveHne AHannsa noesefeHus ¢ nomotubio KoHconm agMnHUCTpupoBaHns
1. 3anyctuTe KoHconb agMUHUCTPUPOBAHNS.
2. PassepHuTe ysen Cepsep agpMmuHucTpuposaHns <Mims cepeepa>.
3. B pepese koHconu BoibepuTe narnky Ynpaendemble yCTpPOUCTBA.
4. B paboueli obnacT BbibepuTe Bknaaky MNonntmkn.

5. Mo npaBoli knaBuLE MbILLK OTKPONTE KOHTEKCTHOE MEHIO MOMUTUKIA, MapaMeTpbl KOTOPOU Bbl XOTUTE HACTPOUTD,
1 BblbepunTe CBoOlCTBA.

6. B okHe CBolicTBa BbibepuTe NpoaBunHyTasa 3awmTa > AHanMs3 noBegeHus.
7. YcTaHoBUTE 1N cCHUMUTE driaxxok AHanns noseaeHus.

8. Mpu HeobxopmocTy B pasgene [delicTBue npu o6Hapy>XeHn BPeAOHOCHO akTUBHOCTM BhibepurTe AeiCTBIE,
KOTOpOe ByLeT BbIMONHEHO NMPY OBHAPYXXEHNN aKTUBHOCTY BPEAOHOCHBIX MPOrpamMm.

9. Haxxmunte OK, 4To6bl COXPaHUTb 3MEHEHUS.
10. YTO6bI NIPUMEHNTL U3MEHEHWS K MOSINTIIKE, BbINMOMHUTE OAHO N3 CreayoLwwmx AeiCTBUIA:

* Haxmute Ha KHOMKY rlpI/IMeHI/ITb, UTOOLI OCTaTbCd B OkHe CBolicTBa: <HasBaHMe nonuTukmu> nocne
COXpaHeHnd BHEeCEeHHbIX V3MEHEHWI.

* Haxmute Ha KHOMKY OK, utobbl 3aKpblTb OKHO CeolicTBa: <HasBaHue nonnuTukm> nocne COoXpaHeHn4d
BHECEHHbIX U3MEHEHW.
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BknioueHne /BbiknioueHne AHannsa noBegeHns ¢ nomolubio npunoxeHns Kaspersky Endpoint Security

1. B cTpoke MeHIo HaXkMUTE Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HAaCTPOWKU MPUITOXEHWS.

2. Ha Bknagke JononHutenbHo B pa3gene AHann3 noBefeHns yCTaHoBUTE U CHUMUTE dpriaxok Bknountb
AHanuns noesepeHus.

3. Ecnn dpnaxok BknounTte AHann3 noBeaeHns yCTaHOBEH, BbibepuTe OAHO 13 CReAyoLWMX OeNCTBIUIA, KOTOpoe
OyLoeT BbIMOMHATLCS NPV OBHapYXeHUN akTUBHOCTY BpeaoHocHoro [10:

* BnokupoBaTb

Ecnu BbiGpaH aToT BapuaHT, npunoxerne Kaspersky Endpoint Security 3aBepLuaeT paboTy NpunoXeHns npu
0BHapyXeHUV BPeLOHOCHOWN aKTMBHOCTN.

e Ypanatb

Ecnu BbIBpaH aTOT BapuaHT, Npu 06HapY>KeHnr BpeaoHOCHOM akTMBHOCTY NpunoxeHne Kaspersky Endpoint
Security ynanseT ncnonHsemblin daiin BpeLOHOCHOIrO NPUMOXEHNS 1 CO30AET pPe3epBHyto konuto daiina B
PesepBHOM xpaHunuLLE.

e 3anpawuBaTb gelicTene

Ecnwn BbIGpaH 3TOT BapuaHT, Npu 06HapY>KeHnW BPeJoHOCHOM akTUBHOCTY NpunoxeHne Kaspersky Endpoint
Security oTobpaxaeT OKHO YBeAOMIEeHUs C MHbOpMaLmein O BpeLOHOCHOM 06bekTe 1 npefnaraet
nonb3oBaTeNto BbIbpaTh AeNCTBME, KOTOPOE BbINMONMHUT npunoxerne Kaspersky Endpoint Security. B
3aBMCUMOCTW OT CTaTyca 06beKTa AeCTBUS MOTyT OT/INYaTLCS.

B pesynbTate, ecnn AHanns nosepaeHus BkoyveH, Kaspersky Endpoint Security 6yneT aHanmanpoBaTb akTUBHOCTb
MPUIOXEHWIA B ONEpPaLIMOHHON cucTeMe, UCronb3ys LabnoHbl ONacHOro NoBeaeHUS.

Ba>kHo! Mbl He pekoMeHayem oTkntouaTe AHanM3 noseneHns 6e3 KpaliHeli HeOBXOAMMOCTI, Tak Kak 3TO
CHU3UT 9PPEKTUBHOCTb KOMMOHEHTOB 3aLLUMThI. [119 0BHapY>KEHWS YrpO3 KOMMOHEHTbI 3aLLWTbI MOTYT
3anpalmBaTbh faHHble, COBpaHHble KOMMOHEHTOM AHann3 noBeneHus.

[lpoBepka

KomnoHeHTbl 3alumTa oT dhaiiosblx yrpo3 1 3alimTa oT Be6-yrpo3 o6ecrneunBaioT NOCTOSHHYIO 3aLLUTY
KoMMbtoTepa. Takxke Mbl PEKOMEHAYEM PETYNSAPHO NMPOBEPSATb KOMMbIOTEP Ha BPEAOHOCHbIE MPOrpamMmMbl 1 opyrvie
Yrpo3bl KOMMbloTEpPHOI 6e3onacHocTw. [poBepka KoMMbloTepa HeObXoaMMa s TOro, YTobbl NPefoTBPaTUTbL
pacnpocTpaHeHe BPeAOHOCHbBIX MPOrpamMM, KOTOPbIe He Bblni 0BHAPY>KEHbI KOMMOHEHTaMI 3aLLTbI.

Kaspersky Endpoint Security conepxuT cnepytoLume BCTPOEHHbIE 3aaum NPOBEPKUL:

o K Nonwas nposepka.

Mowck BpenoHocHoro MO B namsT KoMMnbloTepa, 06 bekTax aBTo3anycka 1 BCeX BHY TPEHHUX OMCKaX.
. @ BeicTpas nposepka.

Mownck BPeaOHOCHOro MO B BakHbIX 06NACTAX KOMMblOTEpPAa: NaM4ATN, obbekTax aBTO3anycka n CNCTeMHbIX
nankax.
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. = Bbi6opouHas npoBepka.

Mownck BpenoHocHoro O B oTaensHoM obbekTe (Ppaiine, nanke, BHy TPEHHEM U CbEMHOM JMCKE).

o MpoBepka BHELIHNX ANCKOB

Mowck BpenoHocHoro MO Ha BHELUHMX AMCKaX, KOTOPbI BEIMOHIETCS NMocse NOAKMIOYEHNS BHELLHEro AncKa K
KOMMblOTEPY.

Kormoa NPUIOXEeHNe BbINONHAET 3ada4dn NpoBepPKK, ANd pacno3HaBaH4A BPegOHOCHbIX ob6bekToB MCrnoJib3yeTcH
CI/IFHE]TyprH7I aHannms, a Takxe 3BpMCTquCKMM aHann3 n gpyrme TexHonornn npoBepkKn.

B okHe MpoBepka oTobpaxaeTcs MHGopMaLKs O XOAe BbINOMHEHNS KaX A0 3anyLLLEeHHON 3a8aum CKaHPOBaHWS
(MPOLEHT BbLINMOMHEHNS 1 OCTaBLUEECS BPEMS), a Takxe nctopus ckaHmposaHus (100 nocnenHnx 3apay NpoBepKu).

3anyck 3agay nonHoi NpoBepku 1 GbICTPOI NpoBepKn

1. Ha 6okoBoOW naHenu rnaBHoro okHa NpuaoXeHus Haxmute MNpoeepka.

OTkpoeTcsd okHo NpoBepka.
2. B okHe MNpoBepka HaxxmnTe Ha kKHOrKy [NonHas npoBepka 1 BeicTpas npoeepka.

3anycTuTcs 3apaya NPoBEPKY.

3anyck 3apayun BbI6opoYHOI NpoBepKn

1. Ha 6okoBoii naHenu rnaBHoro okHa NpUIoXeHus Haxkmute MNpoeepka.

OTkpoeTcs okHo NpoBepka.
2. Yto6bI 3anycTUTb 3anady BeibopouHasa npoBepka, BbINOMHUTE OOHO U3 CNEeAYOLWNX OeiCTBIIA:
e [lepeTtalumTe daiin Unm narky B OKHO.
* HaxmunTe Ha kHorKy BeibpaTtb, uToObI ykasaTb daiin nnv narnxy.

3anycTutcy 3agava npoBepKu.

OcTaHoBKa 3afaun NpoBepKun

1. Ha 6okoBoIi NaHenu rnaBHOro okHa NpUaoXeHus Haxmute MNpoeepka.

OTkpoeTcd okHo NpoBepka.

2. B okHe MNpoBepka HaxxmrTe Ha KHOMKY OCTaHOBKMU (. ) PSOOM C 3afadeli NpoBepKM, KOTOPYIO Bbl XOTUTE
OCTaHOBWTb.

OTKpoeTCs OKHO MOATBEPXAEHMS.
3. B okHe noaTeepxaeHns HaxkmnTe Ha KHornky OcTaHOBUTb.

3apava NPOBEPKN OCTaHOBUTCH.

Bbl MOXeTE HaCTPOWTL pacncaHrie 3anycka NofHoW 1 BbICTPO MPOBEPKM KOMMbIOTEPA.
HacTpoliika pacnncaHua 3anycka 3agayv nposepku n3 okHa lNpoeepka

1. Ha 6okoBoIi NaHenu rnaBHOro okHa NpUaoXeHus Haxmute MNpoeepka.

OTkpoeTcsd okHo NpoBepka.
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2. HaxkmuTe Ha kHonky PacnncaHue npoBepku.

OTKpOoeTCs OKHO, B KOTOPOM Bbl MOXETE HAaCTPOWTL NapaMeTpbl PacnmcaHus.
3. YctaHosuTe dnaxok MonHasa npoeepka v BeicTpasg npoBepka.
4. YkaxuTe 4acTOTY 3arycka NpoBEPKM 1 BPEMS 3anycka.

5. Haxxmute OK.
HacTpolika pacnvcaHus 3anycka 3aaaqm NpoBepky N3 OkKHa HaCTPOWKM NMPUIOXKEHNS

1. B cTpoke MeHIo HaXkMUTE Ha 3HaUYOK MPUMOXEHNS 1 BbibepuTe NyHKT HacTporiku.

OTKpOeTCs OKHO HAaCTPOVIKI MPUTOXKEHNS.
2. Ha Bknapke NpoBepka HaxmuTe Ha kHomnky PacnucaHume.

3. B oTKpbIBLLUEMCS OKHE YCTaHOBUTE Priaxkky psfoM C HasBaHWeEM 3a4ay, KOTOpPbIE Bbl XOTUTE 3amnyckaTb Mo
pacnmcaHuio.

4. HacTpoiiTe 4acTOTYy 1 BpeMs 3arycka 3anayn npoBepKu.

B. Haxxmute Ha KHOTMKY OK, uyto6hI COXpPaHnTb N3SMEeHEeHNY B pacnmcaHnm 3anycka sagadm npoBepKn.

Korpa Bbl nofktoyaeTe BHELLHUI ONCK K KOMMbloTepy, npunoxeHne Kaspersky Endpoint Security moxeT
aBTOMaTNYECKU 3anyCTUTb MPOBEPKY AMCKE, 3aNPOCUTb MPOBEPKY UM HE BbIMONHATE HKaKUX LecTBuiA. Bel
MOXeTe BblbpaThb AeNCTBUE, KOTOPOE BbINMOHUT NPUMOXEHNE, B HACTPOKax 3afaun [poBepka BHELLIHEro amcka.

BbiGop pelicTBus, koTopoe BbinonHUT npunoxeHne Kaspersky Endpoint Security npn nogknioueHum BHelHero
ANCKa K KOMMbIOTEpy

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe MyHKT HacTpoliku.

OTKPOETCS OKHO HACTPOVIKI MPUTOXEHNS.
2. Ha Bknagke MpoBepka B crivicke cnesa BbibepunTe NpoBepka BHELIHNX AVUCKOB.

3. B 6noke Ecnu nopknioveH BHELHNIA ANCK BbIGepuTe AelicTBre, KoTopoe npunoxerne Kaspersky Endpoint
Security BbINONHWT NPY NOAKOUEHNN BHELLHETO ANCKA.

3apaun NonHoM NPoBEPKN 1 BEICTPO MPOBEPKY MMET CHOPMMPOBaHHbIE 06nacT Nposepku. [Npun BbinonHeHUN
3apayn nonHol nposepku npunoxerne Kaspersky Endpoint Security nposepsieT namsTb, 06bekTbl aBTO3anycka 1
BCE BHYTPEHHME ANCKM KOoMMbloTepa. [Npu BeINONHEHUM 3a8a4m ObICTPOV NPOBEPKM NMPUIOXEHVE NpoBepsieT
namsTb, 0O BEKTbI aBTO3arycKa 1 CUCTEMHbIE Nanku. Bel MoXeTe nameHnTb 061acTb NPOBEPKM 3aaaun ObiCTPO

NpoBEPKM.

MprmeuaHue. YTobbl 3HAUNTENBHO YMEHbBLUMTL BPEMS BbIMOMHEHNS MPOBEPKN, Bbl MOXETE MPOMnyCTUTb
MPOBEPKY CUCTEMHOIO TOMa "Tosbko AN uteHus”. o ymonuaHuto Kaspersky Endpoint Security He nposepsieT
CVICTEMHBIA TOM "TONbKO AJ151 YTEHNS" MU BbICTPON NMPOBEPKE 1 MPOBEPSIET €r0 NP MOJSIHON MPOBEPKE.

MpumeuaHue. Kaspersky Endpoint Security He npoBepsieT dalinbl, pacnonoxeHHble B xpaHunmwax OneDrive,
iCloud 1 gpyrux obnauHblx xpaHunuwax. Vicknounte atun daiinbl 13 obnacTv Nposepku. B npoTreHoOM cnydyae
3aja4a NpoBeEPKM MOXET 3aBEPLUNTLCS C OLUMOKOWN 3apaxKeHHbIN gpaiii He yaareH.
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BknioueHune u Bbik/lOUEHNE NPOBEPKU CUCTEMHOIO TOMa "TONbKO Ang uteHusa"

1. B cTpoke MeHIo HaXkMUTE Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpOETCH OKHO HACTPOWKN MPUIOXKEHNS.
2. Ha Bknapke MNpoBepka B crniicke cnesa BoibepuTe 3atady MNonHaa nposepka v BeicTpas npoBepka.

3. B 6noke OnTumMmmsaumsa cHummnTe/yctaHosute ¢naxok MponyckaTb NPoBepKYy CUCTEMHOrO TOMa «TONbKO A1
UYTeHNS».

BaxHo! B Liengax 6e3onacHOCTV ONTUMMN3ALINS MOXET ObITb BbIKJTIOYEHA.

[o6aeneHune daiina uny nanky B 061acTb NPOBEPKU 3afaun GbICTPO NPOBEPKX 1 YaaneHne ns Hee

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUTOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPOMKI MPUTOXEHWS.
2. Ha Bknapke MNMpoBepka B crnivicke crnesa Bolbepute 3aaavy BoicTpas nposepka.

3. B 6noke O6nacTb NPoOBEPKN HAXXMUTE Ha KHOMKY VI3MeHnTb.

OTKpoeTCs OKHO CO CMIMCKOM OBBEKTOB, MPOBEPSIEMbIX B XOAE BbINONHEHWS 3aaa4mn beicTpoli nposepkum.
4. OTpenakTupyinTe CMCOK O6BEKTOB, BXOASLLMX B 06/1aCTb MPOBEPKU:
* Y1066l [06aBUTL dalin unv nanky B 061acTb NPOBEPKU:

a. Haxxmute Ha KHOTMKY +.

OTkpoeTcs BCrbiBaloLLEE MEHIO, B KOTOPOM Bbl MOXETE BblOpaTb 06beKThI A5 AobaBneHns B obnactb
NPOBEPKN.

b. Boibepute Maiinbl n nanku.

OTKpoeTCcs OKHO, B KOTOPOM Bbl MOXeETE BbibpaTh daiin nnv narnxy.
c. Beibepute daiin nnm nanky, KOTOpyo Bbl XOTUTE O06aBUTL B 06NacTb NPOBEPKM.
d. Haxxmute Ha kHomnky OTKpbITb.
* Yrtobbl yoanutb daiin nnm nanky 13 obnactu NpoBepKut:
a. BoibepurTe 06bEKT, KOTOPELIN Bbl XOTUTE YAANUTb.
b. MNepeTalumnTe BbIOpPaHHbIN O6BEKT N3 OKHA UM HAXMIUTE Ha KHOMKY —.

5. HaxxmunTe Ha kHorky CoxpaHuTb.

[o6aeneHune B obnacTb NpoBepKn 3agaym 6bICTPOI NPOBEPKU 06beKTa N3 cnucka cTaHaapTHbIX 06 BHEKTOB

1. B cTpoKe MeHIo HaXXMUTE Ha 3HAaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPONKI MPUIOXEHWS.

2. Ha Bknagke MpoBepka B crivicke crnesa BolbepuTe 3agaqvy beicTpasg nposepka.
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3. B 6noke O6nacTb NPoBEpPKN HAXXMUTE Ha KHOMKY VIaMeHnTb.

OTKpoech OKHO CO CMNCKOM OBbEKTOB, BXOO4LLIMX B obnacTb NnpoBepKn.

4. HaxxmuTe Ha KHOMKY +.
OTKpoeTcs BCrbiBatoLLee MEHIO, B KOTOPOM Bbl MOXETE BblibpaTb 06bekThl A/19 [o6aBneHns B 06nacTb
NpPOBEPKU.

5. Bo BcnbiBatoLLEeM MeHIO BbibeprTe 06BbEKT, KOTOPbIN Bbl XOTUTE OOaBUTL B 06/1aCThb MPOBEPKN (HampUMep,
MamaTb).

6. Haxxmute OK.

YpaneHvie o6bekTa n3 obnacTv npoBepkn 3apayv 6bICTPOI NPOBEPKU

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHWs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpoeTCs OKHO HACTPOKI MPUTOXEHWS.
2. Ha Bknapke MNMpoBepka B criicke cresa Bbibepute 3aaadvy boicTpas nposepka.

3. B 6rnoke O6nacTb NPoBEpPKN HAXXMUTE Ha KHOMKY VIaMeHnTb.

OTKpOGTC‘;’I OKHO CO CMNCKOM OBbEKTOB, BXOO4LLMX B obnacTb npoBepKn.

4. CHUMUTE PriaxxoK psiioM C 06EKTOM B CIMCKE OBBEKTOB, BKIIIOYEHHBIX B 061acTb MPOBEPKU.

5. Haxxmute OK.

Mpw 0BHapy>eHW yrposbl B daiine npunoxeHne otobpaxaeT YyBeJoMIEHNE 1 BbINOMHIET Hag 06 bekToM
BbIbpaHHOe aelicTere. Bbl MOXeTe N3MeHUTb OeCTBIE, BbINMOIHAEMOE NMPUIOXEHEM NPY OBHapPYXeHU obbekTa.

Boi6op pelicTeug, kotopoe Kaspersky Endpoint Security BbinonHuT npu o6Hapy>xeHUn 3apaxeHHoro daiina

1. B cTpoKe MeHIo HaXXMIUTE Ha 3HaYOK NMPUOXEHWS 1 BbibepuTe MyHKT HacTpoliku.

OTKPOETCS OKHO HACTPOVKI MPUITOXEHNS.
2. Ha Bknapgke MNpoBepka BbibepuTe 3agady B Crincke.

3. B 6noke [OelicTBue BbibepuTe LeNCTBUE, KOTOPOE MPUMOXEHNE BbINOMHUT MPY OBHAPY>KEHNN 3apaXXeHHOro
daiina.
MNepen neveHviem unu yoaneHem sapaxeHHoro daiina Kaspersky Endpoint Security coxpaHsieT ero konvio B

pe3epBHOM XPaHUINLLLE, YTOBbI Bbl MO/ BOCCTaHOBUTL UCXOAHbIA daiin, ecnv noTpebyeTcs.

PesynbTaTbl BEINOMHEHWS 3a4a4 MPOBEPKU U CBeAeHMS 060 BCex 0BHapY>KeHHbIX O6beKTax 3anmchiBaloTCs B OTHET.

MprmeuaHue. Ecnv npuv BeinonHeHUn 3agayn novicka BpenoHocHoro O BO3HMKAM owmnbKy, 3anycTuTe ee eLle
pas. Ecnv noBTopHas nonbiTka BEINOMHEHNS MPOBEPKM Tak>Ke 3aBepLumnach ¢ owmnbkon, obpatutech B Cnyxoy

TeXHU4Yeckon nonnepxku "Nlabopatopum Kacnepckoro'.
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npOCMOTp oT4yeTa O BbINOoJZIHEHN 3apa4y NpoBepPKn

1. B cTpoke MeHto BbibepuTe 3awumTa > OT4eThl.

OTkpoeTcs okHO OTUeTHI.

2. OTkpoiiTe Bknaaky Mpoeepka.

3apaun 0bHOBMNEHUS

CBoeBpeMeHHOe OBHOBEHVIE aHTVBMPYCHBIX 6a3 NPUIoXeHWs — 3a0r 6e30MacHOCTY Ballero KoMmnbtoTepa.
3alimTa oT dhalinoBbIx YrRos, 3alimTa oT Be6-Yrpo3 1 3a4auv NPOBERKU NCMOSb3YIOT 6a3bl MPUAOXKEHUS As
OBHapY>XeHUS 1 YCTPaHEHVS BPEAOHOCHbIX MPOrpamMM Ha BalleM KOMMbloTepe. basbl MpunoXeHns perynspHo
MOMOMHAOTCS 3aMUCAMM O PasfNYHBIX BUAAX Yrpo3 1 cnocobax 60pbbbl C HAMM, MOSTOMY HACTOATENBHO
PEKOMEHAYETCS UX PETYSPHO OBHOBNSTD.

Kaspersky Endpoint Security 3arpy>aeT 6a3bl MPpUIOXEHVS 1 HOBblE MOLYV MPUIOXEHWS C CEepBEPOB OOHOBNEHWI
"INabopaTopum Kacrnepckoro” 1 ycTaHaBnmBaeT 1x Ha Ball koMnbtoTep. Kaspersky Endpoint Security Takxe moxeT
MNCMOmnb30BaThb TOUKMN PaCHPOCTPaHEHNS, ToKasbHble Nanku Unm opyre sBeb-cepsepsl.

MpumeuaHue. [1ng nooknoyeHrs kK cepeepam 0BHOBEHWI 1 3arpy3ki OBHOBNEHNI TpebyeTcs [OCTYN B
NHTEePHeT. Ecnn noaknoyeHne K IHTEPHETY OCYLLLECTBNSETCS Yepes NMPOKCU-cepBep, MOXET NoTpeboBaTbCs
HacTpolika napameTpoB CeTu.

OBHoBREHNS 6a3 MPUNIOXEHNS MOXHO 3arpy»aTb B OGHOM 13 CeOyoLLMX PEXMOB:

e Astomatuuecku. Kaspersky Endpoint Security neprognueckm nposepsieT Hanmume o6HOBNEHNI Ha cepBepax
obHoBneHwin "NabopaTopum Kacnepckoro'. Ecnv obHoBRNeHMe 4OCTYMNHO Ha cepBepe obHoBneHul, Kaspersky
Endpoint Security 3arpy»aeT ero 8 GOHOBOM pexume 1 yCTaHaBNMBaET Ha KOMMbIOTER. DTOT PEXUM BKITOYUEH
Mo YMONYaHMo.

* BpyuHyo. Bul MoxeTe B nto6oe Bpems npoBepuTb Hanmume obHoeneHmin Kaspersky Endpoint Security BpyuHyto.

BknioueHune n BbiKIOUEHNE aBTOMAaTMYECKO 3arpy3ku obHoBneHnin 6a3 Kaspersky Endpoint Security

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHWs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpOEeTCS OKHO HACTPOVIKI MPUTOXEHNS.

2. Ha Bknapnke O6HoBneHne B 6noke Basbl ycTaHOBUTE /CHUMWTE dpnaxok 3arpyaTb o6HoBNeHUS
aBTOMaTUYECKM.

MpoBepka Hannuna o6HoBneHniA 6a3 Kaspersky Endpoint Security

1. Ha 6okoBoW NaHen r1aBHOro okHa MpunoXxexHud, Haxmute O6HoBREHMe.

OTkpoeTcs okHo OBHOBNEHNE.
2. Haxxmute Ha kHonky OBGHOBUTB.

3anycTutcs o6HOBMEHVE Ba3 MPUIOXKEHNS.
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Tak>xe Bbl MOXeTe 3anycTuTb 3a4ady OOHOBMNEHWS OOHVM 13 CNeAyoLLVX CNOCOBOB:
* HaxxmunTe Ha 3Ha4oK NpunoxeHns 1 Bolbepnte O6HOBNEHME.

* B cTpoke MeHio BbibepuTe 3awmTa > O6HOBNEHME.

Bo Bpems o6HOBrIEHNS 6a3bl 11 MOLYV NMPUIOXEHWS Ha BaLLEM KOMMbIOTEPE CPaBHMBAIOTCS C AOCTYMHbIMU Ha
cepBepax 06HoBneHWin. Ecnm Ha Ballem KommbloTepe yCTaHOBNEHa NOCNeaHss Bepcus 6a3, B okHe O6HoBneHue
oTobpaxkaeTcs COOBLLEHNE O TOM, UTO Basbl MPUNOXKEHWS akTyasnbHbl. ECrin Bepcus n 6asbl NprnoxeHns
OT/INYAIOTCS OT AOCTYMHbIX HA CepBepax OOHOBMNEHWIA, Ha KOMMLIOTEP 3arpy>aloTCs U yCTaHaBIMBAOTCS TOMbKO
HepocTatoLLme 06HOBNEHUS. VIHKpeMeHTHOe OBHOBNEHME 6a3 NPUNOXEHNS 3aHUMaeT MeHbLLE BPEMEHU 1 TpebyeT
MeHbLUe Beb-Tpaduika.

Ecnun nopkntoueHne K IHTEPHETY OCYLLECTBNSETCS Yepes NPOKCU-CepBEP, Bbl MOXETE HACTPOWTL NapameTpbl
nopknoyeHns k npokcu-cepsepy. Kaspersky Endpoint Security ncnonbayet 971 napameTpbl A1 OGHOBNEHNs 6a3
MPUOXEHNS 1 3arpy3K OBHOBNEHUI MOZY e MPUNOXEHNS.

HacTpoiika napameTpoB noaxnoueHust K Npokcu-cepeepy

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaUYOK MPUNOXEHS 1 BbibepuTe NyHKT HacTporiku.

OTKpoeTCs OKHO HAaCTPOMKI MPUOXEHWS.
2. BeibepuTe Bknagky O6HoBREHume.

3. B 6noke Mpoken yctaHoBnTe driaxok Micnonb3oBaTb Npokcu-cepeep 1 HaxmuTe Ha kHornKy HacTpoiiku.

OTKpoeTCs OKHO, B KOTOPOM Bbl MOXETE HACTPOWTL NapamMeTpPbl MOAK/OUEHNS K MPOKCY CEPBEPY.
4. HacTpoiiTe napameTpbl NOAKIOUYEHNS K MPOKCU-CEepPBEPY.

5. HaxxmunTe Ha KHomnKy CoxpaHuTb, YTOBbI COXPaHUTb N3MEHEHNS MapaMeTPOB NOAKIIIOUEHNS K MPOKCU-CEPBEPY.

Mepen o6HoBneHem 6a3 npunoxerus Kaspersky Endpoint Security cosnaeT vx pesepBHyto KONuo Ha cryyali,
€CIN BO3HUKHET HEOBXOAVMMOCTb BEPHYTbCS K MCMONb30BaHUIO NpedpiayLuei Bepcumn 6a3. Bam moxeT
NMoHapobuTbCS oTKaT OBHOBMEHNS, €CNN HOBasi Bepcusl 6a3 NPUNOXeHWs COOEPXNT HENMPAaBUIbHYIO CUrHaTYPY, 13-
3a koTopoli Kaspersky Endpoint Security 6noknpyeT 6e3onacHyto nporpammy.

Mpumeuanwue. MNpun nospexaeHnn 6a3 Kaspersky Endpoint Security pekomeHayeTcs 3anycTuTb 06HOBNEHNE,
4TOBbI 3arpy3nTb 1 YCTAHOBUTL MOCEAHIO BEPCUIO 6a3 MPUNOXEHUS.

OTkaT nocnegHero obHoBneHNS

1. B cTpoke MeHIo HaXkMUTe Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpOEeTCS OKHO HACTPOVIKI MPUSTOXEHNS.
2. BblbepuTe Bknapky O6HoBneHume.

3. B 6noke OTkaT 06HOBAEHUNS HAXMUTE Ha KHOMKy OTKaTuTb 06HOBEHNME.

Kaspersky Endpoint Security npegocTaBnsieT noapoOHbIi OTYET O BbINOMHEHWUM 32434 OOHOBNEHNS B OKHE OTUeThI.
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MpocmoTp oTyeTa o BLINONHEHUN 3aaa4n OGHOBNEHNS
1. B cTpoke MeHto BbibepuTe 3awumTa > OT4eThl.
2. OTkpoeTcs okHO OTUeThI.

3. BoibepuTe Bknagky O6HoBneHne 6as.

MpumeuaHue. OyHKLMOHANBHOCTb OBHOBNEHWI (BKOYas OBHOBMNEHWS CUrHATYpP BpenoHocHoro MO n
OBHOBMNEHNS KOOOBOW 6a3bl), a Takxke PyHKUMoHanbHOCTb KSN MoryT 6biTb HepgocTynHbl B 10 Ha TeppuTtopumn
CLUA.

JlokanbHble 3agaun

3apava NPOBEPKN BHELWHNX ONCKOB

Kaspersky Endpoint Security MmoxeT npoBepaTb Bce daiinbl, KOTOpble Bbl 3aryckaeTe Uy KonvpyeTe, faxe ecin
daiinbl pacnonoXeHbl Ha BHELLHEM Avcke. [ns npefoTBpalleHns pacnpocTpaHenmns BpegoHocHoro 10, Bbl MoxeTe
HacCTPOWTb aBTOMATLYECKYHO MPOBEPKY BHELLHMX AVCKOB MPU UX MOLKOUYEHNUM K YCTPOUCTBY.

MOo>HO HacTpouTb criedytoLye NapaMeTpbl MPOBEPKN BHELLHNX OUCKOB:

e [eiicTBue, koTopoe Kaspersky Endpoint Security BeinonHgeT npy nogkniovYeHUn BHELLHEro AuCKa.

MpoBepuTb

Ecnu BeiGpaH aToT BapuaHT, Kaspersky Endpoint Security BbinonHuT novck BpegoHocHoro MO Ha
NOOKIOUYEHHOM BHELLHEM OMCKE.

OTOT BapmaHT BbIGpaH Mo YMOM4aHwio.

He npeanpuHumaTth HMKaKux peicTBUi
Ecnu BoibpaH aToT BapuaHT, Kaspersky Endpoint Security He ByneT npoBepsTb NOAKOYUEHHbIV BHELLHWIA ANCK.

e [leiicTBue, kKoTopoe Kaspersky Endpoint Security BeinonHseT npu o6Hapy>keHUn 3apaXKeHHOro obbekTa.

JleunTtb. YoanaTb, ecnuv nevyeHne HEBO3MOXXHO

Ecnu BoiGpaH aToT BapuaHT, Kaspersky Endpoint Security 6nokupyeT 4OCTYN K 3apaXXeHHOMY O6beKTy 1
MbITaeTCS €ro NeYnTb, He 3anpalurBas NOATBEPXKAEHWS MONb30BaTeNS.

Ecnun o6bekT BoineyeH, Kaspersky Endpoint Security BoccTaHaBnnBaeT ero B MCXOAHOM MeCTe MOf, UICXOAHBIM
nmeHeMm. Ecnmn neyeHre HeBoamoxHo, Kaspersky Endpoint Security yaanseTt 3apaxeHHble 06beKTbl, KOTOpPbIE He
yOanochb BblNeynTb.

OTOT BapuaHT BbIGpaH Mo YMon4aHuio.

3anpawwuBaTtb gelicTene
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Ecnwn BbiGpaH aToT BapuaHT, Kaspersky Endpoint Security oTobpaxaeT okHO yBefoMneHns ¢ nHbopmaLmeri o
BPELOHOCHOM 06BEKTE 1 NMpeasiaraeT Nob30BaTeNto BbIbpaTh AeNCTBUE, KOTOPOE TpebyeTcs BbiMONHUTbL. B
3aBUCUMOCTW OT cTaTyca obbekTa OeCTBIS MOTYT OT/INYaThCS.

Bbl MOXeTe HacTpouTb NPOBEpPKY BHELLHKX AnckoB B KoHconn agMmuHucTpuposaHus, B Web Console nnn B
npwunoxerun Kaspersky Endpoint Security.

Kak HacTpouTb 3anyck npoeepku BHeLWHUX Anckos B KoHconu agpmuHucTpupoBaHus (MMC)
1. BanycTtute KoHconb agpMmuHncTpuposanus Kaspersky Security Center.
2. PasBepHuTe y3en CepBep agpMmnHncTpupoBaHus <ims cepeepa>.
3. B nepeBe koHcon BbibepuTe nanky Ynpasnsgemble yCTPOUCTBa.

4. B paboueli obnacTu BbibepuTe Bknaaky MNonntukn.

5. Mo npaBoii knaBuLLE MbILLY OTKPONTE KOHTEKCTHOE MEHIO MONUTYVKN, MapaMeTpbl KOTOPOW Bbl XOTUTE HACTPOUTD,

1 BbibepuTe CBolicTBa.
6. B okHe CBolicTBa BbibepuTe JlokanbHble 3agaun — NpoBepka BHELUHNX AVICKOB.
7.HacTtpoiiTe napameTpbl 3agayun.

8. HaxxmmTte OK, 4To6bI COXPaHUTb N3MEHEHNSI.

Kak HacTpounTb 3anyck nposepku BHewwHux anckos B Web Console n Cloud Console
1. B rnaBHom okHe Web Console Bribepute YeTpoiicTBa — MonuTtukn n npodunmv nonnTuk.

2. Haxkmute Ha HasBaHue nonutuku Kaspersky Endpoint Security.

OTKpOETCH OKHO CBOMCTB MONINTUKM.
3. BolbepuTe Bknagky MNMapameTpbl nporpammb.
4. BeibepuTe JlokanbHble 3apaun — NpoBepka BHELUHNX AVNCKOB.
5. HacTpoliTe napameTpbl 3agaun.

6. HaxxmunTe OK, UTo6bl COXpaHUTb U3MEHEHNS.

Kak HacTpouTb 3anyck npoBepKin BHELLUHUX AUCKOB B MHTepdelice NpunoxXeHus

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPONKI MPUIOXEHWS.
2. Ha Bknapnke MpoBepka B crniicke crnesa BbibepuTe MpoBepka BHELUHWNX ANCKOB.

3. B 6noke Ecnu nopknioyeH BHELHNIA ANCK BbiIbepuTe AelicTBre, KoTopoe npunoxerne Kaspersky Endpoint
Security BbINOAHAT NPY NOAK/IIOYEHNN BHELLHErO ANCKa.
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PesepBHoOe xpaHunmLe

Bo Bpems nevueHuns 3apaxkeHHbix dbalinoB He BCeraa yoaeTcsl COXPaHUTb X LEeNOCTHOCTb. ECnn BbineyeHHbIn darin
cofepxxan BaxHyto MHPopMaLmio, KoTopas B pe3ynbTaTe IeUeHns cTana MOSHOCTLIO UV YaCTUYHO HedOCTYMHOM,
Bbl MOXETe BOCCTaHOBUTb UCXOJHbIV Palin N3 pe3epBHOro XpaHumLLa.

Pe3epBHa§/ KOrvis — Konng ornacHoro d>a|7|na, KOTOpad co3gaeTCyd npum nepBomM JiedeHNN Unn yganeHnmn aTtoro c|>a|7|r|a.
PesepBHasl KOMn4a XpaHNTCH B PE3ePBHOM XpaHUINLLE.

Pe3sepsHoe xpaHuviLe — 3TO crneumnanbHoe XpaHunvLLe, cogepxallee pesepsHble konumn ¢aiinos, KOTopble bbinm
yAaneHbl v nsaMeHeHbl B npouecce neveHns. OcHoBHas GyHKLVS pe3epBHOro XpaHunmLLa — obecneunTb
BO3MOXHOCTb B M0G0 MOMEHT BOCCTaAHOBUTb UCXOAHbIN dalin. Daiinbl B pe3epBHOM XPaHUKLLE XPaHITCS B
cneumanbHom dopmaTe 1 He NPeaCcTaBnsioT ONacHOCTM AJis KOMMbloTepa.

MpocmoTp coaepXXUMOro pe3epBHOro XpaHumLLa

1. B cTpoke meHto BbibepuTe 3awmTta > O6Hapy>keHHble 06 bEKTbI.

OTkpoeTcs okHO OBHapyXeHHble 06BbEeKTbI.
2. B 6noke PesepBHoe xpaHunmLe NpoCcMoTprTe CNNCcok $ainnos, pe3epBHbIE KOMUM KOTOPbIX COXPaHEHbI.
Bbl MOXeTe BoccTaHaBNMBaTb 1 yOansdTb pe3epBHble konum dbalinos N3 pe3epBHOro XpaHumLa.
BoccTaHoBneHue pesepBHoli konuu ¢alina 3 pe3epBHOro XpaHuAumLLLa

1. B cTpoke meHto BbibepuTe 3awmTta > O6Hapy>keHHble 06bEKTHI.

OTkpoeTcs okHo OBHapy>KeHHble 06 bEKTBI.

2. B 6noke PesepBHoe xpaHUAnLLe HaXXMUTE Ha KHOMKY +** PSAOM C PaiiioM, KOTOPEI Bbl XOTUTE BOCCTAHOBUTD.

OTkpoeTcs BChnblBatoLLEE MEHIO.

3. Bbibepute BoccTaHoBUTL daiin.

OTKpoeTCs OKHO, B KOTOPOM BaM HY>HO ykasaTb UMs dalina, Ter 1 narky, B KOTOpPY OH OyAeT BOCCTaHOBIEH.
Mo ymonuaHmto yke ykasaHbl ICXOOHOE M daiifia n UCXOOHOE MECTOMOMOXEHME.

4. YkaxuTe nms dalina 1 narky, B KOTOPYIO Hy>KHO €ro BOCCTaHOBUTD.
5. HaxkxmuTe Ha kHorky CoxpaHuTb.

I'Ipvmo>|<eH|/|e BOCCTaQHOBUT d>a|7|n B YKa3aHHOE€ MeCTOrNOJIOXXEeHNE C YKa3aHHbIM UMEHEM.

Cpasy nocre BOCCTaAHOBIEHVS BaM HY>KHO NpoBepuTb daiin Ha BpegoHocHoe 0. BoaMoXHO, ¢ 06HOBMEHHbBIMIA
aHTUBMPYCHbIMN Ba3amiu ero yaacTcs BbiieunTb 63 NoTepn LENOCTHOCTH.

Ba>kHo! He pekomeHayeTcs BoccTaHaBnMBaTh pe3epBHble konum dalinos 6e3 kpaiiHei HeobXxoanMOCTH, Tak
KaK 9TO MOXET NMPUBECTM K 3apaXkeHWIo BaLLero KoMmbtoTepa.
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YnaneHune pe3epBHoli konuu daiina us pe3epBHOro XxpaHnuLa

1. B cTpoke MeHto BbibepuTe 3awmTa > O6Hapy>KeHHblE 06BbEKTHI.

OTkpoeTcs okHo OBHapy>KeHHbIe 06 bEKTBI.
2. B 6noke PesepBHoe xpaHunLLe BbINONHUTE CreayioLLe AeNCTBIS:
* Ecnun Bbl xOTWTe yOanuTb BCce pe3epBHble Konum $alinos, HaXXMUTE Ha KHOMKY YaannuTb Bce.

e YT06bl yOaniTb BoIbpaHHYo pe3epBHYIO Konmio dalina, HaXXMUTe Ha KHOMKY === PSiAOM C Ha3BaHueM daiina n
BbIbepuTe YAannTb Konuio.

Mo ymonyaHuio cpok xpaHeHus $aiinoBs B pe3epBHOM xpaHunuie cocTtasnseT 30 gHel. [1o ncTeueHmn sToro cpoka
dalinel ynanstoTtcs. Bel MoxeTe n3aMeHUTb MakcumanbHblli CPoK XpaHeHWs $alinos B pe3epBHOM XPaHWULLE U
OTMEHWNTb OrpaHNYeHEe CPOKa XPaHEHNSI.

HacTpolika cpoka xpaHeHusi ¢aiinioB B pe3epBHOM XpaHUINLLE

1. B cTpoke MeHIo HaXkMUTe Ha 3HauYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTporiku.

OTKpoeTCS OKHO HAaCTPOWKM MPUTOXEHWS.

2. Ha Bknagke Yrposbl B 6r11oke PesepBHoe xpaHunvLLe ycTaHoBUTe dnaxok YaansTb 06beKTbl U3 pe3epBHOro
XPaHUNIMLLa Yepes <3HauYeHne> AHel 1 YKaXnTe BPeMS, Mo NCTEYEHNM KOTOPOro daiinbl, HaXoasLLMeCs B
pPe3epPBHOM XPaHWUNKILLLE, aBTOMAaTUYECKN YAANSIOTCS.

OTyeThbl

Bbl MmoxeTe npocmoTpeTb oTueT Kaspersky Endpoint Security co cnckom Bcex obHapy»keHHbIX 06 beKTOB Ha
Bknagke O6paboTaHHble 06beKTbl. CCTEMHbIE COBLITUS OTOBpaxatoTcs Ha Bknagke CucTemMHble coBbiTuS.
[ononHnTensHO, NOAPO6HbIN OTYET GOPMUPYETCS A1 KAXKA0rO KOMMOHEHTa NPUIIOXEHUS: 3aLLThl OT halinoBblx
Yrpos, 3awmThl 0T Be6-YrRo3, 3alunThl OT CETEBbIX YTRO3, AHanm3a NoBeaeHnd, 3a4a4 NROBERKM 1 OBHOBIEHMIS.

OTkpbiTne okHa OTueThbI

B cTpoke meHio BbibepuTe 3awmTta > OTyeThl.

Kaspersky Endpoint Security no3sonseT coxpaHnTb OTUET O CBOEl paboTe B TekcToBOM popmaTe. DTa
BO3MOXHOCTb MOXET NMOHaL0obUTbCS, eCnn B paboTe KOMMOHEHTOB NPUMOXEHNS UV MPY BbINOIHEHUM 3a4a4
BO3HVKaeT OLMBKaE, KOTOPYIO Bbl HE MOXETE YCTPaHUTb CaMOCTOSTENbHO, Y BaM TpebyeTcs nomolLs Cnyxobl
TexHn4eckon nognepxku "Nlabopatopun Kacnepckoro'. B aTom cnyyae oTnpaBbTe OTYET B TEKCTOBOM popmaTe B
Cnyx6y TexHn4Yecko nogaepxkn "JlabopaTtopun Kacnepckoro”, yTobbl Halwv CreumanncTbl MOMN N3yunTb
npobnemMy 1 MakCUMasbHO BbICTPO PELLUTD ee.

OkcnopT oTyeTa o paboTe komnoHeHToB unu 3aaad Kaspersky Endpoint Security B TekcToBbI dalin

1. B cTpoke MeHto BbibepuTe 3awumTa > OT4eThl.

OTkpoeTcd okHO OTUeTHI.
2. B neBoli yacTu okHa BbIbepuTe BK1aaKy C Ha3BaHMEM HY>KHOMO OTYeTa.

3. B BepXHEM NpaBoM yriy OKHa HaXMUTE Ha KHOMKY [
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4. B OTKpbIBLLEMCS OKHE YKaxuTe nms dalina, Terv 1 narky, B KOTOPOI HY>KHO COXPaHUTb OTYET.

5. HaxkmuTe Ha kHorky CoxpaHuTb.

Mo ymonuaHuto Kaspersky Endpoint Security He coxpaHseT B oTyeTe nHbopMaLMOHHbIe CObbITUS. Bbl MoxeTe
paspeLmnTb 3an1cb MHGOPMALMOHHBIX COBLITUIA B OTUETHI.

BknioueHne 3anucm nHopmMaLMOHHbIX COBbITUI B OTYETbI

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpOEeTCS OKHO HACTPOVKM MPUTOXEHNS.

2. Ha Bknapke UHTtepdelic, B 6noke OTueTbl ycTaHoBUTE dnaxok 3anncbiBaTb HEKPUTUYECKNE COBbITUS, YTOObI
nonyyaTb yBefoMeHns 06 nHbopMaLmoHHbIx cobbiTrsx Kaspersky Endpoint Security.

Managed Detection and Response

KomnoHeHT Managed Detection and Response 6bin sobasneH B Kaspersky Endpoint Security B Bepcun 11.2.
KomnoHeHT obecneurBaeT B3anmopeiicTeme ¢ pelleHnem Kaspersky Managed Detection and Response. Kaspersky
Managed Detection and Response (MDR) o6ecneunsaeT HenpepbIBHbIV MOWCK, OBHaPY>XEHNE 1 YCTPaHEHNE yrpos,
HanpaBneHHbIX Ha BaLly opraHusaumio. [NoapobHyo nHdopmMaLmio o paboTe peLleHns cM. B crpaske Kaspersky
Managed Detection and Response®.

MNpw B3anmopeiicTenm ¢ Kaspersky Managed Detection and Response npunoxeHve no3sonseT BbINOMHATb
cnenyowme GyHKLNN:

e AkTmBaums Managed Detection and Response ¢ nomolLbto koHdurypaumonHoro daiina BLOB.

* BuinonHeHne komaHp ot Kaspersky Managed Detection and Response.

e OTnpaBka faHHbIX TenemeTpun ons obHapyxxeHus yrpos B Kaspersky Managed Detection and Response.
KomnoHeHT Managed Detection and Response nmeeT cnegytoLume LONMONHUTENbHbIE TPEBOBaHUS:

* onepaunoHHas cuctema macOS 12 nnn Gonee NosanHeln Bepcuu;

e kowmrbloTep Mac Ha 6ase npoueccopa Intel nnn Apple;

* aKTmBHas nuueHsus ong Kaspersky Endpoint Security.

NHTerpaumns c Kaspersky Managed Detection and Response
NHTerpauns ¢ Kaspersky Managed Detection and Response cocTonT 13 cnegyioLmx aTanos:

@ Hactpolika npokcn-cepsepa Kaspersky Security Network.

Mpokcu-cepep Kaspersky Security Network o6ecrneunBaeT 06MeH faHHbIMU MEXAY KOMMbloTepamu 1
nHdpPacTPykTypoit obnavunbix cnyx6 Kaspersky Security Network uepes CepBep aOMUHUCTPMPOBaHNS, a He
HanpsMmyto.
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3arpyauTte koHburypaumorHbi daiin Kaspersky Security Network B cBoiicTBax CepBepa anMUHUCTPUPOBAHNSI.
KoHdurypaumnonHbiii daiin Kaspersky Security Network HaxoouTtcs B ZIP-apxuBe koHdurypaumoHHoro daiina
MDR. Bbl moxeTe nonyunts ZIP-apxme B KoHconu Kaspersky Managed Detection and Response. lNogpotHee o
HacTpoiike npokcu-cepaepa Kaspersky Security Network cm. B cripaske Kaspersky Security Center.

B pesynbraTte Kaspersky Endpoint Security 6yaeT ncnonssosatb JlokanbHbli KSN ons onpepenenns penyTaumm
¢aiinos, nporpamm 1 Beb-cainToB. CtaTyc VIHppacTpykTypa: Kaspersky Private Security Network"6yneT
oTobpaxaTbcs B napameTpax nonutukn B pasnene Kaspersky Security Network.

NcnonbsosaHue JlokanbHoro KSN ¢ Kaspersky Managed Detection and Response rapaHTupyeT oTnpasky
TenemMeTpun Ha BbleneHHble CepBepbl, COOTBETCTBYIOWYME TpeboBaHusM OBLLEero pernameHTa no salmTe
naHHbIx (GDPR). Ecnu Bbl He HacTpouTe Jlokanbreili KSN, TenemeTtpus 6yaneTt otnpasnsTees B [nobanbHblin KSN.
OTO MOXET SBNATbCS HaPYLLEHMEM 3aKOHOB Balleli CTpaHbl.

BaxkHo! [1ng paboTbl Managed Detection and Response Heobxoay Mo BKAOUNTL RaCLUMPREHHDI REXMM
paboTbl KSN.

AkTusaums Managed Detection and Response

3arpysuTte KoHurypaumoHHbi daiin BLOB B nonnTuke Kaspersky Endpoint Security (CM. MHCTPYKLMIO HUXKE).
BLOB-daiin conepxut naeHtrndburkaTop knneHta n nidopmaumo o nuueHsun Kaspersky Managed Detection and
Response. BLOB-daiin HaxoouTcs B ZIP-apxuse koHburypaumorHoro daiina MDR. Bel MoxeTe nonyunts ZIP-
apxue B KoHconu Kaspersky Managed Detection and Response. lNMogpo6Hyto nHdpopmaumio o BLOB-daiine cm. B
crpaske Kaspersky Managed Detection and Responser.

AkTunBauna Managed Detection and Response B KoHconun agmuHncTpuposanus (MMC)
1. Banyctute KoHconb agpmuHncTpupoBaHus Kaspersky Security Center.
2. PassepHuTe ysen Cepsep agpMmuHucTpuposaHns <Mims cepeepa>.
3. B nepese koHconu BoibepuTe narnky Ynpaendemble yCTpPOUCTBA.
4. B paboueli obnacT BbibepuTe Bknaaky MNonntmkn.

5. o npaBoii knaBuLLE MbILL OTKPONTE KOHTEKCTHOE MEHIO MOMNTUKIM, MapamMeTpbl KOTOPOW Bbl XOTUTE
HacTpouTb, 1 BblbepuTe CBOMCTBA.

6. B okHe CeolicTBa BbibepuTe Detection and Response > Managed Detection and Response.
7. YctaHoBuTe dpnaxok Managed Detection and Response.

8. B 6roke KoHdurypaumoHHsiii dpaiin MDR HaxmuTe Ha kHornky MimnopTrnpoBaTs 1 Boibepute BLOB-daiin,
nony4yeHHbl B KoHconu Kaspersky Managed Detection and Response. ®aiin nmeet paclumperne P7.

9. Haxxmunte OK, 4To6bl COXPaHUTb 3MEHEHUS.

AkTuneauns Managed Detection and Response B Web Console n Cloud Console
1. B rnaBHom okHe Web Console BbiGepute YeTpoiicTsa > MNonutukm n npodunm nonmTmk.
2. Haxxmunte Ha HassaHue nonutimkm Kaspersky Endpoint Security ans Mac.
3. OTKpOETCS OKHO CBOWNCTB MNOMUTUKN.
4. BblbepuTe Bnaaky MapameTpbl nporpammbl.

5. Boibepute Detection and Response > Managed Detection and Response.
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6. BkniounTte nepekniovatens Managed Detection and Response.

7. Haxxmunte Ha kHorky MmnopTtupoBsaTb 1 Boibepute BLOB-daiin, nonyyenHbili B KoHconu Kaspersky
Managed Detection and Response. ®aiin nveeT paclimpenne P7.

8. CoxpaHnTe BHECEHHbIE 3MEHEHUS.

B pesynbTaTte Kaspersky Endpoint Security nposeput BLOB-daiin. Mposepka BLOB-¢alina BknoyaeT B cebs
npoBepky LnbpoBO NoanMcy 1 cpoka aericTaus nuuensmn. Ecnn BLOB-daiin npowwen nposepky, Kaspersky
Endpoint Security 3arpy3nT ¢aiin n otnpasuT daiin Ha KOMMNbIOTEP NPU CneaytoLLei CUHXPOoHM3aLmn ¢ Kaspersky
Security Center.

Endpoint Detection and Response (KATA)

Kaspersky Endpoint Security nogaepxxumsaeT nHterpaumto ¢ komrnoHeHTom Kaspersky Endpoint Detection and
Response B cocTase pelueHuns Kaspersky Anti Targeted Attack Platform. Oto pelueHne npenHasHaveHo ons
onepaTrBHOro obHapy>XeHVs IPOOBUHY ThIX YIPO3, TaknX KaK LienieBble aTakiy, CNoXHble MOCTOSIHHbIE YrpO3bl, aTaku

Attack Platform®.

Korpa HacTpoeHa nHTerpaums ¢ Endpoint Detection and Response (KATA), cepsep KATA nonyyaeT nHpopmaLmio o
CcobbITUSX, MPOUCXOAsLLMX B paboTe Kaspersky Endpoint Security, yrposax, 06Hapy>KeHHbIX MPUIOXEHEM, a TakXke
MHpopMaLmio 06 obpaboTke aTux yrpos. Kaspersky Endpoint Security MoxeT BbINoOMHSATL 3agaun, 3anyLLeHHble B
Beb-uHTepdelice Kaspersky Anti Targeted Attack Platform, utobel oTpearpoBaTb Ha OBHapPYKEHHbIE YTPO3bl.
KomnoHeHT Endpoint Detection and Response (KATA) nmeeT cneaytoLume 4OMNMOHUTENbHbIE TPeboBaHWs:

* Kaspersky Anti Targeted Attack Platform 6.0 nnn 6onee nosaoHeli Bepcun.

e Kaspersky Security Center 14.2 nnn 6onee nosgHeri Bepcun.

* [HTerpaumio ¢ Endpoint Detection and Response (KATA) MOXHO HacTpouTb B KOHCONM aiMUHUCTPUPOBaHNS
Kaspersky Security Center (MMC), Web Console nnn Cloud Console.

NHTerpaums c Kaspersky Endpoint Detection and Response (KATA)

NHTerpaumsa ¢ Kaspersky Endpoint Detection and Response (KATA) cocTouT 13 crnenyoLmx 3Tanos:

@ YcrtaHoBka komnoHeHTa Endpoint Detection and Response.

Bbl MmoxeTe BbIbpaTh KoMmnoHeHT Endpoint Detection and Response Bo Bpems ycTaHosku Kaspersky Endpoint
Security.

® AxtuBauus Endpoint Detection and Response

Ecnn komnoHeHT Endpoint Detection and Response He nopnep>vBaeTcs Ballei TeKyLLen NMUeH3nen, Bam
Heobxoammo akTuempoBaTh Kaspersky Endpoint Detection and Response oTaenbHo.

Bbl MoxeTe npoBepuTb, NoaaepmBaeTcs M dyHKumMoHansHocTe Endpoint Detection and Response TekyLueit
nMueHsveli B okHe JluueHsuns.

© MopxnioueHne k cepepy KATA.
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Kaspersky Anti Targeted Attack Platform TpebyeT ycTaHOBKM fOBEPEHHOrO coeanHeHns mexxay Kaspersky
Endpoint Security n cepsepom KATA. YTob6bl HACTPOUTL [OBEPEHHOE COELMHEHNE, BAaM HEOOXOOMMO
ncrnonb3osatb TLS-cepTudukat. Bel MmoxeTe 3arpysnts TLS-cepTudukaT B Be6-nHTepdelice Kaspersky Anti
Targeted Attack Platform. MNoapo6Hyto nHbopmauumio o 3arpyske ceptudurkaTa cM. B cripaske Kaspersky Anti
Jargeted Attack Platform®.

Mo ymonuaHuto Kaspersky Endpoint Security nposepseT TLS-ceptudukat Tonbko cepaepa KATA. YTobbl
chenaTb coefyHeHne 6onee 6e3onacHbIM, Bbl MOXETE BKIIOUNTb ABYCTOPOHHIOW ayTeHTudrKaumo. YTobbl
BKJIIOUMTb ABYCTOPOHHIOK ay TEHTUDMKALIMIO, BaM HEOBXOAMMO NCMOSb30BaTh KPUNTOKOHTENHEP, 3aLLMLLEHHbIN
naponem. lNoapobHyto nHbopmaLmio 0 3arpyske KpUNTOKOHTEiHepa CM. B cripaske Kaspersky Anti Targeted
Attack Platform®.

MopxnioueHne komnbioTepos ¢ Kaspersky Endpoint Security k cepsepy KATA ¢ nomolubio KoHconu
aAMVHUCTPUPOBaHUS

1. 3anyctuTte KoHconb agMUHUCTPUPOBaHNS.

2. PassepHuTe ysen Cepsep agMmuHucTpuposaHns <Mims cepeepa>.
3. B nepese koHconu BoibepuTe narnky Ynpaendemble yCTpPOUCTBA.
4. B paboueli obnacT BbibepuTe Bknaaky MNonntmkn.

5. No npaBoii knaBuLLE MbILL OTKPONTE KOHTEKCTHOE MEHIO MOMNTUKIM, MapamMeTpbl KOTOPOW Bbl XOTUTE
HacTpouTb, 1 BblbepuTe CBOMCTBA.

6. B okHe CsolicTBa BbibepuTe Detection and Response > Endpoint Detection and Response (KATA).
7. YctaHoBuTe dpnaxok Endpoint Detection and Response (KATA).

8. HaxkmuTte Ha kHorky MNMapameTpbl noaxknioyYeHns K cepBepam.

9. B oTkpbiBLIEeMcs okHe MapameTpbl NOAKIIOYEHNS K cepBepam HaCTPONTe CnenytoLme napamMmeTpsbl:

e HaxmuTe Ha kHonky [lo6aentb TLS-cepTudumkat, utobbl BoibpaTe cepTudukat TLS, koTopbii 6yneT
MCMONb30BaTbCH ANg YCTaHOBKM JOBEPEHHOro coeamnHeHns ¢ cepsepom KATA.

* Ecnn Bbl XOTWTE N3MEHNTL BpeMs oxmaaHns oteeTa cepaepa KATA, ykaxunTe Bpems oXxumaaHns B none
Bpems oxxnpanuns (cek.). Mo ncteueHun sBpemenn oxmnaaHns otseta Kaspersky Endpoint Security
nbiTaeTCs NOAKMOUNTLCH K Apyromy cepsepy KATA.

* Ecnu Bbl XOTWTE NCMOMb30BaTh ABYCTOPOHHIOK ayTeHTUPMKaLMo, ycTaHoBMTE pnaxok Micnonb3osaTb
[ABYCTOPOHHIOI0 ayTeHTUdMKaumio. Haxmmte Ha KHOMKy 3arpy3uTb KPUNTOKOHTENHEp, UTOObI
BbiGpaTh daiin KpUNTOKOHTEIHEpPa 1 BBeAMTE Naposib B nosie [Naponb oT KpUNTOKOHTENHepa.

10. Haxxmute Ha kHorky CoxpaHnTb.
1. Ytobbl nob6aBuTL cepaep KATA, HaxxMuTe Ha KHoMKy [lo6aBuThb.

12. B oTkpbiBemMcs okHe Cepaep KATA ykaxunTe agpec 1 nopT cepBepa 1 HaxMUTe Ha KHornky CoxpaHnTb.

13. Haxkmute OK, uToBbl COXPaHnTb N3MEHEHWS.
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MoaknioueHue komnbloTepoB ¢ Kaspersky Endpoint Security k cepsepy KATA ¢ nomoupio Web Console
1. B rnaBHom okHe Web Console BbiGepute YeTpoiicTBa > MNonuTukm n npodunmn nonmTmk.

2. Haxxmunte Ha HassaHue nonutimkm Kaspersky Endpoint Security ans Mac.

OTKpoeTCs OKHO CBOMCTB MOMUTUKM.
3. BoibepuTe Bknagky MNMapameTpbl nporpammbi.
4. BoibepuTe Detection and Response > Endpoint Detection and Response (KATA).
5. Bkntounte nepeknovatens Endpoint Detection and Response (KATA).
6. HaxkmuTte Ha kHorky MapameTpbl noaxknioyYeHns K cepBepam.
7. B oTkpbiBLEMCS OKHe NapameTpbl NoaKIioYeHUs K cepBepamM HacTpoliTe CreaytoLLe napameTpbl:

e HaxmuTe Ha kHorky [lo6aBuTb TLS-cepTudukat, utobsl BoibpaTh cepTudurkaT TLS, koTOphIl ByneT
MCMONb30BaTbCH AN YCTaHOBKM [OBEPEHHOrO coeamnHeHns ¢ cepepom KATA.

* Ecnu Bbl XOTUTE N3MEHNTb BpeMs oxugaHns oteeTa cepaepa KATA, ykaxnTe BpemMs oXnaaHns B none
Bpems oxxnpanuns (cek.). [No ncteuernun sBpemenn oxnaaHns otseta Kaspersky Endpoint Security
nblTaeTCs NOAKMNOUMTLCS K Apyromy cepaepy KATA.

e Ecnu Bbl XOTUTE UCMONb30BaTh ABYCTOPOHHIOO ayTeHTUdMKaumio, yctaHoBrTe driaxok Micnonb3oeaTb
ABYCTOPOHHIOI0 ayTeHTUdUKaumio. Haxmute Ha KHOMKy 3arpysuTb KPUNTOKOHTEHEP, YTOObI
BblOpaTh dalin KpMNTOKOHTEIHEePa 1 BBEAMTE Naposb B none MNaponb oT KPUNTOKOHTEHepa.

8. Haxxmunte OK.
9. YT0bbI fOBaBUTL cepBep KATA, HaxxMuTe Ha KHOMKY [lo6aBuThb.
10. B oTKpbIBLLUEMCS OKHE YKaXuUTe afpec 1 MopT cepepa 1 HaxmMuTe Ha kHorky OK.

1. CoxpaHnTe BHECEHHBIE N3MEHEHUSI.

B pesynbTaTe KoMnbtoTepbl NosBATCS B Be6-nHTepdelice Kaspersky Anti Targeted Attack Platform.

Endpoint Detection and Response Optimum

HaunHas ¢ Bepcum Kaspersky Endpoint Security ans Mac 121 B npunosxeHue no6aBneH BCTPOEHHbIN areHT Ans
paboTbl peleHns Kaspersky Endpoint Detection and Response Optimum (nanee Takxe "EDR Optimum”). Sto
peLleHve npeaHasHayYeHo s 3awmThl kopriopaTueHoi VI T-nHdpacTpyKkTypbl OT CNOXHbBIX KNOepyrpos3.
DyHKLMOHaN peLLEHsS COUeTaloT aBTOMaTNYeCKoe OBHapy>XeHre Yrpo3 ¢ BO3MOXHOCTbBIO pearnpoBaHis Ha 3Tu
Yrpos3bl A IPOTUBOLAENCTBUS COXHBIM aTakam, B TOM Yicie HOBbIM aKcrnnoliTam (exploits), nporpammam-
BbIMOraTenam (ransomware), 6ecdarinosbiv atakam (fileless attacks), a Takxke MmeTogam, MCMONb3YIOLWMM 3aKOHHbIE
CUCTEMHbIE MHCTPYMeHTBI. [ogpobHee o pelueHun cMm. B cnpaske Kaspersky Endpoint Detection and Response
Optimum 2.
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Kaspersky Endpoint Detection and Response BbinonHgeT 0630p 1 aHanms pasBuTs yrposbl 1 NpegocTaBngeT
CoTpyaHVIKy Clyx6bl 6630rMacHOCTI NN ABMUHUCTPATOPY NHbOPMALIMIO O NMOTEHLManbHo aTake, HEOBXOANMYO
LNs NMPUHATUS CBOEBPEMEHHbBIX LeNCTBUI No pearnposaHuto. Kaspersky Endpoint Detection and Response
rnokasbiBaeT AeTanu anepTa B OTAENbHOM OKHe. [eTanm anepra — NHCTPYMEHT OJ1s MPOCMOTpa Bcel cobpaHHo
MHPopMaLmm 06 oBHapy>KeHHoW yrpose. [eTanu anepta conepXar, HanprMep, UCTOPUIO NosBeHNs $ainoB Ha
komnbtoTepe. [opgpobHee o paboTe ¢ oeTanamu anepTta cMm. B cnpaske Kaspersky Endpoint Detection and

Response Optimum .

MprmeuaHue. Bel moxeTe HacTpouTb koMmnoHeHT EDR Optimum B Web Console.

MapameTpbl Endpoint Detection and Response

MapameTp

CeTeBas nsonauus

Pas6nokumposatb
aBTOMaTUYeCKN
V30MNPOBaHHbI
KOMMblOTep Yepes
N vacos

NcknioueHnsa us cetesoii
nsonaumm

3Banper 3anycka

OnucaHue

ABTOMaTUYECKas N30NALNS KOMMbtOTEpPa OT CETU B pe3ybTaTe pearrnpoBaH/ga Ha O6Hapy)KeHHbIe Yrposbl.

[Mocne BkntoveHns CeTeBoii nsonaumn npunoxeHre paspbiBaeT BCE aKkTUBHbIE COeNHEHNA N 6n0K|/|pyeT BCe HOBble
coeguHeHnq TCP/|P Ha KOMnbtoTepe. I'Ip|/|n0>KeH|/|e OCTaBNdeT aKTUBHbIMW/ TONbKO cnenytoumne coegnHeHnd:

* COe[VHEHVS, yKasaHHble B UCKoUeHUsx 13 CeTeBoii nsonaumm;
* COeVHEHVS, HMLMMpPOBaHHble cry>k6amm Kaspersky Endpoint Security;
* COEOVHEHUS], MHULMNPOBaHHble AreHToM agMuHUCTprpoBaHus Kaspersky Security Center.

CeTeBas U30MSLYISA MOXET BbiTb BbIK/IIOYEHa aBTOMATUYECKI MO UCTEYEHNI 3a4aHHOTO Meproaa BPEMEH 1nv
BpYyuHyto. o ymonuaHuio, Kaspersky Endpoint Security BbikntouaeT CeTeByto N30nsLMI0 Yepes 8 Yacos nocre Havana
N30NSLN.

Cnincok npasun vckntoueHnii ns CeTtesoit nsonsumm. CeTeble CoeanHEHS, NoANaaatoLLe Nog, 3afaHHble npaswna,
He 6y.ﬂ.yT 386J'IOKI/IpOBaHbI Ha KOMMbloTEepax nocrie BKNto4YeHn4 CeTeBoli nsonsaumn.

[lnsi HacTpoliki nckmioueHnin 3 CeTeBoi N30NALMN B MPUNOXEHNM JOCTYMNEH CMIMCOK CTaHAAPTHBIX CETEBbIX
npodwuneii. Mo ymonuaHuto B UCKMIOYEHNS BXOAST CeTeBble MPOGUM, COCTOSILLIME U3 NPaBuSl, 06eCneunBaloLLIX
BecnepeboliHyto paboTy ycTpoiicTs ¢ pongmu DNS/DHCP-cepsep n DNS/DHCP-knveHT. Takxe Bbl MOXeTe
N3MEHWTb NapameTpbl CTaHAaPTHbIX CETEBbLIX NPOPUNEN N 3a8aTb UCKIIIOUYEHVS BPYUHY!IO.

BaxxHo! VickntoueHus, 3agaHHble B CBOCTBAX NMOAUTUKU, MPUMEHSIIOTCS, ToNbko ecin CeTeBas N3onsuys
BK/OYEHA MPUIOXEHEM aBTOMaTUYECKU, B Pe3y/bTaTe pearvpoBaHiis Ha 0BHapy>KeHne yrposbl. VickniovueHus,
3afaHHble B CBOCTBaxX KOMMbIOTEPA, MPUIMEHSIOTCS, ToNbKo ecnin CeTeBas 13onsaLUys BKOUYEHa BPYYHYIO B
cBoOWCTBax kommbloTepa B koHconu Kaspersky Security Center nnv B netansix anepra.

3anpeT 3anycka No3BONSET YNPaBnsTh 3aryCkom NCMOMHseMbIX GpaliioB 1 CKPUMTOB, @ Take OTKpbITVeM dalinos
odricHoro popmata. Takim 06pas3oM, Bbl MOXETE, HaMpUMep, MPeAOTBPAaTHTb BbIMOIHEHVIE MPOrPaMM, KOTOPbIE Bbl
cunTaeTe HebesonacHbiMU. B pesynbTaTe pacnpocTpaHeHme yrposbl MOXeT BbiTb OCTaHOBNEeHo. 3anpeT 3anycka
NoAAePXVBaeT onpeaeneHHblil Habop VHTEPNPETAaTOROB CKPUMTOB.

YTO6bI CMONb30BaTb KOMMOHEHT 3anpeT 3amnycka, Bam Heobxoanmo fLobaBuTb Npasuna 3anpeTa 3anycka. [Npasuno
3anpeTa 3anycka — 370 Habop KPUTEPUEB, KOTOPbIE MPUSIOXEHNE YUMTBIBAET NPV PearnpoBaHnn Ha 3anyck o6bekTa,
Hanpumep, Npv 6rok1poBaHuK 3anycka obbekTa. MNpunoxeHne naoeHTUGULMPYeT Gaiinsl Mo KX My TU WU KOHTPOSbHOM
CyMMe C NMOMOLLBIO anroprTMoB xewwrpoBaHus MD5 n SHA256.
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MapameTp Onucanne

[DeiicTBre npn 3anycke BrnokumpoBaTtb 1 3anucbiBaTh B OTUET. B 3TOM pexime npunoxeHre 61oknpyeT 3anyck 06bekToB Ui OTKPbITHE

WM OTKPBITUM 06bekTa [IOKYMEHTOB, COOTBETCTBYIOLLIMX KPUTEPUSIM MPaBUA 3anpeTa. Takke NpuioxeHne ny6ankyeT B XypHan cobbiTuii
Kaspersky Security Center 1 B eayHyio cucTemy NorMpoBaHiis CoOBbITE O MOMbITKax 3arnycka 06beKTOB 1AM OTKPbITUS
LIOKYMEHTOB.

Tonbko 3anuceiBaThb B oT4eT. B aTom pexume Kaspersky Endpoint Security nybnuvkyeT B >ypHan cobbiTuii Kaspersky
Security Center 1 B eavHyto CUCTEMY TOrMPOBaHNs COBbITE O MOMbITKax 3amycka MCMONHIEMbIX O6bEKTOB v
OTKPbITUSI OKYMEHTOB, COOTBETCTBYIOLLYIX KPUTEPUSIM NPaBI 3anpeTa, HO He BIIOKMPYeT 1X 3arycK Uav OTKPbITHE.
OTOT pexiM BbIGPaH Mo yMon4aHuio.

Cloud Sandbox Cloud Sandbox — TexHonorus, KoTopasi Mo3BosisieT 0BHapPyXMBaTb CNOXHbIE Yrpo3bl Ha koMnbloTepe. Kaspersky
Endpoint Security aBTomaTyeckn otnpasnseT obHapyxeHHble daiinsl B Cloud Sandbox ans aHanmaa. Cloud Sandbox
3anyckaeT aTu daiinbl B 30NMPOBaHHON Cpeae A1 BbISBNIEHUS BPEAOHOCHO akTVBHOCTM U MPUHUMAET pelueHne o
penyTauumn aTux daiinos. Janee naHHble 06 aTMx daiinax nonagatoT B Kaspersky Security Network. Takvm o6pasom,
ecnu Cloud Sandbox o6Hapy»wun BpegoHocHslin daiin, Kaspersky Endpoint Security BeinonHuT neicTere ons
YCTPaHEHVs Yrpo3bl Ha BCEX KOMMbIOTEPaX, Ha KOTOPbIX OBHaPYXUT 3TOT daiin.

Mpumeuanme. TexHonorus Cloud Sandbox BkntoueHa MOCTOSIHHO 1 JOCTYNHa Bcem nonb3osaTtenam Kaspersky
Security Network He3aB1c1Mo OT Tvina IMLEH3IN, KOTOPYIO Bbl UCMOMb3YeTe.

NHTerpaumna ¢ Endpoint Detection and Response Optimum

[Ona nHterpaumnn c Kaspersky Endpoint Detection and Response Bam HyHO [,o06aB/Tb KOMMOHEHT Endpoint
Detection and Response Optimum (EDR Optimum) 1 HacTpouTb napameTpbl Kaspersky Endpoint Security.

MpumeuaHmne. KomnoneHTbl EDR Optimum v Endpoint Detection and Response (KATA) HecoBMeCTVMbI Mexay
coboli.

[ns paboTtbl Endpoint Detection and Response 0omHbl 6biTb BbIMOMHEHBI CEAYIOLLE YCIIOBUS:

e Kaspersky Security Center 13.2 nnn 6onee nosgHeli sBepcun. B 6onee panHHux sepcusx Kaspersky Security
Center HeBO3MOXHO akTVBMpOoBaThb PyHKUMOHansHocTb Endpoint Detection and Response.

* YcTtaHoBneH nnaruH ynpaesneHus Kaspersky Endpoint Detection and Response. OTo efinHbI nnarvH ons paboTsl
C areHTamu B ornepaLmoHHbix cuctemax Windows, Mac u Linux. IMpu paboTte ¢ Endpoint Detection and Response
Optimum Bam noTpebyeTcs nnarvH ynpasnerus Kaspersky Endpoint Security ons cosnaHuns 3apay
pearvpoBaHuns Ha yrpo3bl 1 nnarvH ynpaeneHus EDR ang npocmoTpa netanei obHapyxeHus.

e KomnoHeHT EDR Optimum B cocTaBe Kaspersky Endpoint Security nonoep>xrsaeT paboTy ¢ peLleHriem
Kaspersky Endpoint Detection and Response Optimum Bepcun 3.0. Bsanmogeicteue ¢ 6onee paHHUMK
Bepcusgmun Kaspersky Endpoint Detection and Response Optimum He nopaepxvisaeTcs.

e Ynpasnerue EDR Optimum gocTtyrnHo B Web Console.

* [lpunoxeHne akTMBMPOBAHO 1 GYHKLMOHANIbHOCTb BXOAUT B NIALIEH3MIO.

e KomnoHeHT Endpoint Detection and Response BktoueH.
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NHTerpaumns c Kaspersky Endpoint Detection and Response Optimum
NHTerpaums ¢ Kaspersky Endpoint Detection and Response Optimum cocTouT 13 crnefyowmx 3Tanos:

@ YcrtaHoBka komnoHeHTa Endpoint Detection and Response Optimum
Bbl MOxeTe BbibpaTh KoMnoHeHT Endpoint Detection and Response Bo Bpems ycTaHoBku Kaspersky Endpoint
Security.

® Axtusauus Endpoint Detection and Response

Ecnn komnoHeHT Endpoint Detection and Response He nopoep>vBaeTcs Ballein TeKyLLei NMUeH3nei, Bam
Heobxoammo akTuemposaTb Kaspersky Endpoint Detection and Response oTtaesnsHo.

Bbl MoxeTe npoBepuTb, NoaaepmsaeTcs 1 dyHKumMoHansHocTb Endpoint Detection and Response TekyLueit
nMueHsveli B okHe JluueHsmns.

© BknioueHne komnoHeHTa Endpoint Detection and Response
Bbl MOXeTe BKIOUNTD UM BbIKIOUNTL KOMMIOHEHT B HacTpolikax nonuTtukn Kaspersky Endpoint Security ons Mac.

Kak BkntounTb unm BeikntounTb komnoHeHT Endpoint Detection and Response B Web Console
1. B rnaBHom okHe Web Console Bbibepurte AkTuBbl (YcTpoiicTBa) — MonuTtrkmn u npodunv nonmTmk.

2. Haxkmute Ha HasBaHue nonutuku Kaspersky Endpoint Security.

OTKpOETCH OKHO CBOMCTB MONUTUKM.
3. BoibepuTe Bknagky MNMapameTpbl nporpammb.
4. MNepenpnTe B paspnen Detection and Response — Endpoint Detection and Response.
5. BkntounTte nepekntovatens Endpoint Detection and Response.

6. CoxpaHnTe BHECEHHBIE 3MEHEHUS.

[lpoBepka MHAMKATOPOB KOMMPOMETaLNN

WNHankaTop komnpomeTauuu (Indicator of Compromise, IOC) — Habop faHHbIx 06 06beKTe NN akTUBHOCTW,
KOTOPbIV YKa3biBAET Ha HECAHKLIMOHVPOBaHHbIA JOCTYM K KOMMbOTEPY (KOMMPOMeTaLMs AaHHbIX). Hanpumep,
VNHAMKATOPOM KOMMPOMETALIN MOXET ObiTb BOSbLLOE KONMMYECTBO HEeYAauHbIX MOMbITOK BXOAa B cucTemy. 3ajaya
Mouck IOC noseonsieT 06Hapy>XMBaTb MHANKATOPLI KOMMPOMETALIMM Ha KOMMbIOTEPE 1 BbIMONHATE AEACTBUS MO
pearvpoBaHIIO Ha Yrpo3bl.

[ns nowncka nHamkaTopos koMmnpomeTaumm Kaspersky Endpoint Security ncnonssyet I0C-datinbl. I0OC-dalinbl —
daiinbl, cogepallme Habop NHANKATOPOB, NMPW COBMaLEHNN C KOTOPLIMU MPUIOXEHWE CUATAET CobbITHE
obHapyxeHnem. [OC-daiinbl [OMKHBI COOTBETCTBOBaTb TpeboBaHugMm k IOC-daiinam.
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Pexxunm 3anycka 3agaum Nonck IOC

Kaspersky Endpoint Detection and Response nossonseT co3nasaTb cTaHAapTHble 3agaun [oncka IOC ons
oBHapy>eHns komnpomeTaLmmn AaHHbx. CTanpapTHas 3apava [Moncka IOC — rpynnosas nnv nokanbHas 3apava,
KOTOpble CO3[at0TCs U HacTpamBatoTcs BpyuHyto B Web Console. [1ns 3anycka 3agady ucnonssytotes IOC-daiinsl,
NMOAroTOBNEHHbIE Nosb3oBaTenem. Ecnm Bbl xoTTe o6aBNTb NHAMKATOP KOMMPOMETALIN BPYYHYIO, O3HaKOMbTECH
¢ TReboBaHuagMY K IOC-daiinam.

CospaHune 3agaum [Nonck IOC
Bbl MmoxeTe cospaBaTh 3agaum [Novck IOC BpyuHyto crnemyowymm cnocobamm:

* B petansx anepta (Tonsko ong EDR Optimum).

LeTtanu aneprta — HCTPYMEHT 4S9 MPOCMOTPa BCei cobpaHHo nHbopmMaLumm 06 oBHapy>keHHOI yrpo3e.
HeTtanu anepTa cogepat, HanpuMep, NCTOPUIO NosBreHns ¢alinos Ha koMnbloTepe. [NogpobHee o paboTe ¢
neTansmu anepTa cM. B cripaeke Kaspersky Endpoint Detection and Response Optimum .

* C nomoLLbio MacTepa Co3aaHns 3anau.
Yro6bl cosnats 3aaady Novick I0C, BbinonHuTe crenyroLume [eicTBuS:

1. B rnaBHom okHe Web Console BribepuTe AkTuBbl (YcTpoiicTBa) — 3agauw.

OTKpOGTCﬂ CrNMnMcokK 3apgau.

2. Haxxmute Ha kHonky Jo6aBuTb.

3anycTutca MacTep co3aaHus 3apayn.
3. HacTpolite napameTpbl 3agayu:
a. B packpebisatowemcs cnvicke Mporpamma soibepute Kaspersky Endpoint Security nns Mac (12.2).
b. B packpbiBatoLemcs cricke Tun 3agaun BeibepuTe Monck IOC.
c. B none HasBaHme 3apauv BBeOMTe KOPOTKOE ONMCaHVe 3adaun.
d. B 6rnoke Bbibop ycTpolicTB, koTopbiM 6yaeT HasHaveHa 3apgava BbibepuTe obnacTb OeliCTBUS 3aaunl.
4. BoibepuTe yCcTpoCTBa B COOTBETCTBUN C BbiOpaHHbIM BapraHTOM obnacTi AeNCTBUS 3afaun.

5. B paspene HacTtpoliku noncka IOC zarpyaunte |IOC-daiinbl 4ns novcka MHANKaTOPOB KOMMpomMeTaumn. Bel
mMoxeTe fobasuTb |OC-daiin nnm creHepupoBaTs ero n3 dalina, copepyxallero xawm dainos nnu IP-agpeca.

MNocne 3arpysku |OC-daiinos Bbl MOXETE MPOCMOTPETL U OTPEAaKTUPOBAaTb CAINCOK NHAMKaTopoB 13 I0C-
darinos.

MpumeuaHue. He pekomerayeTcs nobasnatb unmn yaansate IOC-dalinbl nocne sanycka 3agayun. 9To MoOXeT
NPUBECTU K HEKOPPEKTHOMY OTOBpaxeHuto pesynstaTtos novcka IOC ons npenbioyLLmx 3anyckoB 3agaul.
[ns noncka nHankaTopos KomMnpomMeTaumm no HoebiM IOC-dalinam pekomeHayeTcs obaBnsaTb HOBble
3amaun.
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6. HacTpolite peiicteug npu obHapy>XeHU MHAMKaTOPa KOMAPOMETaLM:

* VsonuposaTb komnbloTep oT ceTu. Ecnn BoIbpaH aToT BapuaHT feiictsug, To Kaspersky Endpoint Security
N30MMPYEeT KOMMbIOTEP OT CETU A/ MPEAOTBPALLEHMS PacnpOCTPaHeHNs yrposbl. Bbl MoxeTe HacTponTb
BPEeMs M30nsLMN B NapameTpax komnoHeHTa Endpoint Detection and Response.

e Konwuio nomectntb Ha KapaHTuH, 06beKkT yaanuTb. Ecnvi BoibpaH aTOT BapuaHT AelicTaus, To Kaspersky
Endpoint Security yonanseT BpefOHOCHbIi 0OBEKT, 0OBHapY>KeHHbIM Ha koMMbloTepe. MNepen yaaneHnem
ob6bekTa Kaspersky Endpoint Security dopmunpyeT ero pesepBHyto KOnmio Ha TOT Cryyaid, ecnm
BMOCNEACTBUM NOHanobuTcs BoccTaHoBUTL 06bekT. Kaspersky Endpoint Security nomelaeT pesepsHyto
KOMWIO Ha KapaHTUH.

e 3anyckaTb NpoBepKy BaXKHbIXx obnacTeii. Ecnu BeibpaH aToT BapuaHT feiictsug, To Kaspersky Endpoint
Security 3anyckaeT 3agadyy beicTpas nposepka. o ymonuanuio Kaspersky Endpoint Security nposepsieT
namsTb, 06 bEeKTbl aBTO3amnycka 1 CUCTEMHbIE Marnku.

7.MNepenpnTe B pasgen [lononHuTenbHo.

8. BeibepuTe Tunbl AaHHbIX (IOC-A0KYMEHTbI), KOTOPbIE HEOBXOAMMO aHaNM3MPOBaTb BO BPEMS BbINONHEHNS
3apaun.

MpumeuaHue. Kaspersky Endpoint Security asTomaTyecku BeibupaeT Tunbl AaHHbIX (IOC-00KyMeHTbI) Ans
3apauv [Mounck IOC B cooTBeTCTBUM C cofepyxarmem 3arpysxerHbix I0C-dalinos. He pekomeHayeTcs
CaMOCTOSATENbHO OTMEHSTb BEIGOP TUMOB AAHHbIX.

[ononHUTENbHO Bbl MOXETEe HaCTPOUTb 061acTy NMoucka ANs CleayoLLVX TUMOB AaHHbIX:
* [lpouecchl - Processltem
e @aiinbl - Fileltem
e CeTeBble nopThl - Portltem
* YueTHble 3anucu nonb3oBaTenen - Userltem
e ARP-Ttabnuupl — ArpEntryltem
e CucTtemMHble 06bekTbl - Systeminfoltem
¢ VcTtopus 6paysepa - UrlHistoryltem
¢ Tabnuubl mapwpyTusaumm — RouteEntryltem
9. HaxxmunTe OK.

10. BbibepurTe yuyeTHyto 3anmnch Nonb3oBaTens, npaBa KOTOpOoro TpebyeTcs NCMoNb30BaTh AJ14 3arycka 3ahau.
Haxxmute Oanee.

MpumeuaHue. Mo ymonuaHuio Kaspersky Endpoint Security 3anyckaeT 3agady nog CUCTEMHON yYeTHOW
3anuchbto (root).
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1. Ha ware 3aBepLueHue cospaHus 3apgayum HaxxmmTe Ha KHorky foToBo, uTobbl co3daTh 3ajavy 1 3aKpbiTb
MacTep.

Ecnun BkntoueH napameTp OTKprTb OKHO CBOICTB 3adauu Nocrie ee co3faHuns, OTKPOETCH OKHO napamMeTpoB
3aga4u. B aToM OKHe MOXHO npoBepnTb NapamMeTpbl 3agadn, USMEeHUTb UX NN Npn HeobxoOMMOoCTH HacTpOuTb
pacnncaHmne 3anycka 3agadn.

12. HaxxmunTe Ha HoBYlO 3apauy.

OTKpoeTCs OKHO CBOWCTB 3afaun.
13. BeibepuTe Bknagky Pacnucanue.

14. HacTpoliTe pacnvcaHue 3anycka 3agaqn.
I'Ipmmeanme. Y6eJJ,VITer, YTO KOMMbIOTEP BKIKOYEH A4 BbIMOJIHEHUSA 3a0aun.

15. HaxxmuTe Ha kHonky CoxpaHuTb.

16. YTOOBI 3aMNyCTUTL 3a4a4y HEMEAJIEHHO, HE3aBNCVMO OT HACTPOEHHOrO PaCcrcaHus, BbINOMHATE CleayoLLme
OEeNCTBUS:

a. YcTaHoBWTe $naXkok HanpoTuB 3aaaul.

17. HaxxmunTe Ha kHonKy BbinonHnTb.

B pesynbTaTe Kaspersky Endpoint Security 3anycTut nonck MHAMKaTOPOB KOMIPOMETaLu Ha KoMMbioTepe. B
MOXeTe NPOCMOTPETb Pe3Y/bTaThl BbINOMHEHWS 3ala4n B CBOVICTBaX 3afa4n B pasaene Pe3ynbTathi.
NHpopmaumio 06 obHapy>KeHHbIX MHAMKATOPax KOMAPOMETaLMM Bbl MOXETE MOCMOTPETb B CBOVICTBAX 3afaqn
MapameTpbl nporpammbl — Pe3ynbTaTthl noncka IOC.

MpumeuaHue. Cpok xpaHeHus pesynstatos novicka IOC cocTtasnseT 30 nHell. [1o ncteueHnn aToro BpemMeHu
Kaspersky Endpoint Security aBTomaTnyecku yoanseT cTapble 3an1cul.

[lomeLeHne daiina Ha kKapaHTUH

Mpwn pearvposaHnn Ha yrpo3bl Kaspersky Endpoint Detection and Response moxeT cosnaBaTb 3apauv [lomeLyeHmre
Qarina Ha kapaHTVH. DTO HY>HO, YTOBbl MVHMN3NPOBAaTb MOCNEACTBUS Yrpo3bl. KapaHTyH — 3TO creunanbHoe
nokanbHoe XpaHUIuLLLEe Ha KoMrbloTepe. [onb3oBaTenb MOXeT MOMECTUTb Ha KapaHTUH daiinbl, KOTopble cunTaeT
onacHbIMU AN KoMnbloTepa. Paiinbl Ha kKapaHTUHE XPaHSTCS B 3aMbPOBaHHOM BUAE U HE YrpOXaloT
6esonacHocTu ycTpolicTaa. Kaspersky Endpoint Security ncnonssyet PesepBHoe xpaHunviie B kayecTse
daiinooro xpaHunuiLa. NogpobHee o paboTe ¢ KapaHTMHOM B COCTaBe peLueHunii cMm. B cnipaske Kaspersky
Endpoint Detection and Response Optimum .

Bbl MOXeTe cosnaBaTh 3anauun [lomelueHme ¢avina Ha kapaHTVH CnefyoLwuMi crnocobamu:

* B petanax anepta (Tonbko ons EDR Optimum).

Letanu anepta — NHCTPYMEHT OJ19 NPOCMOTpPa BCeli cobpaHHol MHbopMaLmm 06 06HapY>XKEHHO yrpo3e.
[eTtanu anepTa cogepart, Hanpumep, NCTOPUIO NosiBreHns dalinos Ha koMnbioTepe. [NogpobHee o paboTe ¢
neTansmu anepTa cM. B cnpaske Kaspersky Endpoint Detection and Response Optimum .

e C nomolLLbto MacTepa co3fnaHnga 3anad.

Bam Hy>HO BBECTU My Tb K dariny nnm xew darina (SHA256 nnvn MDB), nnn nyTs K daiiny v xeww darina.
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3apava Nomelyervie ¢aiina Ha KapaHTVH IMEET CneaytoLLMe OrpaHNYeHNS:

e Paswvep daiina He pomkeH npesbiwaTs 100 MB.

* Bbl MmoXeTe HacTpouTb napameTpsl 3agaym onis EDR Optimum B Web Console.

* EwmkocTb PesepBHoro xpaHunmia orpaHnyeHa cBO60AHbIM AVCKOBbLIM MPOCTPaHCTBOM.
Yro6bI co3nath 3aaady [lomeLLeHre ¢arina Ha KapaHTYIH, BbIMOHUTE CAEAYIOLLMe AeiCTBUS:

1. B rnaBHom okHe Web Console Bbibepute AkTuBbl (YcTpoiicTBa) — 3agauu.

OTKkpoeTcs cnncok 3apau.

2. HaxxmuTe Ha kHonky [lo6aBuTh.

3anycTuTcs MacTep co3gaHus 3agaudun.
3. HacTpolite napameTpbl 3agayu:
a. B packpbiBatowemcsa crnivicke Mporpamma Boibepute Kaspersky Endpoint Security nns Mac (12.2).
b. B packpbiBatoLemcs criicke Tun 3apaun Boibepute NomelneHne daiina Ha KapaHTUH.
c. B none HaseaHue 3apaun BBeOMTE KOPOTKOE ONMCAHME 3a4a4M.
d. BeibepuTe oayH 13 crnefyoLLX BapUaHToB:

* HasHaunTtb 3apayy rpynne agMMHUCTPUPOBaHNS
3apava HasHayYaeTCs YCTPOWCTBaM, BXOLSLLVM B paHee CO30aHHYo rpynny agMUHUCTPUPOBaHNs. MoXHO
yKasaTb OLHY 13 CYLLECTBYIOLLVIX Py U CO30aTb HOBYO Ipynimny.

Hanpumep, Bbl MOXeTe MCnonb30oBaTh 3TOT NapameTp, UTobb! 3anyCTUTb 3aaaqy OTNPaBKM COOBLLEHUS
nonb3oBaTesNsiM, eC/v COOBLLEHME NPpeaHasHauYeHo AN YCTPONCTB U3 OnpeaeneHHON rpynmbl
aOMVIHCTPUPOBAHMS.

Ecnn 3apaya HasHayeHa rpynne agMUHUCTPUPOBaHKS, Bknaaka besonacHocTb He oTobpaxaeTcs B OkKHe
CBOWCTB 3afa4, MOCKOSbKY FPYMMoBble 3a4au NOAUMHSIOTCS NapamMeTpam 6e30nacHOCT rpynm, K
KOTOPbIM OHN OTHOCATCS.

e 3apaTb agpeca yCTPOMCTB BPYUHYIO NI UMNOPTUPOBaTb N3 cnmncka
Bl moxeTe 3apaBatb NetBlOS-umena, DNS-umeHa, IP-appeca, a Takxe arnanasoHsl IP-agpecos
YCTPOWCTB, KOTOPbIM HY>XHO Ha3HaunTb 3aJady.

Bbl MOXeTe MCronb30BaTh 3TOT NapaMeTp AJ1S BbINOMHEHUS 3a4aun Ang 3agaHHon nogceTw. Hanpuimenp,
Bbl MOXETE YCTaHOBWTb OMpefesieHHOe NMPUNOXEHVe Ha YCTPOoWCTBa ByxranTepos Ui NpoBepaTh
yCTpOIiCTBa B MOACETU, KOTOPOE, BEPOSTHO, 3aPaxeHO.

* HasHaunTb 3apavy BbiGopke yCTPOACTB

3apaua HazHayaeTCs yCTPOWCTBaM, BXOOALMM B BbIGOPKY YCTpolicTB. MOXHO ykasaTb OOHY 13
CYLLECTBYIOLLMX BbIOGOPOK.

Hanpumep, Bbl MOXETE UCMONb30BaTh 3TOT NapamMeTp, YTobbl 3anyCTUTb 3aja4y Ha YCTPONCTBax C
onpeneneHHom BepCcrer onepawuyioHHON CUCTEMBI.

4. BblbepunTe yCTpOCTBa B COOTBETCTBUM C BbIBPaHHbIM BapUaHTOM 06nacTu AeNCTBUS 3a8a4K.
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5. Ha ware O6nacTb gelicTBUS 3a4aum yKaxuTe rpynny agMUHUCTPUPOBaHWS, YCTPOCTBa C ONMpeaeneHHbIMA
afpecamu Unv BbibopKy YCTPOWCTB.

,D,OCTYI'IHbIe napamMmeTpbl 3aBUCAT OT NnapameTpa, Bbl6paHHOFO Ha npeabigyuiem ware.

6. B crnicke dalinos HaxmuTe Ha KHorky [o6aBuTb.
3anycTuTcs macTep aobasneHuns daiina.

7. B packpbiBatoLemcs cricke YkaxuTe aiin, KoTopbiii Hy>XKHO noMmecTuTb Ha KapaHTuH, BbibepurTe oauH 13
BapWaHTOB 1 3aMoNiHUTe HeobxoanMble nong. [ins nobasneHns gaiina Bam Hy>XHO BBECTW MOMHbIV Ny Tb K dariny

nnun xew daiina n nyTb K pariny.

8. Ecnu Bbl xoTnTe, UTO6HI 3aaa4a 6bina NPUMEHVIMA K KPUTUYECKM 06 beKTaM CUCTEMBI, yCTaHOBUTE Briaxok
MprMeHUTb K KPUTNYECKNM 06bEKTaM CUCTEMDI.

9. BoibepuTe yueTHYIO 3anvch NMosib30BaTess, NpaBa KOTOPOro TpebyeTcs NCMob30BaTh As 3arnycka 3aaaun.
Haxxmute Oanee.

Mpumeyuanue. Mo ymonuaHuio Kaspersky Endpoint Security 3anyckaeT 3agady nog CUCTEMHOI yYeTHOW
3anuchbto (root).

10. Ha ware 3aBepLueHue co3paHus 3agayum HaxmmTe Ha KHomKy foToBo, UToBbl co3naTh 3aady 1 3aKpbITb
macTep.

Ecnwn BkntoueH napameTp OTKpbITE OKHO CBOWCTB 3aAa4n Noce ee Co3AaHus, OTKPOETCS OKHO NapamMeTpoB
3afayn. B aTom okHe MOXHO MpoBepUTb MapamMeTpbl 3a4aun, U3MEHUTb X U MPY HEOBXOOVMMOCTM HACTPOUTb
pacnvcaHne 3anycka 3afaqn.

1. HaxxmnTe Ha HOBYIO 3apauy.

OTKpOoETCS OKHO CBOICTB 3a4aun.
12. BoibepuTe Bknagky Pacnucanne.

13. HacTpoiTe pacnuncaHune 3anycka sagaun.

an/IMe‘-IaHI/Ie. Y6e,D,VITer, YTO KOMMbIOTEP BKIKOYEH O114 BbIMOJIHEHUSA 3a0a4yn.

14. Haxxmute Ha kHornky CoxpaHnTb.

15. YTO6bI 3aNyCTUTL 3a4a4y HEMEAJIEHHO, HE3aBNCVMO OT HACTPOEHHOMO PaCcmCaHWs, BbINOMHUTE CleayoLLme
nencTens:

a. YcTaHoBWTe bnaXkok HampoTyB 3a4aul.
16. HaxxmuTe Ha KHOMKY BbinonHUTD.

B pesynbtaTe Kaspersky Endpoint Security nepemectut dalin B kapaHTUH.

3apava TomecTuTb parisl Ha KapaHTVH MOXET 3aBEPLUNTLCS CO cTaTycoM LJoCTyr 3anpelLLeH, eCni Bbl MblTaeTech
NMOMECTUTb 3amnyLLEeHHbIA NCnonHgeMblin daiin Ha kapaHTuH. CospaliTe 3anady 3aBepLUeHNs NpoLiecca As 3TOoro
daiina, a 3aTeM NOBTOPUTE MOMbITKY.
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3apava NomeLlyeHve davina Ha KapaHTVIH MOXET BbITb 3aBepLIEHa C OLUMOKOW HeZoCTaTOYHO MEeCTa B XPaHUINLLE
KapaHTVIHa, ECIV Bbl NMbITAETECH NMOMECTUTb Ha KapaHTUH 6onbLuol daiin. OcBoboanTe MeCcTo Ha ANCKE 1
nonpobyiiTe elle pas.

[lonyueHune daina

Bbl MOxeTe nonyyaTtb dalinbl ¢ KOMMbIOTEPOB Nosb3oBaTenel. Hanprmep, Bbl MOXeTe HacTPoUTb NosyyeHne daina
XYypHarna cobbITul, KOTOPbI CO3AaeT CTOPOHHEE NpunoxeHne. [1ns nonyyeHns daiina Bam HyXXHO CO3AaTb
cneumanbsHyto 3agadvy. B pesynbtate BoinonHeHus 3apayum ¢aiin 6ynet coxpaHeH B PesepsBHom xparunuie. Bbl
MOXeTe 3arpy3nTb 3TOT dalin Ha kKomnbloTep 13 PesepsHoro xpaHunua B Web Console. MNpu 3Tom Ha koMmbloTepe
nonb3oBaTens Gain ocTaeTcs B UCXOOHOM narike.

BaxkHo! Pasmvep dalina He gomxkeH npesbiwaTth 100 MB. EmkocTb PesepBHoro xpaHuniiia orpaHuyeHa
CBOBOOHBIM AVCKOBBIM MPOCTPaHCTBOM.

Y1obbl cosnate 3anady NonyyeHne ¢avina, BoInonHATE cneayroLme Aeric TBus:

1. B rnaBHom okHe Web Console BribepuTe AkTuBbl (YcTpoiicTBa) — 3agauw.

OTKpOGTCﬂ CMNMnMCcoK 3apau.

2. Haxxmute Ha kHonky Jo6aBuTb.

3anycTuTcs macTep cospaHuns 3apaudn.
3. HacTpolite napameTpbl 3agayu:
a. B packpebiBatowemcs crnivicke Mporpamma Boibepute Kaspersky Endpoint Security nns Mac (12.2).
b. B packpbiBatoLiemcs criicke Tun 3agaun Boibepute MonyunTs daiin.
c. B none HaseaHue 3apaun BBeanTe KOPOTKOE OMNMCaHVE 3aA4a4M.
d. Boibepute oanH 13 cnenyoLLx BapuaHToB:

* HasHaunTb 3apayy rpynne agMUHUCTPUPOBaHNS

3apava HasHayYaeTCs YCTPOMCTBaM, BXOASLLVM B paHee CO30aHHYto rpynny agMUHUCTPUPOoBaHns. MoXHO
yKasaTb OLHY 13 CYLLECTBYIOLLX FPYMMn UAN CO3aaTb HOBYIO rpynmy.

Hanpumep, Bbl MOXeETE NCMONb30BaTh 3TOT NapaMeTp, YTobbl 3anyCTUTb 3a4advy OTNPaBKN COOBLLEHNS
Monb30BaTeNsM, ECIN COOBLLEHNE NPefHa3HauYeHo Ans YCTPOWCTB U3 ONpeneneHHon rpynnbl
aaMUHNCTPUPOBAHNS.

Ecnn 3apaya HasHayeHa rpynne agMUHUCTPUPOBaHIS, Bknaaka BesonacHocTb He oTobpaxaeTcs B OkKHe
CBOWCTB 3aauu, MOCKOSbKY rpyrroBble 3a4ayv NOAYMHSTCS NapamMeTpamM 6e30MmacHOCTY rpynm, K
KOTOPbIM OHV OTHOCSATCS.

e 3apaTb agpeca yCTPOIACTB BPYUHYO UM UMMNOPTUPOBATb U3 crvcka
Bbl moxeTe 3apaBaTb NetBIOS-meHa, DNS-umeHa, IP-agpeca, a Takxe oranasoHsl IP-agpecos
YCTPOWCTB, KOTOPbIM HY>XHO Ha3HaunTb 3agaqy.

Bbl MoxeTe ncnonb3oBaTb 3TOT NapameTp ANS BbINONHEHWS 3ajaun Ang 3afaHHo noaceTn. Hanpuvep,
Bbl MOXETE YCTaHOBUTb OMNpefenieHHOe NPUIIoXKEHNE Ha YCTPONCTBa ByxXranTepoB Ui NpoBepsiTh
YCTPOWCTBa B MNOACETU, KOTOPOE, BEPOSTHO, 3apaXxeHo.

92



¢ HasHaunTb 3apauvy BbiIGOpKe yCTPOICTB

3apayua HasHavaeTCs yCTPOWCTBaM, BXOOALWMM B BbIGOPKY YCTpolicTB. MOXHO ykasaTb OOHY 13
CYLLECTBYIOLLX BbIGOPOK.

Hanpumep, Bbl MOXeETe NCNonb30BaTh 3TOT NapamMeTp, YTobbl 3anyCTUTb 3aaady Ha YCTPOCTBaxX C
onpeneneHHor Bepcurer onepawuyioHHON CUCTEMBI.

4. BelbepunTe yCTpoOiCTBa B COOTBETCTBUM C BbiGpaHHbIM BapnaHToM obnacTu AeicTeig 3agaqn. B okHe
MonyueHune daiina Haxxm1Te Ha KHOMKY [Jo6aBnThb.

OTkpoeTcs okHo MonyueHune daiina.

5. B packpbiBatoLLiemcs criicke Ykaxkute daiin, KoTopblii TpebyeTca nonyyunTb, BoiGepuTe OauH U3 BapUaHTOB U
3anosHUTe HeobxoaMMble Mons.

[ns nobaeneHns dalina Bam Hy>KHO BBECTM NMOMHbIA Ny Tb K daliny nnn xew daiina v nyTb K daiiny.

6. Haxxmute OK.

HacTpolikn nobaensemoro dalina otobpassatcs B cnvcke palinos.
7. Haxxmute Danee.

8. BblbepuTe yueTHyto 3an1cb Nonb3oBaTend, npaea KOTOPOro TpebyeTcs NCMOob30BaTh AS 3amnycka 3aaaun.
Haxxmute Oanee.

Mpumeyvanue. Mo ymonuaHuio Kaspersky Endpoint Security 3anyckaeT 3agady nog CUCTEMHON yYETHOW
3anmchbto (root).

9. Ha ware 3aBeplueHre co3aaHns 3agayum HaxmuTe Ha KHornky foToBo, UTobbl cosaaTh 3adady 1 3aKpbiTh
macTep.

Ecnwn BkntoueH napameTp OTKpbITb OKHO CBOWCTB 3aAaun Nocie ee Co3AaHus, OTKPOETCS OKHO NapameTpoB
3apa4n. B aTom okHe MOXHO MpoBepuTb MapamMeTpbl 3aaauu, U3MEHUTb X UK NMPY HEOBXOOVMMOCTM HACTPOUTb
pacnvcaHue 3amnycka 3agaqn.

10. HaxxmnTe Ha HoBYtO 3apauy.

OTKpOoETCS OKHO CBOICTB 3a4auu.
1. BuibepuTe Bknanky PacnncaHue.

12. HacTpoliTe pacnucaHve 3anycka 3agayv.

I'Ipvlmeanme. Y6e,EI,VITer, YTO KOMMbIOTEP BKIKOYEH A4 BbIMOJIHEHUSA 3a0a4ul.

13. HaxkmuTe Ha kHomnky CoxpaHuTb.

14. YTobbI 3anyCTUTbL 3a4a4y HEMELNEHHO, HE3aBMCMO OT HACTPOEHHOTO PacrcaHuis, BbINOMHUTE CriefytoLme
nencTeng:

a. YcTaHoBWTe $bnaXkok HampoTyB 3a4auln.

15. HaxxmuTe Ha KHOMKy BbinonHUTb.

B pesynbtaTe Kaspersky Endpoint Security cosnaeT konuto daiina n nomellaeT ee B PesepBHoe xpaHunuie. Bbl
MoXxeTe ckayaTb palin na PesepsHoro xpaHunmwa B Web Console.
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YpaneHve dainna

Bbl MOXeTe yoansTb dalinbl yoaneHHo ¢ MOMOLLbO 3ajaun YganeHve gavina. Hanpumep, Bbl MOXeTe yoanuTb daiin
yOaneHHo npu pearvpoBaHnn Ha Yrpo3sbl.

Y106kl co3naTe 3anady YaaneHus pavina, BoiMoIHATE CReaytoLume AeViCTBUS:

1. B rnaBHom okHe Web Console Bbibepute AkTuBbl (YcTpoiicTBa) — 3apauwm.

OTKkpoeTcs cnncok 3apau.

2. HaxxmuTe Ha kHonky [lo6aBuTh.

3anycTuTcs macTep co3paHnda 3apaudun.
3. HacTpolite napameTpbl 3agayu:
a. B packpbiBatowemcsa crnivicke Mporpamma Boibepute Kaspersky Endpoint Security nns Mac (12.2).
b. B packpbiBatoLLemcs criicke Tun 3apaun Bolbepute YaaneHue ¢aiina.
c. B none HaseaHue 3apaun BBeOMTE KOPOTKOE ONMCAHME 3a4a4M.
d. BeibepuTe oayH 13 crnefyoLLX BapUaHToB:

* HasHaunTtb 3apauyy rpynne agMMHUCTPUPOBaHNS
3apava HasHayYaeTCs YCTPOWCTBaM, BXOLSLLVM B paHee CO30aHHYo rpynny agMUHUCTPUPOBaHNs. MoXHO
yKasaTb OLHY 13 CYLLECTBYIOLLVIX Py U CO30aTb HOBYO Ipynimny.

Hanpumep, Bbl MOXeTe MCnonb30oBaTh 3TOT NapameTp, UTobb! 3anyCTUTb 3aaaqy OTNPaBKM COOBLLEHUS
nonb3oBaTesNsiM, eC/v COOBLLEHME NPpeaHasHauYeHo AN YCTPONCTB U3 OnpeaeneHHON rpynmbl
aOMVIHCTPUPOBAHMS.

Ecnn 3apaya HasHayeHa rpynne agMUHUCTPUPOBaHKS, Bknaaka besonacHocTb He oTobpaxaeTcs B OkKHe
CBOWCTB 3afa4, MOCKOSbKY FPYMMoBble 3a4au NOAUMHSIOTCS NapamMeTpam 6e30nacHOCT rpynm, K
KOTOPbIM OHN OTHOCATCS.

e 3apaTb agpeca yCTPOMCTB BPYUHYIO NI UMNOPTUPOBaTb N3 cnmncka
Bl moxeTe 3apaBatb NetBlOS-umena, DNS-umeHa, IP-appeca, a Takxe arnanasoHsl IP-agpecos
YCTPOWCTB, KOTOPbIM HY>XHO Ha3HaunTb 3aJady.

Bbl MOXeTe MCronb30BaTh 3TOT NapaMeTp AJ1S BbINOMHEHUS 3a4aun Ang 3agaHHon nogceTw. Hanpuimenp,
Bbl MOXETE YCTaHOBWTb OMpefesieHHOe NMPUNOXEHVe Ha YCTPOoWCTBa ByxranTepos Ui NpoBepaTh
yCTpOIiCTBa B MOACETU, KOTOPOE, BEPOSTHO, 3aPaxeHO.

* HasHaunTb 3apavy BbiGopke yCTpOACTB

3apava HasHauaeTCsl yCTPOMCTBaM, BXOASLLMM B BbIOOPKY YCTPOMCTB. MOXHO ykasaTb OfHY 13
CYLLLECTBYIOLLX BEIGOPOK.

Hanpumep, Bbl MOXETE UCMONb30BaTh 3TOT NapamMeTp, YTobbl 3anyCTUTb 3aja4y Ha YCTPONCTBax C
onpeneneHHon BepCrern onepauyioHHON CUCTEMBI.

4. BblbepunTe yCTpOCTBa B COOTBETCTBUM C BbIBPaHHbIM BapUaHTOM 06nacTu AeNCTBUS 3a8a4K.
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5. B packpbiBatoLemcs cnivicke YkaxuTe ¢aiin, KoTopblii TpebyeTca yaanuTb, BbioeprTe OAVH 13 BapraHTOB U
3anonHnTe Heobxoaumble nons. [ng nobasneHns dalina Bam Hy>KHO BBECTM MOMHbIA MyTb K daiiny unm xeLw
darina n nyTs K daiiny.

6. Ecnu Bbl xoTUTe, UTO6SI 3agava 6bina nprMeHnmMa K KpuTnv4eCKnm obbeKkTam CUCTEMbI, yCTaHoBUTE CIDJ'Ia)KOK
anIMeHI/ITb K KpUuTn4ecknum o6beKkTaM CUCTEeMbI.

7. BbibepurTe yueTHyto 3anmnch Nonb3oBaTess, npaBa KOToporo TpebyeTcs UCMoNb30BaTh AJ19 3arycka 3ahadul.
Haxxmute Oanee.

Mpumeuanue. Mo ymonuaHuio Kaspersky Endpoint Security 3anyckaeT 3agadvy nof CUCTEMHON YYETHOM
3anuchbto (root).

8. Ha ware 3aBeplueHue co3pgaHua 3agayum HaxxmuTe Ha KHomnky foToBo, UTobbl co3aaTh 3amady 1 3aKpbITb
macTep.

Ecnu BkntoveH napameTp OTKpbITb OKHO CBOWCTB 3afaun Nocre ee co3paHns, OTKPOETCS OKHO NnapameTpoB
3apa4n. B aToM OkHe MOXHO NPOoBEpPUTL NapamMeTPbl 3a4a4u, U3MEHNTb UX U MPY HEOBXOAMMOCTN HACTPOUTL
pacnvcaHue 3anycka 3afaqu.

9. HaxxmuTe Ha HoBYtO 3apavy.

OTKpoeTCcs OKHO CBOWCTB 3adauqn.
10. BoibepuTe Bknapky PacnncaHue.

1. HacTpoliTe pacnucaHue 3anycka 3agaqn.
MprmeuaHue. Y6eamTech, 4TO KOMMbIOTEP BKITOYEH AJ15 BbINONHEHWS 3a4a4i.

12. HaxkmunTe Ha kHorky CoxpaHuTb.

13. YToBbI 3aNyCTUTL 3aga4y HEMELJIEHHO, HE3aBUCKIMO OT HaCTPOEHHOMO PacrmncaHus, BoINOMHUTE CReayoLLme
nencTens:

a. YcTaHoBWTe bnaXkok HanpOTyB 3a4auln.

14. HaxxmunTe Ha KHOMKy 3anycTuTb.

B pesynbtaTe Kaspersky Endpoint Security ynanut daiin ¢ komnbtotepa. Ecnv daiin sabnokunposaH gpyrm
MpoLLeccom, TO 3agada byneT oTobpaxaTbCs CO CTaTyCcoM BbirnosHeHo, Ho cam dalin ByaeT yaaneH ToMbKo nocrne

nepesarpy3aku komnbloTepa. [Nocne nepesarpysku komMnbloTepa yoeanuTecs, UTo daiin yoaneH.

3apava YganeHvie ¢aringa MoxeT OblTb 3aBepLUeHa C OLNGKoW [JoCcTyrn 3anpeLLeH, eCni Bbl MblITaeTeCh yAanTb
3anyLeHHbI ncnonHsemelli daiin. Cospalite 3anavy saBepLueHns npoLiecca As atoro ¢daiina, a saTem NoBTopuTe
MOMbITKY.

3anyck npouecca
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Bbl MOXeTe yaaneHHo 3anyckaTb dalifibl ¢ MTOMOLLbIO 3a4a4n 3amyck npoLecca.

Ba>kHo! Bbl MoxxeTe HacTpounTb napameTpbl 3agayun ong EDR Optimum B Web Console.

Y106b1 cO3aaTh 3aaa4y 3aryck MpoLecca, BbiOHATE CAEAYIOLNE AeViCTBUS

1. B rnaBHom okHe Web Console BbibepuTe AkTuBbl (YcTpoiicTBa) — 3agauu.

OTkpoeTcd cnmcok 3apav.

2. HaxxmuTte Ha kHonky [lo6aBuTh.

3anycTuTcs MacTep co3gaHus 3agauduun.
3. HacTpolite napameTpbl 3agaun:
a. B packpbiBatowemcsa crnivicke Mporpamma Buibepute Kaspersky Endpoint Security ons Mac (12.2).
b. B packpebiBatoLemcs cnivicke Tun 3agaym Boibepurte 3anyck npouecca.
c. B none HaseaHue 3apaum BBeOMTE KOPOTKOE ONMCAHVE 3a4a4M.
d. BeibepuTe oavH 13 crnefyroLLX BapUaHToB:

* HazHaunTtb 3apauy rpynne agMUHUCTPUPOBaHNS
3apava HasHaYaeTCs YCTPOWMCTBAM, BXOLSLLVM B paHee Co3haHHYto rpynmny agMUHUCTpUpoBaHns. MoXHO
yKasaTb OLHY 13 CYLLECTBYIOLLX FPYMM UIN CO3L4aTb HOBYIO rpynmy.

Hanpumep, Bbl MOXeTe MCnonb30oBaTh 3TOT NapameTp, YTobb! 3anyCTuTb 3aaady OTNPaBK COOBLLEHNS
nonb3oBaTesNsiM, eC/iv COOBLLEHME NPpeaHasHauYeHo AN YCTPONCTB U3 OnpeaeneHHON rpynmbl
aOMVIHUCTPUPOBAHMS.

Ecnn 3apaya Ha3sHayeHa rpynne agMUHUCTPUPOBaHKS, Bknapka besonacHocTb He oTob6paxaeTcs B OkKHe
CBOWCTB 3a[a4, MOCKOSbKY FPYMMoBble 3a4auy MOAUVHSIOTCS napamMeTpam 6e30nacHOCT rpynm, K
KOTOPbIM OHN OTHOCATCS.

e 3apaTb agpeca yCTPOMCTB BPYUHYIO NI MMNOPTUPOBaTb N3 cnncka
Bbl moxeTe 3apaBatbh NetBlOS-mena, DNS-umeHa, IP-agpeca, a Takxxe arnanasoHbl IP-agpecos
YCTPOWCTB, KOTOPbLIM HY>XHO Ha3Ha4Y1Tb 3a4auy.

Bbl MOXeTe MCronb30BaTh STOT NapaMeTp AJ1S BbiNOMHEeHNS 3a4aun Ang 3agaHHon noaceTv. Hanpuimep,
Bbl MOXETE YCTaHOBWTb OMpeesieHHOe NMPUIOXEHVe Ha YCTPOWCTBa ByxranTepos Ui MpoBepaTh
yCTpOIiCTBa B MOACETU, KOTOPOE, BEPOSTHO, 3aPaxeHO.

* HasHaunTb 3apavy BbiGopke yCTPOACTB

3apaua HazHavaeTCs yCTPONCTBaM, BXOOALLMM B BbIGOPKY YCTpolicTB. MOXHO ykasaTb OfHY 13
CYLLECTBYIOLLX BbIOOPOK.

Hanpumep, Bbl MOXETE NCMONb30BaTh 3TOT NapamMeTp, YTobbl 3anyCTUTb 3ajady Ha YCTPOMCTBax C
onpeneneHHom BepCrern onepaLuyioHHON CUCTEMBI.

4. BblbepunTe ycTpOCTBa B COOTBETCTBUM C BbIGPaHHBIM BapUaHTOM o6nacTu AeNCTBUS 3a4a4K.

5. Ha ware O6nacTb AeiicTBUNA 3aaa4m ykaxmTe rpynny agMMHUCTPUPOBaHNS, yCTPOCTBa C onpeaesieHHbIM
appecamu Ui BbIGOPKY YCTPONCTB.

[ocTynHble napameTpbl 3aBUCAT OT NapamMeTpa, BoIOpaHHOro Ha NpeablayLem Lare.
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6. HacTpoliTe napameTpbl 3agaumt:
a. B none VicnonHdemasa komaHAa ykaxuTe KOMaHay, KoTopas OyOeT BbiNMOMHITbCS Ha JIoKanbHOM YCTPOWCTBE.

b. Mpu HEOBXOANMMOCTI YKaXINTe apryMeHTbl KOMaHAHON CTPOKM B None AprymeHTbl KOMaHAHOW CTPOKM
(Heob93aTenbHO).

c. Mpun HeOBXOANMOCTH YKaxmTe NyTb K ucnonHaemomy dariny B none MyTb k paboueii nanke
(Heob64a3aTenbHO).

7. Ha ware 3aBeplueHue co3paHus 3agayum HaxmuTe Ha KHOMKy foToBo, UToBbl co3aaTh 3agady 1 3aKpbITb
macTep.

Ecnwn BkntoueH napameTp OTKpbITb OKHO CBOWCTB 3aAauyn Nocie ee Co3AaHus, OTKPOETCS OKHO NapameTpoB
3apayn. B aTom okHe MOXHO MpoBepUTb MapaMeTpbl 3aAauu, U3MEHUTb KX U MPY HEOBXOOVMMOCTM HACTPOUTb
pacnvcaHue 3amnycka 3afadn.

8. HaxxmuTe Ha HoBYtO 3apauy.

OTKpOoETCS OKHO CBOICTB 3a4auu.
9. BolbepuTe Bknagky PacnucaHue.

10. HacTpoiiTe pacnncaHune 3anycka 3agayn.
MprmeuaHue. Y6eanTech, 4TO KOMMbIOTEP BKIOYEH AJ15 BbINONHEHWS 3a4a4i.

N. Haxxmunte Ha kHonky CoxpaHnTb.

12. YT06bI 3aMYyCTUTL 3a4a4y HEMEOJIEHHO, HE3aBNCUMO OT HACTPOEHHOIO PaCcrCaHNs, BLINMOMHMTE CreaytoLLme
nencTens:

a. YcTaHoBWTe $bnaXkok HanpoTyB 3a4aul.

13. HaxxmuTe Ha kHOMnKy BbinonHuTb.

B pesynbtaTe Kaspersky Endpoint Security BbINONHWUT KOMaHAy B TUXOM pPeXUMe 1 3anyCTUT npouecc. Bei
MOXeTe MPOCMOTPETb PE3y/bTaTbl BbIMOMHEHNS 3a4aqn B CBOVCTBaxX 3afjaqn B paspene PesynbTathl
BbIMOJIHEHUS.

3aBepLueHVe npoLiecca

Bbl MOXeTe yaaneHHo 3aBepLuaTh MNPOLECChI C MOMOLLbIO 3aaaun 3aBepLueHme npouecca. Hanpumep, Bbl MOXeTe
yOaneHHo 3aBepLUnTb paboTy YTUNUTLI MPOBEPKN CKOPOCTU MHTEPHETA, KOTopas bblna 3anyLieHa C MOMOLLbIO
3apaum 3anyck npoliecca.

Ecnu Bbl xoTWTe 3anpeTuTb 3anyck ¢aiina, Bbl MOXeTe HaCTPOUTb KOMIOHEHT 3anpeT 3anycka. Bel MoxeTe
3anpeTuTb 3aryck NCMosHseMblx Gaiinos, CKpUNToB, Gpalinos oprcHoro popmara.

3apava 3aBepLU9HI/I6' ripoyeccaviveeT cnenyoume orpaHnyeHnd:

* Bbl MOXeTe HacTpouTb NapameTpbl 3agaqun Tonbko ang EDR Optimum B Web Console.
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Yro6bI cO3naTb 38884y 3aBepLUEHVE MPOLECCa, BbIMOHUTE CAEAYIOLLNE AEiCTBUS.

1. B rnaBHom okHe Web Console Boibepute AkTuBbl (YcTpoiicTBa) — 3agauwm.

OTkpoeTcd cnncok 3apav.

2. HaxxmuTe Ha kHorky [lo6aBuTb.

3anycTuTcs MacTep co3gaHus 3agauduun.
3. HacTpoliTte napameTpbl 3agaun:
a. B packpbiBatowemcsa crnivicke Mporpamma Buibepute Kaspersky Endpoint Security ons Mac (12.2).
b. B packpbiBatoemcs cnivicke Tun 3agayum BolbepriTe 3aBepLueHre npouecca.
c. B none HaseaHune 3agaun BBeaMTE KOPOTKOE ONMCaHNE 3a4auul.
d. BeibepuTe oauH 13 cnefyroLLX BapUaHToB:

* HazHaunTtb 3apayy rpynne agMUHUCTPUPOBaHNS
3apava HazHavaeTCs yCTPONCTBaM, BXOOALWMM B paHee Co3aaHHyto rpynny agMUHUCTprpoBaHng. MoxHO
yKasaTb OLHY 13 CYLLECTBYIOLLYX Py UK CO30aTb HOBYIO Ipynimny.

Hanpumep, Bbl MOXeTe MCnonb30BaTh 3TOT NapameTp, YTobbl 3anyCTUTb 3aaady OTNPaBK/ COOBLLEHUS
nonb3oBaTesnsMm, ecniv CoobLLeHNe NpefHasHa4YeHo 45 YCTPOWCTB 13 onpeneneHHON rpynnbl
aOMVIHUCTPUPOBAHMS.

Ecnu 3apaya HasHaueHa rpynne agMUHUCTPUPOBaHKS, Bknagka BesonacHocTb He oTo6paxaeTcs B OKHe
CBOWCTB 3a[a4u, MOCKOJbKY FPYMMoBbIE 3a4ayy MOAUMHSIOTCS napamMeTpam 6e30nacHOCT rpynm, K
KOTOPbLIM OHN OTHOCSTCS.

e 3apaTb agpeca YyCTPOMCTB BPYUHYIO NI UMNOPTUPOBaTb N3 cnncka
Bbl moxeTe 3apaBatb NetBlOS-mena, DNS-umeHa, IP-agpeca, a Takxxe ananasoHbl IP-agpecos
YCTPOWCTB, KOTOPbIM HY>XHO Ha3Ha4NTb 3aJauy.

Bbl MOXeTe ncnonb3oBaTb 3TOT NapamMeTp A1 BbINONHEHNS 3ajayn A9 3ajaHHon noaceTw. Hanpumep,
Bbl MOXETE YCTaHOBUTb OMNpPeLenieHHOE NPUIIOXEHNE Ha YCTPONCTBa ByxXranTepoB Ui NpoBepsTh
yCTpOWCTBa B MOACETU, KOTOPOE, BEPOSITHO, 3apaeHo.

* HasHaunTb 3apavy BbiGOpKe yCTPOACTB

3apaya HazHayaeTCs yCTPOWCTBaM, BXOOALLMM B BbIGOPKY YCTpolicTB. MOXHO ykasaTb OfHY 13
CYLLECTBYIOLLX BbIGOPOK.

Hanpumep, Bbl MOXeTE NCMONb30BaTh 9TOT NapamMeTp, YTobbl 3anyCTUTb 3ajadvy Ha YCTPOMCTBax C
onpeneneHHom BepCcrel onepauyioHHON CUCTEMBI.

4. BblbepunTe yCTpOCTBa B COOTBETCTBUM C BbIGPaHHBIM BapUaHTOM o6nacTu 0eNCTBUS 3a4a4K.

5. Ha ware O6nacTb AeiicTBUA 3aAa4m yKaxmTe rpynny agMMHUCTPUPOBaHNS, YCTPOCTBa C onpeaesieHHbIM
appecamu Ui BbI6OpKy YCTPONCTB.

[ocTynHble napameTpbl 3aBUCAT OT NapamMeTpa, BoIOpaHHOro Ha NpeablayLem Lare.
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6. Ha aTom ware macTepa B packpbiBatoLLemcs cnivcke YkaxuTte ¢aiin, npoueccbl koToporo Tpebyercs
3aBepLUNTb, BbibepunTe OAVH 13 BapUaHTOB 1 3amonHnTe Heobxoammble nons. [1ns ykasaHus paiina Bam Hy>XHO
BBECTW MOMHbIN Ny Tb K dainy nnm xelw darina n nyTb K daiiny.

Mpumeuanwue. MNpur co3naHnm 3agaun 4ns NoKanbHOro YCTPOMCTBa, Bbl MOXeTe yka3aTb npouecc no PID.

7. Ecnu Bbl XoTUTe, UTObbI 3aa4a 6bina NprMeHMa K KPUTUYECKIM 06 bEKTaM CUCTEMbI, YCTaHOBUTE hnaXkok
MpyMeHUTb K KPUTUUYECKUM 06 BEKTAM CUCTEMBI.

8. BbibepuTe yyeTHyto 3annch nonb3oBaTens, npaBa KOTOPOoro TpebyeTcs NCNonb30BaTh 419 3arnycka 3a4aqn.
Haxmvnte Oanee.

Mpumeuanwue. No ymonuaHuto Kaspersky Endpoint Security sanyckaeT 3agayvy nof CMCTEMHON YYeTHOM
3anuchbto (root).

9. Ha ware 3aBeplueHne co3aaHnga 3agaydm HaxXMITe Ha KHOMKY foToBo, UTobbl co3paTh 3ajady Y 3aKpbiTh
mMacTep.

Ecnn BkntoueH napamMeTp OTKprTb OKHO CBOIMCTB 3ajauu Nocrie ee co3faHuns, OTKPOEeTCH OKHO napameTpoB
3apgaun. B aTom okHe MOXHO NnpoBepunTb NapamMeTpbl 3aaayn, SMEHUTb X NI Tpn HeO6XOD,V|MOCTI/I HacTpoOuUTb
pacnncaHmne 3anycka 3agadn.

10. HaxxmuTe Ha HoBYtO 3apauy.

OTKpoeTCcs OKHO CBOWCTB 3adauqn.
1. BoibepuTe Bknanky PacnncaHue.

12. HacTpolite pacnucaHve 3arnycka 3agauvl.

I'Ipmmeanme. Y6e.u,|/|Ter, YTO KOMMbKOTEP BKJTKOYEH OJ14 BbINMOJIHEHNSA 3a4a4ul.

13. HaxkmuTe Ha kHornky CoxpaHnTb.

14. YTo6bl 3aNyCcTUTL 3apa4y HEMELNEHHO, HE3aBUCUMO OT HACTPOEHHOrO Pacn1CcaHung, BEIMONHUTE CreaytoLLme
OencTBus:

a. YcTaHoBUTE ¢na>|<0|< HanpoTuB 3agayn.

15. HaxxmuTe Ha KHOMKy BbinonHUTb.

B pesynbtaTe Kaspersky Endpoint Security 3aBeplunT npouecc Ha komnbtoTepe. Hanpumep, ecnm Ha
KOMIMbIOTEPE 3aMyLLEHO NpuoxeHne Game 1 Bbl 3aBepLUnnv npouecc Game, NpunoxeHune byneT 3akpbiTo 6e3
COXpaHeHns AaHHbIX. Bbl MoXeTe MpocMoTpeTh peaynbTaThl BbINOMHEHMS 3a4a4n B CBOMCTBAaX 3a4aqun B pasaene
PesynbTtarthi.
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3anpeT 3anycka

3anpeT 3anycka No3BonseT ynpaBnsTb 3anyCKOM UCMONMHSAEMbIX $alinoB 1 CKPUMTOB, a Takke OTKpbITueM daiinos
oducHoro dopmaTa. Takm 06pasom, Bbl MOXETE, HAaMPUMEP, NMPEAOTBPATUTb BbINOMHEHVE NPOrpPamMM, KOTOPbIE Bbl
cunTaeTe HebesonacHbIML. B pesynbTaTe pacnpocTpaHeHne yrpoabl MOXET ObiTb OCTaHOBMNEHO. 3anpeT 3anycka
nopfepXviBaeT onpeneneHHblii HaboR MHTERMNPETATOROB CKPUMTOB.

MpaBuno 3anpeTa 3anycka

3anpeT 3anycka ynpasnseT AOCTYNOM nosnb3osaTeneli K dpalinam ¢ MOMOLLbIO NpaBui 3anpeTa sanycka. [pasuno
3anpeTa 3anycka — 3T0 Habop KPUTEPUEB, KOTOPbIE MPUOXKEHNE YUNTBIBAET MPU PearnpoBaHnn Ha 3aryck
obbekTa, Hanpumep, Npy GnokMpoBaHUK 3anycka obbekTa. [punoxeHne naoeHTUPUUMPYeT daiinbl No KX NyTH NN
KOHTPOMbHOV CyMME C MOMOLLbO anropnTmMos xelmposaHus MD5 n SHA256.

Bbl MOxxeTe coanaBaTh Npasuia 3anpeTa 3anycka CreayoLwyMy crnocobamu:

* B petansx anepta (Tonsko ang EDR Optimum).

Letanv anepta — VHCTPYMEHT A9 NPOCMOTpa Beeli cobpaHHol Hbopmaummn 06 06HapyKeHHON yrpo3se.
[eTtann anepTa comepxart, HanpuMep, UCTOPWIO NMosiBreHns aiinos Ha kommbloTepe. MNoapobHee o paboTe ¢
LeTanamu anepTa cM. B cpaske Kaspersky Endpoint Detection and Response Optimum &.

e C NMOMOLLbIO FPYMMOBO MOMUTVIKMA UV STOKabHBIX MapaMeTPOoB NPUIoXeHUs. Bam Hy>kHO BBeCTW My Tb K daiiny
nnn xew ¢panna (SHA256 vnn MD5), nnn nyTb k daiiny n xew daiina.

Bbl Takxke MoxeTe ynpasnsaTe 3anpeTom 3anycka nokanbHO 13 KOMaHAHOW CTROKU.

MpumeyaHue. HeBO3MOXHO 3anpeTuTb 3arnyck KPUTUYECKM BaXKHbIX CUCTEMHbIX 06 BbEKTOB (aHrn. System
Critical Object, SCO). K SCO oTHocaTcs dpaiinbl, HeobxoayMble Ans paboTbl onepaLyioHHON CUCTEMbI 1
npunoxeHuns Kaspersky Endpoint Security ans Mac.

Pexxurmbl nprMeHeHns npasun 3anpeTa 3anycka
KomnoHeHT 3anpeT 3anycka MoOXeT paboTaTb B ABYX PeXUMaXx:

¢ Tonbko cTaTUCTUKA.

B atom pexume Kaspersky Endpoint Security nybnukyeT B xxypHan cobbituii Kaspersky Security Center n 8
e[VIHYIO CYCTEMY JIOMMPOBaHMs COBbBITIE O MOMbITKax 3amnycka UCMOHAEMbIX OO BEKTOB UM OTKPbITUS
LOKYMEHTOB, COOTBETCTBYIOLUMX KPUTEPUSM NMPaBusl 3anpeTa, HO He BNOKMPYET KX 3arycK Uin oTKpbITe. OTOT
PEXMM BbIOpaH Mo yMONYaHUIO.

¢ AKTUBHbINA.

B aTom pexume npunoxeHne 61okMpyeT 3anyck 06 BbEKTOB UM OTKPBITE AOKYMEHTOB, COOTBETCTBYHIOLLMX
KpUTEpUsM NpaBun 3anpeTa. Takxke MpunoxeHne nyonvkyeT B xXypHan cobbituin Kaspersky Security Center 1 B
e[VIHYIO CCTEMY JIOMMPOBaHMS COBbITHE O MOMbITKax 3anycka 06 beKTOB UM OTKPbLITUS LOKYMEHTOB.

100


https://support.kaspersky.com/KEDR_Optimum/4.0/ru-RU/index.htm

YnpasneHve 3anpeTom 3anycka
BaxxHo! Bbl MoxeTe HacTpouTb napameTpbl KoMroHeHTa Tonbko B \Web Console.

YT0obbI 3anpeTnTb 3armyck OObEKTOB, BLINOMHATE CREAYIOLLNE AEVICTBUS,
1. B rnaBHom okHe Web Console Bbibepute YeTpoiictBa — Nonutrky n npodunm nonmtmk.

2. Haxxminte Ha HassaHue nonutukmn Kaspersky Endpoint Security ans Mac.

OTKpOeTCs OKHO CBOMCTB MOMUTUKM.

3. BoibepuTe Bknanky MNMapameTpbl nporpammbi.

4. MNepenonTe B paspen Detection and Response — Endpoint Detection and Response.

5. BknlounTte nepexnovatens 3anpeT 3anycka.
6. B 6noke [elicTBue Npu 3anycke Ui OTKPbITUM 06bekTa BbibeprTe PeximnmM paboTbl KOMMOHEHTa:

e BrnoknpoBaTb 1 3anncbiBaTh B OTYET. B 3TOM pexume npunoxeHne 6noknpyeT 3anyck 06bekToB Un
OTKPbITUE LLOKYMEHTOB, COOTBETCTBYIOLLMX KPUTEPUSM NMPaBusl 3anpeTa. Takxke NpuioxeHvie nybnmkyeT B
XypHan cobbituii Kaspersky Security Center 1 B eauHyto cucteMy NormpoBaHus CoObbITUE O MOomMbITKax
3anycka 06 beKTOB WS OTKPBITUS LOKYMEHTOB.

* Tonbko 3anucbiBaTh B oT4YeT. B aToMm pexxume Kaspersky Endpoint Security ny6nukyeT B >XkypHan cobbITuiA
Kaspersky Security Center n B eauHyto CUcTeMy NormpoBaHns COBbITVE O MOMbITKaX 3arycka NCMOSHIEMbIX

OOBEKTOB UM OTKPBITUS LOKYMEHTOB, COOTBETCTBYIOLLMX KPUTEPVSIM MPaBUsT 3anpeTa, HO He BIOKMPYET KX
3anycK Uy OTKpbITME. DTOT PEXM BbIBpaH MO YMONYaHIO.

7. ChopmMmpyliTe CIMCOK NpaBun 3anpeTa 3anycka:
a. Haxxmunte Ha kHorky [,o6aBuTb.
b. B oTkpbIBLLIEMCS OKHE BBEOWTE UMY NpaBuna 3anpeTa 3anycka (Hanpumep, [MNpunoxeHne "A").

c. B packpbiBatoemcs cnivicke Tun BoibepriTe 06BbEKT, KOTOPLIV Bbl XOTUTE 3abnokmposaTs: MNpunoxxeHue,
CxpunT, JloKyMeHT.

Ecnu Bbl BbibepuTe HeBepHbI TN o6bekTa, Kaspersky Endpoint Security He 3aGnokupyeT daiin nnm cKkpunT.

d. Ing no6aeneHns dalina Bam Hy>HO BBeCTU xew daiina (SHA256 nnn MD5) nnv nonHbii Ny Tb K daiiny, nnm
xewl daiina n nyTb K dariny.
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MpumeuaHue. Ecnn daiin HaxoouTca Ha ceTeBOM Ayvicke, BBeauTe NyTb K daliny cnefyowmm obpasom:
/Volumes/shared_folder_name/filename. Ecnn nyTb k daliny cogepxut 6ykBy ceTeBoro aucka, Kaspersky
Endpoint Security He 3abnokupyeT daiin unv CKpunT.

a. Haxxmute OK.

8. COXpaHI/ITe BHECEHHbIE NSMEHEHNS.

B pesynbraTte Kaspersky Endpoint Security 6ynet 6nokmpoBaTh 3anyck 06beKTOB: 3anyck UCMONHsAeMbIX ¢alinos,
CKpUNTOB 1 OTKpPbITHE daiinos odprcHoro popmata. [pr 3ToM Bbl MOXKETE, HanpUMep, OTKPbLITb dalin ckpunTa B
TEKCTOBOM pefakTope, Aaxe eCcrnn 3amyck ckpunTa 3anpetLleH. [pn bnokmpoBaHum 3anycka obbvekTa Kaspersky
Endpoint Security nokaxeT nonb3oBaTento cTaHAAPTHOE YBEAOMIIEHNE NMPUIOXEHWS, €CIIN YBEAOMIEHUS
BKJIOYEHbI B HACTROMKAX MRUIOXKEHWS.

CeTeBad N30J19UNA KOMIMbOTEPAa

CeTeBas n3onsums No3BonseT aBTOMaTUYECKM N30NNPOBaTb KOMMbIOTEPELI OT CETU, B PE3Yy/bTaTe pearnpoBaHuns Ha
obHapy>xeHne nHankaTopa komnpomeTaumm (IOC) — aBToMaTUUECKUI PEXUM. TakxKe Bbl MOXETE BKIIIOUNTD
CeTeByto N30MALMIO BPYYHYIO Ha BPEMS MCCNELoBaHMS OBHapYXEHHOW Yrpo3sbl — PYUYHOM PEXIM.

Mocne BkntoueHns CeTeBo N30NSLIMN NPUIOXEHNE pa3pbiBaeT BCe akTUBHbIE 1 BIOKMPYEeT BCE HOBblE CeTeBble
coeavHeHuns TCP/IP Ha komnbloTepe, Kpome cnenyoLmx CoeauHEHWIA:

® coefOViHeHus, ykasaHHble B UCKIoUeHsX 13 CeTeBo N3onsaunm;
* CoelVHeHNs, MHULMMPOBaHHbIe cryxbBamun Kaspersky Endpoint Security;

® CcoeOVHeHUs, MHULMMPOBaHHble AreHTom agMuHUCTpupoBaHns Kaspersky Security Center.

BaxxHo! Bbl MoxeTe HacTpouTb NapameTpbl KoMnoHeHTa Tonbko B Web Console.

ABTOMaTUYeckunii pexunm CeTeBoi nsonaumm

Bbl MoxeTe HacTpouTb aBToMaTYeckoe BkloveHne CeTeBol 3onauum, B pesynbTaTe pearvpoBaHus Ha
obHapy>xeHue I0C. [Ins HacTpoiikn aBToMaTnyeckoro pexxmma CeTeBol nsonsumm npegHasHayveHa rpynmnosas

nonnTnKa.

Kak HacTpouTb aBTOMaTnyeckoe BktoueHve CeTeBoi usonsauum komMmnbtotTepa npy obHapy>xxeHun IOC
1. B rnaBHom okHe Web Console Bribepurte YeTpolicTBa — 3agaun.
2. OTkpoeTCs CNMCOK 3azau.

3. HaxxmuTe Ha 3apauy Kaspersky Endpoint Security Mounck IOC.
OTKpoeTCs OKHO CBOWCTB 3afaun.

Ecnun TpebyeTcq, cospalite 3apavy MNounck IOC.

4. BelbepuTe Brnagky MapameTpbl nporpamMmbl.
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5. B 6noke OeticTene npu obHapy>keHnn |IOC ycTaHoBuTe dnaxku MNpepynpexxaaTb U NPUMEHSTb AeCcTBUS MO
pearnposaHuio npu obHapy>xeHun IOC 1 NzonnpoBaTb KomnbioTep oT ceTu (Ha 8 yuacos).

6. CoxpaHnTe BHECEHHBIE N3MEHEHUS.

7. B pesynbtaTte npu obHapy>xxeHun IOC npunoxeHne nsonmpyeT KOMMbIOTEP OT CETU, YTOObI NPeoTBPaTUTh
pacrnpoCTpaHeHre yrposbi.

Bbl MOXeTe HacTpPOWTb aBTOMaTYeCKoe BbiktoueHne CeTeBol M30NaLUMN MO UCTEYEH 3aJaHHOMO Neproga
BpemMeHW. o ymonyaHuto npunoxeHue seiknodaeT CeTeyto n3onsumio Yepes 8 4acoB C MOMEHTA BKIIIOYEHNSI.
Tak>ke Bbl MOXeTe BblkntounTb CeTeByIo N30NSLIMIO BPYUHYIO (CM. MHCTPYKUMIO HUxKe). [Tocne BbikntoueHns CeTeBol
N30MSLMM KOMIMBIOTEP MOXET paboTaTb B ceTy 63 orpaHnYeHniA.

Kak 3apatb nepvop BbiknioueHusi CeTeBoli M30N9LMN KOMMbIOTEPA B aBTOMATUYECKOM peXxume

1. B rnaBHom okHe Web Console Bbibepute YeTpoiictBa — Nonutrky n npodunm nonmtmk.

2. Haxkmute Ha HasBaHue nonutuku Kaspersky Endpoint Security.

OTKpOETCH OKHO CBOMCTB MONINTUKM.
3. BoibepuTe Bknagky MNMapameTpbl nporpammb.
4. NepenaunTe B pasaen Detection and Response — Endpoint Detection and Response.
5. B 6noke CeTeasa nsonauus Haxmmte HacTponTtb pasbnokupoBky komnbioTepa.

6. B oTKpbiBLLIEMCS OKHE ycTaHoBUTe $pnaxok PasénokmpoBaTb aBTOMaTU4ECKN U30IMPOBaHHbI/ KOMMblOTEp
yepes 1 3aaaliTe NeproL, BpeMeHW, Mo ncteveHun kotoporo CeTeBas N3onsaums SOMKHa OblTb BbIKOUYEHA.

7. CoxpaHnTe BHECEHHbIE N3MEHEHNIS.

PyuHoi pexum CeTeoii nsonsaumm

Bbl MOXxeTe BKtoyaTb 1 BeiktouyaTb CeTeByto n3onsaumio BpyUHyto. [1ns HacTpoliku pyyHoro pexxmma CeTeBoli
N30naLMmM NpeaHa3HadYeHbl CBOMCTBa KoMnbloTepa B koHconn Kaspersky Security Center.

Bbl MoxeTe BktounTe CeTeBYIO M30NSALMIO CNEAYIOLLMMIY CNOCO6aMu:

* B petanax anepta (Tonbko pns EDR Optimum).

LeTtanu aneprta — NHCTPYMEHT AS19 MPOCMOTPa BCei cobpanHoi nHbopmMaLmm 06 oBHapy>KeHHOI yrpo3e.
[eTtanu anepTa cogepart, Hanpumep, NCTOPUIO NosiBreHns dalinos Ha koMnbtoTepe. [NogpobHee o paboTe ¢
LeTangmu anepTta cM. B cnpaske Kaspersky Endpoint Detection and Response Optimum 2.

e C NoMOLLbIO TOKasbHbIX MapaMeTPOB MPUITOXEHMSI.
Kak BpyuHyio BkatounTb CeTeBylo n3ongaumio KoMnbloTepa
1. B rnaBHom okHe Web Console Bribepurte YeTpolicTBa — YnpaBnsiemble yCTPOCTBa.
2. HaxxmnTe Ha Ms KOMMbloTepa, Ha KOTOPOM Bbl XOTUTE HACTPOUTb JIOKasbHbIE MapaMeTpbl MPUIOXEHMS.

OTkpotoTCs CBOVICTBa KOMMbIOTEPA.
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3. BoibepuTe Bknaaky Mporpammei.

4. Haxxmute Ha Kaspersky Endpoint Security ans Mac.

OTKpotoTCH nokanbHble NapameTpPbl MPUITOXEHNS.
5. BoibepuTe Bknaaky MNMapameTpbl nporpammb.
6. Mepelignte B pasnen Detection and Response — Endpoint Detection and Response.

7. B 6noke napameTpos CeTeBas usonaums HaxxmmTe Ha KHorky MizaonnpoBaTb KOMMbIOTEP OT CETU.

Bbl moxeTe HacTpOuTb aBTOMaTuU4YeCKoe BblK/ioYeHne CeTeBol nsonauuv No UCTeUYeHNn 3a4aHHOro nepuona
BpeMeHW. Mo YMONYaHUIO NpuioXeHne BblKo4vaeT CeTeBYIO N3014Unt0 Yepes 8 yacoB c MOMeHTa BK/ItOUEHMS.
Mocne BbikNtoueHns CeTeBo nsonaumm KOMMbIOTEP MOXET pa6OTaTb B ceTu bes orpaqueHmVI.

Kak sapgaTtb nepuogp, Bbiksilo4YeHndA CeTeBoii nsonsuuu KOMMblOTEpPa B py4YHOM pexxnuvie

1. B rnaBHom okHe Web Console Bribepurte YecTpolicTBa — YnpaBnsiemble yCTPOCTBa.

2. HaxkmnTe Ha UMs KoMMbtloTepa, Ha KOTOPOM Bbl XOTUTE HAaCTPOUTb JIOKasbHbIE MapamMeTpbl MPUIOXEHWS.

OTkpotoTCs CBOVICTBa KOMMbIOTEPA.

3. BoibepuTe Brnagky 3agauu.

OTKpoeTcs cnncok 3apad, LOCTYMHbBIX Ha KOMMbIOTEPE.
4. BuibepuTe 3agadvy CeTeBas nsonauus.
5. BoibepuTe Bknaaky MNapameTpbl nporpammbi.

6. B oTkpbIBLLEMCS OKHE 3afaliTe Neprom BPeMeHH, Mo UcTeueHnn kotoporo CeTeBas M3onsaums OomxHa ObiTb
BbIK/OYEHA.

7. CoxpaHnTe BHECEHHbIE N3MEHEHNIS.

Kak BpyuHyio BbikitounTb CeTeByto nsonaumio KoMmnbioTepa
1. B rnaBHom okHe Web Console Bribepute YcTpoiicTBa — Ynpaensemble yCTpoOCTBa.
2. HaxxmnTe Ha nMs KOMMbloTepa, Ha KOTOPOM Bbl XOTUTE HACTPOUTb JIOKasbHbIE MapamMeTpPbl MPUMOXEHWS.
3. OTkpotoTCS CBOWCTBA KOMMbIOTEPA.
4. BelbepuTe Bknaaky Mporpammbi.
5. Haxxmute Ha Kaspersky Endpoint Security ons Mac.
6. OTKpOIOTCS NnokasbHble NapamMeTpPbl MPUNOXEHWS.
7. BoibepuTe Bknanky MNapameTpbl nporpamMmbi.
8. MepelionTe B pasgnen Detection and Response — Endpoint Detection and Response.

9. B 6rnoke napameTpoB CeTeBas N3onsaumsa HaXXMUTe Ha KHOMKy Pa36noknpoBaTk N30MPOBaHHBI OT ceTn
KoMMbloTep.
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Bbl Tak)ke MoxxeTe BbIKNoUNTb CeTeBYIO M30MSLMIO NTOKANbHO C MOMOLLbIO KOMaHOHOW CTROKM.

VcknouerHna na Cetesol nsongaumm

Bbl MoxeTe 3a0aTb uckntoueHus s CeteBoli nsongauunn. CeTeBble coeanHeHVs, NoananatoLLe nog 3agaHHbe
npasuna, He 6YD,YT 386J'IOKVIpOBaHbI Ha KOMMbOTEepEe Nocne BKIOYEHNSA CeTeBoli nsonsumm.

[ns HacTpolikn ncknoueHnii n3 CeTeBor N3oNSALMA B MPUNOXEHNN OCTYMNEH CNMCOK CTaHAAPTHBIX CETEBbIX
npoduneii. Mo yMonuaHmio B UCKIIIOYEHNS BXOAST CeTeBbIE MPOPUN, COCTOSLLME N3 MPaB, 0becrneurBatoLLmnX
becnepebolinyto paboTy ycTpoiicTts ¢ ponavu DNS/DHCP-cepsep 1 DNS/DHCP-knneHT. Takxxe Bbl MOXeTe
N3MEHUTb NapaMeTpbl CTaHAAPTHbBIX CETEBbIX MPodunelt v 3a8atb NCKOYEHNS BPYUHYIO (CM. MHCTPYKLMIO HUXKE).

BaxxHo! VcknioueHuns, 3apaHHble B CBOMCTBaX MOUTUKM, MPUMEHSIOTCS, TONbKO ecnv CeTeBas N3onsaumng
BKJIFOUEHA MPUIIOXEHNEM aBTOMaTUYECKN, B pe3yrnbTaTe pearmpoBaHiis Ha 0bHapy>KeHue yrposbl. VicknoueHns,
3ajlaHHble B CBOMCTBaxX KOMMbOTEPA, MPUMEHSIOTCS, ToNbko ecnn CeTeBas M30NsLKMs BKItOUEHa BPYUHYHO B
cBOVicTBax koMnbtoTepa B koHconm Kaspersky Security Center.

I'Ipmmeanme. AKTVIBHasl NONNTNKE He 6J'IOKVIpyeT npMeHeHne ncknoueHuii ns CeTeBol N30, 3a0aHHbIX B
CcBOliCTBax KOMMbOTEPA, TaK Kak CueHapunn NpMeHeHnd 3TnX napamMmeTpOoB pa3Hble.

Kak po6aBuTtb ncknioueHve ns Cetesoli N3onsunm B aBTOMaTUYECKOM PEXUME
1. B rnaBHom okHe Web Console Bbibepute YeTpoiictBa — Nonutukm n npopunm nonmTmk.
2. HaxkmuTe Ha HasBaHue nonutukun Kaspersky Endpoint Security.
3. OTKpOETCS OKHO CBOWNCTB MNOMNTUKN.
4. BblbepuTe BKnapky MapameTpbl nporpammbl.
5. Mepelignte B pasnen Detection and Response — Endpoint Detection and Response.
6. B 6rioke UcknioueHna us cetesoii nusonauum Haxxmmte VcknioueHns.

7. B oTKpbIBLLEMCS OKHE HaXXMUTe Ha KHOMKY [lo6aBuTb U3 npoduns 1 BolbeprTe CTaHAAPTHbIE ceTeBble NPodun
O7191 HACTPOWKN UCKITIOYEHWIA.

8. CeTeBble coeamHeHns 13 npoduns 6yayT AobaBneHbl B CIMCok UckntouveHnii n3 CeTeBoi nsonsaummn. Bel MoxeTe
MPOCMOTPETb CBONCTBA CETEBbLIX COeANHEHWIA. [Tp1 HEOBXOAMMOCT, Bbl MOXETE N3MEHWTL NapamMeTpbl
CeTEeBOro COeAVIHEHMS.

9. Ecnu TpebyeTcs, LobaBbTe ncknoveHne na CeTeBoin 3oaaumm BpyYHyto. [Ins 3Toro B OKHe CO CrMCKOM
NCKTIOYEHMIA HaXkKMUTe Ha kKHomky [,o6aBuTb 1 3afaliTe napameTpbl CETEBOrO COEAVHEHNS BPYUHY!IO.

10. CoxpaHunTe BHECEHHbIE N3MEHEHNIS.
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Kak po6aBuTtb ucknioueHvie nus Cetesoli n3ongaunm B py4HOM pexxmme
1. B rnaBHom okHe Web Console Bribepute YeTpolicTBa — YnpaBnsiemble yCTPOCTBa.

2. HaxmuTe Ha nms KOMMbOTEPa, Ha KOTOPOM Bbl XOTUTE HACTPOUTb JIOKallbHbl€ NapaMeTpbl MPUIOXEHNA.

3. OTKpotoTCS CBOCTBA KOMMbIOTEPA.

4. BoibepuTe Bkagky 3agaun.

5. OTKpoeTCcs CcnMcok 3aaay, LOCTYMHbIX Ha KOMMbIOTEPE.
6. Boibepute 3apauy CeteBas nsonauus.

7. Boibepute Bknagky MNapameTpbl nporpamMmmbi.
8. B oTkpbiBLUEMCS OKHE HaxkmuTe VicknioveHus.

9. B oTKpbIBLLUEMCS OKHE HaXMUTe Ha kKHorKy [Jo6aBnTb n3 npoduna 1 BoibepnTe CTaHAAPTHbIE CeTeBble NPodun
[N HACTPOVIKM UCKITIOYEHNIA.

10. CeTeBble coennHeHus 13 npoduns 6ynyT AobaBneHbl B Ccok nckioveHnii n3 Cetesoin nsonaumm. Bl MoxeTe
MPOCMOTpPETL CBONCTBA CETEBbLIX COeANHEHWIA. [Tpn HEOBXOANMOCTH, Bbl MOXETE N3MEHWTL NapamMmeTpbl

ceTeBOoro coeanHeHus.

1. Ecnun TpebyeTcs, nobasbTe nckoyeHne ns CeTeBol n3onsaumm BpyuHyto. [1s aToro B OkHe Co CrMCKOM
NCKTIOYEHMIA HaXXKMUTe Ha kHorky [,o6aBuTb 1 3afalite napameTpbl CETEBOrO COEAVHEHNS BPYUHYIO.

12. COXpaHI/ITe BHECEHHbIE NSMEHEHNS.

Bbl Takxe moxeTe NPOCMOTPETb CNMCOK ncknoueHuii ns CeTeBolt N30NALMM NOKaNbHO U3 KOMAaHOHOW CTROKM. I'Ip|/|
OTOM KOMMbIOTEP OOJ/KEH BbITb n3onnpoBaH.

Cloud Sandbox

Cloud Sandbox — TexHonoruns, KoTopasi NI03BONSIET OBHaPYKMBaTb CIIOXHbIE YrPo3bl Ha KoMmmbloTepe. Kaspersky
Endpoint Security aBTomaTnyeckn oTnpasngeT obHapyxeHHble daiinbl B Cloud Sandbox ans aHanmsa. Cloud
Sandbox 3anyckaeT 371 dalinbl B U30NMPOBaHHO Cpeae A5 BbISBNEHNS BPEAOHOCHON akTUBHOCTU U MPUHMaEeT
peLleHne o penyTaumm aTux daiinos. [lanee naHHble 06 aTux dalinax nonapatoT B Kaspersky Security Network.
Taknm obpasom, ecnn Cloud Sandbox o6HapyxuBaeT BpeaoHoCHbIN daiin, Kaspersky Endpoint Security BeinonHuT
LelicTBME ANS yCTPaHEeHNs Yrpo3bl Ha BCEX KOMMbIOTEPAX, Ha KOTOPbIX OBHaPYXUT 3TOT daiin.

BaxkHo! [1na paboThl Cloud Sandbox Heobxoanmo BktounTb ncnonb3oBarve Kaspersky Security Network.

MpumeuaHue. Ecnv Bbl ncnonbayeTe Kaspersky Private Security Network #, TexHonorus Cloud Sandbox
HepoCTymMHa.
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Yrobbl BkmounTs Cloud Sandbox:
1. B rnaBHom okHe Web Console BbiGepute YeTpoiicTBa > MNonutukm n npodunmn nonmTmk.

2. Haxxmunte Ha HassaHue nonutimkmn Kaspersky Endpoint Security ans Mac.

OTKpoeTCs OKHO CBOWMCTB MOMUTUKM.
3. BoibepuTe Bknagky MNMapameTpbl nporpammb.
4. MepenonTe B paspen Detection and Response — Endpoint Detection and Response.
5. BkntounTte nepeknovatens Cloud Sandbox.
6. CoxpaHuTe BHECEHHbIE N3MEHEHNS.

Mpwn obHapy>xeHun yrpossl Kaspersky Endpoint Security akTuBrpyeT cUeTumnK yrpos, 0bHapy>KeHHbIX C MOMOLLbIO
Cloud Sandbox, B rnaBHom okHe npunoxerund B paspene O6Hapy>xeHue yrpoa. Kaspersky Endpoint Security
Takxe byneT ykasblBaTb TEXHOMOrMO 0bHapyxeHus yrpo3 Cloud Sandbox B OTueTe 06 yrposax B KOHCONM
Kaspersky Security Center.

LLIndpposaHmne grckos ¢ nomoupsto FileVault

MpumeuaHue. PyHkums LndposaHme anckos ¢ nomolubto FileVault nocTtynHa B Kaspersky Security Center 10
SP3 1 6onee noagHux Bepcusx. 3a [ononHUTENbHOM HopMauen obpatutech B Cry>0By TEXHNYECKOIA
nonaepxku "Nabopatopum Kacnepckoro'.

Kaspersky Endpoint Security nossonseT ynaneHHo ynpasnsTs wndposaHnem aucka FileVault. LLindposanne
3arpy304HOro Axcka Ha KOMMbloTepPe NoSb30BaTeNs MPefoTBPaLLLaeT JOCTYN OPYrX Nonb3oBaTenel K BaxKHoM
nHdOPMaLMK, KOTOPas XPaHUTCS Ha ANCKE.

Korga agpmuHucTpaTop 3anyckaeT windposaHue ancka FileVault ns Kaspersky Security Center, Kaspersky Endpoint
Security 3anpalunBaeT y nosb3oBaTens KOMMboTepa ero yyeTHble AaHHble. LLndpoaHve ancka 3anyckaeTcs
TOJIbKO MOCHIE TOrO, KaK MNOSb30BaTESNb MPEAOCTaBUT YUYETHbIE AaHHbIE, Mepe3arpy3uT KOMMbIOTEP Y MO MPOLUECTBUM
30 MVHYT C MOMEHTa MOoJyYeHNs NapamMeTPOB NONNTUKN Ha KOMMbtoTep. MVUHManbHbIV IHTepBan Mexay
3anpocamu yYeTHbIX JaHHbIX Takxe cocTaBnsgeT 30 MUHYT.

Y1066l NONb30BaTENb HE MOT pPacLUMPPOBAaTb 3arpy304HbI Anck cBoero Mac npu BKIOUEHHOM LWdpOoBaHN
FileVault, apmuHncTpaTopy Heobxoammo c nomotupto JAMF passepHyTb MDM-npodurnb, 3anpeLuatoLLmii
pacwdpoBKy ancka. YTobbl paclumdpoBaTb 3arpy30uHbli anck koMnbtotepa Mac ¢ MDM-npodunem,
3anpeLlaoLwmmM pacwndpoBKy AMCKa, aOMVHUCTPATOPY CHavana HeobxoaMMo yaanuTb npodbusb.

MpumeuaHue. Ecnn ynpasneHve windposaHnem ancka FileVault He BkntoueHo B Kaspersky Security Center,
nonb3oBaTeny ¢ NpaBamMy adMUHCTPaTopa MoryT 3awmndpoBaThb 1 paclundpoBaTh 3arpy304Hbii Avck Mac 13
CuncTeMHbIX HacTpoek. Bbl MoxeTe HaliT gononHuTenbHyto nHbopmaumio o FileVault B nokymeHTaumm Apple.

Ecnun Ha komnbloTepe nonb3oBaTens CO3AaHO HECKOSBbKO YUYeTHbIX 3anunceli, wndposaHue ancka FileVault coenaet
HeOoCTynHOl NHdOoPMaLWIO Ha AVCKe AJ19 BCEX Nob30BaTeNein KoMmbloTepa, KpoMe Nosb30BaTesNs, KOTOPbIA Ben
CBOW YYeTHble AaHHbIe.
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PaspelueHne Ha pa36noknpoBKy AncKa Ais ApYrux nonb3osaTeneli koMmnbioTepa
1. Boibepute meHio Apple > CuctemHble HacTpolikn > KoHdupaeHUmanbHoCTb 1 6€30nacHOCTb.

2. Haxxmute Ha kHonky FileVault.

OTkpoeTcs okHo FileVault.
3. HaxxmuTe Ha kHorky Bkn. nonbsoBaTenei.
4. B OTKpbIBLLEMCS OKHE BbIBEpPUTE MOMb30BaTENS, KOTOPOMY Bbl XOTUTE Pa3pPELLNTb Pa3broKNPOBKY KOMMbIOTEPA.
5. BBeouTe naposnb y4eTHON 3anmcy KoMnbtoTepa nonb3osaTens u Haxmute OK.
6. Haxxmnte Ha kHonky MpopomknTb.

MNMonb3oBaTenb MOXET MOAYYMTb 4OCTYM K 3alUdPOBaHHOMY ONCKY.

MprmeuaHue. YTo6bl paspelunTb APYrM NMonb3oBaTensm pasbnokmMpoBaTh ANCK, HY>XXHbl MpaBa
agMUHMCTPaTopa KOMMbloTepa.

Ecnun cuctemHbin agmmHncTpaTop ynpaenseT Kaspersky Endpoint Security uepes KoHconb agMMHUCTpUpoBaHus
Kaspersky Security Center, Kaspersky Security Center Web Console nnu Cloud Console 1 nons3osatenb
KoMMbtoTepa 3abbin UM NOTEPSN YYETHbIE AAHHbIE 11 HE MOXET MOMyYnTb AOCTYI K 3aLdpPOBaHHOMY ANCKY,
aAMUHUCTPATOP MOXET MOMYYNTb KIOY BOCCTaHOBNEHNS.

Kak nony4mnTb KoY BOCCTaHOBNEHWUS C MOMOLLbo KoHconun anMrHUcTRUpoBaHug Kaspersky Security Center

Kak nonyuntb kitoy BoccTaHosneHuns ¢ nomoLlpto Kaspersky Security Center Web Console 1 Cloud Console

3awmTa naponem

Kaspersky Endpoint Security nossonseT orpaHnunTb HexenaTesbHble AeCTBYS Ha YCTPONCTBaX Nonb3oBaTenen,
yCTaHOBWVB Maposib agMUHCTPaTOpPA.

Ecnun 3awmta naponem BktoveHa, Kaspersky Endpoint Security sanpatuvsaeT naposb Npu NOMbITKE BbINOMHEHS
noBbIx CremyoLmx AecTBUN:

* HacTpolike napameTpOB NPUIOXKEHNS;
* Bbixoae 13 npunoxenns;
* YoaneHun NULEH3NOHHOTO KItoYa;

e YpaneHun NPUNOXEHW4,

MpumeuaHue. SawmTa naponem orpaHnuvBaeT yoaneHne Kaspersky Endpoint Security Tonbko npu
MNCMOb30BaHNUM MPOrpamMMbl YoaneHus.

108



e BoccTaHoBneHun CI)GVIJ'IOB, NnomMeLlleHHbIX Ha KapaHTWH, 13 PesepBHoro XpaHunnunwia;

* [lpocmoTpe OoTHeTOB.

OTkntoueHne 3aLI.I,VITbI naposiem He nNprmBoaNT K OTK/IKOYEHWIO MapamMeTpOoB NONTUKIA. Ecnn naveneHne napamMeTpa
3anpeLLeHo B NonnTrke, ero Helb3d NSMEeHUTb, faxke eCcnu 38LLI,I/IT8 naposiemM OTKJto4YeHa.

BknioueHne 3awmTbl naponem ¢ nomolubio KoHconu agMuHUCTprpoBaHus
1. 3anyctuTe KoHconb agMUHUCTPUPOBaHNS.
2. PassepHuTe y3en CepBep agMUHUCTpupoBaHug </ims cepBepa>.
3. B pepese koHconm BbibepuTe narnky Ynpaensgemble yCTpolcTBa.

4. B paboueli obnacTu BblbepuTe Bknaaky MNonntmkn.

5. o npaBoli knaBuLLe MbILLN OTKPOWTE KOHTEKCTHOE MEHIO MONTIKY, MapamMeTPbl KOTOPOW Bbl XOTUTE HACTPOWTb,
1 Boibepute CBolicTBa.

6. B okHe CBoliicTBa BbibepuTe [lononHuTenbHbie NapameTpbl > BsanmopeiicTeme ¢ nonb3oBaTenem.
7. B pasgene 3awmTa naponem yctaHoBuTe dnaxok BknounTb 3awmTty naponem.
8. B oTkpbiBeMcs okHe NapamMeTpbl 3awwmTbl Naponem HacTPOoNTe cremytoLme napameTpbl:

e BeeauTte naponb B none Maponb 1 BBeanTe ero nosTopHo B none MNoarsepanTe napons.

¢ B paspene TpeboBaTb naposb, UTobbl ycTaHOBMTE bnaxKu AN 3aLUThl COOTBETCTBYIOLLMX AEVCTBUI Ha
yCTpOMCTBE Nonb3oBaTens.

9. Haxxmnte OK, 4To6bl COXPaHUTb 3MEHEHUS.
10. YTO6bI NIPUMEHNTL U3MEHEHWS K MOSINTIIKE, BBINMOMHUTE OAHO N3 CReayowwmx AeiCTBU:

° Haxmute Ha KHOMKY rlpI/IMeHI/ITb, yTobbl OcTaThCy B okHe CBolicTBa: <HasBaHue nonntukn> nocne
COXpaHeHnd BHeCEeHHbIX V3MEHEHWIA.

e HaxmuTe Ha kHonky OK, uTobbl 3akpbiTh OkHO CBolicTBa: <Ha3BaHve NoANTUKN> NOCE COXpPaHEHS
BHECEHHbIX U3MEHEHUIA.

HacTtpolika napameTpoB 3awmTbl naponem ¢ nomoLuubio KoHconvm agMuHncTpupoBaHus
1. BanycTtuTte KoHconb aaMUHNCTPUPOBaHUS.
2. PasBepHuTe y3en CepBep agpMmnHncTpuposaHus <ims cepeepa>.
3. B LepeBe koHconM BbibepuTe nanky Ynpaensemble yCTPoOMCTBa.
4. B paboueli obnacTu BbibepuTe Bknaaky MNonntukn.

5. o npaBoli kKNnaBuLLe MbILLN OTKPOWTE KOHTEKCTHOE MEHIO MOMUTIKY, MapamMeTPbl KOTOPOW Bbl XOTUTE HACTPOWTb,
1 BblbepuTe CBolicTBa.

6. B okHe CeolicTBa BbibepuTe JononHuTensHble napameTpbl > BaanmopelicTere ¢ nonb3oBaTesnem.
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7. B paspene 3awmTa naponem HaxmuTe Ha KHornky MNMapameTpbl.

8. B oTkpebiBLemcs okHe MapameTpbl 3awmTbl naponem oTpenakTUpPynTe napamMmeTpbl, KOTOPbIE Bbl XOTUTE
N3MEHUTB.

9. Haxxmnte OK, 4To6bl COXPaHUTb N3MEHEHUS.

BknioueHne 3awmTbl naponem ¢ nomotubio Web Console
1. B rnaBHom okHe Web Console Bribepute YcTpoiicTBa > MNonutukm n npopunu nonvuTuk.
2. HaxkmuTe Ha HassaHue nonuTtukun Kaspersky Endpoint Security ons Mac.
3. OTKpOETCS OKHO CBOWCTB MNOMNTUKN.
4. BbibepuTe BKnapky MapameTpbl nporpammbl.
5. Beibepute [lononHuTenbHble napameTpbl — B3anmopelicTBue ¢ nonb3oBaTtenem.
6. BknounTe nepexnovatens 3awmTa naponem.
7. B oTkpbiBLEMcS okHe NapameTpbl 3awmTbl NaponemM HacTpoliTe crieaytoLLe napameTpbl:
* BeeauTte naponb B none Maponb 1 BBeanTe ero nosTopHO B None NoaresepanTe naponb. [1o ymonuaHuio
CVIMBOJIbI MAPOSIS CKPbITHI B LIeNsX 6e30nacHoCTW. YTo6bl yBUAETb BBEAEHHbIN NMapOSib, HAXKMUTE Ha KHOMKY

MNokasaTsb.

* B paspene TpeboBaTb Naposib, 4To6bl ycTaHOBMTE bnaxku A1 3aLUMThl COOTBETCTBYIOLLMX AECTBUIA Ha
YCTPOWCTBE NO/b30BaTENS.

8. HaxxmuTe kHomky OK, uTobbl 3akpbiTe OkHO MapameTpbl 3awmThl naponem.
9. HaxkxmuTe kHorky OK, uTo6bl 3akpbiTh pasnen BsaumopeiicTBue ¢ nonb3oBaTenem.

10. Haxxmute kHomnky CoxpaHuTb, YUTOObI COXPaHUTb N3MEHEHIS B MOINTUKE.

NameHeHue 3awmTbl naponem c nomotubio Web Console
1. B rnaBHom okHe Web Console BbiGepute YeTpoiicTsa > MNonutukm n npodunmn nonmTmk.
2. Haxxmunte Ha HassaHue nonutimkm Kaspersky Endpoint Security ans Mac.
3. OTKpOEeTCS OKHO CBOWNCTB MNOMNTUKN.

4. BblbepuTe BKnaaky MapameTpbl nporpammbl.

5. Boibepute [JlononHuTenbHble NapameTpbl — BaanmopeiicTeBre c nonb3oBaTtenem.

6. B paspene BawmTa naponem HaxxmuTe Ha KHonky MapameTpbl.

7. B oTkpbiBEMcS okHe NapameTpbl 3alwmTbl NaposiemM HaCcTPOMTE NapamMeTpbl, KOTOPbIE Bbl XOTUTE U3MEHUTD.

8. HaxxmunTe kHomky OK, uTobbl 3akpbiTe OKHO MapameTpbl 3awmTbl naponem.

110



9. HaxkxmuTe kHorky OK, uTo6bl 3akpbiTh pasnen BsavumopeiicTBue ¢ nonb3oBaTenem.

10. Haxxmute kHomnky CoxpaHuTb, YTOObI COXPaHUTb U3MEHEHVIS B MOINTUKE.

BknioueHne 3awmTbl naponem ¢ nomolubio npunoxeHus Kaspersky Endpoint Security

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpOEeTCS OKHO HACTPOVIKM MPUTOXEHNS.
2. Ha Bknapke MHTepdelic B 6noke 3awmta naponem yctaHosuTe pnaxok BkniounTtb 3awmty naponem.
3. B oTkpbIBLLEMCS OKHE HACTPONTE cneaytoLe napaMmeTpbl:
e Beegute naponb B none MNMaponb 1 BBeonTe ero noBTopHO B none NoaTeepanTe naponb.

¢ B pasgene TpeboBaTb Naposib, UTo6bl yCTaHOBUTE bnaXKkiul AN 3aLUUThl COOTBETCTBYOLLMX AeCTBU Ha
YCTPOWCTBE NO/b30BaTeNd.

4. Haxmute OK.

MprmeuaHue. Ecnv B kauecTBe OeNCTBIS, 3aLUMLLEHHOMO NMaposieM, Bbl Bbibpanu MiameHnTb napameTpbl
NPUNOXeEHUs, Bam NoTpebyeTcs BBECTU MNapOsib ABaXAbl, YTOObI USMEHUTb HACTPOWNKM 3aLLMThl NapOneM.

N3meHeHune napameTpoB 3awwmTbl naponem ¢ nomolubio npunoxerns Kaspersky Endpoint Security

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUOXEHWS 1 BbibepuTe MyHKT HacTpoliku.

OTKpOEeTCs OKHO HAaCTPOVIKI MPUTOXEHNS.
2. Ha Bknapke UnTepdeiic B paspene 3awmrta naponem HaxmumTe HacTpolikn.
3. B oTkpbIBLLEMCS OKHE OTPEeAakTUPyTe MapameTpbl, KOTOPbIE Bbl XOTUTE U3MEHUTb.

4. Haxmute OK.

3allTa OT 3KCNIONTOB

KoMnoHeHT 3aluuTa oT 9KCMIONTOB OTCNEXMBAET MNPOrPaMMHbIA KO, KOTOPbI UCMONb3YET YI3BMMOCTU Ha
KOMMbOTEPE AN MOMYyYEHNS SKCMIOMTOM NMpaB agMUHNCTPaTOPa Ui BbINOHEHNS BPEAOHOCHbBIX OEACTBUIA.
OKkcnnoliTbl, HANPUMEP, UCMOMb3YIOT aTaKy Ha nepenonHeHne bydpepa obmeHra. [119 3Toro aKCnnonT oTnpaenseT
B0onbLLUO 06BbEM AaHHbIX B YI3BMMOE NpunoxeHue. [Npn obpaboTke aTUX AaHHbIX YSI3BUMOE NPUIOXeEHNe
BbIMOMHSAET BPELOHOCHBIV Ko, B peaynbTate aTol aTaky aKCMIoNT MOXET 3anyCTUTb HECAHKLMOHNPOBAHHYIO
yCTaHoBKY BpegoHocHoro 10, Ecnv nonbiTka 3anycTUTb UCTONHSEeMbIV dalin N3 ya3BUMOro MPUIOXKeHVs He bbina
nponsseneHa nonb3osatenem, To Kaspersky Endpoint Security 6nokupyeT 3anyck atoro daiina unm nidopmmpyeT
nonb3oBaTens.

Mo ymonuaHutio 3awmTa OT 3KCMOMTOB BktoUeHa. [Npn HeoBXOOMMOCTY Bbl MOXETE OTKJIOUNTb 3alLnTy OT
SKCMIONTOB.
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BknioueHne /BoiknioveHne 3awmTbl oT akcnioToB ¢ nomowbto Web Console
1. B rnaBHom okHe Web Console Bbibepute AkTuBbl (YecTpoiicTBa) — Monntnkmn u npodunm nonntuk.

2. Haxxmunte Ha HassaHue nonutuku Kaspersky Endpoint Security.

OTKpoeTCs OKHO CBOWMCTB MOMUTUKM.
3. BoibepuTe Bknagky MNMapameTpbl nporpammb.
4. MNepenonTe B paspen MNpoasnHyTag 3awmTa > 3awmTa OT SKCMNJIONTOB.
5. BknounTe/BbikioumTe nepekoyaTess 3almra oT 9KCMI0ONTOB.

6. Ecnun alwmTa oT 9KCNnoToB BKOYEHa, BbIGEpUTE OOHO 13 CNeayoLX AeNCTBUIA, KOTopble ByayT BbINOMHATLCS
npuY 0BHapPYy>XXeHNN SKCMoliTa:

* BnokupoBaTb

Ecnun aToT nyHKT BbiGpaH, Npy oBHapyxeHun akcrnoiTa Kaspersky Endpoint Security 6nokmpyeT ero
OeicTBuS 1 jobaBnseT 3anmchb ¢ MHPopMaLen 06 3TOM SKCMIONTE B XXypHan.

* lHpopmmpoBaTb

Ecnun aToT nyHKT BbiGpaH, Npy o6HapyxeHun akcrnoiita Kaspersky Endpoint Security 3anvceiBaeT
NHbOPMaLIMIO O HEM B XXypHan 1 [o6aBnseT CBeAeHVs 06 3TOM SKCMIONTE B CMNCOK aKTVBHBIX Yrpo3.

7. COXpaHVITe BHECEHHbIE NSMEHEHNS.

BknioueHne /BbiknioveHne 3alumTbl OT SKCMJIOATOB € Nomollbio KoHconu agMuHUCTprpoBaHus
1. 3anyctuTte KoHconb agMUHUCTPUPOBaHNS.
2. PassepHuTe ysen Cepsep agMmuHucTpuposaHns <Mims cepeepa>.
3. B pepese koHconu BoibepuTe narnky Ynpaendemble YCTPOWCTBA.
4. B paboueli obnactu BolbepuTe Bkiaaky MonnTtukn.

5. Mo npaBoli knaBuLLE MbILLK OTKPONTE KOHTEKCTHOE MEHIO MOMUTUKIA, MapaMeTpbl KOTOPOU Bbl XOTUTE HACTPOUTD,
1 BblbepuTe CBoOlCTBA.

6. B okHe CeolicTBa BbibepuTe NpoaBnHyTasa 3awmTa > 3alwmra oT 3KCM/IOATOB.
7. YcTaHOBWTE UNi CHUMUTE Graxok 3almTa oT 3KCMI0NTOB.

8. Mpwn HeobxoammocT B 6r1oke MNpu o6Hapy>keHM aKcnnoiTa BbibepuTe AelicTBIE, KOTOpoe ByneT
BbIMNOMHATLCS NP 0BHapy>xeHun akcnnonTa Kaspersky Endpoint Security.

9. HaxkmunTte OK, uTo6bI COXpPaHUTb N3MEHEHNS.
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10. YT0bHbI NPUMEHUTb N3MEHEHNA K NOJINTUKE, BbINONHUTE OOHO N3 Cnenyrowmnx OEeNCTBUI:

* HaxmunTe Ha kHomKy MpumeHuTb, 4TOGLI OcTaThCs B OkHe CBolicTBa: <HasBaHue nonuTukm> nocrne
COXPaHEHNs BHECEHHbBIX N3MEHEHUIA.

* HaxmuTe Ha kHorky OK, uTobbl 3akpbiTh OkHO CBolicTBa: <Ha3BaHve NonnTMKn> Nocne CoxpaHeHns
BHECEHHbIX 3MEHEHIA.

BknioueHne /BbiknioveHne 3almTbl OT 3KCNIOWTOB ¢ nomoLubio npunoxeHus Kaspersky Endpoint Security

1. B cTpoke MeHIo HaXkMUTE Ha 3HaYOK MPUNOXeHNs 1 BbibepuTe NyHKT HacTpoiiku.

OTKpOEeTCS OKHO HACTPOVIKI MPUTOXEHNS.

2. Ha Bknagke [lononHutenbHo B pasfesne 3alimTa OT SKCTIOMTOB YCTAHOBUTE U CHUMUTE dnaxok BknounTb
3awmTy oT 3KCM/IOATOB.

3. Ecnn ¢naxok Bkniountb AHann3 noBeaeHns yCTaHOBIEH, BbiGepuTe 0OOHO 13 CriefyoLmx AeliCTBIIA, KOTOpbIe
©yLoyT BbIMOMHATLCS MPU OBHaPY>KEHUM aKTUBHOCTU BpegoHocHoro [10:

° BHOKI/IPOBaTb onacHyYto BpeAOHOCHYO aKTUBHOCTb aBTOMaTU4YeCKU

Ecnun aToT nyHKT BbIGpaH, Npy 0BHapyxeHun akcrnoiTa Kaspersky Endpoint Security 6nokumpyeT ero
OeicTBuS 1 jobaBnseT 3anmchb ¢ MHPopMaLen 06 3TOM SKCMIONTE B XXypHan.

¢ NHdopmmnposatb

Ecnn aToT NyHKT BbIGpaH, Npu obHapy>xeHun akcrnnolita Kaspersky Endpoint Security sanucoisaeT
nMHdOPMaLMIIO O HEM B XYypHan 1 [oBaBnsgeT CBeAeHNs 06 9TOM 3KCMIONTE B CMINCOK aKTUBHbBIX Yrpos3.

MpocmoTp oTyeTa o paboTe 3almTbl OT IKCMNIONTOB

1. B cTpoke mMeHto BbibepuTe 3awmTa > OTUeThI.

OTkpoeTcs okHO OTUeTHL.

2. OTKpoiiTe BKkNaaky 3awmTa oT 9KCMNI0ONTOB.

OTKaT BpeLOHOCHbIX OENCTBUN

KomnoHeHT OTkaT BpeaoHOCHbIX AelicTeuin nossonseT Kaspersky Endpoint Security oTmeHsaTb oelicTeus,
NpoV3BeLEHHbIE BPEAOHOCHBIMU MPUOXEHNUSIMY B ONEPaLMOHHON CUCTEME.

Bo Bpems oTkaTa AeNCTBIiN BpeLOHOCHOrO MPUIOXEHNS B onepauoHHoii cucteme Kaspersky Endpoint Security
0bpabaTbiBaeT cnepyoLme TUMbl aKTUBHOCTY BPEAOHOCHOMO MPUIOXKEHWS:

e QalinoBas akTUBHOCTb

Kaspersky Endpoint Security BeinonHaeT cnegytoLwme LencTeus:

* ynangeT ucrosiHsemble ¢aiinbl, Co3aaHHble BPeOOHOCHBIM NPUOXeHNeM (Ha BCeX HOCUTENSIX, KpoMe
CeTeBbIX AVICKOB);

* ynanseT ucrnonHsemble dalinbl, CO3AaHHbIE MPUNOXEHUSMU, B KOTOPbIE BHEAPUIOCH BPEAOHOCHOE
NPUNOXEHWE;

® BOCCTaHaB/MBaeT N3MeHEeHHble U yOoaneHHble BpegOHOCHbIM MpUioXXeHnem ¢a|7|nb|.
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e CucTtemHas aKTUBHOCTb

Kaspersky Endpoint Security BeInonHgaeT cnefytoLime oeicTeums:
® 3aBepLUaeT NPOLECChI, KOTOPbIE 3amycKarno BPeAOHOCHOE MPUIOXEHME;
® 3aBepLUaeT NPOLECCHI, B KOTOPbIE BHEOPSNOCH BPELOHOCHOE MNPUIIOXKEHNE;
® He BO30BHOBSET MPOLLECChI, KOTOPbIE OCTAaHOBWIO BPELOHOCHOE MPUNOXEHNE.

e CeTeBas akTUBHOCTb

Kaspersky Endpoint Security BelInonHseT cnefytoLime oeicTeums:

® 3anpeuiaeT ceTeBYtO akKTVBHOCTb BPe4OHOCHOr O NpunoXeHn4.

OTKaT oericTBuii BpeLOHOCHOrO NMPUIOXEHNS MOXET BbITb 3anyLLeH KOMMOHEHTOM 3alumTa oT GpalinoBbIX yrpos,
AHanus noseneHns nnv npu novcke spepoHocHoro MO,

OTkaT felicTBUli BpeooHOCHOMO NPUIOXEHWS 3aTparnBaeT CTPOro orpaHnyYeHHbIn Habop aaHHbIx. OTkaT He
OKa3blBaeT HEraTUBHOIO BMMSIHNS Ha PaboTy OnepaLoOHHON CUCTEMbI U LLENOCTHOCTb MHPOPMAaLMM Ha BaLLeM
KoMrMbtoTepe.
BinioueHne /BbiknioveHne OTkaTa BpeAOHOCHbIX aelicTeuii B KoHconm agMuHUCTprpoBaHus

1. BanycTuTe KoHconb agMUHUCTpUpPOBaHUS.

2. PassepHuTe ysen Cepsep aamnHucTpuposaHns <Mims cepeepa>.

3. B nepese koHconu BoibepuTe nanky Ynpaensemblie yCTpoiicTBa.

4. B paboueli obnacTu BbibepuTe Bknaaky MNonntmkn.

5. o npaBoli knaBuLLe MbILLN OTKPOMTE KOHTEKCTHOE MEHIO MOINTYIKI, NapamMeTpPbl KOTOPOW Bbl XOTUTE HACTPOWTb,
1 BblbepuTe CBoOlCTBA.

6. B okHe CeolicTBa BbibepuTe MNpoaBuHyTas 3awmTa > OTKaT BpeAoHOCHbIX AeACTBUIA.
7. YcTaHoBuTe nnn cHuMmuTe dnaxok OTkaT BpeAOHOCHbIX AeNCTBUIA.

8. HaxxmunTe OK, 4To6bl COXpaHUTb N3SMEHEHNIS.

9. YTOObI NPYMEHNTb NBMEHEHNS K MONNTIKE, BEIMONHATE OLHO 13 CNefyoLLX AeCTBUIA:

° HaxmunTe Ha KHOMKY an/IMeHI/ITb, yTOBbl OCTaThCd B okHe CBolicTBa: <HasBaHue nonuTukn> nocne
COXpaHeHnd BHEeCEeHHbIX VN3MEHEHUI.

° HaxmunTe Ha KHOMKY OK, utobbl 3aKpblTb OKHO CeolicTBa: <HasBaHue nonnuTukm> nocne COXpaHeHns
BHECEHHbIX U3MEHEHWI.

BinioueHne /BoiknioveHne OTkaTa BpegoHocHbIx gelicteuii B Web Console
1. B rnaBHom okHe Web Console Bribepurte AkTuBbl (YcTpoiicTea) — MonuTtrkmn u npodunv NnonTmk.
2. Haxxmute Ha HasaHue nonuTuku Kaspersky Endpoint Security.

OTKpOETCH OKHO CBOMCTB MONINTUKM.
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3. BoibepuTte Bkaaky MapameTpbl nporpammel.
4. MNepengnTe B paspen MNpogsunHyTag 3awmTa > OTKaT BPeAOHOCHbIX AEACTBUIA.
5. BknounTte /BoikntoumnTe nepekoyaTtens OTkaT BpeAOHOCHbIX AeCTBUIA.

6. COXpaHVITe BHECEHHbIE NSMEHEHNS.

BknioueHune /BbiknioveHne OTkaTa BPeAOHOCHbBIX AENCTBUIA B MHTEepdelice NpUnoXeHUs

1. B cTpoke MeHIo HaXXMUTE Ha 3HaYOK MPUNOXEHS 11 BbibepuTe NyHKT HacTpoiiku.

OTKpOETCH OKHO HACTPOWKN MPUIOXKEHNS.

2. Ha Bknapgke MpopsuHyTag B paspene OTkaT BpeAOHOCHbIX AeACTBUIA YCTaHOBUTE U CHUMUTE PriaXok
BkntounTb oTKaT BpeAOHOCHbIX AEeCTBUIA.

B pesynbtaTte, ecnn OTkaT BpeaOHOCHbIX AelicTBui BktoueH, Kaspersky Endpoint Security 6yneT oTkaTbiBaTh
LOEeCTBUNS, KOTOPbIe BPeAOHOCHbIE MPUNOXEHNS COBEPLUMN B ONEePaLMOHHON CUCTEME.

Beb-KoHTpornb

Beb-KoHTponb ynpasngeT 4OCTYyNoM nonb3oBaTtenell K Beb-pecypcam. OTO NMO3BONSET YMEHbLUNTb PacXoL,
Tpaduka 1 cokpaTUTb HeLLeNeBoe CMob3oBaHne paboyero BpemeHu. [pu NonbITke Nonb3oBaTens OTKPbITb BE6-
calT, LOCTYN K KOTopoMy orpaHudeH Be6-KoHTponewm, Kaspersky Endpoint Security 3abnokupyeT noctyn unm
MoKaxeT NMpeLynpexXaeHe.

Bbl moxeTe 3a6J'IOKVIpOBaTb LOOCTYn K OTAESIbHbIM canTam nnm onpeneneHHbIM KaTeropunsam CamnToB.

MpumeuaHue. MNpunoxerne Kaspersky Endpoint Security moxeT 6roknpoBaTb 4OCTYM TOMLKO K caiiTam,
COEAVHEHNE C KOTOPbIMU NponcxoauT no npotokony HTTPS. MNMpunoxeHne nposepseT 3awmndpoBaHHbIe
coeanHeHuns (HTTPS), Tonbko ecnn B 6noke OcHoBHoe Ha Bkraake basoBasi ycTtaHoBneH dpnaxok MNpoBepsTb
3awmeHHble coegnHeHns (HTTPS).

Ho6aeneHne HoBoro npaeuna B KoHconn agMUHNCTpUpoBaHNS
1. 3anyctuTe KoHconb agMUHUCTPUPOBaHNS.
2. PassepHuTe ysen Cepsep agMmuHucTpuposaHns <Mims cepsepa>.
3. B nepese koHconu BoibepuTe nanky Ynpaendemble YCTpPOUCTBA.
4. B paboueli obnactu BolbepuTe Bkiaaky MonnTtukn.

5. Mo npaBoii knaBuLLIE MbILLK OTKPONTE KOHTEKCTHOE MEHIO MOMUTUKIA, MapaMeTpPbl KOTOPOU Bbl XOTUTE HACTPOUTD,
1 BblbepuTe CBoOlCTBA.

6. B okHe CeolicTBa BbibepuTe KoHTponb 6e3onacHocT > Be6-KoHTponb.
7. YcTaHoBuTe dnaxok BkniounTts Be6-KoHTpons.

8. HaxkmunTe Ha kHorky [o6aBuTb.
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9. B oTkpbIBLLEMCS OKHE BBEAMTE Ha3BaHVe Npasuna.
10. Ecnu Bbl XO0TUTE, UTOBbI MPaBuIo BbiNo akTUBHEIM, yCTaHOBUTE dpriaxkok AKTUBHOE NpaBuno.
1. BoinonHUTEe 0gHO 13 crnenylowmx 4eNCTBUIA:

* Ecnu Bbl xoTUTe, YTOGbI NPAaBUIO MNPUMEHSNOCH K OnpeaeneHHbIM Beb-aapecam, BoibepurTe onumio Beb-
appec unu rpynna se6-appecoB No Macke.

* Ecnu Bbl xoTUTE, YTOOLI NPAaBUIO MNPUMEHSNOCH K ONMpPeAeneHHbIM KaTeropusm Be6-caliTos, BbloeprTe onumio
KaTeropum caiitos.

12. HaxxmunTe Ha kHorky YkasaTb.

13. B oTKpbIBLLEMCS OKHE YKaxuTe obracTb AeliCTBUS NpaBuna.

14. BoinonH1TE 0QHO 13 CrenyoLmx 4eNCTBAI:
e Ecnu Bbl xoTuTe, YTobbl Kaspersky Endpoint Security 6nokmpoan nocTtyn, BelbepuTe onuuto Brnokuposarts.
e Ecnu Bbl xoTuTe, UTobbI Kaspersky Endpoint Security paspelumnn gocTyn, Belbepute onumio PaspeluaTs.

e Ecnu Bbl xoTuTe, UTobbl Kaspersky Endpoint Security oTobpayan npegynpexaeHuve, Bbibepute onumo
Mpenynpexaats.

15. Haxxmnte OK, 4To6bl COXpaHUTb N3MEHEHNS.
16. YTOBbI NPUMEHNTD N3MEHEHUNS K MONNTIIKE, BBINOMHNTE OAHO U3 CNEnyoWwMX AeNCTBIIA:

* HaxmuTe Ha kHomKy MprumeHuTb, YTOGLI OcTaThCs B OkHe CBolicTBa: <HasBaHue nonuTukm> nocre
COXPaHEeHNs1 BHECEHHBIX N3MEHEHNIA.

* HaxmuTe Ha kHorky OK, uTobbl 3akpbiTh OkHO CBolicTBa: <Ha3BaHve NonnTMKN> Nocne CoxpaHeHs
BHECEHHbIX N3MEHEHUIA.

[o6aeneHune Hoeoro npaeuna B Web Console

1. B rnaBHom okHe Web Console Bbibepute AkTuBbl (YeTpoiicTBa) — Monntnkmn u npodunm nonntuk.

2. Haxkmute Ha HasBaHue nonutukm Kaspersky Endpoint Security.

OTKpoeTCs OKHO CBOMCTB MOMUTUKM.
3. BoibepuTe Bknagky MNMapameTpbl nporpammbi.
4. MNepeinonTe B paspen KoHTponb 6esonacHocTn > Be6-KoHTponb.
5. BkntounTte nepekntovatens Be6-KoHTpons.
6. HaxxmunTe Ha kHonky [lo6aBuTb.

7.B OTKpPbIBLUEMCYH OKHE BBEOMTE Ha3BaHME rnpasuna.
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8. BbinonHnTe ogHO 13 crienyolmx oecTBUI:
e Ecnu Bbl xoTWTE, YTOGbI MPaBWO 6bINO aKTUBHBIM, BbIbepuTe onumio AKTUBHOE.
e Ecnu Bbl xoTWTe, UTO6LI MPaBKO BLINO HeaKTUBHbBIM, BbibepuTe onumio HeakTreHoe.
9. BbINONHWTE OOHO U3 CRNeayoLLX OeNCTBII:
e Ecnu Bbl xoTuTe, UTobbI Kaspersky Endpoint Security paspelumnn gocTyn, Belbepute onumio PaspeluaTs.
* Ecnun Bbl xoTuTe, 4TO6bI Kaspersky Endpoint Security 6nokuposan noctyn, Boibepute onumio Bnoknposats.

e Ecnu Bbl xoTuTe, UTo6bI Kaspersky Endpoint Security oTobpaxan npenynpexaneHue, Boibeprte onumo
Mpenynpexaartsb.

10. BbinonH1TE 0gHO 13 crenytowmx 4eCTBUIA:

e Ecnu Bbl xoTWTE, YTO6bI MPaBMIO MPUMEHSNOCH K ONPEAENeHHbIM KaTeropusm Beb-caliToB, BbibepurTe onumio
KaTeropuu 1 HaxxmuTe Ha kHOMKy BeiGepurTe kaTeropum, Ytobbl BoibpaTh KaTeropum.

e Ecnu Bbl XOTUTE, YTOBbI MPaBUIIo MPIMEHSNIOCH K ONpeaeneHHbIM Beb-aapecam, BbibepuTe onumio
OTpenbHble apgpeca 1 0o6aBbTe VX B TabMNLLY HUXE.

N. CoxpaHnTe BHECEHHbIE 3MEHEHNS.

MpumeuaHue. YnpasneHve HacTpolikamu Beb-KoHTpons B npunoxeHnn Kaspersky Endpoint Security
He[oCTYMHO.

KOHTpOnb ycTponcTs

KoHTponb yCcTpolcTB ynpasngeT 4OCTYNOM Mob3oBaTesnell K yCTaHOBIEHHbIM UK MOAK/OUEHHBIM K KOMMbIoTEPY
ycTpoicTBaM. OTO NO3BONSET 3aLUUTUTb KOMMbIOTEP OT 3apakeHst MPY NOAKIIOYEHUN STUX YCTPONCTB 1
NpPefoTBPaTUTb MOTEPIO NN YTEUKY OaHHbIX.

YpOBHM fOCTYNa K yCTPOMCTBaM

KoHTponb yCTpOCTB ynpaBnsgeT 4OCTYNOM Ha CNeayoLWNX YPOBHSIX:

* Tun ycTtpoiicTtea. Hanpumep, npuHTepbl, cbemMHble amcku, CD/DVD-npusogp!.

Bbl MOXeTe HaCTpOoWTb OCTYN YCTPONCTB Creayowmm obpasom:
* paspeLlaTsb;
* 3anpeLLaTsb;

e 3anpeLLaTb ¢ uckodeHnsmu (Tonbko Wi-Fi).
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e [loBepeHHble ycTpolicTBa. [loBepeHHbIE YCTPOICTBA — 3TO YCTPOWCTBA, MOJHbIA SOCTYM K KOTOPbIM paspeLleH
B ntoboe BpeMs Ans Nonb3oBaTenel, ykasaHHbIX B apamMeTpax LOBEPEHHOro yCTpoicTaa.

Bbl moxeTe D,O6aBI/ITb OOBEPEHHbIe YCTpOIZCTBa no cnenyownm gaHHbIM:

* YcTpoiicTBa no ngeHtndukaTtopy. Kaxxgoe ycTponcTso MMeeT yH1KanbHbI naeHTudrkaTop (aHrn. Hardware
ID, HWID). Bbl MoXeTe NpocMoTpeTb NAEHTUGMKATOP B CBOMNCTBaX YCTPONCTBa CpeacTBaMu onepaLioHHON
cucTembl. MNprmvep noeHtTudrkaTopa
ycTpoiictea: SCSN\NCDROM&VEN_NECVMWAREPROD_VMWARE_SATA_CDO0\5&354AE4D7&0&000000.
[o6aBnaTb ycTpolicTea no naeHtndrkaTopy yooOHO, eCrnvi Bbl XOTUTE L0OaBUTb HECKONBKO OMPeaeneHHbIX
YCTPOWCTB.

e YctpoiicTea no moaenu. Kaxgoe ycTpolicTBo UmeeT naeHTudrkaTop npoussogutens (aHrn. Vendor ID, VID)
1 npeHTudrkatop npoaykTa (aHrn. Product ID, PID). Bbl MoxeTe NpocMOTpeTb NAEHTUUKATOPLI B CBOCTBAX
YCTpOWCTBa cpeAcTBamMu onepaLonHoii cuctemsl. Llabnon ang Beoga VID v PID: VID_1234&PID_5678.

[ob6aBnaTb ycTpoiicTBa No Moaen yoobHo, eCiv Bbl CMOMb3yeTe B Ballel opraHnsaumm yCTpoicTaa
onpepeneHHon Mmogenu. Takum o6pasom, Bbl MOXeTe 006aBUTb BCE YCTPONCTBA 3TOW MOLENN.

e YcTtpoiicTBa no macke uageHtudukaropa. Ecnm Bbl cnonb3yeTe HECKONBKO YCTPOWCTB C MOXOXUMM
noeHTrndrKkaTopamu, Bbl MoXeTe LOOaB/Tb YCTPONCTBA B CMMCOK AOBEPEHHBIX C MOMOLLbIO Macok. Cumson *
3amMeHsieT noboii Habop crmveonos. Kaspersky Endpoint Security He nopaepxvBaeT cUMBON ? NMpuv BBOLE

macku. Hanpumep, WDC_C *.

e YcTtpolicTBa no macke mogenn. Ecnv Bbl cnonbayeTe HeCKombko yCTponcTs ¢ noxoxumu VID nnn PID
(Hanpumep, yCTpoICTBa OOHOMO NMPOV3BOAUTENS), Bbl MOXETE [OBAaBNTbL YCTPOMCTBA B CMNCOK [LOBEPEHHDIX C
nomolLLbio Macok. Cumson * 3ameHsieT noboi Habop cumsonos. Kaspersky Endpoint Security He
nogoepXvBaeT CMMBON ? Mpu BBoAe Macku. Hanpumep, VID_O5AC & PID_ *.

YnpasneHue komnoHeHToM KoHTponb ycTpolicTs B KoHconn agMuHucTprpoBaHns
1. BanycTuTe KoHconb agMUHUCTpUpPOBaHUS.
2. PassepHuTe ysen Cepsep agMmnHucTpuposaHus <Mims cepsepa>.
3. B nepese koHconu BoibepuTe nanky Ynpaensemblie yCTpoiicTBa.
4. B paboueli obnacTu BbibepuTe Bknaaky MNonntukn.

5. o npaBoli knaBuLLe MbILLN OTKPOWTE KOHTEKCTHOE MEHIO MOINTYKY, NapamMeTPbl KOTOPOW Bbl XOTUTE HACTPOWTb,
1 BblbepunTe CBoOCTBA.

6. B okHe CeolicTBa BbibepunTe KoHTponb 6e3onacHocTy > KOHTpOnb yCTPOIACTB.
7. BbibepuTte dnaxok KoHTponb ycTpoiicTE.
8. Ha 3aknapke Tunbl ycTpOACTB HaCTPONTE Npasuia ocTyna A1s TUNoB ycTpoincTs u ceten Wi-Fi.

9. Ha 3aknapke [loBepeHHble yCTPOMCTBa HaCTPOTe Npasuna 4OCTYyNa OJ1s OTAENbHbIX YCTPOWCTB AW rpyn
YCTPOWCTB.

10. Haxxmute OK, 4ToObI COXPaHUTb N3MEHEHMS.
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1. YTObbI NPUMEHUTb N3MEHEHNA K NOJINTUKE, BbINONHUTE OOHO N3 Cnenyrowmnx OEeNCTBUI:

* HaxmunTe Ha kHomKy MpumeHuTb, 4TOGLI OcTaThCs B OkHe CBolicTBa: <HasBaHue nonuTukm> nocrne
COXPaHEHNs BHECEHHbBIX N3MEHEHUIA.

* HaxmuTe Ha kHorky OK, uTobbl 3akpbiTh OkHO CBolicTBa: <Ha3BaHve NoAnTMKN> Nocne CoxpaHeHs
BHECEHHbIX 3MEHEHIA.

YnpaeneHve komnoHeHToM KoHTponb ycTpolicTe B Web Console
1. B rnaBHom okHe Web Console Bbibepute AkTuBbl (YecTpoiicTBa) — Monntnkmn n npodunm nonnTuk.

2. Haxxmunte Ha HassaHue nonutuku Kaspersky Endpoint Security.

OTKpoeTCs OKHO CBOMCTB MOMUTUKM.
3. BeibepuTe Bkaaky MapameTpbl nporpammbl.
4. MNepengnTe B paspen KoHTponb 6esonacHocTn > KOHTponb ycTpoiicTE.
5. BkntounTte nepexniovatens KoHTponb ycTponicTs.

6. B paspene MNapameTpbl Be6-KoHTpons HacTpoliTe npaBuna gocTyna Ang ycTpolicTB, TUMOB YCTPOWCTB 1 ceTelt
Wi-Fi.

7. COXpaHVITe BHECEHHbIE NSMEHEHNS.

MprmeuaHue. YnpasneHue HacTpolikamu KoHTponb ycTpolicTs B npunoxeHun Kaspersky Endpoint Security
He[oCTYMHO.

B pesynbTaTte, ecnv KoHTporb yCTPONCTB BrtoUeH, Npunoxerne nepenaet B Kaspersky Security Center
NHGOPMaLIMIO O MOAKIIOUYEHHBIX YCTPONCTBaxX. Bbl MOXeTe NpocMOTpeThb CrMCOK NOAKIOYEHHBIX YCTPOCTB B
Kaspersky Security Center B pasgene JononHutenbHo — XpaHunuwa — O6opyaosaHue.

MpocmoTp oTueTta KoHTponga yctpoiicts

1. B cTpoke meHto BbibepuTe 3awmTa > OTyeTbl.

OTkpoeTcs okHO OTUeTHL.

2. OTtkpoiiTe Bknaaky KoHTponb ycTpoicTB.
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YuacTume B Kaspersky Security Network

Ecnu Bbl npuHumaeTe yyacTue B Kaspersky Security Network @, npunosxerue Kaspersky Endpoint Security

aBTOMaTM4YeCKn OTMNPaBAseT cTaTUCTMYeCKyto nHpopmaLmio B "Jlabopatopuio Kacnepckoro”, 4tobbl ynyuwmnTb
3awmTy Bawero Mac.

MpumeuaHue. "JlabopaTopusa Kacnepckoro' He ocyLLecTBASeT NonyyeHne, obpaboTKy 1 XpaHeHre Mtobbix
nepcoHarnbHbIX JaHHbIX 6€3 Ballero SBHOrO Cornacus.

YyacTue B Kaspersky Security Network sBnseTcs sobpoBonbHbiM. PelleHrne 06 yyacTum Bbl NPYHUMaeTe Ha sTane
YCTaHOBKM MPUIOXeHs. Bbl MOXeTe N3MeHNTb CBOE peLleHe B tobo MOMEHT.

MpucoennHeHne k Kaspersky Security Network

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibepuTe NyHKT HacTpoliku.

OTKpoeTCs OKHO HAaCTPONKIN MPUOXEHWS.

2. Ha Bknagke OononHutensHo B 651oke KSN HaxxmumTe Ha kHorky MNoka3zaTte MNonoyeHune o KSN, utobsbl
o3HakomMuTbea ¢ [NonoxeHrem o Kaspersky Security Network.

3. Ecnv Bbl xoTuTe, UTobbl NpunoxxeHne Kaspersky Endpoint Security ncnonb3soeano nHpopmaumio o penyTauum
dalino., Beb-pecypcoB v nporpamm, nonydeHHyto 13 Kaspersky Security Network, 1 Bl mprH/MaeTe Bce
ycnosus [onoxeHrus, yctaHoBuTe drnaxok YuacteoBaTtb B Kaspersky Security Network.

4.B OTKPbIBLUEMCYH OKHE HaXXMUTE Ha KHOTMKY nOﬂTBepDMTb.

BynyT ycTaHoBneHbl dnaxkn YuactBoBaTb B Kaspersky Security Network 1 BkniounTb paclumpeHHbili pexxm
pa6oTtbl KSN.

MpumeuaHue. Mo ymonuanuio Kaspersky Endpoint Security ncnonbsyet paciumperHbiii pexxum padoTsl KSN.
PactuvpeHHbivi pexxyiv paboTtel KSN — pexxiim paboTbl npunoxeHus, npu kotopom Kaspersky Endpoint Security
nepepaet B "NlabopaToputo Kacnepckoro' LononHnTenbHble AaHHble. ECnn Bbl He XOTUTe OTNPaBnsaTb 3TU
LaHHble B "JTabopaTtoputo Kacnepckoro', cHummTe dnaxok BkniounTb paclumpeHrHbili pexxum pabotbl KSN.

[aHHble, npegocTaBnsemble B "JlabopaTtoputo Kacnepckoro” npm ucnonbzosaHum Kaspersky Security Network
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Ecnn ¢dnaxok YuactBoBaTb B Kaspersky Security Network yctaHoBneH, a ¢naxok BkniounTb paclumpeHHbIi
pexum paboTtbl KSN cHaT, Kaspersky Endpoint Security otnpaesnseT B "JlabopaTtopuito Kacnepckoro” cnegytoLume
JaHHble:

* HdopmaLms 06 NCnonb3yemMon NMUEH3NU: TUM JIMLLEH3WN 1 CPOK €€ OeCTBIS, KOIMYECTBO AHEN A0 UCTEYEHNS
CpokKa OelCcTBMS NMULLEeH3UN, UOEHTUDUKATOP NapTHePa, y KOTOPOro NprobpeTeHa NiueHans, naeHtudrkaTop
PEervoHanbHOro LeHTpa akTMBaLum, KOHTPOSIbHas CyMMa KOfa akTUBaLLMW, XeLl-CyMMa Tena TUKeTa,
paccunTaHHas rno anroputMy SHAI, gaTta 1 Bpems Co3gaHns NMULLEH3NOHHOMO TVKeTa, UAeHTUG1KaTop
nHdOpPMaLIN O NNLEH3U, MOEHTUDUKATOP NMLEH3NOHHOTO TVKETA, AEHTUPUKATOP NOCNEA0BATENBHOCTH
NNLLEH3NOHHOTO TUKETa, YHUKabHbI MAeHTUdUKATOP KOMMbloTEpPa Nosib30BaTeNs, fAaTa Hayana 1 OKOHYaHUS
nepuoga BannaHOCTW IMLEH3NOHHOIO TUKETA, TEKYLLLEE COCTOSHME NNLEH3NOHHOIO TVKETA, BEPCUS 3arosioBka
TVIKETa, BEPCUS NMLEH3UN, naeHTUdUKaTOp cepTudukaTa Noanmcy 3aronoBka TMKeTa, KOHTPObHas CyMMa
dalina knoya, cepuiiHbli HOMep NOAMMCYMKa 3arofioBKa TUKETa, TOKEH aBTOPU3aLIN.

* [lonHas Bepcus yctaHoeneHHoro 10;
T1n ycTaHosneHHoro NO; noeHtndurkaTop obHoBneHus MNO; ngeHTudbUKaTop Cry>X6bl penyTauum;
noeHTudrKaTOp THNa NPOTOKONA; MAEHTUPUKATOP PErnoHanbHOro LeHTpa akT1BaLmmn; BepCrs Cnmcka
OTO3BaHHbIX 3aKntoueHunin cnyx6sbl [N0; noeHTndrKaTop cpaboTasLLeli 3anncK B aHTUBMPYCHBIX 6a3ax MO;
BpPeMeHHas MeTka cpaboTaBLueit 3anncu B aHTUBMPYCHbIX 6asax [10; Tvn cpaboTasLuei 3anmncu B aHTUBUPYCHBIX
6a3zax [10; yHukanbHbIl noeHTudrkaTop ycTtaHoBky 10 Ha koMMbloTepe; fata akTBaLumv NULLEH3U; faTa
OKOHYaHWNs cpoka AeNCTBUS MMLEH3UV; NOSHTUPVKATOP NNLEH3NN; CTaTYC NNLEH3MK, MO KOTOPOI UCMOMb3yeTCs
MO; TN KOHTPONBHOW CyMMbl 06pabaTbiBaeMoro o6bekTa; HasBaHNe 0OHaPYXEHHOI BPeOHOCHON MPOorpamMMbl
VN NeranbHoM MporpamMMbl, KOTopasi MOXeT OblTb MCMONb30BaHa AJ1s HaHeCeHUs Bpeda YCTPOMCTBY WU AaHHbIM
nonb3oBaTeNs; KOHTPOsbHas CyMMa obpabaTbiBaeMoro 06bekTa; KOHTPObHas CyMma kofa akTusaumm [10;
nonHas Bepcus NO; yH1KanbHbIl naeHTudrKaTop ycTpolicTsa; naeHTudrkaTop NO; koHTponbHas cymma dalina
Kfto4va, KoTopbiM akTrBUpoBaHo 10; noeHTUPUKaTop MHPOPMALMOHHOM MOAENN, MPUMEHEHHON NpW
npenocTaBneHny NiLeHsnn Ha ncnonbsosarve NO; noeHTudrkaTop cepTrdrkaTa, KOTOPLIM NOANMCaH
3aronoBoK MLeH3noHHoro TukeTa NMO; gata 1 BpeMsl Co3aaHns TMLEH3MOHHOro TukeTa [O; KOHTPONbHas cymMma
nnueHsnorHoro TukeTa NO; Bepcus nuueHsnoHHoro TukeTa NO; Bepcus kopa akTmsauumm NO; dopmaT faHHbIX B
3anpoce Kk nHdpacTpykType NpaBoobnapatens; uaeHTudUKaTop TUkeTa TekyLel TMUEeH3NN; NOeHTUPUKaTop
komnoHeHTa NO; peaynbTaT AelicTBIIA, BbiNonHeHHbIX 10; koa, owmnbku; agpec Beb-cny6bl, Ha KOTOpbIl
ocylecTBnsnock obpabaTtbiBaemoe obpallerve (Beb-agpec, IP); Homep nopTa; Be6-aapec NCTOYHMKA 3anpoca
k Beb-cny>xbe (referrer); nybnmuHbIin kntoy cepTudurkaTa; oTneuaTok LMPpoBoro cepTnudukaTa npoBepsemMoro
06beKTa 1 anropuTM XeLLVPOBaHKS.

Ecnn dnaxkn YuactBoBaTb B Kaspersky Security Network 1 BkntounTb paclumpeHHsbiii pexxum pabotbl KSN
ycTaHoBneHbl, Kaspersky Endpoint Security oTnpasnseT B "JlabopaTtopuio Kacnepckoro” cnefytolime naHHble:

* IHdopmaLums o Bepcusix yCTaHOBNEHHOW Ha KOMMboTepe onepaunoHHol cucTeMbl (OC) 1 yCTaHOBMNEHHbIX
nakeToB OBHOBNEHUI, BEPCUS 1 KOHTPOsbHbIE cyMmbl (MD5, SHA2-256, SHAT) daiina sapa OC, napameTpsbl
pexuma paboTtbl OC; Bepcua OC, Homep cbopkun OC, Homep obHosneHns OC, pepakumns OC, paclunpeHHast
nHdopmaums o penakumm OC; Bepcua naketa obHosneHns OC; naTa v Bpems 3anycka OC; Bpems 3agep>Xkn
06paboTku cobbiTus 0 coBeplueHun aelicTeug B OC B nogcrcTemMe NoBeEHYECKOro aHann3a; KonmyecTBo
3afepXXaHHbIX COBbITUI TeKyLLero Tuna, coBepLleHHbix B OC; Bpems 3aaepk 06paboTkm cobbIThs O
coBepLeHnn feinctemg B OC B nogcncTeMe NpoakTUBHOW 3aLLMThI; KOIMYECTBO 0B6paboTaHHbIX COBBITUN,
coBepLueHHbIx B OC; konnyecTBo 06paboTaHHbIX CUHXPOHHBLIX COBbLITUIA, coBepLueHHbIX B OC; cymmapHas
3aflepkKa BCex CobbITUI TEKYLLErO TUMa, coBepLueHHbIx B OC; Bpems 3amepXku 06paboTku cobbiTus o
coBepLueHnn fenctemg B OC B nogcncteMe NoCTOSHHOIO XPaHeHst COBbITUIA; CyMMapHas 3afepka BCex
cobbITuiA, coBeplueHHbIX B OC; KONMMYeCTBO OXMAAIOLLMX CUHXPOHHbBIX COBBITUN, coBepLUeHHbix B OC; naTa 1
BPEMs Mony4YeHnst cobbiThs o coBeplueHun aelicTtans 8 OC.

* IHdopmaumsa o nocnenHein HeycnellHol nepesarpyske OC: KONMYeCTBO HEeYCMELLHbIX Nepesarpy3ok.

121



* Hdopmaums 06 yctaHoBneHHoM 10 MNpaBoobnagaTens n COCTOSHMN aHTUBMPYCHOW 3aLLMTbl KOMMbIOTEPA:

noeHTudmrkatop yctaHoskm O (PCID); Bepcus 3anuncu B 6ase fAaHHbix [10; yHUKanbHbI naeHTUduKkaTop
yCTaHOBKM NPOorpamMmbl Ha KOMMbIOTEPE, TUM MPOrpamMMbl, UAEHTUGUKATOP TNa NPorpamMmbl, NosHas BEpCus
yCTaHOBMEHHOU NPOorpamMmbl, MAEHTUPUKATOP BEPCUM HACTPOEK NMPOrpamMmbl, AEHTUdUKATOP TUMNa
KOMIMbIOTEPA, YHUKabHbIV MOEHTUOUKATOP KOMMbIOTEPA, Ha KOTOPOM YCTaHOBNEHa NPOrpaMMa, YHVKasbHbIA
noeHTUdrKaTOp Nonb3osaTens B cnyxbdax [paBoobnagaTens, 93bik Tokanu 1 ee paboyee COCTOSIHME, BEPCUS
yCTaHOBJEHHbIX KOMMOoHeHTOB 1O 1 nx paboyee cocTosHME, BEPCUS MPOTOKOSA, KOTOPbIN MCMONb3yeTcs Ans
noaktoueHns K cnyx6am NpaBoobnanatens; nonHas Bepcus yctaHosrneHHoro MO; Tun yctaHosnerHoro [10;
noeHtTndbrkaTop obHoBneHns MNO; noeHTUdbrKaTOp CNy>X6Obl penyTaunm; UAEHTUPUKATOP TUMNa NPOTOKONa;
NOEHTUPMKATOP PErMoHanbHOro LIeHTPa akTUBAaLIMK; BEPCUS CMIMCKa OTO3BaHHbIX 3aKoveHuii cnyx6ol MN0;
noeHTndrKaTop cpaboTasLLeli 3anncK B aHTUBKPYCHbIX 6a3ax NO; BpemeHHas MeTka cpaboTaBLueit 3an1cu B
aHTMBMPYCHbIX Basax [10; Tun cpaboTasLuel 3an1cy B aHTUBUPYCHbIX 6a3ax [10; yHukanbHbIi naeHTudrkaTop
ycTaHoBkM 10 Ha KomMbloTepe; AaTa akTBaLMn TNLEH3WN; JaTa OKOHUYaHUS CpoKa AeNCTBUS NNLEHSUN;
noeHTbrKaTop TULEH3M; CTaTYC MNLIEH3NN, MO KOTOPOM ncnonbayeTcs 10O; TUn KOHTPOMbHOW CyMMBbl
obpabaTbiBaeMoro ob6bekTa; HasBaHne 0BHapPY>KEHHOW BPeAOHOCHOM MporpamMMbl UM ieranbHOM MporpaMmel,
KOTopasi MOXeT BbITb MCMONb30BaHa Al HAHECEHWS Bpeda YCTPOWCTBY U AaHHbIM NONb30BaTeNs;
KOHTpObHas cyMmMa obpabaTbiBaeMoro o6bekTa; KOHTPObHas cymMmma koga aktusaumm MNO; nonHas sepcua MNO;
noeHtTudvkaTop MNO; koHTponbHas cymma dalina koua, KoTopbiM akTrBMpoBaHo MO; noeHTdrKaTOp
NHPOPMAaLIMOHHOM MOZENN, MPYMEHEHHOW NPW NPEA0CTaBNEHNN NNLEH3UN Ha ncnonb3oBarue [0;
noeHTudrKaTop cepTrdrKaTa, KOTOPLIM MNOANMCaH 3arofoBOK NMLEeH3noHHoro TukeTa MO; aaTa 1 Bpems
CO30aHVs NMUEH3MoHHoro TukeTa NO; KOHTPONbHas CyMMa NNLEH3NOHHOTO TrkeTa [0; Bepcus NMLEH3NOHHOro
TukeTa IMO; Bepcus koda akTusaumm M0; dopmaT AaHHbIX B 3anpoce Kk MHPpacTpykType [NpaBoobnagatens;
noeHTndbrKaTop TUKeTa TEKYLLEN NMueH3nn; naeHTndrkaTop koMmnoHeHTa O; pesynbTaT OencTsui,
BbINonHeHHbIX [10; kog, owmbKy; appec Be6-Cnyxbbl, Ha KOTOPLIV OCYLLECTBNANOCH 0bpabaTbiBAaEMOE
obpalleHne (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOYHVIKa 3anpoca k Beb-cnyxbe (referrer);
KOMMYECTBO LIKIIOB OBHOBNEHNS 1 MPUMEHEHNS aHTUBMPYCHbIX 6a3; AaTa 1 BpeMs NoCneaHero OGHOBNEHIS 1
MpVMEeHEeHNs aHTUBMPYCHbIX 6a3; aaTta 1 Bpems Bbinycka 6a3 IO; Bepcus komrnoHeHTa M0O; noeHTndmkaTop
o6Hosnerus MNO; Tnn yctaHosneHHoro [10; aaTta 1 Bpems 3anycka KOMNOHEHTa MOHUTOPWHI akTUBHOCTW; faTa U
BpeMms ycTaHoBkM [10; BepoSATHOCTb OTNPaBKM CTAaTUCTUKM KOMMOHEHTOM MOHUTOPWHI aKTUBHOCTU; KOA,
CobbITUs, 06pabaTbiBaEMOro KOMNOHEHTOM MOHUTOPUHI aKTUBHOCTU AOJbLUE CTaHAAPTHOrO BPEMEHN
0bpaboTky; BpeMs 06paboTkn cobbiTus B 6asax, 06paboTka KOTOPOro KOMIOHEHTOM MOHUTOPVHF aKTUBHOCTU
LMnach [osblie CTaHAaPTHOrO BPeMEHU; MakCUMaribHO OMyCTMMOe BpemMs 06paboTku cobbiTus
KOMMOHEHTOM MOHUTOPWHI akTUBHOCTY; BPeMsi 06paboTkn cobbiTus, 06paboTka KOTOPOro KOMMOHEHTOM
MOHUTOPWHI akTVBHOCTY AnMNach AOsblle CTaHAAPTHOrO BPeMeHU; obLLee KonMYecTBo CobbiTuii, 06paboTka
KOTOPbIX KOMMOHEHTOM MOHUTOPWHI @k TUBHOCTY ANMNAaCh AOSbLUe CTaHAAPTHOrO BPEMEHW.

[arHble 060 Bcex obpabaTtbiBaeMbix 0b6bekTax 1 aericTausx: 3aknouermre MO no obpabaTbiBaeMoMy O6beKTY;
Kop, kaTanora ¢ainos; pasmep obpabaTbiBaeMoro ob6bekTa; KOHTponbHas cymma (SHA256) obpabaTeiBaemoro
o6bekTa; Homep obHapy>eHHOro 1O B KOHTEKCTE KOMMOHEHTa MOHUTOPWHI aKTUBHOCTW; AaTta U BPeMs
0oBHapyeHns CTOPOHHEro 1O KOMMOHEHTOM MOHUTOPVIHI @K TUBHOCTH; XapaKTePUCTUKL OBHapPYKEHNS;
noeHTudrKaTop cpaboTasLUeli 3anncK B aHTMBUPYCHbIX 6a3ax O; npuyrHa obHapyxeHuns ctopoHHero 10
KOMMOHEHTOM MOHUTOPWHI akTUBHOCTH; KOHTponbHas cymma (MD5) obpabaTbiBaemMoro o6bekTa; pesynbTtaT
MPOBEPKM MNOAMMCU MOLYSIS, LLeNOCTHOCTb KoToporo nposepseTcs NO; nms obpabaTbiBaeMoro o6bekTa; TUrM
cpaboTaBLueli 3an1cKy B aHTUBMPYCHbIX 6a3ax NO; nyTb kK 0bpabaTbiBaeMOMy 06BEKTY; NMS IPOBEPFEMOrO
obbekTa; aata n Bpems nposepkut; URL-agpec 1 Referrer, no koTopoMy oH Bbin 3arpy>keH; pasmep npoBepsieMblx
$ainoB 1 NyTN K HAM; MPU3HaK HaXOXOEHWS B apx1Be; AaTa 1 Bpems cosaaHuns aiina; Ms, pasmep v
KOHTpOnbHble cymmbl (MDD, SHA2-256) ynakosLuyka (ecnv dalin 6bin ynakosaH); aHTponus dalina; Tun darina;
Kof Tvna dalina; NpuaHak ncrnonHsemoro dalina, uoeHTUdUKaTop NCNonHaemoro daiina n ¢opmat
ncrnonHsiemMoro darina; KOHTposbHas cymMMa o6bekTa (MD5, SHA2-256); Tvn v 3HayeHne LononHUTENbHO
KOHTPONbHOM CyMMbl 06bekTa; faHHble o SLUIM (cepTudukate) obbekTa: faHHble 06 n3paTene ceptudurkaTa,
KONMYeCTBO 3amnyCckoB 06bekTa C MOMEHTa NocneaHel OTnpaBky CTaTUCTUKK, NAEHTMKATOP 3aaaun
NpoBepKM, crnocob nonyyeHns nHdopmaLm o penyTaumm obbekTa, 3HaveHne unbTpa target, TexHnyeckme
XapaKTePUCTUKIN MO MPUMEHSEMbIM TEXHOMOMMSIM OBHapPY>XeHNs; My Tb K 0bpabaTbiBaeMoMy 06bekTY; KOZ,
kaTanora ¢aiinos.
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* [Ins ncnonHsembix $paiinos: aHTponus pasaenos ¢aiina, npuaHak NpoBepKn penyTaumm unv nognucn darina,
Ha3BaHWe, TUM, naeHTUdrKaTOpP TUNa, KOHTPONbHas cymma (MDS) 1 paamep NPUNOXeHWNs, 3arpy>KEHHOro
NpoBepsieMbIM 06BEKTOM, My Tb K MPUIOXEHMIO 1 MY TH K LIaBnoHaM, MPU3HaK HaxoXAeHWs B CrMCKe aBTo3arnyckKa,
[aTa 3anucu, Crncok aTpubyToB, Ha3BaHMe ynakoBLLyKa, MHGopMaLmMs O LIMPPOBOIM MOAMMCH MPUNOXEHNS:
nspaterns ceptudurkaTa, Ha3BaHne otnpasngemoro daiina 8 bopmate MIME, naTta 1 Bpemsi cbopku darina.

* /HdopmaLms o 3anyckaemMblx MporpamMmax 1 Nx MOLynsxX: KOHTPOSbHbIE CyMMbl 3arnyckaemblx dalinos (MD5,
SHA2-256), paamep, aTprbyThbl, AaTa CO3AaHVS, MM ynakoBLuuka (ecnv daiin 6bin ynakosaH), MeHa daiinos,
JaHHble O 3anyLLeHHbIX B CUCTeMe npoLeccax (naeHTrudukaTop npolecca B cucteme (PID), nms npouecca,
AaHHble 06 YUYEeTHOI 3anncK, OT KOTOPOIA 3aMyLLLEH NPOLIECC, MPUNOXEHNM 1 KOMaHe, 3arnyCTMBLUEN npoLiecc,
MOMHbIV Ny Tb K Ppalinam npouecca n KOMaHAaHas CTpoka 3arnycka, OnMcaHme NpPUNoXeHns, K KOTOPOMY OTHOCUTCS
npoLecc (HasBaHWe NPUNOXEHNS 1 JaHHble 06 n3paTene), a Takxke AaHHble 06 Ucnonb3yeMbix LdPOBbIX
ceptudukaTax n nHbopmMaLmng, HeoBXxoaMmas A9 IPOBEPKM MOAMHHOCTY 3TUX CepTUdMKATOB, UK AaHHbIE 06
OTCYTCTBUM LM POoBOI nopgnucu daiina), Takke nHbopmMaLms O 3arpy>kaemMbix B MPOLIECChl MOAYNSIX: UX MMEHa,
pasmep, TUMbl, AaTbl CO30aHWs, aTprbyTbl, KOHTPOmNbHble cyMMbl (MD5, SHA2-256, SHAT), nyTn K HUMm,
nHdopmMaLms saronoska PE-dalinos, nMeHa ynakoBLUMKOB (ecnu dalin 6bin ynakosaH), MHGopMaLms O Hanmuum u
BaNMAOHOCTU AaHHbIX 3TOV CTaTUCTUKN, MAEHTUPUKATOP YCoBUS GOPMUPOBaHNS NepenaBaemMoli CTaTUCTUKN.

* B cnyuyae o6HapyxeHWs yrpo3sbl U Ys3BUMOCTH, LOMONHUTENBHO K MHPOpMaLmn 06 obHapy>XeHHOM o6bekTe
npepocTasnseTcs MHPopmaums o6 naeHTndrKaTope, BEPCUM 1 TUMe 3animncu B aHTUBUPYCHbIX 6asax, HasBaHne
yrposbl cornacHo knaccudukaumm Npasoobnagatens, fata v Bpems NoCneaHero 0bHOBNEHNS aHTUBMPYCHbIX
6a3, M ncnonHaemoro daiina, koHTposbHaa cymma (MD5) daiina npunoxeHuns, sanpocusiluero URL-agpec, B
KOTOPOM MnpounsoLuno obHapyxerue, IP-agpec (IPv4 nnun IPvé) obHapy>xeHHOM yrpo3abl, naeHTudukaTop
ySI3BUMOCTU U knacc ee onacHocTu, URL-anpec n Referrer cTpaHnubl 06HapyXeHNs YSI3BUMOCTU.

e B Clnyyae O6HapY)KeHI/I9I noTeHumanbHO BPegOHOCHOIro obbekTa npenocTaBnNAaAeTCH |/|H¢op|v|au,|/|9 O JaHHbIX B
namsaT NpoLeccoB.

* VIHpopmaLums o ceTeBoln aTake: IP-agpec aTakytoLLero KomnbloTepa 1 HOMep nopTa KOMMbloTepa Nnosb3oBaTens,
Ha KOTOpbIV Oblfa HanpaBneHa ceTeBas aTaka, MoeHTUdUKaTOP NPOTOKONA, MO KOTOPOMY BbINOSIHSANACh aTaka,
Ha3BaHVe 1 TUM aTaku.

* IHbopmMaums 0 ceTeBbIX COEANHEHMSIX: BEPCUS 1 KOHTPOSbHbIE cyMMbl (MD5, SHA2-256, SHAT) daiina
npoLiecca, OTKpbIBLLIEro NOPT, Ny Tb K painy npouecca n ero LUmdpoBas NOANMCh, oKanbHbIA 1 yaaneHHbIn [P-
afpeca, HoMepa NoKanbHOro 1 YAANEHHOMO NMOPTOB COEANHEHWS, COCTOSIHNE COEANHEHWS, BPEMS OTKPbITIS
nopTa.

e URL nIP-agpec Beb-CcTpaHuLpl, Ha KOTOPOU Bbin 0B6HaPY>KEH BPELOHOCHbIN U MOAO3PUTESNbHBIA KOHTEHT, UMS,
pa3smep 1 KOHTposbHas cyMma daiina, 3anpocusLuero aaHHbii URL, naeHTrndrkaTop, BeC 1 cTeneHb
NPUMEHNMOCTW MPaBna, No KOTOPOMY Bbin BoIHECEH BEPAVIKT, LieSb aTaku.

* IHpopmaums 06 06HOBNEHNM YCTAHOBNEHHOW NPOrpaMMbl M aHTUBMPYCHbBIX 6a3: CTaTyC 3aBepLUeHs 3aaaun
OBHOBEHWS, TUM OLLMBKN, KOTOPas MOrfia MPON30ATY NMPY OBHOBAEHNM, YACTO HEYCTELLHbIX 3aBEPLLEHNI
OBHOBNEHWS, MOEHTUDUKATOP KOMIMOHEHTa NPOrpamMMbl, KOTOPLIV BbINOMHIET OBHOBNEHME.

* [Hdopmaumsa o6 ncnonbsosaHum Kaspersky Security Network (nanee "KSN"): nneHtudmrkatop KSN,
noerHtuovkaTop MO, nonHas Bepcus 10, obeanuueHHbIn IP-agpec ycTpoiicTBa nonb3oBaTens, nokasatenm
KavecTBa BbINnonHeHNs 3anpocos k KSN, nokasatenun kayectsa o6paboTku nakeTos a1 KSN, nokasatenn
konuuecTBa 3anpocos B KSN 1 nHpopmaLms o Tunax sanpocos B KSN, naTta 1 Bpems Hauana nepepaum
CTaTUCTUKM, AaTa U BPEMS OKOHYaHWS Nepeaayn cCTaTucTukm, MHpopmaLms 06 0OHOBNEHNSX KOHPUIypaLmm
KSN: nopeHTndmkaTop akTMBHON KOHOUrypaLmm, NOeHTUPUKATOP NOSTyYEHHOW KOHOUIYpaLmi, KOg, OLUMBKM Npu
OBHOBMNEHWN KOHOUIypaLIn.

* HdopmaLms 0 cCOBbITUSX B CUCTEMHBIX XYpHarnax: BpeMsl CODbITUS, Ha3BaHMe XYpHarna, B KOTOPOM 06Hapy>KeHO
cobbITVE, TUM 1 KaTEropus CObbLITNS, Ha3BaHNE UCTOYHNKA COBBLITUS 1 ero on1caHue.
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* IHdopmauma ons onpepenerns penytaumm paiinos, URL-agpecos n ceptudunkaTon: URL-agpec, 4ns kKoToporo
3anpalunBaeTcs penyTauus u Referrer, Tvn npoTokona coeanHeHns, BHY TPEHHWIA naeHTUdbUKaTop Trna
NporpamMmbl, HOMep MCMOob3yeMOoro NopTa, AEHTUPUKATOP NMoNb30BaTeNs, KOHTPObHas CyMMa NMpOoBEpIeMoro
daiina (MD5), Tun obHapy>eHHO yrpo3sbl, nHbopMaLs O 3anmcu, koTopas bbina 1crnonb3oBaHa ans
OBHapy>xeH1s yrpo3bl (MaeHTUPUKaTOP 3anmncK B aHTUBUPYCHOM Base, BpemMs CO3AaHns 1 TUM 3anncu);
NyB6AnYHBIA KNtoy cepTudurkaTa; oTnevaTok udpoBoro cepTudukaTa NpoBepsemMoro obbekTa 1 anropuTm
XeLUNPOBaHMSI.

* [laHHble 0 TeppUTOpPUanbHOM PacnpPOCTPaHEHHOCTV NPOrpamMMbl: AaTa YCTaHOBKM 1 JdaTa akTuBaLmm
nporpamMmbl, UAeHTUdMKATOP NapTHEPa, NPegOCTaBMBLLErO NINLEH3MIO AN aKTUBaLMK NPOrpamMmMbl,
naeHTNGUKaTOP NPOrpamMmbl, UAEHTUGUKATOP S3bIKOBOI JIOKaNN3aLmm NPOrpamMMbl, CEPUHBIA HOMEP NNLLEH3NN,
Mo KOTOPOI NporpamMmMa akTUBMpPOBaHa, npusHak yuyactus B KSN.

* IHdopmauums 06 NCnonb3yemMon NMNLEH3NU: TUM JINLEH3MN U CPOK ee AeNCTBIS, KONMYECTBO OHEWN 0,0 NCTEUYEHNS
Ccpoka LeNCTBUS NNLEH3UN, MOEHTUVKATOP NapTHEPa, Y KOTOPOro nprobpeTeHa NULeH3ns, noeHTudrkaTop
PErvoHanbHOro LeHTpa akT1BaLun, KOHTPOSIbHas CyMMa KOfa akTUBaLLMK, Xell-CyMMa Tena TukeTa,
paccunTaHHag rno anroputmy SHAI, naTta 1 Bpems Co3naHns NMULEH3NOHHOMO TUKEeTa, MAeHTUd1KaTop
nHPopMaLIN O MNLEH3UN, UAEHTUPUKATOP NINLEH3NOHHOTO TUKETA, NAEHTUPUKATOP NOCNELOBaTENBHOCTM
NNLLEH3NOHHOTO TUKETa, YHUKasbHbI NAeHTUdUKATOP KOMMbloTepa Nosib30BaTeNs, fJaTa Hayarna M OKOHYaHUS
nepuona BannaHOCTU IMLEH3NOHHOIO TUKETa, TEKYLLLEE COCTOSIHME NNLEH3NOHHOIO TUKETA, BEPCUS 3arosioBka
TVKETa, BEPCUS NMULLEH3UN, naeHTudbnkaTop ceptrdrkaTa NOANMCY 3arofioBka TUKETa, KOHTPObHAs CyMMa
darina knoya, cepuiiHbli HOMepP NOAMMCHMKa 3arofioBKa TUKETa, TOKEH aBTOPU3aLIMN.

* IHdpopmaumsa 06 ycTaHOBIEHHOM Ha KOMMblOTEpPE annapaTHOM obecrneyeHnn: TUM, Ha3BaHNe, MOLESb, BEPCUst
MPOLUMBKM, XapaKTEPUCTUKN BCTPOEHHbIX 1 MOAKIIIOUYEHHBIX YCTPOCTB.

* Hdopmaums 06 ycTpolicTBe: AEHTUPUKATOP YCTPONCTBA.

* Hdopmaums o paboTe komnoHeHTa "Beb-KoHTpons™
BepCunsa KOMMOHEeHTa, NpuyvnHa KkaTeropmsauumn, 0onosIHNTebHagb I/IHd)OpMaLLI/IGI O NprymnHe KaTeropmsauuu,
kaTeropusmpoBaHHbii URL-agpec, IP-agpec xocTa 3a6noknpoBaHHOro/KaTeropnsmpoBaHHOro ob6bekTa.

MpumeuaHue. B 3aBrcumocTu oT HacTpoek Kaspersky Security Center, Bl MoxeTe yuacTeoBaTh B Kaspersky
Private Security Network BmecTto Kaspersky Security Network. Kaspersky Endpoint Security yBenomut Bac o
nepekntoueHun ¢ Kaspersky Private Security Network Ha Kaspersky Security Network n npennoxuT npuHats
ycnosus NonoxeHus o Kaspersky Security Network. [Nogpo6Hyto nHdopmaumto o6 yyacTum B Kaspersky
Private Security Network Bbl MoxeTe HaliTh B cripaBke Kaspersky Security Center &.

NHodpacTpykTypa Kaspersky Security Network

Kaspersky Endpoint Security nogaepxunsaeT cnegytolme MHbpacTpykTypHble pelueHmns KSN:

o [nob6asnbHbii KSN — 3TO pelueHne, KOTOPOe NCMONb3YOT 6OSbLUMHCTBO NpunoxeHuii “labopatopum
Kacnepckoro®. YuacTHukn KSN nonyuatoT nHdopmaumio ot Kaspersky Security Network, a Takxxe oTnpasnstoT B
"NabopaTtoputo Kacnepckoro” aaHHble 06 ob6bekTax, 0ObHaPY>KEHHbBIX Ha KOMMbIOTEPE MONb30BaTeNs, A1
LOMONHNTENbHOW MPoBepPKK aHannTrkamin “JlabopaTtopumn Kacnepckoro” v nononHeHns peny TaunoHHbIX 1
cTaTucTuyeckmnx 6a3 Kaspersky Security Network.
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* JlokanbHbii KSN — 370 peLueHne, MO3BONSIOLLLEE NOMb30BaTENSM KOMMbIOTEPOB, Ha KOTOPbIE YCTAaHOBNEHO
npunoxeHune Kaspersky Endpoint Security nnm gpyrve npunoxenus "Jlabopatopun Kacnepckoro', nonyyatb
LOCTYN K penyTaumnoHHbIM 6a3am Kaspersky Security Network, a Takxxe opyrim ctaTMcTuiecknm daHHbIM, He
oTnpasnss faHHble B KSN co ceounx komnbloTepos. JlokanbHelli KSN paspaboTtaH Afs KopropaTrBHbIX KIIMEHTOB,
He VIMEIOLLIIX BO3MOXHOCTM yyacTBoBaTh B Kaspersky Security Network, Hanpumep, no cnegyoLwym npuynHam:

® OTCYTCTBME NOAKMOUEHNS NoKabHbIX pa60t-|v|x MEeCT K NHTEPHETY,

® 3aKoHOOATESbHbI 3anpeT nnn orpaHnyeHmne KOpI'IOpGTI/IBHOI7I 6e30MnacHOCTN Ha OTnpaBKy MoBbIX JaHHbIX 3a
npenenbl CTpaHbl v 3a npenersbl nokasnbHoM ceTu opraHmnsaumn.

Mo ymonuaruio Kaspersky Security Center ncnonbayeT lnobanbHblii KSN. Bbl MoxeTe HacTpouTb
ncnonbsoBaHue JlokansHoro KSN B KoHconu agmuHmncTpurpoaHus (MMC) Kaspersky Security Center n B
Kaspersky Security Center Web Console. HacTpouTb ncnonb3osaHue JlokansHoro KSN B Kaspersky Security
Center Cloud Console HeBO3MOXHO.

KSN Proxy

KomnbtoTepbl nonb3oBaTeneit, paboTtatoLLme nog ynpasneHnem Cepaepa agMuH1cTprpoBaHus Kaspersky Security
Center, moryT B3aumogericteosaTtb ¢ KSN npu nomoLum criyx6sl KSN Proxy.

Cnyx6a KSN Proxy npepnocTaenseT crenytoLLe BO3MOXHOCTU:

* KowmnbloTep nonb3oBaTens MoxeT BbinonHaTs 3anpockl k KSN 1 nepenasats B KSN nHdopmaumio, naxe ecnm oH
HEe UMeeT MPSIMOro AOCTYNa B UHTEPHET.

* Cnyx6a KSN Proxy kewwmpyeT obpaboTaHHble faHHbIe, CHXKas TEM CaMbIM Harpy3sKy Ha KaHan CBs3u C BHELUHeN
CETbIO 1 YCKOPSIS MOJTyYEHME KOMMbIOTEPOM MOMb30BaTENS 3aMNPOLLEHHOW MHPOPMaLL.

MoapobHyto nHPopmaumio o criyxbe KSN Proxy cwm. B cripaBke Kaspersky Security Center 2.

MpumeuaHue. OyHKLMOHANBHOCTL OBHOBNEHWI (BKOYas OBHOBMNEHWS CUrHATYpP BpenoHocHoro MO n
OBHOBMNEHWNS KOOOBOW 6a3bl), a Takxke PyHKUMoHanbHOCTb KSN MoryT 6biTb HepgocTynHbl B [10 Ha TeppuTopumn
CLUA.
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[lpoBepka LENOCTHOCTM KOMMOHEHTOB
NPUIOXEHNS

Kaspersky Endpoint Security conep>xuT pasnuuHble 6uHapHble MOLYIV B BUAE AMHAMUNYECKN NOAKIIIOYaeMbIX
B1bnMoTeK, UCNonHIEMbIX Paiinos, KOHPUrypPaLMOHHbBIX dalinos 1 nHTepdencHbIx Gainos. 3M0yMbILLAEHHVKA MOy T
3aMEHUTb OAVH U HECKOMBKO UCMONHAEMbIX MoAyneit nnv ¢aiinos NpunoxeHns apyrummn dainamm,
copepXaLLMmn BpeAoHOCHbIN kof. YTobbl npenoTpaTnTh 310, Kaspersky Endpoint Security moxeT nposepuTtb
LLefIOCTHOCTb KOMMOHEHTOB MpunoxeHus. [MpunoxeHne nposepsieT Moy 1 daiinel Ha Hanmune
HeCaHKLMOHNPOBaHHbIX N3MEHEHWI nnin nospex aeHniA. Ecnvn mogynb nnm daiin npunoxXxeHns UMeeT HenpasuibHY0
KOHTPOJIbHYIO CYMMY, OH CUMTAETCS NOBPEXAEHHDBIM.

LlenocTHOCTb KOMMOHEHTOB MPUIOXEHVS MPOBEPAETCS C MOMOLLLIO YTUANTLI integrity_checker, pacnonoxeHHol B
katanore /Library/Application Support/Kaspersky Lab/KAV/Binaries. 9ToT yTunnTa npoBepseT LenocTHOCTb
daiina maHudecTa, cogepyallero cnmcok balinos NPUNIOXKEHUs, LENOCTHOCTb KOTOPBIX KPUTUYHA AJ19 KOPPEKTHOW
paboTbl KOMMOHEHTA MPUIOXKEHWS.

®daiin maHudecTa uenocTHoc Ty integrity_check.xml, sawmienHbi kpuntorpaduryeckoin nognuckio “Jlabopatopum

Kacnepckoro”, HaxoanTcs B TOW Xe AUPEKTOPUN, YTO N YTUINTa npoBepku LenoctHocTu (/Library/Application
Support/Kaspersky Lab/KAV/Binaries).

MpumeuaHue. [Ins 3anycka yTUANTbI MPOBEPKM LLIENOCTHOCTY TPEBYIOTCS NpaBa yUYeTHOM 3anmncu
nonb3oBaTens Root.

I'IpOBepKa LeSIOCTHOCTN MOXeET ObITb BbINOSIHEHA C NMOMOLLBIO YTUNNTDI, yCTaHOBﬂeHHOVI BMeECTE C NPpUNoXeHneMm,
M C NOMOLLBKO YTUNNTBI Ha CepTVIq)VILLI/IpOBaHHOM KOMMaKT-ancke.

Y1068/ rpoBepuTb LLe/IOCTHOCTb KOMIOHEeHTOB MPU/IOXKeHVIS, BbINMOJIHUTE C/Ie[Y oL YO KOMaHay:
sudo "/Library/Application Support/Kaspersky Lab/KAV/Binaries/integrity_ checker”

Mo ymonuaHumto yTunmTa ncnonbayeT daiin integrity_check.xml, pacnonoxeHHbiii B katanore /Library/Application
Support/Kaspersky Lab/KAV/Binaries.

YT06bI BHI3BATH CMPAEBKY 10 HACTPOVIKAM Y TUIIATBI, BbIOTHUTE CAEAYIOLLYIO KOMAaHAY:
--help

PesynbTaT npoBepku kaxaoro daiina MaHndecTa oTobpaxaeTcs psaom ¢ MMeHeM daiina MmaHndecTa B
cnegnytollem popmare:

e SUCCEEDED - uenocTHOCTb daiinoB noarsepxaeHa (kog so3spaTta 0)

® FAILED — uenocTtHocTb ¢aiiioB He noaTBepXaeHa (Kof Bo3BpaTa He paBeH 0)
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YnpasneHne npunoxxeHnem yepes KoHCorb
agMUHNCTpPUpoBaHus Kaspersky Security
Center

Mporpamma Kaspersky Security Center npegHasHaueHa O/ LIeHTPann3oBaHHOro yrpasieHns 3almUTon ceTu
opraHmnzaumn. MoapobHyto nHpopmaumto o Kaspersky Security Center Bl MoxeTe HailTh B cnpaske Kaspersky
Security Center&.

Tak>xe Bbl MOXeTe ynpasnsTb padoToli Kaspersky Endpoint Security ¢ nomoLubio rpaduyeckoro
nonb3oBaTenbCckoro nHrepdeiica npunoxenus, Yepes Kaspersky Security Center Web Console 1 Cloud Console n
13 KOMaHOHOW CTPOKMU.

PassepTbiBaHne Kaspersky Endpoint Security B ceTu
opraHusaumm

1. PaseepHuTte B ceTn CepBep aamuHNCTPUPOBaHUS.

CepBep afMUHUCTPUPOBaHNS — KOMMOHEHT nporpammbl Kaspersky Security Center, ocylecTenstoLmi
dYHKLMN LEHTPanM3oBaHHOIO XpaHeHns MHPopMaLmn 06 yCTaHOBMIEHHbIX B CETU OpraH3aLIm MPUTOXKEHNSIX
"NabopaTtopun Kacnepckoro' 1 ynpasneHns M.

2. YcTtaHoBuTe KOHCO/b 8AMVHNCTPYPOBAaHYIS Ha paboyee MecTo agMuHUcTpaTopa Kaspersky Security Center.

KoHconb agM1HUCTprpoBaHns — KOMMOHeEHT nporpamvmel Kaspersky Security Center, npefocTtasnstoLumii
Nonb30BaTeNbCKUI MHTEPdEIC K aOMUHNCTPaTVBHBIM cepBrcam CepBepa agMUHUCTPUPOBaHNS 1 AreHTa
aAMVIHUCTPUPOBAaHMS. AreHT aaMUHCTPUPOBaHNS obecneunBaeT B3ammopericTene Cepeepa
aaMUHUCTpUpoBaHus 1 npunoxenns Kaspersky Endpoint Security, ycTaHoBneHHOro Ha komnbtoTepax B ceTu
opraH1saumn.

3. YcTaHoBuTe nnarvH ynpaeneHus Kaspersky Endpoint Security Ha paboyee MmecTo agMmuHucTRaTopa Kaspersky
Security Center.

[narvH yripasaeH s — crneunanM3npoBaHHbIli KOMMOHEHT, NMPeAoCTaBNS oW MHTepdenc Ans ynpasneHns
paboToli nporpamm "JlabopaTtopum Kacnepckoro” uepes KoHconb agMuHucTprpoBaHus. [ns kaxaoro
NPUIOXEHNS CyLLEeCTBYEeT CBOV MAarvH ynpasnenus. [1narvH ynpasneHns BXOAUT B COCTaB BCEX MPUNOXEHNI
"NabopaTtopun Kacnepckoro', ynpasneHne KOTOPbIMIU MOXET OCYLLECTBAATbLCS Npu nomolum Kaspersky Security
Center.

4. YcTaHoBUTE AreHT agMUHCTPUPOBaHNS Ha yaaneHHble KoMnbtoTepbl Mac ogHMM 13 cnenyouwmx crnocoboB:
e JlokanbHO.

e YnaneHHo ¢ nomoulbto Apple Remote Desktop.

¢ YnaneHHo Yepes Kaspersky Security Center.

e YnaneHHo ¢ nomoLlbio SSH-npoTokosa.
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Mpumeuanue. [ns ynpasneHus Kaspersky Endpoint Security ons Mac 12.2 uepes Kaspersky Security
Center BaM Hy>HO yCTaHOBUTb AreHT adMUHUCTPUPOBaHMS Bepcum 15 Ha yaaneHHble KOMMbIoTepPbI.

5. YctaHosuTe Kaspersky Endpoint Security Ha ynanerHble komnbtoTepbl Mac ogHMM 13 crnefyoLmx cnocoboB:
e JlokasbHO.

e YnaneHHo c nomoLusio Apple Remote Desktop.

* YnaneHHo ¢ nomoLlbto SSH-npoTokona.

¢ YnaneHHo Yepes Kaspersky Security Center.

BaxxHo! Ecnn Kaspersky Internet Security ons Mac nnn gpyrme nporpamvmel novicka BpenoHocHoro 10 yxe
YCTaHOBJIEHbI Ha YOaeHHbIX KOMMbOTEPAX, BaM HY>XHO UX yOanuUTb nepeq, ycTaHoBko Kaspersky Endpoint
Security.

MonpoBHyto nHdopMaLmio o pa3sepTbiBaHUM CepBepa agMUHUCTPUPOBaHS 1 ycTaHoBke KoHconm
aIMUHNCTPUPOBaHIKS Bbl MOXeETE HaliTu B cnpaske Kaspersky Security Center @,

O6HosneHme Kaspersky Endpoint Security Bepcun 111
nnm 6onee NosgHen no sepcun 12.2

Mpumeuanue. [1ns ynpaeneHus Kaspersky Endpoint Security pns Mac 12.2 yepes Kaspersky Security Center
BaM Hy>XHO YCTaHOBUTb AreHT agMUHUCTPUPOBaHNS Bepcun 15 Ha yoaneHHble KOMMbIOTEpPbI.

Bbl MoxeTe 06HoBUTL Kaspersky Endpoint Security Bepcun 111 unn 6onee nosaHelt nog ynpasneHem Kaspersky
Security Center go Bepcun 12.2 ogHVM 13 criefytoLLx crnocobos:

e OpHoBpeMeHHO 06HoBUTL 1 Kaspersky Endpoint Security o Bepcun 12.2, n AreHT agMUHUCTPUPOBaHNS L0
Bepcun 15 Ha yOaneHHbIx KOMMbloTePaX.

e CHauyana o6HOBUTb AreHT agMUHUCTPUPOBaHKA A0 Bepcun 15, a 3aTem o6HoBUTL Kaspersky Endpoint Security
Lo Bepcumn 12.2.

Mpy 0BHOBNEHWN NPUNOXEHNS [0 BONee HOBOV BEPCUM YUMTHIBANTE CriedyloLlee:
* [1na o6HoBneHus Kaspersky Endpoint Security no Bepcun 12.2 Tpebyetcs macOS 12 nnm 6onee nospHss Bepcus.

e Heobxomumo 3arpyauTb apxve KES_11.3_profile.zip ¢ calita Cny>x6bl TEXHMYECKON NoAAeXKKN &, YTOBbI
MPVUMEHNTb HOBbIN KOHPUYPaLMOHHBI MPOdWIIb.
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* [locne obHoeneHus Kaspersky Endpoint Security o Bepcun 12.2 B HacTpolikax ceTu MoryT NMosiBUTbCS ABa
anemenHTa Kaspersky Filter n na Kaspersky Monitor.

e Ecnny Bac ycTtaHosneHo npunoxenne Kaspersky Endpoint Security Bepcum 11.0.1 unn 6onee paHHel, 4Tobb

OBHOBUTb NPUNOXEHNE A0 Bepcum 12.2, BaM HEOBXOAMMO YAaNNTb NPUNoXeHre 1 obHoBUTbL macOS no Bepcum
12 nnn Gonee nosgHeit. 3aTem Bbl MOXXeTe ycTaHoBUTL Kaspersky Endpoint Security Bepcum 12.2.

MpumeuaHue. OyHKLMOHANBHOCTb OBHOBNEHWI (BKMOYas OBHOBMNEHWS CUrHATYpP BpenoHocHoro MO n
OBHOBMEHNS KOOOBOWN 6a3bl), a Takxke PyHKUMoHanbHoCTb KSN MoryT 6biTb HegocTynHbl B [10 Ha TeppuTopumn
CLUA.

[logroToBka Kk yoaneHHol yctaHoBke Kaspersky Endpoint
Security

B aTom paspene copepxutcs nHdopmaums ob yctaHoBke nnarvHa ynpaeneHuns Kaspersky Endpoint Security Ha
pabouyee mecTo agMuHucTpaTopa Kaspersky Security Center 1 ycTaHoBke AreHTa agMVHICTPUPOBaHUS Ha
yAaneHHblli KOMMbloTep.

YcTaHoBka nnarvHa ynpasneHus Kaspersky Endpoint Security n yctaHoBka AreHTa agMUHUCTPUPOBaHWS SBASIOTCS
3Tanamu noaroToBku k yctaHoske Kaspersky Endpoint Security yuepes Kaspersky Security Center.

YcTaHoBka nnarvHa ynpasneHuns Kaspersky Endpoint Security

MnarvH ynpaeneHus Kaspersky Endpoint Security — cneumanismpoBaHHbIli KOMAIOHEHT, MPEeA0CTaBASOLLNIA
nHTepdelic ans ynpaeneHuns pabotoin npunoxenns Kaspersky Endpoint Security uepes KoHconb
aOMUHUCTPUPOBAHNS.

YctaHoBka nnaruHa ynpasnenus Kaspersky Endpoint Security

1. Ha pabouem mecTe agmuHucTpaTopa Kaspersky Security Center pacnakyiite apxvs ¢ dalinamu onctpubyTnsa
Kaspersky Endpoint Security.

2. OtkpoiiTe nanky ¢ dainamu ouctprbyTtrsa Kaspersky Endpoint Security.
3. 3anycTute daiin kicfginst.exe OBONHBIM LLLENYKOM MbILLIN.

HauHeTcs ycTaHoBka nnarvHa ynpaeneHus Kaspersky Endpoint Security.

BaxkHo! [Nepep ycTaHoBkol nnarviHa ynpasneHus Kaspersky Endpoint Security Hy>Ho 3aBepLunTb paboTy
KoHconn agM1HMCTprpoBaHns Ha paboyem MecTe agMuHucTpaTopa Kaspersky Security Center.

129



JlokanbHas yctaHoBka AreHTa agMUHUCTPUPOBaHUS

AreHT aIMUHUCTPUPOBaHWS obecrneunsaeT B3anmopelicTere Cepaepa agMUHUCTPUPOBAHNS 1 MPUIOXEHNS
Kaspersky Endpoint Security, ycTaHOBNEHHOIro Ha KOMMbIOTEPAX B CETU OpPraHn3aL/n.

JlokanbHas ycTaHoBKka AreHTa agMUHUCTPUPOBaHNS
1. Ha ynaneHHom koMnbloTepe oTKPONTe coaepXXUmoe ancTpnbyTnsa AreHTa agMUHNCTPUPOBAHKS.

2. Otkpoiite DMG-daiin auctpunbyTrsa AreHTa agMUHUCTPUPOBaHMS.

OTKpoeTCs OKHO C COAEPXKUMbIM AUCTPUBYTMBA.
3. B okHe ¢ comepxumMbim anucTprnbyTrBa oBax bl WwenkHuTe no kHorke Kaspersky Network Agent.
4.TlonTBEpONTE, UTO Bbl XOTUTE YCTAaHOBUTbL AreHT agMUHUCTPUPOBaHNS, Haxkas Ha KHOMKy MpogomkuTs.
5. B okHe BBeaeHue HaxmunTe Ha kHorky MpopomknTb.
6. B okHe JluueHsuns npounTaiiTe TekeT JIMLEH3NOHHOro cornalleHns o6 ncnonb3osaHuy AreHTta
aIMVHUCTPUPOBaHMS, KOTOpoe 3akstoyaeTcs mexay Bamu 1 AO "JlabopaTtopusa Kacnepckoro'. Bel MoxeTe

BbIMOSIHUTL CrefytoLLme AeACTBUS:

* Ecnun Bbl cornacHbl co BceMu NyHKTaMu JIMLEH3MOHHOro cornalleHns, HaxxMmTe Ha KHomKy MpoaomknTb,
YTOObI MPOAOIXKNTL YCTaHOBKY.

* YToObI pacrneyaTaTb TEKCT COMMalLEHNs, HaXXMUTE Ha KHOMKy HaneuvaTaTb.
* YTOObI COXPaHWTb COrnalleHNe B TEKCTOBOM daline, HaxxmMmnTe Ha KHoMnKy CoxpaHuTb.
7. B okHe noaTBep)XAeHNS BbINOMHUTE OAHO U3 CNEAYIOWX AeACTBWIA:
® YT06bl NPOAOMKNTE YCTAHOBKY AreHTa aiMVHUCTPUPOBAaHIS, HAaXXMUTE Ha KHOMKY MpuHnmato.
* YTOObI BEPHYTbCSH K TEKCTY JIMLEH3NOHHOIO COrMaLLEHNs, HaXXMUTe Ha KHOMKY MNMpounTaTe nuueH3uio.
e YT106bl OTMEHWTD YCTAHOBKY, HAXXMUTE Ha KHOMKy He nprnHumato.
8. B okHe MapameTpbl BbINONHMTE CcrenytoLLme AENCTBIS:

a. B none Cepsep ykaxuTe IP-agpec nnm DNS-nms cepBepa, Ha koTopoM ycTaHoBneH Kaspersky Security
Center.

b. B none MopT ykaxunTe HoMep nopTa Ans HE3aLUMLLLEHHOO COEANHEHNS C CEPBEPOM.
c. B none SSL-nopT ykaxute Homep nopTa ansg SSL-coeanHeHns ¢ cepBepoOM.

d. Ecnn Bbl xoTuTe 3anycTnTb AreHTa agMUHUCTPUPOBaHWS Cpasy Nocre YCTaHOBKM, yCTaHOBUTe dbnaXok
3anycTuTb Nocne ycTaHOBKMW.

Ecnw Bbl He xoTuTe ncnonb3osaTb SSL Ans coeanHeHns ¢ cepsepom, cHumuTe ¢naxok Micnonb3sosatb SSL. [1ns
MPOAOIXKEHNS YCTAaHOBKM HAXMUTE Ha KHOMKY MpoaomknTs.
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9. B okHe Tun ycTaHoBKM npounTaliTe nHbopMaLmio O ANCKE, Ha KOTOpbIV ByaeT ycTaHaBnMBaTbCs AreHT
aaMUHNCTPUPOBAHNS.

YTObbI YCTaHOBUTb AreHTa aoMVNHNCTPUPOBaHUA, UCMOJIb3Y4 PeKoOMeHO0BaHHbIe HaCTpOI\/‘IKI/I, HaXXM1Te Ha
KHOMKY YcTaHoBUTBb 11 BBEOUTE naposib aoMNHNCTPaTopa ang NoATBePXAEHNS.

MNopoxanTe, Noka Nporpamma yCTaHOBK/ AreHTa agMUHUCTPUPOBAHNS YCTaHOBUT KOMMOHEHTbI MPUMTOXEHWS.

10. HaxxmmnTe Ha KHOMKY 3akpbITb 415 BbIXOAA U3 MPOrpaMMbl YCTaHOBKM.

YcTaHoBKa AreHTa agMUHUCTPUPOBaHUS ¢ nomoLlpto Apple
Remote Desktop
1. Ha yoanenHom komMnbtoTepe BoibepuTe meHio Apple > CuctemHble HacTpoiiku > O6wme > O6wmii gocTyn.
2. YcTaHoBUTe dpraxok YaaneHHoe ynpasneHune.

3. Ha ppyrom Mac, KoTopbiii Bbl XOTUTE Ha3HaunTb cepBepoM, ycTaHoBuTe Apple Remote Desktop. Bul moxeTe
HalnTV gononHUTenbHYo HPopMaumio 06 Apple Remote Desktop Ha caiite Cnyxx6bl nopaepxku Apple .

4. OTtkpoiite Apple Remote Desktop.

5. B neBoit yactu okHa Remote Desktop HaxmuTe Scanner v BeibepuTe YCTPOMCTBA, Ha KOTOPbIE Bbl XOTUTE
YCTaHOBUTb AreHT agMUHUCTPUPOBaHNS.

6. Haxkmute Ha kHorky Copy.

7. HaxkmuTe Ha KHOMKY + 1 BoibepuTe dalinbl Ang ycTaHoBky AreHTa agMuHncTpupoBaHus: DMG-daiin, KUD-daiin
n SH-darin.

8. Bo BcnnbiBatowem meHio Place items in Boibepute Top folder of the disk.
9. HaxkxmuTe Ha kHornky Copy.
10. Mocne Toro, kak konMpoBaHue dalinos 3aBePLUNIOCH, HAXXMUTE Ha KHOMKY Unix.

1. BBepmTe cnemytoLLyto KoManay:
cd /;
./install.sh --accept_eula -r <agpec CepBepa aAMUHUCTPUPOBAHMUA>

roe <agpec CepBepa aaMuUHUCTpupoBaHua> — DNS-ums unm IP-agpec CepBepa agMUHUCTPUPOBaHMS
Kaspersky Security Center.

I'Ipmmeanme. Ecnv Bbl BBOOUTE 3Ty KOMaHAy, Bbl NprHMaeTe yCIoBNSA JIMuEeH3noHHOro cornatleHus.

12. YkaxuTe, UTo Bbl XOTUTE 3anyckaTb koMaHay kak User n BBeguTe "root” B none.
13. HaxkmuTe Ha kHomky Send.

YcTaHoBka AreHTa agMVHUCTPUPOBaHMS 3aMyCTUTCS Ha BbIGpaHHbBIX yCTPOCTBaX.
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YcTaHoBka AreHTa agMnHUCTpUpoBaHus Yepes Kaspersky
Security Center

Kaspersky Security Center ycTaHaBnBaeT AreHT aiMUHUCTPUPOBaHWS Ha KIIMEHTCKUI KOMMbIOTEP C
mcnonb3oBaHem SSH-coegnHeHMs.

Mepen ycTaHoBkol AreHTa agMUHUCTPUPOBAHWS Ha KIMEHTCKIMIA KOMMbloTep yoeanTech, YTo COBMoaeHbI
crenytoLve yCrnoBust:

e Cepsep agMuHUCTpupoBaHus Kaspersky Security Center passepHyT B ceTu opraHnsaumm.

* KoHconb aiMUHUCTPUPOBaHNS YCTaHOBNEHA Ha paboyee MecTo agmuHucTpaTopa Kaspersky Security Center.

* Ha ynaneHHbIx KOMMbloTepax paspeLleH YaaneHHbI BXOL,

* Ha ynaneHHoOM KOMMbloTepe CO3aaHa BblaeneHHas yYeTHas 3anunch C npasamMy adMUHNCTPaTopa, KoTopas byaeT
Mcnonb3oBaHa Ans 3anycka 3ajaqn yaaneHHo! ycTaHoBKW. Bbl MOXeTe ncnonb3oBaTh AOMEHHYIO YUYETHYIO
3anncb 41 yCTaHOBKM.

e [laponb sudo BbIK/IOYEH L7151 BbIAENEHHON YYETHOI 3ammcu.

CospaHune nHcTannsaumoHHoro naketa AreHTa agMVHUCTPUPOBaHMS
1. 3anyctuTte KoHconb agpmuHucTpuposaHus Kaspersky Security Center.

2. PassepHuTe y3en CepBep agMUHUCTpupoBaHug </ims cepBepa>.

3. B mepeBe koHcon BbibepuTe nanky [JJononHnTenbHO, B Heli noaranky YaaneHHas ycTaHOBKa, a B Hell mognanky
MHcTannauuoHHbie nakeThbl.

4. B paboueli obnacTu HaxmuTe Ha kHomnky CosaaTbh MHCTaNNALUMOHHBIA NaKkerT.

5. B okHe BbiGop TUNa MHCTanNaUMOHHOro NakeTa HaXXMuTe Ha KHonky Co3aaTb MHCTaNNSUUOHHbI NakeT ang
nporpammel "JlabopaTtopum Kacnepckoro”.

6.B okHe Onpep.eneHme MMEHU UHCTaNNSIUMOHHOro nakeTa B nose seoga Vims YKaXXnTe NMg HOBOIro
NHCTaNNAUMOHHOr o nakeTa n HaXxkMmTe ,El,anee.

7.B okHe Bbibop ancTpubyTrBa NnporpaMmbl AN YCTaHOBKU HaxMUTe Ha kHorky O63op.

OTKpOGTCﬂ OKHO BbI60pa d)a|7|na ONng co3gaHng NHCTanNaAuMOHHOI O nakeTa.

8. OTkpoliTe Nanky ¢ CoaepPXUMbIM ANCTPUBYTUBa AreHTa agMUHUCTPUPOBaHWS 1 BbibepuTe dalin kinagent.kud.

B okHe Bbi6op aucTprnbyTrBa NporpamMmbl Ajis yCTaHOBKM OTOBPa3nTCs Ha3BaHWe 1 BEPCUS MPUIOXKEHNS 415
yOaneHHoW yCTaHOBKM C MOMOLLbIO daiina, KoTopbii 6611 fobaBneH.

9. Haxmute Oanee.

NHcTannaumorHblin nakeT Kaspersky Endpoint Security ¢ ykasaHHbIMM NapameTpamim ByaeT cosnaH.

10. B nocnenHem okHe MacTepa HaxmuTe Ha KHorkKy FoToBo, UToObI BbITY N3 MacTepa co3naHus
WNHCTanNSLMOHHOrO NakeTa.
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Co3paHuve 3agaum yaaneHHon ycTaHOBKN AreHTa agMUHNCTPUPOBaHUS Ha KIIMEHTCKNIA KOMMbloTep
1. 3anyctute KoHconb agpmuHncTpupoBaHus Kaspersky Security Center.
2. PasBepHuTe y3en CepBep agMnHncTpupoBaHus <imsa cepeepa>.
3. BeibepuTe nanky 3agaun.
4. B paboueli obnactu HaxxmuTe Ha kHorky HoBas 3agaua, UTobbl 3anyCTUTh MacTep CO3LaHNs 3aaaunl.

5. CnepnyiiTe Waram MacTepa co3faHns 3agaqm, YTobbl co3paTth 3anady yaaneHHol yctaHosku Kaspersky Endpoint
Security Ha KIIMEeHTCKNIA KOMMbIOTEP.

YToOBbI NepeiiT K cremytoLleMy Wwary MacTepa, HaxxMuTe Ha KHorKy Janee. YTobbl BEpHYTbCS K MpeblayLemy
Lary MacTepa, HaXXM1Te Ha KHOTKY «. YTobbl 3aBepLUMTb paboTy MacTepa Ha tobOoM Luare, HaKMUTE Ha KHOMKY

OTmeHa.

MprmeuaHue. Bua KHOMOK MOXET OTNMYaTbCS B 3aBUCUMOCTY OT Ucronb3yemoii sepcum Windows.

LLiar 1. Boi6op Tna 3agaun
1. B okHe BbiGop Trna 3apaun passepHute y3en Cepeep apmuHnctpuposanus Kaspersky Security Center.
2. BblbepuTe 3agavy YoaneHHas ycTaHOBKa NporpamMmbi.

LLlar 2. BbiGop nHcTannsILMoHHOro nakeTa

B okHe Bbi6op MHCTannsLMoHHOro nakeTa BbiNOMHNTE OOHO 13 CefyoLyX AeiCTBUI:

e Ecnv MHCTannguMOHHbI nakeT AreHTa agMUHCTPUPOBAHNS C HY>KHBIMU NapamMeTpamu y>ke 6ol co3naH paHee,
BbIBEpUTE ero B CNNCKE MHCTaNNGLMOHHbBIX NaKeTOB B BEPXHEN YacTn okHa BeiGop MHCTannsLMoHHoOro nakeTa.

* Ecnv MHCTanngLUMOHHbIA MNakeT C Hy>XKHbIMU NapamMeTpamu elle He bbin cosnaH, HaxxmnTe HoBbll, YTOOb
3anycTUTb MacTep CO3haHNs nakeTa.

LUar 3. HacTpoiika napameTpoB yCTaHOBKMN
B okHe NapameTpbl BbiNOAHUTE CreayoLwme 4eNCTBUS:

1. YcTaHoBuTe dnaxkok CpeacTBamy onepauyoHHol cucTembl ¢ nomollpio Cepsepa aAMUHNCTPUPOBAHUSI.

2. CHUMUTE ocTasbHble dnaxku.

LLlar 4. BbiGop rpynnbl agMUHUCTPUPOBaHUNS A5 AO6aBNEHNS KOMMbIOTEPOB MOCNE YCTaHOBKU

Ecnn TpebyeTcs, B okHe NepemelueHne B CnMCOK yNpaBngdemMbiX YCTPOMCTB BoibepuTe rpynny
aaMUHUCTPUPOBAaHIS, B KOTOPYHO ByayT 0o6aBneHbl KOMMbOTEPbI MOCNE YCTAHOBKU NPUIIOXEHNS.

Lar 5. Onpe.u,eneHme cnocoba Bbl60pa KIIMEHTCKNX KOMMNbIOTEPOB, AJ1A KOTOPbIX 6yneT co3paHa 3apava
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B okHe BbiGop ycTpoiicTB, KoTopbiv 6yaeT HasHaueHa 3aaaya BbilbepuTe crnocob, KOTOPbIV XOTUTE NCMOMb30BaTb
LNS BbIBOPKM KNIMEHTCKMX KOMMBIOTEPOB:

e Ecnv Bbl xoTUTE BbIOPATh 13 KOMMBIOTEPOB, OBHAPYXeHHbIX B ceTy CepBepoM agMUHICTPUPOBaHNS, BbibepuTe
BapwaHT BeiBpaTb ycTpolicTBa, o6Hapy>xeHHble B ceTn CepBepoM agMNHUCTPUPOBaHNS.

e Ecnu Bl xoTuTe yKkasaTb IP-agpeca KOMMNbIOTEPOB BPYUYHYIO UM MMNopTUpoBaTh IP-agpeca komnbioTepos 13
¢alina, BblbepuTe BapraHT 3aaaTh agpeca yCTPOWCTB BPYUHYIO UIN MMMNOPTMPOBaTh U3 CNMCKa.

e Ecnu Bbl xoTUTE co3paTh 3afavy As BIOOPKM YCTPOWCTB MO NpenonpeasieHHOMY KpUTepuio, BbibepuTe
BapwaHT HasHaunTb 3apavy BbIGOpKe yCTPOCTB.

* Ecnu Bbl xOTWTE BbIGpPaTh KOMMLIOTEPBI N3 YKa3aHHOW rpynbl aAMUHUCTPUPOBaHNS, BbioepuTe BapraHT
HasHaunTtb 3apavy rpynne agMMHUCTPUPOBaHUSI.

LLlar 6. Bbi6op KNMEHTCKMX KOMMbIOTEPOB

B oTkpbiBemcs okHe (Bbibop ycTpolicTs, Boibopka ycTpolicTs 1nv BeibepuTte rpynny agMUHUCTPUPOBaHUS, B
3aBVICYMOCTW OT BapuaHTa, KOTOPbIN Bbl BbIGpan Ha NpeaplayLLeM Lare), BoibeprTe KIMEHTCKNE KOMMbIOTEPHI,
ykaxuTe IP-agpeca KOMMbIOTEPOB, YKaXuTe BbIOOPKY KOMMbIOTEPOB, UK BbibepuTe rpynny aaMUHUCTPYPOBaHIS,
L5191 KOTOpOWi ByAeT cosnaHa 3apava.

LLlar 7. BoiGop yueTHoIA 3anvcu g 3anycka 3agayn

1. B okHe BbiGop yueTHoIn 3anuncu ois 3anycka 3agaym ycTaHoBuTe Griaxok YueTHas 3anvcb TpebyeTtcs (AreHT
aAMUHUCTPUPOBaHUS He NCMOoNb3yeTcs).

2. Haxxmute Ha kHonky Jo6aeuTk > YueTHas 3anuch.

OTkpoeTcs OKHO YueTHas 3anuch.
3. BBeguTe NorvH 1 naposib BbiAeNEeHHOM YUYEeTHON 3anncy agMUHUCTPaTopa Ha yaaneHHOM KOMMboTepe.

4. Haxmute OK.

LLlar 8. HacTpoiika pacnuncaHus 3anycka 3agaym

1. B okHe HacTpolika pacnvcaHus 3anycka 3agayum B packpblBatoLLemMcs crivicke 3anyck no pacnmcaHuio
BblIBepUTE PeXIM 3arycka 3a4aul.

2.Ecnn Tpe6yeTcsl, YKaXuTe gaty n Bpemd 3arycka sagadn, yTOb6HbI 3apada sanycTtunacb aBToMaTn4eCkKn no
YCTaHOBJ/IEHHOMY pacrnncaHuio.

3. Ecnu Bbl xOoTUTe 3anyckaTb 3a4a4u, KOTOpbIE NMPUIOXEHe He CMOITO 3amnyCTUTb MO pacnucaHuio (Hanpumep,
KOMIMbOTEP BblN BbIKMOYEH B YCTAHOBIEHHOE pacrvcaHneM Bpemsl), ycTaHoBMTe driaxok 3anyckaTb
nponyLeHHbIe 3aaun.

Kaspersky Endpoint Security 3anycTuT 3agauy, kak TOMbKO NMomMexa, KoTopas MPensaTCTBYeT 3anycky 3agauu,
OyneT ycTpaHeHa.

LLiar 9. OnpepeneHune Ha3BaHUS 3apaun

B okHe OnpepeneHne Ha3BaHWA 3apgaym B nosie Vima BBefnTe Ha3BaHVe co30aBaeMolt 3afaqn.

LLlar 10. 3aBepLueHne cospaHns 3apaun
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B okHe 3aBepLueH|/|e co3pgaHung 3agaydum BblMoNHUTE cnegyoune OencTBuS:

1. Ecnu Bbl XOTUTE 3anycTUTb 3agady nocre 3aBepLueHns paboTel MacTepa, yCTaHoBUTe $riaxkxok 3anycTutb
3apauvy nocre 3aBepLueHns paboTbl MacTepa.

2. HaxkmuTe Ha kHonky foToBo Ans 3aBepLueHns paboTbl MacTepa.

YcTaHoBka AreHTa agMYHUCTPUPOBaHNS C MCNONb30BaHNEM
SSH-npoTokona

Bbl MOXeTe ycTaHOBUTb AreHT agMYHUCTPUPOBaHWS Ha YAaneHHbI KOMMbIOTEp C Ucnonb3oBaHnem SSH-
npoToKona.

Nepen, yCTaHOBKOW MPUNOXEHNS yOEaNTECD, YTO Bbl BBIMOMHWIN CleaytoLLme TpeboBaHNs:
* Cepsep agmuHrcTpupoBaHus Kaspersky Security Center passepHyT B CETU OpraHn3aLmi.
* KoHconb adMUHACTPUPOBaHNS YyCTaHOBNEHa Ha paboyee MecTo agMmumHucTpaTopa Kaspersky Security Center.

* [HcTannsauvoHHbIV nakeT AreHTa agMUHUCTPUPOBaHKS CO3AaH 1 XpaHMTCs B narke oblero goctyna Cepsepa
aOMVIHUCTPUPOBaHMS.

* Ha ynaneHHoM KoMnbloTepe paspelleH YaaneHHbIn BXOL,

* YueTHas 3an1cb, C MOMOLLbIO KOTOPO yCTaHaBnMBaeTCs AreHT agMUHUCTPUPOBaHNS, fobasneHa B daiin
sudoers.

MonpobHyto nHdopMaLio 06 MHCTaNNALMOHHBIX NMakeTax Bbl MOXeTe HanTy B cripaske Kaspersky Security
Center .

YcTtaHoBka AreHTa agMUHNCTPUPOBaHUS ¢ ucnonb3oBaHuem SSH-npoTokona
1. Ha paboyem mecTe agMUHUCTpaTopa 3anyctute SSH-keHT.
2. CoeMHMTECH C YOaleHHbIM KOMMbIOTEPOM.
3. MopkntounTe nanky obuero goctyna CepBepa agMUHUCTPUPOBaHWNS B KAUeCTBE CETEBOIO AMCKa Ha YAaNeHHOM
koMnbtoTepe. [Ins aToro B SSH-knveHTe BBEOMTE Crieaytolme KOMaHapl:
mkdir /Volumes/KLSHARE

mount_smbfs //<y4yeTHasa 3anucb agMUHUCTpaTopa>:<naponb>@<IP-agpec CepBepa
agmmHucTpuposaHua>/KLSHARE /Volumes/KLSHARE

OnvcaHne napameTpoB:

® <yyeTHaa 3anucb aAMUHUCTpPaATOpPa> — UMS yYeTHOI 3anmcu agMuHucTpaTopa Cepsepa
aaMUHUCTPUPOBAHNS;

® <Mapofib> — Naposb y4eTHOW 3anncu agMmuHncTpaTopa CepBepa aaMUHNCTPUPOBAHNS;

e <IP-agpec CepBepa aAMUHUCTpUpOBAHUA> — IP-agpec cepBepa, Ha KoTopoMm ycTaHoBneH Kaspersky
Security Center.

4. 3anycTuTe CKpUNT ycTaHoBKW. [Ing aToro B SSH-knneHTe BBeAUTE CNeaytoLLyio KOMaHAy:
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cd /Volumes/KLSHARE/<nanka C WHCTaNNALUOHHbIM MakKeToM>

roe <nanka C WUHCTa/UVIALUUMOHHbIM MaKeToM> — narka, B KOTOpOVI pacrnonoxeH VIHCTaNNSUMOHHbIM NakeT
AreHTa aAMNHNCTPNPOBaHUA.

sudo ./install.sh --accept_eula [-r <cepep>] [-p <Homep nopTa>] [-s use_ssl 0|1]
[-1 <Homep SSL-nmopTa>] [-x use_proxy @|1] [-a <npokcu>] [-n <uma nonb3osBaTtena>] [-w
<naponb>]

Onucarve napameTpos:
e <cepBep> — IP-agpec nnn DNS-ums cepsepa, Ha koTopom ycTaHosneH Kaspersky Security Center.

® <HOMep nopTa> — HOMep MopPTa, NO KOTOPOMY BYAET OCYLLECTBNATLCS HE3ALUVMLLLEHHOE COeAVHEHNE C
Cepaepom agMnHUCTpUpoBaHus. o ymonuaruio ncnonbadyetcs 14000 nopr.

e use_ssl 0|1 — napameTp, onpenensoLLyii MCMob3oBaHVe WdPOoBaHNS NPV CoeanHeHn AreHTa
agMUHUCTpUpoBaHns ¢ CepBepoM agMUHUCTPUPOBaHUS. Ecnn ykasaHo 3HaveHure "0, ncnonbayercs

HeszalwuLLeHHoe coeanHeHne. Ecnn ykasaHo 3HaueHue "1", coefmHeHme ocylecTensgeTcs no SSL-npoTokony
(3HaYeHme No ymonyaHuio).

* <Homep SSL-nopTa> — HoMep NopTa, MO KOTOPOMY ByAeT OCYLLECTBNATLCS 3aLUMLLEHHOE COeMHEHNE C
CepBepomM agMUHUCTPUPOBaHKS No SSL-npoTokony. Mo ymonyaHuto ncnonssyetcs 13000 nopr.

* use_proxy 0|1 - napameTp, onpenenstoLmii NCrosb30BaHNe NPOKCU-CepBEPa MpW MNOAKOUEHNMN K
NHTEepPHeTY. Ecnu ykasaHo 3HaueHune "0, npokcun-cepBep He ncnonbayetcs. Ecnm ykasaHo sHauyeHve 1",
coeavHeHne OCyLLLECTBNAETCH Yepes NPOKCU-cepBep (3HaueHMe Mo YMONYaHmIo).

e <npokcu> — IP-agpec nnu DNS-ums npokcu-cepsepa.
® <MA MONb30BaTeNA> — UMS NONb30BaTeNS A1 COSANHEHMS C MPOKCU-CEPBEPOM.

* <Maposib> — Naporsb A COEAVNHEHNS C MPOKCU-CEPBEPOM.
BaxkHo! [1519 BbINONHEHWS KOMaHAbl TPeByIoTCS NpaBa aaMUHUCTPaTopa.

5. OTkNounTe ceTeBOWM ANCK Ha yaaneHHoM komnbtoTepe. [ng aToro B SSH-knneHTe BBEOUTE CrefyioLLyio
KOMaHzy:
umount /Volumes/KLSHARE

6. MNpoBepbTe NpPaBUIbHOCTb PaboTbl AreHTa aaMUHUCTPUPOBaHNS Ha yaaneHHOM koMnbtoTepe. [1nsg aToro B SSH-
KIIMEHTE BBeMTe criefytoLe KOMaHabl:
cd /Library/Application\ Support/Kaspersky\ Lab/klnagent/Binaries/
sudo ./klnagchk

Ecnn nposepka npoluna ycnewHo, To AreHT adMUHUCTPUPOBaHNS paboTaeT HOPMasbHO.

JlokanbHoe ypaneHne AreHTa agMUHUCTPUPOBaHNS

1. Ha yoaneHHom koMnbloTepe OTKPOTE nanky ¢ AucTpubyTMBoM AreHTa agMUHNCTPUPOBaHNS.

2. Otkpoiite DMG-daiin auctpnbyTrsa AreHTa agMVHUCTPUPOBaHWS.

OTKpOEeTCS OKHO C COAEPXKMMBIM AMCTPUOYTMBA.
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3. B okHe ¢ comepxumMbiM aUCTprnbyTrBa ABaX bl LLENKHMTE Mo KHorke MNporpamma yaaneHus AreHTta
aAMUHUCTPUPOBAHUS.

4. B okHe BBepeHne Haxxm1Te Ha KHOMKY [MpoaomkuTb.
5. B okHe IHpopmauus HaxxmnTe Ha KHOMKY YpannuThb.

6.B okHe 3anpoca y4eTHbIX gaHHbIX agMUHNCTPaTOopa KOMMboTepa BBEeANTE UMA adMNHNCTPAaTOpPa 1 naposib U
noarTeepanTe, YTo Bbl XOTUTE YOANINTb AreHTa aOMVHNCTPUPOBaHUA.

HauHeTcs ynaneHne AreHTa agMUHUCTPUPOBaHNS.

7.MpounTaiiTe MHGOpPMaLMIO O 3aBEPLUEHNN YAANIEHUS 1 HAXMUTE Ha KHOMKY M0ToBO, UTO6bI 3aKpbITh NporpaMmy
yoaneHus.

AreHT agMUHUCTPUPOBaHNS yAaneH ¢ yaaneHHOoro KoMmnbtotepa.

YnpasneHve AreHToM agMNUHUCTPUPOBaHNS 13
KOMaHOHOW CTPOKW

OTOT pasnen cCoaepXKnT MHPopmaLmio o6 ynpasneHnn AreHToM aaMUHNCTPUPOBaHIS C MOMOLLbO KOMaHAHOM
CTPOKM Ha KOMMbOTEPE NOMb30BaTeNS.

Bbl MmoxeTe 3aBepnTb pa60Ty AreHTa aAMNHNCTPUPOBaHUA N 3anyCTUTb €ro BHOBb 13 KOMaHOHOM CTPOKM Ha
KOMMbOTEPE NOJIb30OBaTE4.

Tak>e Bbl MOXeTe NMOAKIIoUNTb YOaneHHbl koMmnbtoTep k CepBepy aoMUHICTPYPOBAHNUS BPYUHYIO C MOMOLLIO
yTunuThbl kimover 1 npoBepuTbL COeanHeEHNe yaaneHHoro komnetotepa ¢ CepBepoM agMUHUCTPUPOBaHMS

nocpencTeom yTunmTel kinagehk.

Bbl MoxeTe YOannTb AreHT aaAMNHNCTPKPOBaHUS.

3anyck n octaHoBka AreHTa agMUHUCTPUPOBaHNS Ha yoaneHHOM
KOMIMbIOTEPE

Bbl MOXeTe 3aBepLUnTb paboTy AreHTa agMUHUCTPUPOBAHIIS 11 3aMyCTUTb €ro BHOBb Ha YAaneHHOM KOMMbloTepe 13
KOMaHOHOM CTPOKW.

3aBepLueHue paboTbl AreHTa agMUHUCTPUPOBaHNS

Ha ynaneHHom koMmbloTepe 13 KoMaHAHOM CTPOokM 3anycTuTe yTunuTy launchetl ¢ komanzoit unload.
CuHTaKcnc KomaHab!:

sudo launchctl unload /Library/LaunchDaemons/com.kaspersky.klnagent.plist

3anyck AreHTa agMUHUCTPUPOBaHMS

Ha ynaneHHoM KommbloTepe 13 KoMaHgHOM CTpokK 3anycTuTe yTunuty launchcetl ¢ komangoit load.
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CuHTaKkcuc komaHgp!:

sudo launchctl load /Library/LaunchDaemons/com.kaspersky.klnagent.plist

BaxHo! [1ns 3aBepLueHns paboTbl 1 3anycka AreHTa agMYHUCTPUPOBaHNS TPebytoTes npasa
agMVHVCTpaTopa.

[lpoBepka coeguHeEHNS KNMEHTCKOro kommnbtoTepa n Cepepa
agMUHUCTPUPOBaHNS BpyUYHyto YTunuta klnagehk

I'IpOBepKa coegnHeHNsa KNMeHTCKOro KomnbroTepa C CepBepOM agMUHUCTpPUpoBaHNA

Ha ynaneHHoM KoMMbloTepe 13 KoMaHOHOM cTpoku 3anyctuTe ytunuTty kinagehk.

YTunuta kinagchk BxoouT B MHCTanNgLUMOHHBIN nakeT AreHTa agMUHUCTPUPOBaHUS.

Mocne ycTaHoBkM AreHTa agMuHUCTpUpoBaHus yTunuTa kinagechk pacnonaraetcs B narke /Library/Application
Support/Kaspersky Lab/klnagent/Binaries.

B 3aBMCKMMOCTIM OT NapaMeTpoB, ykasaHHbIX NMpw 3amnycke 13 KoMaHaHol cTpoku, yTunnTa kinagehk BeinonHseT
cnegytowie gencTeus:

® BbIBOOUT Ha 9KpaH 1nv coxpaHseT B dbalin 3HaueH1s napamMeTpoB COeANHEHS YCTaHOBIEHHOMO Ha YAaneHHOM
KomnbtoTepe AreHTa agMUHUCTpUpoBaHus ¢ CepBepoM agMUHUCTPUPOBAHNS;

* coxpaHsieT B dalin unm BbIBOAUT Ha 3KpaH CTaTUCTUKY paboTbl AreHTa adMUHUCTPUPOBaHNS (C MOMEHTa
nocnegHero 3arycka nporpamMmbl) 1 pe3ynbTaTbl BbINOMHEHWS onepaLnii;

* NpednpUHUMAaET MOMbITKY YCTaHOBUTbL coelHeHve AreHTa agMHUCTprpoBaHuns ¢ Cepeepom
aOMVIHUCTPUPOBaHWS;

® eCnv CoeaVHeHVe YCTaHOBUTb He yaanock, ytunuta noceinaet ICMP-nakeT ans npoBepku cTaTyca KoMMbloTepa,
Ha KOTOpOM ycTaHoBneH CepBep aaMUHUCTPUPOBAHWS.

MNepen 3anyckom yTUnnTbl B KOMaHOHOV cTpoke nepeinguTe B nanky /Library/Application Support/Kaspersky
Lab/klnagent/Binaries.

CuHTakcmnc komaHgp!:

sudo ./klnagchk [-logfile <uma d¢anna>] [-sp] [-savecert <nyTb K ¢anny cepTtudpukata>] [-
restart]

Ba>kHo! [1na 3anycka yTunnTel TpebytoTcs npasa agMyHUCTPaTopa.
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OnucaHne napameTpos

-logfile <uma ¢aitna> — coxpaHaTb B ykasaHHbIl haiin 3HaueHns napaMeTpoB CoeanHeHns AreHTa
aoMUHUCTpUpoBaHKs ¢ CepBepoM agMUHUCTPUPOBaHNS 1 pe3ynbTaTbl BbINOMHeHWs onepauuii. Ecnv napameTp He
yKasaH, mapamMeTpbl COeVHEHNS C CePBEPOM, PE3Y/bTaTbl BbIMONHEHNS onepaLmii 1 CoobLLeHNs 06 oLwmbkax
BbIBOASATCS Ha aKpaH.

-Sp — COXpaHsaTb B yKa3aHHbI Ppaiin unv BeIBOAWTb Ha 3KpaH Naposb Ans ay TeHTUdrKaLmm Ha NpoKcu-cepBepe.
MapameTp ncnonb3yeTcs, ecnv AreHT agMVHUCTPUPOBaHNS coeanHsieTcs ¢ CepBepoM agMUHUCTPUPOBaHNS Yepes
npokcu-cepaep. 10 ymonyaHmio He CNonb3yeTCs.

-savecert <uma ¢aina> — coxpaHaTb cepTudmKaT Ansg ayTeHTudukaumm Ha Cepsepe agMUHACTPUPOBaHNS B
ykasaHHom daiine.

-restart — nepesanyctutb AreHT adMUHNCTPUPOBaHKS NOCTE 3aBePLUEHNS PaboTbl Y TUNTDI.

Mpumep:
sudo ./klnagchk -logfile kinagchk.log -sp

[lookntoueHne yoaneHHoro komnbetotepa k Cepaepy
aOMUHUCTPUPOBaHNS BPYYHYtO. YTunuta kimover

MopxnioveHne yaaneHHoro kommnbloTepa k Cepeepy agMUHUCTPUPOBaHUS

Ha ynaneHHom koMmbloTepe 13 KoMaHAHOV CTPOKM 3anycTuTe yTunuTy kimover.

YTunuta kimover BxoonT B MHCTaNNSLUMOHHBIN nakeT AreHTa aoMUHNCTPUPOBaHUA.

MNocne ycTaHoBKM AreHTa agMUHUCTpUpoBaHng yTunuTta kimover pacrnonaraetcs B nanke /Library/Application
Support/Kaspersky Lab/klnagent/Binaries.

B zaBucumocTn ot napameTpoB, YKa3aHHbIX MNpwn 3anycke n3 KOMaHOHO CTPOKW, yTUInTa klmover BbinonHseT
cnepywouwmne nencTeus:

* nopkntoyaeT AreHTa agMVHUCTpUpPoBaHng k CepBepy agMVHUCTPUPOBaHNS C YKasaHHbIMU NapamMeTpamu;
® COXpaHsaeT pesyNbTaTbl BbINOMHEHVS onepaum B Gaiin Uiy BbIBOOUT VX Ha 9KpaH.

MNepen 3anyckom yTUnnTbl B KOMaHOHON cTpoke nepeinanTe B nanky /Library/Application Support/Kaspersky
Lab/klnagent/Binaries.

CuvHTaKcunc KoMaHOHOW CTPOKW:

sudo ./klmover [-logfile <uma dainna>] [-address <agpec cepBepa>] [-pn <HOmep nopTa>] [-
ps <Homep SSL-nopTa>] [-nossl] [-cert <nyTb k ¢anny ceptudukata>] [-silent] [-dupfix]

BaxkHo! [1na 3anycka yTunnTbl TpebytoTCS NpaBa agMUHUCTPaTopa.
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OnucaHne napameTpos

-logfile <ums ¢aitna> — coxpaHsTb pe3ynbTaTbl BbINOIHEHNS onepaumm B ykasaHHbii daiin. Ecnv napameTp He
yKasaH, pe3y/bTaTbl BbIMOMHEHNS OrnepaLu U COobLLEHNS 06 OLIMBKaX BbIBOASTCS Ha 9KpPaH.

-address <appec cepsepa> —agpec Cepaepa agMUHUCTPUPOBaHWS, KOTOPbIA AreHT agMUHUCTPUPOBaHMS
1crnonb3yeT afs coeanHeHns. Bol MmoxkeTe ykazaTtb IP-agpec nnn DNS-nvs cepsepa.

MpumeuaHure. Bbl Takxe MOXeTe UCMONb30BaTh KOMaHAY C 3TUM NMapamMeTpOoM, YTOObl USMEHUTL afpec
CepBepa agMUHUCTPUPOBAHMS, C KOTOPbLIM yaaneHHblE KOMMbIOTEPBI YCTaHaBAMBAOT COEAVHEHME.

-pn <HOMep nopTa> — HOMEeP MopTa, MO KOTOPOMY ByAeT OCYLLECTBNSTLCS HE3ALMLLLEHHOE COeAVHEHME C
CepBepom agMUHUCTpUpoBaHus. o ymonyaHuio ncrnonbayetcs 14000 nopr.

-ps <HoMmep SSL-nmopTa> — HoMep NopTa, MO KOTOPOMY ByAET OCYLLECTBNATLCS 3aLUMLLEHHOE COeANHEHNE C
CepBepom agMUHUCTprpoBaHns no SSL-npoTtokony. Mo ymonuanuio ncrnonsayetcs 13000 nopr.

-nossl — vcnonb3oBaTb He3allMLLeHHOE coelHeHre ¢ CepBepoM aiMUHNCTPUPOBaHUS. Ecnv napameTp He
ykasaH, AreHT aMVHUCTPUPOBaHVS yCTaHaBMBaeT 3aluyleHHoe coefHeHne ¢ CepBepoM aagMUHUCTPUPOBaHMS
no SSL-npoTokorny.

-cert <nyTb K danny cepTudukaTa> — MUCMONbL30BaTh ykadaHHbI daiin cepTudrkaTa ans ayTeHTudrKaumm Ha
HoBoMm CepBepe aOMUHUCTPUPOBaHMS. Ecnv napameTp He ykasaH, AreHT adMUHUCTPUPOBaHS MOMyYnT
cepTudmKaT npy Nnepeom noakntoyeHnn Kk Cepeepy aaMVHUCTPUPOBaHMUS.

-silent — 3anycTuUTb yTUINTY Ha BbINOMHEHNE B HEVHTEPAKTUBHOM PEXUME.

-dupfix — aTOT NapameTp NCronb3yeTcs B Cryyae, ecnv ycTaHoBKa AreHTa agMUHUCTPUPOBAHNS Ha KOMIbIOTEPbI
Obina BbINMOHEHA He MPeasToOXEeHHbIMY B 9TOV CripaBke crnocobamu, a, HanpumMep, MyTemM BOCCTaHOBMEHUs U3 obpasa
[VCKa C YCTaHOBNEHHbIM AreHTOM agMUHUCTpUpOoBaHus. Ecnn aBTomaTnueckas camonaeHTdukaums AreHrta
aaMVHUCTPUPOBaHWS MPUBOOUT K AyONNPOBaHNIO 3HAUKOB NCXOAHOrO KOMMbIOTEPA U OCTasbHbIX KOMMbIOTEPOB B
KoHconm agMVHUCTPUPOBaHMS, Bbl MOXETE MOAKIOUNTb Ly 6MpyoLLECs KOMMbIOTEPbI 3aHOBO.

MpumeuaHue. PekomeHayeTcs 3anyckaTb yTunuTy kimover ¢ ykasaHvem 3HaueHuli Bcex napameTpos.

Mpumep:
sudo ./klmover -logfile kimover.log -address 192.0.212 -ps 13001

YoaneHHbli KOMMbIOTep, KOTOPbIA noakntoveH kK CepBepy agMUHUCTPUPOBaHNS Yeped AreHTa agMUHUCTPUPOBaHNS,
Ha3bIBaETCH K/IMEHTCKUM KOMITbIOTEPOM.

YoaneHve AreHTa agMUHUCTPUPOBaHNS

CuHTakcuc komaHgp!:

sudo '/Library/Application Support/Kaspersky Lab/klnagent/Binaries/UninstallScript'’
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YcTtaHoBka 1 yoaneHune Kaspersky Endpoint Security

B aTom pasnene copepxutcs nHdopmaums ob yaaneHHo yctaHoske Kaspersky Endpoint Security Ha knneHTckumin
KOMMbIOTEP U YOANEHUN C HETO.

Tak>ke Bbl MOXETE YCTaHOBUTb 1 yoanuTb Kaspersky Endpoint Security nokanbHo nnm yepes Kaspersky Security
Center Web Console z vnn Kaspersky Security Center Cloud Console .

YcTaHoBKa NPUNOXeHNs ¢ MCNonb3oBaHnemM SSH-npoTokona

Mepen ycTaHoBkoii Kaspersky Endpoint Security Ha yaaneHHbIli koMnbloTep ybeamTech, YTo CoObtoaeHbl
crefytoLume yCrnoBust:

e Cepep apmuHucTpuposaHus Kaspersky Security Center pasBepHyT B ceTY opraHm3aLumm.
e KoHcornb agMUHNCTPUPOBaHNS YyCTaHOBIEHa Ha pabouee mecTo agMuHucTpaTopa Kaspersky Security Center.

* [HcTannsaumoHHbIl nakeT ons npunoxeHns Kaspersky Endpoint Security cosnaH n xpaHuTcs B nanke obLLero
poctyna Cepsepa agMUHUCTPUPOBaHUS.

o daiin kntoya ons Kaspersky Endpoint Security xpaHuTcs B nanke obuero noctyna Cepsepa
aOMUHUCTPUPOBaHMS (MO XenaHuio).

* Ha ynaneHHoMm KoMnbtloTepe paspeLleH YaaneHHblli BXOL,

* YueTHas 3an1cb, C MOMOLLbIO KOTOPOW yCTaHaBNMBaeTCs NpUNoxeHve, fobasneHa B ¢paiin sudoers.
YctaHoBka Kaspersky Endpoint Security Ha knneHTckuin komnbioTep ¢ ucnosnb3oBaHnem SSH-npoTokona

1. Ha pabouem mecTte agmuHucTpaTopa Kaspersky Security Center 3anyctute SSH-knmeHT.

2. CoelMHMTECH C YAaneHHbIM KOMMbIOTEPOM.

3. MopkntounTe nanky obuero goctyna CepBepa agMUHUCTPUPOBaHWS B KaUeCTBE CETEBOrO AMCKa Ha yaaneHHOM
komnbtoTepe. [ns aToro B SSH-knneHTe BBEAUTE CrenytoLlime KoMaHabl:
mkdir /Volumes/KLSHARE
mount_smbfs //<y4yeTHas 3anucb agMUHUCTpaTopa>:<naponb>@<IP-agpec Cepsepa
aaAMUHUCTpupoBaHna>/KLSHARE /Volumes/KLSHARE

OnucaHve napameTpos:

* <y4yeTHaA 3anuCb aAMUHUCTpaATOpa> — UMS yyeTHol 3anucy agMuHncTpaTopa Cepeepa
aoMVHVCTPUPOBaHNUS;

® <naponb> — Maporb y4yeTHol 3anucy agMuHncTpaTopa CepBepa aaMUHUCTPUPOBaHUS

e <IP-agpec CepBepa agMMHUCTpupoBaHua> —IP-agpec cepsepa, Ha koTopoMm ycTaHoBneH Kaspersky
Security Center.

4. 3anycTuTe cKpunT ycTaHoBkW. [Ing aToro B SSH-knneHTe BBEAUTE CneayoLLe KoMaHapl:
cd /Volumes/KLSHARE/<nanka KES c ycTaHOBOYHbIM daisiom>
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./install.sh --accept_eula

roe <nanka KES ¢ yCTaHOBOYHbIM ¢aitoM> — narka, B KOTOPOW pPacrnonoXeH NHCTaNNSALUMOHHDIA nakeT
Kaspersky Endpoint Security.

BaxkHo! [1519 BbIMONHEHWS KOMaHabl TPebyoTCs NpaBa agMYHUCTPaTopa.

B. OTkntounTe ceTeBol ONCK Ha yOoaneHHOM KOMIMbtloTepe. [nsa aTtoro B SSH-knneHTe BBEOUTE cnenyrouyto

KomMaHay:
umount /Volumes/KLSHARE

YcTaHoBka npunoxeHuns yepes Kaspersky Security Center

Mepepn yctaHoskoi Kaspersky Endpoint Security Ha KnMeHTCKWin KoMMbloTep Y6eamTech, YTo CoboaeHbI
crefytoLe yCrnoBust:

e CepBep agMuHUCTpUrpoBaHus Kaspersky Security Center pasBepHyT B ceTU OpraHn3aumm.
e KoHcosb agMUHUCTPUPOBaHNS YyCTaHOBIEHa Ha paboyee MmecTo agMuHcTpaTopa Kaspersky Security Center.
* AreHT aIMUHNCTPUPOBAHNS YCTAHOBEH Ha KITMEHTCKOM KOMMbIOTEPE.

* /HcTanngaumoHHbIV nakeT onga npunoxeHus Kaspersky Endpoint Security cosaaH 1 xpaHnuTcs B nanke obLLero
poctyna Cepsepa agMUHUCTPUPOBAHUS.

e Qaiin kntoya gns Kaspersky Endpoint Security xpaHuTcs B nanke obuiero goctyna Cepsepa
aOMUHNCTPUPOBaHKS (MO XenaHuio).

e KnueHTckuii komnbtoTep fobaeneH B rpynny agMMHUCTPUPOBaHMS Ynpaensaemble ycTpoiicTea Cepaepa
aOMUHUCTPUPOBaHMS (MO XeNaHmo).

MonopobHyto MHPOopMaLMIO O rpynnax aoMUHUCTPUPOoBaHus CepBepa aiMUHUCTPUPOBAaHWS Bbl MOXETE HaliTL B
cnipaske Kaspersky Security Center 2.

YT06bl ycTaHoBUTL Kaspersky Endpoint Security Ha knneHTckuii komnbtoTep vepes Kaspersky Security Center, Bam
HY>KHO cOo3[aTb 1 3anyCTUTb 3afady YoaneHHas ycTaHOBKa NporpamMmbl.

CospaHuve 3agaum yganeHHol yctaHoBku Kaspersky Endpoint Security Ha knueHTckuin komnbloTep
1. 3anyctuTte KoHconb agpmuHncTpuposaHus Kaspersky Security Center.
2. PaseepHuTe y3en CepBep agMUHUCTpupoBaHug </ims cepsepa>.
3. BbibepuTte nanky 3apauw.
4. B paboueli obnacTu HaxmuTe Ha kHornky Hoeaga 3apaua, uTobbl 3anycTTh MacTep CO3aaHns 3aaad.

5. CnepnyliTe Wwaram MacTepa co3faHunsg 3ajayu, YTobbl co3naTh 3afady yaanenHon yctaHosku Kaspersky Endpoint
Security Ha KNMEHTCKUIA KOMMbIOTEP.
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YT06bI NepeinTn K credytowemy wary macTepa, HaxkmMmuTe Ha kHorky danee. YTobbl BepHYTbCA K MpeablayLiemMy
Lary MacTepa, HaXXMUTe Ha KHOTKY . YTobbl 3aBepLunTh paboTy MacTepa Ha MtoboM Luare, HaXXMUTE Ha KHOMKY
OTmeHa.

MprmeuaHue. Bua KHOMOK MOXET OTNMYaTbCS B 3aBUCUMOCTY OT Ucronb3yemoii sepcun Windows.

LLlar 1. Bei6op Tuna 3agauu
1. B okHe BbiGop Trna 3apaun passepHuTe y3en Cepeep apmuHnctpuposaHus Kaspersky Security Center.

2. BblbepuTe 3agavy YaaneHHaa ycTaHOBKa NporpamMmbi.

LLlar 2. BeiGop nHCTannsILMOHHOro NakeTa
B okHe Bbibop MHCTaNNSILMOHHOro NakeTa BbINMOJHUTE OAHO U3 CEeaYOLLMX AeACTBUIA:

e Ecnu nHcTanngumoHHbii nakeT Kaspersky Endpoint Security ¢ Hy>XHbIMU NapameTpamu y>ke Bbln co3naH paHee,
BblGepuTe ero B CNNCKe MHCTaNNSLUMOHHbBIX NakeTOB B BEPXHel YacTu okHa BeiGop MHCTannsLmMoHHoro nakeTa.

® Ecnv MHCTanNgaUMOHHbIN NakeT ¢ HY>XHbIMW NMapamMeTpamMn eLle He Bbin cospnaH, HaxmuTe HoBbliiA, yTObHI
3anyCTnTb MacTep co3naHng nakeTa.

Lar 3. YcTaHOBKa A,OMOMHUTENbHbIX MPOrpamMm

B okHe [lononHnTenbHO ycTaHOBUTE Praxky YCTaHOBUTb AreHT aAMUHNCTPUPOBAHNS COBMECTHO C AaHHOM
nporpammoi 1 <HasBaHne NHCTaNNSLUMOHHOro naketTa AreHTa agMUHUCTPUPOBAHNS>, ECIN Bbl XOTUTE
YCTaHOBUTb AreHT agMUHUCTPUPOBAaHNS Ha KITMEHTCKNIA KOMMbIOTep.

I'Ipmmeanme. VIHCTannsaumoHHbI nakeT gng AreHTa aAMVNHNCTPUPOBaHUYA OOXEeH BbITb CcOo3naH 3apaHee. Ecnn
VIHCTanNSLUMOHHbIM NakeT OTCYTCTBYET, HaXMNTE Ha KHOMKY CospaTb, YTOBbI 3anyCTtunTb MacTep co3gaHng
NHCTaNNAUMOHHOIO nakeTa.

LUar 4. HacTpolika napameTpoB YCTaHOBKN

B okHe MapameTpbl HacTpoiiTe MapamMeTpbl yaaneHHOM yCTaHOBKM MPUIIOXEHNS.

LLiar 5. Bei6op rpynnbl agMUHNCTPUPOBaHUS A5 Ao6aBneHNs KOMMbIOTEPOB NOCe YCTaHOBKM

Ecnn TpebyeTcy, B okHe MNepemelLeHne B CNMCoK ynpasBnsieMbIX YCTPOUCTB BbibepuTe rpynmny
aaMUHUCTPUPOBaHIS, B KOTOPYIO ByayT L06aBeHbl KOMMboTEPb MOCHE YCTaHOBKM MNPUIIOXKEHNS.

MprmeuaHue. OxHo MNMepemelleHne B CNNCOK yNpaBasieMblX YCTPOWCTB NOSIBNSETCS, eCnv Ha Lware 3 Bbl
BblGpany ycTaHoBKY AreHTa agMUHICTPUPOBaHNS.

LWar 6. Onpep.eneHme crnocoba Bbl60pa KNNEeHTCKUX KOMMNbIOTEPOB, ANA KOTOPbIX GYAGT co3paHa 3agava
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B okHe BbiGop ycTpoiicTB, KoTopbiv 6yaeT HasHaueHa 3aaaya BbilbepuTe crnocob, KOTOPbIV XOTUTE NCMOMb30BaTb
LNS BbIBOPKM KNIMEHTCKMX KOMMBIOTEPOB:

e Ecnv Bbl xoTUTE BbIOPATh 13 KOMMBIOTEPOB, OBHAPYXeHHbIX B ceTu CepBepoM agMUHUCTPUPOBaHNS, BbibepuTe
BapwaHT BeiBpaTb ycTpolicTBa, o6Hapy>xeHHble B ceTn CepBepoM agMNHUCTPUPOBaHNS.

e Ecnu Bl xoTuTe yKasaTb IP-agpeca KOMMNbIOTEPOB BPYUHYIO M MMNopTUpoBaTh IP-agpeca komnbioTepos 13
¢alina, BblbepuTe BapraHT 3aaaTh agpeca yCTPOWCTB BPYUHYIO UIN MMMNOPTMPOBaTh U3 CNMCKa.

e Ecnu Bbl xoTUTe co3maTh 3afavy As BIOOPKM YCTPOCTB MO NpenonpeaeieHHOMY KpUTepuio, BbibepuTe
BapwaHT HasHaunTb 3apavy BbIGOpKe yCTPOCTB.

* Ecnu Bbl XOTWTE BbIGPaTh KOMMBIOTEPBI N3 YKa3aHHOW rpy bl aAMUHUCTPUPOBaHNS, BbIOepuTe BapraHT
HasHaunTtb 3apavy rpynne agMMHUCTPUPOBaHUSI.

LLlar 7. BbiGop KIIMEHTCKUX KOMMBIOTEPOB

B oTkpbiBemcs okHe (Bbibop ycTpolicTs, Boibopka ycTpolicTs 1nv BeibepuTte rpynny agMUHUCTPUPOBaHUS, B
3aBVICYMOCTW OT BapuaHTa, KOTOPbIN Bbl BbIGpan Ha NpeaplayLLeM Lare), BoibeprTe KIMEHTCKNE KOMMbIOTEPHI,
ykaxuTe IP-agpeca KOMMbIOTEPOB, YKaXuTe BbIOOPKY KOMMbIOTEPOB, UK BbibepuTe rpynny aaMUHUCTPYPOBaHIS,
L5191 KOTOpOWi ByAeT cosnaHa 3apava.

LLlar 8. Bbi6op yueTHoIA 3anvcu g 3anycka 3agaun

B okHe BbiGop yueTHoIi 3anuncuy s 3anycka 3aaayum ycTaHoBuTe Griaxxok YueTHas 3anuch He TpebyeTtcs (AreHT
aAMUHNCTPVPOBaHUS y>Ke YCTaHOBIEH).

OTO 03HaYaeT, UTo Bbl yCTaHOBUAM AreHT agMUHUCTPUPOBaHKS 0O 3arycka MacTepa CO3aHus 3aaaudn.

LLIar 9. HacTpolika pacnvucaHns 3anycka 3agaqm

1. B okHe HacTpolika pacnucaHus 3anycka 3agaym B packpblBaroLlemcs crmcke 3anyck no pacnmcaHuio
BbibepuTe pexnm 3anycka 3agaun.

2. Ecnn TpebyeTcs, ykaxuTe gaTy 1 Bpems 3arnycka 3agaun, YTobbl 3agaya sanycTunack aBToMaTUyYeckm no
YCTaHOBNEHHOMY PacrCaHuIo.

3. Ecnv Bbl xOTUTe 3amnyckaTb 3ada4u, KOTOPbIE NMPUNOXEHNEe He CMOITO 3amnyCTUTb MO pacnucaHuio (Hanpumep,
KOMMMblOTEP Bbin BbIKMIOYEH B YCTAHOBIEHHOE pacrvcaHneM Bpemsl), ycTaHoBMTe driaxok 3anyckaTb
nponyLeHHbIe 3apaun.

Kaspersky Endpoint Security 3anycTuT 3agauvy, kak TOMbKO NMOMexa, KOTopas MPeEnaTCTBYET 3anycKy 3aaauu,
ByneT ycTpaHeHa.

LLlar 10. OnpepeneHue Ha3BaHWS 3apaun

B okHe Onpeneneﬂme Ha3BaHung 3agaum B nose ima BBeonTe Ha3BaHe co3naBaemMoli 3agaun.

LUar 11. 3aBepLueHne co3paHns 3agayn
B okHe 3aBepLueHue co3gaHus 3aaaqun BuINMONHUTE CrenytoLLe 4eNCTBIS:

1. Ecnn Bbl XoTUTe 3anycTuTb 3aady Noc/e 3aBepLueHns paboTbl MacTepa, ycTaHoBUTe dnaxok 3anycTuTtb
3apaJvy nocrne 3aBepLUeHns paboTbl MacTepa.

2. HaxxmuTe Ha kHorky foToBo Ans 3aBepLUeHns paboTbl MacTepa.

CospaHHas 3agava oTobpasnTcs B paboyeli obnacTu nanku 3apgaun.
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Co3pgaHne NHCTanNgUMoOHHOro nakeTa

Ecnu Bbl cospnaeTe 3apavy YaaneHHas ycTaHOBKa NporpamMmbl, Bbl MOXETE MCMOb30BaTh Kak Y)Ke CO3AaHHbIIA
WHCTanNSaUMOHHBIN NMakeT, Tak 1 co34aTb HOBbI. ECnn Bbl XOTUTE NPOCMOTPETbL CMNCOK CO34aHHbIX
VNHCTanNsauOHHbIX MakeToB, BbibepuTe [lononHuTenbHo > YaaneHHasa ycTaHoBKa > VIHCTannsuvMoHHble NakeThbl.

Co3spaHune nHcTannauuoHHoro naketa B Kaspersky Security Center
1. BanycTuTte KoHconb agMmmHncTprposaHus Kaspersky Security Center.
2. PassepHuTe ysen Cepsep agpMmuHucTpuposaHns <Mims cepeepa>.

3. B nepese koHconu BoibepuTe nanky JononHUTeNnbHO, B Hell noananky YaaneHHasa ycTaHOBKa, a B Hell nognanky
MHcTanngauuoHHble nakeTbl.

4. B paboueli obnacTu HaxmuTe Ha KHomKy Co3paaTh MHCTaNNAUVOHHBIA NakerT.

5. B okHe Bbibop Tna MHCTannsIuMoOHHOro nakeTa HaxxmMmTe Ha KHorky Co3paaTh UHCTaNNSLUMOHHbIA NakeT ang
nporpammel "JlabopaTtopumn Kacnepckoro”.

6. B okHe OnpepeneHne MeHU NHCTaNNSLMOHHOIO nakeTa B nose Beoaa Vima ykaxunte nms HoBoro
VIHCTaNNAUMOHHOr o nakeTa n HaxxmuTe danee.

7. B okHe Bbibop anctpurbyTuBa nporpamMmbl AN1s YCTaHOBKU HaXXMUTe Ha kHorky O630op.

OTKpoeTcs okHO Bhibopa dalina Ans CO3AaHNs MHCTaNISUMOHHOMO nakeTa.

8. OTkpoliTe nanky ¢ cogepXumbiM ancTpubyTnsa Kaspersky Endpoint Security v BoibepuTe daiin kesmac.kud.

B okHe Bbibop ancTpnbyTrBa NnporpamMmbl Ajisl yCTaHOBKM OTOBPasnTCs Ha3BaHWe 1 BEPCUS MPUNOXEHNS 415
YOAneHHON YCTaHOBKM C MOMOLLbIO dalina, KOTopbli Obl1 obaBneH.

9. Ecnn TpebyeTcy, ycTaHoBuUTe dpriaxkok CkonnpoBaTb 0GHOBNEHWS U3 XPaHWINLLA B MHCTANNSLUMOHHDIV NaKeT,
YTOBbI CKOMMPOBAaTL OBHOBMEHS NPUNOXeHWS 13 xpaHunuwa Kaspersky Security Center B MHCTannsILMOHHbIN
nakeT, n HaxxmuTe Hanee.

HauHeTcsa 3arpyska NHCTa/lgaunMoOHHOr o nakeTa Ha CepBep aaAMUHNCTPUPOBaHUA. Mo 3aBepLieHnin 3arpy3km
OTKPOETCH OKHO Tun YCTaHOBKMW.

10. B okHe Tuin ycTaHoBKM B 6510Ke Bbibepute nakeTbl ANg YCTaHOBKU YCTaHOBUTE U CHAMUTE GriaxkKy PSiioM C
Ha3BaHAMYM KOMMOHEHTOB NPOrPamMMbl, KOTOPbIE Bbl XOTUTE MPOMYCTUTb BO BPEMS YCTAaHOBKM Ha KIMEHTCKII
KoMMbtoTep 1 HaxxmuTe danee.

NHcTannsumonHbiii nakeT Kaspersky Endpoint Security ¢ ykasaHHbIMY napameTpamun OyneT co3aaH.

1. B nocnenHem okHe MacTepa HaxmuTe Ha KHomnKy loToBo, UToObI 3aBepLUNTL PaboTy MacTepa Co3naHus
NHCTaNNSLMOHHOro nakeTa.
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YpaneHve npunoxeHns yepes Kaspersky Security Center

MNepen yonaneHem Kaspersky Endpoint Security ¢ knveHTckoro komnbtotepa Yepes Kaspersky Security Center
ybenmTech, UTo cobntofieHbl CrefyoLLe YCNoBUS:

e Cepsep agMrHUCTpUrpoBaHus Kaspersky Security Center pasBepHyT B ceTU OpraHn3aumm.
* KoHcosb agMUHNCTPUPOBaHNS YyCTaHOBIEHa Ha pabouee MecTo agMmuHucTpaTopa Kaspersky Security Center.
* AreHT aIMUHNCTPUPOBAHNS YCTAHOBMEH Ha KITMEHTCKOM KOMMbIOTEPE.

Yt06bl yoanuTs Kaspersky Endpoint Security ¢ knneHTckoro komnbtoTepa Yepes Kaspersky Security Center Bam
HY>KHO CO3[aTb 11 3aMyCTUTb 3ada4y YAaneHHas AenHCTannsaumus nporpamMmmbi.

Ba>kHo! Ynanss Kaspersky Endpoint Security ¢ knMeHTCKoro koMnbloTepa, Bbl MOABEPraeTe ero Cepbe3HOMYy
PUCKY 3apakeHus.

Co3spaHue 3agaun yaaneHHol aeuHctannsauum Kaspersky Endpoint Security ¢ knneHTckoro komnbtoTepa
1. BanyctuTte KoHconb agmuHucTpupoBaHus Kaspersky Security Center.
2. PassepHuTe y3en CepBep agpMmnHncTpuposaHus <ims cepsepa>.
3. BeibepuTe nanky 3apaum.
4. B paboueli obnacTu HaxmuTe Ha kHomnky HoBag 3apaua, utobbl 3anycTTh MacTep CO3A4aHNs 3aaaul.

5. CnepyiiTe Wwaram MacTepa cosfaHns 3agayn, YTobbl co3aaTh 3agady yaaneHHon genHetanngumm Kaspersky
Endpoint Security ¢ knneHTckoro komnbtoTepa.

YToBbl NepeiiTyi Kk creadytoLlemMy Lwary MacTepa, HaxmMuTe Ha kHorky Hanee. YTo6bl BepHYTbCA K MpedblayLemy
Lary macTepa, HaKM1UTe Ha KHOTKY - . YTo6bl 3aBepLUMTh paboTy MacTepa Ha Ito6OoM Lare, HaXXKMUTE Ha KHOTKY
OTmeHa.

an/IMe‘-IaHI/Ie. Buva kHoMok MOXeT oTAnyaTbCcs B 3@aBUCUMOCTU OT VICI'IOJ'Ib3Y€MOI7I Bepcun Windows.

LLlar 1. Bei6op Tuna 3agauu
1. B okHe BbiGop Tuna 3apaun passepHuTe y3en Cepeep agpmuHnctpuposaHus Kaspersky Security Center.
2. PasBepHuTe y3en [JJononHUTeNbHO.

3. BolbepuTe 3apavy YpaneHHasi AeMHCTannsSLms nporpamMmbl.

LLiar 2. BeiGop yaansiemoro npunoXxeHus

B okHe BbiGop yaansemolii nporpammel BbibepuTe BapraHT YaanuTb nporpammy, noaaepxunsaemyto Kaspersky
Security Center.

LLlar 3. HacTpolika napameTpoB yaaneHus
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B okHe MapameTpbl BbIMONHATE CriedyloLe OeNCTBIS:

1. B packpbiBatoemcs crincke Mporpamma pns yaaneHus Boibepute anemeHT Kaspersky Endpoint Security ans
Mac 12.2.

2. HaxxmuTte Oanee.

3. HacTpoliTe napameTpbl yoaneHns npunoxeHus.

LLlar 4. Bei6op BapraHTa nepe3arpy3kiu onepaumoHHOl CUCTEMBI

B okHe BbiGop aelicTBrd Npu Heo6xoaMMOCTY Nepesarpy3Kiy onepaLyuoHHol cucTeMsbl BbibepuTe BapuaHT He
nepesarpy>arb YCTPOWCTBO.

Lar 5. Onpe.u,eneHme cnocoba Bbl60pa KIIMeHTCKNX KOMMNbIOTEPOB, A9 KOTOPbIX GYAeT co3paHa 3apava

B okHe BbiGop ycTpoiicTB, koTopbiv 6yaeT HasHaueHa 3aaaya BbilbeprTe crnocob, KOTOPbIV XOTUTE NCMOMb30BaTb
LNS BbIBOPKM KIIMEHTCKIMX KOMMBIOTEPOB:

e Ecnv Bbl xoTUTE BbIOPATh 13 KOMMBIOTEPOB, OBHAPYXeHHbIX B ceTy CepBepoM agMUHICTPUPOBaHNS, BbibepuTe
BapwaHT BeiBpaTb ycTpolicTBa, o6Hapy>xeHHble B ceTn CepBepomM agMNHUCTPUPOBaHNS.

* Ecnu Bl xoTuTe yKasaTb IP-agpeca KOMMNbIOTEPOB BPYUYHYIO UM MMNopTUpoBaTh IP-agpeca komnbioTepos 13
¢alina, BblbepuTe BapraHT 3aaaTh agpeca yCTPOWCTB BPYUHYIO U MMMNOPTMPOBaTh N3 CNMCKa.

e Ecnv Bbl xoTUTE co3maTh 3afavy As BbIOOPKM YCTPOWCTB MO NpenonpeasieHHOMY KpUTepuio, BbibepuTe
BapwaHT HasHaunTb 3apavy BbIGOpKe yCTPOCTB.

* Ecnu Bbl XOTWTE BbIGPaTh KOMMLIOTEPBI N3 YKa3aHHOW rpynnbl aAMUHUCTPUPOBaHNS, BbiOepuTe BapraHT
HasHaunTtb 3apavy rpynne agMMHUCTPUPOBaHUSI.

LLlar 6. Bbi6op KNMEHTCKMX KOMMbIOTEPOB

B oTkpbiBemcs okHe (Bbibop ycTpolicTs, Boibopka ycTpolicTs 1nv BeibepuTte rpynny agMUHUCTPUPOBaHUS, B
3aBVICYMOCTW OT BapuaHTa, KOTOPbIN Bbl BbIGpan Ha NpeaplayLLemM Lare), BoibeprTe KIMMEHTCKNE KOMMbIOTEPHI,
ykaxuTe IP-agpeca KOMMbIOTEPOB, YKaXuTe BbIOOPKY KOMMbIOTEPOB, UK BbibepuTe rpynny aaMUHUCTPYPOBaHIS,
L5191 KOTOpOWi ByAeT cosnaHa 3apava.

LLlar 7. BoiGop yueTHoIA 3anvcu g 3anycka 3agayn

B okHe BbiGop yueTHoIi 3anuncuy s 3anycka 3aaayum ycTaHoBuTe Griaxkxok YueTHas 3anuch He TpebyeTtcs (AreHT
aAMUHNCTPVPOBaHUS y>Ke YCTaHOBIEH).

OTO 03HaYaeT, UTo Bbl yCTaHOBUAM AreHT agMUHUCTPUPOBaHKS OO 3arycka MacTepa CO3aHns 3aaaun.

LUar 8. HacTpoliika pacnucaHus 3anycka 3agauu

1. B okHe HacTpolika pacnucaHus 3anycka 3apaym B packpblBaroLlemcs crvmcke 3anyck no pacnmcaHuio
BbibepuTe pexnm 3anycka sagau.

2. Ecnn TpebyeTcs, ykaxuTe JaTy 1 Bpems 3arnycka 3agaun, YTobbl 3agaya sanycTunack aBToMaTUyYeckm no
YCTaHOBNEHHOMY PacrnCaHuIo.
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3. Ecnn Bbl xoTuTe 3anyckaTb 3agayn, KOTopble NPUIoXKeHne He CMOrsio 3anyCTuUTb MO pacnncaHno (Hanpwvlep,
KOMIMbOTEP BbIN BbIK/OYEH B YCTaHOBNEHHOE pacrncaHnem BpeM‘}l), yCTaHOBUTE c|>na>|<0|< 3aI'IYCKaTb
nponyLwieHHbie 3agayn.

Kaspersky Endpoint Security 3anycTuT 3agauy, kak TOMbKO NMomMexa, KoTopas MPensaTCTBYeT 3anycky 3agauu,
OyneT ycTpaHeHa.

LLlar 9. Onpepenenune Ha3BaHUS 3apaun

B okHe OnpepeneHne Ha3BaHW4a 3apgaym B nosie Vima BBeanTe Ha3BaHVe co30aBaeMolt 3ajaqn.

LLlar 10. 3aBepLueHne cospaHns 3apaun
B okHe 3aBepLueHne co3paaHus 3aAaum BbiMOHUTE CReaytoLLe AeNCTBUS:

1. Ecnu Bbl XOTUTE 3anyCcTUTb 3agady nocre 3aBepLueHns paboTel MacTepa, yCTaHoBUTe $riaxkok 3anycTutb
3apauvy nocre 3aBepLueHnNs paboTbl MacTepa.

2. HaxxmuTe Ha kHonky foToBo Ans 3aBeplueHns paboTbl MacTepa.

CospaHHas 3agaya otobpasuTcs B paboyeli obnacTu nanky 3agavun.

3anyck 1 0CTaHOBKa NMpunoxeHns yepes Kaspersky
Security Center

Bbl MoXeTe 3anycTuTb 1 ocTaHoBUTbL Kaspersky Endpoint Security Ha komnbloTepe, BbIGpaHHOM B Cricke
YCTPOWCTB, KOTOPbIMM MOXHO YrpaBnaTb yepes Kaspersky Security Center.

3Banyck n octaHoeka Kaspersky Endpoint Security uepes Kaspersky Security Center

1. 3anyctute KoHconb apmuHncTpupoaHus Kaspersky Security Center.

2. PasBepHuTe y3en CepBep agMnHncTpupoBaHus <imsa cepeepa>.

3. B nepese koHconm BoibepuTe narnky Ynpaendemble yCTpPOUCTBA.

4. BoibepuTe rpynny agMUHICTPUPOBAHNS, B KOTOPYHO BXOAUT KIIMEHTCKU KOMMbIOTEP.

5. BuibepuTe Bklanky YcTpolicTsa.

6. BbibepuTe KOMMbIOTEP B CMMCKE KITMEHTCKUX KOMMbIOTEPOB.

7. OTkpoliTe okHo CBolicTBa: <HasBaHMe komnbloTepa> OOHVM 13 ClIeAYHOLLMX CMOCOBOB:
* nBaXapl WENKHUTE MO MEHW KITMEHTCKOrO KOMIMbIOTEPa;

* [0 MPaBoli KNaBMLLE MbILLN OTKPOTE KOHTEKCTHOE MEHIO KIIMEHTCKOIO KOMMbIoTepa 1 Bol6epuTe MyHKT
CeolicTBa.

8. BuibepuTte pasnen Mporpammbl.
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9. B cnincke Mporpammel “JTa6opaTtopun Kacnepckoro”, ycTaHOBNEHHbIE HA YCTPOWCTBE MO MpaBoii KNaBuLLe
MbILLW OTKPOWTE KOHTEKCTHOE MeHIo anemeHTa Kaspersky Endpoint Security ang Mac 12.2 v BeinonHuTe ogHO
N3 cnemyoLmx OeNCTBUI:

e Ecnu Bbl xoTWTe 3anycTuTb Nporpammy, Boibeprte NyHKT 3anycTuTb.

e Ecnuv Bbl XOTWTE OCTAHOBUTH MPOrpammy, Boibepurte nyHkT OcTaHOBUTb.

BaxkHo! Nocne ocTaHoBky paboTbl Kaspersky Endpoint Security, KnMeHTCKMIA KOMMbOTEP MPOLAOIXKUT
paboTaTb B HE3ALLVLLEHHOM PEXME U MOXET BbITb MOABEPTHYT PUCKY 3apakeHus.

CospaHve 3agay 1 ynpasneHme nmm

OT1OoT paspen conepxumT nHdopmaumio o6 ncnonbsosaHun Kaspersky Security Center ons cosnaHvs U HacTPOViK
3apay Kaspersky Endpoint Security Ha KNIMEHTCKOM KOMMbIOTEPE WK Ha rpynne KIMEHTCKNX KOMMbIOTEPOB.

3anaya — Habop pelicTBIWIA C HacTpanBaeMbiMK NapameTpami, KoTopblil Kaspersky Endpoint Security BoinonHseT
Ha KNIMEeHTCKOM KOMbloTepe.

B Kaspersky Security Center Bbl MOXeTe co3naTtb crefytoLme 3agaun:
e [lobasneHwne knoya

* BricTpas nposBepka

OTkaT 0BbHOBMNEHNS

¢ [lpoBepka

O6HoBneHne
Hapn 3agauamu Bbl MOXETE BbINOMHATL ClefytoLivie OeicTBUS:
* 3anyckaTb 1 OCTaHaBNBaTb 3a4auL;
® HacTpavBaTb NapamMeTpbl 3a4auu;
® OTCNEXWBATb BbINOMHEHNE 3a8auL;
* KOMUPOBATb 1 NEPEHOCUTL 3a4aun U3 OAHOM rPYNMbl B APYTYHO;
* yOangTb 3a4aqu;
® /IMMOPTMPOBATL 1 9KCMOPTUPOBATL 3a4auN.

MoppobHyto MHPOopMaLMIO O 3ajadax Bbl MOXeTe HaliTu B crnipaske Kaspersky Security Center®.
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Co3zpgaHuve 3agaun

Mpwu paboTe ¢ Kaspersky Endpoint Security uepes Kaspersky Security Center Bbl MOXeTe cosfnaBaTh CrieaytoLime
TUMbI 3a8aY:

¢ JlokanbHble 3apaun. JlokanbHas 3a4a4a — 9TO 3ajava, KOTOpad 3arnyckaeTcd Ha OTAEe/IbHOM KJTMEHTCKOM
KOMrbtoTEepe.

e [pynnosble 3agaun. [pyrnosas 3aaa4a — 9TO 3afada, KOTopas 3arnyckaeTcs Ha KOMMbloTepax, BXOASLLMX B rpynmy
aaMUHNCTPUPOBAHNS.

* 3apaun Ons NponsBobHOro Habopa KOMMbIoTEPOB. Bbl MoXeTe cospaTh 3ajady, koTopas OyheT 3arnyckaTbCs Ha
NtoBbIX KOMMBbIOTEPAX, BHE 3aBMCYMOCTI OT VX MPUHAAJIEXHOCTU K rpynne agMUHUCTPUPOBaHS 1 BbiGopke
KOMMbIOTEPOB.

CospaHune nokanbHol 3apayn Ans OTAENbHOro KJIMEHTCKOro KoMrbloTepa
1. BanycTuTte KoHconb agMmmHncTpuposaHus Kaspersky Security Center.

2. PassepHuTe y3en CepBep aagmMuHucTprnpoBaHus </ivis cepeepa>.

3. B nepese koHconu BoibepuTe nNanky Ynpaensemblie yCTpoiicTBa.

4. BblbepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOOUT KIMEHTCKIMIA KOMMbIOTEP.

5. B pabouein obnacTu BoibepuTe Bkagky YcTpoicTea.

6. BeibepuTe kOMMbIOTEP B CMINCKE KNMEHTCKNX KOMMBIOTEPOB.

7. OTkpoliTe okHo CBolicTBa: <HasBaHue komnbioTepa> OOHNM 13 CrieayoLmx CrocoboB:

¢ OBaXdpl WEeNKHTE NO MMEeHW KNTMEHTCKOro KOMrbloTepa;

® 0 NpaBoVi KNaBuLLE MblLLM OTKPOWTE KOHTEKCTHOE MEHIO KITMEHTCKOrO KOMMbIOTEPA U BbIBEPUTE MYHKT
CeolicTBa.

8. B okHe CeolicTBa:<HazBaHue koMmnbloTepa> BbibepuTe pasnen 3agaun.

B paboueli obnacTy cnpaBa oTob6pasnTCs CNMCOK CUCTEMHBIX 1 NOMb30BaTENbCKMX 3aAa4, CO3OaHHbIX A5
BbIBPaHHOrO KIMEHTCKOro KOMMbloTepa.

9. B HMxHelt yacTn paboueil obnacT HaxxMuTe Ha KHorky [Jo6aBuTb.

3aI'IYCTI/ITCQ MacTep co3gaHng 3afgadn.

10. Cne,u.y|7|Te Laram MacTepa Co3faHung 3agayn, YTOBbI COo30aTb NoKanbHYyHO 3agady ongd otaoenbHOro KNMeHTCKoro
KOMrbtOoTEpPAa.

CospaHne 3apaum Anst KIMEHTCKNX KOMMbIOTEPOB, BXOASLLUX B FPpynny agMUHUCTPUPOBaHKS
1. BanycTuTte KoHconb agmuHncTpuposaHus Kaspersky Security Center.

2. PassepHuTe ysen Cepsep agMmuHucTpupoBaHus <Mimsa cepeepa>.
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3. B nepese koHconu BoibepuTe Nanky Ynpaensemblie yCTpoiicTBa.

4. BbelbepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOOUT KIMEHTCKIMIA KOMMbIOTEP.

5. B pabouein obnacTu BoibepuTe Bkaaky 3agauun.

6. B paboueii obnactun HaxxmnTe Ha KHornky HoBas 3apava, UTobbl 3anyCTVTb MacTep CO3AaHNS 3aaaqn.

7. CrepyiiTe Wwaram MacTepa CO3faHns 3agaun, YTobbl co3aaTh 3agady Ans KIMEeHTCKUX KOMMbIOTEPOB, BXOASALNX B
rpynny agMUHUCTPUPOBaHUS.

MonpobHyto MHGOPMaLMo 06 0COBEHHOCTAX CO3aaHNs FPYMMOBbIX 3aaad Bbl MOXeTe HaliTy B crpaske Kaspersky
Security Center®.

CospaHne 3agauv Ans Npon3BosibHOro Habopa KOMMbIOTEPOB
1. BanycTuTte KoHconb agMmmHncTpuposaHus Kaspersky Security Center.
2. PaseepHuTe y3sen Cepsep agpMmuHucTpupoBaHus <Mimsa cepeepa>.
3. B nepeBe KoHconM BbibepuTe nanky 3agauu.
4. B paboueli obnacTu HaxmuTe Ha KHomnky HoBag 3apaua, Utobbl 3anycTTh MacTep CO3AaHNs 3aaau.

5. CnepnyiiTe Wwaram MacTepa co3faHuns 3agadu, YTobbl co3naTb 3afady A1 NPOV3BOIbHOrO Habopa KIMEHTCKIMX
KOMIMbIOTEPOB.

YT06bl NepeinTn Kk crenytoLemMy Lwary MacTepa, HaxkmMmuTe Ha kHorky Hanee. YTo6bl BEpHYTbCS K MpenblayLLemMy
Liary MacTepa, HaXXM1Te Ha KHOMKY « . YTobbl 3aBepLlUunTb paboTy MacTepa Ha ItoBoM Lware, HaXXMUTE Ha KHOMKY
OTmeHa.

MprmeuaHue. Bua KHOMOK MOXET OTNMYaTbCs B 3aBUCUMOCTY OT Ucronb3yemoii sepcun Windows.

LLiar 1. Boi6op npunoxkeHns 1 Tuna sagayu
1. B okHe Bbibop Tna 3apaun passepruTe y3en Kaspersky Endpoint Security ang Mac 12.2.
2. BoibepuTe TvN 3agaun, KOTOPYHO Bbl XOTUTE CO3AATb!

e EcnuBbl X0TUTE co3gaTb 3afjavy p,o6aBneH|/|9| KJ1tou4a, Bbl6epI/ITe ,D,oGaBneHme Kno4ya.

YT06bl CO3OaTh 3aaduy NPoBepKU BaxKHbIx obracTel, BbibepuTe BoicTpas npoBepka.
e Ecnu Bbl xOTUTE co3paTh 3ajadvy oTkaTa 0bHOBNEHMs, BoibeprTe OTKaT 06GHOBNEHMS.
e Ecnu Bbl xoTWTe cosnaTb 3agady noucka spegoHocHoro 10, BeibepuTe MNpoBepka.

e Ecnu Bbl xoTUTE cO30aThb 3agavy OBHOBNEHWS, Bbl6epI/ITe O6HoBneHNe.

LLlar 2. HacTpoiika napameTpoB BbIbpaHHOro Tvna 3agayv

B saBucumocTu ot Bbl6paHHOFO Ha npenpiayuiem ware Tmna 3agadn cooep>XxXrmmoe okHa HGCTpOVIKI/I napamMmeTpoB
3afayn MOXeT pasfinyaTbCy. ﬂ,ﬂﬂ 3apayn oTkaTa OBHOBIEHNS 3TO OKHO He 0T06pa>KaeTcs|.
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AKTMBaLMSA NPUNOXEHNS
B okHe AKTUBaUMS NPUNOXEHUS BbINOHNTE CeayoLe AeACTBUS:

1. BoibepuTe kop, akTuBaLmm nnm kiod ns xpaHunuwa Kaspersky Security Center nnm no6asbTte daiin koua,
KOTOPbI XPaHUTCS Ha BalleM KOMMbloTepe.

2. Ecnun Bbl XO0TUTE [OBaBUTb YKasaHHbIN Koy B KaYECTBE pPe3epBHOro, ycTaHoBUTe driaxok [lo6aBuTb B KavecTBe
pesepBHOro Knoua.

Pe3epBHbII7I KNoY CTaHOBUTCA aKTUBHbBIM MO OKOHYaH CpOKa rogHOCTU TeKYLLLero akTmBHOro Knrouya.

VNHdopMaLums 06 ykasaHHOM Kitoue (KoY, TUM KIkoYa, a TakXke AaTa OKOHYaHWs cpoka FroLHOCTU Kitoya)
0TOBpasnTCcs B okHe AKTMBALNS MNPUTOXEHNS.

O6HoBneHne
OcHoBHbIM NCcTOUHMKOM 06HOoBNEHW Kaspersky Endpoint Security sgBnsioTcs cneumanbHble cepBepbl OGHOBMEHWIA
"NabopaTtopum Kacnepckoro'. Kaspersky Endpoint Security Takxke MOXeT UCMOb30BaTh B KAUECTBE MCTOYHYKE

O0BHOB/IEHVIKT TOUKN PacMpPOCTPaHEHWS, SlokasbHble Nanku 1nv apyrve Beb-cepBepb!.

Bbl MOXeTe noMecTuTb Nony4eHHble OBHOBNEHNS B TOKanNbHYIO Nanky Ans obHosneHvs 6as n mogyneit Kaspersky
Endpoint Security Ha opyrunx KoMnbloTepax CeT OpraHn3aLmnm A1 YMeHbLUEHNS MHTEPHET-Tpaduika.

MpoLenypa nonyueHnst OGHOBNEHWI ByOEeT OpraHM3oBaHa CrefyoLM obpasom:
1. OoyH 13 KOMMBIOTEPOB CEeTU NnosyyaeT nakeT obHoBneHuin Kaspersky Endpoint Security ¢ cepsepos

obHoBneHwin "NlabopaTopum Kacnepckoro” nnbo n3 gpyroro CTOYHMKa 06HOBNeHWI. Bbl nomMelLaeTe
nony4YeHHble OBHOBNEHWS B Manky o6LLero gocTyna.

MpumeuaHue. Bbl LomKHbI cO34aTh NOKasbHYo Nanky ¢ 0BLLMM LOCTYNOM 3apaHee.
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2. [lpyrvie koMnbloTEpbl CETY 415 MONYYeHNs OOHOBEHWIA 0BPALLAIOTCS K JIOKabHOM Nanke ¢ OBLLMM LOCTYMNOM,
KaK K ICTOYHIKY OBHOBMNEHNIA.

)
.
)

PacnpocTpaHeHne o6HOBNEHWI Yepes NoKarbHbIV KOMMbIOTEP
Ecnmn Tpe6yeTc9, B okHe OBHOBREHNE N3MeHNTe napameTpbl 3agayn obHOBNEHVS:

1. Ecnu Bbl XOTUTE OTKIOUNTL OBHOBNEHNE MO,D,YHGVI NMPUNOXEeHNdA, CHUMUTE c|>na>|<0|< O6HoBNATb Mopoynu
ApUNoXeHud.

2. Ecnvi Bbl XOTUTE N3MEHUTb UCTOUHVKI OBHOBNEHWIA:

a. HaxxmunTte Ha kHorky MapameTpbl.

OTkpoeTcs okHo MNapameTpbl: O6HOBNEHNME.
b. YcTaHoBUTE draxkun pgaomM ¢ UICTOUHUKaMU OBHOBIEHUI, KOTOPbIE Bbl XOTUTE UCMONb30BaTb.

3. Ecnun Bbl xoTWTE yKasaTb OPYroil ICTOYHVK OBHOBMEHWIA, HAXMUTE Ha KHOMKY [lo6aBuTb.

OTtkpoeTcs okHO VIcToUHUK 0BHOBREHUIA.

a. YkaxuTte Be6—aﬂ,pec NCTOYHNKa OBHOBNEHWI Ui nyTb K NOKanbHOW NI CETEBOI Narike, KOTOpad ABNAeTCH
VNCTOYHMKOM OBHOBNEHWM 1 Haxxmute OK.

b. Haxxmute Ha kHornky OK, uToBbl coXpaHnTb N3MeHeHWs 1 3aKpbiTb OKHO MNapameTpbl: O6HoBNEHNE.

MpoBepka 1 BbiIcTpas NpoBepka

Mo ymonuaHuio Kaspersky Endpoint Security ncnonbayeT ypoBeHb 6e3ornacHocT PekomeHaoBaHHbIN,
3anpaluvBaeT AeiNCTBME NPY OBHAPYXXEHNN 3apaXKeHHOro 06 beKTa Mo OKOHYaHNM NMPOBEPKU 1 MPOBEPSET
crnenytoLme obbeKTbI:

® BCe CbeMHble ONCKW;

® BCe BHYTPEHHNe ONCKW;
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® BCe ceTeBble ONCKW;

® Mam4aTb KOMMbOTEPA.

Mpumeuanue. Kaspersky Endpoint Security He npoBepsieT daiinbl, pacnonioxeHHble B xpaHunmwiax OneDrive,
iCloud v gpyrmx obnauHbix xpaHunuwax. Micknounte atn daiinsl 13 obnactu nposepku. B npoTneBHoM cryyae
3afa4a NPOBEPKMN MOXET 3aBEPLUNTLCS C OLUNOKON 3apaxeHHbivi paiisl He yaaneH.

Ecnu TpebyeTcy, B okHe MpoBepka n3amMeHUTe napameTpbl MPOBEPKML:

1. BoibepurTe 04VH 13 NpenyCTaHOBNEHHBIX YPOBHel 6&30MacHOCT UV HaCTPONiTe NapamMeTpbl YPOBHS
He30nacHOCTH BPyUHYIO.

2. Ykaxxute gelictaue, kotopoe Kaspersky Endpoint Security BbInonHseT npu 06HapyXeHn 3apaXkeHHOro
obbekTa.

3. ChopmmpyinTe obnacTb MpOBEPKU.

LLlar 3. OnpepeneHue cnocoba Boibopa KNMEHTCKMX KOMMbIOTEPOB, AN KOTOPbIX ByaeT co3paHa 3ajava

I'Ipvlmeanme. OTOT War He 0T06pa>|<aeTc91 L0119 NOKabHbIX NI TPYMNNoBbIX 3a4ad.

B okHe Bbibop ycTpoiicTB, KOTOpbIM ByaeT HasHaveHa 3agava BbibepuTe crocob, KOTOPbIV XOTUTE UCMONb30BaThb
LNs BbIDOPKIM KITMEHTCKMX KOMIMbIOTEPOB:

e Ecnu Bbl xoTUTE BbIOPATh 13 KOMMBIOTEPOB, OBHAPYXEHHbIX B ceTu CepBepOM agMUHNCTPUPOBaHNS, BbibepuTe
BapvaHT BeibpaTb ycTpoiicTBa, o6Hapy>keHHble B ceT CepBepoM agMUHUCTPUPOBAHMS.

e Ecnu Bbl xoTuTe ykasaTb IP-agpeca komnbloTepoB BpyUHYto 1iv MMnopTupoBaTs IP-agpeca KoMMbIoTepoB 13
daiina, BbibepuTe BapraHT 3agaTh agpeca YCTPOACTB BPYUHYIO NW MMMOPTMPOBATh N3 crnmcka.

e Ecnu Bbl XOTWTe co3aaTh 3agady 4ns BblbOpKM YCTPOUCTB Mo NpeaonpefeneHHOMY KpuTeputo, BolbepuTe
BapuaHT HasHaunTb 3apavy BbiGOpKe YCTPOMCTB.

* Ecnu Bbl XoTUTE BbIGPaTh KOMMLIOTEPDI 13 YKa3aHHOW Py bl aAMUHUCTPUPOBaHWS, BblbepuTe BapnaHT
HasHauutb 3apayy rpynne agMUHUCTPUPOBaHNS.

LLlar 4. Bbi6op KNMeHTCKNX KOMMbIOTEPOB

I'Ipmmeanme. OTOT War He 0T06pa>|<aeTcsl 0N NoKasibHbIX UK rpynnoBbIX 3aaav.

B oTkpbiBwemcs okHe (Bbibop ycTpoiicTs, Beibopka ycTpolicTs 1nv BeibepuTe rpynny agMUHUCTPUPOBaHUS, B
3aBVICYMOCTW OT BapuaHTa, KOTOPbIN Bbl BbIGpan Ha NpeaplayLLem Lware), BolbeprTe KNMEHTCKNE KOMMbIOTEPbI,
ykaxuTe IP-agpeca KOMMbIOTEPOB, YKaX1Te BbIOOPKY KOMMbIOTEPOB, U BbIbepuTe rpynny agMUHUCTPUPOBaHNS,
LS KOTOpOW ByaeT cosnaHa 3apava.
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LUar 5. HacTpoiika pacnncaHug 3anycka 3agauv

1. B okHe HacTpolika pacnmcaHus 3anycka 3agaym B pacKpblBatoLLLEMCS Cricke 3anyck No pacnmcaHuio
BbibepuTe pexnm 3arnycka sagaun.

2. Ecnn TpebyeTcs, ykaxuTe JaTy 1 Bpems 3arnycka 3agaun, YTobbl 3agaya sanycTunack aBToMaTUyYeckm no
YCTaHOBNEHHOMY PacrCaHuIo.

3. Ecnuv Bbl xO0TUTe 3anyckaTb 3ada4n, KOTOpbIE NMPUNOXEHNe He CMOrTOo 3anyCTUTb MO pacnucaHuio (Hanpumep,
KOMMMbloTEP Bbln BbIKMOYEH B YCTAHOBIEHHOE pachvcaHneM BpeMmsl), ycTaHoBMTe driaxxok 3anyckaTb
nponyLueHHbIe 3apaun.

Kaspersky Endpoint Security 3anycTuT 3agavy, kak TOMbKO NMOMexa, KOTopas MPEnaTCTBYET 3anycKy 3aaau,
ByneT ycTpaHeHa.

4. Ecnu Bbl xoTuTe, uTobbl Kaspersky Security Center aBToMaTUyYecky onpenensn uHTepsan Mexay 3anyckamu
3a[la4 Ha pasHbIX KOMMbOTEPaX, ycTaHoBUTE draxok Micnonb3oBaTb aBToMaTuyeckoe onpeaeneHme
cnyyJailiHoro UHTepBana MeXxJgy 3anyckamu 3agadu.

370 nosBongeT cHU3UTL Harpy3sky Ha Cepsep agmuHcTpupoBaHus Kaspersky Security Center.
5. Ecnu Bbl XOTWTE YCTAHOBUTL MHTEPBA MEX Y 3aryckamy 3a4a4n Ha pasHbiX KOMMbOTEPaXx BPYUHY!O,

ycTaHoBuTe dnaxok Micnonb3oBaTtb cnyyaiiHyio 3aaepikKy 3anycka 3agayu B UHTepBase (MUH) 1 yKaxunTe
KONMMYECTBO MUHYT.

OT0 nosBongeT cHM3NTL Harpy3sky Ha Cepsep agmuHcTpupoBaHus Kaspersky Security Center.

LLlar 6. OnpepeneHne Ha3BaHNs 3agaun

B okHe OnpepeneHne Ha3BaHW4 3apayn B nosie Vima BBeanTe Ha3BaHVe co3aaBaeMolt 3ajaqn.

LLlar 7. BaBepLueHue co3pnaHus 3apaun
B okHe 3aBepLueHne co3pannsa 3aaaym BoINONHNUTE CneaytoLve AeNCTBUS:

1. Ecnmn Bbl XOTWTe 3anycTuTb 3aaady Nocre 3aBepLueHns paboTel MacTepa, ycTaHoBUTe dnaxok 3anycTuTb
3apadvy nocre 3aBepLueHns paboTbl MacTepa.

2. HaxxmuTe Ha kHonky foToBo Ons 3aBepLueHns paboTbl MacTepa.

3anyck 1 ocTaHOBKa 3afay BPYUYHYO

38I'IYCK N OCTaHOBKa 3afau no pacnmcaHmo OCYyLLLEeCTBNAEeTCA aBTOMaTU4eCk B COOTBETCTBUN C pacrnncaHnem. Tem
HE MEeHEe, Bbl MOXETEe 3arnyCTTb 3agady BPy4HYIO B noboe BpemM4.

I'Ipmmeqal-wle. 3ar|yC|< 3ana4y Ha KIIMeHTCKOM KOMMbOTepe BbINONMHAETCYA TONbKO B TOM Ciy4Yae, eC/qii 3anyLieH
AreHT aAMVNHNCTPUPOBaHUY. |_|pl/l OCTaHOBKe pa6OTbI AreHTa agMVNHNCTPNPOBaHN4 BbIMOSIHEHNE BCEX
3anyLleHHbIX 3adady npepbiBaeTCy.

3anyck n ocTaHOBKa 3afa4 Bpy4Hyto
1. OTkpoliTe cnMcok 3apay, B KOTOPbIN BXOOUT Hy>Has 3apava.

2. BelbepunTe 3agayy, KOTOPYIO Bbl XOTUTE 3aMyCTUTb UM OCTaHOBUT.
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3. 38I'IYCTI/ITe nnn oCTaHoBUTe 3afdavyy ogHMM 13 Ccrenyomnx crnocoboe:

* [lo npaBoii knaBuLLE MbILLK OTKPOWTE KOHTEKCTHOE MEHIO 3afaun 1 BbibepuTe NyHKT 3anycTuTb U
OcTaHoBUTb.

e B paboueli 06nacTun HaxmuTe Ha kHornky 3anyctutb 1 OcTaHOBUTD.

* [lo npaBoli KnaBKLLe MbILLN OTKPONTE KOHTEKCTHOE MEHIO 3aaayn 1 BbibepuTe nyHkT CBoiicTa. B
OTKPbIBLLEMCS OKHE HaXXMUTe Ha KHOMKY 3anycTuTb 1 OCcTaHOBUTD.

IMnopT v akcnopT 3agav

Bbl MOXeTe aKcnopTvpoBaTh NapamMeTpbl FPyNnoBbiX 3aaady 1 3a8a4y A1 MPOU3BONbHOrO Habopa KOMMBIOTEPOB B
daiin.

OkcnopT 3agaun
1. BoibepuTe cnncok 3asiady, B KOTOPbIV BXOAWT 3a[ia4a, KOTOPYIO Bbl XOTUTE SKCMOPTUPOBATS:
e BbibepuTe rpynny agMUHICTPUPOBaHNS 1 OTKPOITE BKIaaky 3agaun.
e B nepeBe koHCOMM BbibepuTe nanky 3agauun.

2.Tlo npaBoii kNaBULLE MbILLN OTKPOTE KOHTEKCTHOE MEHIO 3a4a4u, KOTOPYHO Bbl XOTUTE SKCMOPTUPOBAaTb, U
BbibepuTe NyHKT Bece 3apaun > Bkenopr.

3. B okHe CoxpaHuTb Kak ykaxuTe nms daiina 1 narky, B KOTOpPYo OH ByAeT COXpaHeH.

4. HaxkmuTe Ha kHonky CoxpaHuTb.

MmnopT 3apaumn
1. BeibepuTe cnvcok 3afay, B KOTOPbIN Bbl XOTUTE MMMOPTUPOBATL 3aaauy:
e BrbibepuTe rpynny agMUHUCTPUPOBaHWS 1 OTKPONTE BKaaKy 3apaun.
¢ B nepese koHconv BbibepurTe nanky 3apaun.
2. imnopTupyiiTe 3agavy OLHUM U3 CenyoLLx Crocobo0B:

* [lo npaBoii knaBuLLE MbILLK OTKPOWNTE KOHTEKCTHOE MeHIo paboyeli obnacTu 1 BoibepuTe NyHKT Bee 3apaun >
MmnopTupoBarts.

* HaxmuTe Ha kHorky MimnopTupoBaTb 3apgavy 13 ¢aiina.
3. B okHe OTKpbITb ykaxuTe nyTb K paiiny 3apayn, KOTOPYIO Bbl XOTUTE UMMOPTUPOBATD.
4. HaxkmuTe Ha kHomky OTKpbITb.

3apaya oTobpasnTCs B Crincke 3amau.
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[lpocmoTp 3apav

Bbl moxeTe npocmMaTpuBaTb CNNCOK 3agay, CoO34aHHbIX 419 OTAE/IbHOIO KNIMEHTCKOro KOMMboTepa, KOMMbIOTEPOB,
BXOA4LWMX B rpynny agMMHNCTPNPOBaHNY, a Tak>Xe CMNCOK BCEX HENOKallbHbIX 3aaau.

MpocmoTp cnucka 3apgay Ans KOMMNbIOTEPOB, BXOASLLMX B rpynny agMUHNCTPUPOBaHUS
1. 3anyctute KoHconb agpmuHucTpuposaHus Kaspersky Security Center.
2. PassepHuTe y3en Cepsep agMmuHucTpupoBaHus <Uimsa cepeepa>.
3. B mepeBe koHcon BbibepuTe nanky Ynpaensgemble YCTPOMCTBA.
4. BblbepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOOUT KIMEHTCKIMIA KOMMbIOTEP.
5. B paboueit obnacTu BeibepunTe BKaaky 3agavn.
OTobpasmnTcs CNMCok 3apad Ans KOMMbOTEPOB, BXOASLLMX B BbIBpaHHYO rpynny agMUHUCTPUPOBAHKS.
MpocmoTp cnvcka nokanbHbIX 3aaad
1. 3anyctute KoHconb apmuHncTpupoBaHus Kaspersky Security Center.
2. PassepHuTe ysen Cepsep agpMmuHucTpuposaHns <Mims cepeepa>.
3. B nepese koHconm BoibepuTe narnky Ynpaendemble yCTpPOCTBA.
4. BelbepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOOUT KIMEHTCKIIA KOMMbIOTEP.
5. B paboueit obnacTu BeibepuTe Bknaaky YcTpoicTaa.
6. BbibepuTe KOMMbIOTEP B CNMCKE KITMEHTCKUX KOMMbIOTEPOB.
7. OTkpoliTe okHo CBolicTBa: <HasBaHue komnbioTepa> OOHM 13 CieayoLyX CrocobOoB:
® [BaXOpl LWENKHNTE MO VMEHU KIIMEHTCKOrO KOMMbIOTEPa;

® M0 NpaBoVi KNaByuLLE MblLLUW OTKPOWTE KOHTEKCTHOE MEHIO K/TMEHTCKOrO KOMMbloTepa 1 BbloepuTe NyHKT

CsolicTBa.
8. B okHe CsolicTBa:<Ha3sBaHue KkomnbioTepa> BblbepuTe pasaen 3agaun.

B pa6oqe|7| obnacTtu cnpaea 0T06pasvch91 CMNCOK CNCTEMHbIX 1 MOIb30BaTEJIbCKUX 3ada4y, CoO3aaHHbIX 414

Bbl6paHHOFO KNMEeHTCKOro KomMmnbroTepa.

npOCMOTp CncKa HeJ/loKaJibHbIX 3agad

1. BanyctuTte KoHconb agmuHncTpupoBaHus Kaspersky Security Center.
2. PassepHuTe y3en CepBep agpMmnHncTpuposaHus <ims cepsepa>.

3. B nepese koHcon BuibepuTe nanky 3apauw.
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OTO6p83VITC9| CMNCOK HeJloKallbHbIX 3a4a4, CO34aHHbIX O/19 KOMMbOTEPOB, KOTOPbIE MOI'YT BXOOWTb UM He
BXOOWTb B rpynrbl aoMNHNCTPUPOBaHNS.

HacTpolika napameTpoB, 3aBUCSLLVX OT 3a4a4u

MpocmoTp NnapameTpoB nokanbHol 3agauu
1. OTKponTe CNMCOK NIoKasbHbIX 3aaau.
2. BoibepuTe 3agady B CNMCKE 1 OTKPOVTE MapaMeTpbl 3a4a4v OLHUM U3 CrenyoLLX CNoCObO0B:
® nBaapl LWEeNKHUTE Mo Ha3BaHWIO 3afayu;

® Mo npaBO|7| KHOMKe MblIlLUn OTKpOVITe KOHTEKCTHOE MEHIO 3aJayn n Bbl6epVITe MYHKT CeolicTBa.

MpocmoTp NnapameTpoB rpynmnoBoii 3agaun
1. OTKpoliTe CNNCOK rpPyMnoBbIX 3aaa4 ANd rpynnbl aAMUHUCTPUPOBAHNS.
2. BoibepuTe 3apmayy B crivcke 1 OTKpOWiTe mapaMeTpbl 3a4a4n OAHUM U3 CeLyoWMX CNOCOBO0B:
* [BaXOpl LWENKHUTE MO Ha3BaHWIO 3a4auu;
® M0 MpaBoVi KHOMKE MbILLM OTKPONTE KOHTEKCTHOE MEHIO 3afaun 1 BbibepuTe nyHKT CBOIMCTBA;

e B paboueli obnacTu HaxKMUTE Ha CCbiNky HacTpouTb napameTpbl 3agavn.

MpocmoTp NnapameTpoB HenokasnbHOW 3afaun
1. OTkpoliTe cCNCOK HenoKanbHbIX 3aaau.
2. BelbepunTe 3agayy B CIUCKE 11 OTKPOWNTE NapamMeTpbl 38484 OOHUM 13 ClenyoLmx CriocoboB:
* [BaXkOpbl WENKHMTE MO Ha3BaHUIO 3aauv;
® 1O NpaBoii KHOMKE MbILN OTKPONTE KOHTEKCTHOE MEHIO 3aaayn 1 Bbibepute nyHkT CBOMCTBA;
e B paboueli obnacTu HaxmnTe Ha ccbinky HacTpouTb napameTpbl 3agayuu.

Monopo6Hyto MHbOPMaLMIo O 3aaduax Bbl MOXEeTe HaliTh B cnipaBke Kaspersky Security Center®.

[nsa nokanbHbIX 3a4a4, FPYNNoBbIX 3a4a4 1 3aaad 4S9 NPOoV3BOIbHOrO Habopa KOMMbIOTEPOB
HacTtpolika napameTpoB 3agaun [Jo6aBneHne knoyva
1. OTkpoliTe OkHO ¢ NapameTpamu 3agayn [lo6aBneHue knova.

2. BoibepuTe pasnen AKTMBaLNS NPUNOXKEHWS.
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3. Ecnn TpebyeTcs, nobasbTe opyrovi Koy OOHUM 13 CreyoLyx CnocoboB:

e Ecnu Bbl xoTWTe BbIBPATh KIOY UK KO, aKTVBALMN N3 CMNCKa KOJOB akTMBaLIMW, LOOaBAEHHbIX B XpaHUInLLe
Kaspersky Security Center, BbinonH/Te cnegytoLLe OeNCTBIS:

a. BoibepuTe BapuaHT Kntou nnu kog aktuBauuu.

b. HaxxmunTe Ha kHorky BeibpaTh.

OTkpoeTcs okHo Kntoun n koabl akTuBaumm B xpaHunuuie Kaspersky Security Center.
c. BeibepuTe kntoy nnm Kop, akTMBaLu.
d. Haxxmunte OK.
* Ecnu Bbl xoTnTe 0o6aBuTb daiin ktoya, BoINOMHUTE credytoLme AelicTBUS:
a. Bolbepute BapraHT Paiin knoyva.

b. HaxkmunTe Ha kHorky [o6aBuThb.

OTKpoeTcs OkHO Bbibopa dalina.
c. BoibepuTe daiin kntoua.

d. HaxxmuTe Ha kHomnky OTKpbITb.

MpumeuaHue. Tekywmii Koy yoanseTcs npu obaBneHnn gpyroro Kioya.

4. Ecnv Bbl xOTUTe fO6aBUTb YKasaHHbI KoY B Ka4eCTBe pe3epBHOro, yctaHoBuTe dnaxok Jobaeutb B kauecTse
pesepBHOro Kntoua.

PeSepBHbII‘/’I KNoY CTaHOBUTCYA aKTUBHbBIM MO OKOHYaH CpOKa rogHOCTU TeKYLLLero Knrouda.

I'Ipmmeanme. [aTta okoH4aHus CpOKa rogHOCTWN pe3epBHOIo KJito4a Ao/MKHa BbITb nosaHee, Yem gata
OKOHYaHNg CpokKa rogHOCTWM TeKYyLero Kio4ya.

5. CoxpaHnTe BHECEHHbIE 3MEHEHWNS OQHVIM U3 CrefyoLmMX CNoCobOoB:

* HaxmunTe Ha kHorKy MpumeHuTb, UTOGLI OcTaThes B okHe CBolicTBa: <HasBaHue 3apaun> nocne
COXPaHEHNs BHECEHHbBIX N3MEHEHIA.

* HaxmuTe Ha kHorky OK, uTobbl 3akpbiTh okHO CBolicTBa: <Ha3BaHue 3apaumn> nocne coxpaHeHus
BHECEHHbIX 3MEHEHNIA.

HacTtpolika napameTpoB 3agaun BoicTpas npoeepka
1. OTkpoliTe OkHO ¢ NapameTpamu 3agaym beicTpas npoBepka.
2. BuibepuTe pasnen beicTpas npoeepka.

3. Ecnun Bbl xO0THTE N3MEHNTb ypoBeHb BesonacHocTu, Ha koTopoM Kaspersky Endpoint Security BbinonHseT
3apadvy BeicTpas nposepka, B 6110ke YpoBeHb 6e30nacHOCTH, BbIMOMHNUTE OAHO U3 CNEeAyoLLVX AeACTBUIA:

e BbibepuTe npenycTaHOBMNEHHbIV YPOBEHb BE30MacHOCTY, NepeMeLLLas MON3yHOK MO LUKare.
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Bbl MOXeTe BbibpaTh OAVH U3 CNeayoLLX YPOBHE 6e30MacHOCTM:

* MakcumanbHas 3awmTa. Kaspersky Endpoint Security ocyliecTBnseT MakcrmanbHO NOMHbIA KOHTPOSb
OTKPbIBAEMBbIX, COXPaHSIEMBIX 11 ICMONHAEMbIX $ainoB.

* PekomenpoBaHHbIii. Kaspersky Endpoint Security ocylecTBaseT KOHTPOsb Galinos ¢ napameTpamu,
pekoMeHOoBaHHbIMY chelmanicTamu "JlabopaTtopum Kacnepckoro”,

OTOT ypoBeHb 6€30MacHOCTN YCTaHOBEH MO YMOJTYaHMIO.

* MakcumanbHas ckopocTb. Kaspersky Endpoint Security ocylecTBnseT KOHTPOb MAHUMAIbHOrO
Habopa dalino.. Bel MoXxeTe BbIbpaTh 3TOT YpOBEHb 6€30MacHOCTY A1 paboTbl C APYTrMM
nporpamMmmamu, TPeBYIOLLMMN 3HAUNTENBbHbLIX PECYPCOB ONepaTUBHON NaMSATMU.

® HacTpoliTe napameTpbl 6€30MacHOCTN BPYUHYIO:

a. Haxxmunte Ha kHorky MapameTpbl.

OTkpoeTcs okHo MNapameTpeoi: MpoBepka.

b. Ha Bknapke OcHoBHble B 6r1oke Tunbl ¢aiinos BoibepuTe TuMbl daiinos, kotopele Kaspersky Endpoint
Security npoBepseT Npu BbINOSHEHNM 388841 BbICTPOW MPOBEPKU.

c. Ha Bknagke OcHoBHble B 6n10ke OnTuMmU3aums HacTpoTe NapameTpbl, KOTOPbIE ONPEeAenstoT
NPON3BOANTENBHOCTb MPOBEPKMU.

d. Ha Bknagke OcHoBHble B 6noke CocTaBHble dalinbl BbibepuTe, kakne cocTasHble dalinsl Kaspersky
Endpoint Security aHanusvpyeT Ha npucyTCTBE OBHapPYXBaeMbIX O6bEKTOB.

e. Ha Bknapke JononHntenbHo B 6110ke [lononHUTeNbHblE MapaMeTpbl HACTPONTE MCMONb30BaHNe
TexHonorum iSwift 1 3anmnce MHGopMaLmn 06 0BHapPY>KEHHbIX OBBEKTaxX B CTATUCTUKY MPUIOXKEHUS.

f. Ha Bknapke [lononHutenbHo B 6110ke OBpUCTUYECKINI aHanM3aTop HaCTPOWNTE NCNONb30BaHNe
9BPUCTNYECKOrO aHanm3aTopa 1 BblbeprTe ypOBEHb 3aLLMThI, KOTOPbIA 9BPUCTUYECKINIA aHaNM3aTop
NpVIMeHsieT Npu BbIMOMHEHWN 3aaay novcka spegoHocHoro M0,

g. Haxxmute Ha kHonky OK, 4ToBbl COXpaHUTb BHECEHHbIE N3MEHEHMS 1 3aKpbiTb OKHO MNMapameTpbr:
MpoBepka.

YpoBeHb 6e30nacHOCTU N3MeHUTCS Ha Nonb3oBaTenbCKuii.

e EcnuBbl xoTUTE BEpPHYTb napameTpbl NO YMOJTYaHNIO, HaXXMNTE Ha KHOMKY Mo ymon4yaHuio.

ypOBeHb B6e3onacHOCT N3MeHNTCS Ha PekomeHaoBaHHbINA.

4. Ecnu TpebyeTcs, B 6noke elicTBue BoibepuTe aelicteume, kotopoe Kaspersky Endpoint Security BeinonHseT
Npv 0BHapyXeHWN 3apaKeHHOro 06bekTa.

5. Ecnu Bbl xoTWTe ykasaTb obnacTb NpoBepky, B 6rioke O6nacTb NPoBepKn HaXMUTE Ha KHOMKy [NapameTpbl 11 B
OTKpbIBLLEMCS OKHE OBnacTb MPOBEPKU BLIMONHUTE CNeaytoLLe OeACTBIS:

a. Ecnm Bbl xoTuTe, uTobbl Kaspersky Endpoint Security npoBepsn namsaTb KOMMAbIOTEPa, YCTaHOBUTE (priaXok
MNamaTo.

b. Ecnun Bbl xoTKTE, UTO6bI Kaspersky Endpoint Security mnposepsn o6bekTbl aBTO3amnycka, ycTaHoBuTe $hnaxok
O61bekThbl BXoAA.
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c. Ecnun Bl xoTuTe, uTo6bl Kaspersky Endpoint Security nposepsin opyrvie ononHuTenbHble dalinbl niv nanku,
HaXXM1Te Ha KHomKy [lo6aBnTb 1 ykaxxuTe dalin, nanky uim Macky nmenn dalina unm nanku.

d. Haxxmute Ha kHomnky OK, uToBbl COXpaH/Tb BHECEHHbIE U3MEHEHUS 1 3aKpPbITb OKHO O6nacTb NpoBEPKMU.
6. CoxpaHnTe BHECEHHbIE N3MEHEHNS OOHUM U3 CieayoLmx CrocoboB:

° Haxmute Ha KHOMKY rlpI/IMeHI/ITb, yTobbl OCcTaThCH B okHe CBolicTea: <HasBaHue 3apayn> riocrie
COXpaHeHnd BHeCeHHbIX N3MEHEHWI.

e HaxmuTe Ha kHorky OK, utobbl 3akpbiTh okHO CBolicTBa: <Ha3BaHne 3apaumn> nocne coxpaHeHus
BHECEHHbIX U3MEHEHUIA.

HacTpoiika napameTpoB 3apgaun [Nposepka
1. OTkpoliTe okHO ¢ NnapameTpamu 3agayn Mposepka.
2. BeibepuTe pasgen MNpoeepka.

3. Ecnun Bbl xO0TTE N3MeHNTb ypoBeHb 6e3onacHocTu, Ha koTopoM Kaspersky Endpoint Security BbinonHseT
3apavy [Mposepka, B 6roke YpoBeHb 6€30MacHOCTU, BLIMOMHATE OOHO 13 CredyoLyX AeliCTBUI:

* BbibepuTe npeaycTaHOBMEHHbIV YPOBEHb HE30MacHOCTU, NepemMeLLLas MoN3yHOK Mo LuKare.

Bbl MOXeTe BbibpaTb OAVH U3 CNeayioLLX YPOBHe 6e30MacHOCTM:

* MakcumanbHas 3awmTa. Kaspersky Endpoint Security ocyliecTBnseT MakcumasnbHO NOMHbINA KOHTPOSb
OTKPbIBaEMBbIX, COXPaHSEMbIX 1 UCMONHSeMbIX dalinos.

¢ PexomeHpoBaHHbI. Kaspersky Endpoint Security ocyliecTsngeT KoHTposb Gaiinios ¢ napameTpamu,
pekoMeHLoBaHHbIMY crnelmanicTamu "JlabopaTtopum Kacnepckoro”.

OTOT ypoBeHb 6€30MacHOCTU YCTaHOBIIEH MO YMOYaHMIO.

* MakcumanbHas ckopocTb. Kaspersky Endpoint Security ocyLuecTBnseT KOHTPOb MUHUMANBHOMO
Habopa daiinos. Bel MoxeTe BbIbpaTb 3TOT ypoBeHb He3onacHoOCTY Ang paboThbl ¢ APYTrMiA
nporpamMmmamu, TPeOYIOLLMI 3HAYNTENbHBIX PECYPCOB ONepaTUBHON NaMsT.

* HacTpoliTe napameTpbl 6€30MacHOCTN BPYUHYIO:

a. Haxxmute Ha kHonky MapameTpb..

OTkpoeTcs okHo MapameTpbl: MNpoBepka.

b. Ha Bknaoke OcHoBHble B 6r1oke Tunbl dalinos BeibepuTe TUnbl daiinos, kotopble Kaspersky Endpoint
Security npoBepsieT Npu BbINOMHEHNN 334341 MPOBEPKU.

c. Ha Bknapgke OcHoBHble B 6r1oke OnTrMmnsauma HacTpoliTe MapamMeTpbl, KOTOPbIE ONPeRensoT
NpPOV3BOAVTENBHOCTb MPOBEPKN.

d. Ha Bknagke OcHoBHble B 6n1oke CocTaBHble dalinbl BoibepuTe, kake cocTaBHble daiinbl Kaspersky
Endpoint Security aHannsmpyeT Ha npucyTCTBIE OBHapPYXMBaeMbIX O6BbEKTOB.

e. Ha Bknagke JononHutenbHo B 6roke [JononHUTeNbHbIE NapameTpbl HACTPONTE NCMOMb30BaHNe
TexHonorum iSwift n sanvce nHbopmaLm 06 0BHapyKEHHbIX 0BbEKTAX B CTATUCTYIKY MPUIOXEHNS.
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f. Ha Bknapke JononHutenbHo B 6/10ke OBPMCTUYECKUI aHaNn3aTop HaCTPOTE NCMONb30BaHVE
9BPUCTUYECKOrO aHanmn3aTopa 1 BblbepuTe YpOBEHb 3aLLMTbI, KOTOPbI 9BPUCTUYECKUI aHann3aTop
NpVMeEHsIeT Npu BbIMOMHEHWN 3aaad noucka spegoHocHoro MM0.

g. Haxxmute Ha kHonky OK, 4ToBbl COXpaHUTb BHECEHHbIE 3MEHEHMS 1 3aKpbiTb OKHO MNMapameTpbr:
Mposepka.

YpoBeHb 6e30MnacHOCTU N3MeHUTCS Ha Nonb3oBaTenbCKuii.

e Ecnu Bbl xoTuTE BEPHYTb NapameTpbl NO YMOJTYaHNIO, Ha>XKMNTE Ha KHOMKY Mo YMOT4aHuIo.

YPOBeHb 6e30MacHOCTUN N3MEHNTCA Ha PekomeHpoBaHHbIN.

4. Ecnn TpebyeTcs, B 6noke elicTBue BoibepuTe gelicteume, kotopoe Kaspersky Endpoint Security BoinonHseT
Npun 06HaPYXXeHUN 3apaxeHHOro 06bekTa.

5. Ecnu Bbl xoTWTe ykasaTb 06nacTb NpoBepky, B 6rioke O6nacTb NpoBepKn HaXMUTE Ha KHOMKy [NapameTpbl 11 B
oTKpbIBLLEMCS OkHe OBnacTb NpoBepKM BbIMONHUTE CeaytoLye AeNCTBUS:

a. Ecnmn Bbl xoTuTe, uTobbl Kaspersky Endpoint Security nposepsin Bce cbemHble fncku, yctaHoBuUTe driaXok
Bce cbemHble puckn.

b. Ecnu Bbl xoTKTe, UTObbI Kaspersky Endpoint Security mnpoBepsin Bce BHyTPEHHME ANCKN, yCTaHOBUTE Briaxok
Bce BHyTpeHHMe anckm.

c. Ecnun Bl xoTuTe, uTo6bl Kaspersky Endpoint Security nposepsin Bce ceTeBble anucku, yctaHoBMTE Griaxkok
Bce ceTeBble auckn.

d. Ecnn Bbl xoTuTe, uTobbl Kaspersky Endpoint Security npoBepsin namsaTb KOMMnbloTepa, ycTaHoBUTe driaXok
MamaTb.

e. Ecnun Bbl xoTuTe, 4tobbl Kaspersky Endpoint Security nposepsin o6bekTbl aBTO3arnycka, ycTaHoBUTE hrnaxok
O6bekThbl BXOAA.

f. Ecnm Bbl xoTuTe, uTo6bl Kaspersky Endpoint Security nposepsan apyrue daiinbl nam nanku, HaxmmTe Ha
kHomky [lo6aBuThb 1 ykaxuTte daiin, nanky nnv Macky nMeHn daiina unm nanku.

g. HaxxmuTte Ha kHonky OK, 4ToBbl CoXpaHWTb BHECEHHbIE N3MEHEHUS 1 3aKPbITb OKHO OBnacTb NpoBepKMU.
6. CoxpaHnTe BHECEHHbIE U3MEHEHVS OQHUM 13 CNEAYIOLLMX CNOCOOOB:

e HaxmuTe Ha kHomKy MpumeHuTb, YTOGLI OcTaThes B OkHe CBolicTBa: <HasBaHue 3agaun> nocne
COXPaHEeHNs1 BHECEHHbBIX N3MEHEHNIA.

e HaxmuTe Ha kHorky OK, uTobbl 3akpbiTh okHO CBolicTBa: <Ha3sBaHue 3apaumn> nocne coxpaHeHus
BHECEHHbIX N3MEHEHUIA.

HacTtpolika napameTpoB 3agaun O6HoBneHne
1. OTkpoliTe okHO ¢ NapameTpamu 3ataqyn O6HoBNEHNE.
2. BelbepuTe pasnen O6HoBneHMe.

3. Ecnu Bbl xoTuTe, UTo6bl Kaspersky Endpoint Security o6HoBRSN MoAy M NpUioXeHs BMecTe ¢ 6asamu
NPUNoXeHUs, ycTaHoB1Te dnaxok OBHOBASTb MOAYN MPUNTOXEHUS.
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4. Ecnn Bbl xO0TUTE Bbl6paTb VNCTOYHWK OBHOBMEHWI, BbIMOMHUTE cnepyrouwme OencTBus:

a. HaxxmunTte Ha kHorky MapameTpbl.

OTkpoeTcs okHo MNapameTpbl: O6HOBNEHNME.
b. YkaxuTe ncTouHnk o6HOBNEHNI OQHM 13 CNERyIoLLIX CNOCO6OoB:

e Ecnu Bbl XoTWTeE, UTOBbI MPUNOXEHNWE 3arpy>xano obHoeneHns ¢ CepBepa afMUHICTPUPOBaHNS,
ycTtaHoBuTe dnaxok Kaspersky Security Center.

* Ecnn Bbl XoTUTE, YTODBI MPUIOXEHWE 3arpy>Kano 0OHOBNEHNS C cepBepoB 0OHOBNEHWI "JTabopaTopun
Kacnepckoro”, yctaHoBuTe dpnaxok CepBepbl 06HoBNeHMI «JTabopaTopun Kacnepckoro».

e Ecnu Bbl xoTUTE YKa3aTb ,El,perVI VNCTOYHNK OBHOBMEHWIA, HaXMUTE Ha KHOMKY ﬂOS&BVITb M B OTKPbIBLLIEMCH
OKHEe BBeOnTe NyTb K MICTOYHUKY OBHOBNEHNIA.

Mo ymonuaruio Kaspersky Endpoint Security 3arpy»aeT o6HOBNEHUS C cepBepOB OBHOBMEHNI
"TNabopaTtopun Kacnepckoro”.

¢. HaxkmunTte Ha kHonky OK, uToBbl coxpaHnTb M3MeHeHNs 1 3akpbiTb OkHO MapameTpbl: O6HoBNEHNE.
5. CoxpaHunTe BHECEHHbIE N3MEHEHWS OQHUM 13 CNEAYIOLLMX CMNOCOOOB:

* HaxmunTe Ha kHomKy MpumeHuTb, YTOGLI OcTaThes B okHe CBolicTBa: <HasBaHue 3agaun> nocne
COXPaHEHNS! BHECEHHbBIX N3MEHEHNIA.

e HaxwmuTe Ha kHorky OK, uTobbl 3akpbiTh okHO CBolicTBa: <Ha3sBaHue 3apaun> nocne coxpaHeHus
BHECEHHbIX 3MEHEHIA.

Tonbko ns nokanbHbIX 3agau
HacTpolika napameTpos 3apaun 3awmTta ot ¢aiifioBbIX yrpos
1. OTkpoliTe CN1COoK NokanbHbIX 3aaa4 Ans KIMEHTCKOro KoMbloTepa.

2. B cniicke nokanbHbIX 3afad BoibepuTe 3agady 3almTa oT $alinoBbIX Yrpos U OTKPONTe ee CBOWCTBa OLHVIM 13
crenyLLx crnocobos:

* [BaXApl WENKHUTE Mo Ha3BaHWIO 3a4auu;
* 10 NpPaBoi KHOMKE MbILLN OTKPOTE KOHTEKCTHOE MEHIO 3aaayn 1 BoibepuTe nyHkT CBOMCTBA;
® HaxmuTe Ha kHornky CeolicTBa.

3. BbibepuTe pasnen 3awmTa oT $palinoBbix yrpos.

4. Ecnu TpebyeTcs, HacTpoliTe crefytoLme napameTpsbi:
e Bknounte unm BeikounTe 3almTy OT GaliioBbiX Yrpo3 Ha KIIMEHTCKOM KOMMbIOTEPE.

* Ecnu Bbl xoTWTe BbIBpaTh OAVH N3 NpedyCTaHOBNEHHBIX YPOBHel 6e3onacHocTy, B 6rioke YpoBeHb
6e3onacHOCTN NepemMecTrTe NON3yHOK Mo LUKane.
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* Ecnu Bbl XOTUTE HACTPOUTL NapamMeTpPbl 6e30MacHOCTM BPYUHYIO, HaXXMUTE Ha KHOMKy MapameTpsbl 1 B
oTKpbIBLLEMCS OKHe MapameTpbl: 3alumTa oT $aiinoBbiX yrpo3 BuiNofHMUTE Crenyiowme AencTaus:

a. Ha Bknanke OcHoBHble B 6510ke Tunbl daiinos Buibepute Tunbl dalinos, kotopble Kaspersky Endpoint
Security npoBepsieT Npun OTKPbLITUW, NCMIOHEHNN 1 COXPaHEHNN.

b. Ha Bknagke OcHoBHble B 6110ke ONTuMmU3aums HacTPOoIiTe NapamMeTpbl, KOTOPbIE ONPEAENIOT
NPOWN3BOANTENBHOCTL MPOBEPKMU, BbIOEPUTE TEXHONOTUNIO MPOBEPKI 1 BbibepuTe, ByneT nn Kaspersky
Endpoint Security nponyckaTb NpoBepKy CUCTEMHOIrO TOMa "TOMNbKO ANS YTEHUS" Ha KITMEHTCKIX
KOMMbloTEpaXx.

c. Ha Bknapke OcHoBHble B 6r1oke CocTaBHble dalinbl BbibepuTe, Kake cocTaBHble daiinbl Hy>KHO
MPOBEPSTL Ha MPUCYTCTBME OBHaPY>XMBaeMbIX OB bEKTOB 1 YCTaHOBUTE OrpaHYeHe Ha MPOBEPKY
BOMbLUVX OBOBEKTOB.

d. Ha Bknapgke O6nacTb 3awmTbl ykaxuTe Gaiinbl v nanku, KoTopble NpoBepsieT 3agava 3awmra ot
daiinoBbIx yrpos.

Mo YMOJTHaHUIO BKJTIOYEHa NpoBepKa BCeX 06BHEKTOB, PacnonoXXeHHbIX Ha CbeMHbIX, BHYTPEHHUX
CeTeBbIX gncKax, NoaKNOYEeHHbIX K KMMEeHTCKOMY KOMMbIOTEePY. Bbl MmoxeTe ,D,O6aBVITb 0bbekT B 06nacTb
3aunTbl, USMEHNTb 06beKT Cruncka, BPEeMEHHO OTK/OUNTD NMPOBEPKY obbekTa cnmcka nunm YOannTb
0BBbEKT 13 Crincka.

e. Ha Bknapke JononHntenbHo B 6110ke Pexxum npoBepku BoibepriTe pexxnm paboTsl 3awmTsl oT GpaiinoBbix
yrpos.

f. Ha Bknapke JononHutensHo B 6noke MNprnocTaHoBka 3apayun BKIOUMTE N BbIKIIIOYATE MPUOCTAHOBKY
3awyTbl OT PainoBbIX Yrpo3 no pacrnmcaHnio U HaCcTPoTe NapaMeTpbl aBTOMAaTUYECKON MPUOCTaHOBKMN

BbINONHEHNY 3agad Nno pacnmcaHumio.

g. Ha Bknapke [oononHntenbHo B 6510Kke OBpMUCTUYECKINI aHAaNN3aTop HaCTPOWNTE NCMONb30BaHVe
9BPUCTNYECKOro aHanmnsaTopa AN 3almTbl OT GalinoBbIX Yrpos.

h. Haxxmute Ha kHomnky OK, uToBbl COXpaHUTb BHECEHHbIE N3MEHEHMS 1 3aKpbiTb OKHO MapameTpsbl: 3awumTa
oT ¢alinoBbIX Yrpos.

e B 6noke Ecnn o6Hapy>keH BpeAoHOCHBI 06beKT BbibepuTe feicTBre, KoTopoe 3alumTta oT palinoBbix
Yrpo3 BbIMOSHAET Npu OBHAPYXEHUN 3apaXkeHHOro 06bekTa.

B. COXpaHVITe BHeCeHHble N3MeHeHNsa OOHM N3 Cnenyrolmnx CrnocoboB:

* HaxmunTe Ha kHorKy MpumeHuTb, 4TOGbL ocTaTbCs B OkHe CBolicTBa: 3awmTa oT ¢aiiioBbIX Yrpos nocrne
COXpPaHeHNst BHECEHHDBIX U3MEHEHNIA.

e Haxmute Ha kHorky OK, uTobbl 3akpbiTe OKHO CBoiicTBa: 3awwmTa oT ¢alifoBbIX Yrpo3 Nocre CoXpaHeHus
BHECEHHbIX U3MEHEHWIA.
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HacTtpolika napameTpoB 3agaun 3awuTa oT Be6-yrpos
1. OTKpoliTe CIMCOK NoKanbHbIX 3a4a4d 419 KMMEHTCKOro KOMMbloTepa.

2. B cnicke nokanbHbIx 3afady BbibepuTe 3ajady 3almTa oT Beb6-yrpos 1 oTKPOTe ee CBOMCTBa OAHVIM U3
crenyLLx cnocobos:

* [BaXdpl WeENKHUTE Mo Ha3BaHWIO 3a4auu;
* [0 NpPaBoi KHOMKE MbILLN OTKPONTE KOHTEKCTHOE MEHIO 3aaayn 1 BoibepuTe nyHkT CBOWCTBA;
® HaxmuTe Ha kHorky CeolicTBa.
3. BoibepuTe pasnen 3awmTa oT Be6-yrpos.
4. Ecnu TpebyeTcs, HacTpoliTe crefytoLme napameTpsbi:
e BknounTte unm BeiktounTe 3almTy OT BED-Yrpo3 Ha KNIMEHTCKOM KOMMbIOTEPE.

* Ecnu Bbl xoTWTe BbIBPaTh OAVH N3 NpedyCTaHOBNEHHBIX YPOBHel 6e3onacHocTy, B 6rioke YpoBeHb
6e3onacHOCTN NepemMecTnTe MNON3yHOK Mo LKane.

* Ecnun Bbl XOTWTe HAaCTPOUTb NapamMeTpbl 6e30MacHOCTM BPYUHYIO, HaXXMUTe Ha KHorKy MapameTpbl 1 B
OTKpbiBLLUEMCS OKHe MapameTpbl: 3awmTa oT Be6-yrpo3 BbiNOoMHATE CredyloLive AelCTBUS:

a. Ha Bknapke OcHoBHble B 6510ke Pexxnm npoBepKm BKIIOUNTE U BbIKIIIOUMTE NPOBEPKY BE6G-afpecoB no
Base BpeaoHOCHbIX Beb-anpecos.

b. Ha Bknagke OcHoBHble B 6n10ke MNapameTpbl aHTUULINHIA BKIKOUMTE UM BBIKIIIOYATE NPOBEPKY BE6-
appecos no 6ase GULLNHIOBLIX BEO-aApecoB.

c. Ha Bknapke OcHoBHble B 6n1oke MNapameTpbl aHTUULLINHIE BKIKOUMTE N BbIKIIIOYATE NCMONb30BaHNe
9BPUCTUYECKOrO aHanMsaTopa Ans o6HapyXeHs GULLINHIOBbBIX CCbINOK.

d. Ha Bknanke [loBepeHHble Be6-aapeca BKIIIOUNTE UMW BbIKNIOUMTE NPOBEPKY Be6-Tpaduka C LOBEPEHHbIX
Beb-agpecoB 1 cospalitTe U N3MEeHUTE CrMCOK JOBEPEHHbIX BeG-aapecos.

e. HaxxvuTe Ha kHorky OK, uTo6bl COXpaHWTb BHECEHHBIE M3MEHEHNS 1 3aKpbiTb OKHO MNMapameTpbl: 3awuTa
oT Be6-yrpos.

5. B 6noke Ecnu o6Hapy>keH BpeAoHOCHBI 06BbEKT BbibepurTe AeiicTBMe, KOTopoe 3allmTa oT Beb-yrpos
BbIMOMHSAET NPY 0BHapY>KeHUr onacHoro obbekTa Beb-Tpaduika.

6. COXpaHVITe BHECEHHbIE NSMEHEHNSA OOHNM N3 Cnenyrowmx CrnocoboB:

* HaxmunTe Ha kHomKy MpumeHuTb, YTOGLI OcTaThes B OkHe CBolicTBa: 3awmTa oT Be6-yrpos nocrne
COXPaHEHNS! BHECEHHbBIX N3MEHEHNIA.

e Haxmute Ha kHorky OK, uTo6bl 3akpbiTe OKHO CBolicTBa: 3awmTa oT Be6-yrpo3 nocre coxpaHeHus
BHECEHHbIX U3MEHEHNIA.
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HacTpoiika napameTpoB 3agayn beicTpasg npoBepka
1. OTKpoliTe CIMCOK NoKanbHbIX 3a4a4d 419 KMMEHTCKOro KOMMbloTepa.

2. B cniicke nokanbHbIx 3afad BbibepuTe 3ajady beicTpas npoBepka 1 OTKPONTe ee CBOCTBa OAHVM 13
crenyLLx cnocobos:

* [BaXdpl WENKHUTE Mo Ha3BaHWIO 3a4auu;
® 1O NpPaBoi KHOMKE MbILLN OTKPONTE KOHTEKCTHOE MEHIO 3aaayn 1 BoibepuTe nyHkT CBOMCTBA;
® HaxmuTe Ha kHornky CeolicTBa.

3. BoibepuTe pasgen Nposepka.

4. Ecnu TpebyeTcs, HacTpoliTe crefytoLme napameTpsbi:

e Ecnu Bbl xoTWTe BbIBPaTh OOVH N3 MPedyCTaHOBNEHHbIX YPOBHel 6e3onacHocTy, B 6510ke YpoBeHb
6e3onacHOCTN NepemMecTTe NON3yHOK Mo LKane.

e Ecnun Bbl XOTWTE HAaCTPOUTb NapamMeTpbl 6e30MacHOCTM BPYUHYIO, HaXXMUTe Ha KHorKy MapameTpbl 1 B
oTKpbiBLLEMCS OkHe lMapameTpbl: [poBepka BbiNonHMTe cnepytoLwme AeicTBUS:

a. Ha Bknanke OcHoBHble B 6510ke Tunbl darinos Buibepute Tunbl dalinos, kotopble Kaspersky Endpoint
Security npoBepseT.

b. Ha Bknagke OcHoBHble B 6110ke ONTrMmn3aums HacTpoliTe NapameTpbl, KOTOpPbIe ONpeaenstoT
NPOV3BOOVTENBHOCTb MPOBEPKN.

c. Ha Bknapke OcHoBHble B 6roke CocTaBHble dalinbl BolbepuTe, kake cocTaBHble dalinbl Kaspersky
Endpoint Security nposepserT.

d. Ha Bknagke JoononHutenbHo B 6roke [lononHUTeNbHblE NapamMeTpbl HACTPONTE NCMONb30BaHVEe
TexHonorum iSwift n 3anvck nHbopmaLm 06 0BHapPyKEHHbIX 06bEKTAX B CTATUCTYIKY MPUIOXEHNS.

e. Ha Bknagke JononHutenbHo B 6110ke OBPUCTUHECKUIA aHanU3aTop HacTPOliTe NCMOMNb30BaHNe
3BPUCTMYECKOrO aHanM3aTopa v BelbeprTe YPOBEHb 3aLLTbI, KOTOPbIM MPUMEHSIET 9BPUCTUYECKMIA

aHanmsaTop.

f. Haxxmute Ha kHomnky OK, uToBbl coXpaHuTb BHECEHHbIE M3MEHEHWNS 1 3aKpbITb OKHO NapameTpbi:
MpoBepka.

* B 6noke OeiicTtBue BoibepuTe nelicTaue, kotopoe Kaspersky Endpoint Security BbINOAHWT npu 06HapyxeHun
3apaxeHHOro obbekTa.

* Ecnun Bbl xoTWTe ykasaTb obnacTb NpoBepky, B 6rioke O6nacTb NpoBepKn HaXXMUTe Ha KHorky MNapameTpbl 1
B OTKpbIBLLEMCS OkHe OBnacTb NpoBEpPKM BbINOMHATE CredyloLive AeliCTBUS:

* Ecnu Bbl xoTuTe, 4tobbl Kaspersky Endpoint Security npoepsin 06bekTbl U3 crincka no yMOnYaHuIo,
yCcTaHoBWTe GnaXKoK PsnoM C HyXKHbIM OB BEKTOM.

* Ecnu Bbl xoTuTe, 4tobbl Kaspersky Endpoint Security nposepsn opyrue daiinb unm nanku, HaxmmiTe Ha
kHorky [lo6aBuTb 1 ykaxmTe daiin, nanky nivm Macky UMeHn daiina nnm nanku.

e HaxmuTte Ha KHOTMKY OK, uto6bI COXpPaHNTb BHECEHHbIE NSMEHEHUA N 3aKPbITb OKHO O6nacTb npoBepKu.
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B. COXpaHVITe BHECEHHbIE NSMEHEHNSA OOHNM N3 Cnenyrowmx CrnocoboB:

* HaxmuTe Ha kHorKy MpumeHuTb, 4TOGLI OcTaThes B OkHe CBolicTBa: bricTpas npoBepka nocne coxpaHeHus
BHECEHHbIX N3MEHEHWIA.

* HaxmuTe Ha kHorky OK, uTobbl 3akpbiTh OkHO CBolicTBa: BeicTpas npoBepka Nocne coxpaHeH st BHECEHHbIX
N3MEHEHWI.

HacTpoiika napameTpoB 3agaun NonHaga npoBepka
1. OTKpOIZTe CMMCOK NoKanbHbIX 3agay onga KnneHTCKOro Komnbtotepa.

2. B cnincke nokanbHbIx 3afady BoibepuTe 3agady [NonHas npoBepka 1 OTKPOTe ee CBOWCTBa OAHVIM 13 CNeayoLLIAX
CcrnocoboB:

* [BaXpl WENKHUTE Mo Ha3BaHMIO 3a4auu;
® MO MpaBoVi KHOMKE MbILLM OTKPONTE KOHTEKCTHOE MEHIO 3afaun 1 BbibepuTe nyHKT CBOIMCTBA;
* HaxmuTe Ha kHornky CeoricTBa.

3. BoibepuTe pasgen Nposepka.

4. Ecnu TpebyeTcs, HacTpoliTe creaytoLme napameTpsbl:

e Ecnu Bbl xoTWTe BbIBpPaTh OAVH N3 MpedyCTaHOBNEHHbIX YPOBHel 6e3onacHocTy, B 6rioke YpoBeHb
6e3onacHOCTN NepemMecTTe MNON3yHOK Mo LKane.

* Ecnu Bbl XOTWTE HAaCTPOUTb NapamMeTpbl 6e30MacHOCTM BPYUHYIO, HaXXMUTe Ha KHorKy MapameTpbl 1 B
oTKpbIBLLEMCS okHe NapameTpbr: [poBepka BbINONHNTE CneaytoLlme oencTeus:

a. Ha Bknanke OcHoBHble B 6510ke Tunbl dparinos BuibepuTe Tunbl dalinos, kotopble Kaspersky Endpoint
Security npoBepserT.

b. Ha Bknagke OcHoBHble B 6510ke ONTUMmU3aums HacTpoliTe NapameTpbl, KOTOpPbIe ONpPeaenstoT
NpPOV3BOANTENBHOCTb MPOBEPKN.

c. Ha Bknapke OcHoBHble B 6roke CocTaBHble dalinbl BolbepuTe, kakne cocTaBHble dalinbl Kaspersky
Endpoint Security nposepserT.

d. Ha Bknaake JoononHutenbHo B 6roke [lononHUTeNbHble NapamMmeTpbl HACTPONTE NCMONb30BaHVEe
TexHonorum iSwift n 3anmck nHbopmaLm 06 0BHapyKEHHbIX 06 bEKTaxX B CTATUCTIKY MPUNOXEHNS.

e. Ha Bknapke [lononHnTenbHo B 6110ke OBPMCTUYECKUIA aHaNM3aTop HaCTPONTe NCMOMb30BaHMe
9BPUCTUYECKOrO aHanmMsaTopa v BbloepuTe YpoBeHb 3aLLTbI, KOTOPbIA MPUMEHSET SBPUCTUYECKMI

aHannsaTop.

f. Haxxmute Ha kHomnky OK, uToBbl cCoXpaHuTb BHECEHHbIE M3MEHEHWNS 1 3aKpbITb OKHO NapameTpbi:
MpoBepka.

* B 6noke OeiicTtBue BoibepuTe nelicTaue, kotopoe Kaspersky Endpoint Security BbINOAHUT npu 06HapyxeHun
3apaxeHHoro obbekTa.
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e Ecnun Bbl xoTWTe ykasaTb obnacTb NpoBepky, B 6rioke O6nacTb NPoBepKN HAXMUTE Ha KHOMKY MNapameTpabl 1
B OTKpbIBLLEMCS OkHEe OBnacTb NpoBepKM BbIMOMHATE ClefytoLLe OelicTBUS:

e Ecnu Bbl xoTuTe, UuTobbl Kaspersky Endpoint Security npoBepsn 06bekTbl U3 cAvcka no yMom4aHuto,
yCTaHOBUTE GaXkoK PSAOM C HY>HbIM O6bEKTOM.

* Ecnu Bbl xoTnTe, UTObbI Kaspersky Endpoint Security nposepsin opyrive daiinbl nav nanku, HaXXMUTe Ha
kHorky [lo6aBuTb 1 ykaxuTe daiin, nanky nivm Macky UMeHu daina nnm nanku.

* HaxxmunTe Ha kHomky OK, UToBbl cOXpaHnTb BHECEHHbBIE N3MEHEHIS 11 3aKPbITb OKHO OBnacTk NPoBEpPKN.
5. CoxpaHnTe BHECEHHbIE N3MEHEHNS OOHUM U3 CrieaytoLLmxX CrocoboB:

* Haxmute Ha KHOMKY an/IMeHI/ITb, yTOBbl OCcTaThCy B okHe CeolicTea: [NonHag npoBepkKa nocrie CoxpaHeHns
BHECEHHbIX U3MEHEHWI.

e HaxmuTe Ha kHorky OK, utobbl 3akpbiTh okHO CBolicTBa: [onHasa npoBepka Nocre CoXpaHeHNst BHECEHHbIX
N3MEHEHUIA.

HacTpoiika napameTpos 3apaun BoibopouHasi npoBepka
1. OTKpoliTe cnmMcok nokanbHbIX 3aaa4 AN KIMEHTCKOro KoMMbloTepa.

2. B cnincke nokanbHbIX 3apad BeibepuTe 3aaady BeibopouHas npoBepka 1 OTKPOITe ee CBOMCTBa OOQHVIM 13
crenyoLmx crnocobos:

® nBaXapl WEeNKHUTE MO Ha3BaHWIO 3afaqu;
® M0 NPaBoli KHOMKE MbILL OTKPONTE KOHTEKCTHOE MEHIO 3aaun 1 BbibepuTe nyHKT CBOMCTBA;
® HaxmuTe Ha kHornky CeolicTBa.

3. BoibepuTte paspen Npoeepka.

4. Ecnn TpebyeTcs, HacTpoliTe crenytoLLme napameTpbl:

e Ecnu Bbl xoTUTe BbIBpaTh OAVH 13 NPeayCTaHOBNEHHbIX YPOBHe 6e3onacHocTy, B 6roke YpoBeHb
6e30MacHOCTM NepemMecTunTe NOA3YHOK MO LKase.

* Ecnu Bbl XOTUTE HACTPOUTL NapamMeTpPbl 6€30MacHOCTM BPYUHYIO, HAXXMUTE Ha KHOMKY MapameTpbl 1 B
oTKpbiBLLEMCS OkHe MapameTpbl: MpoBepka BbiNONHWTE cnefyioLme AencTBUS:

a. Ha Bknagke OcHoBHble B 611oke Tunbl daiinos Boibepute TUMbl dalinos, koTopble Kaspersky Endpoint
Security nposepseT.

b. Ha Bknapke OcHoBHble B 6rioke OnTrMmn3auma HacTpoliTe NapamMeTpbl, KOTOPbIE ONPEeRensoT
NpPOV3BOAVTENBHOCTb MPOBEPKN.

c. Ha Bknapke OcHoBHble B 6n1oke CocTaBHble ¢aiinbl BoibepuTe, kakne cocTaBHble dalinel Kaspersky
Endpoint Security nposepser.

d. Ha Bknaake [lononHutensHo B 6n1oke [JononHUTeNnbHblE NapaMeTpbl HACTPOVTE NCMONb30BaHNe
TexHonorum iSwift n 3anmce nHdopmaumn 06 0bHapyXeHHbIX 06bekTax B CTaTUCTUKY NPUNOXEHUS.
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e. Ha Bknagke ,D,OI'IOHHI/ITeanO B 611oke 3Bp|/ICTI/I‘-IeCKVII7I aHanunsaTop HaCTpOVITe ncrnosnb3oBaHne
OBPUNCTNYECKOro aHanmasartopa u Bbl6epI/ITe YPOBEHb 3aLllNThI, KOTOprI7I nprMeHaeT SBpMCTquCKMM
aHanm3aTop.

f. HaxxmuTe Ha kHonky OK, UToBbl COXpaHUTb BHECEHHbIE N3MEHEHWS 1 3aKpbiTb OKHO MapameTpbr:
Mposepka.

e B 6noke [elicTBue BoibepuTe gericteume, koTopoe Kaspersky Endpoint Security BeITOMHUT Npu 0BHapyXeHn
3apaXKeHHoro obbekTa.

e Ecnu Bbl xoTWTe ykasaTb obnacTb NpoBepky, B 6rioke O6nacTb NPoBepKN HAXMUTE Ha KHOMKY MNapameTpbl 1
B OTKpbIBLLEMCS OkHEe O6nacTb NpoBepPKM BbIMOMHATE ClefytoLive OelicTBUS:

* HaxxmunTe Ha kHoMKy [o6aBuTb 1 ykaxkuTe dalin, nanky uim ums Macku daiina nnm nanku.
* HaxxmunTe Ha kHorky OK, UToBbl cOxpaHnTb BHECEHHbBIE N3MEHEHIS 11 3aKpbliTb OKHO OBnacTb NpoBeEpPKN.
5. CoxpaHnTe BHECEHHbIE N3MEHEHNS OOHUM 3 CieayoLLmX CocoboB:

* HaxmunTe Ha kHorKy MpumeHuTb, YTOBLI OcTaThes B OkHe CBolicTBa: BeibopouHas nposepka nocne
COXpPaHeHNst BHECEHHbBIX N3MEHEHNIA.

e HaxmuTe Ha kHorky OK, utobbl 3akpbiTh okHO CBolicTBa: BbibopoyHasa npoBepka nocrie CoxpaHeHus
BHECEHHbIX N3MEHEHUIA.

HacTpoiika napameTpos 3agaun 3awmra oT CeTeBbIX Yrpos
1. OTkpoliTe cnncok nokanbHbIX 3aaa4 As KIMEHTCKOro KOMMbloTepa.

2. B cncke nokarnbHbIx 3ajaq BbibeprTe 3agady 3aluyta oT CeTeBbIX YIPO3 1 OTKPOITE ee CBONCTBA OLHUM 13
crenyoLLX CnocoboB:

* [BaXApl WENKHUTE Mo Ha3BaHWIO 3adauu;
® 10 NpaBoli KHOMKE MbILLUN OTKPONTE KOHTEKCTHOE MEHIO 3aaayn 1 BbibepuTe nyHkT CBOCTBA;
* HaxmuTe Ha kHorky CBolicTBa.
3. BbibepuTe pasnen 3awmra oT ceTeBbIX Yrpo3.
4. Ecnun TpebyeTcs, HacTpoiiTe cnemytoLive napameTpb:
* BkriounTe nnm BolkntoumTe 3alLmnTy OT CETEBbIX YTPO3 Ha KIIMEHTCKOM KOMMbIOTEPE.

e B 6rnoke MNapameTpbl 3alwmTbl OT CETEBbIX YIPO3 YCTaHOBUTE U CHUMKTE dnaxok BnokmnposaTb
aTaKyloLLe KOMMbIOTEPbl Ha <3HAaUYEHNE> MUH 1 YKaXKNTe 3Ha4YeHue.

¢ Bbl Takke MoxeTe ykasaTb IP-agpeca KOMMbIOTEPOB, CeTeBast akTMBHOCTb KOTOPbIX HE ByaeT
BnokumposaTbcs. s 9TOro BbINOMHATE CrefyoLLe OeNCTBIS:

a. Haxxmunte Ha kHonky UcknioueHns.

OTkpoeTcs okHo WckntoueHus.

b. HaxxmunTe Ha kHonky [lo6aBuTb.

OTkpoeTcs okHo IP-appec.
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c. YkaxuTe IP-agpec komMnbloTepa, ceTeBast akTUBHOCTb KOTOPOro He ByaeT 6/10KMPOoBaTLCS 1 HAXMUTE Ha
kHorky OK.

d. Haxxmute Ha kHonky OK, 4ToBbl COXpaHWTb BHECEHHbIE 3MEHEHUS 1 3aKpbITb OKHO VicknioueHus.
b. COXpaHVITe BHECEHHble N3SMeHeHN4 OOHM N3 Cnenyrolmnx crnocobos:

* Haxmute Ha KHOMKY an/IMeHI/ITb, UTOOLI OCTaTbCd B OkHe CBolcTBa: 3almTa OT CeTeBbIX yrpos nocne
COXpaHeHnd BHeCeHHbIX V3MEHEHWI.

* HaxmuTe Ha kHomnKy OK, 4uTobbl coxpaHnTb 3akpbiTb OkHO CBoiicTBa: 3almTa OT ceTeBbIX Yrpo3 rocrne
COXPaHEHNs BHECEHHbIX 3MEHEHWIA.

CospaHne NoAnTVK 1 ynpasnieHne nMn

B aTom paspene copepxuntcs nHdopmMaLms 0 cosnaHnm 1 HacTpolike nonuTuk ans Kaspersky Endpoint Security.

MonuTrka onpepenseT NapameTpbl PaboTbl MPUIOXKEHNS 1 AOCTYMN K HACTPOVIKE MPUNOXEHWS], YCTaHOBIEHHOrO Ha
KOMMbtoTepax rpynnbl agMUHUCTPUPOBaHNS. [Ns KaXaoro npunioxeHns TpebyeTcs cosnaTb CBOKO MNOANTHUKY. Bl
MOXeTe co34aTb HECKOSbKO PasfINYHbIX MONUTUK A5 MPUIOXKEHNIA, yCTaHOBEHHbBIX Ha KOMMbIOTEpax B Kaxaom
rpynne agMUHUCTPUPOBAaHWS, HO B Mpeaesnax rpynnbl agMUHNCTPUPOBAHS TObKO OAHa MONTMKE MOXeT
NMPVIMEHSITLCS AVHOBPEMEHHO K KaXXAOMY MPUSTOXEHNIO.

MpumeuaHue. MNMpu co3naHnm n HAaCTPOKE MNONNTUKIN Bbl MOXETE pas3peLUnTb U 3anpeTuTb USMEHEHNE
KaXkOoW rpynrbl MapaMeTPOB B MOMUTMKAX C MOMOLLIbIO KHOMOK | U [a.

Hap nonb3oBaTenbCckMy NONUTVKaMIM Bbl MOXETE BbINMOMHATL creaytoLume AeicTBUS:
* cospaBaTb NOUTUKY;
® HacTpavBaTb NapamMeTpbl MONNTHK;
® KOMMPOBATb 1 MEPEHOCUTb MONNTUKM U3 OAHOM rpynmbl B APYTYIO;
* yOansTb NMOMUTUKY;
® N3MEHSTb CTaTyC MONTUK;
® BKCMOPTMPOBATL MOANTYKN B Paiir;
* MIMMNOPTMPOBATL MNOANTUKIN U3 daiina.

MoppobHyto HPopmaumio o nonuTnkax Kaspersky Security Center Bol MoxxeTe HaliTh B cripaBke Kaspersky
Security Center®.

Co3zgaHve NnonnTrKn

OTOT pasfen CoOaepPXXUT NHCTPYKLUMIM MO 3amnycKy LlaroB MacTepa CO34aHNs MONUTUKM 1 ONMCaHME LWaroB MacTepa
CO3[aHNS MONTUKN.
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CospaHne nonnTKM U3 nanky rpynnbl aAMUHACTPPOBaHNS
1. 3anyctute KoHconb agpmuHucTpupoBaHus Kaspersky Security Center.
2. PassepHuTe ysen Cepsep agMmuHucTpuposaHns <Mims cepsepa>.
3. B pepese koHconv BoibepuTe narnky Ynpaendemble YCTpPOUCTBA.
4. BblbepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOOUT KIMEHTCKIMIA KOMMbIOTEP.

5. B paboueit obnacTu BeibepuTe Bknaaky MonnTtukm n HaxxmmTe Ha kHorky HoBasi nonntuka.

3anycTuTcs MacTep Co3naHNs MOMUTUKM.
6. CnepyiiTe WwWaram MacTepa co3aaHuns NONUTYKK, YTOObl cO34aTb MOMUTUKY.
Co3spaHune nonuTtukn us nankm MonuTtukn
1. BanycTtute KoHconb agpmuHncTpuposanns Kaspersky Security Center.
2. PassepHuTe y3en CepBep agpMmnHncTpuposaHus <ims cepsepa>.
3. B pepese koHconm BbibepuTe nanky Monntukn.

4. B paboueli obnacTu HaxmuTe Ha kHornky HoBaga nonuTuka.

3aI'IYCTI/ITC9 MacTep cosgaHns noJINTUKN.

B. Cne,u,y|7|Te waram macTtepa co3gaHng nonanTukn, yTObbI co3pnaTb NOJINTUKY.

YToBbI NepeiiT kK cremdyoLemMy LWary MacTepa, HaxkM1Te Ha KHorKy Janee. YTobbl BEpHYTbCS K MpedblayLemy
Lary MacTepa, HaXXM1Te Ha KHOTIKY . YTobbl 3aBepLunTh paboTy MacTepa Ha MtoBboM Luare, HaXXMUTE Ha KHOMKY

OTmeHa.

MprmeuaHue. Bug KHOMOK MOXET OTNNYaTbCS B 3aBUCUMOCTY OT Ucronb3yemoii sepcun Windows.

LLlar 1. Bei6op nporpammbl

B okHe Bbi6op nporpammbl Ans cospaaHus rpynnoBoii NOANTUKN B criicke nporpamm BolbepuTte Kaspersky
Endpoint Security ana Mac (12.2).

LLlar 2. Beog, uMeHn nonnTunkun

1. B okHe BBepuTe HasBaHme ang rpynnosori nonntukm B none Mims ykaxnte nms cosgasaemoint monmTtuku. Vims
HE MOXET CofepXaTb CUMBOMbI “ * < 1 > ? \ |.

2. YcTaHoBuTe draxok Micnonb3oBaTb napameTpbl NONUTUKA A/ NPeabiayLueli BEpCumu NporpamMmbl, ECIV Bbl
XOTUTE VMMOPTUPOBaTL NapamMeTpsbl CyLecTsytoLLel nonutukn Kaspersky Endpoint Security B HoByto nonutuky.

Lar 3. HacTpoiika napameTpoB 3awmThbl
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Ecnn TpebyeTcy, B okHe 3awmTa HacTpoiiTe crefytoLLe napamMeTpbi:
e HacTpoliTe napameTpbl 3aLLMThl ONepaLiOHHON CUCTEMbI KITMEHTCKOrO KOMIbIOTEpa.

* Coopmupylite [loBepeHHYO 30HY.

Bbl MOXeTe cospaTtbh cnncok o6bekToB, koTopble Kaspersky Endpoint Security He nposepsieT 1 He
KOHTPONMPYET.

* Hactporite [JoBepeHHbIE MPUNOXKEHNS.

Bbl MOXeTe co3aaTb CNMCOK NPUNOXEHWIA, ceTeByto 1 dalinoByto akTMBHOCTb koTopbix Kaspersky Endpoint
Security He KOHTpONMpPYET.

* BuibepuTe kaTeropum obHapyxrnBaemMbix OO BEKTOB.
* Bbik/loumnTe UM BKIKOYMTE 3aryck 3aaad No pacnucaHunio npu paboTte KoMMbloTepa OT akKyMynsaTopa.

* OrpaHuurBaTh CKaHVPYIOLLIIA MOTOK B Mcnonb3osaHum CPU.

LLlar 4. HacTpoliika napameTpoB 3awuTbl OT ¢aiifioBbIX Yrpos
Ecnn TpebyeTcs, B okHe 3awmTta oT $palinoBbiX Yrpos3 BhiMOMHUTE Crefytolune 0ecTBUS:

* BknounTte nnm BelknoumTe 3almTy oT GainnoBbix Yrpos.

Mo ymonuaHuio 3alumTa oT dalinoBbIX yrpos BKIOYeHa.

* BhibepuTe ypoBeHb 6e30macHOCTU.

Mo ymonuaruto BbibpaH ypoBeHb 6e30MacHOCTH, PEKOMEHLOBaHHbIN crieumanicTamu "JlabopaTtopun
Kacnepckoro”.

* HacTpoliTe napameTpbl 3awmTbl OT dainoBbiX Yrpos.

* BribepuTe geiicTere, KOTOPOE NPUOXEHNE BbIMOMHAT MPY 0BHapYXeHU BPpeAOHOCHOro obbekTa.

LLlar 5. HacTpolika napameTpoB 3awunTbl OT Be6-yrpos
Ecnn TpebyeTcy, B okHe 3awmTa oT Be6-yrpos BbiMofHUTE CneayioLlne AencTBIS:

e BkntounTe unm BolkloUnTE SGUJ,I/ITY oT Be6—yrp03.

Mo yMon4yaHumto 3almTa oT Be6—yrp03 BKJTtO4YEeHa.

* BuibepuTe ypoBeHb 6e30macHOCTU.

Mo ymonuaruto BbibpaH ypoBeHb 6e30MacHOCTH, PEKOMEHLOBaHHbIN crieuvanicTamu "JlabopaTtopum
Kacnepckoro”.

° HaCTpOMTe napamMmeTpbl 3awmTbl oT Be6—yrp03.

* BrbibepuTe geiicTere, KOTOPOE NPUNOXEHNE BhIMOMHUT NMPY 0BHapYyXeHn onacHoro obbekTa Beb-Tpaduika.

LLar 6. HacTpoliika napameTpoB 3almTbl OT CETEBbIX YIPO3
Ecnun TpebyeTcs, B okHe 3alumTa oT ceTeBbIX Yrpo3 BhiNOHUTE Crefytolme AeicTBUS:

e BkntounTe unm BolklounTE SGUJ,I/ITY OT CEeTEBbIX YIpO3.

Mo yMon4yaHmto 3allmnTa OT ceTeBbIxX Yrpos3 BKJllo4eHa.
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* HacTpoliTe napameTpbl 3alyThl OT CETEBbIX YrPO3.

e Coaspalite nnm nameHnte cnmcok IP-agpecoB yaaneHHbIX KOMMbIOTEPOB, CETEBYIO aKTUBHOCTb KOTOPbIX
Kaspersky Endpoint Security He 6rokmpyeT HUKorLa.

LLlar 7. HacTpoiika napameTpoB 06HOBNEHNS
Ecnun TpebyeTcs, B okHe OBHOBREHME BbINOMHUTE CriefytoLumne OelicTBUS:
e BknounTe vnm BeIKNKOUMTE OBHOBNEHNE MOLYNEN NPUIOXEHNS.

® YKaXnTe UCTOYHUKM OBHOBEHWIA.

LLar 8. HacTpoliika napameTpoB ncrnonb3osaHusa KSN
Ecnn TpebyeTcy, B okHe Kaspersky Security Network BoinonHuTe cnegytoLme nenctsmns:

e (O3HaKkoMbTeCh C MosiHbIM TekcToM [TonoxeHus o Kaspersky Security Network, Haxkas Ha kHorKy [MonoyeHne o
KSN.

* [pocmoTpuTe nHdopmaumo ob nHPpacTpykType KSN, koTopyto npenoctasnseT Kaspersky Security Center.
e BkntounTte nnm BoikntounTe Ucnonb3oBaHue Kaspersky Security Network.

* BkriounTe nnmv BbIKNIOUNTE pacLUMPEHHbI pexxnm nenonb3osaHns KSN.

e BkntounTte unu Belknounte ncnonssoarHe KSN-npokcu.

e BknounTe vnm BeIKOUMTE UCTONb30BaHve cepBepos "JlabopaTopum Kacnepckoro”, ecnv KSN-npokcu
HEeOoCTYMeH.

MpumeuaHue. Vicnonb3oBaHue Kaspersky Security Network n KSN-npokcu Ha yaaneHHbIx KoMnbtoTepax
LOCTYNHO Tonbko ecnn Cepaep agMUHUCTpUpoBaHus Kaspersky Security Center ncnonb3syeTcs B kayecTBe
npokcu-cepsepa. [NogpobHyto nHdopmaumio o HacTpolike CepBepa aAMUHUCTPUPOBAaHMS Bbl MOXETE HalATU
B cnpaske Kaspersky Security Center .

Ecnu Kaspersky Security Center ncnonbayeT rnobanbHbii KSN 11 Bbl npucoeanHunmce k Kaspersky Security
Network B napameTpax nonutuku, ctatuctiika Kaspersky Endpoint Security ¢ KnMeHTCKIX KOMMbIOTEPOB, K
KOTOpbIM Bblna nprMeHeHa NonuTnKa, aBTomMaTUYeckn oTrpasnseTcs B "Jlabopatoputo Kacnepckoro” ans
YNYyULLEHNS 3aLLMThl STUX KOMIbIOTEPOB.

MpumeuaHue. "JlabopaTtopusa Kacnepckoro' He ocyLLecTBASET Nony4YeHme, 06paboTKy 1 XpaHeHue Nobblx
nepcoHarnbHbIX JaHHbIX 6e3 Ballero siBHOro Cornacusi.

[aHHble, npepocTaBnsaemblie B "JlabopaToputo Kacnepckoro” npu ucnonbsoeaHum Kaspersky Security
Network B rno6ansHom KSN
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Ecnun ¢naxok 9 npuHumato ycnoeus ucnonb3osanus Kaspersky Security Network yctaHosneH, a pnaxok
BkniounTb paclumpeHHbili pexkum pabotbl KSN cHaT, Kaspersky Endpoint Security otnpaenseT B "JlabopaToputo
Kacnepckoro' cnepytoluve gaHHbIe:

* Hdopmaums 06 Ncnonb3yemMon NMMUEH3NU: TUM JIMLLEH3WN 1 CPOK €€ OeCTBIS, KOIMYECTBO AHEN A0 UCTEYEHNS
Ccpoka LeNCTBUS NNLEH3UN, MOEHTUMKATOP NapTHEPa, Y KOTOPOro NprobpeTeHa NULEH3Ns, naeHTudrkaTop
PEervoHanbHOro LeHTpa akT1BaLuum, KOHTPOSIbHas CyMMa KOLa akTUBaLLMW, XeLl-CyMMa Tena TUkeTa,
paccunTaHHas rno anroputMy SHAI, gaTta 1 Bpems Co3gaHns NMULLEH3NOHHOMO TVKeTa, UAeHTUG1KaTop
nHdOpPMAaLIN O NNLEH3U, MOEHTUDUKATOP NMLEH3NOHHOTO TVKETA, AEHTUPUKATOP NOCNEA0BATENBHOCTH
NNLLEH3NOHHOTO TUKETa, YHUKaNbHbI NAeHTUdUKATOP KOMMbloTEpa Nosib30BaTeNs, fAaTa Hayana i OKOHYaHUS
nepuona BannaHOCTW IMLEH3NOHHOIO TUKETA, TEKYLLLEE COCTOSHME NNLEH3NOHHOIO TVKETA, BEPCUS 3arosioBka
TVIKETa, BePCUs NMLEH3UN, naeHTUdUKaTop cepTudurkaTa Noanmcy 3aronoBka TUKeTa, KOHTPObHas CyMMa
dalina knoya, cepuiiHbii HoMep NOAMMCYMKa 3arofIoBKa TUKETa, TOKEH aBTOPU3aLIN.

* [lonHag Bepcus yctaHosneHHoro [10;
TUn ycTaHosneHHoro NO; noeHtndurkaTop obHoBneHus MNO; ngeHTudbMKaTop Cry>X6bl penyTauum;
noeHTudrKaTOp THNa NPOTOKONa; MAEHTUPUKATOP PErnoHanbHOro LEeHTpa akTUBaLmmn; BepCrs Cnmcka
OTO3BaHHbIX 3aksloueHnin cnyx6bl [10; noeHTndMKaTOop cpaboTaBsLUeli 3an1cK B aHTVBUPYCHbIX 6asax M10;
BpPeMeHHas MeTka cpaboTaBLueit 3anncu B aHTUBMPYCHbIX 6asax [10; Tvn cpaboTasLueii 3anmncu B aHTUBUPYCHbIX
6a3zax [10; yHukanbHbIl noeHTudrkaTop ycTtaHoBky 10O Ha koMMbloTepe; AaTa akTMBaLuv NULLEH3WU; faTa
OKOHYaHWNs cpoka AeNCTBUS MMLEH3UW; NOSHTUPMKATOP NNLEH3NN; CTaTyC NNLEH3MK, MO KOTOPOI NCMOMb3YyeTCs
MO; TN KOHTPONBHOM CyMMbI 06pabaTbiBaeMOro o6beKTa; Ha3BaHVe 06HaPYXEHHOW BPEAOHOCHOM NporpamMmbi
VN NeranbHoM MporpamMMbl, KOTopast MOXeT OblTb MCMONb30BaHa AJ1s HaHeCeHUs Bpeda YCTPOMCTBY WU AaHHbIM
nonb3oBaTens; KOHTPOmNbHas CyMMa obpabaTbiBaeMoro 06bekTa; KOHTPOsbHas CymMma koga akTusaumm M10;
nonHas Bepcus NO; yHnKanbHbI naoeHTudrKaTop yecTpolicTsa; naeHTudrkaTop NO; koHTponbHas cymma dalina
Knto4va, KoTopbiM akTrBupoBaHo 10; noeHTUPUKaTop MHPOPMALMOHHOM MOAENN, MPUMEHEHHON NpW
npenocTaBneHny niLeHsnn Ha ncnonbsosarve O; noeHTudrkaTop cepTrdrKaTa, KOTOPLIM NOANMCaH
3aronoBoK 1LeH3noHHoro TukeTa MO; gata 1 Bpems Co3aaHns MMLEH3MOHHOrO TukeTa 1O; KOHTPObHas CymMma
nnueHsnorHoro TukeTa NO; Bepcus nuueHsnoHHoro TukeTa NO; Bepcus kopa akTmsauumm NO; dopmaT gaHHbIX B
3anpoce Kk nHdpacTpykType NpaBoobnagatens; uoeHTudUKaTop TUKeTa TekyLel TMUEH3NN; NOeHTUPUKaTop
komnoHeHTa O; peaynbTaT AelicTBIIA, BbiNonHeHHbIX 10; kon, owmnbku; agpec Beb-cny6bl, Ha KOTopbIl
ocylecTBnsanock obpabaThiBaemoe obpalleHre (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOUHMKA 3anpoca
k Beb-cny>xbe (referrer); nybnnuHbIin kntoy cepTudurkaTa; oTneuaTok LMPpoBoro cepTnudukaTa npoBepsemMmoro
06beKTa 1 anropuTM XeLLVPOBaHKS.

Ecnn dnaxkn 9 npuHumato ycnosus ncnonb3osaHus Kaspersky Security Network 1 Bkniountb paclumpeHHsiii
pexunm paboTtbl KSN ycTaHosneHbl, Kaspersky Endpoint Security otnpasnseT B "JlabopaTtoputo Kacnepckoro”
cnepytoLive JaHHble:

* IHdopmaums o Bepcusix yCTaHOBNEHHOW Ha KOMMbIOTepe onepaunoHHol cucTeMbl (OC) 1 yCTaHOBMNEHHbIX
nakeToB OBHOBNEHUI, BEPCUS 1 KOHTPOIbHbIE cyMmbl (MD5, SHA2-256, SHAT) daiina gapa OC, napameTpsbl
pexuma paboTel OC. Bepcus OC, Homep cbopku OC, Homep obHosnerus OC, pepakumsg OC, paclunpeHHas
nHdopmaums o penakumm OC; Bepcus naketa obHosneHns OC; naTa n Bpems 3anycka OC; Bpems 3anep>Xkiu
06paboTku cobbITUS O coBepLueHun fencTaus B OC B MoacUCTEME NOBELEHYECKOrO aHanm3a; KonmyecTso
3afepXaHHbIX COBbITUI TeKyLLEero Tuna, coBepLleHHbix B OC; BpemMs 3aaepkkm 06paboTkm cobbITrs O
cosepliennn gelictems B OC B noacncTeme NpoakTUBHON 3aLUMThI; KOMMYECTBO 06paboTaHHbIX COBbLITUI,
coBepLueHHbIx B OC; konmuecTBo 06paboTaHHbIX CUHXPOHHBIX COBbLITUN, coBepLueHHbIX B OC; cyMmmapHas
3afepxkKa Bcex cobbITUiA TekyLLero Tuna, coeplueHHbix B OC; Bpems 3anepku obpaboTku cobbITus o
coBepLeHnn fenctemg B OC B nogcncTeMe NoCTOSHHOMO XpaHeHNst COBbITUI; CyMMapHas 3afepka BCex
cobbITuiA, coBepLUeHHbIX B OC; KONMMYECTBO OXMAAIOLLMX CUHXPOHHBIX COBBITUN, coBepLUeHHbix B OC; naTa 1
BPEMS Nony4eHns cobbiTns o coeplueHnn aelictens B OC.

* Hdopmaumsa o nocnenHein HeycrelwHol nepesarpyske OC: KonMUYecTBO HeYyCMeLLHbIX Nepesarpy3ok.
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* Hdopmaums 06 yctaHoBneHHoM 10 MNpaBoobnagaTens n COCTOSHN aHTUBMPYCHOW 3aLLMTbl KOMMbIOTEPA:

noeHTudmrkatop yctaHosku 10O (PCID); Bepcus 3anncu B 6a3e faHHbix [10; yHUKanbHbI naeHTudukaTop
YCTaHOBKM NPOrpamMmbl Ha KOMMbIOTEPE, TUM NPOrpamMMbl, UAEHTUGUKATOP THMNa NPOrpamMmbl, NOSIHAs BEPCUs
yCTaHOBMEHHOV NPorpamMmbl, MAEHTUPUKATOP BEPCUN HACTPOEK NMPOrpamMmMbl, UAEHTUPUKATOP TUMa
KOMMbtOTEpPa, YHVKanbHbIN NOEHTUPKKATOP KOMMbIOTEPA, Ha KOTOPOM YCTaHOBMIEHa MPOrpaMMa, yHUKambHbIN
noeHTudrKaTop Nonb3osaTens B cnyxbax [paBoobnagaTens, 93blk Tokanu 1 ee paboyee COCTOSIHME, BEPCUS
yCTaHOBMeHHbIX KoMnoHeHToB 10 1 nx pabovee cocTosHNE, BEPCUS MPOTOKOSA, KOTOPbIA MCMOMb3yeTCs s
nomkntoueHus K cnyx6am NpaBoobnagaTens; nonHas Bepcus yctaHosrneHHoro MO; Tun yctaHosnerHoro [10;
noeHtTndrkaTop obHoBneHns MNO; noeHTUdbMKaTOp CNy>X6bl penyTaunm; UAEHTUPUKATOP TUMNa NPOTOKONa;
NOEHTUMKATOP PErMoHanbHOrO LIEHTPa akTUBAaLIMK; BEPCUS CMIMCKa OTO3BaHHbIX 3aKodeHuii crnyx6ol MN0;
noeHTudrKaTop cpaboTasLLeli 3anncK B aHTUBKPYCHbIX 6a3ax NO; BpemeHHas MeTka cpaboTaBLueit 3an1cu B
aHTUBMPYCHbIX 6a3ax [10; Tvn cpaboTasLuelt 3anncu B aHTUBMUPYCHbIX 6asax [10; yHuKanbHbIn noeHTUdnkaTop
ycTaHoBkM 10 Ha KomMbloTepe; AaTa akTBaLMW TNLEH3UN; JaTa OKOHUYaHUS CpoKa AeNCTBUS NMNLEHSUN;
noeHTdrKaTop TULEH3MK; CTaTYC MNLEH3NN, MO KOTOPOM ncnonbayeTcs 10O; TUn KOHTPOMbHOW CyMMbl
obpabaTbiBaeMoro o6bekTa; HasBaHe 0BHaPY>KEHHOW BPeAOHOCHOM MPorpamMmMbl UK ieranbHOM MporpaMmel,
KOTopasi MoxeT OblTb MCMOMb30BaHa A1 HaHECEHNs Bpea YCTPOMCTBY UM AaHHbIM MOb30BaTenNs;
KOHTpObHas cyMmMa obpabaTbiBaeMoro o6bekTa; KOHTPObHas cymMMma koga aktusaumm MNO; nonHas sepcua MNO;
noeHtndvkaTop MNO; koHTponbHas cymma dalina koua, KoTopbiM akTrBMpoBaHo MO; noeHTdbrKaTOp
NHPOPMAaLIMOHHOM MOZEN, MPYMEHEHHO NPY NPEA0CTaBNEHUN NNLEH3UN Ha ncnonb3oBarue [0;
noeHTndrKkaTop cepTrndrKaTa, KOTOPLIM MOAMMCaH 3aroNnoBoK NMueH3noHHoro TrkeTa N0O; nata n Bpems
co3spaHns niueHsnoHHoro TukeTa NO; koHTponbHas cyMma nvueH3noHHoro TrkeTa M0; Bepcus NMLEH3NOHHOTO
TukeTa [MO; Bepcus koda akTusaumm [M0O; dopmaT AaHHbIX B 3anpoce K MHPpacTpykType [NpaBoobnagatens;
noeHTndbrKaTop TUKETa TEKYLLEN NMUeH3nn; naeHTndrkaTop koMmnoHeHTa O; pesynbTaT OeincTsuii,
BbINnonHeHHbIX [10; kog, owmbKy; appec Be6-CnyxObl, Ha KOTOPLIV OCYLLECTBNANOCH 0bpabaTbiBaEMOE
obpalLeHne (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOUHMKa 3anpoca K Beb-cnyxbe (referrer);
KOMMYECTBO LKIIOB OBHOBNEHNS 1 MPUMEHEHNS aHTUBMPYCHbIX 6a3; AaTa 1 BpeMs NocneaHero O6HOBNEHIS U
MpVMEHEeHNs aHTUBMPYCHbIX 6a3; aaTta 1 Bpems Bbinycka 6a3 IO; Bepcus komrnoHeHTa M10; noeHTndmkaTop
o6bHosnerws MNO; Tnn yctaHosneHHoro 10; gaTta 1 Bpems 3anycka KOMMNOHEHTa MOHUTOPWHI akTUBHOCTW; faTa U
Bpems ycTaHoBKM [10; BepOSTHOCTb OTNPaBKM CTaTUCTUKM KOMMIOHEHTOM MOHUTOPUHI @K TUBHOCTY; KOZ,
CcobbITNS, 0BpabaTbiBAEMOro KOMMNOHEHTOM MOHUTOPWHT aKTUBHOCTY AOJbLUE CTaHAAPTHOrO BPEMEHM
0bpaboTky; BpeMs 06paboTku cobbiTus B 6asax, 06paboTka KOTOPOro KOMIOHEHTOM MOHUTOPVHF aKTUBHOCTU
LMnach [osblie CTaHAaPTHOrO BPEMEHU; MakCUMaribHO LOMyCTMMOe BpemMst 06paboTku cobbiTug
KOMMOHEHTOM MOHUTOPWHI akTUBHOCTY; BPeMsi 06paboTkn cobbiTus, 06paboTka KOTOPOro KOMMOHEHTOM
MOHUWTOPWHI aKTUBHOCTW O/NNach Aoblle CTaHOAPTHOro BpeMeHu; obLLee KONmMYecTBO cobbITuii, 0bpaboTka
KOTOPbIX KOMMOHEHTOM MOHUTOPWHI aKTUBHOCTY ANMNAach AOSbLUe CTaHAAPTHOrO BPEMEHW.

[arHble 060 Bcex obpabaTtbiBaeMbix 06bekTax 1 felicTausx: 3akmouermre MO no obpabaTbiBaeMoMy O6beKTY;
Kop, kaTanora ¢ainos; pasmep obpabaTbiBaeMoro ob6bekTa; KOHTpobHas cymma (SHA256) obpabaTeiBaemoro
o6bekTa; Homep obHapy>eHHOro 1O B KOHTEKCTE KOMMOHEHTa MOHUTOPWHI aKTUBHOCTW; AaTa U BPeMs
0BHapyeHns CTOPOHHEro 1O KOMMOHEHTOM MOHUTOPVIHI @K TUBHOCTY; XapaKTEPUCTUKL OBHapPYKEHNS;
noeHTudrKaTop cpaboTasLLeli 3anncy B aHTUBUPYCHBIX 6a3ax O; npuyrHa obHapyxeHuns ctopoHHero 10
KOMMOHEHTOM MOHUTOPUHI aKTUBHOCTW; KOHTpOsbHas cymma (MD5) obpabaTbiBaeMoro o6bekTa; pesynstaT
MPOBEPKM MNOAMMCU MOLYSIS, LLeNOCTHOCTb KoToporo nposepseTcs NO; nms obpabaTbiBaeMoro o6bekTa; TUrM
cpaboTaBLueli 3an1cKy B aHTUBMPYCHbIX 6a3ax NO; nyTb kK 06pabaTbiBaeMOMy 06BEKTY; NMS IPOBEPSEMOrO
obbekTa; Aata u Bpems nposepkut; URL-agpec 1 Referrer, no koTopoMy oH Bbin 3arpy>keH; pasmep npoBepsieMblx
dainoB 1 NyTU K HAM; MPU3HaK HaXOXOEHWS B apx1Be; JaTa 1 Bpems cosaaHns aiina; Ms, pasmep U
KOHTpornbHble cyMmbl (MD5, SHA2-256) ynakosLumka (ecnv ¢paiin 6bin ynakosaH); aHTponus darina; Tvn daiina;
Kof Tuna dalina; NpuaHak ncrnonHsemoro darina, uoeHTUdUKaTop NCnonHgemoro daina n ¢opmat
ncronHsiemMmoro darina; KOHTposbHas cyMMa o6bekTa (MD5, SHA2-256); Tvn v 3HauYeHne LoNonHUTENbHO
KOHTPONBbHOM CyMMbl 06bekTa; faHHble o SLUI (cepTudukate) obbekTa: faHHble 06 n3paTene ceptudurkaTa,
KONMYeCTBO 3aMyckoB 06bekTa C MOMEHTa NocneaHel OTnpaBkn CTaTUCTUKK, NAEHTMKATOP 3aaaun
npoBepKM, crnocob nonyyeHns nHdopmaLm o penyTaumm obbekTa, 3HaveHne unbTpa target, TexHnyeckme
XapaKTePUCTUKIN MO MPUMEHSEMbIM TEXHOMOMMSIM OBHapPY>XeHNS; My Tb K 0bpabaTbiBaeMoMy 06bekTy; KoL,
kaTanora ¢daiinos.
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e [1ns ncnonHsembix $aiinos: aHTponvs pasaenos daiina, NpuaHak NpoBepKn penyTaumm unv nognucu daiina,
Ha3BaHue, TUM, naeHTUdVKaTOpP TUNa, KOHTPOsNbHas cymmMa (MD5) 1 pa3mep NPUNOXEHNS, 3arpy>KeHHOro
npoBepseMbIM 06bEKTOM, MY Tb K MPUIIOXEHMIO 1 MYTU K LIabnoHaMm, Npu3HaK HaxoXAeHWs B CCKe aBTo3arnycka,
[aTa 3anucu, Crncok aTpubyToB, Ha3BaHMe ynakoBLLyKa, MHbopMaLmMs O LIMPPOBOIM MOANNCH MPUNOXEHNS:
napatenb cepTudukaTa, HasBaHe oTnpaensemMoro ¢arina B popmate MIME, naTta 1 Bpems cbopku darina.

* HdopmaLms o 3anyckaeMblx MporpamMmax 1 Nx MOLYynsX: KOHTPOSbHbIE CyMMbl 3arnyckaeMblx dalinos (MD5,
SHA2-256), paamep, aTprbyThbl, AaTa CO3AaHNS, M ynakoBLuuka (ecnuv daiin 6bin ynakosaH), MeHa daiinos,
JaHHble O 3anyLleHHbIX B CUCTeMe npoLeccax (naeHTrudukaTop npolecca B cucteme (PID), nms npouecca,
AaHHble 06 YUYEeTHOI 3an1cK, OT KOTOPOIA 3aMyLLLEH NPOLIECC, MPUNOXEHUM 1 KOMaHAe, 3arnyCTMBLUEN NpoLiecc,
MOMHbIV Ny Tb K Ppalinam npouecca n KOMaHAHas CTpoKa 3arnycka, OnMcaHme NPUNoXeHns, K KOTOPOMY OTHOCUTCS
npoLecc (HasBaHWe NPUNOXEHNS 1 faHHble 06 n3paTene), a Takxke AaHHble 06 NCnonb3yeMbix LdPOBbIX
ceptudukaTax n nHbopmMaLmng, HeOBXoaMMas 4S9 IPOBEPKM MOAMHHOCTY 3TUX CepTUdUKATOB, UK AaHHbIE 06
OTCYTCTBUM LM POoBOI noagnucu daiina), Takke nHbopmMaLms o 3arpy>kaemMbix B MPOLIECChl MOLYNSIX: X UMEHa,
pasmep, TUMbl, 4aTbl CO34aHNS, aTPUBYThl, KOHTPOsbHbIE cyMMbl (MD5, SHA2-256, SHAT), nyTu K HM,
nHdopmaLms saronoska PE-dalinos, nMeHa ynakoBLUMKOB (ecnu dalin 6bin ynakosaH), MHGopMaLms O Hanmuum u
BaNMAOHOCTU AaHHbIX 3TOV CTaTUCTUKY, MUAEHTUPUKATOP YCoBUS GOPMUPOBaHNS NepenaBaemMoli CTaTUCTUKN.

* B cnyuyae o6HapyxeHWs yrpo3sbl U Ys3BUMOCTH, LOMONHUTENBHO K MHPOpMaLmn 06 obHapy>XeHHOM 06bekTe
npepocTasnseTcs MHPopmaums o6 noeHTndrKaTope, BEPCUM 1 TUME 3animncu B aHTUBUPYCHbIX 6asax, HasBaHne
yrposbl cornacHo knaccudukaumm Npasoobnagatens, AaTta v BpeMs NocneaHero 06HOBNEHNS aHTUBUPYCHBbIX
6as3, nvg ncnonHsemoro dalina, koHTponbHas cymma (MD5) daiina npunoxerus, 3anpocusluero URL-agpec, B
KOTOPOM npounsoLLio obHapyxeHue, IP-agpec (IPv4 nnun IPvé) obHapyskeHHO yrpo3bl, naeHTudmnkaTop
yS13BUMOCTU U knacc ee onacHocTu, URL-anpec n Referrer cTpaHnubl 06HapyXeHNs yS93BUMOCTU.

e B Clny4yae O6HapY)KeHI/I9| noTeHumanbHO BPegOHOCHOIro obbekTa npenocTaBnNAaAeTCy |/|H¢op|v|au,|/|9 O OJaHHbIX B
namMmsaT NpoLeccoB.

* VIHpopmaLms o ceTeBoin aTake: IP-agpec aTakytoLLero KomnbloTepa 1 HOMep nopTa KOMMbloTepa Nnosb3oBaTens,
Ha KOTOpbIVi Oblna HanpaBneHa ceTeBas aTaka, MoeHTUdUKaTOpP NPOTOKOIA, MO KOTOPOMY BbINOSIHSANACh aTaka,
Ha3BaHue 1 T1M aTaku.

* /HdopMaLms 0 ceTeBbIX COEANHEHNSIX: BEPCUS 1 KOHTPOMbHble cyMmbl (MD5, SHA2-256, SHAT) daiina
npoLiecca, OTKPbIBLLIEro MNOPT, My Tb K paliny npouecca 1 ero LmdpoBas NOANMCh, OKanbHbIA 1 yoaneHHbIn [P-
afpeca, HoMepa NMoKanbHOro 1 YAANEHHOMO NMOPTOB COEANHEHWS, COCTOSIHUE COEANHEHWS, BPEMS OTKPbITIS
nopTa.

e URL nIP-agpec Beb-CcTpaHuLpl, Ha KOTOPOU Bbin 0BHaPY>KeH BPELOHOCHbIN U MOAO3PUTESbHBIA KOHTEHT, UMS,
pa3mep 1 KOHTpOosbHas cymma daiina, 3anpocusLuero aaHHbli URL, noeHTrndrkaTop, BeC 1 cTeneHb
NPUMEHNMOCTH MPaBuna, Mo KOTOPOMY Bbin BIHECEH BEPAVIKT, LieSb aTaku.

* IHpopmaums 06 06HOBMEHNM YCTAHOBNEHHOW NPOrpaMMbl M aHTUBMPYCHbBIX 6a3: CTaTyC 3aBepLUeHNs 3aaaun
OBHOBEHWS, TUM OLLMBKN, KOTOPas MOorfia NPON30ATY NMPY OBHOBNEHNM, YACTO HEYCMELLHbIX 3aBEPLUEHNI
OBHOBMNEHWS, AEHTUUKATOP KOMMOHEHTA NPOrpaMMbl, KOTOPbIA BbIMOMHAET OOHOBEHNE.

* [Hdopmauma o6 ncnonbsoBaHum Kaspersky Security Network (nanee "KSN"): noeHtudmrkatop KSN,
noeHTndurkatop MO, nonHas Bepcua N0, obeannyeHHbIn IP-agpec ycTpolicTBa nonb3oBaTens, nokasaresnm
KadecTBa BbiNnonHeHns 3anpocos k KSN, nokasatenu kayectsa o6paboTku nakeTos AN KSN, nokasatenn
konuuecTBa 3anpocos B KSN 1 nHdopmaLums o Tunax sanpocos B KSN, gaTta 1 Bpems Hauana nepepaun
CTaTUCTUKM, AaTa 1 BPEMS OKOHYaHWS Nepeaayn cCTaTucTukm, MHGopmaLms 06 0OHOBNEHNSX KOHPUIypaLmm
KSN: naeHTndurkaTop akT1BHO KOHGUrypaLmm, MAEHTUPUKATOP NOMyUYEeHHOI KOHDUrypaLImi, KO, OLUIMOKN Npw
OBHOBEHW KOHPUrYypaLL.

* VIHpopMaLms 0 COBBITUSIX B CUCTEMHBIX XXypHanax: BpemMs CobbITuS, HasBaHMe XypHana, B KOTOPOM OBHapy»XeHO
cobbITVe, TUN 1 KaTEropusi COBLITUS, Ha3BaHNE NCTOYHVIKA COBBITUS 1 ero OnmncaHune.
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VHpopmauma ons onpepenerns penytaumm paiinos, URL-agpecos n ceptudukaTos: URL-agpec, ns KOToporo
3anpalunBaeTcs penyTauus n Referrer, Tvn npoTokona coeanHeHns, BHY TPEHHWIA naeHTUbUKaTop Trna
nporpamMmbl, HOMep MCMOb3yeMOoro NopTa, MAEHTUPUKATOP NONb30BaTeNs, KOHTPOSIbHAs CyMMa NpoBePsSIeMOoro
daiina (MD5), Tun o6Hapy>eHHO yrpo3sbl, nHbopMaLMs O 3anmcu, KoTopas bbina Mcrnosb3oBaHa ans
OBHapyxeH1s yrpo3bl (MaeHTUPUKaTOP 3anmncK B aHTUBUPYCHOM Base, BpemMs CO3AaHus 1 TUM 3anncu);
NyB6AnYHBIA KNtoy cepTudurkaTa; oTnevaTok udpoBoro cepTudukaTa npoBepseMoro obbekTa 1 anropuTm
XeLUNPOBaHWS.

[aHHble o TeppuTOpPMAanbHON pacnpoCTpPaHeHHOCTH MPOrpPaMMbl: aTa YCTaHOBKM 1 faTa akTBaumm
nporpamMmbl, UAeHTUdMKATOP NapTHEPA, NPeSOCTaBMBLLErO NINLEH3MIO AN aKTUBALMI NPOrpamMmbl,
noeHTUbrKaTOP NPOrpamMmbl, UOEHTUGUKATOP S3bIKOBOI JIOKaNM3aLmm NporpamMmMbl, CEPUHBIA HOMEP NNLLEH3NN,
Mo KOTOPOI MporpamMmMa akTUBMPOBaHa, npusHak yuyactus B KSN.

VNHPopmaLums 06 ncnonb3yemMoin NMMLEH3N: TUM JINLEH3MN U CPOK ee AeNCTBIS, KONMYECTBO AHEN 0,0 UCTEUYEHNS
Ccpoka LeNCcTBUS NMLEH3UN, MOEHTUVKaTOP NapTHEPa, Y KOTOPOro nprobpeTeHa NULeH3ns, noeHTudrkaTop
PEervoHanbHOro LeHTpa akT1BaLum, KOHTPOSIbHas CyMMa KOfa akTUBaLLMK, Xell-CyMMa Tena TUkeTa,
paccunTaHHag rno anroputmy SHAI, naTta 1 Bpems Co3naHns NMULEH3NOHHOMO TUKEeTa, MAeHTUG1KaTOp
nHPopMaLIN O MNLEH3UN, UOAEHTUPUKATOP NINLEH3MOHHOIO TUKETA, UAEHTUPUKATOP NOCNELOBATENBHOCTY
NNLLEH3NOHHOTO TUKETa, YHUKabHbI MAeHTUdUKATOP KOMMbloTEpPa Nosib30BaTeNs, fJaTa Hayarna 1 OKOHYaHUS
nepuona BannaHOCTU IMLEH3NOHHOIO TUKETa, TEKYLLLEE COCTOSHME NNLEH3NOHHOIO TUKETA, BEPCUS 3aroioBka
TVKETa, BEPCUS NMULLEH3UN, naeHTUbnKaTop cepTrdrKaTa NOANMCY 3arofioBka TUKETa, KOHTPObHAs CyMMa
darina knoya, cepuiiHblii HOMep NOAMMCHMKa 3arofioBKa TUKETa, TOKEH aBTOPU3aLIN.

NHpopmaumsa 06 ycTaHOBIEHHOM Ha KOMMblOTEPE annapaTHOM obecrneyYeHnn: TUM, Ha3BaHNe, MOLESb, BEPCYs
MPOLUMBKM, XapaKTEPUCTUKN BCTPOEHHbIX 1 MOAKIIIOYEHHBIX YCTPOCTB.

NHdopmauus 06 ycTpolicTBe: AeHTUPUKaTOP YCTPONCTBA.

NHdopmaums o paboTe kommnoHeHTa "Beb-KoHTponb”:
BEPCUS KOMMOHEHTA, MPUYMHa KaTeropusaLmm, [ONONHUTENbHas MHGOPMAaLMS O MPUUMHE KaTeropusamu,
kaTeropusmpoBaHHbii URL-agpec, IP-agpec xocTa 3a6noknpoBaHHOro/KaTeroprsmpoBaHHOro ob6bekTa.

Ecnun Kaspersky Security Center ncnonbayet JlokanbHbili KSN, 11 Bbl nprcoeanHmnmce k Kaspersky Security
Network B napameTpax nonutukm, Kaspersky Endpoint Security He oTnpaBnseT cTaTUCTUKY C KIIMEHTCKIMX
KOMIMbIOTEPOB, K KOTOPbLIM Bbina NprMeHeHa nonnuTuka, B "JlabopaTtoputo Kacnepckoro™.

[Nocne yoaneHmsa noJINTUKM nnn ee geaktrsaunmn HaCTpOMKM KSN Ha knmeHTckom KOMMbOTEPE BO3BPALLAIOTCH K
MNCXOOHOMY COCTOAHUIO.

LLlar 9. HacTpolika napameTpoB B3anMoAeNCTBNS C Nosib3oBaTesiem

Ecnun TpebyeTcy, B okHe BsanmopeiicTBre c nonb3oBaTenemM HacTpoTe napamMeTpbl B3aumopelicTeus Kaspersky
Endpoint Security c nonb3oBaTenem KIMeHTCKOro KoMrbloTepa.

LLIar 10. HacTpolika napameTpoB coeANHEeHUs C CETbIO
Ecnun TpebyeTcs, B okHe CeTb BbINONHWTE cnefyiowme AencTaus:
HacTpoliTe napameTpbl NOAKMNOYEHNS K MPOKCU-CEPBEpY.

BkntounTe nnu BeiktounTe NpoBepky nHdopMaLLn, KOTopas NocTyrnaeT Ha KOMMbIOTEP 1 OTMNPAaBASIETCS C HEro
no npotokony HTTPS.

BbibepuTe xpaHnnviLe cepTudrkaTos Ang nposepkn salmndpposarHHoro HT TPS-Tpaduika B 6paysepe Mozilla
Firefox.

HacTpoliTe cnmcok noBepeHHbIX KOPHEBbIX CePTMhUKaTOB.
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* HacTpoliTe KOHTpONpPyeMble MOPTHI.

Bbl MoxeTe cos3paTb cnvcok nopToB., koTopble Kaspersky Endpoint Security koHTponvpyeT.

LUar 11. HacTpolika napamMmeTpoB OTYETOB N PE3EPBHOIO XpaHWUIMLWa
Ecnn TpebyeTcy, B okHe OTUeTbl 1 pe3epBHOE XPaHWUVLLLE BbINONHMTE Cleayowme neicTBUS:
* HacTpoliTe napameTpbl GOPMMPOBaHUS 1 XpaHEHNs OTUYETOB.

* HacTpoliTe napameTpbl XpaHEHNS OO BEKTOB B PE3EPBHOM XPaHUIINLLE.

LLar 12. HacTpolika wugposaHua guckos ¢ nomoubto FileVault
Ecnn TpebyeTcs, B okHe LLndposaHue gucka FileVault BoinonHuTe cnepyrolwme nencteus:

* BknounTte nnn BeikNtounTe ynpasneHve widpoBaHvem avcka FileVault ons sarpysouHoro guricka komnbtotepa
nonb3oBaTens.

Mo ymonuaruto ynpasneHe windposaHem aucka FileVault BeikntoveHo.

* Bribepute onumio 3awmdpoBaTb ANCK, ECMN Bbl XOTUTE 3aLMdpPOBaTh 3arpy304HbIli AMCK KOMMblOTEpa
nonb3oBaTens, Koraa noanTuka ByoeT nprMeHeHa K KIIMEeHTCKOMY KOMIbIOTEPY.

Ecnn dnaxok Ynpasnenue wudposaHmem gucka FileVault cHaT, nonb3oBaTeny ¢ npasamv agMUH1UCTpaTopa
MOryT 3awwmdpoBaTh 1 paclurdpoBaTb 3arpy30uHblii anck Mac ns CucTeMHbIX HaCTPOEK.

Ecnn dnaxok Ynpasnenue wundposaHmem aucka FileVault yctaHoBneH 1 BbibpaHa onuys 3awmndposaTtb AUCK,
ronb3oBaTeny C NpasamMy agMUHICTPaTopa He MOryT paclundpoBaTh 3arpy304Hblii anck Mac ns CucTemHbIx
HaCTpOeK.

Ecnn dnaxok Ynpaenenue wndposaHuem grcka FileVault ycTaHoBneH 1 BoibpaHa onums PacumndpoBatb anck,
nonb3oBaTen ¢ NpaBaMn agMHUCTPaTopPa He MOryT 3alndpoBaTh 3arpy304Hbii anck Mac 13 CucTemHbIx
HaCTpOeK.

LLlar 13. HacTpoiika Be6-KoHTpons
Ecnun TpebyeTcs, B okHe Be6-KoHTponb BoinonHnTe cnepytowime neiicTBus:

e BkniounTte nnu Beiknounte Beb-KoHTpons.

MpvmeuaHue. Korga Bbl BkntovaeTe Beb6-KoHTporb, UTo6bl 6r1oKMpoBaTh 4OCTYM K ONacHbIM BeE6-pecypcam,
Kaspersky Endpoint Security nokaseiBaeT yBegomneHvie Be6-KoHTponb BkntoueH B LieHTpe 3alumTbl Ha
yAaneHHOM KoMMbtloTepe.

Korpa nonb3oBaTenb MbiTaeTCcs NOAyYnTb 4OCTYM K BeG-pecypcam, 3abnoknposaHHbIM Beb-KoHTponem Ha
yoaneHHom kommbtoTepe, Kaspersky Endpoint Security nokasbiBaeT yBegomnerus, ecnv B okHe CeTb
MacTepa co3faHns NONUTVKN ycTaHoBNeH dnaxok MNpoeepaTh 3awmiieHHble coeguHeHus (HTTPS).

* [lo6aBbTe HoBOE npasuio Beb-KoHTpons, Haxas Ha KHorky [Jo6aBuTb.

Bbl MOXeTe ykasaTb UMs NpaBuna 1 BbibpaTb, OyOeT N MpaBuio akTUBHBIM; yka3aTb 061acTb MPUMEHEHNS
npasuna, Co3aas CrMcok Beb-aapecoB 1N BbIbpas KaTeropuin caiTos, a Takxxe BblbpaTb AeiicTBre, KoTopoe
Kaspersky Endpoint Security BbINOnHWT, Koraa nosnb3oBaTesib OTKPOET CaliT, Ha KOTOPbI PacnpoCTPaHIeTCs 9TO
npaswuo.

b OTpe,El,aKTVIpyVITe, yoanmnTte nnn ynopsnoybtTe Co3aaHHble npaBsuna B CriviCke.
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MNopsiaoK, B KOTOPOM pacnonoxeHbl Mpasuna, onpeaenseT NpUopuTeT NX NpUMeHeHns nporpammoii Kaspersky
Endpoint Security.

LLIar 14. HacTpoliika napameTpoB Managed Detection and Response
Ecnn TpebyeTcy, B okHe Managed Detection and Response BbinonHuTe crnefytowe oeicTems:

e BknounTte nnm BoikntounTe komnoHeHT Managed Detection and Response.

Mo ymonyaruto komnoHeHT Managed Detection and Response BbikntoueH.

* ViMnopTupylite nnu yonanute KOHGUrypaumoHHbIli dalin, KOTopbIA UCMoMb3yeTCs As akTBaLMM KOMIMOHEHTa
Managed Detection and Response Ha ynpaBnsembix ycTpolicTBax.

Ecnn ¢pnaxok Managed Detection and Response ycTaHoBneH 1 koHduUrypaLmoHHbii daiin MDR nmnopTtrposaH, To
komnoHeHT Managed Detection and Response akTuBeH 1 B3aumopelicTayeT ¢ pelueHnem Kaspersky Managed
Detection and Response. 9To peLueHne obecrneunBaeT HENPepPbIBHbIM MOUCK, OBHapPYXeHME 1 yCTPaHeHNe yrpos,
HamnpaBneHHbIX Ha BaLly OpraH3aLiio.

LUar 15. HacTpoliika Endpoint Detection and Response (KATA)
Ecnn TpebyeTcs, B okHe Endpoint Detection and Response (KATA) BeinonHuTe cregytolie 0eicTBuS:

* BknounTte nnm BeikntounTe koMmnoHeHT Endpoint Detection and Response (KATA).

Mo ymonyaHuto koMmnoHeHT Endpoint Detection and Response (KATA) BbIK/tOUeH.
* HacTpoliTe napameTpbl NOAK/IIOYEHNS K cepBepy 1 fobasbTe TLS-cepTndmkar.
e [lo6aBbTe cepep KATA.
Ecnn dnaxok Endpoint Detection and Response (KATA) yctaHoBneH, a TLS-ceptudunkat n cepsep KATA
nobasneHbl, komnoHeHT Endpoint Detection and Response (KATA) akT/BEH 1 B3aIMOLENCTBYET C pPeLLEHNEM

Kaspersky Anti Targeted Attack Platform. 9To pelueHne onepaTnBHO 0BHaPYXMBAET CNOXHbIE YIPO3bl, TAKMX Kak
LeneBble aTaki, CIIOXHbIE MOCTOSHHbIE YrPO3bl, aTaky "HyNeBOro AHs" 1 apyrue.

Lar 16. HacTpolika npoBepku BHELUHNX ANCKOB
B okHe lNMpoBepka BHELHUX ANCKOB HaCcTpOWTe CreayloLLe NnapameTpsbi:
* [lelicTBue, koTopoe Kaspersky Endpoint Security BbinonHgeT npy NOAKIIOUEHNN BHELLHEMO AMCKa.

e [eicTBue, koTopoe Kaspersky Endpoint Security BbINOnHIET Npu 0BHaPY>KEHWN 3apaXxeHHOro obbekTa.

LWar 17. HacTpoiika AHanusa nosegeHns
B okHe AHanns noeBegeHus Npy HEOBXOAMMOCTH BBINOSHWTE CReaytoLe AeACTBIS:

e BknounTe 1M BbiktounTe AHanms noseneHms.

Mo ymonuaHuio AHanms noBefeHns BKIIIOYEH.
* BuibepuTe gelicTBre, KOTOPOe ByaeT BbINOMHEHO NMpy 0BHapYXeHN akTUBHOCTY BpenoHocHoro 0.
* BktounTe 1 BbIKNIOUMTE 3aLLMTY Nanok obLero 4OCTymna OT BHELHEro LWdPOBaHKS.
* BuibepuTe peiicTare, KOTopoe ByneT BbINMOMHEHO NPY OBHAPY>XKEHNN akTUBHOCTY BpedoHocHoro MO.

LUar 18. HacTpoiite 3awmTy oT NOYTOBbIX Yrpo3
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Ecnn Tpe6yeTc91, B OKHe 3alumTa OT NOYTOBbIX Yrpos3 BbINONHATE Ccriefytouine OencTBu:

* BkiounTte nnm BbiknounTe 3awmyTy OT MOYTOBLIX YrpO3.

Mo ymonuaHuio 3almTa OT CETEBbLIX YrPO3 BK/OUEHA.
* BrlbepuTe gelicTaure, KOTOPOE NPUOXEHNE BbIMOHAT MPY OBHAPYXeHN BPeLOHOCHOro obbekTa.

° HaCTpOMTe napameTpbl 3almThl OT MOYTOBbIX yrpos.

LLiar 19. HacTpolite 3awuTy oT aKkcnionToB
B okHe BawuTa oT 3KCNNoWTOB NPy HEOOXOANMOCTU BBIMOMHUTE CReayioLLe OeACTBIS:

e BktounTe Unm BbiKlOUMTE 38LLI,VITy OT 9KCMIONTOB.

No ymonuaHuio 3alimTa OT SKCMIONTOB BKIIIOYEHA.

* BuibepuTe gefcTere, KOTOPOe ByneT BhIMONHEHO NPV OBHAPYXXEHWN SKCMIOoNTa.

LLlar 20. HacTpoiite OTKaT BpeAOHOCHbIX AelACTBUIA
B okHe OTKkaT BpeAOHOCHbIX AeNCTBUI NPY HEOBXOANMOCTH BbIMONHUTE Cneayiolwme AencTeus:

e BintounTte nnm Bolknounte OTKaT BPeOOHOCHbIX OEACTBUIA.

Mo YMOYaHuIO OTkaTt BPEeOOHOCHbIX OEeiCTBU BKITIOYEH.

Lar 21. Hactpoliite KoHTponb ycTpoiicTB
Ecnn TpebyeTcs, B okHe KOHTpOb yCTPOMCTB BhINOMHUTE Criefytolme OeCTBUAS:

e BxntounTte nnm BoiknounTe KOHTpOb YCTPOMUCTB.

[No ymonyarHuio KOHTposb yCTPOCTB BKIIOYEH.

* HacTtpolite napameTpbl KOHTpONns yCTPOCTB.

LLlar 22. HacTponTtb CeTeBoli akpaH
Ecnn TpebyeTcy, B okHe CeTeBoli 3KpaH BbINOMHATE CrefytoLLe AeCTBYS:

e BkniounTe nnm Boikniounte CeTeBon akpaH.

[No ymonyaHuio CeTeBOW 9KpaH BKITFOUEH.

* HacTtpolite napameTpbl CeTeBOro akpaHa.

LLlar 23. Bbi6op rpynmnbl agMUHUCTPUPOBaHUS, K KOTOPOI ByaeT NpMMeHeHa nonnTuKka

B okHe LieneBas rpynna HaxmuTe Ha KHomnKy O630p 1 BbibepuTe rpynny adMUHUCTPUPOBAHMS, K KOTOPOIA Bbl
XOTUTE MPUMEHNTb MOINTUKY.

LLlar 24. BeiGop cTaTyca NONUTUKU 1 3aBEPLUEHNE CO3AaHMNS MOMUTUKM
B okHe CospaHne rpynnoBoii NONMTUKK AN NPOorpamMmbl BbINOMHUTE Criefyolme AelicTBUS:
1. Beibepute cTaTyc, KOTopbI ByAeT NPUCBOEH MOSINTUKE:
* AKTUBHaS NOANTYIKE. NONUTIKA MPUMEHSIETCS K BbIbpaHHON rpynne aaMUHUCTPUPOBaHMS.
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® HeakTuBHas noNTVIKE: NONNTVKA HE NMPUMEHAETCA.

e [lonTuka 4719 aBTOHOMHbIX [10/1b30BATEIEV. NMONNTUKA NPNMEHAETCH K Bbl6paHHOI7I rpynne
agMVHNCTPUPOBaHUYA MNpn OTKNKOYEHNN KOMMNbIOTEPOB OT CETU opraHmnsaunn.

I'Ipmmeanme. B rpynne agMUHNCTPUPOBaHUA 019 OOHOIO NPUNOXEeHNA Bbl MOXETE CO34aTb HECKOJIbKO
MOMUTUK, HO aKTVBHOM MOXET BbITb TOMbKO OHAa N3 HUX.

MonpobHyto nHdOopPMaLMIo O cTaTycax NMoNUTUKN Bbl MOXETE HaliTu B cipaske Kaspersky Security Center®.

2. YcTaHoBuTe dnaxok OTKpbITb CBOCTBA NONMUTUKN CPa3y NOC/E CO30aHNS, €CIIN Bbl XOTUTE MPOCMOTPETh
napameTpbl MOUTUKN NOCIE ee CO3AaHWS.

3. HaxkxmunTe Ha kHomky foToBO Afs 3aBepLUeHNs paboTbl MacTepa CO34aHNS MONTUKM.

CospaHHas nonuTrka nosBuTCS Ha Bknaake MonuTtukm B pabouein ob6racTu rpynnbl aOMUHUCTPUPOBaHUS.
MonnTuka ByaeT NPUMEHeHa K KNMEHTCKMM KOMMbIoTepam nocse nepBoli CUHXPOHN3ALMN KIMEHTCKMNX
koMnbtoTepoB ¢ CepBepoM agMUHNCTPUPOBAHKSI.

Bbl MOXeTe 3MEHNTb NapamMeTpbl CO30aHHON MONUTVKN. TakXXe Bbl MOXETE 3anpeTuTb U paspeLlnTb U3MEHEHNE
KaXkAol rpynnbl NapamMeTPOB C KIIMEHTCKOro KOMMbIoTepa C MOMOLLbIO KHOMOK & U [@ ANS KaXA0M rpynmbl
napameTpoB. KHoMKa [@ psSaoM C rpynno napamMmeTpoB O3HaYaeT, YUTo NMob30BaTeNb KIIMEHTCKOro KOMMbIoTepa He
MOXET M3MEHUTb 3T NapameTpbl Ha CBOeM KomrbtloTepe. KHoMka & psaoM ¢ rpynnoli mapamMeTpoB O3HaYaeT, YTo
Mosib30BaTeNb KIIMEHTCKOrO KOMMbIOTEPa MOXET N3MEHUTb 3TU NapaMeTpbl Ha CBOEM KOMIMbIOTEPE.

[lpocmoTp cnncka nonnTuK

Bbl MOXeTe co3aaTb HEOrPaHMUYEHHOE KONMYECTBO PasNYHBIX MOMUTUK A1 MPUIOXEHWA, YCTAHOBNEHHbIX Ha
KOMMbIOTEPAX B KaX4OV rpyrne aoMUHUCTPUPOBaHUS, HO B Mpeaenax rpynnbl aAMUHUCTPUPOBaHWS TOMbKO OfHa
MOINTUKA MOXET NMPUMEHSTLCS €ANHOBPEMEHHO K KaXXO0MY MPUIOKEHUIO.
MpocmoTp cnvcka noANTUK ANg rpynnbl agMUHACTPUPOBaHUS

1. BanycTtute KoHconb agpMmuHncTpuposanns Kaspersky Security Center.

2. PassepHuTe y3en CepBep agpMmnHncTpupoBaHus <ims cepeepa>.

3. B nepeBe koHconM BbibepuTe nanky Ynpaensemble yCTpoMCTBa.

4. BoibepuTe rpynny agMVHUCTPUPOBAHNS, B KOTOPYIO BXOANT KIIMEHTCKUIA KOMMbIOTEP.

5. B paboueii obnacTu BoibepuTe Bknagky MonuTtukm.

OTO6p83VITC5I CMMNCOK NONNTUIK.

HacTporika napameTpoB NOANTUKN

Bbl MOXeTe BHOCUTb N3MEHEHWS B MONMTYKY, co3aanHyto Bamu B Kaspersky Security Center, a Takxxe 3anpeTuTb
N3MEHEHNE ee NapamMeTPOB B MOMUTUKAX BIIOXKEHHbBIX FPYMM 1 NapamMeTpax 3afav.
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MapameTpbl nonutrkmn Kaspersky Endpoint Security BkntoyatoT B cebs napameTpbl MPUIOXEHWS 1 NapaMeTpbl
3apauy.

HacTpovika napameTpos nonitviku
1. 3anyctute KoHconb agpmuHncTpuposaHus Kaspersky Security Center.
2. PaseepHuTe y3en Cepsep agMmuHucTpupoBaHus <Mimsa cepeepa>.
3. B pepese koHconm BoibepuTe narnky Ynpaendemble YCTpOUCTBA.
4. B paboueli obnacTu BbibepuTe Bknaaky MNonntmkn.

5. o npaBoii knaBuLLE MbILLY OTKPONTE KOHTEKCTHOE MEHIO MONNTLVKN, MapaMeTpbl KOTOPOW Bbl XOTUTE HACTPOUTD,
1 BblbepuTe CBONCTBA.

6. B okHe CsolicTBa: <Mmsi nonnTnkmn> HacTpoiiTe napaMmeTpbl MOANTUKMA:

¢ B paspnene basoBas sawuTa

HacTpoiite cnepyrowime napameTpbl 3awmTbl oT $aiinoBbiX yrpo3
e BknounTte unm BeikntounTe 3awmTy OT DaitioBbIX yrpos.

* BhibepuTe 0OvH 13 NpedyCTaHOBNEHHbIX YPOBHEl 6e30nacHOCTY N HaCTPOWTe napamMeTpbl
©e30MacHOCTM BPYUHY!IO.

* BuibepuTe geicTBre, KOTOPOE NPUIOXKEHNE BbINMOMHUT NPV OGHAPYXeHW BPeLOHOCHOro obbekTa.
HacTpoiite cnepytowime napameTpbl 3awmThbl oT Be6-yrpo3
* BknounTte nnm BelknoumTe 3almTy oT Be6-yrpos.

* BhibepuTe 0OvH 13 NpedyCTaHOBNEHHbIX YPOBHel 6e30MacHOCTY U HaCTPOWTe napamMeTpbl
6e30MacHOCTY BPYUHY!IO.

* BkJounTe nnv BeIKNOUMTE NPOBEPKY MPUCYTCTBIS BeG-aapecoB B 6a3e BpedoHOCHbIX Be6-aapecos.
* HacTpoliTe napameTpbl aHTUULLNHIA.
e [lo6aBbTe LOBEpEHHbIE aapeca, Beb-Tpaduk ¢ KOTOpbIX 3aluuTa OT BE6-Yrpo3 He MpOBEPSET.

* BribepuTe geiicTere, KOTOPOE NPUIIOXKEHNE BbINOMHUT MPY OBHApYXXeHN onacHoro o6bekTa Beb-
Tpadwvika.

HacTpoiiTe cnepytowme napameTpbl 3aWwmMThl OT MOYTOBbIX YTPoO3
* BkrniounTte nnm BbiktounTe 3almTy OT NOYTOBbIX YrpO3.
e BuibepuTe oelicTBre, KOTOPOE NPUIOXEHNE BbIMOMHUT NPV OBHAPYXEHWN BPELOHOCHOrO o6beKkTa.

* HacTpoliTe napameTpbl 3alLnTbl OT MOYTOBbLIX YrPO3.
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HacTpoliite cnepyiowime napameTpbl 3almTbl OT CETEBbIX Yrpo3
e BkuounTe nnm BoiktoumMTe 3almTy OT CETEBbIX YrpO3.
* HacTpoliTe napameTpbl 3alLmnTbl OT CETEBbIX YrPO3.

* YkaxuTe IP—a,u,peca KOMMbIOTEPOB, CeTeBad aKTUBHOCTb KOTOPbIX HE 6YD,eT 6J'IOKI/IpOBaTbCFI.

HacTpolite cnepyiowme napameTtpbl CeTeBoro akpaHa
* BkniounTe nnu Beiknounte CeTeBol aKkpaH.
* HacTpolite napameTpbl CeTeBoro akpaHa.

e B pasgene lNpoaBuHyTas sawmra

HacTtpolite cnepytowme napameTtpbl KSN

e (O3sHakombTech ¢ NnosHbiM TekcToM [NonoxeHns o Kaspersky Security Network, Haxas Ha KHOMKY
MonoxeHne o KSN.

e BkrtounTte nnm BoikntounTe ncnonbaosaHne Kaspersky Security Network.
* BkiounTe nnm BbIKNIOUNTE pacLUMPEHHbI pexxnm nenonb3osaHng KSN.

* BinounTte nnim BeIKOUMTE 0BNauHbIA PEXIM.

* BkniounTte nnu Beiknounte ncnons3osarHe KSN-npokcw.

e BkriounTe unm BeiktounTe 1cronb3oBaHne cepBepoBs “JlabopaTtopun Kacnepckoro', ecnv KSN-npokcu
HepoOCTYMeEH.

MpumeuaHue. Vicnonbsosarue Kaspersky Security Network n KSN-npokcu Ha yaaneHHbIx KoMmbloTepax
LOCTYNHO Tonbko ecnv Cepaep agMmHUCTprpoBaHns Kaspersky Security Center ncnonbsyetcs B
KauecTBe npokcu-cepaepa. [loapobHyto MHPopmMaLmio o HacTpoiike CepBepa agMUHUCTPUPOBaHWS Bbl
MoxeTe HaTu B cnpaske Kaspersky Security Center®.

HacTpoiiTe cnepytowme napameTpbl AHanusa nosegeHns

e BkntounTe vunu BoiktounTe AHanM3 noBeneHus.

No ymonuaHmio AHanns noBeneHNs BKIIKOYEH.

* BblbepuTe peiicTare, KOTopoe ByaeT BbiNMOMHEHO MNPy OBHAPYXEHN akTUBHOCTY BpedoHocHoro MO.

HacTpoliite cnepyiowime napameTpbl 3awmTbl OT SKCMNONTOB
e BkounTe nnm BbikoumMTe 3almTy OT 9KCMIONTOB.

* BuibepuTe gelicTere, KOTOPOe ByneT BhIMONHEHO NPV OBHAPYXXEHWN SKCMIIOoNTa.
HacTpolite cnepytowme napameTpbl OTkaTa BpeQoOHOCHbIX AeCTBUIA

BkntounTe nnm BeikntounTe OTKaT BPELAOHOCHbBIX AeACTBUINA.
¢ B pasnene KoHTponb 6e3onacHocTyr
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HacTtpolite cnepytowme napameTtpbl KOHTpons ycTpolicTs
e BxntounTe nnm BoiknounTe KOHTPOb YCTPOMUCTB.

* HacTpoiiTe napameTpbl KOHTpons yCTpolcTB.

HacTtpoiite cnepyiowme napameTpbl Be6-KoHTpons
e BknounTte unm Beiknounte Beb-KoHTporsb.
e [lo6aBbTe HoBOE Npasuio Beb-KoHTpons, Haxas Ha kHorky [Jo6aBuTb.
* OTpepakTupylite, yoanute Unm ynopsnoybTe co3naHHble npaBuia B Crncke.

* B paspene LLndposaHne aaHHbIX

HacTtpolite cnepytolme napameTpsbl WingpoBaHNs ANCKoB ¢ nomolubio FileVault
e BkntounTe 1 BbIKIOUNTE YripasneHve WwindpoBaHnem aucka FileVault ons KnMeHTCcKnx KoMnboTePoB.

* SawundpyliTe 1 pacumndpyiTe 3arpy30uHbIlii ANCK Ha KIMEHTCKMX KOMMbOTEPaXx.

Ecnun dnaxok Ynpaenenue windposaHnem gucka FileVault cHsT, nonbaosaTeny ¢ npasamu
agMUHMCTPaTopa MoryT 3awndpoBaTh U paclundpoBaTh 3arpy30uHbli Auck Mac 13 CucTemHbIx
HacTpoex.

Ecnn dnaxok Ynpaenenne wngposaHuem arcka FileVault ycTaHoBneH 1 BoibpaHa onums
BawmndposaTb ANCK, MOMb30BaTENN C NPaBaMy agMUHUCTPATOPa He MOryT paclunMdpoBaTh 3arpy30uHblli
anck Mac n3 CucTemMHbIX HaCTPOEK.

Ecnun dnaxok YnpaeneHue wndposaHnem gucka FileVault yctaHoBneH 1 BbibpaHa onuys
PacwudposaTtb Anck, Nonb3oBaTeny C npaBamv aAMUHUCTPaTOPa He MOTYT 3anppoBaThb 3arpy304HbIii
nnck Mac n3 CucTeMHbIx HaCTPOEK.

* B paspnene Detection and Response

HacTtpolite cnepytowme napameTtpbl Managed Detection and Response
e BknounTte unm BeikntounTe koMmnoHeHT Managed Detection and Response.

* ViMnopTupylite nnu yoanute KOHGUrypaumoHHbIi dalin, KOTOpbIA NCMOMb3YeTCs A akTBaLMM
komMmnoHeHTa Managed Detection and Response Ha ynpaBnsiemMbix yCTPONCTBaXx.

HacTpolite cnepytowme napameTpbl Endpoint Detection and Response (KATA)
* BknounTte nnm BoikntounTe koMmnoHeHT Endpoint Detection and Response (KATA).
* HacTpoliTe napameTpbl NoaKItoYeHNs Kk cepBepy 1 fobasbTe TLS-cepTudukar.
e [lo6aBbTe cepep KATA.

* B paspene JlokanbHble 3apaun

HacTpolite cnepyiowme napameTpbl NPOBEPKU BHELLUHUX AMCKOB
* [lelicTBue, koTopoe Kaspersky Endpoint Security BInonHseT npv NOAKIIOUYEHNN BHELLHErO AMCKa.
» [leiicTBue, koTopoe Kaspersky Endpoint Security BbinonHseT npy 06HapyXeHWr 3apaXKeHHoro obbekTa.

¢ B paspene O6HoBneHne
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HacTpoliTe cnepytowme napameTpbl 0GHOBNEHNS
* BkriounTe nnm BoiktounTe 06HOBEHVIE MOLYNEN MPUTOXEHMS.
* YKaXuTe NCTOYHUK OBHOBNEHNIA.

* B paspene [lononHuTenbHble NapameTpbl

HacTpoliite cnepyiowime napameTpbl 3aLmThl
e BkJtounTe 1 BbIKMIOUMTE NMOCTOSIHHYIO 3aLLMTY KIIMEHTCKOrO KOMMbloTEPA.

e BknounTte nnm BoikntounTe 3anyck Kaspersky Endpoint Security npu BkitoueHWN KIMMEHTCKOro
KOMMbloTepa.

* Chopmupylite [JoBepeHHYIO 30HY.

* HacTpolite [loBepeHHbIe MPUNOXEHNS.

* BbibepuTe kaTeropum obHapyxMBaemMblx O6BHEKTOB.

* BhikntoumnTe 1nv BKIOUMTE 3amnyck 3agady no pacnmcaHunio npu paboTte KoMMbloTepa OT akkyMynsaTopa.
HacTpoliTe cnepyiowme napameTpbl ceTr

e BknounTe vnm BeIKKOUMTE NCMONb30BaHVE NMPOKCU-CepBepa.

* YKaxuTe agpec npokcu-cepaepa.

* BkounTe nnm BeIKIOUTE NCMONb30BaHKE NMPOKCU-cepBepa AJ1s NoKasbHbIX aapecoB.

* YkaxuTe VM$ MoNb30BaTeNs 1 Maposib A1 ay TEHTUPUKALIN Ha MPOKCU-CEpPBEpE.

* BkntounTe nnm BeIKIOUMTE NPOBEPKY MHPOPMALIMK, KOTOPas MOCTyNaeT Ha KOMMbIOTEP 1 OTNPaBnseTcs ¢
Hero no npoTtokony HTTPS.

e BrbibepuTe xpaHunmiLe cepTudukaToB 4is nposepki 3awmndpoBaHHoro HT TPS-Tpaduka B 6paysepe
Mozilla Firefox.

® HacTpoliTe KOHTpONMpPyeMble MOPTHI.
HacTpoiiTe cneaytowme napameTpbl OTYETOB U PE3EPBHOrO XpaHUIULLA
e BkounTe Unm BeIKKOUATE 3annCh HEKPUTUYECKMX COBLITU B OTUET.
* BknounTe vnm BeIKMIOUMTE 3aMnCh B OTYET TOSBKO NOCIEAHNX CODBITUIA.
* BknounTte nnm BeiKNloUTE yoaneHne cobbiTuli Yepes ykasaHHbI MPOMEXYTOK BPEMEHM.
* YkaxuTe CPOK XpaHeHNs1 COBbITUIA.

* BkntounTe nnm BeIKNOUMTE yAaneHne 06 bekToB U3 Pe3EePBHOrO XPaHUMLLA MO NCTEYEHNUN YKa3aHHOro
cpoka.

° Ykaxute CPOK XpaHeHnd 06beKkToB B pe3epBHOM XpaHULLE.
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HacTpoliite cnepyiowime napameTpbl B3aMMOAEACTBUS C Nonb3oBaTesieM
* BknounTte nnm BeIKNOUATE YBEOAOMIEHUS O COBBITHSIX.
* BuibepuTte cnocob, kotopbiM Kaspersky Endpoint Security yBenomnseT nonbsoaTtens 0 COObITUSX.
* BkntounTe nnm BelknoumTe oTobpaxeHne 3Hauka Kaspersky Endpoint Security B cTpoke MeHto.

* BhibepuTe, MOXET N MOMb30BaTENb OTKPbIBaTb rnaBHoe okHo Kaspersky Endpoint Security n
MCNoNb30BaTb NHTEPPENC MPUNOXKEHNS Ha KIIMEHTCKOM KOMIMblOTEpe.

* BknounTe nnm BeIKNOUMTE AOCTYNHOCTb KOMaHAabl Bbixog, B MeHio 3Hauka Kaspersky Endpoint Security Ha
KIMEHTCKOM KOMMbIOTEpE.

* BhibepuTe 93blK, Ha KOTOPOM oTobpaxatoTcs cobbiTus Kaspersky Security Center.

* YkaxuTe napameTpbl Kaspersky Endpoint Security, koTopble LOCTYNHbI ANS UBMEHEHWS NOMb30BaTeNSIM
Ha KNMEeHTCKOM KOMIMbloTepe.

* HacTpolite SawmTy naponem, 4Tobbl OrpaHNUnTb HeXxenaTesbHble AeliCTBUS Ha NMOb30BaTENbCKNX
YCTPOWMCTBAX.

7. Haxxmute Ha KHOTMKY OK, uto6hI COXpPaHUTb BHECEHHbIE N3MEHEHUA N 3aKPbITb OKHO CBOWCTB NONMNTUKI.

IlameHeHne cTaTyca nonnTuKkn

CTaTYC NONNTUKN onpependeT ee pa6OTOCI'IOCO6HOCTb. MonnTriKa MOXeT BbITb aKTVUBHOW, A9 aBTOHOMHbIX
rnonb3oBaTenen  HeakTUBHON. Bbl MoXeTe namMeHnTb CTaTyC NONNTUKN B €€ napameTpax.

M3meHeHune cTaTyca nonnmTukm
1. BanyctuTte KoHconb agmuHncTpupoBaHus Kaspersky Security Center.
2. PassepHuTe y3en CepBep apMmnHncTpuposaHus <ims cepsepa>.
3. B pepese koHconm BbibepuTe nanky Ynpasnsemble ycTpolicTaa.
4. BoibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOANT KIIMEHTCKUIA KOMMbIOTEP.
5. B paboueii obnacTu BoibepuTe Bkiagky MonnTtukm.

6. Mo npaBoii kNaBULLE MbILLY OTKPONTE KOHTEKCTHOE MEHIO MOMNTUKI, CTaTyC KOTOPOW Bbl XOTUTE N3MEHNUTb, U
BbIbepunTe NyHKT CBOliCTBA.

7. B okHe CpoiictBa: <Mmsa nonutukn> BoibepuTe pasgen Obwume.
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8. B 6noke CocTosHME NOANTUKIN BbiGEpUTE OAVH U3 CNEAYIOLLMX CTaTyCOB MOMUTUKN:
e AkTMBHas nonuTuka. [lonmTrka NpUMeHseTCs K BbIBpaHHON rpynne agMUHUCTPUPOBAHMS.

¢ [MonnTtuka png aBTOHOMHbIX Nonb3oBaTenei. [lonnTrka NPNMEHAETCH K Bbl6paHHOI‘/JI reynne
aoMVHNCTPUPOBaHNA NpU OTKNKOYEHNN KOMMNbIOTEPOB OT CETU OpraHmn3aunn.

¢ HeakTneBHas nonutuka. [lonntuka He NPNMEHAETCH K Bbl6paHHOI7I rpynne agMMHNCTPUPOBaHUSA.

9. HaxxmunTe Ha KHOTMKY OK, uyto6hl COXpPaHTb BHECEHHbIE NSMEHEHNA N 3aKPbITb OKHO CpolicTea: <Mimg nonutnkn>.

SkcnopT nonnTukm B painn popmata KLP

Bbl moxeTe OKCNOPTMPOBaTb NapamMeTpbl MOJINTUKN B CI)aI7Iﬂ, YTOBbI MCMONb30BaThb ATy NOJINTUKY ONA OpYroro
CepBepa aAMVNHNCTPNPOBaHUA.

OkcnopT nonutunkmn B paiin popmata KLP
1. Banyctute KoHconb agpmuHncTpupoBaHus Kaspersky Security Center.
2. PassepHuTe ysen Cepsep agpMmuHucTpuposaHus <Mims cepeepa>.
3. B pepese koHconm BoibepuTe nanky Ynpaendemble YCTpPOWCTBA.
4. BelbepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOOUT KIMEHTCKIIA KOMMbIOTEP.
5. B paboueit obnacTu BoibepuTe Bkiaaky MonnTtukm.

6. o npaBoli knaBuLLe MbILLN OTKPOWTE KOHTEKCTHOE MEHIO MOIUTIKI, KOTOPYIO Bbl XOTUTE SKCMOPTUPOBATb, U
BblIGepunTe MyHKT DKCnopTUpOBaTh.

OTkpoeTcs okHo CoxpaHnTb Kak.
7. BeibepurTe narky, B KOTOPYIO Bbl XOTUTE COXPaHUTbL Gaiin nonutukmn B popmate KLP.
8. YkaxunTe HasBaHue daiina.

9. Haxxmnte CoxpaHuTb, YTOObI COXpaHUTb dalin B ykasaHHyto narky.

NmnopT nonutunkmn na darina popmata KLP

Bbl MOXeTE MMMOPTUPOBAaTb YXKe CYLLECTBYIOLLYIO MONNTUKY C MPedyCTaHOBMNEHHbIMI NapameTpamu 13 daiina.
WmnopT nonutunkm us ¢paiina popmata KLP

1. BanycTtute KoHconb agpMmuHncTpuposaHns Kaspersky Security Center.

2. PassepHuTe y3en CepBep agMmnHncTpupoBaHus <ims cepeepa>.

3. B nepeBe koHconM BbibepuTe nanky Ynpaensgemble yCTPoOMCTBa.
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4. BoibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYIO BXOANT KIIMEHTCKUIA KOMMbIOTEP.
5. B paboueit obnacTtu BeibepuTe Bkagky MonnTtukm.
6. OTKpoliTe okHO Bbibopa dalina ooHUM 13 CNEAYIOLWMX CNOCObOoB:
* HaxmuTe Ha KHonky MiMnopTupoBaTh nonutuky ns ¢aiina.
* [lo npaBoii knaBuLLE OTKPOWNTE KOHTEKCTHOE MeHIO paboyel obnacTu 1 BeibepuTe NyHKT MimnopTrnpoBaTs.
7. Boibepute daiin nonutukm B dopmate KLP 1 HaxxmunTe Ha KHomKy OTKpbITb.

MMmnopTupoBaHHas nonutrika 6ynet nobasneHa B CNMCOK MONTUK B paboyeli obnacTu.

CospaHne npodunein NoANTUK 1N ynpaBneHne nMmm

lpogurb nonTyikn — 3To HABOP N3MEHSEMBIX MapPaMeTPOB NONUTUKM, KOTOPbIV aKTUBMPYETCS Ha KIIMEHTCKOM
KOMrMbloTepE MPY BO3HMKHOBEHWN OMPeAeneHHbIX YCNoBuiA. AKTUBaLMS Npoduns NpUBOLUT K USMEHEHMIO
napamMeTpPOB NOMUTUKI, KOTOpasi akTUBHa Ha YCTPONCTBE B MOMEHT aKTuBaLmm npoburs.
CospaHne npoduns nonnTnKn
1. B aepeBe koHconm BeibepuTe rpynny agMUHUCTPUPOBaHIS, A1 KOTOPOL Bbl XOTUTE cO34aTb NPOdUb MOMNTUKM.
2. B paboueli obnacTu Boibepute BkNaaky Monntmku.
3. OTkpoiiTe cBONCTBA NONUTUKW, A1 KOTOPOU Bbl XOTUTE CO3AaTb NPOPUSIb, OOHUM 13 CNEAYIOWNX CNOCOBOB:
* [BaXApl WENKHMTE MO UMEHN NONNTUIKY;
* [0 NpaBoli kNaBuMLLE MbILL OTKPOITE KOHTEKCTHOE MEHIO MOIUTUKM 1 BbibepuTe NyHKT CBOMCTBA;
® HaXXMmuTe Ha ccbinky HacTponTb napameTpbl NOANTUKWA.
4. B okHe CsoiicTsa: </IMg nonuTtukm> Boibepute pasnen MNpodunn nonntukw.

5. B pabouein obnacTtu HaxxmmuTe Ha KHorky [Jo6aBuTb.

6. B okHe HasHaueHre npoduneii NOANTNKN 03HaKOMbTECH C MHbOPMAaLMEN O MONTUKAX U HaXXMUTE Ha KHOMKY
Hanee.

Ecnu Bbl xoTUTeE, UTOBbLI 9TO OKHO He 0To6pa>|<an00b B JanbHelilem BO BpemM4d Co3[aHn4A npo¢mne|7| NOJNINTUK,
yCTaHOBUTE cbna>|<0|< Bonblue He NokasbiBaTb 3TO OKHO [0 Ha)aTus Ha KHOMKY ,El,anee.

7. B okHe Ima npoduna nonnTunkn BuINONHWUTE cnefyiolwme AencTBus, YUTobbl HACTPOWTL NapaMeTpbl Npoduns
NONNTUKN:

e Beegute 1Ms HOBOro Npoduns NOANTUKN.
MpumeuaHue. Vivis npoduns LomkHO BktouaTb B cebs He 6onee 100 cumsonos.

¢ B 6noke CocTogHue I'IpOd)l/Iﬂﬂ MNOJINTUKWN YKaXXnTe, BKTKOYEH U BbIKJTIOYEH I'IpOdDI/IJ'Ib MONMNTUKN.
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* B packpbiBatoLemcs cnivicke B 6rioke CocTosiHue npodpuns NoANTUKMU BbIGEpUTE, MOXHO SN U3MEHSITb
napameTpbl NPodus NOANTUKN.

e Ecnu Bbl XOTWTE HAaCTPOUTb NpaBuia akTBaLMK Ans Npoduns NonnTrKK, ycTaHoBuTe dnaxok Mocne

3aKpbITUS MacTepa co3aaHns Npoduas NOANTUKN NepeiiTh K HacTpolike NpaBuna akTMBauum npopuns
NONNTUKN.

8. HaxxmuTe Ha kHonky loToBo.

9. Ecnn Bbl ycTaHoBunmn dnaxok Mocne 3akpbiTns macTepa cosgaHnsg npoduns nonmTuKM NepenTn K HacTpolike
npasBuna aKkTMeaLmmn Nnpoduns NOANTUKK, CrieayiiTe Waram Mactepa co3faHns npasuia akTmeaumm npoduns
MOMNTUKN.

Mpodunb, KoTopbIN Bbl co3gany, oTobpasnTtces B pasgene MNpodwnnu nonutukn okHa Ceoiictea: <M nonntnkus.

CospaHne npaBuna akTuBauum npobuns NoanNTUKK

1. B nepeBe koHconu BbibepuTe rpynny aoMUHUCTPUPOBaHNS, LS KOTOPOW Bbl XOTUTE CO34aTb MPaBuio
aKTvBauuy npoduns NOIUTUKM.

2. B paboueli obnacTu BoibepuTe BkNaaKy Monntuku.

3. OTkpoiiTe cBONCTBA MONUTUKM OQHUM 13 CNEAYIOLLIX CMOCOOO0B:
® [BaXdpl WENKHUTE MO UMEHN NOANTUKY;
® M0 NpaBoVi KNaBuLLE MblLLN OTKPOWTE KOHTEKCTHOE MEHIO MONUTUKM 1 BbibepuTe NyHkT CBOCTBA;
® HaXmuTe Ha cchinky HacTponTb napameTpbl NOAUTUKN.

4. B okHe CgoliicTsa: </ima nonuTtukm> BeibepurTe pasnen MNpodunn nonutuku.

5. B pabouein obnacTtu BoibepuTe Npodusib NONUTUKN, 471 KOTOPOrO Bbl XOTUTE CO34aTb MPaBWIO akTUBaLMM 1
HaXxMuTe Ha kHorky CBoiicTBa.

OTkpoeTcs okHo CeolicTBa: <HasBaHne npodung nonntunkn>.
6. Boibepute paznen Mpaeuna akTnBauuu.

7. B paboueiir obnacTu HaxxmmuTe Ha KHorky [,o6aBuTb.

3anycTuTcs MacTep co3haHvs npaBuia akTueaumm Npodung NoanTUKK.

Cne,u,y|7|Te waram MacTepa co3faHung npasuna aktmsaLnmn I'IpOd)I/IJ'IQ NOJINTUKWN.

N3meHeHue npodunsa nonntmkm

1. B nepeBe koHconu BbibepuTe rpynny aaMUHUCTPUPOBaHNS, LNt KOTOPOW Bbl XOTUTE U3MEHUTb NPObUIib
NOMUTUKN.

2. B paboueii obnactu BolbepuTe BKkIaaky MonnTtukn.
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3. OTKpoiiTe cBOMCTBA MOMUTUKI, AJ1S KOTOPOU Bbl XOTUTE NSMEHWUTL NMPOdWIb, OOHUM 13 CNeAyoLLMX CNOCOBOB:
® [BaXApl WENKHNTE MO UMEHN NONNTUKY
® M0 NpaBoVi KNaBuLLE MblLLN OTKPOTE KOHTEKCTHOE MEHIO MONUTUKM 1 BbibepuTe NyHKT CBOlCTBA;
® HaXmMuTe Ha ccbiniky HacTponTb napameTpbl NOANTUKN.

4. B okHe CeoliicTBa: <Img nonuTtukin> BbibepuTe pasgen NMpodbunn nonutukw.

5. B pabouein obnacTtu BoibepuTe Npodusib, KOTOPLIV Bbl XOTUTE U3MEHUTb, U HaxMuTe CBolicTBa.

OTkpoeTcs okHo CeolicTBa: <HasBaHne npodunsg nonnTmnkn>.
6. Ecnn TpebyeTcs, HacTpoiiTe npoduns:

e B 6noke O6wue nepermMeHyinTe npodusb 1 BKIOUMTE /BbIKOUNTE NPodusib C MOMOLLbIO dnaxka BknounTb
npogunsb.

* B 6noke MNpaBuna akTnBauum cospaiite, USMEHUTE UK yoanuTe npasuia akTuBaumn.
* B 6roke YcTpolicTBa BbibepurTe yCTPONCTBA, /19 KOTOPLIX 3TOT NPoduib NONUTUKM BYAET MPUMEHSATHCS.
* [1ameHnTe napameTpbl NPodus B COOTBETCTBYIOLLYX pa3aenax.

7. Haxxmunte OK.

Ecnn npodunb nonmTukn BKIIOUEH, U3SMEHEHWS MapameTpoB npoduss 6yayT NPUMeEHEHbI MOCTE CUHXPOHM3aLIN
KIMeHTcKoro komrbtoTepa ¢ CepBepom agMUHUCTPUPOBaHKS. Ecnv npodunb NOANTUKK BbIKITIOUEH, U3SMEHEHIS
napameTpoB ByayT NPUMEHEHbI Nocne cpabaTbiBaHUs NpaBuia akTUBaLyWn.

N3meHeHue npropuTeTa npodunsa nonnTmnkm

1. B nepeBe koHconu BbibepuTe rpynny agMUHUCTPUPOBaHIS, LSt KOTOPOW Bbl XOTUTE U3MEHUTb MPUOPUTET
npoduns NONNTYIKA.

2. B paboueli obnacTu BoibepuTe BkNagky Monntmku.

3. OTKpoiiTe cBONCTBA MONUTUKW, A1 KOTOPO Bbl XOTUTE U3MEHNTb MPUOPUTET NPOPUNIS OBHM N3 CNEAYIOLLX
crnocobos:

® [BaXApl LWENKHATE MO UMEHN NOMUTUKW;
® 110 NpaBoli kNaBuLe MbILLI OTKPOITE KOHTEKCTHOE MEHIO MONTUKM 1 BbibepuTe NyHKT CBOMCTBA;
® HaxxmMuTe Ha ccbinky HacTpontb napameTpbl TOANTUKMN.

4. B okHe CsoliicTsa: </Img nonuTtukm> BolbepunTe pasgen MNpodunn nonntukw.

5. B pabouyeit obnacTu BbibepuTe NPoduUb MOANTUKY, MPUOPUTET KOTOPOIO Bbl XOTUTE N3MEHUTD.

6. MNoBbICbTe /MOHM3bTE MPUOPUTET BbIOPAHHOTO MPObUIIA C MOMOLLBIO KHOMOK
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YpaneHune npodunsa nonutmkn
1. B nepeBe koHconu BbibepuTe rpynny agMUHUCTPUPOBaHIS, A1s1 KOTOPOW Bbl XOTUTE YAanuTb Npodub NOAUTAKN.
2. B paboueli obnacTu BolbepuTe BkNaaky Monntmku.
3. OTkpoiiTe cBONCTBA MONUTUKW, 419 KOTOPOU Bbl XOTUTE YOANUTb NPObUIIb, OAHVM U3 CMELYIOLLX CMOCOHO0B:
® [BaXApl LWENKHNTE MO UMEHN NONNTUKY
® M0 NpaBoli KNaBuLLE MblLLN OTKPOWTE KOHTEKCTHOE MEHIO MONUTUKM 1 BbibepuTe NyHKT CBOlCTBA;
® HaXXmuTe Ha ccbinky HacTpontb napameTpbl NOANTUKMA.
4. B okHe CeoliicTBa: <Imga nonuTtukn> BbibepuTe pasgen NMpodbunn nonutuku.

5. B pabouein obnacTtu BoibepuTe Npodusib, KOTOPLIV Bbl XOTUTE YAANUTb, U HAXMUTE Ha KHOMKY YOaanuThb.

MoppobHyto nHdopmMaLmio o Npodusx NOANTIKA Bbl MOXeTe HaliTi B cnpaske Kaspersky Security Center 2.

CospaHine otyeTa 06 0BGHapPY>XEHHbIX OO bEKTaXx

CospaHune otyeTa 06 06Hapy>XeHHbIX 06beKTax
1. 3anyctuTte KoHconb agpmuHucTpuposaHus Kaspersky Security Center.
2. PasBepHuTe y3en CepBep agMnHncTpupoBaHus <ima cepeepa>.
3. B mepeBe koHcon BbibepuTe nanky Ynpaensemble YCTPOMCTBA.
4. BoibepuTe rpynny agMUHUCTPUPOBAHNS, B KOTOPYHO BXOAUT KIIMEHTCKU KOMMbIOTEP.
5. BolbepuTe Bknaaky YcTpoiicTsa.
6. BbibepuTe KOMMbIOTEP B CMMCKE KITMEHTCKNX KOMMbIOTEPOB.

7. o npaBoli knaBuLLE MbILLN OTKPONTE KOHTEKCTHOE MEHIO KIIMEHTCKOrO KOMMbIOTEPa 1 BoibepurTe NyHKT Bee
3apauu > NMpocmoTpeTb oTUeT 06 yrposax.

CdopmMmrpoBaHHbIli OTUET OTKPOETCS B OKHe Bpaysepa.

NHpopmaumio o gpyrux cnocobax GopmMnpoBaHns oTyeTa 06 06bekTax, KOTOpble MPUIOXEHNE OBHaPYXNUIO Ha
KIIMEHTCKOM KOMIMblOTEPE, Bbl MOXETE HaliTh B cripaBke Kaspersky Security Center &.

[lonyyeHne kntoya BOCCTaHOBNEHWS A4
3aWKndPOBaHHOro Amncka

Ecnn nonbsosaTenb KIMEHTCKOro KOMMbloTepa 3abbln Uy NOTEPSN YUYeTHbIE AaHHbIE U HE MOXET MOMy4YnTb AOCTYMN K
3aWwndpoBaHHOMY AMCKY, Bbl MOXETE MOMyUnTb KIloY BOCCTaHOBMNEHNS.
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I'Ionyt-leHme KJiro4a BOCCTaHOBI€HNA

1. BanycTute KoHconb agmmHmncTprposaHus Kaspersky Security Center.

2. PassepHuTe y3en CepBep aagMuHMUCTprpoBaHus </visi cepeepa>.

3. B nepese koHconu BoibepuTe nanky JononHuTensHo, B Heil nopnanky LUndposaHue u 3awmTa paHHbIX, a B Hel

noananky 3aI.IJI/I¢pOBaHHbIe XXeCTKune gnucku.

4. B paboueli obnacTv No NpaBoii KNaBuLLE MbILLK OTKPOTE KOHTEKCTHOE MEHIO YCTPOICTBA C 3aUMPPOBaHHbIM
nunckom v BolbepuTe Get recovery key for macOS.

OTKpOGTCﬂ OKHO C KJTFO4OM BOCCTaHOBJIEHWS.
B. COXpaHVITe KJl0Y BOCCTaHOBNEHNS NoBbIM y,EI,O6HbIM ang sac cnocobom.

Bbl MOXeTe rcrnonb3oBaTh KoY BOCCTAHOBNEHNS Ha KITMEHTCKOM KOMMblOoTEpe Angd noayvyeHna ocTtyna K

3awndpoBaHHOMY ANCKY.
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YoaneHHoe ynpasneHne npunoXXeHnem Yepes
Kaspersky Security Center Web Console 1
Cloud Console

Kaspersky Security Center Web Console (Web Console) — aTo Be6-npunoxeHrue, npenHasHa4eHHoe O/l
LLleHTPanM30BaHHOIO PELLEHNS OCHOBHBIX 3a[ia4 Mo YrNpaBneHuto 1 0BCNyXMBaHWIO 3aLLMTel ceTu opraHusaumm. Web
Console sBnseTcs komrnoHeHToM Kaspersky Security Center, npenocTaBnsioLLmM nonb3oBaTenbekuii nHTepdeinc
ans ynpasneHus Kaspersky Endpoint Security B okHe 6pay3aepa. [ogpobHyto nHoopmaumio o Kaspersky Security
Center Web Console Bbl MoxeTe HainTu B cnipaske Kaspersky Security Center 2.

Kaspersky Security Center Cloud Console (Cloud Console) — 310 o6nayHoe peLleHve ang 3amTbl CeTu
OopraHMsaumn 1 ynpasneHus aToli ceTbto. MNoapobHryto nHbopmaumio o Kaspersky Security Center Cloud Console
Bbl MOXeTe HalnTu B cnipaBke Kaspersky Security Center Cloud Console .

Tak>xe Bbl MOXeTe ynpaensaTe Kaspersky Endpoint Security ¢ nomoLLbto rpaduyeckoro noib3oBaTenbCckoro
nHTepdelica nporpammsbl, KoHconn agmmHncTpupoBarmng Kaspersky Security Center 1 13 koMaHOHOW CTROKM.

YcTaHoBka Beb-nnarmnHa Kaspersky Endpoint Security

Be6-nnaruH Kaspersky Endpoint Security obecneunsaeT B3anmopelictare Kaspersky Endpoint Security ¢
Kaspersky Security Center. Beb-nnarvH TpebyeTcs yCTaHOBUTL Ha YCTPOMCTBO C YCTaHOBNEHHBIM MPUIOXEHNEM
Kaspersky Security Center Web Console. [Npy aToM dyHKLIMM BeO-NnarnHa LOCTYMNHbl BCEM aAMUHUCTPaTopamMm, Y
KoTopblx ecTb gocTyn k Kaspersky Security Center Web Console B 6paysepe.

Bbl MOXeTe yCTaHOBUTbL BEG-MNarvH ClefyoLwmymMm crocobamu:

e C nomolLblo MacTepa nepBoHayvansHo HacTpoiikm Kaspersky Security Center Web Console.

Web Console aBTomaTnyeckmn npegnaraeT 3anyCcTuTb MacTep nepBoHayasnbHON HAaCTPOKM NPV NEPBOM
noakntoveHnn Web Console k CepBepy agMUHUCTPUPOBaHWS. TakxXe Bbl MOXETE 3anyCTuUTb MacTep
nepBoHaYanbHon HacTpolikn B nHTepdelice Web Console (O6Hapy>keHne yCcTpoICTB U pa3BepTbiBaHNE —
PasBepTbiBaHMe 1 HasHayeHne — MacTep nepBoHavanbHol HacTpoliku). MacTep nepBoHavanbHoOM
HaCTPOVIK/ Takxke MOXeT NPOBEPUTb akTyaslbHOCTb YCTaHOBIEHHBIX BEG-MMarvHOB 11 3arpy3unT Heobxoanmble
LNs HUX 0BHoBNeHNs. MNoapobHee o MacTepe nepBoHadanbHol HacTpoliku Kaspersky Security Center Web
Console cm. B cnipaske Kaspersky Security Center .

* BpyuHyio ¢ nomoLubto auctprbyTtrea B Web Console 13 cTopoHHero nctoyHuka.
[ns ycTaHoBKM BeG6-nnaruHa TpebyeTcs nobasuTtb ZIP-apxus oucTprbyTrea Beb-nnarvHa Kaspersky Endpoint
Security B uHTepdelice Web Console (MapameTpbl KoHconu — Be6-nnaruHbl). ucTtprnbyTrs Beb-nnarvHa Bbl
MOXeTe 3arpysuTb Ha cainTe "JlabopaTopum Kacnepckoro”.

Yro6b! ycTaHoBuUTE Be6-nnarviH Kaspersky Endpoint Security BpyyHyto:

1. B rnaBHom okHe Kaspersky Security Center Web Console BbibepuTe MNapameTpbl KoHconn — Be6-nnaruHbl.

OTKpoeTCs CNNCOK YCTaHOBEHHbIX BEO-MNariHoB.
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2. BanycTtuTe ycTaHoBky Beb-nnaruHa Kaspersky Endpoint Security ogH1M 13 cnepytoLmx crnoco6os:
e YcTaHoBKa 13 crnicka Beb-nnaruHoBs "JlabopaTopum Kacnepckoro™

a. HaxxmvunTe Ha kHorky [lo6aBuTb.

OTKpoeTCcs Cnncok BCcex JoCTyHbIX Beb-nnarnHoB "JlabopaTtopum Kacnepckoro'. Cnncok obHoBnseTcs
aBTOMAaTNYECKIM MOCIIEe BbiMyCka HOBbLIX BEPCUiA BEO-MNIarnHoB.

b. Hanoute B cnincke Be6-nnaruH Kaspersky Endpoint Security ons Mac 12.2 n HaxxmunTe Ha ero HassaHue.
c. B oTkpbiBLIEMCS OKHe € onmcaHnem Beb-nnarvHa HaxKMuTe Ha KHOMKy YCTaHOBUTb NAarvH.
d. [loxxamTecb OKOHYaHNS yCTaHOBKU 1 HaxkmuTe Ha KHorky OK B nHbopMaLMoHHOM OKHE.

e YcTaHoBKa Beb-nnarvHa ns CTOPOHHEro NCTO4YHKKa (apXVIBbI, HGOGXOD,VIMbIe ONng yCTaHOBKU Be6-MNnarvHos,
BXOO4T B KOMMNEKT I'IOCTaBKI/I)I

a. Haxxmute Ha kHorky [o6aBuTb n3 ¢aiina.

b. B oTkpbiBLLEMCS OKHE YKaxuTe NyTb K ZIP-apxmBy ¢ AMCTPUBYTMBOM BEG-NNarvHa n nyTb k dariny
noanvcy B dopmate TXT. DToT daiin HaxoouTCs B apxmBe ¢ BE6-NnariHOM.

c. HaxxmunTe Ha kHonky [lo6aBnTb.

d. [loxxamTecb OKOHYaHNS yCTaHOBKM 1 HaxkmuTe Ha kKHorky OK B nHdopMaLMoHHOM OKHE.

HoBblili nnarvH oTobpaxaeTcs B CAMCKe YCTaHOBMEHHbIX Be6-nnaruHoB (MapameTpbl koHconn — Be6-nnaruHbi).

MpumeuaHue. Ecnin B ceolicTBax CepBepa agMuHUcTprpoBaHus Kaspersky Security Center Bl Bbibpanu 93bik,
KOTOPOro HeT B AucTpurbyTuBe npunoxeHus Kaspersky Endpoint Security, To JIMueHsnoHHoe cornatueHne un
Becb nHTepoelic B Kaspersky Security Center Web Console 6ynyT oTobpaxaTbCsl Ha aHI IMNCKOM A3bIKe.

Co3spaHne NonnTmnKn

B aTom pasnene copgepxuntcs nHdopmaLims o cosnaHnm 1 HacTpolike nonuTtuk gns Kaspersky Endpoint Security ¢
nomoLubto Kaspersky Security Center Web Console n Cloud Console.

MonuTrka onpepenseT napameTpbl paboTbl IPUIOXKEHNS 1 LOCTYM K HACTPOVIKE MPUNOXEHNS, YCTaHOBIEHHOrO Ha
KOMMbOTEPaX rpynnbl agMUHUCTPUPOBaHNS. [ns KaXaoro npunoxeHns TpebyeTcs cosnaTb CBOKO MNOANTHUKY. Bbi
MO>XeTe co34aTb HECKONbKO PasINYHbIX MOAUTUK ANS NMPUIOXKEHWIA, yCTaHOBIEHHbIX Ha KOMMbIOTEPaXx B KaXX oM
rpynne agMUHUCTPUPOBAaHWS, HO B Npeaenax rpynnsl agMUHNCTPUPOBAHS TOMbKO OAHa MONTIKa MOXET
NMPUMEHATLCH €ANHOBPEMEHHO K KaXA0MY MPUIOXEHUIO.

I'Ipvlmeanme. Flpm cospaHunn n HaCTpOVIKe MONUTUKN Bbl MOXETE pa3peLllnTb N 3anpeTuTb NSMEHEHNE
Kaxxkgom rpynnbl NnapamMeTpOoB B NONNTKKax C MOMOLLBIO NepekntoYaTend I'IpMHyp,mTeano.
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CospaHne nonnTnkn
1. B pasgene YcTpolicTBa cresa BbibepuTe nogpasanen Monntnkn n npodunm nonnTuk.
2. HaxxmuTe Ha kHorky [lo6aBuTb.

3. Bb|6ep|/|Te npunoXxeHne, ois KOToporo Bbl XOTUTE CO30aTb NMOJINTUKY, 1 HAXXMUTE Ha KHOMKY Hanee.

OTKpOGTCﬂ okHo HoBasg nonuTtuka.

4. Ha Bknagke O6Lwue ykaxmTe UMs MoanTUKN, BeIBEpUTE COCTOSHMIE MOANTUKA U HACTPOWTE ONUMK HacefoBaHuIs
napameTpPOB MOMNTUKMN.

5. Ha Bknagke MapameTpbl nporpammbl HacTpoiiTe napameTpbl Kaspersky Endpoint Security, koTopbie 6yayT
MPVIMEHEHbI K KIIMEHTCKUM KOMTbIOTEPaM MOCIE TOro, Kak K HM ByAeT MpyUMeHeHa NoamnTmka

6. HaxkmuTe Ha kHorky CoxpaHuTb.

Hapn nonb3oBaTenbCKMM NONUTVKaMM Bbl MOXETE BbINOMHATL criefytoLme OeicTBUS:
® co3paBaTb NOMUTUKY;
® HacTpavBaTb NapamMeTpPbl MONTHUK;
® KOMMPOBAaTb U NEPEHOCUTL MOMUTUKNA N3 OLHON rpynnbl B APYTYIO;
® ynansaTb NOANTUKY;
® N3MEHSATb CTATYC MOANTUK.

MonpobHyto nHpopmaumio o nonutukax Kaspersky Security Center Web Console Bbl MoxeTe HaliTu B cripaBke
Kaspersky Security Center .

MoapobHyto nHpopmaumio o nonutukax Kaspersky Security Center Cloud Console Bbl MoXeTe HaliTh B cripaBke
Kaspersky Security Center Cloud Console .

MpumeuaHue. Mocne cosnaHns npodung nonuTrkn ang nonntukn Kaspersky Endpoint Security ¢ nomotubto
Kaspersky Security Center Web Console nnn Cloud Console Bam Hy>HO NpoBepuUTb MPaBuibHOCTb
NMPVIMEHEHNS HaCTPOEK K KIIMEHTCKMM KOMMbloTEepam.

HacTpolika napameTpoB NpOABNHYTON 3aLUThI

B paspene NpopBuHyTas 3awmTa Bbl MOXETE BbiOpaTh, yuacTByeT i Kaspersky Endpoint Security Ha knmeHTckmx
komnbtoTepax B Kaspersky Security Network, n HacTpounTb ncnonssosaHre KSN-npokcu.
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Ecnn HeO6XO,D,I/IMO, BbIMONHMTE cnenyoume nencTeus:

* O3HaKkOMbTECH C MOSHbIM TekcToM [NonoxeHuns o Kaspersky Security Network, Haxas Ha ccbinky MNonoxeHue o
KSN.

e [MpocmoTpuTte nHbopmaumo ob nHepacTpykType KSN, koTopyto npegoctasnseT Kaspersky Security Center,
HaxkaB Ha ccbinky MNonoxeHue o KSN.

Mpumeuanue. [No ymonuaHuio Kaspersky Security Center ncnonbayet rnobansHbii KSN. Ecnv Bbl
yrnpasnseTe Kaspersky Endpoint Security uepes Kaspersky Security Center Web Console n s
3aBUCKMMOCTU OT HacTpoek Kaspersky Security Center, Bbl MOXxeTe yuyacTBoBaTh B Kaspersky Private
Security Network BmecTo Kaspersky Security Network. Ecnv Bbl ynpasnseTte Kaspersky Endpoint Security
yepes Kaspersky Security Center Cloud Console, yuacTue B Kaspersky Private Security Network
HeBO3MOXHO. MNoapobHyto nHdopmaumio 06 yuacTum B Kaspersky Private Security Network Bbl MoxeTe
HaliTn B cnpaske Kaspersky Security Center &.

e BkntounTte nnm BoiknounTe Ucnonb3oBaHue Kaspersky Security Network.
* BknounTe nnm BeIKMIOUMTE pacLUMPeHHbIA pexim paboTbl KSN.

* BiounTe nnim BeIKIOUMTE 06auHbI PEXIM.

* BknounTe nnum BeikntounTe ncnonbaosaHe KSN-npokeu.

e BkriounTe unm BeiknounTe ncronb3oBaHne cepBepos “JlabopaTtopun Kacnepckoro', ecnv KSN-npokcu
HeOoCTYMeEH.

MpumeuaHue. Ecnu bl ynpaenseTe Kaspersky Endpoint Security uepes Kaspersky Security Center Web
Console, ncnonbsoBanue Kaspersky Security Network n KSN-npokcu Ha yaaneHHbIX KoMmbtoTepax AOCTYNHO
Tonbko ecnn Cepsep agMuHUCTprpoBaHus Kaspersky Security Center ncnonb3yeTcs B kauecTBe NPOKC-
cepsepa. [NogpobHyto nHPopmaLmio o HacTpoiike CepBepa agMUHUCTPUPOBaHNS Bbl MOXETE HaliTV B CripaBke
Kaspersky Security Center@.

Ecnu Bbl ynpasnseTe Kaspersky Endpoint Security uepes Kaspersky Security Center Cloud Console, Bbi
MoxeTe ncnonb3oBaTh Kaspersky Security Network n KSN-npokcu Ha yaaneHHbIX KOMMbloTepax Yepes TOUKM
pacnpOCTpaHeHIsl, Ha KOTOPbIX YCTaHOBMNEHa onepaLonHas cuctema Windows.

Ecnun Kaspersky Security Center ncnonbayet rnobanbHbii KSN 11 Bbl nprcoeamHunnce k Kaspersky Security
Network B napameTpax nonutuku, ctatucTuka Kaspersky Endpoint Security ¢ KIMeHTCKMX KOMMbIOTEPOB, K
KOTOPbIM Bbina MpYIMEHeHa NonnTYKa, aBToMaTuYeckn oTnpasnseTcs B "JlabopaToputo Kacnepckoro' ons
YNyULLEHNS 3aLUUTbI 3TUX KOMMbIOTEPOB.

MpumeuaHue. "JlabopaTopusa Kacnepckoro' He ocyLLecTBRSeT NonyyeHne, obpaboTKy 1 XpaHeHre MobbIx
nepcoHarnbHbIX AaHHbIX 6€3 Ballero SBHOrO Cornacus.

HaHHble, npepocTaBnsemMble B "JlabopaTtoputo Kacnepckoro” npu ucnonb3osanun Kaspersky Security Network
B rno6anbHom KSN
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Ecnn nepexntovatens McnonbaosaHue Kaspersky Security Network BkntoueH, a nepekntovatesns PaclumpeHHbIin
pexum paboTbl KSN BhikntoueH, Kaspersky Endpoint Security otnpasngeT B "JlabopaToputo Kacnepckoro”
crnenytoLme gaHHble:

* Hdopmaums 06 Ncnonb3yemMon NMMUEH3NU: TUM JIMLLEH3WN 1 CPOK €€ OeCTBIS, KOIMYECTBO AHEN A0 UCTEYEHNS
Ccpoka LeNCTBUS NNLEH3UN, MOEHTUMKATOP NapTHEPa, Y KOTOPOro NprobpeTeHa NULEH3Ns, naeHTudrkaTop
PEervoHanbHOro LeHTpa akT1BaLuum, KOHTPOSIbHas CyMMa KOLa akTUBaLLMW, XeLl-CyMMa Tena TUkeTa,
paccunTaHHas rno anroputMy SHAI, gaTta 1 Bpems Co3gaHns NMULLEH3NOHHOMO TVKeTa, UAeHTUG1KaTop
nHdOpPMAaLIN O NNLEH3U, MOEHTUDUKATOP NMLEH3NOHHOTO TVKETA, AEHTUPUKATOP NOCNEA0BATENBHOCTH
NNLLEH3NOHHOTO TUKETa, YHUKaNbHbI NAeHTUdUKATOP KOMMbloTEpa Nosib30BaTeNs, fAaTa Hayana i OKOHYaHUS
nepuona BannaHOCTW IMLEH3NOHHOIO TUKETA, TEKYLLLEE COCTOSHME NNLEH3NOHHOIO TVKETA, BEPCUS 3arosioBka
TVIKETa, BePCUs NMLEH3UN, naeHTUdUKaTop cepTudurkaTa Noanmcy 3aronoBka TUKeTa, KOHTPObHas CyMMa
dalina knoya, cepuiiHbii HoMep NOAMMCYMKa 3arofIoBKa TUKETa, TOKEH aBTOPU3aLIN.

* [lonHag Bepcus yctaHosneHHoro [10;
TUn ycTaHosneHHoro NO; noeHtndurkaTop obHoBneHus MNO; ngeHTudbMKaTop Cry>X6bl penyTauum;
noeHTudrKaTOp THNa NPOTOKONa; MAEHTUPUKATOP PErnoHanbHOro LEeHTpa akTUBaLmmn; BepCrs Cnmcka
OTO3BaHHbIX 3aksloueHnin cnyx6bl [10; noeHTndMKaTOop cpaboTaBsLUeli 3an1cK B aHTVBUPYCHbIX 6asax M10;
BpPeMeHHas MeTka cpaboTaBLueit 3anncu B aHTUBMPYCHbIX 6asax [10; Tvn cpaboTasLueii 3anmncu B aHTUBUPYCHbIX
6a3zax [10; yHukanbHbIl noeHTudrkaTop ycTtaHoBky 10O Ha koMMbloTepe; AaTa akTMBaLuv NULLEH3WU; faTa
OKOHYaHWNs cpoka AeNCTBUS MMLEH3UW; NOSHTUPMKATOP NNLEH3NN; CTaTyC NNLEH3MK, MO KOTOPOI NCMOMb3YyeTCs
MO; TN KOHTPONBHOM CyMMbI 06pabaTbiBaeMOro o6beKTa; Ha3BaHVe 06HaPYXEHHOW BPEAOHOCHOM NporpamMmbi
VN NeranbHoM MporpamMMbl, KOTopast MOXeT OblTb MCMONb30BaHa AJ1s HaHeCeHUs Bpeda YCTPOMCTBY WU AaHHbIM
nonb3oBaTens; KOHTPOmNbHas CyMMa obpabaTbiBaeMoro 06bekTa; KOHTPOsbHas CymMma koga akTusaumm M10;
nonHas Bepcus NO; yHnKanbHbI naoeHTudrKaTop yecTpolicTsa; naeHTudrkaTop NO; koHTponbHas cymma dalina
Knto4va, KoTopbiM akTrBupoBaHo 10; noeHTUPUKaTop MHPOPMALMOHHOM MOAENN, MPUMEHEHHON NpW
npenocTaBneHny niLeHsnn Ha ncnonbsosarve O; noeHTudrkaTop cepTrdrKaTa, KOTOPLIM NOANMCaH
3aronoBoK 1LeH3noHHoro TukeTa MO; gata 1 Bpems Co3aaHns MMLEH3MOHHOrO TukeTa 1O; KOHTPObHas CymMma
nnueHsnorHoro TukeTa NO; Bepcus nuueHsnoHHoro TukeTa NO; Bepcus kopa akTmsauumm NO; dopmaT gaHHbIX B
3anpoce Kk nHdpacTpykType NpaBoobnagatens; uoeHTudUKaTop TUKeTa TekyLel TMUEH3NN; NOeHTUPUKaTop
komnoHeHTa O; peaynbTaT AelicTBIIA, BbiNonHeHHbIX 10; kon, owmnbku; agpec Beb-cny6bl, Ha KOTopbIl
ocylecTBnsanock obpabaThiBaemoe obpalleHre (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOUHMKA 3anpoca
k Beb-cny>xbe (referrer); nybnnuHbIin kntoy cepTudurkaTa; oTneuaTok LMPpoBoro cepTnudukaTa npoBepsemMmoro
06beKTa 1 anropuTM XeLLVPOBaHKS.

Ecnn nepexntouyatenn Micnonb3oBaHue Kaspersky Security Network 1 PaclumpeHHbliii pexxum pa6oTtsl KSN
BkoueHbl, Kaspersky Endpoint Security otnpasnseT B "JlabopaTtopuio Kacnepckoro” cnenytoLime aaHHble:

* IHdopmaLms 0 BepcUsix yCTAaHOBNEHHOW Ha KOMMbIOTepPe onepaunoHHol cucTeMbl (OC) 1 yCTaHOBMNEHHbIX
nakeToB OBHOBNEHUI, BEPCUS 1 KOHTPOsbHbIE cyMMbl (MD5, SHA2-256, SHAT) daiina sapa OC, napameTpsbl
pexuma paboTtbl OC; Bepcua OC, Homep cbopkun OC, Homep obHosneHns OC, pepakumns OC, paclunpeHHast
nHdopmaums o pepakumm OC; Bepcus naketa obHosneHns OC; naTa 1 Bpems 3anycka OC; Bpems 3a0epKKu
06paboTku cobbiTus 0 coBepLueHnn aericTens B OC B nopcrcTemMe NoBeAeHYeCcKoro aHannaa; KonmyecTsBo
3afepXaHHbIX COBbITUI TeKyLero Tuna, coBepLleHHbix B OC; Bpems 3aaepk 06paboTkm cobbIThs O
coBepLeHnn feinctsemg B OC B nogcncTeMe NpoakTUBHOW 3aLLMThI; KOIMYECTBO 0B6paboTaHHbIX COBbITUN,
coBepLueHHbIx B OC; konmuecTBo 06paboTaHHbIX CUHXPOHHbIX COBbLITUI, coBepLueHHbIx B OC; cymmapHas
3apep>kka BCex CobbITUIA TeKyLLero Tuna, coBeplueHHbix B OC; BpeMs 3anepxkn o6paboTku cobbiTus o
coBepLueHnn fecteumg B OC B noacncteMe NoCTOSHHOIO XPaHeHst COBbITUIA; CyMMapHas 3afepyka BCex
cobbITuiA, coBepLUeHHbIX B OC; KONMMYECTBO OXMAAIOLLMX CUHXPOHHBIX COBBITUI, coBepLUeHHbix B OC; naTa 1
BPEMSs Mony4YeHnst cobbiTrs o coBeplueHunn aelicTtans 8 OC.

* VHdopmauumsa o nocnenHein HeycrnellHol nepesarpyske OC: KONMYeCTBO HeYyCMeLLHbIX Nepesarpy3ok.
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* Hdopmaums 06 yctaHoBneHHoM 10 NpaBoobnagaTens n COCTOSHMN aHTUBMPYCHOW 3aLLMTbl KOMMbIOTEPA:

noeHTudmrkatop yctaHosku 10O (PCID); Bepcus 3anncu B 6a3e faHHbix [10; yHUKanbHbI naeHTudukaTop
YCTaHOBKM NPOrpamMmbl Ha KOMMbIOTEPE, TUM NPOrpamMMbl, UAEHTUGUKATOP THMNa NPOrpamMmbl, NOSIHAs BEPCUs
yCTaHOBMEHHOV NPorpamMmbl, MAEHTUPUKATOP BEPCUN HACTPOEK NMPOrpamMmMbl, UAEHTUPUKATOP TUMa
KOMMbtOTEpPa, YHVKanbHbIN NOEHTUPKKATOP KOMMbIOTEPA, Ha KOTOPOM YCTaHOBMIEHa MPOrpaMMa, yHUKambHbIN
noeHTudrKaTop Nonb3osaTens B cnyxbax [paBoobnagaTens, 93blk Tokanu 1 ee paboyee COCTOSIHME, BEPCUS
yCTaHOBMeHHbIX KoMnoHeHToB 10 1 nx pabovee cocTosHNE, BEPCUS MPOTOKOSA, KOTOPbIA MCMOMb3yeTCs s
nomkntoueHus K cnyx6am NpaBoobnagaTens; nonHas Bepcus yctaHosrneHHoro MO; Tun yctaHosnerHoro [10;
noeHtTndrkaTop obHoBneHns MNO; noeHTUdbMKaTOp CNy>X6bl penyTaunm; UAEHTUPUKATOP TUMNa NPOTOKONa;
NOEHTUMKATOP PErMoHanbHOrO LIEHTPa akTUBAaLIMK; BEPCUS CMIMCKa OTO3BaHHbIX 3aKodeHuii crnyx6ol MN0;
noeHTudrKaTop cpaboTasLLeli 3anncK B aHTUBKPYCHbIX 6a3ax NO; BpemeHHas MeTka cpaboTaBLueit 3an1cu B
aHTUBMPYCHbIX 6a3ax [10; Tvn cpaboTasLuelt 3anncu B aHTUBMUPYCHbIX 6asax [10; yHuKanbHbIn noeHTUdnkaTop
ycTaHoBkM 10 Ha KomMbloTepe; AaTa akTBaLMW TNLEH3UN; JaTa OKOHUYaHUS CpoKa AeNCTBUS NMNLEHSUN;
noeHTdrKaTop TULEH3MK; CTaTYC MNLEH3NN, MO KOTOPOM ncnonbayeTcs 10O; TUn KOHTPOMbHOW CyMMbl
obpabaTbiBaeMoro o6bekTa; HasBaHe 0BHaPY>KEHHOW BPeAOHOCHOM MPorpamMmMbl UK ieranbHOM MporpaMmel,
KOTopasi MoxeT OblTb MCMOMb30BaHa A1 HaHECEHNs Bpea YCTPOMCTBY UM AaHHbIM MOb30BaTenNs;
KOHTpObHas cyMmMa obpabaTbiBaeMoro o6bekTa; KOHTPObHas cymMMma koga aktusaumm MNO; nonHas sepcua MNO;
noeHtndvkaTop MNO; koHTponbHas cymma dalina koua, KoTopbiM akTrBMpoBaHo MO; noeHTdbrKaTOp
NHPOPMAaLIMOHHOM MOZEN, MPYMEHEHHO NPY NPEA0CTaBNEHUN NNLEH3UN Ha ncnonb3oBarue [0;
noeHTndrKkaTop cepTrndrKaTa, KOTOPLIM MOAMMCaH 3aroNnoBoK NMueH3noHHoro TrkeTa N0O; nata n Bpems
co3spaHns niueHsnoHHoro TukeTa NO; koHTponbHas cyMma nvueH3noHHoro TrkeTa M0; Bepcus NMLEH3NOHHOTO
TukeTa [MO; Bepcus koda akTusaumm [M0O; dopmaT AaHHbIX B 3anpoce K MHPpacTpykType [NpaBoobnagatens;
noeHTndbrKaTop TUKETa TEKYLLEN NMUeH3nn; naeHTndrkaTop koMmnoHeHTa O; pesynbTaT OeincTsuii,
BbINnonHeHHbIX [10; kog, owmbKy; appec Be6-CnyxObl, Ha KOTOPLIV OCYLLECTBNANOCH 0bpabaTbiBaEMOE
obpalLeHne (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOUHMKa 3anpoca K Beb-cnyxbe (referrer);
KOMMYECTBO LKIIOB OBHOBNEHNS 1 MPUMEHEHNS aHTUBMPYCHbIX 6a3; AaTa 1 BpeMs NocneaHero O6HOBNEHIS U
MpVMEHEeHNs aHTUBMPYCHbIX 6a3; aaTta 1 Bpems Bbinycka 6a3 IO; Bepcus komrnoHeHTa M10; noeHTndmkaTop
o6bHosnerws MNO; Tnn yctaHosneHHoro 10; gaTta 1 Bpems 3anycka KOMMNOHEHTa MOHUTOPWHI akTUBHOCTW; faTa U
Bpems ycTaHoBKM [10; BepOSTHOCTb OTNPaBKM CTaTUCTUKM KOMMIOHEHTOM MOHUTOPUHI @K TUBHOCTY; KOZ,
CcobbITNS, 0BpabaTbiBAEMOro KOMMNOHEHTOM MOHUTOPWHT aKTUBHOCTY AOJbLUE CTaHAAPTHOrO BPEMEHM
0bpaboTky; BpeMs 06paboTku cobbiTus B 6asax, 06paboTka KOTOPOro KOMIOHEHTOM MOHUTOPVHF aKTUBHOCTU
LMnach [osblie CTaHAaPTHOrO BPEMEHU; MakCUMaribHO LOMyCTMMOe BpemMst 06paboTku cobbiTug
KOMMOHEHTOM MOHUTOPWHI akTUBHOCTY; BPeMsi 06paboTkn cobbiTus, 06paboTka KOTOPOro KOMMOHEHTOM
MOHUWTOPWHI aKTUBHOCTW O/NNach Aoblle CTaHOAPTHOro BpeMeHu; obLLee KONmMYecTBO cobbITuii, 0bpaboTka
KOTOPbIX KOMMOHEHTOM MOHUTOPWHI aKTUBHOCTY ANMNAach AOSbLUe CTaHAAPTHOrO BPEMEHW.

[arHble 060 Bcex obpabaTtbiBaeMbix 06bekTax 1 felicTausx: 3akmouermre MO no obpabaTbiBaeMoMy O6beKTY;
Kop, kaTanora ¢ainos; pasmep obpabaTbiBaeMoro ob6bekTa; KOHTpobHas cymma (SHA256) obpabaTeiBaemoro
o6bekTa; Homep obHapy>eHHOro 1O B KOHTEKCTE KOMMOHEHTa MOHUTOPWHI aKTUBHOCTW; AaTa U BPeMs
0BHapyeHns CTOPOHHEro 1O KOMMOHEHTOM MOHUTOPVIHI @K TUBHOCTY; XapaKTEPUCTUKL OBHapPYKEHNS;
noeHTudrKaTop cpaboTasLLeli 3anncy B aHTUBUPYCHBIX 6a3ax O; npuyrHa obHapyxeHuns ctopoHHero 10
KOMMOHEHTOM MOHUTOPUHI aKTUBHOCTW; KOHTpOsbHas cymma (MD5) obpabaTbiBaeMoro o6bekTa; pesynstaT
MPOBEPKM MNOAMMCU MOLYSIS, LLeNOCTHOCTb KoToporo nposepseTcs NO; nms obpabaTbiBaeMoro o6bekTa; TUrM
cpaboTaBLueli 3an1cKy B aHTUBMPYCHbIX 6a3ax NO; nyTb kK 06pabaTbiBaeMOMy 06BEKTY; NMS IPOBEPSEMOrO
obbekTa; Aata u Bpems nposepkut; URL-agpec 1 Referrer, no koTopoMy oH Bbin 3arpy>keH; pasmep npoBepsieMblx
dainoB 1 NyTU K HAM; MPU3HaK HaXOXOEHWS B apx1Be; JaTa 1 Bpems cosaaHns aiina; Ms, pasmep U
KOHTpornbHble cyMmbl (MD5, SHA2-256) ynakosLumka (ecnv ¢paiin 6bin ynakosaH); aHTponus darina; Tvn daiina;
Kof Tuna dalina; NpuaHak ncrnonHsemoro darina, uoeHTUdUKaTop NCnonHgemoro daina n ¢opmat
ncronHsiemMmoro darina; KOHTposbHas cyMMa o6bekTa (MD5, SHA2-256); Tvn v 3HauYeHne LoNonHUTENbHO
KOHTPONBbHOM CyMMbl 06bekTa; faHHble o SLUI (cepTudukate) obbekTa: faHHble 06 n3paTene ceptudurkaTa,
KONMYeCTBO 3aMyckoB 06bekTa C MOMEHTa NocneaHel OTnpaBkn CTaTUCTUKK, NAEHTMKATOP 3aaaun
npoBepKM, crnocob nonyyeHns nHdopmaLm o penyTaumm obbekTa, 3HaveHne unbTpa target, TexHnyeckme
XapaKTePUCTUKIN MO MPUMEHSEMbIM TEXHOMOMMSIM OBHapPY>XeHNS; My Tb K 0bpabaTbiBaeMoMy 06bekTy; KoL,
kaTanora ¢daiinos.
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e [1ns ncnonHsembix paiinos: aHTponvs pasaenos daiina, NpuaHak NpoBepKn penyTaummn unv nognucu daiina,
Ha3BaHue, TUM, naeHTUdVKaTOpP TUNa, KOHTPOsNbHas cymmMa (MD5) 1 pa3mep NPUNOXEHNS, 3arpy>KeHHOro
npoBepseMbIM 06bEKTOM, MY Tb K MPUIIOXEHMIO 1 MYTU K LIabnoHaMm, Npu3HaK HaxoXAeHWs B CCKe aBTo3arnycka,
[aTa 3anucu, Crncok aTpubyToB, Ha3BaHMe ynakoBLLyKa, MHbopMaLmMs O LIMPPOBOIM MOANNCH MPUNOXEHNS:
napatenb cepTudukaTa, HasBaHe oTnpaensemMoro ¢arina B popmate MIME, naTta 1 Bpems cbopku darina.

* /HdopmaLms o 3anyckaeMblx MporpamMmax 1 Nx MOLynsxX: KOHTPOSbHbIE CyMMbl 3arnyckaeMblx dalinos (MD5,
SHA2-256), paamep, aTprbyThbl, AaTa CO3AaHNS, M ynakoBLuuka (ecnuv daiin 6bin ynakosaH), MeHa daiinos,
JaHHble O 3anyLleHHbIX B CUCTeMe npoLeccax (naeHTrudukaTop npolecca B cucteme (PID), nms npouecca,
AaHHble 06 YUYEeTHOI 3an1cK, OT KOTOPOIA 3aMyLLLEH NPOLIECC, MPUNOXEHUM 1 KOMaHAe, 3arnyCTMBLUEN NpoLiecc,
MOMHbIV Ny Tb K Ppalinam npouecca n KOMaHAHas CTpoKa 3arnycka, OnMcaHme NPUNoXeHns, K KOTOPOMY OTHOCUTCS
npoLecc (HasBaHWe NPUNOXEHNS 1 faHHble 06 n3paTene), a Takxke AaHHble 06 NCnonb3yeMbix LdPOBbIX
ceptudukaTax n nHbopmMaLmng, HeOBXoaMMas 4S9 IPOBEPKM MOAMHHOCTY 3TUX CepTUdUKATOB, UK AaHHbIE 06
OTCYTCTBUM LM POoBOI noagnucu daiina), Takke nHbopmMaLms o 3arpy>kaemMbix B MPOLIECChl MOLYNSIX: X UMEHa,
pasmep, TUMbl, 4aTbl CO34aHNS, aTPUBYThl, KOHTPOsbHbIE cyMMbl (MD5, SHA2-256, SHAT), nyTu K HM,
nHdopmaLms saronoska PE-dalinos, nMeHa ynakoBLUMKOB (ecnu dalin 6bin ynakosaH), MHGopMaLms O Hanmuum u
BaNMAOHOCTU AaHHbIX 3TOV CTaTUCTUKY, MUAEHTUPUKATOP YCoBUS GOPMUPOBaHNS NepenaBaemMoli CTaTUCTUKN.

* B cnyuyae o6HapyxeHWs yrpo3bl U Ys3BUMOCTH, LOMONHUTENBHO K MHPOpMaLmn 06 obHapy>XeHHOM o6bekTe
npepocTasnseTcs MHPopmaums o6 noeHTndrKaTope, BEPCUM 1 TUME 3animncu B aHTUBUPYCHbIX 6asax, HasBaHne
yrposbl cornacHo knaccudukaumm Npasoobnagatens, AaTta v BpeMs NocneaHero 06HOBNEHNS aHTUBUPYCHBbIX
6as3, nvg ncnonHsemoro dalina, koHTponbHas cymma (MD5) daiina npunoxerus, 3anpocusluero URL-agpec, B
KOTOPOM npounsoLLio obHapyxeHue, IP-agpec (IPv4 nnun IPvé) obHapyskeHHO yrpo3bl, naeHTudmnkaTop
yS13BUMOCTU U knacc ee onacHocTu, URL-anpec n Referrer cTpaHnubl 06HapyXeHNs yS93BUMOCTU.

e B Clny4yae O6HapY)KeHI/I9| noTeHumanbHO BPegOHOCHOIro obbekTa npenocTaBnNAaAeTCy |/|H¢op|v|au,|/|9 O OJaHHbIX B
namMmsaT NpoLeccoB.

* VIHpopmaLms o ceTeBol aTake: IP-agpec aTakytoLLero KomnbloTepa 1 HOMep nopTa KOMMbloTepa Nnosb3oBaTens,
Ha KOTOpbIVi Oblna HanpaBneHa ceTeBas aTaka, MoeHTUdUKaTOpP NPOTOKOIA, MO KOTOPOMY BbINOSIHSANACh aTaka,
Ha3BaHue 1 T1M aTaku.

* /HdopMmaLms 0 ceTeBbIX COEANHEHNSX: BEPCUS 1 KOHTPONbHble cyMmbl (MD5, SHA2-256, SHAT) daiina
npoLiecca, OTKPbIBLLIEro MNOPT, My Tb K paliny npouecca 1 ero LmdpoBas NOANMCh, OKanbHbIA 1 yoaneHHbIn [P-
afpeca, HoMepa NMoKanbHOro 1 YAANEHHOMO NMOPTOB COEANHEHWS, COCTOSIHUE COEANHEHWS, BPEMS OTKPbITIS
nopTa.

e URL nIP-agpec Beb-CcTpaHuLpl, Ha KOTOPOU Bbin 0BHaPY>KEeH BPELOHOCHbIN U MOAO3PUTESNbHBIA KOHTEHT, UMS,
pa3mep 1 KOHTpOosbHas cymma daiina, 3anpocusLuero aaHHbli URL, noeHTrndrkaTop, BeC 1 cTeneHb
NPUMEHNMOCTH MPaBuna, Mo KOTOPOMY Bbin BIHECEH BEPAVIKT, LieSb aTaku.

* IHdpopmaums 06 06HOBMEHNM YCTAHOBNEHHOW MPOrpaMMbl I aHTUBMPYCHbBIX 6a3: CTaTyC 3aBepLUeHNs 3aaaun
OBHOBEHWS, TUM OLLMBKN, KOTOPas MOorfia NPON30ATY NMPY OBHOBNEHNM, YACTO HEYCMELLHbIX 3aBEPLUEHNI
OBHOBMNEHWS, AEHTUUKATOP KOMMOHEHTA NPOrpaMMbl, KOTOPbIA BbIMOMHAET OOHOBEHNE.

* [Hdopmaumsa o6 ncnonbsosaHum Kaspersky Security Network (nanee "KSN"): noeHtudmrkatop KSN,
noeHTndurkatop MO, nonHas Bepcua N0, obeannyeHHbIn IP-agpec ycTpolicTBa nonb3oBaTens, nokasaresnm
KadecTBa BbiNnonHeHns 3anpocos k KSN, nokasatenu kayectsa o6paboTku nakeTos AN KSN, nokasatenn
konuuecTBa 3anpocos B KSN 1 nHdopmaLums o Tunax sanpocos B KSN, gaTta 1 Bpems Hauana nepepaun
CTaTUCTUKM, AaTa 1 BPEMS OKOHYaHWS Nepeaayn cCTaTucTukm, MHGopmaLms 06 0OHOBNEHNSX KOHPUIypaLmm
KSN: naeHTndurkaTop akT1BHO KOHGUrypaLmm, MAEHTUPUKATOP NOMyUYEeHHOI KOHDUrypaLImi, KO, OLUIMOKN Npw
OBHOBEHW KOHPUrYypaLL.

* VIHpopmMaLmMs 0 COBBITHSIX B CUCTEMHBIX XXypHanax: BpeMs CobbITuS, HasBaHMe XypHana, B KOTOPOM OBHapy»XeHO
cobbITVe, TUN 1 KaTEropusi COBLITUS, Ha3BaHNE NCTOYHVIKA COBBITUS 1 ero OnmncaHune.
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VHpopmauma ons onpepenerns penytaumm paiinos, URL-agpecos n ceptudukaTos: URL-agpec, ns KOToporo
3anpalunBaeTcs penyTauus n Referrer, Tvn npoTokona coeanHeHns, BHY TPEHHWIA naeHTUbUKaTop Trna
nporpamMmbl, HOMep MCMOb3yeMOoro NopTa, MAEHTUPUKATOP NONb30BaTeNs, KOHTPOSIbHAs CyMMa NpoBePsSIeMOoro
daiina (MD5), Tun o6Hapy>eHHO yrpo3sbl, nHbopMaLMs O 3anmcu, KoTopas bbina Mcrnosb3oBaHa ans
OBHapyxeH1s yrpo3bl (MaeHTUPUKaTOP 3anmncK B aHTUBUPYCHOM Base, BpemMs CO3AaHus 1 TUM 3anncu);
NyB6AnYHBIA KNtoy cepTudurkaTa; oTnevaTok udpoBoro cepTudukaTa npoBepseMoro obbekTa 1 anropuTm
XeLUNPOBaHWS.

[aHHble o TeppuTOpPMAanbHON pacnpoCTpPaHeHHOCTH MPOrpPaMMbl: aTa YCTaHOBKM 1 faTa akTBaumm
nporpamMmbl, UAeHTUdMKATOP NapTHEPA, NPeSOCTaBMBLLErO NINLEH3MIO AN aKTUBALMI NPOrpamMmbl,
noeHTUbrKaTOP NPOrpamMmbl, UOEHTUGUKATOP S3bIKOBOI JIOKaNM3aLmm NporpamMmMbl, CEPUHBIA HOMEP NNLLEH3NN,
Mo KOTOPOI MporpamMmMa akTUBMPOBaHa, npusHak yuyactus B KSN.

VNHPopmaLums 06 ncnonb3yemMoin NMMLEH3N: TUM JINLEH3MN U CPOK ee AeNCTBIS, KONMYECTBO AHEN 0,0 UCTEUYEHNS
Ccpoka LeNCcTBUS NMLEH3UN, MOEHTUVKaTOP NapTHEPa, Y KOTOPOro nprobpeTeHa NULeH3ns, noeHTudrkaTop
PEervoHanbHOro LeHTpa akT1BaLum, KOHTPOSIbHas CyMMa KOfa akTUBaLLMK, Xell-CyMMa Tena TUkeTa,
paccunTaHHag rno anroputmy SHAI, naTta 1 Bpems Co3naHns NMULEH3NOHHOMO TUKEeTa, MAeHTUG1KaTOp
nHPopMaLIN O MNLEH3UN, UOAEHTUPUKATOP NINLEH3MOHHOIO TUKETA, UAEHTUPUKATOP NOCNELOBATENBHOCTY
NNLLEH3NOHHOTO TUKETa, YHUKabHbI MAeHTUdUKATOP KOMMbloTEpPa Nosib30BaTeNs, fJaTa Hayarna 1 OKOHYaHUS
nepuona BannaHOCTU IMLEH3NOHHOIO TUKETa, TEKYLLLEE COCTOSHME NNLEH3NOHHOIO TUKETA, BEPCUS 3aroioBka
TVKETa, BEPCUS NMULLEH3UN, naeHTUbnKaTop cepTrdrKaTa NOANMCY 3arofioBka TUKETa, KOHTPObHAs CyMMa
darina knoya, cepuiiHblii HOMep NOAMMCHMKa 3arofioBKa TUKETa, TOKEH aBTOPU3aLIN.

NHpopmaumsa 06 ycTaHOBIEHHOM Ha KOMMblOTEPE annapaTHOM obecrneyYeHnn: TUM, Ha3BaHNe, MOLESb, BEPCYs
MPOLUMBKM, XapaKTEPUCTUKN BCTPOEHHbIX 1 MOAKIIIOYEHHBIX YCTPOCTB.

NHdopmauus 06 ycTpolicTBe: AeHTUPUKaTOP YCTPONCTBA.
NHpopmaums o paboTe koMmrnoHeHTa "Beb-KoHTponb™

BEPCUS KOMMOHEHTA, MPUYMHa KaTeropusaLmm, [ONONHUTENbHas MHGOPMAaLMS O MPUUMHE KaTeropusamu,
kaTeropusmpoBaHHbii URL-agpec, IP-agpec xocTa 3a6noknpoBaHHOro/KaTeroprsmpoBaHHOro ob6bekTa.

Ecnn Kaspersky Security Center ncnonbayeT JlokanbHbii KSN, v Bbl npricoeaunHmnmics k Kaspersky Security
Network B napameTpax nonutuku, Kaspersky Endpoint Security He oTnpaBnseT cTaTUCTUKY C KIIMEHTCKUX
KOMIMbIOTEPOB, K KOTOPbLIM Bbina NprMeHeHa nonuTuka, B "Jlabopatoputo Kacnepckoro”.

HacTpoiika napameTpoB 6a30BOM 3aLLNThI

Ecnu TpebyeTcs, B pasnene bazoBag 3awwmTa Bbl MOXETE HACTPOWTL NapamMeTpbl paboTbl CReayoLLmX
KOMMOHEHTOB:

e 3awmTa OT halinoBbIX Yrpos

e 3alTa oT BE6-Yrpos

e 3allnTa OT CETEBbIX YIRO3

Bbl MOXeTe OTKpPbITb OKHO HACTPOMKM NapaMeTPOoB PaboTbl KOMMOHEHTA, HaXaB Ha COOTBETCTBYIOLLLYIO CChINKY.
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HacTpoiika napameTpoB 3awmTbl OT PaiifioBbIX Yrpo3

Ecnn TpebyeTcy, B okHe 3awmTa oT daiinoBbixX yrpos BbiMOSHUTE Cleaytolmne 4eNCTBIS:

* BknounTte nnm BoikntounTe 3awmTy OT GaitfioBbIX yrpos.

Mo ymonyaHutio 3aLumTa oT PainioBbIxX yrpo3 BKIOUEHa.
* ChopmupyliTe obnacTb 3aLUUTLI.
* BblbepuTe feiicTBre, KOTOPOE NPUNOXEHNE BEIMOMHUT NPY OBHaPYXXEHNW BPEOOHOCHOMO 06bekTa.

* BuibepuTe, bymeT nn Kaspersky Endpoint Security npoBepsTb TONbKO HOBbIE 1 3MEHEHHbIE daiinbl v Bce
daiinbi.

* BuibepuTe, byoeT nn Kaspersky Endpoint Security nponyckaTb NpoBepKy CUCTEMHOMO TOMa "TOSbKO ANS YTEHNS”
Ha KNMEHTCKMX KOMMbloTepax.

* BuibepuTe, byneT nn Kaspersky Endpoint Security ncnonbsosatb TexHonoruo iSwift npu BeInosHeHNN
MPOBEPKN.

Mpumeuanue. TexHonorus iISwift nossonset Kaspersky Endpoint Security ncnonbaosaTb cneuyanbHblii
anropuT™M A1 UCKITIOYEHUS! HEKOTOPbIX OB BEKTOB 13 MPOBEPKU. DTO MOMOraeT yBENMYNTb CKOPOCTb
MPOBEPKN.

* BbibepuTte Tunbl dalinos, kotopble Kaspersky Endpoint Security 6yaeT nposepsThb.

e BuibepuTe gelicTaug, koTopble Kaspersky Endpoint Security BeINONHWT ¢ cocTaBHbIMK dalinamu.

HacTpoiika napameTpoB 3awmTbl OT BEG-Yrpo3

Ecnn TpebyeTcy, B okHe 3awmTa oT Be6-yrpos BbiMONHUTE CreaytoLLme AeACTBIS:

e BknounTte nnm BoikntounTe 3awmty oT Beb-yrpos.

Mo ymonyaHuio 3awwmTa oT Beb-yrpos BkoYeHa.
* BrlbepuTe gelicTere, KOTOPOE NPUNOXEHNE BhIMNOMHUT NMPY 0BHapyXeHU onacHoro obbekTa Beb-Tpaduika.

e CospaliTe UM nameHuTe Cnmcok OOBEPEHHbIX Be6—ap,pecos.

HacTpolika napameTpoB 3awuTbl OT CETEBBIX YrPO3

Ecnn TpebyeTcs, B okHe 3alumTa oT CeTEeBbIX YrPo3 BbiMNOMHUTE Crefytowme AeNcTBUS:

* BknounTte nnm BoikNoUMTe 3allmUTy OT CETEBbIX YrPO3.

Mo ymonuaHuio 3almTa OT CETEBbIX YrPO3 BK/IOUEHA.
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e BknounTte nnm BbiKloUnTe 6J'IOKI/IpOBKy aTaKyrLWNX KOMMbIOTEPOB.

e Coaspalite nnm nameHnte cnmcok IP-agpecoB yaaneHHbIX KOMMbIOTEPOB, CETEBYIO aKTUBHOCTb KOTOPbIX
Kaspersky Endpoint Security He 6rokmpyeT HUKorLa.

HacTpolika napameTpoB KOHTpONs ©6e3onacHOCTH

Ecnn Tpe6yeTcsi, B pasaene KOHTpOﬂb 6e30MacHOCTU BLIMONHUTE cnenyroumne OencTBus:

* BknounTte nnm Boiknounte Beb-KoHTporb.

Mpumeuanue. Korpa Bbl BklovaeTe Be6-KoHTpornb, UTobbl 6110KMpoBaTh AOCTYM K ONacHbIM Beb-pecypcam,
Kaspersky Endpoint Security nokaseiBaeT yBegomneHvie Be6-KoHTponb BkntoueH B LieHTpe 3alumTbl Ha

yAaneHHOM KoMMbloTepe.
Korga nonb3oBaTenb MbiTaeTCcs NOAyYnTb 4OCTYM K BEG-pecypcam, 3abnoknposaHHbIM Beb-KoHTponem Ha
yoaneHHom kommbtoTepe, Kaspersky Endpoint Security nokasbiBaeT yBegomnerus, ecnv B okHe CeTb
MacTepa HOBOW MONUTUKN BKItOUEH nepekstouaTens MNMpoBepka 3awmieHHbIx coeguHeHnin (HTTPS).

e [lobaBbTe NpaBuia, KOTOPbIE OMPELENnsioT, kakne Beb-agpeca v KaTeropum canToB ByayT KOHTPOIMPOBATbCS
Beb-KoHTponem Ha koMmbloTepe nonb3oBaTens.

* OTpepaKkTupyiTe, yoanuTe uim ynopsnoybTe CO3AaHHbIe Npasuna B Crmncke.

MopsaoK, B KOTOPOM pacnosioXeHbl MpaBuia, ONpeaenseT NPUoOpUTET NX MPUMeEHeHNs NpunoxeHnem Kaspersky
Endpoint Security.

HacTpolika windpoBaHng gaHHbIX

B pasnene LLUngpoBaHme AaHHbIX Bbl MOXETE BKIIIOUNTb WM BbIK/TIOUNTb LUIMPPOBaHNE 3arpy304HOro Avcka Ha
KJTMEHTCKNX KOMMbOTEPaXx, YTOObI MPeaoTBPaTUTL 4OCTYN APYrX MONb3oBaTenel K BaxHON MHPopmMaLImm, KoTopas
XpaHuTCs Ha ancke. [No ymonyanuio windposaHme ancka FileVault BeikniovueHo.

HacTpoliika napameTtpos Detection and Response

B 6noke Detection and Response Bbl MOXETe HaCTpOUTb cnenyrowme KOMNOHEHTbI:

* Managed Detection and Response;

e Endpoint Detection and Response;

e Endpoint Detection and Response (KATA).

Bbl moxeTe OTKPbITb OKHO HaCTpOMKM napameTpoB pa6OTbI KOMMOHEHTa, Ha>XaB Ha COOTBETCTBYIOLLYIO CCbIJIKY.
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HacTtpolika napameTtpos Managed Detection and Response

Ecnn TpebyeTcy, B okHe Managed Detection and Response BbinonHuTe crnefytowe oeicTems:

e BkrntounTte unu Belknounte komnoHeHT Managed Detection and Response.

* ViMnopTupylite unu yonanute koHbUrypaumorHslii daiin MDR.
KomnoHeHT Managed Detection and Response B3anmogeiictayeT ¢ peleHnem Kaspersky Managed Detection and
Response, koTopoe obecrneunBaeT HEMPEPLIBHLIV MONCK, OBHAPYXXEHME 1 YCTPaHEHNE Yrpo3, HanpaBneHHbIX Ha

BaLLly OpraHusaumio.

Mo ymonuaHutio komnoHeHT Managed Detection and Response Bbik/toueH.

HacTpolika napameTpos Endpoint Detection and Response

Ecnu TpebyeTcy, B okHe Endpoint Detection and Response BbinonH1Te cnenytoliye aelicTeus:
e BkrtounTte mnm BeiknounTe koMnoHeHT Endpoint Detection and Response.
* HacTtpolite napameTpbl CeTeBOM 309N AN YCTPONCTBA NOMb30BaTeNs:
* YkaxuTe 3a0ep>KKy AN aBToMaTn4eckoro oTkoyeHns CeTeBoit nsonsumm.
* HacTtpolite nckmoveHns n3 Cetesoi nsonsaumn.
* BkriounTe nnm BeikntounTe 3anpeT 3anycka.
* BuibepuTe gelicTBre, KOTOPOe ByneT BbIMOMHEHO NMPW 3amycke NN OTKPbLITUM 3anpeLLeHHOro obbekTa.
* CoopmupyiiTe cnncok npasmn 3anpeTta 3anycka.
e BknounTte nnm BoikntounTe TexHonoruo Cloud Sandbox.

KomnoHeHT Endpoint Detection and Response coueTaeT aBToMaTnyeckoe 0bHapyXeHNe yrpo3s ¢ BO3MOXHOCTHIO
pearvpoBaHs Ha 3TU Yrpo3bl A1s MPOTUBOLENCTBUS CIOXHbIM aTakam, B TOM Ynce HOBbIM aKcroitam (exploits),
nporpaMmamM-BeIMoraTenam (ransomware), becdaiinoseiv atakam (fileless attacks), a Takxxe meTogam,
NCMOMb3YOLLM 3aKOHHBIE CUCTEMHbBIE UHCTPYMEHTHI.

Mo ymonuaHuio kommnoHeHT Endpoint Detection and Response BbikntoueH.
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HacTpoiika Endpoint Detection and Response (KATA)

Ecnn TpebyeTcs, B okHe Endpoint Detection and Response (KATA) BeinonHuTe cregytowme OeicTBuS:
* BknounTte nnm BoiknounTe koMmnoHeHT Endpoint Detection and Response (KATA).
* HacTpoliTe napameTpbl COEANHEHUS C CEPBEPOM:

e YkaxuTe Bpems oxugaHus otseta cepsepa KATA.

[Jo6asbTe TLS-cepTudukaT o/ HaCTPOVKM LOBEPEHHOrO COeANHEHMS.

YkaxwuTe, 6ynet nu Kaspersky Endpoint Security ncnonssoaTtb ABYCTOPOHHIOIO ay TEHTUUKALMIO MPK
noaxnoyvernn k cepaepy KATA.

e 3arpyanTe KpUNTOKOHTEHEP, 3aLUMLLLEHHbI MaponeM, YTOObI BKIOUMTL ABYCTOPOHHIOIO ay TEHTUdMKALMIO.

[obaebTe cepaep KATA.

BbibepuTe, 6ynet nu Kaspersky Endpoint Security ncnonbsosatb TTL ons nakeToB, OTMNpaBAseMbiX Ha CepBep
KATA.

* HacTpoliTe napameTpbl Ans OTNpaBku faHHbIX Ha cepeepbl KATA.
* OrpaHunybTe kKonM4ecTBO cobbITUIA, NepenaBaembix Kaspersky Endpoint Security Ha cepsep KATA.

KomnoHeHT Endpoint Detection and Response (KATA) ob6ecneuviBaeT B3anmopelicTaue ¢ pelueHrem Kaspersky
Anti Targeted Attack Platform, koTopoe o6Hapy>rBaeT CroxHble yrpo3bl, Takme Kak LienieBble aTaky, CoXHble
MOCTOSIHHbIE YrPO3bl, aTakn "Hy1eBOro aHd" 1 apyrue.

Mo ymonuaHutio komnoHeHT Endpoint Detection and Response (KATA) Bbik/toyeH.

HacTpolika napameTpoB 0OHOBNEHNS

Ecnmn Tpe6yeTc91, B pasnene O6HoBREHME BLINOMHUTE cnepywouimne nencTeus:
e BktounTe Unn BbIKOYMTE OBHOBNEHVE MO,D,Yﬂel';I MPUIOXEHNA.

e [lo6aBbTe NN yoanute NCTOUYHNKN OBHOBREHWIA, koTopble Kaspersky Endpoint Security 6yneT ncnonbsosaTs.

HacTpolika LONOMHUTENbHbIX MapaMeTpoB

Ecnmn Tpe6yeTc91, B pasnene ,D,OI'IOHHI/ITe.HbeIe napameTpbl BbiNONHNTE Crieaytoune nencTeus:
b HaCTpOVITe napameTpbl 3alnTbl OI'IepaLI,I/IOHHOVI CNCTEMbI KITMEHTCKOIro KOMMMbrOTEPA.

* BhibepuTte kaTeropum obHapyxmnBaemMbix OO BEKTOB.

204



* BbikounTe Unm BKIKOUMTE 3aryck 3aaad No pacnucaHunio npu paboTte koMMbloTepa OT akKyMynaTopa.
* HacTpoliiTe napameTpbl $pOPMMPOBAHUS 1 XPaHEHS OTHETOB.
* HacTpoliTe napameTpbl XpaHEHVS OO BEKTOB B PE3EPBHOM XPaHUIINLLE.

* HacTtpolite napameTpsl Kaspersky Endpoint Security, koTopble Hy>Hbl Ans B3aUMOLENCTBIS C Nonb3oBaTenem
Ha KNMEeHTCKOM KoMrbloTepe.

* HacTpoliTe napameTpbl MOAKIOYEHWNS K MPOKCU-CEPBEPY.

e BkriounTe unmv BeIktoUNTE NPOBEPKY NHPOPMALIN, KOTOPAasg MOCTYMNaeT Ha KOMMbIOTEP 1 OTMPAaBASIETCS C HEro
no npotokony HTTPS.

* BuibepuTte xpaHunuiLe cepTudukaTos Ans nposepkn 3almndposaHHoro HT TPS-Tpaduika B 6paysepe Mozilla
Firefox.

* HacTpoliTe KOHTpONMpyemble MOpPThI.

* lIsmeHuTe cnnckn AoBEpeEHHbIX Ppaiinos, nanok 1 nporpamm, kotopsle Kaspersky Endpoint Security He
KOHTpONMpyerT.

Co3paHne 3apaun

OT0T pasnen cogepxuT nHbopmaLmo o6 ncnonbsosaHum Kaspersky Security Center Web Console n Cloud
Console ong cospanna n HacTpoliki 3agad Kaspersky Endpoint Security Ha KNMEHTCKOM KOMMbIOTEPE UM Ha
rpynne KIMEHTCKNX KOMMbIOTEPOB nof, ynpasnernem Kaspersky Security Center.

38anaya — Habop OeliCTBUIA ¢ HacTpavBaeMbIMy NapameTpamu, koTopblid Kaspersky Endpoint Security BoinonHseT
Ha KNMEeHTCKOM KOoMMbloTepe.

C nomouwbto Kaspersky Security Center Web Console n Cloud Console Bbl MOXeTe cospaTh crnefytoLie 3afaqn:

* [lpoBepka

O6HoBeHne

OTkaT 0BbHOBMNEHNS

[obasneHue knoya
CospaHne 3apgauu
1. B pasnoene YcTpoiicTBa cnesa BuibepuTe nogpasaen 3agaun.

2. HaxxmuTe Ha kHorky [lo6aBuTh.

3anycTutcs macTep nobaBneHns 3agadn.
3. B packpbiBatowemcs crnivcke Nporpamma suibepute Kaspersky Endpoint Security ans Mac 12.2.
4. B packpbiBatoLLiemcs crnicke Tun 3apaum Boibepute 3aaady, KOTOPYIO Bbl XOTUTE CO3AaTb.

B.Ecrm HeO6XOJJ.VIMO, M3MeHNTe Ha3BaHue 3agadyn B none HasBaHme sapaun.
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6. BoibepuTe ycTpolicTBa, KOTOpbIM ByLeT HasHavueHa 3apada.
7. HacTpoiiTe napameTpbl BbIOPaHHOMO TuMna 3agaydn.

8. 3aBepL|.||/|Te MacTep Lob6aBneHns 3agayn, Haxkas Ha KHOMKY [oToBO.

MpumeuaHue. Ecnn Bbl ycTaHoBUM priaxkok OTKPbITb OKHO CBOCTB 3agayn Nocrie ee Co3AaHns B OKHE
3aBeplueHre co3paHna 3agayn, Bol MOXETE NPOAOIKNTb U3MEHEHWE NapamMeTpOoB 3aAaum MO YMOYaHuIo.
Ecnun aToT dnaxok He ycTaHOBMEH, 3a4a4a CO30aeTCs C napameTpamMm no YMonyaHuio. Bel MoxeTe N3MeHnTb
napamMeTpbl 3a4a4m Mo YMOYaHWIO No3aHee B noboe yoobHoe Bpewms.

Hapn 3apayamu Bbl MOXeTE BbINOMHSATL CrnefytoLme felicTBUS:
* 3anyckaTb 1 OCTaHaBNMBaTb 3a4auu;
® HacTpavBaTb NapamMeTpbl 3a4a4u;
* OTCNEeXUBaTb BbINOMHEHVE 3a8a4V;
* KOMMPOBATb 1 NEPEHOCUTL 3afauM U3 OOHON rPYNMbl B APYTYIO;
* yoansaTb 3ajaqn.

MoppobHyto nHPopmaLmio o 3atavax Kaspersky Security Center Web Console Bbl MoxeTe HaliT B cripaBske
Kaspersky Security Center .

MoppobHyto nHpopmaumio o 3atavax Kaspersky Security Center Cloud Console Bbl MoxeTe HaliTu B cripaBke
Kaspersky Security Center Cloud Console &.

HacTporka napameTpoBs 3agaun [posepka

Ha Bknanke MapameTpbl nporpammel Bbl MOXETE HAaCTPOUTb NapamMeTpbl 3agaun Mposepka ons Kaspersky
Endpoint Security Ha ynaneHHbIX KOMMbIOTEpPaX.

Kak oTkpbiTb napameTpbl 3apgaun lNpoeepka
1. MepelianTe B pa3nen YeTpolicTea > 3apauu.
2. [1BOVMHBIM LLLEenYKoM MbILL OTKpOnTe 3apady lNpoBepka.

3. BoibepuTe Bknagky MNMapameTpbl nporpammb.

Ecnn Heo6xoa1mo, BbINONHWTE crefytowme AeicTBuS:
* ChopmupyliTe obiacTb NpoBEPKN.

* YkaxuTe pelicteme, kotopoe Kaspersky Endpoint Security BeinonHseT npu o6Hapy>XXeH 3apaxxeHHOro
obbekTa.

e BuibepuTte Tunbl dalinos, kotopble Kaspersky Endpoint Security nposepseT.
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* HacTpoliTe napameTpbl NPOn3BOOVTENBHOCTY MPOBEPKM.

* BuibepuTte cocTaBHble daiinbl, koTopble Kaspersky Endpoint Security aHanusumpyer.

Mpumeuanue. Kaspersky Endpoint Security He nposepsieT dalinel, pacnonoxeHHsle B xpaHunmwax OneDrive,
iCloud 1 gpyrux obnayHbIx xpaHunuax. VicknounTte atun dpaiinbl 13 obnacTu nposepku. B npoTreHoM cnyyae
3afa4a NPOBEPKIN MOXET 3aBEPLUNTLCS C OLUNOKON 3apaxeHHbivi gpaiisl He yaaneH.

HacTporlika napameTpoB 3agaun [JobasneHune knova

Ha Bknagke MapameTpbl nporpammbl Bbl MOXETE HaCTPOUTL NapameTpbl 3agayn [lobaeneHne knova ons
Kaspersky Endpoint Security Ha yaaneHHbIx KOMMbloTepax.

Kak oTkpbITb napameTpsbl 3agaun [ob6aBneHune knoya
1. MepenonTte B paspen YcTpoiicTea > 3apgaun.
2. [IBOVHBbIM LLLenYKOoM MbILLN OTKpoTe 3apady JobaeneHue kntova.

3. BoibepuTe Bknagky MapameTpbl nporpammb.
Ecnn Heobxoovmo, BbINOMHATE cremytoLivie AeicCTBUS:

b ,D,O6aBbTe IJZl,eI\/'ICTB)/}OUJ,I/II‘/‘I JIMLLEH3VOHHBIN K04 B KauecTBe pe3epBHOro Kio4a.

* BuibepuTe gpyroii kntoy ang aktrsaumm Kaspersky Endpoint Security Ha komnbloTepe nonb3osaTens.

* [lo6aBbTe HOBbI NLEH3VOHHBIN Kntod B xpaHunuwe Kaspersky Security Center.

HacTpoliika 3agaun O6HoBNEHWE

Ha Bknapke MapameTpbl nporpammbl Bbl MOXeTe HaCcTPOUTL NapameTpsl 3anayuv O6HoBneHune ons Kaspersky
Endpoint Security Ha ynaneHHbIX KOMMbloTepax.

Kak oTkpbITb napameTpbl 3agaun O6HoBNEHUE
1. MepenonTte B paspen YcTpoiicTea > 3apgaun.

2. [IBOVHBIM LLLEeNYKOM MbILLU OTKpOTe 3agadvy O6HoBNEHuMe.

3. BeibepuTe Bknanky MNMapameTpbl nporpammbl.

OcHOBHbIM MCcTOUHMKOM 06HOoBNEHW Kaspersky Endpoint Security anstoTcs cneunansHble cepBepbl OBHOBMEHWIA
"NabopaTtopum Kacnepckoro'. Kaspersky Endpoint Security Takxxe MOXeT MCMOb30BaTh B KAUECTBE MCTOYHYKE
O6HOBIEHVIFT TOUKI PaCHPOCTPaHEHNS, ToKasbHble Nanku Unn opyrie Beb-cepsepsl.

Ecnwn Bbl ynpasnseTte Kaspersky Endpoint Security uepes Kaspersky Security Center Web Console, cnncok
NCTOYHVKOB OBHOBMEHWI MO YMOMYaHWio BKoYaeT B cebs cepaepbl 06HoBneHui "Jlabopatopumn Kacnepckoro”

cepBepbl Kaspersky Security Center. CHauana Kaspersky Endpoint Security 3arpy>xaeT 06HOBEHNS C CEPBEPOB
Kaspersky Security Center, a 3aTem ¢ cepeepoB obHoBneHwuin "IlabopaTtopumn Kacnepckoro”,
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Ecnu Bbl ynpaenseTe Kaspersky Endpoint Security uepes Kaspersky Security Center Cloud Console, cnivcok
NCTOYHMKOB OBHOBMEHMIA MO YMOMUYaHWIo BKtouaeT B cebs cepBepbl obHoBneHul “JlabopaTopum Kacnepckoro”
Touku pacnpocTpaHeHus. CHauana Kaspersky Endpoint Security 3arpy>xaeT obHOBNEHNS N3 TOUeK
pacnpocTpaHeHus, a 3aTeM ¢ cepBepoB obHoBneHul "JlabopaTtopumn Kacnepckoro®. MNonpobHyto nHdopmaLmo o

TOuKax pacnpoCTpaHeHns Bbl MOXeTe HanTu B cnpaske Kaspersky Security Center .

Ecnn Heo6xoamMmo, BbINMOMHUTE cnepnywouwmne nencTeuns:
e BknounTte nnuv BbiktounTe obHOBNEHWE MOD,YJ'IGI7I NPUNNOXEHUA.

e [lo6aBbTe NN yoannte NCTOYHNKN OBHOBREHWIA, koTopble Kaspersky Endpoint Security ByneT ncnonb3osaTs.

[TonyyeHme knoya BOCCTaAHOBAEHNS 015
3aWmMdpPOBaAHHOro AncKa

Ecnn nonb3oBaTenb KIMEHTCKOro KOMbloTepa 3abbln Uy NOTEPSN YUYeTHbIE AaHHbIE U HE MOXET MOMy4YnTb LOCTYN K
3aWwndpoBaHHOMY AMCKY, Bbl MOXETE MOMyUNTb KIIOY BOCCTaHOBMNEHNUS.

I'Ionyqume Kto4ya BOCCTaHOBEeHNA

1. HaxxmmnTe Ha Mg yueTHOM 3anncu agMUHUCTpaTopa B IEBOM HxXHeM yriy okHa Kaspersky Security Center
Web Console nnu Cloud Console.

2. BeibepuTe MNapameTpbl nHTepdelica.

3. B oTKpbIBLLEMCS AManoroBoM OKHe BKtounTe nepeksodaTens MNokasaTte LUndpoBaHue v 3awmta gaHHbIX,
YTOOBbI BK/IIOUMTL YrpaBneHne WwidpoBaHneM AaHHbIX, U HaXXKMUTe Ha KHornky CoxpaHnTb.

4. TepeionTe B pasnen Onepauvn > LLindpoBaHue u 3aimTa gaHHbIx > 3awmdpoBaHHbIe XXECTKME ANCKMU.

OTKpOeTCS CNMCOK YCTPOMCTB C 3alUmndpOBaHHbIMY AUCKaMU.
5. YcTaHoBuTe $hnaxok psaoM C yCTPONCTBOM C 3aLUdPOBaHHBIM AVICKOM.
6. HaxkmunTe Ha kHonky MNpeaocTaBuTb AOCTYN K YCTPOCTBY B aBTOHOMHOM peXume.

7.B nnanorosom okHe MNMpepocTaBUTb AOCTYN K YCTPOWCTBY B aBTOHOMHOM peXume Bbibepute Be6-nnarvH ans
Kaspersky Endpoint Security n HaxmuTe Ha kHonky OK.

8. HaxxmuTe Ha kHonky MonyunTb Knoy BocCTaHOBMEHUS.

Kntou BoccTaHOBNEHNS OTOBPA3NTCS B TEKYLLLEM AMNaNoroBoM OKHe.
9. CoxpaHuTe KoY BOCCTaHOBEHWS NtoObIM YAOOHBIM AJ19 BaC CNoco60M.

Bbl MoXeTe 1ncnonb3oBaTh KoY BOCCTAHOBNEHWS Ha KITMEHTCKOM KOMMbIOTEPE AJ1 NMOMyYeHNs LOCTyna K
3awmndpoBaHHOMY ANCKY.
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OkHO Tnn yCcTaHOBKM

B 6noke Bb|6epV|Te nakeTbl A1 YCTaHOBKW Bbl MOXETE Bbl6paTb KOMMOHEHTbI MPUITOXEHUA, KOTOPbIE Bbl XOTUTE
YCTaHOBWTb Ha KITMEHTCKII KOMMbOTEP.

MpoBepka

®dnaxok fobaenseT koMMoHeHT [poBepka B MHCTansgLUMoOHHbIN nakeT Kaspersky Endpoint Security.

Mo ymonuaHuio Gpriaxkok YCTaHOBIEH, CHATb €ro Hemnb3as.
3BawwmTa oT Ppalinosbix yrpos

draxok BKoYaeT/BbiktoYaeT fobaBneHne KOMNoHeHTa 3almTa oT GannoBbiX Yrpo3 B UHCTaNNSLMOHHbIA NakeT
Kaspersky Endpoint Security.

Ecnun ¢naxok ycTaHoBNEH, KOMMOHEHT 3aLumTa OT dalinoBbIX yrpo3 406aBnseTCs B MHCTANNSUMOHHbIV NakeT
Kaspersky Endpoint Security.

Ecnun dnaxok CHAT, KOMNOHEHT 3alyTa oT PpaiinoBbiX Yrpo3 He BKIIOYaeTCs B MHCTaNNSLUMOHHbIN nakeT Kaspersky
Endpoint Security.

OTOT GnaXKoK yCTaHOBIIEH MO YMOMYaHMIO.
3BawmTta oT Be6-yrpos

Ddnadxok BKoYaeT/BblktovaeT fobaBneHe KOMMOHeHTa 3alumTa oT Be6-yrpo3 B MHCTaNNSLMOHHbIA nakeT
Kaspersky Endpoint Security.

Ecnun ¢naxok ycTaHoBNEH, KOMNOHEHT 3alumTa OT Beb-yrpo3 obaBnseTcs B MHCTaNNSUMOHHbIN nakeT Kaspersky
Endpoint Security.

Ecnun ¢pnaxok CHAT, KOMNOHEHT 3aluyTa oT Be6-yrpos He BK/oYaeTCs B MHCTanNsaUMoHHbI nakeT Kaspersky
Endpoint Security.

OTOT PraXkKok yCTaHOBEH MO YMOMYaHMIO.
3awmTa oT ceTeBbIX Yrpos3

driaxok BkoYaeT/BbiktoYaeT 4OOaBeHe KOMMOHeHTa 3aluuTa OT CETEBbIX YTPO3 B MHCTaNNSLMOHHbIV MakeT
Kaspersky Endpoint Security.

Ecnu dnaxok ycTaHOBMEH, KOMMOHEHT 3aLumTa OT CeTeBbIX Yrpo3 40BaBNAETCS B MHCTaNNSLUMOHHBIA NakeT
Kaspersky Endpoint Security.

Ecnn dprnaxok CHAT, KOMMOHEHT 3aLuyTa OT CETEBbIX YIPO3 HE BK/OYAETCS B MHCTaNNSLMOHHbIN nakeT Kaspersky
Endpoint Security.

OTOT PraxKok yCTaHOBIEH MO YMOMYaHWIO.
KoHHekTOp K AreHTy agMUHUCTPUPOBaHMS

®naxok fobaenseT KOMNoHeHT KOHHeKTOp K AreHTy agMUHUCTPUPOBaHWS B MHCTaNNSaUMOHHbIV nakeT Kaspersky
Endpoint Security.

Mo ymonuaHumio Gpriaxkok YCTaHOBIEH, CHATb €ro Hemnb3s.
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OkHo MIHdopmaumsa o nnMueHsnm

B okHe I/IHd)opmau,vm O JIMLEH3MN Bbl MOXETE NMPOCMOTPETDb |/|Hc|>op|v|au,vno O IMUEeH3nn: oaTty nctevyeHnsd Cpoka
OencTBUS NNLEH3UN, KONYECTBO KOMMbIOTEPOB, HAa KOTOPbIX Bbl MOXETE NCMNONb30BaTb Kaspersky Endpoint
Security Mo aTOM NNLEH3NN, TUM NNLEH3UN.

[o6aBnTb B KauecTBe pe3epBHOro Ko4a

®nadkok BKﬂ}OqaeT/BbIKﬂIOqaeT ,D,O6aBJ'IeHVIe YKa3aHHOro d>a|7|na KJlko4a nin Koga akTmBaunm B Ka4eCTBe pe3epBHOro
Kno4ya.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security no6asnseT ykasaHHbIi daiin kova nnm Kob akTUBaLmm Kak
pe3epPBHbIN KoY.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security no6aensieT ykasaHHbIin $aiin kitoua uim KoL ak TUBaLLMn Kak
aKTUBHbBI KITHO.

OT0T bnaxok Mo yMONYaHNIO CHAT.
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OkHo [poBepka

O6nacTb NpoBepKU

[Mpw HaXaTn Ha CCbINKy OTKPbIBAETCS OKHO, B KOTOROM Bbl MOXeTe chopMrpoBaTh 0611acTb MPOBERKM.

B 6rnoke Ecnu o6Hapy>eH BpeAOHOCHBI 06BEKT Bbl MOXETe BblbpaThb AelicTaume, koTopoe Kaspersky Endpoint
Security BbINOMHSET NPV 0BHAPY>KEHWN 3aPaKEHHOrO 06 bekTa.

3BanpalumBaTtb No OKOHYaHWUM NPOBEPKN

Kaspersky Endpoint Security He obpabaTbiBaeT 06bekTbl O OKOHYaHWs nposepku. Kaspersky Endpoint Security
BbIBOAWT Ha 9KpaH yBeJoMIeHNe C HbopmaLmeli O KaxxaoM 0bHapy >XeHHOM 3apaXeHHOM 06bekTe, B KOTOPOM BaMm
HY>KHO BbIbpaTb AeiCTBME Hah 3TUM 06bekToM. BapnaHTbl JanbHelwmx AeNCcTBII 3aBUCIT OT Tuna obbekTa.

OTOT BapuaHT BbIGpaH No yMonyaHmio.
3anpaluvBaTh BO Bpemsi NpoBeEPKU

Bo Bpems npoepku Kaspersky Endpoint Security BbIBoaUT Ha akpaH yBefoMeHre ¢ MHGopMaLmen o Kaxxaom
OBHapy>XeHHOM 3apaXXeHHOM 0OBbeKTe, B KOTOPOM BaM HY>KHO BbIOpaTb AeCTBME Haf, 3TUM 06 bekToM. BapuaHTbl
JanbHeNWmnxX OencTBNA 3aBUCAT OT Tuna obbekTa.

He 3anpawunBaTtb
Kaspersky Endpoint Security ¢pukcupyeT nHdopmaLmio 06 obHapyeHHbIX 06bekTax B oTUeTe, He 0bpabaThiBas UX.
JleunTb aBTOMaTUUECKN

draxok BKoYaeT/BbIKIIOUYaeT nedveHne obHapyxeHHbIx Kaspersky Endpoint Security 3apaxeHHbix 06bekToB 6e3
3anpoca NOATBEPXKAEHMS NOMb30BaTeNs.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security asBTomaTnyecku neunt obHapy>KeHHble 3apaxeHHble
06BEKTHI.

Ecnun dnaxok cHaT, Kaspersky Endpoint Security octaBnseT obHapy>XeHHble 3apaxeHHble 06bekThl 6e3
N3MEHEHUIA.

DdnaxoK foCTyneH, ecnu BolbpaHa onuys He 3anpaluvsats.

OTOT PnaxoK ycTaHOBMEH MO YMONYaHHIO.
JleunTnb. Ypanartb, ecnv neyeHne HEBO3MOXHO

®nadxok BKﬂ}OHaeT/BbIKﬂIOHaeT yoaneHme 3apa>eHHbIX 1 BOSMOXHO 3apaXeHHbIX 0bbekToB nocne Hey,u,aquVl
MOMNbITKWN NX BbINTEYNTb.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security aBTomaTnyecky yaanseT 3apaxeHHble 06bekTbl, KOTopble
He y[anoch BblNeynTb.

Ecnun ¢naxok cHat, Kaspersky Endpoint Security He ynansieT 3apaxeHHble 06beKTbl, KOTOPbIE HE YAanochb
BbINEYNTb.

draxok oTobpaxaeTcs, ecnv BoibpaHa onums He 3anpawmeaTth 1 ycTaHoBneH praxok JleunTb aBTomMmaTuyecku.

OTOT dnaxoK yCcTaHOBMEH MO YMONYaHHIO.

B 6noke Tunbl ¢palinos Bbl MOxeTe BbibpaTh popmaT daiinos, koTopble Kaspersky Endpoint Security nposepseT.

MpoBepaTtb Bce dalinbl

Kaspersky Endpoint Security npoBepsieT Bce 3amnyckaemble, OTKpbIBAEMbIE 1 COXPaHseMble 06beKTbI paiinoBoi
CUCTEMBI.
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MpoBepaTk NporpaMmbl U AOKYMEHTbI MO COAEPXKUMOMY

Kaspersky Endpoint Security npoBepsieT Tonbko 3apaxaemble dalinbl Ha ocHoBaHUM dpopmaTa daiina.
MepeyeHb popmaToB dainos onpepeneH "TlabopaTopueli Kacnepckoro' n sensetcs yacTtbio 6a3 Kaspersky
Endpoint Security.

MpoBepsaTb NporpaMmbl 1 AOKYMEHTBI MO pacLUMpeHmio

Kaspersky Endpoint Security npoBepsieT Tonbko 3apaxaemble dalinbl Ha OCHOBaHUM paclunpeHns darina.

MNepeueHb paclumpermin dalinos onpeneneH "NabopaTtopuein Kacnepckoro' n sensetcs yacToio 6a3 Kaspersky
Endpoint Security.

Kaspersky Endpoint Security Bcerna nposepsieT daiinbl 6e3 paclumpeHus.

B 6noke OnTMmnaaums Bbl MOXeTe HaCTPOUTb NPON3BOAUTENBHOCTb MPOBEPKN.

MpoBepsTb TONbKO HOBbIE U U3MEHEHHbIE daiinbl
DdnaxoK BKtoYaeT/BblklouaeT NPOBepPKY ToNbKo Tex daiinos, koTopble Kaspersky Endpoint Security pacnosHaet
KaK HOBbIE U N3MEHEHHbIE C MOMEHTa NocneaHel NPOBEPKM.

Ecnn dpnaxok yctaHosneH, Kaspersky Endpoint Security nposepsieT Tonbko daiinbl, NpraHaHHbIE HOBBLIMI U
N3MEHEHHBIMI C MOMEHTa NMOCNeAHEeN MPOBEPKN.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nposepsieT Bce dalinbi.
MponyckaTb NpoBepKy CUCTEMHOrO TOMa KTOJNbKO A/l YTEHUS»

dnaxok BKoYaeT/BbIKIIIOYaET MPOBEPKY CUCTEMHOrO TOMa "TOMbKO A9 YTEHNS".

Ecnn ¢dnaxok yctaHoBneH, Kaspersky Endpoint Security mponyckaeT npoBepKy CUCTEMHOMO TOMa "TOMbKO AJ1s
yTeHus". Bpems BbIMONHEHNS MPOBEPKY 3HAUNTENBHO YMEHbLUAeTCS.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security npoBepsieT cMcTEMHbI TOM "TOMBKO A5 UTEHUS".

OTOT PnaXKoK yCTaHOBIEH MO YMOMYaHMIo.
Mponyckatb, ecnu pa3vep ¢aiina 6onblue <3HaueHne> Mb
dnaxok BKOYAET/BbIKIIIOUYAET UCKITIOUYEHNE N3 aHTUBUPYCHOI NpoBepku dalinos, pa3mep KOTOPbIX NPeBbILLaeT

yKa3aHHbII.

Ecnn dnaxok yctaHosrneH, Kaspersky Endpoint Security nponyckaeT daiinbl, pasmep KOTOPbIX NpeBbILLaeT
yKa3aHHbIM.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nposepsieT Bce daiinbl BHE 3aBUCUMOCTY OT UX pa3Mepa.
OTOT HnaxoK No yMON4aHmo CHST.

Mo ymonuaruio yctaHosneH pasmep 100 Mb.
MponyckaTb, ecnu NnpoBepka AnuTcs Gonee <3HaueHNe> CEK.
dnaxok BKoYaeT/BbIKIIIOUYAET OrpaHnYeHne BpeMeHr Nposepki ogHoro daiina. Kaspersky Endpoint Security

nponyckaeT ¢alin, ecnv ero Nposepka AJINTCS AOSblUE YKa3aHHOrO BPEMEHM.

Ecnun dnaxok yctaHosneH, Kaspersky Endpoint Security nponyckaeT daiin, ecnv ero nposepka AnmMTcs fosbLue
yKa3aHHOro BPEMEHN.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nposepsieT Bce dalinbl BHe 3aBUCUMOCTY OT AJINTENbHOCTU MX
NMPOBEPKN.

Mo ymonuaHumio ycTaHoBAEHO 3HaueHne 30 cekyHa,

B 6noke CocTaBHble daiinbl Bbl MOXETE BbiOpaTh TUMbl COCTaBHbIX $aiinos, koTopble Kaspersky Endpoint Security
npoBepseT.

MpoBepaTb apxmBbl
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dnaxok BKoYaeT/BbIKIIIOUYAET MPOBEPKY apXMBOB.
Ecnm dpnaxok yctaHosneH, Kaspersky Endpoint Security npoepsieT apxvBbl.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nponyckaeT apxuBbl npy NpoBepKe.
Bce

Kaspersky Endpoint Security npoBepseT Bce apxuBbl.

Onumsa pocTynHa, ecnu yctaHoBneH dnaxok MNpoBepsiTe apXmBbI.
HoBbie

Kaspersky Endpoint Security npoBepsieT Tonbko HOBbIE apPXUBbI.

Onuwms fnocTynHa, ecnu ycTaHosneH pnaxok MNpoeepaTb apXuBbl.
MpoBepsTb apXuBbl, 3aLLMLLEHHbIE NapOeM

DdnaxoK BKoYaeT/BbIK/IlOYaeT MPOBEPKY apXMBOB, 3aLLMLLEHHbIX MaPONEM.
Ecnun ¢naxok yctaHosneH, Kaspersky Endpoint Security nposepsieT apxuBbl, 3aLLULLEHHbIE NAPOEM.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nponyckaeT apxvBbl, 3aLLKLLLEHHBIE NMAPOeM, NPV MPOBEPKE.
MpoBepaTb BnoXeHHble OLE-06beKThI

®dnaxok BKoYaeT/BbIK/IIOYAET NPOBEPKY BIOXEHHBIX B Ppaiinbl 06bekTos (Hanpumep, Excel-Tabnuuipl, Makpoch,
BIIOXEHWNS B COOBOLLLEHVSIX 3NEKTPOHHO NOYTHI).

Ecnn dpnaxok yctaHosneH, Kaspersky Endpoint Security nposepsieT BnoxeHHble OLE-06bekTbl.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security npornyckaeT BnoxeHHble OLE-06bekTbl Npu MpoBepke.
Bce

Kaspersky Endpoint Security nposepsieT Bce OLE-06bekTbl.

Onumsa pocTynHa, ecnu ycTtaHoBreH dnaxok MNpoeepsaTb BnoxeHHble OLE-06bekThI.
Hosbie

Kaspersky Endpoint Security npoBepsieT Tonbko HoBble BloxeHHble OLE-06bekTbl.

Onumsa pocTynHa, ecnu ycTtaHoBreH ¢naxok MNpoeepsTb BnoxeHHble OLE-06bekThbI.
MpoBepaTtb alinbl nouToBbIX PopMaToB

Ddnaxok BKIoYaeT/Bblk/louaeT NpoBepKy dalinos NoYToBbiX GOPMaTOB, a TakXXe MNoYTOBbIX 633 AaHHbIX.

Ecnn ¢dnaxok yctaHoBrneH, Kaspersky Endpoint Security nposepsieT daiinbl nouToBbIx GOpMaTOB, a TakxKe
rnoyToBblEe ©a3bl AaHHbIX.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nponyckaeT daiinbl noYToBbIX GOPMaTOB, @ TakxXe NoYToBble 6a3bl
LLaHHbIX NPV NMPOBepPKe.

OkHo ObnacTb NPOBEPKN

HNo6asunTtb

Mpwr HaxaTun Ha KHOMKY OTKPbLIBAETCS ANaIOrOBOE OKHO, B KOTOPROM Bbl MOXETe ykasdaTb daiis, nanky Uim Macky
nmeHu daiiia uav nanku Ang nobasneHns B 06nacTb NROBERKU.

Ypanutb

Mpwn HaxaTnn Ha KHOMKY O6BEKT yaanseTcs N3 obnacTu NpoBEPKN.
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KHonka OOCTYMHa, eCnn yYCTaHOB/EH CI)J'Ia)KOK psanoom C obbekToM.

Bbl He MoxeTe ynanuTb o6bekThl, o6aBneHHbIe B 061aCThb MPOBEPKM MO YMOIYEHNIO.

O6nacTb NpoBepKU

B aToi1 rpacde oTobpaxatoTcs 06bEKTHI, KOTOPbIE MPOBEPSIOTCS MNP BbINONHEHWN 32424 MPOBEPKU.

Cratyc

MepekntioyaTtens B 970l rpade BktoYaeT/Bbik/louaeT NMpoBepKy 06beKTOB, 4OOaBEHHbIX B 061acTb MPOBEPKU.
Ecnn nepexntouatens BktoueH, Kaspersky Endpoint Security npoBepsieT COOTBETCTBYOLLMIA OOBEKT.

Ecnn nepexnioyaTtens BoikiioueH, Kaspersky Endpoint Security He npoBepsieT cooTBeTCTBYOLWMI OB BEKT.
HononHuTtenbHo

3HaueHue B aToi rpade nokasbiBaeT, NposepseT nn Kaspersky Endpoint Security nanku, BrnoxeHHble B
COOTBETCTBYIOLWMIA OO BHEKT.

MpumeuaHue. Kaspersky Endpoint Security He npoBepsieT dalinbl, pacnonoxeHHsle B xpaHunmwax OneDrive,
iCloud 1 gpyrunx obnauHbix xpaHunuwax. VicknounTte atun daiinbl 13 obnacTu nposepku. B npoTreHoM cnyyae
3apaya NPOBEPKUN MOXET 3aBEPLUNTLCS C OLUNOKOV 3apaxkeHHbIVi ¢parisi He yaanieH.

Hnanor [lo6aeneHne o6bekTa B 061acTb MPOBEPKM

Ykaxxute ums nn6o macky umeHn daiina nnm nanku
MyTb K daiiny, narnke nnm Macka nMmeHn daina unm nanku.
Ob6bekT aBngeTcs nankomn

®nadxok BKﬂPOqaeT/BbIKﬂIOLIaeT npoBepKy obbekTa Kak narku.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security npoBepsieT 06beKT, KOTOpPbIN Bbl ykasanu B none Ykaxnte
Mg 6o macky umeHu ¢paiina unv nankuy, Kak narky.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security npoBepseT 06bekT, KOTOpbI Bbl ykasanu B nosne YKaXute nvs
nu6o macky nmeHu daiina unm nanku, kak darin.

OTOT $naxoK yCTaHOBMEH MO YMONYaHWIO.

BkniounTb BNOXXEHHbIE Nanku

Ddnadxok BKoYaeT/Bblk/loUaeT NPOBEPKY Nanok, BIOXEHHbIX B Narky, ykasaHHyto B none YkaxuTe nms nnéo macky
nmeHun daiina nnm nanku.

Ecnn dpnaxok yctaHosneH, Kaspersky Endpoint Security nposepsieT BloXeHHble nanku Npu novcke BPeLoHOCHOro
Mno.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nposepsieT Tonbko dalinbl B nanke, ykasaHHol B none Ykaxute
nMs IM60 MacKy nmeHnn daiina unu nanku.

OTOT $naxoK yCTaHOBMEH MO YMONYaHWIO.

MpumeuaHue. Kaspersky Endpoint Security He npoBepsieT daiinbl, pacnonoxeHHble B xpaHunmiiax OneDrive,
iCloud 1 gpyrux obnayHbix xpaHunuwax. Vicknounte st daiinbl 13 obnacTv nposepku. B npoTreHoM cnydyae
3apava NPOoBEPKM MOXET 3aBEPLUNTLCS C OLUMOKON 3apaxeHHbIvi paiin He yaaseH.
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OkHO napameTpbl panna

MoppepxrBaloTCs cneqytoLLme TUMbl GalinoBbiX XeLwe:

* MD5

Xelw aTOro TMNa AomxeH bbb AnMHolM 32 cumsona u cogepxatb 0-9, a-f, A-F.

* SHA256

Xelw aTOro Tvna fonxeH bbb AnHol 64 cumsona 1 conepxaTb 0—-9, a-f, A-F.
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OkHo CeTb

B 6noke I'Iapameprl MpOoKCu-cepeepa Bbl MOXETE HACTPOUTb MCNOJIb30OBaHME NPOKCN-CEPBEPA, a TakxXe
HaCTPOUTb NapamMeTpbl NOOKNIOYEHUSA K MPOOKCK-CEepBEPY.

He ncnonb3oBaTtb npokcu-cepsep

Ecnu BoibpaHa aTa onums, Kaspersky Endpoint Security He ncnonb3ayeT Npokcu-cepsep A1 NOAKIOYEHNS K
NCTOYHMKaM OBHOBEHWI A1 MOSTyYeHst OBHOBNEHNI 6a3 1 MOZYNEN MPUNOXEHWS.

WcnonbaoBaTb cricTeMHble NapamMeTpbl NpoKcu-cepBepa

Ecnu BbibpaHa aTa onuus, Kaspersky Endpoint Security nogkntouaeTcs K ICTOUHMKaM OBHOBEHWI A1 MOMYYEHNS
0o6HOBNEHWMIA 6a3 1 MoAynel NMPUIOXEHNS C MOMOLLIO NapamMeTPOB NPOKCU-CepBepPa, ykasaHHbIX B HAaCTPOoliKax
OnepaLnoHHON CUCTEMDI.

OTOT BapuaHT BbIGpaH Mo YMOM4YaHuIo.
WcnonbaoBaTb yka3zaHHble MapameTpbl MPOKCU-cepeepa

Ecnwn BbiGpaHa aTa onuus, Kaspersky Endpoint Security nogkntoyaeTcs K MCTOYHMKaM OBHOBEHWIA LNs MONyYeHNS
0BHOBREHWIA 6a3 1 Moaynel MPUNOXEHNS C MOMOLLBIO NMapaMeTPOB NPOKCU-CepBepa, YKkasaHHbIX BaMU.

Appec

IP-appec nnm cMMBOLHOE MMS MPOKCK-CepBepa.

Mone gocTynHo, ecnu BeibpaHa onuus icnonb3oBaTb YkasaHHbIe NapaMeTpbl MPOKCU-cepBepa.
MopT

Homep nopTta npokcu-cepsepa.
Mo ymonuaHuto yctaHoeneH nopt 8080.

Mone pocTynHo, ecnu BeibpaHa onuus VMicnonb3oBaTthb yka3aHHbIe NapameTpbl MPOKCH-CepBepa.
Wcnonb3oBatb ayTeHTUdMKaLmIO

®nadkok BKﬂ}OqaeT/BbIKﬂIOqaeT MCrionib3oBaHmne GYTeHTVICbI/IKaLI,I/II/I npu coegmnHeHnn C NpoKC-cepBepOM.

Ecnn ¢dnaxok yctaHorneH, Kaspersky Endpoint Security 3anpaluvBaeT yueTHble fJaHHbIe Monb30oBaTens Ass
COelVIHEHUNS C NMPOKCN-CEPBEPOM.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security He 3anpaluvBaeT yueTHble faHHble MNob30oBaTeNs AN COeaNHEHNS
C MPOKCN-CEPBEPOM.

OT0T draxoK ycTaHOBMEH MO YMONYaHHIO.

®nadkok OOCTYNeH, ecnn Bbl6paHa onuus icnonb3oBaTtb YKa3aHHble napamMmeTpbl NpOKCU-cepBepa.
Mmsa nonb3oBaTtens

ViMs nonb3oBaTens oas CoeanHeHns ¢ MPOKCH-CepBEPOM.

Mone pocTynHo, ecni BoibpaHa onuys Micnonb3oBaTh ykasaHHble NapaMeTpbl NPOKCU-cepBepa 1 yCTaHOBEH
¢dnaxok MicnonbsosaTtb ayTeHTUdUKaLMIO.
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Maponb

I'laponb ONg yKa3aHHOro UMeHm noJib3oBaTens.

Mone pocTynHo, ecnu BoibpaHa onums Micnonb3oBaTtb ykasaHHble NapameTpbl NPOKCU-cepBepa 1 YCTaHOBNEH
¢dnaxok Micnonb3oBaTtb ayTeHTUdMKaLMIO.

MNokazaTtb
Mpy HaxkaTun Ha KHOMKY OTOBPaXKatoTCsl CUMBOJbI MAPOSIs, KOTOPLIV Bbl BBENM B norne Maponb.
He MNCNoJIb30BaTb npOKcm-cepBep Angd nokKasnbHbIX ap,pecos

draxok BKoYaeT/BbIKIIIOUYaET MCMONb30BaHNe NPOKCU-cepBepa Nnpu 06HOBNEHUN 6a3 1 MogyNei NMPUNOXEHNS 13
ceTeBO NN ToKanbHOW nanku.

Ecnn dnaxok yctaHoBrneH, Kaspersky Endpoint Security He ncnonbayeT npokcu-cepsep npuv obHoBneHnn 6as n
Mozaynen NPUNOXeHNs N3 CETEBOV NV IOKaNbHOM Nanku.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security ncnonbsyeT npokcu-cepep npu o6HoBneHnr 6a3 1 Mogynel
NPUIOXEHNS N3 CETEBOM U NIOKanbHOM Nanku.

OTOT naxoK ycTaHOBMEH MO YMONYaHMIO.

®nadkok OOCTYNeH, ecnn Bbl6paHa onuus Nicnonb3oBaTtb YKa3aHHble napamMmeTpbl NpOKCU-cepBepa.

B 6noke NpoBepaAThb 3aLUMLLLEHHbIE COEAMHEHNS Bbl MOXETE HAacTpouUTb, MpoBepseT nn Kaspersky Endpoint
Security 3alumiLeHHble coennHeHns (HTTPS).

MpoBepka 3awmieHHbIx coeguHeHnia (HTTPS)

MNepekntovaTtens MNpoBepka 3awmieHHbIx coeguHeHunii (HTTPS) BkitoyaeT/BbiktouaeT NPOBEPKY 3aLUULLEHHBIX
CoeauHEHNIA, BbINOHsIEMbIX Mo npoTokony HTTPS, a Takxke oTobpaxeHne yBeLOMIIEHWIA O Cryyasx, koraa Beb-
KoHTponb 6riokupyeT nonb3osaTento AOCTYN K OnacHbiM Beb-pecypcam.

Ecnn nepexnioyaTtens MNpoeepka 3awmieHHbIx coeanHenunin (HT TPS) skntouen, Kaspersky Endpoint Security
BbIMNOSIHAET CRneaytoLe 4eNCTBIS:

e 3BawuTa OT BEG-Yrp0o3 NpoBepseT AaHHble, MOCTYNatoLMe Ha Ball KOMMbIOTEP Y OTNPaBSOLLMECS C HEro Mo
npoTtokony HTTPS uepes Beb6-6pay3sepnl Safari, Google Chrome u Firefox.

¢ [punoxeHvie nokasbiBaeT YBEAOMIIEHWS, KOraa Nosib30BaTe NN NbiTaloTCs OTKPLITL Be6-pecypchl,
3abnoknpoBaHHble Beb-KoHTponem Ha yaaneHHbIx KoMnbtoTepax.

Ecnun nepexnioyatens NpoBepka 3awwmieHHbix coeauHeHuii (HT TPS) soikntoueH, Kaspersky Endpoint Security
BbIMNOSIHAET CNeaytoLme NeNCTBUS:

e 3awmTa oT BEG-YrpO3 He MNPOBEPSIET AaHHble, MOCTYMNaloLLME Ha Ball KOMMbOTEP Y OTNPAaBASIOLLNECS C HEro
no npotokony HTTPS.

¢ [punoxeHre He NokasbiBaeT yBEOOM/IEHNS, KOrAa NOMb30BaTeNM MbITAOTCS OTKPbITL BE6-pecypchl,
3abnoknposaHHble Be6-KoHTponem Ha yaaneHHbIx KoMnbtoTepax.

OT0T nepexknyaTesib BKKOYEeH Mo yMOon4aHuto.

B 6roke BbibepuTe, kakoe xpaHunuuie ceptrudukaTos 6yaeT nucnonb3osatb 6paysep Firefox Bl MoxeTe
BbIBpaTh XpaHuInLLe cepTudukaToB Afis Nposepki 3alwmndposaHHoro HT TPS-Tpaduka B 6paysepe Mozilla Firefox.

Ceg3ka kJoueli ANng KOpPHEBbIX CUCTEMHBIX CepTUPUKATOB (PEKOMEHA0BAHO)

Ecnun BbiGpaH aToT BapuaHT, Kaspersky Endpoint Security ncnonbsyeT kopHeBoii cepTudurkaT 13 CBA3KN Ktouel
System Roots ons nposepku 3awmdposaHHoro HT TPS-Tpaduka B 6paysepe Mozilla Firefox.
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OTOT BapuaHT BbIGpaH Mo YMOM4YaHWIo.

XpaHunuwe ceptudukaToB B HacTpoiikax 6paysepa Mozilla Firefox

Ecnu BbibpaH a10T BapuaHT, Kaspersky Endpoint Security ncnonbsyeT cepTudukaT U3 XpaHunviLa cepTudukaTon
Bpay3zepa.

B aTom cnyyae Bam Hy>xHO BpyuHyto fob6aBuTb ceptudrkat Kaspersky Endpoint Security B xpaHunuiue
cepTudukaTos 6paysepa Mozilla Firefox. JononHutensHble cBeneHns cm. B pasnene Kak nobasute ceptudukat
Kaspersky B xpanunuie ceptudukaros Mozilla Firefox.

B 6noke JoBepeHHble KOpHeBble cepTUdUKaTbl Bbl MOXETE YNPaBsaTb CMIMCKOM LOBEPEHHbIX KOPHEBbIX
cepTUPUKaToB.

YI'IpaBnﬂTb AOBEPEHHbIMU KOPHEBbIMUA CepTI/Id)I/IKaTaMVI

I'lpm HaXXaTtum Ha CCblJIKY OTKPbIBAETCH OKHO, B KOTOPOM Bbl MOXETE CO30aTb CNCOK NOBEPEHHbBIX KOPHEBbIX
C_epTI/Iq)I/IKaTOB 019 NOOKNIOYEHNA K COOTBETCTBYHOLWMM CepBepaM be3 YBe)J,OMJ'IeHI/II\/JI.

B 6noke KoHTponupyembie MOpTbl Bbl MOXETE HACTPOUTL NOPThI, KOTOpblE NpoBepsioTcs Kaspersky Endpoint
Security.

Bbi6paHHble nopThbl

Mpwn HaXkaTWK Ha CCbINKY OTKPBLIBAETCS OKHO, B KOTOPOM Bbl MOXETE CO3AaTb WU USMEHUTL CANCOK MORTOB,
KoTopble NpoBepsatoTcy Kaspersky Endpoint Security.

MpuHyanTensHo

Ecnun nepexniovatens MpuHyauTenbHo BkitoueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHve 3HaueHWin B
napameTpax 3afad, napameTpax NPUNOXeHNs, B MONNTUKaX BAOXEHHBIX FPynn 1 nogvnHeHHbIx Cepsepos
aaMUHUCTPUPOBAHMS.

Ecnn nepexntoyatens MNpuHyanTenbHo BoiktoueH, Kaspersky Endpoint Security paspeluaeT nsmeHeHne sHaueHui
B MapameTpax 3afad, napameTpax NpUnoXeHns, B MOUTIKAX BIIOXEHHbIX IRy 1 NOAYMHEHHbIX CepBepoB
aaMUHUCTPUPOBAHMS.

OkHO YnpaBnaTb AOBEPEHHBIMY KOPHEBLIMM
cepTudrkaTamm

Ho6aenTb

Mpwr HaxaTnn Ha 3Ty KHOMKY OTKPbIBAETCS AManoroBoe okHO Afig fobaBneHns ceptudukaTa, KOTopbii OyaeT
CUNTaTbCS JOBEPEHHDBIM.

Ypanutb
Mpw HaxkaTuW Ha KHOMKY BbIGpaHHbI cepTuduKaT yaandaeTcs 13 crnncka JOBepeHHbIX CepTUPUKaTOB.
Cnucok poBepeHHbIX cepTudmkaToB

Cncok, oTobpaxatoLwmii MeHa LOBEPEHHbIX KOPHEBbIX CepTNhIKATOB.

Cncok [oBepeHHbIX KOPHEBbIX CEPTUDNKATOB MO YMONYaHUIO MyCT.

MpuHyanTensHo
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Ecnn nepexnioyatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHve 3HaueHWiA B
napamMeTpax 3afay, napameTpax NPUNOXEHNS, B MONUTUKAX BAOXEHHBIX rpynn 1 nogYnHeHHbIx Cepeepos
aaMUHUCTPUPOBAHNS.

Ecnn nepexntovatens MNpuHyanTensHo BoikntoueH, Kaspersky Endpoint Security paspeluaeT nsmeHeHne sHaueHUl
B MapameTpax 3a4ad, napamMmeTpax NpuioXeHus, B MONTUKaX BAOXEHHbIX MRy 1 nogYHeHHbix Cepeepos
aOMVHUCTPUPOBaHMS.

OkHo KoHTponmpyemblie NopThl

Cnrcok KOHTPONpyeMbIX MOPTOB

Cncok MOPTOB, OJ14 KOTOPbIX Bbl MOXETE HACTPOUTb MPOBEPKY NPOXOOALLMNX Yeped HUX OaHHbIX.

o yMONUaHMio CrIMCOK COOEPXXUT MOPTbI, KOTOPbIE HaNbOoee YacTo NCMOMb3YOTCS Cry>K6amu.
Ho6aenTb

Mpw HaxkaTun Ha KHOTMKY OTKPbIBAETCS AManoroBoe OKHO, B KOTOROM Bbl MOXeTe 106aBUTb MORT, KOTOpLI Kaspersky
Endpoint Security 6yaeT KOHTROAMPOBATL.

Ypanutb

Mpwr HaxaTyn Ha KHOMKY BbIBpaHHbIV MOPT yaanseTcs 13 crnvcka.

KHonka focTynHa, ecnv ycTaHoBneH $hnaxok PSaomM C MOPTOM.
MopT

B aToli rpade oTobpaxatoTcs HoMepa NOPTOB.

Cratyc

OTa rpada copepXxunT nepeksoyaTesb, KOTOPbIV MOKa3biBAaET CTATYC NMPOBEPKM MPOXOAALLMX Yepes MopT AaHHbIX.

Ecnn ycTaHoBneH ctatyc lNpoeepseTcs, Kaspersky Endpoint Security nposepsieT faHHble, MPOXoasLLMe Yepes
COOTBETCTBYIOLLMIA MOPT.

Ecnun yctaHoBneH ctatyc He npoBepsieTca, Kaspersky Endpoint Security He npoBepsieT fAaHHble, npoxoasiuve
Yyepes COOTBETCTBYIOLLMNIA NOPT.

OnucaHune

B aTol rpacde oTobparxaeTcs onncaHve nopra.

Hwanor [lo6aBneHne nopTta

MNMone BBOpa nopTa
Homep nopTa, ang kotoporo Kaspersky Endpoint Security 6yneT npoBepsaTb Npoxodiume Yepes nopT AaHHbIE.
Mone BBOpA onucaHns

[ononHutenbHas nHdopmMaLms o MopTe, HanpyMep, TUM rnopTa.
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OkHo [loBepeHHad 3oHa: pasgen Painbl 1
nanku

Ho6aenTb

|_|pVI HaXkaTun Ha KHOMKY OTKPbIBEEeTCH AanoroBoe OKHO, B KOTOPOM Bbl MOXETE ,EI,O6aBI/ITb d>a|7|n nav nanky B
[loBepeHHY!o 30HY.

Ypanutb

MNpw HaxkaTuW Ha KHOMKY BblOpaHHbI dhaiin 1nm nanka yaanseTcs U3 Crincka NCKIKoUYEHN.

KHorka LoCTynHa, ecnv yCTaHOBNEH GriaXKok psaoM ¢ ¢ainomM Unm nankom.

®daiin nnuv nanka

B aToli rpade oTobpaxatoTcs daiinbl 1 nanku, KOTopble Bbl [o6aBunm B LoBEPEHHYIO 30HY.
Cratyc

MNepeknovaTtens B 3Tl rpade BktoyaeT/BbiklouaeT NpoBepKy dalina 1nv nanku, KoTopble Bbl LOOaBUIN B
[loBepeHHyto 30HY.
Ecnn nepexnioyaTtens BkntoveH, Kaspersky Endpoint Security He mpoBepsieT cooTseTcTBYOLLMIA dalin v nanky.

Ecnun nepexnioyvaTens BoikntoyeH, Kaspersky Endpoint Security nposepsieT cooTBeTCTBYOLLMIA Paiin unim narnxy.
KommeHTapwuii

NHdopmaums o daline nnv nanke, koTopble Bbl 06aBUIN B LoBEPEHHYIO 30HY.

MpuHypuTenbHo

Ecnn nepexnioyatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHvie 3HaueHniA B
napameTpax 3afad, napameTpax NPUNOXEHNS, B MONNTUKaX BAOXKEHHBIX rPynn 1 nogvnHeHHbIx Cepsepos
aOMUHUCTPUPOBAHMSI.

Ecnun nepekniovatens MpuHyauTenbHo BoikntoueH, Kaspersky Endpoint Security paspeluaeT nameHeHne aHaueHuii
B MapameTpax 3agjay, napamMmeTpax NpuioXeHUs, B MOANTIKAX BIOXEHHbIX FPynn 1 noguHeHHbx CepBepoB
aaMUHUCTPUPOBAHMS.

[nanor lobasneHne nckioyeHns

Mone BBOAA MMeHN NM6o macku umeHu ¢aiina unm nanku

MyTb Kk daiiny nnv nanke nMM60 Macka meHn dalina unm nanku, KoTopble ByOyT UCKIIOUYEHbI U3 06N1acTy 3alUThI.
BkntounTb BNOXEHHbIE Nanku

Ddnaxok BKIoYaeT/BbIKIloUYaeT NPOBEPKY Narok, BIOXEHHbIX B Marky, ykasaHHyio B none YkaxuTe nms nnéo macky

vmeHn dalina unm nanku.

Ecnn dnaxok ycTaHoBneH, npu novcke BpegoHocHoro N0 Kaspersky Endpoint Security He npoBepseT nanku,
BIIOXEHHbIE B YKa3aHHY'O narky.

Ecnun dnaxok cHat, Kaspersky Endpoint Security nckniouaeT 13 npoBepkm Tonbko dalinbl, KOTopble PacnoNoXeHb! B
narike, ykasaHHoi B none Ykaxute nms nnbo macky nmeHn daiina nnm nanku. [anku, BNoXeHHble B ykasaHHYLo
rnariky, IpOBEpPSIOTCS.
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OT0T baxoK ycTaHOBMEH MO YMOMYaHHIO.

B 6noke KoMNoHeHTbI Bbl MOXETE BbibpaTh KOMMOHEHTbI, KOTOPbIE HE ByOyT NpoBepsTh daiin 1nn nanky, ykasaHHble
BaMU.

Jlio6oi

KomnoHeHTbI [MpoBepka 1 3alumTa oT $ainioBbix yrpos He ByoyT npoBepsTh dalin nm nanky, ykasaHHbIEe Bamu.
W3 cnncka

OTa onuus No3BONSIeT BaM BbIOpaTh KOMMOHEHTbI.

3awwuTa ot daiinosbix yrpos

Ecnn ¢dnaxok ycTaHOBMEH, KOMMOHEHT 3allumTa oT GainoBbiX Yrpo3 He ByaeT NpoBepsiTs dalin unm nanky,
yKasaHHbIe Bamu.

®dnaxok 4oCTYyreH, ecnu BeibpaHa onumns M3 cnncka.
MpoBepka

Ecnn ¢dnaxok ycTaHoBneH, KoMnoHeHT [poBepka He ByneT npoBepsTh dalin Unm nanky, ykasaHHbIe Bamu.

®dnaxok [ocTyneH, ecnn BolbpaHa onuys N3 cnncka.
MNone BBOpa koMmeHTapus
NHdopmaums o daline nnv nanke, kKoTopble Bbl 06aBUIM B [LOBEPEHHYIO 30HY.

B 6noke CtaTyc Bbl MOXETE BbIbpaTh, BYOeT M1 UCKIOYEHVE aKTUBHBIM WSV HET.

BbikntoueHo
Kaspersky Endpoint Security npoBepsieT cooTBeTCTBYOLWMIA Daiin nan narnky.
BintoueHo

Kaspersky Endpoint Security He npoBepsieT cOOTBETCTBYOLLMIA Palin nnv nanxy.
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OkHo [1oBepeHHad 30Ha: pasgen [loBepeHHblie
NPUNIOXEHNS

Cnncok poBEPEHHbIX MPUSIOXKEHUIA
Cncok LoBepeHHbIX NMPUNOXEHWIA, ceTeBYIO akTUBHOCTbL KoTopbix Kaspersky Endpoint Security He koHTponvpyerT.
HNo6asunTtb

MNpw HaxkaTun Ha KHOMKY OTKPbIBAETCS AManoroBoe OKHO, B KOTOROM Bbl MOXETE BBECTU MY Tb K MPUIOXKEHWIO,
ceTeBylo aKkTMBHOCTb koToporo Kaspersky Endpoint Security He KOHTpoIVpPYeET.

Ypanutb

Mpwr HaxaTnn Ha KHOMKY BbibpaHHOEe AOBEPEHHOE NPUSIOXEHNE YOanseTCcs U3 crmcka.

KHonka LoCTyrnHa, ecnv ycTaHOBNEH GriaXoK PSAOM C LOBEPEHHBIM MPUIOKEHNEM.

MpunoxeHue

B aToli rpade oTobpaxaeTcs HazBaHMe NPUNTOXEHWS AN NOCNEAHNI CEFMEHT MY TU B MPUIIOXEHN.
Cratyc

OTa rpacl)a COLOEPXUT nepekntdvaTenb, KOTOprI7I NOoKa3blBaeT CTaTyC KOHTPOSA CeTeBOW aKTUBHOCTU NPUNOXEHWA.

Ecnn ycTaHoBneH ctatyc BknioueHo, Kaspersky Endpoint Security He KOHTponMpyeT ceTeByto akTBHOCTb
COOTBETCTBYIOLLErO MPUITOXEHMSI.

Ecnn ycTaHoBneH ctaTtyc BeiknioueHo, Kaspersky Endpoint Security kKoHTponvpyeT ceTeByto akTUBHOCTb
COOTBETCTBYIOLLETO MPUITOXEHWS.

MyTb
B aTol rpacde oTobparxaeTcs MyTb K MPUIOXEHMIO Ha KIIMEHTCKOM KOMMbIOTEPE, KOTOPLIN Bbl BBOAUTE BPYUHY!O.
MpuHyauTenbHo

Ecnn nepexntoyatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeliaeT nsmeHeHne sHaueHul B
napameTpax 3afay, napameTpax MNPUIOXEHNS, B MONUTUKaX BNOXEHHbIX FPpynn 1 nogunHeHHbIx CepBepoB
aaMUHUCTPUPOBaHMS.

Ecnn nepexntovatens MNpuHyanTensHo BoikntoveH, Kaspersky Endpoint Security paspeluaeT nsmeHeHne sHaueHul
B MapamMeTpax 3agad, napameTpax NMpuioXeHns, B MOAUTUKAX BIIOXEHHbIX MRy 1 NOAYMHEHHbIX CepBepoB
aOMVHUCTPUPOBAaHMSI.

Hwanor [lob6aBneHne npnnoxeHns

Mone BBOpa nyTn

MyTb K NpunoXeHuto, GannoByto U CETEBYIO akTUBHOCTb KOTOpOro npunoxeHne Kaspersky Endpoint Security He
OyLeT KOHTPONMPOBATb.

TpeboBaHune k nognucu koga

TpeboBaHNs K NOANUCY KOAA NPUIOXEHNS, aKTUBHOCTb KOTOPOro He ByaeT oTcnexumsatbes Kaspersky Endpoint
Security.
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OT0 Heobs3aTeNbHbIN NapameTp.
Onunn

B aToM paspene Bbl MoxeTe BbibpaThb TUMbl akTUBHOCTEN, KOTOPbIE Bbl XOTUTE, UTOOLI NpunoxeHne Kaspersky
Endpoint Security He koHTponMpoBarno.

He koHTponnpoBaTh ¢aiinoByto akTMBHOCTb

Ddnaxok BKIYaeT/BbIKIIIOUYAET KOHTPOSb OnepaLyii MpunoxeHns ¢ dainamm Ha KIIMEHTCKOM KOMIMbIOTEPE.
Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security He koHTponvpyeT $ainoByto akTUBHOCTb MPUIOXEHNS.
Ecnn dnaxok cHaT, Kaspersky Endpoint Security koHTponupyeT $aiinoByto akTUBHOCTb MPUIOXEHWS.

OTOT $naxoK yCTaHOBMEH MO YMONYaHWIO.
He koHTponupoBaTh ceTeByio akTUBHOCTb

oToT c|>na>|<0|< BKﬂ}OL‘IaeT/BbIKJ'I}OL‘IaeT KOHTPOJIb BXOALALWEro N ncxoggduiero VIHTepHeT—TpaCI)VIKa NPUNOXEeHUA Ha
KNMEeHTCKOM KOMIMbIOTEPE.

Ecnu ¢naxok yctaHosneH, Kaspersky Endpoint Security He KOHTpoONMPYeT CeTEBYO aKTUBHOCTb MPUIOXEHUS.
Ecnn dnaxok cHaT, Kaspersky Endpoint Security KOHTponmpyeT ceTeByto akTUBHOCTb MPUIIOXKEHWS.

OTOT PnaxoK yCTaHOBMIEH MO YMONYaHHIO.
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Paspen [JononHnTenbHble napameTpbl

3awuTa

Mpw HaxxaTn Ha CCbINKy OTKPbIBAETCS OKHO 3alUuMTa, B KOTOPOM Bbl MOXETE YMNPaBsTb OCHOBHLIMY NapamMmeTpamm
paboTbl Kaspersky Endpoint Security Ha komnbloTepax nonb3oBaTenei 1 BblopaTb TUMbl O6BEKTOB, KOTOPbIE
Kaspersky Endpoint Security obHapyxuBaeT.

OTueThbl U pe3epBHOE XpaHUNLLE

|_|pl/l Ha>XaTun Ha CCblJIKY OTKpbIBa€TCA OKHO OTyeThl N pe3epBHOE XpaHUauLLe, B KOTOPOM Bbl MOXETE HACTPOUTb
napamMeTpbl OTYETOB 1 PE3EPBHOIO XpaHWmLLa.

BsaumopgeiicTeue ¢ nonb3oBaTenem

Mpw HaxkaTun Ha CChINKY OTKPbIBAaETCS OKHO B3aumopelicTBue ¢ nonb3oBaTtenem, B KOTOPOM Bbl MOXeTE
HacTpouTb yBenomMneHus Kaspersky Endpoint Security, a3blk oTobpaxeHns ans cobeituli B Kaspersky Security
Center n pononHuTenbHble NapameTpbl paboTbl Kaspersky Endpoint Security.

CeTb

Mpw HaxaTnn Ha CChiNKy OTKpbIBaeTCs OKHO CeTb, B KOTOPOM Bbl MOXETE YNPaBisaTh HACTPOMKaMU MPOKCU-
cepBepa, BKtoYaTb UK BbIK/IOYaTh MPOBEPKY 3alundpoBaHHbix coeamHeHunii (HT TPS), BbibrpaTb XpaHunvLLe
cepTuduKaToB ons NpoBepkin 3almndposaHHoro HT TPS-Tpaduka B 6paysepe Mozilla Firefox n HacTpavsaTts
KOHTPOMpYyEeMble MopThl.

,D,OBepeHHaSl 30Ha

Mpwn HaXkaTW Ha KHOMKY OTKpPbIBaeTCsl OKHO [loBepeHHas 30Ha, B KOTOPOM Bbl MOXeTe f06aBUTb UCKIIOUYEHNS ANs
3almnTbl oT PalinoBbIX Yrpos 1 3agay NpoBepKu.

OkHO 3awmnTa

B 6110ke OcHOBHbIE Bbl MOXETE BbIKMOUYNTD UM BbIKIIIOUNTb 3aLLMTY PalifioB Ha yaaneHHOM KOMMbloTepe 1
HacTPOUTb aBTO3amnyCcK NPUIIOXKEHNS MPY BKIIIOYEHN KOMMbIOTEpa UV NMocre nepesarpy3kin onepauyioHHO
CUCTEMBI.

3BanyckaTb NpuoXeHne Npu BKIIOYEHN KOMMblOTepa

Ddnaxok BKIoYaeT/BbIKIIIOYaET pPexmm aBToMaTdeckoro 3anycka Kaspersky Endpoint Security npwu BkntoueHum
YAaNeHHOro KoMMbioTepa 1 nocse nepesarpysku ero onepaunioHHON CUCTEMBI.

Ecnn dnaxok yctaHosrneH, Kaspersky Endpoint Security 3anyckaeTcs aBToMaTUyecku npu BKIIKOYEHUN yaaneHHOro
KOMMbtOTepa U Nocre nepesarpy3ku ero onepaLyioHHON CUCTEMDI.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security He 3anyckaeTcs aBToMaTUYeCKM NPW BKIOYEHUW YAaNEeHHOro
KOMMblOTEPa W NMocre nepesarpyskiu ero onepauyioHHON CUCTEMBI.

OTOT PnaxoK yCTaHOBMEH MO YMONYaHHIO.

BaxkHo! Ecn Bbl ycTaHOBUTE 3TOT driaxok, korga Kaspersky Endpoint Security He 3anyLueH, usmeHerust 6yoy T
MPVIMEHEHbI TONBbKO MOCHE 3amnycka NMPUNoXeHns nokanbHO 1nn ¢ nomolsto Kaspersky Security Center.
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BxkniounTtb 3awmTy

draxok BKOYAEeT/BbIK/IIOYAET 3alLMTY yaaneHHOro KoMmbloTepa, Ha KoTopom ycTaHoBneH Kaspersky Endpoint
Security.

Ecnn c|>na>|<0|< YCTaHOBNEH, 3allnTa yoaneHHOro KoMrboTepa Bkto4eHa.
Ecnmn d)na>|<0|< CH4T, 3alimTa yoaneHHOro KoOMrbtoTepa BblK/to4YeHa.

OTOT $naxoK yCTaHOBMEH MO YMONYaHWIO.

B 6noke Tunbl o6Hapy>XuBaembix 06bEKTOB Bbl MOXETE BbIGpaTh TUMbl 06bEKTOB, KoTopble Kaspersky Endpoint
Security 6yneT obHapy>KMBaTb.

Bupycbl, uepBun, TposiHCKME NporpamMmMbl, BPEAOHOCHbIE YTUINTDI, PEKIaMHble MPOorpamMMbl 1 IporpaMmbl
aBTOA03BOHA

®dnaxok BKoYaeT/BbIK/IIOYaET KOHTPOSb CReayoLwmX TUMOB NPorpamm:
* Bce Tunbl BpeooOHOCHbIX MPOrpamm.

* [lporpammbl, KOTOpble OTOBPaXatoT peknamHble MaTepuasbl (HanprMep, baHHepPbl) Ha BaLLeM KOMMbIOTEPE WK
3aMeHsIoT pesynbTaThl MovcKa B Ballem bpay3epe Ha pekniaMHble CalTbl.

* [lporpammebl, KOTOPblE HE3aMETHO YCTaHaBMBatoT TenedOHHbIE COeANHEHMS Yepes KOMMbIOTEPHbIA MOLEM.

Mo YMOJTHaHNIO ¢na>|<0|< YCTaHOBJIEH, CHATb €ro Henb34.

JleranbHble nporpamvmbl, KOTOpble MOTyT ObITb MCMONMb30BaHbI 310y MbilWI€HHUKOM ONnga HaHeCceHnsa Bpepa
KOMMblOTEPY Uin gaHHbIM noJsib3oBaTtend

®nadkok BKHPOqaeT/BbIKﬂIOqaeT KOHTPOJIb NpOrpamMmm, KOTOpble HE ABNAOTCA BPEAOHOCHbIMW U OnaCHbIMW, O4HaKO
NP HEKOTOPOM CTEeYEeHNN 0BCTOATENLCTB MoryT ObITb MCMONb30BaHbI 419 HAHECEHNS Bpena KoOMMbloTepy
nosib3oBaTesis.

Ecnn dpnaxok yctaHosneH, Kaspersky Endpoint Security obHapy>xuBaeT neranbHble NporpamMmbl, KOTOPbIE MOTYT
ObITb NCMOMb30BaHbI 3/10YMbILLIEHHVKOM OJ15 HAHECEHNS BpeLa KOMMbIOTEPY UV AaHHbIM Mofb30BaTeNs.

Ecnmn dnaxok cHat, Kaspersky Endpoint Security He oGHapy>uBaeT nerasnbHble NPorpamMMbl, KOTOpble MOryT BbiTb
MNCMOMb30BaHbl 3110YMbILLIEHHKOM AJ15 HAHECEHUS Bpeaa KOMMbIOTEePY v AaHHbIM Mob3oBaTens.

OTOT PnaXoK No YMONYaHMo CHAT.

bnok ,D,OI'IOHHI/ITe.HbHO NO3BONFAET BKITIOUNTD PEXNM SKOHOMNYHOIo 3Hepron0Tpe6neH|/|9|.

He 3anyckaTb 3agaum no pacnucaHuio npu paboTte oT akKymynsaTopa

®dnadxok BKoYaeT/BblkloYaeT 3anyck 3a4ay NPOBEPKY MO PacnmcaHunio Ans KOMMbIOTEPOB, paboTalowmx OT
akKymynsTopa.

Ecnn ¢dnaxok ycTaHosneH, Kaspersky Endpoint Security He 3anyckaeT 3agayum NpoBepky Mo pacnmucaHnio Ha
KOMMbtloTepax, paboTatoLLMX OT akkyMynsaTopa.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security 3anyckaeT 3agaym npoBepKy MO pacivcaHnio Ha KOMMbIoTepax,
paboTaloLLx OT akkyMynsaTopa.

OT0T draxoK yCTaHOBMEH MO YMONYaHHIO.

OrpaHnumBaTh CKaHUPYOLLMIA NOTOK B ncnonb3osaHum CPU
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Kaspersky Endpoint Security orpaHnyBaeT MCMoNb30BaHNE MNPOLECCOpa 3aLLMLLAEMOro YCTPOCTBa B 3aaauax
NMPOBEPKU MO TPeBOBaHMIO 3HAUEHNEM, YKa3aHHbIM B COOTBETCTBYIOLLLEM MOJIE BBOA.

BkrtoueHme aToi onummnm MOXeT HEeraTMBHO cka3aTbCs Ha npounssoauTensHocTu Kaspersky Endpoint Security.

o ymonuaHuio aTa onums BblK/toYeHa.
MpepenbHoe 3HauyeHMe (B NpoLeHTax)

MakcrmManbHO fONyCTUMOE 3HaUYeHVe 3arpyskiu npoLeccopa Afs 3aaad nposepku npunoxeHem Kaspersky
Endpoint Security.

OT0 nosne LOCTYMNHO, ecnu BeibpaH napameTp OrpaHnumBaTh CKaHUPYIOLLMIA NOTOK B Ucnonb3osaHum CPU.

MpumeyaHue. 3710 coBokynHbIN NIMUT ang Beex aaep CPU. B npunoxeHun "MoHUTOPUHT crucTembl”
oTobpaxaeTcs cymma 3arpy3ki oTaenbHbix saep CPU, koTopas moxeT npesbiwath 100%.
MpuHyauTenbHo

Ecnn nepexntoyatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeliaeT nsmeHeHne sHaueHul B
napameTpax 3afjay, napameTpax MNPUIOXEHNS, B MONUTUKaX BNOXEHHBIX Fpynn 1 nogunHeHHbIx CepBepoB
aaMUHUCTPUPOBaHMS.

Ecnun nepekniovatens MpuHyauTenbHo BoikntoueH, Kaspersky Endpoint Security paspeluaeT nameHeHne aHaueHuii
B MapameTpax 3agjay, napameTpax NpuioXeHUs, B MOANTIKAX BIOXEHHbIX FPynn 1 noguHeHHbx CepBepoB
aAMUHUCTPUPOBAHMS.

OkHO OTYeTbl N pe3epPBHOE XPaHUNNLLE

B 6noke OTuyeTbl Bbl MOXETE HACTPOUTL NMapamMeTPbl CO30aHIS 1 XPaHEHNS! OTYETOB O COBbITUSX, KOTOPbIE
npovicxomdaT Bo Bpems paboTbl Kaspersky Endpoint Security.

YpanaTb oT4yeTbl Yepes <3HaYeHue> gHeNn

®nadkok BKJ'I}OLlaeT/BbIKJ'IIOLlaeT yYoaneHne oT4eTOoB NPUIoXKeHNs No NCTeYeHN yKa3aHHOro cpoka.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security yonanset otueTsl no nctedeHunmr ykasaHHoro cpoka. [o
ymonuaHuio Kaspersky Endpoint Security xpaHuT otueTbl 30 OHel.

Ecnn dpnaxok cHaT, Kaspersky Endpoint Security xpaHuT oTuyeTsl 6eccpoyHo.

OT0T bnaxoK yCTaHOBMEH MO YMOMYaHHIO.
3anucbiBaTb HEKPUTUYECKUE COBBITUS

dnaxok BKoYaeT/BbIKIIIOUYAET 3aM1Cb CODBITUI HEKPUTUYECKOTO XapakTepa (Hanpumep, MHGOPMaLIMOHHbIX
cobbITuin) B 0TUeT. COBLITUS HEKPUTNYECKOTO XapakTepa He BIVSIIOT Ha obecrneyeHne 3almThi.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security 3anvcbiBaeT MHOPMaLMOHHBIE COBBLITUS B OTYET.
Ecnn dpnaxok cHaT, Kaspersky Endpoint Security He 3anncbiBaeT MHPOPMALMOHHBIE COBbLITUS B OTYET.

OTOT GnaXok No YMONYaHuo CHAT.
CoxpaHsiTb TONIbKO HeAaBHME cobbITUS
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®nadkok BKJ'I}O‘-IaeT/BbIKJ'IIO‘-IaeT XpaHeHne VIHdDOpMaLI,I/IVI TOJMbKO O BaXHbIX COBbLITUSX, KOTOpPbIE NMpon3owsin C
MOMeEHTa npenpiayuiero 3anycka 3agadn.

Ecnn ¢dnaxok ycTaHOBIEH, BO BpeMs kaxaoro 3anycka 3agaun Kaspersky Endpoint Security ynanseT nHdopmaumto
O HEKPUTUYECKINX COBBITUSIX, KOTOPbIE MPON30LLM C MOMEHTa MPeabiayLLEero 3anycka 3aaayn, Ho COXpaHseT B
oTyeTe BaxKHyto MHPopMaLmto (Hanpumep, 06 0BHapyXeHHbIX BPEeAOHOCHbLIX OBbeKTax).

Ecnn dnaxok cHaT, Kaspersky Endpoint Security coxpaHseT MHbopMaumio 0 BCeX COBbITYSIX, KOTOPbIE MPOVS3OLLIN
C MOMeHTa MpeblayLLero 3anycka 3agadn.

OT0T bnaxok Mo yMOMYaHNIO CHAT.

B 6noke Pe3epBHoe XpaHunuiLe Bbl MOXeTe YCTaHOBUTb MaKCVIMasnbHbIl CPOK XpaHeHn4da 06beKkToB B pe3epBHOM
XpaHunuLe.

Ynanatb 06beKThl Yepes <3HaueHne> gHel

draxok BKOYaeT/BbIKIIOUYaeT yaaneHne o6bekToB N3 Pe3ePBHOro XpPaHUINLLA Mo UCTEYEHNN YKa3aHHOIO CpokKa.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security ynanset o6bekTbl U3 pe3epBHOMO XpaHumLLa no
VICTeYeHM yka3aHHOro cpoka. [1o ymonyaHumio cpok xpaHeHuns coctasngeT 30 oHei.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security xpaHnT o6bekTbl B pe3epBHOM XpaHuauLLe 6ecCcpoYHo.

OTOT PnaXKok YCTaHOBIEH MO YMOMYaHMIo.
MpuHyanTenbHo

Ecnm nepexntouaTens MpuHyanTenbHo BktoueH, Kaspersky Endpoint Security sanpeluaet nameHeHne 3HayeHWin B
napamMeTpax 3afay, napameTpax NPUNOXEHNS, B MONUTUKAX BAOXEHHBIX rpynn 1 nogYnHeHHbix Cepeepos
aaMVUHUCTPUPOBAHMS.

Ecnn nepexntovatens MNpuHyanTensHo BoiktoueH, Kaspersky Endpoint Security paspeluaeT nsmeHeHne sHaueHul
B MapameTpax 3a4ay, napamMmeTpax NpUnoXeHus, B MONTUKaX BAOXEHHbIX MRy 1 nogYrHeHHbIx CepBepos
aOMVHUCTPUPOBaHMS.

OkHoO B3sanmopenctaume ¢ Nnonb3oBaTeENEM

B 6noke UHTepdelic nprnoXxeHus Bol MOXeTe HaCTPOUTb OTOBpaXeHne 3Hauka NPUIOXeHWs B CTPOKE MEHIO Ha
YAaneHHOM KOMMbIoTepe, a TakxXe BblopaTb, MOXET S NMonb3oBaTe b OTKpbIBaTh rnaBHoe okHo Kaspersky Endpoint
Security n ncrnonb3oBaTb UHTEPdENC MPUNOXKEHNS.

OTOSpa)KaTb 3Ha4YOoOK NpunoXeHud B CTPOKe MeHIo

DdnaxoK BK/toYaeT/Bblk/loYaeT OTOBpaXxKeHre 3HauKa NPUIOXEHNS B CTPOKE MEHIO Ha yAaneHHOM KOMbloTepe.
Ecnun ¢pnaxok ycTaHOBNEH, 3HaUOK MPUNOXEHNS OTOBPaxXaeTCs B CTPOKE MEHIO.
Ecnn dpnaxok CHAT, 3Ha4OK NMPUMOXEHWS B CTPOKE MEHIO CKPbIT.

OTOT dnaxoK yCTaHOBMEH MO YMONYaHWIO.
Pa3pelunTb Nonb3oBaTenio OTKpbIBaTb NPUSIOXKEHNE

DdnaxokK paspellaeT/3anpeLlaeT Nonb3oBaTento OTKpbIBaTh rnaBHoe okHo Kaspersky Endpoint Security 1
MCMoMb30BaTh NHTEPdEC MPUNOXEHUS Ha yaaNeHHOM KOMMblOTEpPE.
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Ecnn dnaxok ycTaHOBMEH, MONb30BaTelb MOXET OTKpPbIBaTh rnaBHoe okHo Kaspersky Endpoint Security u
NCMOnb30BaTh MHTEPEC NPUNOXKEHNS Ha YOaNEHHOM KOMMbOTEPE.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security 3anpeliaeT nonb3oBaTesnto OTKPbIBaTb MaBHOE OKHO MPUIOXEHNS
N CKpbIBaET UHTEPdENIC NMPUNOXKEHNS Ha YAANEHHOM KOMMbOTEPE.

OT0T hnaxoK ycTaHOBMEH MO YMOMYaHHIO.

B 6roke YBegomMneHns Bbl MOXeTe BKIIIOUNTb NOMyYeHNe yBEOOMIEHN O cobbITUsX B paboTe Kaspersky Endpoint
Security v BbIbpaTb TVN YBEAOMIIEHUIA, KOTOPbIE Bbl XOTUTE NOJyYaThb.

YeBepomneHuns

MepekniovaTtenb YBeAOMNEHNs BKOYaET/BbIK/IIOYaET NOyYeHe yBeAOMIEHWN O coBbITHsX B paboTe Kaspersky
Endpoint Security.

Ecnn nepexnioyatens YBepomneHus skioueH, Kaspersky Endpoint Security BelBoanT Ha akpaH yBefoMeHns o
CObBbITSX, KOTOPbIE MPOUCXOOAT BO BpeMs paboTbl komroHeHToB Kaspersky Endpoint Security.

Ecnn nepexnioyatens YBepomneHus soikntodeH, Kaspersky Endpoint Security He BbIBOAWT Ha aKpaH yBeAOMIIEHS
O COBbITUSIX, KOTOPbIE MPOVCXOASAT BO BpeMs paboTbl komnoHeHToB Kaspersky Endpoint Security.

oToT nepeknyaTesib BK/IKOYEH MO YMOIYaHWIO.
YBepomneHuns nonb3oBaTtens

Mpw HaXkaTuK Ha CCbIIKY OTKPbIBAETCSH OKHO, B KOTOROM Bbl MOXETE BbiORaTb TV YBEAOMIEHWUI O/19 BCEX TUMOB
COBbLITUIA.

B 6noke Paspeluntb nonb3oBaTtento 3aBepLuaTh paboTy NPUIOXKEHUNS Bbl MOXETE HACTPOWTb, MOXET S
nosb3oBaTesb Ha yAaneHHOM KoMrbloTepe 3aBeplLuaTb paboTy Kaspersky Endpoint Security.

OTo6parkaTb koMaHAy «Bbixoa» B KOHTEKCTHOM MeHIO 3Hauka NPUNoXEHUS

®nadkok BKﬂ}OqaeT/BbIKﬂIOqaeT 0T06pa>|<eH|/|e MyHKTa Bbixog B KOHTEKCTHOM MEHIO 3HauKa MPUNOXEHN4,
PacnonoXxXeHHoro B CTpoOkKe MeHHO.

Ecnun ¢naxok yctaHoBneH, nyHKT Bbixop, oToBpaxaeTcs B KOHTEKCTHOM MEHIO 3Hauka npunoxerus. MNons3osaTesns
yOaneHHoro KoMrbloTepa MOXeT 3aBepLunTb paboTy Kaspersky Endpoint Security Ha yaaneHHom komrbloTepe.

Ecnn dnaxok cHaT, nyHKT Bbixop, HELOCTYNEH B KOHTEKCTHOM MEHIO 3HauKka NpunoxeHus. MNonb3oBaTenb
yOaneHHoro KoMrbloTepa He MOXeT 3aBepLunTb paboTy Kaspersky Endpoint Security Ha yoaneHHom kommbloTepe.

OT0T drnaxoK ycTaHOBMEH MO YMONYaHHIO.

B 6noke CobbiTnga B Kaspersky Security Center Bbl MoxeTe BbibpaTh S3blk 0TOBpaxkeHus cobbituii Kaspersky
Endpoint Security B Kaspersky Security Center.

A3blk oTOBpaXkeHns

B packpbiBaioLLieMcs crircke Bbl MOXeTE BbibpaThb s13blk 0TobpaxeHns cobbiTuin Kaspersky Endpoint Security B
Kaspersky Security Center.

B 6roke OrpaHuyeHusi Bbl MOXETE PaspeLLnTb JIOKarbHOE ynpaBneHue Knovamm n obHosneHnamn Kaspersky
Endpoint Security Ha yoaneHHOM koMMbloTepeE.

Pa3pemv|Tb noJib3oBaTesto JIOKasribHO yrnpaendaTb o6HOBREHNSMN

Ddnaxok BKoYaeT/BbIKIIIOYaeT BO3MOXHOCTb JIOKanbHOro yrpasneHns obHosrneHnamn Kaspersky Endpoint
Security Ha ynaneHHoM KomnbtoTepe.
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Ecnn draxok ycTaHOBMEH, MONb30BaTENb MOXET JIOKarnbHO ynpasnaTb obHoBneHuamun Kaspersky Endpoint Security
Ha yOaneHHOM KOMMbloTepeE.

Ecnn dnaxok cHAT, Bbl MOXeTe ynpaBnsTe obHoBneHaMu Kaspersky Endpoint Security Ha yoaneHHOM koMnbtoTepe
TONbKO C MoMoLLbtO NnarmHa ynpasneHns Kaspersky Endpoint Security B Kaspersky Security Center.

OTOT PraXKok yCTaHOBMEH MO YMOMYaHMIO.
Pa3pem|/|Tb noJib3oBaTesto JIOKasibHO ynpaBndaTb KiaovYamun

draxok BKoYaeT/BbIK/IIOUaeT BO3MOXHOCTb JIOKabHOro yrnpasneHus kntodamu Kaspersky Endpoint Security Ha
yOoaneHHoM KoMrbloTepe.

Ecnn dnaxok ycTaHOBMEH, Monb3oBaTeslb MOXET flokanbHO yrnpasnaTb kntodamu Kaspersky Endpoint Security Ha
yOaneHHOM KOMMbloTepe.

Ecnn dnaxok cHAT, Bbl MOXeTe ynpaBnsaTh knovamu Kaspersky Endpoint Security Ha yoaneHHoM koMnbtoTepe
TOJIbKO C MOMOLLBIO NiarvHa ynpasnenns Kaspersky Endpoint Security B Kaspersky Security Center.

OTOT dnaxoK ycTaHOBMEH MO YMONYaHHIO.

B 6noke 3awmTa naponem Bbl MOXETE YCTaHOBUTb 1 HACTPOUTb NapOsib Af1s OFPaHUYEeHNs HexenaTenbHbIX
OEeNCTBUI Ha yCTPOMCTBax NOMb3oBaTeng.

3awwmTa naponem

MNepeknovyaTens 3awmTa naponem BKIOYaET/BbIK/IIOYaEeT 3almUTy Naponem OT HexXenaTeNbHbIX AeNCTBUIA Ha
YCTpOWCTBax nosib3oBaTeneil.

Ecnu nepexnioyatens 3awmTta naponem BKIIOYEH, Bbl MOXETE YCTAHOBUTb Y HACTPOUTb MNaposib, YTOBbI OrpaHNYnTb
OEeViCTBMS NOMb30BaTeNe Ha X YCTPOMCTBaXx.

Ecnn nepekn4vaTtesib BawuTa napoJsieM BbIKJTIOYEH, NOJIb30BaTe/Ib MOXET BbINMONHNTD HEXEeNnaTes/ibHOe nencTeue,
HEe BBOLA NMNapO/b.

oToT nepekn4vaTesib BblIKJTKOYEH MO YMOJTYaHNIO.

|_|pVI BKIIOYEHN STOIrO nepeknoYvaTesnida OTKpPbIBaeTCd OKHO, B KOTOPOM Bbl MOXETE HACTPOWTb Naposib Angd
orpaHnvyeHnsd HexxeraTes/lbHbIX OerncTBuii Ha YQDOMCTBGX noJib3oBaTene.

MapameTpbl

MNpw HaXaTW Ha 3Ty KHOMKY OTKPbIBAETCH OKHO, B KOTOPOM Bbl MOXETE HAaCTROWTbL NaROob ANS OrpaHnYeHns
HeXXenaTebHbIX JeNCTBUM Ha YCTROWCTBaxX NoSib3oBaTenei.

MpuHypuTenbHo

Ecnn nepexnioyatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHvie 3HaueHWiA B
napameTpax 3afad, napameTpax NPUNOXEHNS, B MONNTUKaX BAOXKEHHBIX rPynn 1 nogvnHeHHbIx Cepsepos
aOMUHUCTPUPOBAHMSI.

Ecnun nepekniovatens MpuHyauTenbHo BoikntoueH, Kaspersky Endpoint Security paspeluaeT nameHeHne aHaueHuii
B MapameTpax 3ajay, napamMmeTpax NpuioXeHUs, B MOANTIKAX BIOXEHHbIX FPynn 1 nogurHeHHbx CepBepoB
aaMUHUCTPUPOBAHWS.

OkHo YBeoomMneHns nonb3oBaTend
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CobbiTng

B rpade nepeuncneHbl cobbITHs, KOTOpbIE MOTYT BO3HUKHYTh BO Bpems paboTsl Kaspersky Endpoint Security:
e Kputnueckue cobbitus. CobbiTHs MEPBOCTENEHHON BaXXHOCTU C TOUKMN 3pEHNS 6E30MacHOCTM KOMMbIOTEPA.
¢ Otka3s pyHkumoHanbHocTU. CobbITUS, MPUBOASLLME K HEPabOTOCNOCOBHOCTU MPUIOXEHUS.

* BaxHble cobbiTus. CobbiTs, Ha KOTOPbIE HYXXHO 0BPAaTUTL BHYMaHME.

* MHdopmaumoHHbie cobbiTng. CobbiTVS MHPOPMALMOHHOIO XapakTepa.
YBenomneHuns

BcnnbiBatowme COO6LLI,eHI/I9I YBEOOMIIAIOT NOJIb30BaTEN1d O CcOoBbITUN.

®nayxok B rpacl)e YBepomneHus BKﬂ}OqaeT/BblKﬂ}OqaeT nogBneHne BCribiBaloLmx YBe,D,OMﬂeHMVI 0 COBbITUAX
COOTBGTCTBerLLI,GVI KaTeropuw.

3BYKOBOG onoeewjeHne

3BYKOBOG OnoBelLLEeHNE O BO3HUKHOBEHW COBBITUS.

®dnaxok B rpade 3BykoBoe onoBeLLeHNe BKIIIoYaeT/BblKNoYaeT 3ByKOBOE OMOBELLEHNE O BOSHVKHOBEHNM
COBbITVS COOTBETCTBYIOLLLEN KaTEropum.
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Paznen ObHoBNeHne

OGHOBNATL MOAYNV MPUNTOXEHNS

®dnaxok BKIoYaeT/BblktovaeT 0bHOBNEHNE MoayNneit NpunoxeHns. Basbl nprnoxeHns o6HOBNSIOTCS BCeraa.
Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security obHoBRsSieT MOAYy IV NPUMOXEHWS.
Ecnn dnaxok cHaT, Kaspersky Endpoint Security He 06HOBRSIET MOLY M MPUNOXEHNS.

OTOT PraXoK yCTaHOBEH MO YMOMYaHMIO.
NcTouHnkn obHoBneHuiA

Cnncok copepxnT agpeca pecypcos, ¢ koTopbix Kaspersky Endpoint Security sarpysaeT n ycTaHaBnmBaeT
OBHOBREHNS Mopyneli 1 6a3 NPUNoXeHWs. Bbl MoXeTe yka3aTb B KaUECTBE UCTOYHVIKA OBHOBIEHWI NTIOKANbHYO 1N
cetesyto nanky, FTP- nnn HTTP-cepsep.

Mo ymonuaHuio, CrINCOK MCTOYHNKOB OBHOBNEHWIT COOEPXUT cepBepbl 0bHOBNeHWin "ITabopaTopum Kacrnepckoro'.

Ecnwn Bbl ynpasnseTte Kaspersky Endpoint Security yepes Kaspersky Security Center Web Console, cnncok
NCTOYHNKOB OBHOBNEHMIA MO YMOSUaHMIO Takxke copepxunT cepaepbl Kaspersky Security Center.

Ecnwn Bbl ynpasnseTte Kaspersky Endpoint Security yuepes Kaspersky Security Center Cloud Console, cnincok
NCTOYHNKOB OBHOBNEHMIA MO YMOSUaHMNIO TakyKe COREPXMT TOUKU pacnpocTpaHeHus. MNoapobHyto nHpopmaumio o
TOUKax pacrnpoCTpaHEHNS Bbl MOXeTe HaliTu B cnpaske Kaspersky Security Center .

Bbl He MoOXeTe yoaniTb N3 CnMcka UCTOYHVKN OBHOBNEHNI, LO6aBNEHHbIE MO YMOIYaHIO.
Ho6aeuntb

|_|pl/l Ha)kaTun Ha KHOMKY OTKpPbIBAaeTCH AanoroBoe OKHO, B KOTOPOM Bbl MOXETEe yKa3aTb MY Tb K IOKaNbHOW 1
CeTEeBOW nanke unu Be6—aﬂ.pec an4ga quaBnequ B CMNCOK MCTOYHVKOB OOHOBIEHWIA.

Ypanutb

Mpwy HaxaTnn Ha KHOMKY BbIBPaHHbIA NCTOYHK OBHOBNEHUI YOaNseTCs N3 crvcka.

KHonka pocTynHa, ecnv ycTaHoBMeH $Gnaxok PSAOM C UCTOYHVIKOM OBHOBAEHNIA.
WcTouHuk o6HOBREHMIA

B aToli rpade oTobparxatoTcs McTouHVKn obHoBneHui Kaspersky Endpoint Security.
Cratyc

Ecnn nepexntoyaTens B aToli rpade BktoyeH, Kaspersky Endpoint Security ncnonbsyet cooTBeTCcTBYIOLWMNIA
NCTOYHMK OBHOBNEHWI B rpade MicTouHnK 06HOBREHUMIA 415 MOMyYeHNst OGHOBNEHNIA.

Ecnu nepexniouaTtens B aToii rpade BoiktoueH, Kaspersky Endpoint Security He ncnonbayeT cooTBETCTBYOLLMIA
NCTOYHMK OBHOBNEHWI B rpade MicTouHnK o6HOBREHUIA 4715 MONMYYeHNS OBHOBNEHNIA.

MpuHyanTensHo

Ecnun nepexniovatens MpuHyauTenbHo BktoueH, Kaspersky Endpoint Security 3anpeluaeTt nsmeHeHve 3HaueHWin B
napameTpax 3afad, napameTpax NPUNOXEHNS, B MONNTUKAX BAOXEHHBIX FPynn 1 nogvnHeHHbIx Cepsepos
aaMUHUCTPUPOBAHWS.
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Ecnn nepexnioyatens MNpuHyanTenbHo BhikntoveH, Kaspersky Endpoint Security paspeluaeT nameHeHne 3HaueHnin
B MapameTpax 3afjady, napamMmeTpax NpUioXeHUs, B MOANTIKAX BIOXEHHbIX FPyMn 1 nogurHeHHbIx CepBepoB
aaMUHUCTPUPOBAHNS.

[Nunanor Jo6aBneHne NCTOYHVKa OBHOBEHIN

Mone BBORA Be6-anpeca nmin Nyt K nokanbHOI U ceTeBoI narnke

Apnpec pecypca, ¢ kotoporo Kaspersky Endpoint Security nonyyaet o6HoBneHUS.

B kauyecTBe appeca pecypca Bbl MOXETE yKasaTb NMyTb K IOKanbHOW U CeTeBOI narke, a Takxxe Beb-agpec nnm IP-
agpec FTP- nnn HTTP-cepeepa.

Bbl MoxeTe ykazaTb Beb6-agpec FTP-cepBepa B dopmaTe ftp://<1ms nonbaoBaTens>: <naposib>@<xocT><nopT>.

B 6noke CTtaTyc Bbl MOXeTe BblbpaThb, 6yneT nn Kaspersky Endpoint Security ncnonbsoBaTb yka3aHHbIN Be6-agpec
KaK UICTOYHVK OBHOBMNEHWIA.

BbikntoueHo

Beb-appec nobaBngeTcs B CIMCOK MCTOYHMKOB 06HOBReHWi, Ho Kaspersky Endpoint Security He ncnonbayeT ero
LNS NonyYeHns OBHOBNEHWIA.

BknioueHo

Beb-appec nobaBngeTcs B CNMCOK MCTOYHMKOB 06HoBNeHWi, 1 Kaspersky Endpoint Security ncnonbsyet ero ons
nony4YeHns OBHOBNEHWIA.
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Pasgen LLIndposaHme aaHHbIX

LLindposaHne aucka FileVault

MepekniovaTtens LLndposaHne ancka FileVault BkntoyaeT/BbikioyaeT ynpaeneHve WwindpoBaHnem avcka FileVault.

Ecnn nepexntovatens LLudposaHue gncka FileVault BknoueH, WwndposaHue avcka FileVault MoxxHO nprmMeHnTb K
KJIMEHTCKIMM KOMMbtoTepaMm ¢ nomolubio Kaspersky Security Center.

Ecnn nepexniovatens LUudpoesaHue ancka FileVault Boiknouen, windposaHve ancka FileVault He npymeHnmo k
KIIMEHTCKUM KOMMbloTepaMm ¢ nomMoLusto Kaspersky Security Center.

OT0T nepexkn4aTesib BblKJTIOYEeH NO YMOTYaHNIO.

Mpumeyvanue. Ecnn nepeknioyatens LUndposaHue ancka FileVault BoiknioueH, nonb3osateny ¢ npaBamu
aOMUHMCTpaTopa MoryT 3awwmrdpoBaThb 1 paclundpoBaTh 3arpy3o4Hblii Auck Mac ns CuctemHbix HacTpoek. Bei
MOXeTe HaliTu fononHUTeNbHYo nHdopmaumio o FileVault B nokymeHTaumm Apple.

BawundposaTtb guCK

Kaspersky Endpoint Security oTobpaxaeT okHO 3anpoca y4eTHbIX AaHHbIX A5 KIIMEHTCKNX KOMMbIOTEPOB, K
KOTOpPbIM MpUMeHsieTCs 9Ta nonuTrka. Korga nonb3oBaTtenb BBOAUT yYeTHble AaHHble, Kaspersky Endpoint Security
3anyckaeT LWndppoBaHme 3arpy304HOro Aycka KoMnbtoTepa.

Ecnn nepexnioyatens LLUndposaHue pucka FileVault BkrnioueH v BbibpaHa onums 3awwmgposaTh AUCK,
nosb3oBaTen ¢ NpaBaMn agMVHUCTPATOPa He MOy T pacluMppoBaTb 3arpy304Hbli Avck Mac 13 CuctemHbix
HacTpoex.

Pacwmndposats anck

Kaspersky Endpoint Security oTobpaxaeT okHO 3anpoca y4eTHbIX AaHHbIX A5 KIIMEHTCKNX KOMMbIOTEPOB, K
KOTOpPbIM MpUMeHsieTCs 9Ta nonnTrka. Korna nonb3oBaTtenb BBOAUT y4eTHble AaHHble, Kaspersky Endpoint Security
HauvHaeT pacwmdpOoBKy 3arpy304HOro Ancka KoMMbloTepa.

Ecnn nepexnioyaTtens LLUndposaHue aucka FileVault BkrioueH 1 BbibpaHa onums PaclumdpoBaTth guUck,
nosnb3oBaTeNy C NpaBamMyi adMUHCTPaTopa He MOryT 3alunMdpoBaTh 3arpy304Hbiii anck Mac 13 CructemHbix
HacTpoex.

MpuHyanTenbHo

Ecnm nepexntouaTens MpuHyanTenbHo BktoueH, Kaspersky Endpoint Security sanpeluaet nameHeHne s3HayeHWin B
napamMeTpax 3afay, napameTpax NPUNOXEHNS, B MONUTUKAX BAOXEHHBIX YN 1 nogYnHeHHbIx CepBepos
aaMVHUCTPUPOBAHMS.

Ecnn nepexntovatens MNpuHyanTensHo BoikntoueH, Kaspersky Endpoint Security paspeluaeT nsmeHeHne sHaueHul
B MapameTpax 3a4ay, napamMmeTpax NpUioXeHus, B MONTUKaX BAOXEHHbIX MRy 1 nogYmHeHHbix CepBepos
aOMVHUCTPUPOBaHMS.
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Paspen Detection and Response

Managed Detection and Response

[Npw HaXaTuW Ha CCbIIKY OTKPbIBAETCS OKHO, B KOTOROM MOXHO HacTpPouUTb NapameTpbl Managed Detection and
Response.

Endpoint Detection and Response

[MNpw HaxkaTW Ha CCbIIKY OTKPbIBAETCS OKHO, B KOTOROM MOXHO HacTROUTbL NapameTpbl Endpoint Detection and
Response.

Endpoint Detection and Response (KATA)

[Npwn HaxaTnM Ha CChIKY OTKPbIBAETCS OKHO, B KOTOROM MOXHO HAacTRoUTb napameTpbl Endpoint Detection and
Response (KATA).

OkHo Managed Detection and Response

Managed Detection and Response

MNepekniovatens Managed Detection and Response BkntovaeT/BbiktouaeT komnoHeHT Managed Detection and
Response, koTopblil B3aumognecTayeT ¢ pelueHnem Kaspersky Managed Detection and Response. 9o pelueHne
obecneunBaeT HeNpepbIBHbIN MOVCK, OBHaPY>XEHNE 1 YCTPaHEHKEe Yrpos3, HanpasieHHbIX Ha Ballly opraH1M3aumio.

Ecnn nepexnioyatens Managed Detection and Response BkntoueH 11 koHdUrypaumonHbili daiin MDR
MMMNOPTUPOBaH, kKomnoHeHT Managed Detection and Response paboTtaeT.

Ecnu nepexnioyatens Managed Detection and Response BoikntoueH, komrnoHeHT Managed Detection and
Response He paboTaer.

OTOT nepeknoyaTesib BIKOYEH MO YMOMYaHUIO.
MmnopTtupoBsaTtb

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE UMMOPTUPOBaTb KOHPUrypaLmoHHbIi daiin MDR
B nonuTuky Kaspersky Endpoint Security.

YRanuTb KOHGUrypaumnoHHsbIii ¢paiin
Mpwr HaxaTnn Ha KHOMKY yaanseTcs kKoHburypaLumoHHblii daiin MDR ns nonuTtukn Kaspersky Endpoint Security.
MpuHyouTenbHo

Ecnn nepexnioyatens MNpuHyanTenbHo BkiloueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHve 3HaueHWiA B
napameTpax 3agay, napameTpax MPUIOXEHNS, B MONUTUKaX BNOXEHHbIX FPpynn 1 nogunHeHHbIx CepBepoB
aOMUHUCTPUPOBAHMSI.

Ecnu nepexntouaTens MpuHyanTenbHo BbikntoueH, Kaspersky Endpoint Security paspeluaeT nameHeHne 3HaueHNi
B MapameTpax 3afjady, napamMmeTpax NpUioXeHUs, B MONTIKAX BIOXEHHbIX Fpynn 1 nogurHeHHbIx CepBepoB
aaMVUHUCTPUPOBAHMS.

OkHo Endpoint Detection and Response

Endpoint Detection and Response
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Mepekniovatens Endpoint Detection and Response BkntouaeT/BbiktouaeT koMnoHeHT Endpoint Detection and
Response, koTopblli B3anmopelicTayeT ¢ pelueHnem Kaspersky Endpoint Detection and Response. Peluerue
3aLUVILLLAET KOMMbIOTEPbI OT CIOXHbIX aTak, B TOM UMCe OT HOBbIX 9KCMTONTOB, MPUNOXEHWA-BbIMOraTenel,
be3dalinosbix aTak.

Ecnn nepexnioyatens Endpoint Detection and Response BkriioueH, komnoHeHT Endpoint Detection and Response
BKJIOYEH.

Ecnun nepexntouaTens Endpoint Detection and Response BobikntoueH, komnoHeHT Endpoint Detection and
Response BbIK/IOYEH.

oToT nepexkn4aTesib BblKJTIOYEH NO YMOJTYaHNIO.

B paspene CeTeBasi nsonsums Bbl MOXeTE HACTPOUTb NapamMeTPbl 30MALMM KOMMBbIOTEPOB OT CETY B OTBET Ha
OBHapy>keHne NHOMKaTopa KOMMPOMETaLIN.

HacTtpoutb pa3bnokmpoBky KomnbloTepa

Mpw HaXkaTuK Ha 3TY CChINKY OTKPLIBAETCS OKHO, B KOTOROM MOXHO YKa3aTb 3aAeRXKY aBTOMAaTUYECKOro
oTkNoYeHns CeTeBoW N30a9LIMN.

NcknioueHns

ﬂpm HaXXatum Ha 3Ty CCbIJIKY OTKPbIBEAETCHA OKHO, B KOTOROM MOXHO YKa3aTb CeTeBble NOOAKIIOYEHUI, KOTOPbIE HE
6J'IOKI/IDY}OTC9I Ha KOMMbIOTERE MOCe aBTOMATUYECKOro BKAYEHWS CeTeBow N30n4Li1n.

B pasnene 3anpet 3anycka Bbl MOXETe HACTPOUTb MapaMeTpbl 3arnycka UCMosHseMblx $alinoB 1 CKPUMTOB, a
TaKXe oTKpbITUS dpaiinos oPucHoro popmara.

3BanpeT 3anycka
MNepekntoyatens 3anpeT 3anycka BktouaeT/Bbikto4aeT 3anpeT 3anycka.

Ecnu nepekniouatens 3anpeT 3anycka BK/IIOUEH, Bbl MOXETe CO34aTb U OTPeaakTUPOBaTh CMINCOK NpaBus 3anpeTa
3anycka, a Takxe BbibpaTb AelicTBre, KoTopoe ByAeT BbiNOMHATLCS NPV 3aMyCcKe UM OTKPbITUM 3anpeLL,eHHbIX
06bEeKTOoB.

Ecnun nepexnioyaTtens 3anpeT 3anycka BbiK/IOY€EH, Bbl HE MOXETE YNpaBnsTb 06beKkTaMu, KOTopble NMonb3oBaTeN
3anycKatoT U OTKPbIBAIOT Ha CBOUX YCTPOCTBAX.

OT0T nepexkn4aTesib BblKJTIOYEeH Mo YMOJTYaHNIO.

DeiicTBue npn 3anycke nnm oTKpbITUM o6bekTa
BnoknpoBaTb 1 3anncbiBaTh B OTYET

Ecnu BbIGpaH aTOT pex M, NpunoxeHne 6I0KNpyeT 3anyck 06 beKTOB UM OTKPbITUE ALOKYMEHTOB,
COOTBETCTBYIOLLMX KPUTEPUSM NPaBun 3anpeTa. Takxke npunoxeHne nybnukyeT B XypHan cobbituli Kaspersky
Security Center 11 B egVHyt0 CUCTEMY NOMMPOBaHNS COBbITVE O MOMbITKax 3arnycka O6BbEKTOB UM OTKPbLITUS
LOKYMEHTOB.

Tonbko 3anncbiBaTb B OTYET

Ecnun BbiGpaH aToT pexxnm, Kaspersky Endpoint Security nybnukyeT B xxypHan cobbiTuin Kaspersky Security Center
N B €OVHYIO CUCTEMY JIOMMPOBaHIKS COBbITE O MOMbITKaX 3arnycka MCMONHAEMbIX 06 BEKTOB UMM OTKPbLITUS
LOKYMEHTOB, COOTBETCTBYIOLLMX KPUTEPUSIM MPaBUs1 3anpeTa, HO He BNOKMPYeT KX 3aryCcK Ui OTKpbIThE. OTOT
PEXMM BbIGpPaH Mo yMOM4YaHUIo.

Ho6asuTtb
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ﬂpm HaXXaTtum Ha 3Ty KHOMKY OTKPbIBAETCA OKHO, B KOTOPOM Bbl MOXETE CO30aTb HOBOE MPaBWJIO 3arnpeTa 3anycka.

NameHnTb

|_|pVI Ha)kaTun Ha 3Ty KHOMKY OTKPbIBE2ETCHA OKHO, B KOTOPROM Bbl MOXETE U3MEHUTbL CYLLIECTBYOLLLEe NMpaBu/io
3anpeTa 3anycka.

KHonka BocTynHa, ecrnv npaBuio BbibpaHo B CrcKe.

Ypanutb
[Npw HaxkaTun Ha KHOMKY BbIOpaHHOE MpaBuio 3anpeTa 3arnycka yoanseTcs U3 crvcka npasu.

KHonka OOCTYMHa, ecnu npasnno Bbl6paHO B CrCKe rnpasusi.

B pasnene HacTpoiika Cloud Sandbox Bbl MOXeTe BKIOUMTb 1n BeiKMtoUNTb koMnoHeHT Cloud Sandbox.
Cloud Sandbox

MNepeknouaTtens Cloud Sandbox BkntouaeT/BoiktouaeT TexHonoruo Cloud Sandbox, koTopas nomoraeT
OBHapy>X1BaTb KOMMIEKCHbIE Yrpo3bl Ha komnbtoTepe. Kaspersky Endpoint Security aBTomaTtuueckn otnpasnseT
obHapy>xeHHble ¢alinbl B Cloud Sandbox ons aHanmsa. Cloud Sandbox 3anyckaeT a1 alinbl B U30NMPOBaHHOM
cpene AN1s BbIIBNEHVs BPeAOHOCHOM akTUBHOCTY M MPUHMMAaET peLleHne o penyTauum aTux dariinos. [lanee naHHble
06 aTux dparinax nonagatoT B Kaspersky Security Network. Takum o6pasom, ecnn Cloud Sandbox obHapyxusaeT
BpenoHocHbI daiin, Kaspersky Endpoint Security BoinonHuT geicTeure onis ycTpaHeHns yrpo3bl Ha BCex
KOMMbloTEpPax, Ha KOTOPbIX OBHaPYXUT 3TOT dalin.

Ecnn nepexnioyatens Cloud Sandbox skntouer, TexHonorus Cloud Sandbox BkntoueHa.
Ecnn nepexntoyatens Cloud Sandbox BoikntoueH, TexHonorus Cloud Sandbox BbiktoueHa.

OTOT nepeknovaTesb BbIKOYEH MO YMOMYaHUIO.
MpuHyauTenbHo

Ecnn nepexnioyaTtens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHvie 3HaueHWiA B
napameTpax 3afad, napameTpax NPUNOXEHNs, B MONNTUKaX BAOXEHHBIX Pynn 1 nogvnHeHHbIx Cepsepos
aOMUHUCTPUPOBAHMSI.

Ecnn nepexnioyatens MNpuHyanTenbHo BeikntoveH, Kaspersky Endpoint Security paspeluaeT nameHeHne aHayeHmn
B MapameTpax 3agjay, napamMmeTpax NpuioXeHUs, B MOANTIKAX BIOXEHHbIX FPynn 1 nofurHeHHbx CepBepoB
aAMUHUCTPUPOBAHMS.

OKHO HacTpoek pasbnokMPOBKM KOMMbIOTEPA

Pas6nokunpoBaTb aBTOMaTUUYECKU U3ONMPOBaHHbI KOMMBIOTEP Yepe3

OTOT draxok BkoYaeT/BbikloYaeT aBToMaTuieckoe oTkitodveHne CeTeBol N3onsaumm No NCTEYEHUN 3aJaHHOrO
BPEMEHW.

Ecnn aToT drnaxok ycTaHOBIEH, Bbl MOXETE yKa3aTb 3aAepXXKy aBTOMaTN4eCcKoro oTkntoveHns CeTeBoit nsonsumm
KOMMblOTEpa.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security otkniouaet CeTeByto nsonsumto yepes 8 yacos nocrne Havana
N30N9UNI.
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OT0T baxoK ycTaHOBMEH MO YMOMYaHHIO.

Yacbl
VHTepBan BpemeHu, no ncteyeHnr kotoporo CeTteBast N3onsums OyaeT aBToMaTNYeCcKy OTKIoYEHa.

OT0 none fOCTYNHO AN PefakTUPOBaHWS, TONbKO ecnv ¢pnaxok PasénoknposaTb aBToMaTU4eCKm
V30/MPOBaHHbI KOMMbIOTEP Yepe3 YyCTaHOB/EH.

OkHo VckntoueHnd ns CeTteBomn n3ongaumm

WNcknioyeHna ns ceteBoii nsongauum

OTOT CNMCOK COLEPXKUT CETEBbBIE MOAKIIIOYEHNS, KOTOPbIE Bbl 4OOaBUIN B KauecTBe UcknoueHuin CeTeBoi
N30NALMN.

Ho6aBuTtb

Mpy HaxkaTun Ha 3TY KHOMKY OTKPbIBAETCS OKHO, B KOTOROM Bbl MOXETE BRYYHYHO YKa3aTb NapamMeTpbl CETEBOrO
NOAKMOYEHNS, KOTOPOE byaeT 0o0HaBleHO B KAYECTBE UCKIOYEHNS.

[o6aBuTb N3 npoduns

MNpwn HaxaTnn Ha 3Ty KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETe BblopaTb CTaHAAPTHblE ceTeBble Mpodunm
NS HACTPOWKN NCKIOYUEHWIA.

Ypanutb
MNpw HaxkaTun Ha 3Ty KHOMKY CETEBOE COoeMHEHMe 13 Crcka UcktoueHnii CeTeBon n3onaummn yoanseTcs.

KHonka nocTynHa, ecnv coegnHeHne BoiGpaHo B crincke cknoueHnii CeTeBol 3onsumm.

OkHo CsoricTBa npasuna

HasBaHue npaBuna
HasBaHuve npasuna nckmoyeHns na CeTeBoi 3oaaLmn.

OT10 Heobs3aTeNbHbIN NapameTp.

HanpasneHne

HanpaeneHue Tpaduka.

MpoTokon

Tvn npoTokona.

Homep
Homep npoTokona.

3HauyeHre 0OMKHO COOTBETCTBOBATb CMUCKY Ha3HaUYeHHbIX HOMEROB UHTEPHET-NPOoTOKoM0B IANA =,
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OTo none LOOCTYMNHO, eClin Bbl6paH TN NPOTOKONa MonbzoBaTenbckuia.

JlokanbHbIi nopT nnn gnana3oH

”OKGJ‘IbeII7I I'IOpT nnn anana3oH NokKasbHbIX I'IOpTOB KOMI'Ib}OTepa, ang KOTOpOFO HaCTpaI/IBaIOTC‘;I NCKTKOYEHNY N3
CeTeBoW nsonaumm.

YaaneHHblli NOPT Unu gnanasoH

YoaneHHbIi NopT U AMana3oH YAaneHHbIX MOPTOB KOMMbIOTEPA, A9 KOTOPOro HaCTPanBaloTCs UCKIIOHEHNS 13
CeTeBoWi nsongaummn.

YnaneHHbllh agpec

CeTeBoil agpec KoMnbloTepa, 419 KOTOPOro HacTpanBaloTCs UCKoYeHns 13 CeTeBoin nsonaumn.

MpunoxeHns

oToT CI)J'Ia)KOK nossongdeT ,EI,O6aBVITb NPUNOXeHNe, KOTOPOMY pa3peLleHO NHNLIMNPOBaTb CeTeBOE COedNHEHNE,
nobaBneHHoe B UcktoueHns ns CeTeBoin M3ongaUmn Ha Mn3o0nnMpoBaHHOM KOMMbOTEPE.

Ecnm aToT c|>na>|<0|< YCTaHOBJ/EH, Bbl MOXETE IJZI,O6aBI/ITb Takoe npusioXxeHne.

Ecnn dnaxok cHAT, ceTeBoe coeyHeHne, [obaBneHHoe B UcktoyeHns ns CeTeBol 3onaumm, MoXeT BbiTb
VNHULMNPOBAHO MOBBIM MPUIOXEHNEM Ha N30IMPOBAaHHOM KOMMbIOTEPE.

OT0T bnaxok Mo yMONYaHNIO CHAT.

Ho6asneHne

Mpwy HaxaTuM Ha 3Ty KHOMKY OTKPLIBAETCS OKHO, B KOTOPOM MOXHO yKasaTb MyTb K MPUIOXEHUIO, KOTOPOMY
paspeLleHo NHNLMNPOBaTL CETEBOE CoeViHeHVe, [obaBneHHoe B nckntoveHns CeTeBoii nsonaumn.

Na3meHnTb
Mpw HaXkaTun Ha 3TY KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM MOXHO U3MEHUTbL My Tb K LOHABNEHHOMY MPUIOXEHNIO.

OTa KHomka OOCTYrMHa, ecnn npuioxeHme Bbl6paHO B Cruncke.

Ypanuntb
Mpw HaxkaTun Ha 3Ty KHOMKY JO6aBNeHHOe NPUIOXEHNE YOoansaeTcs.

OTa KHomMkKa OOCTYrMHa, ecnn npunoxeHme Bbl6paHO B Crncke.

OkHo [NpaBunno 3anpeTa

Nma

HasBaHune npasuna.

Tun

Tun o6bekTa, KOTOPBLIN Bbl XOTUTE 3a6NOKMPOBaTD.
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B paspene NyTb K 06bEKTY Bbl MOXETE BbibpaTh, CefyeT N YKasbiBaTb MOJHbIA My Tb K 3anpeLLaeMoMy OOBbEKTY.
Ecnu Bbl BbiBpanu ykasaTb Ny Tb, BBEOWTE ero 3HauyeHre B COOTBETCTBYIOLLEE MOSIE.

B pasnene KoHTponbHag cymma o6bekTa Bbl MOXETE BbibpaTh, CefyeT M YKasbiBaTb KOHTPOSbHYIO CYMMY AJ1s
3anpeLLeHHoro obbekTa. Ecrnv Bbl BbIbpan ykazaTb KOHTPOSbHYIO CYMMY, BbIGEPUTE €€ TUM 1 BBEAWTE 3HAYEHNE B
COOTBETCTBYOLLEE MOoTie.

OkHo Endpoint Detection and Response (KATA)

Endpoint Detection and Response (KATA)

MNepeknioyvatens Endpoint Detection and Response (KATA) BkntouaeT/BbikntoyaeT komnoHeHT Endpoint Detection
and Response (KATA), koTopelli B3aumopelicTyeT ¢ pelueHnem Kaspersky Anti Targeted Attack Platform. OTo
peLLeHre onepaTBHO OBHaPY>KMBAET CMOXHbIE YrpO3bl, TaKMUX Kak LieSIeBble aTaKy, CIIOXKHbIE MOCTOSHHbIE YTPO3bI,
aTaku "HyneBoro oHs" 1 gpyrue.

Ecnun nepexnioyatens Endpoint Detection and Response (KATA) skntoueH, komnoHeHT Endpoint Detection and
Response (KATA) BktoueH.

Ecnn nepexnioyatens Endpoint Detection and Response (KATA) BbikntoueH, komnoHeHT Endpoint Detection and
Response (KATA) BbIk/toUeH.

OTOT nepeknoyaTesb BbIKMOYEH MO YMOMYaHUIO.
MapameTpbl NogknouYeHUs K cepBepam

[Npr HaxaTWM Ha CCbIIKY OTKPbIBAETCS OKHO, B KOTOROM Bbl MOXETE HACTROWTL NapaMeTpbl MOAKAOUYEHNS K
cepsepam KATA.

Cepsepbl KATA
OTOT cnncok cogepxxnT fnobasneHHble Bamu cepepbl KATA.
Oo6aentb

[Npw HaXaTW Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOROM Bbl MOXETE HAaCTROUTL nogkatoveHne K cepsepy KATA.

N3meHnTb

[Npn HaxaTn Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE M3MEHWTb MNapaMeTpbl MOAKIOUEHNS K CEepBERY.
KATA.

KHonka fLoCTynHa, ecnv cepBep BbibpaH B CMCKe.
Ypanutb

MNpw HaxkaTun Ha kHonky cepBep KATA ynanseTcs 13 cnmcka cepBepos.

KHonka pocTynHa, ecnv cepBep BbibpaH B CrMCKe.

Appec

IP-appec cepaepa KATA.

MopT

Homep nopTa cepsepa KATA.

OTnpaenaTb 3anpoc Ha cMHxpoHu3aumio Ha cepeep KATA kaxpable (MyH)

VHTepBan Mmexay 3anpocamu CUHXPOHU3aLmKY, oTnpasngemMbiMu Ha cepaep KATA.

o ymonuyaHmio yCTaHOBNEHO 3HaYeHNE 5 MUHYT.
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WcnonbsoBatb TTL npu oTnpaeke cobbiTnii

OT0T dnaxok BkovaeT/oTktovaeT T TL ans naketo., koTopble Kaspersky Endpoint Security oTnpasnseT Ha

cepsep KATA. MexaHnam TTL orpaHnuvBaeT BpeMsl XU3HU OJ19 MakeToB COBbITUI 3HaUEHNEM, YKa3aHHbIM B rose
TTL (u).

Ecnn dnaxok yctaHosneH, TTL BkioueH.

Ecnn dpnaxok cHaT, TTL BbIK/OUEH.

OT0T drnaxoK ycTaHOBMEH MO YMONYaHMIO.

TTL (u)

Bpems xwn3Hun nakeToB, koTopble Kaspersky Endpoint Security otnpasnseT Ha cepsep KATA.

Mo ymonuaHuio yCTaHOBNEHO 3HaveHre 24 vaca.

B 6roke NapameTpbl nepeaaum AaHHbIX Bbl MOXETE HAaCTPOWTL NapamMeTpbl OTMNPaBky faHHbIX Ha cepsepbl KATA.

MakcumanbHas 3apep>kka oTrnpaBky cobbITuiA (Cek.)

NHTepBan, c koTopbim Kaspersky Endpoint Security oTnpasnseT cobbiTusa Ha cepaep KATA.

Mo ymonyaHuio ycTaHoBneHo 3HaveHne 30 cekyHa.
MakcrmanbHoe KonmyecTBo cobbiTuii B nakeTe

MakcumanbHoe KonmyecTBo cobbiTuli B ogHOM nakeTe, oTnpasnsemMblix Kaspersky Endpoint Security Ha cepsep
KATA.

Mo ymonuaHuio ycTaHoBneHo 3HaudeHre 1024 cobbiTus.

B 6noke PerynuposaHue konvuuecTBa 3anpoCcoB Bbl MOXETE OFPaHNYNTb KONMYECTBO NepenaBaembix COBbITUN.

BkniounTb perynmpoBaHiie KonnyecTsa 3anpocoB

OTOT dnaxok BKIoYaeT/OTKIIOUaET OrpaHMyeHmne konmyecTsa cobbiTuld, koTopble Kaspersky Endpoint Security
oTnpasngeT Ha cepaep KATA.

Ecnn aToT dnaxok ycTaHOBIEH, KONMYECTBO COOLITUN, OTNPAaBASEMbIX NMPUIOXEHVEM, OFPaHNYEHO.

Ecnn aTOT CHAT, KONMMYECTBO COBBITUIA, OTMPABASEMbIX MPUIOXKEHNEM, HE OrPaHNYEHO.

OT0T drnaxoK ycTaHOBMEH MO YMONYaHHIO.
MakcumanbHoe KonnuecTso cobbiTuii B Yac

MakcrmanbHoe KonmyecTBo cobbiTuii B uac, koTopble Kaspersky Endpoint Security otnpasnseT Ha cepsep KATA.
Kaspersky Endpoint Security BoccTaHaBn1BaeT nepenady cobbIThii MO UCTEYEHMN Yaca.

Mo ymonuaHutio ycTaHoBneHo 3HaveHre 3000 cobbiTuli B yac.
MpoLeHT NpeBbILIeHNS NIMMUTa CObbITUIA

ﬂpe,u,eanoe 3Ha4veHne on4g CcoBbITUI OAHOro Tmna (B I'IpOLI,eHTaX).

Kaspersky Endpoint Security orpaHnuBaeT nepegady cobbiTuii oNpeneneHHoro TUna, e OTHOLLEHNE COBbBITUN
3TOro Tuna K 0BLLEMY KOTMYECTBY COBBITUN NMPEBbILLAET YCTAaHOBNEHHOE NPeaenbHOe 3HaYeHNE.

Mo ymonyaHuto yctaHoBneHo 3HaveHue 15 %.
MpuHyanTensHo

Ecnun nepexniovatens MpuHyauTenbHo BktoueH, Kaspersky Endpoint Security 3anpeluaeTt nsmeHeHve 3HaueHWin B
napameTpax 3afad, napameTpax NPUNOXeHNs, B MONNTUKAX BAOXEHHBIX FPynn 1 nogYnHeHHbIx Cepaepos
aaMUHUCTPUPOBAHWS.
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Ecnn nepexnioyatens MNpuHyanTenbHo BhikntoveH, Kaspersky Endpoint Security paspeluaeT nameHeHne 3HaueHnin
B MapameTpax 3afjady, napamMmeTpax NpUioXeHUs, B MOANTIKAX BIOXEHHbIX FPyMn 1 nogurHeHHbIx CepBepoB
aaMUHUCTPUPOBAHNS.

OkHo Cepaep KATA

Appec
IP-anpec cepsepa KATA.
MopT

Howmep nopta cepsepa KATA.

o ymonyaHuio yCTaHOBNEHO 3HaveHme 443.

OkHo lNapameTpbl nogktoUYeHNs K cepBepam

Bpemsa oxxunpaHus (cek.)

Bpems oxnpaHuns oteseTa cepsepa KATA. INo ncteyeHnm spemern oxnpaHuns otseta Kaspersky Endpoint Security
nbiTaeTcs NOAKMIOUNTLCS K Apyromy cepsepy KATA.

o ymonuaHuio ycTaHoBneHo 3HaueHre 10 cekyHa.

B 6noke TLS-cepTudmkat cepBepa Bbl MOXeTE [OOaBUTL UM yaanuTb TLS-cepTudukaTt n npocMoTpeTb
nHdopmMaLmio o0 LobaBneHHOM BaMu cepTudukaTe.

[Oo6aeutb TLS-cepTtudumkar

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXeTe BblbpaTb TLS-cepTudukar, koTopblin OyneT
NCMONb30BaTbCH ANg YCTaHOBKM JOBEPEHHOro coeamnHerns ¢ cepsepom KATA.

Ypanutb

Mpw HaxaTun Ha KHoMKy Tekywumii TLS-cepTudwkaT yaanseTcs.
KHonka pocTynHa, ecnn TLS-cepTudukaT 6bi1 fobasneH.

B 6rnoke JononHuTenbHas 3awmTa noaKIloUEeHNS Bbl MOXETE HACTPOUTb PACLUMPEHHYIO 3aLLUTY 415 COeANHEHNS
mexay Kaspersky Endpoint Security n cepsepom KATA.

Ncnonb3oBaTb ABYCTOPOHHIOO GYTeHTI/Id)I/IKaLWIIO

OT0T Praxok BktovaeT/OTKMoUaeT ABYCTOPOHHIOW ay TeHTUdVKaLMIo, KoTopas AefaeT CoefHeHe Mexay
Kaspersky Endpoint Security n cepsepom KATA 6onee 6e3onacHbiM. YTo6bl CMOMb30BaTb ABYCTOPOHHIO
ayTeHTUVKaLMIO, BaM HEOBXOAMMO 3arpy3nTb KPUNTOKOHTENHEP.

Ecnum atoT dpnaxok yctaHosneH, Kaspersky Endpoint Security ncnonbsyeT oByCTOpPOHHIOK ayTeHTUdUKALMIO A9
nogknoyeHus k cepsepy KATA.

Ecnn atoT dpnaxok cHaT, Kaspersky Endpoint Security He ncnonbsyeT AByCTOPOHHIOW ayTeHTUdMKaLMIo A5
noaknoveHns k cepeepy KATA.

OT0T dnaxok Mo yMONYaHNIO CHAT.

3arpy3unTb KpUNTOKOHTENHEP
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Mpw HaxxaTun Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE BblIbpaTh KPUNTOKOHTENHEP, KOTOPbIN ByneT
1CMoNb30BaTbCH ANs ABYCTOPOHHEN ay TeHTudnkaumm. Maiin KpunToKoHTelHepa nmMeeT paclunpeHune PFEX.

MpumeuaHue. KpunTokoHTelHep AoMKeH BbIThb 3alyLLEH NaponemM. HeBO3MOXHO [06aBNTb KPUMTOKOHTENHEP
C MyCTbIM Maposem.

Maponb oT KpUNTOKOHTEHepa

Maponb AN KPUNTOKOHTEHEPA, NCMOMb3YEeMOro A1 ABYCTOPOHHEN ay TEHTUPUKALMN.
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Paspen KoHTponb 6e3onacHoCTHr

Be6-KoHTponb

Mepekniovatens Beb6-KoHTponb BktouaeT/BbikntovaeT Be6-KoHTponb.

Ecnn nepexntovatens Be6-KoHTposnb BKtOUEH, Bbl MOXETE CO3[aBaTb NpaBusia NoCeLLEeHs CalnToB As
nosib3oBaTene yaaneHHbIX KOMMbIOTEPOB.

Ecnmn nepexkn4aTesib BeG-KOHTpOﬂb BbIK/THOYEH, Bbl HE MOXEeTe ynpaB/idTb MNOCELLEeHNeEM CcalrToB NoNb30oBaTENIMU
YOaneHHbIX KOMMNbOTEPOB.

OTOT nepeknoyaTesb BIK/IIOYEH MO YMOMYaHUIO.
Cnuncok npaBun

Cncok COLOEPXUT co3anaHHble BaMU npasuia ong yrnpasnieHna oOCTYNOM K cavitawm, KOTOpbIE Nonb3oBaTesin
OTKPbIBAOT Ha yAaneHHbIX KOMMbOTEpax.

MopsiAaokK, B KOTOPOM PacrnonoXeHbl Npasuna, onpenenseT NpYopuTeT UX NPUMeEHeHWs npunoxeHem Kaspersky
Endpoint Security.

HNo6asunTtb

|_|pl/l Ha>XXaTun Ha KHOMKY OTKPbIBEAETCHA OKHO, B KOTOPOM Bbl MOXETE CO34aTb HOBOE MpaBuJio Beb-KoHTpong.

Ypanutb

|_|pl/l Ha>kaTum Ha KHOMKY Bbl6p8HHO€ npaBuio yoandeTcd n3 crnmcka.

KHonka BocTynHa, ecnv ycTaHoBNEeH GnaXkok psaoM C MpaBusioMm.
Beepx

Mpw HaxkaTW Ha KHOMKY BbIBpaHHOE NPaBWIo NMOAHUMAETCS B CNICKE NPaBU, YTO NOBbILLIAET MPUOPUTET ero
BbINonHeHus npunoxexnem Kaspersky Endpoint Security.

BHuns

Mpw HaxkaTW Ha KHOMKY BbIBpaHHOE NPaBKIo OMyCKaeTCs B CMIMCKE MPaBWi, YTO MOHMXKXAeT MPUOPUTET ero
BbINonHeHus npunoxexnem Kaspersky Endpoint Security.

Nwma
HassaHuve npasuna.
CocTogHue

MNepekntoyaTtens B 31Ol rpade onpeaenseT, akTUBHO MPaBUIO UK HET.

Bbl MoxeTe BktouaTh/BbikNoUaTb NepekoyaTesb A/ COOTBETCTBYHIOLLErO MPaBuna, YTobbl U3MEHNTb COCTOSIHME
npasuna.

Delictene

[Helictere, koTopoe Kaspersky Endpoint Security BeinonHsieT, korga nonb3oBaTesnb OTKpbIBaeT Beb-agpec,
nonagaroLLmnii noa, AencTsre npasuna.

Bbl MOXeTe N3MeHUTb BbibpaHHOe OeicTBIe, Bbibpas Apyroli BapuaHT AeliCTBUS B KOHTEKCTHOM MEHIO B 3TOM

rpade.
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MpuHyanTenbHo

Ecnn nepexntoyatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeliaeT nsmeHeHne sHaueHWl B
napamMeTpax 3afay, napameTpax NPUNOXeEHNS, B MONUTUKAX BAOXEHHBIX FPYMMn 1 nogYnHeHHbIx CepBepos
aAMUHUCTPUPOBAHNS.

Ecnn nepexntovatens MNpuHyanTensHo BoiktoveH, Kaspersky Endpoint Security paspeluaeT nsmeHeHne sHaueHul
B MapamMeTpax 3agad, napameTpax NMpunoXeHns, B MOANTUKAX BIIOXKEHHbIX MRy 1 NOAYMHEHHbIX CepBepoB
aOMVHUCTPUPOBAaHWSI.

OkHO V3meHeHne npasuna

lMone BBOpa Ha3BaHNS NpaBuna
HasBaHune npasuna.

B 6roke CocTosiHuE Bbl MOXETeE BblbpaTh, byoeT NpaBuio akTUBHBIM U HEAKTUBHBIM.

AKTMBHOE

Ecnwn BbIGpaH 3TOT BapmaHT, HoBOE NpPaBuio ByaeT akTUBHbIM. OTO NPaBuio ByAeT BbINONHATLCS ANS yOaneHHOro
KOMMbloTEPa NMocre TOoro, kak kK HeMy BydeT NprMeHeHa NonnTuKa.

HeakTuBHOE

Ecnu BbIOpaH 3TOT BapmaHT, HoBOE NpaBuno ByneT HeakTBHbIM. Korna nonvTuka 6yneT npvMeHeHa K yoaneHHoMy
KOMMbIOTEPY, 3TO NMPaBUIIO He ByneT BbIMONHATHCS.

B 6noke [eiicTBre Bbl MOXeTe BbiOpaTh AeiicTeue, koTopoe Kaspersky Endpoint Security BeinonHseT, koraa
ronb3oBaTe/b OTKPbIBaeT Beb-agpec, nonaaatoLwmii noL AeicTeme npasuna.

Paspewatb

Kaspersky Endpoint Security pa3speluaeT nonb3oaTento noceLleHne Be6-agpecos, nonagatoLyx rnog AericTane
npasuna.

MpumeuaHue. Kaspersky Endpoint Security paspeluaeT nocelleHve Beb-pecypcoB Ha yaaneHHOM
KoMMbtoTepe, ecnv B okHe CeTb MacTepa Co3aaHvs NONTVKI BKIloUeH nepekntovaTens MNpoBepka
3awmeHHbIx coeguHenuii (HTTPS).

OTOT BapuaHT BbIbpaH Mo yMOMYaHuIo.
Bnoknposatb

Kaspersky Endpoint Security 6nokunpyeT Be6-agpeca, nonagaioLume nog, AeicTamne npaeuna, Koraa nonb3osaTternb
MblITaeTCs NX OTKPbITb.

MprmeuaHue. Korpa nonb3oBaTtesb NbITAETCS NOMy4YnTb LOCTYN K BEG-pecypcam, 3abnokmpoBaHHbIM Beb-
KoHTponem Ha yoaneHHom komnbtoTepe, Kaspersky Endpoint Security nokasbsiBaeT yBeAOMIEHNS, €CN B OKHE
CeTb MacTepa co3faHuns NoNUTUKK BKITKOYEH nepekntovaTtess MNpoBepka 3awmieHHbIx coeguHeHnia (HTTPS).

Mpenynpexaatb

Kaspersky Endpoint Security nokasbiBaeT npeaynpexxaeHne, Koraa nonb3oBaTe b NbITaeTCS OTKPbITh BE6-agpec,
ronagatoLLmii nof, AelcTBME NpaBuna.
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B 6roke O6nacTb NpuMeHeHs Bbl MOXETE BbibpaTb 0651acTb, K KOTOPOW ByneT NMpMeHsTbCS NpaBusio: Beb-agpec
UK rpynna Be6-agpecos, U KaTEropu CaiToB.

KaTteropuun
Bbl MOXeTe co3naTb NpaBunio Ans CanToB MO KaTEropusiM.
BbibepuTe kaTeropum

|_|pVI Ha>kaTun Ha CCblJIKY OTKpbIBaeTC4 OMaioroBoe OKHO, B KOTOPOM Bbl MOXETE BblOpaTb KATEropuUn CanToB,
nonapamoLme I'IO,EI,\,D.eI‘/IICTBI/Ie rnpaswuia.

OTpenbHble appeca

Bbl MOXeTe cosnaTb NpaBuio AN OTAeNbHOro Be6-aapeca unmv rpynnbl Be6-anpecos.

OTOT BapuaHT BbIGpaH Mo YMOM4YaHuIo.
Ho6aenTb

|_|pVI Ha>XaTun Ha KHOMKY OTKPbIBAeTCH AaloroBoe OKHO, B KOTOROM Bbl MOXETE BBECTU Be6—a,upec W Macky Be6-
agpecos, nonagaroLmnx I'IO,EI,‘,D,eI‘/’ICTBVIe rneasuna.

Ypanutb

Mpw HaxkaTuK Ha KHOMKY BblOpaHHbI Beb-aapec nnm macka Beb-agpecoB yoansaeTcs U3 cnvcka seb-anpecos,
nonagatoLLX Nnof AelicTBne npasusa.

KHonka JocTynHa, ecnv ycTaHoBMeH $hnaxok psaom ¢ Beb-agpecom nnm Mackoi Beb-anpecos.
Appec

Beb-appeca nnmn mackun Beb-anpecos, nonagatoLLe nog AericTBue npasusa.

Hwanor [lo6asneHne Beb-agpeca

Mone BBOpa Be6-appeca

Beb6-appec nnn macka Beb-agpeca, kK KOTopoMy ByneT npuMeHEHO NpaBusio.

Hwanor Kateropun Beb-pecypcos

Cnucok kaTeropuii Be6-pecypcoB

Cncok coaep>nT KaTeropum caliTos, KOTOPbIE Bbl MOXeETE 06aBUTb B MPaBUso.

®dnaxok pSaoM C HasBaHWeM KaTeropum calitos 4OOaBNsSeT B NPaBUIO UKW yOanseT 13 Npasuia Bce CanTbl,
KOTOpble NpuUHaanexaT K 3TOM KaTeropum.

Bce dpnaxkmn no yMonuaHmio CHTbI.
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Pasnen baszoBad 3awmTa

3BawmTa oT Ppalinosbix yrpos

Mpw HaXkaTnK Ha CCbINKY OTKPbIBAETCS OKHO, B KOTOROM Bbl MOXETE HACTROUTbL NapamMeTRbl 3allnTbl OT dainoBbix
YTROS.

3awwuTa oT Be6-yrpo3

ﬂpm HaXXaTtum Ha CCblJIKY OTKPbIBAETCH OKHO, B KOTOPROM Bbl MOXETE HACTROWTb NapamMeTpbl 3alnTbl OT Be6—y_rp03.

3BawmTa oT ceTeBbIX Yrpos3

ﬂpvl Ha>XaTun Ha CCblJIKY OTKpPbIBaeTC4 OKHO, B KOTOPOM Bbl MOXETe HaCTPOWTb NapamMeTpbl 3alnTbl OT CEeTEBbIX
Yrpos.

3alumTa OT MOYTOBbIX Yrpo3

Mpu HaXxaTWK Ha CCbINKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE HaCTPOUTL NapameTpbl 3alLnTbl OT MOYTOBbIX
yrpos.

CeTeBoli akpaH

|_|pl/l Ha>XXaTun Ha CCblJIKY OTKPbIBAETCA OKHO, B KOTOPOM Bbl MOXETE HACTPOUTb NnapameTpbl CeTeBoro OKpaHa.

OkHo 3awmTa oT ParnoBbIX Yrpos

3BawmTa oT Palinosbix yrpos

MepekniovaTtenb 3awmTa oT $paiinoBbIX Yrpo3 BktoyaeT/BblkovaeT 3awmTy oT GaiinoBbix yrpos.

Ecnun nepekniovatens 3awmTa oT Paiinosbix yrpos BknoyeH, Kaspersky Endpoint Security noctosHHo
KOHTponMpyeT $ainoByto CUCTEMY KITMEHTCKUX KOMMbIOTEPOB, K KOTOPBIM NMPYMEHeHa NoanTuKa.

Ecnn nepexnioyatens 3awmTa oT dpalinosbix yrpo3 BbiksioueH, Kaspersky Endpoint Security He sawmaeT
dainoByto CUCTEMY KITMEHTCKMNX KOMMBIOTEPOB, K KOTOPBIM MPUMEHEHa NONUTHKA.

OTOT nepektoyaTesb BKIOYEH MO YMOMYaHWIO.

B 6noke O6nacTb 3awmThl Bbl MOXeTe chOpMMPOBaTh 06/1aCTb 3alLMThI, BbibpaB 06bekTbl U3 Ccrincka no
yMonuyaHuio unv gobasve apyrue daiinbl 1 nanku.

HNo6asunTtb

Mpwr HaxaTun Ha KHOMKY OTKPbLIBAETCS ANaIOrOBOE OKHO, B KOTOPROM Bbl MOXETE ykasdaTh daiis, nanky Uim Macky.
nMeHur daiina nnv nankuv aag obaesneHna B CnMcok 06bekToB 061acTu 3aLlimThI.

Ypanutb

MNpwy HaxaTun Ha KHOMKY OBBEKT yaandaeTcs U3 obnacTu 3aLmThl.
KHonka LocTynHa, ecnv BbibpaH 06bekT B CrMCKke O6beKTOB 061acTy 3aLUUThI.

Bbl He MoxeTe yoanuTb 06bekThl, [oOaBeHHble B 0611acTb 3aLLMThl MO YMOYaHMIO.
O6nacTb 3aWnTbI

B aToli rpacde oTobpaxatoTcs 06bekThl, koTopble Kaspersky Endpoint Security nposepseT, ecnun 3awmta ot
daiinoBbIx yrpo3 BkloUeHa.
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Mo ymonuaHuto Kaspersky Endpoint Security nposepseT cnegytoliie o6bekTbl:

¢ Bce cbemHble auckn. Kaspersky Endpoint Security npoBepsieT Bce CbeMHble ANCKN.
e Bce BHyTpeHHue auckn. Kaspersky Endpoint Security npoBepsieT Bce BHy TPEHHNE AUCKMA.

* Bce ceTeBble gucku. Kaspersky Endpoint Security nposepsieT Bce ceTeBble ANCKN.
Cratyc

Ecnn nepexntoyatens B aTol rpade BktoyeH, Kaspersky Endpoint Security npoBepsieT cOOTBETCTBYIOLLNIN OO BEKT
B rpade ObnacTtb 3awmThl, koraa 3awmTa oT $GaoBbiX Yrpo3 BKIIOUEHa.

Ecnn nepexntouatens B aTol rpade BoikntoueH, Kaspersky Endpoint Security He npoBepsieT COOTBETCTBYOLLMIA
061bekT B rpade ObnacTb 3awuThl, koraa 3almTa oT GalinoBbiX Yrpos BKIoYeHa.

HononHnTtenbHo

3HaueHue B aToi rpacde nokasbiBaeT, nposepseT nn Kaspersky Endpoint Security nanku, BnoxeHHble B
COOTBETCTBYIOLLMI OOBEKT.

B 6noke Ecnu o6Hapy>keH BpeAoHOCHbIN 06bEKT Bbl MOXeTe BbibpaTh AeiicTaue, koTopoe Kaspersky Endpoint
Security BbINOMHUT NMpy 06HaPYXeHWN BPeAOHOCHOrO 06 BbEeKTa.

3BanpawmuBaTtb gelicTeue

Kaspersky Endpoint Security BbIBOOMT Ha 9KpaH OKHO YBEAOMIIEHWS C MHdOPMaLER O TOM, KaK/M BPEAOHOCHbBIM
obbekToM 3apaxeH dalin, 1 npennaraeT BoIbpaTh, kakoe aelicTne BuinonHUT Kaspersky Endpoint Security. B
3aBMCUMOCTW OT CTaTyca 06beKTa AeCTBUS MOTyT OT/INYaTLCS.

OTOT BapuaHT BbibpaH Mo yMOUYaHuto.
JleunTb. Yoanartb, ecnu neyeHne HEBO3MOXXHO

Kaspersky Endpoint Security 6nokmpyeT 4OCTYn K 3apaxeHHOMY daiiny 1 NbiITaeTCs ero NeUnTb, He 3anpaLlnBas
NMOATBEPXAEHNS MONb30BaTENS.

Ecnun daiin BeineueH, Kaspersky Endpoint Security BoccTaHaBnMBaeT ero B ICXOOAHOM MECTE MOA, UCXOAHBIM
nmeHem. Ecnn BeineunTb 3apaxkerHblii daiin He yoaeTcs, Kaspersky Endpoint Security yoanseT 3apaxeHHbili daiin.

JleunTb. BnokupoBaTtb, ecnu neyeHne HEBO3MOXXHO

Kaspersky Endpoint Security 6nokmpyeT 4OCTY K 3apaxeHHOMY daiiny 1 NbiITaeTcs ero Ne4UnTb, He 3anpallnBas
NMOATBEPXOEHVS MONb30BaTENS.

Ecnun daiin BbineueH, Kaspersky Endpoint Security BoccTaHaBnMBaeT ero B ICXOLAHOM MECTE MOA, UCXOAHBIM
nmeHeM. Ecnv BbineunTb 3apaxerHblli daiin He ynaeTcs, Kaspersky Endpoint Security ocTasngeT ero
3ab10KNPOBaHHBIM B ICXOOHOM MECTe.

B 6noke OnTmMmnsaums Bbl MOXeTe HaCTPOWNTb NPON3BOONTENIbHOCTb MPOBEPKU 1 BbI6paTb TEXHOJIOT IO MPOBEPKN.

MpoBepsATb TONbKO HOBbIE N U3MEHEHHbIE dalinbl
dnaxoK BKtoUaeT/BbIkoYaeT NPOBEPKY ToNbko Tex dalinos, koTopble Kaspersky Endpoint Security pacnosHaeT
Kak HOBbIE WS U3MEHEHHbIE C MOMEHTa NOCNeHEN NPOBEPKN.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security nposepsieT Tonbko daiinbl, IpraHaHHbIE HOBBIMI U
N3MEHEHHBIMI C MOMEHTa NMOCneAHen MpoBEPKU.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nposepsieT Bce dalinbi.
OT0T dnaxoK ycTaHOBMEH MO YMONYaHIO.

MponyckaTb NpoBepKy CUCTEMHOrO TOMa KTOJNbKO A/l YTEHUS»
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®naxoK BKtoYaeT/BbIKOYaeT NPOBEPKY CUCTEMHOIO TOMa "TOSMbKO OJ19 UTEHUNS".

Ecnu ¢naxok yctaHosneH, Kaspersky Endpoint Security nponyckaeT npoBepky cMCTEMHOro ToMa “TOMbKO AJ1s
yTeHns". Bpems BbINONHEHVS MPOBEPKM 3HAUMNTENBHO YMEHBLLIAETCS.

Ecnn dpnaxok cHaT, Kaspersky Endpoint Security npoBepsieT CUCTEMHbIV TOM "TOJIbKO ANS YUTEHNS".

OTOT PraxKok yCTaHOBEH MO YMONYaHMIO.
Ncnonb3sosaTtb TexHonoruio iSwift

®dnaxok BK/oYaeT/BbIK/IIOYAET MCMONb30BaHNe TexHonornm iSwift npu BeinonHeH nposepki. TexHonorus iSwift
nossongeT Kaspersky Endpoint Security ncnonbsosatb crieumanbHbi anropuTM L1 UCKOUEHNS! HEKOTOPbIX
O0OBEKTOB 13 MPOBEPKU. DTO MOMOraeT YBENNYNTb CKOPOCTb MPOBEPKM.

Ecnn dnaxok yctaHoneH, Kaspersky Endpoint Security ncnonbsyet iSwift Bo Bpems npoBepkiu.
Ecnm dnaxok cHaT, Kaspersky Endpoint Security He ncnonbsyeT iSwift Bo Bpems npoBepku.

OTOT PnaxoK yCTaHOBMEH MO YMONYaHWIO.

B 6noke Tunbl ¢paiino. Bbl MOxXeTe BbibpaTh daiinbl, koTopble Kaspersky Endpoint Security nposepsieT, koraa
3aLwwmTa oT PainoBbIxX yrpo3 BKIOUEHaA.

MpoBepaTtb Bce dalinbl

Kaspersky Endpoint Security npoBepsieT Bce 3anyckaemble, OTKpPbIBAEMbIE 11 COXPaHsIeMble 06BbEKTbI GalinoBol
CUCTEMBI.

MpoBepsTb Nporpammbl M AOKYMEHTbI MO COAEP>KUMOMY
Kaspersky Endpoint Security npoBepsieT Tonbko 3apaxaemble dalinbl Ha OCHOBaHUM CopepXKMmoro daiina.
MpoBepsTb Nporpammbl ¥ AOKYMEHTbI MO PacLUMpPEHWIO

Kaspersky Endpoint Security npoBepsieT Tonbko 3apaxxaemble dalinbl Ha OCHOBaHUN pacluMpeHns daiina.

MNepeueHb paclumnpermnin onpeneneH "labopaTtopuein Kacnepckoro' n anseTtcs yacTtoio 6a3 Kaspersky Endpoint
Security.

Kaspersky Endpoint Security Bcerna nposepsieT daiinbl 6e3 paclumpeHus.

B 6noke CocTaBHble ¢aiinbl Bbl MOXeETe BbibpaTb TUMbl cOCTaBHbIX $aiinos, koTopble Kaspersky Endpoint Security
npoBepseT, koraa 3awmTa oT dalinoBbiX Yrpo3 BKoYeHa.

MpoBepsATb apxmBbl

®dnaxok BKIoYaeT/BbIKIIOUYaET NPOBEPKY apxMBOB. [TepeyeHb paclumpeHnii BkntoveH B cnpasky Kaspersky Endpoint
Security.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security nposepsieT apxusebl.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security mponyckaeT apxuBbl npyi MpoBepKe.
I'Iposepsm: MHCTaNNgAUuMOHHbIe NaKeTbl

OT0T draxok BktovaeT/BbIKIOYaeT MPOBEPKY MHCTaNNALMOHHbBIX MaKeToB.

Ecnn dnaxok yctaHosreH, Kaspersky Endpoint Security mposepseT nHCTannsLmMoHHble NakeTbl.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nponyckaeT MHCTannsuMOHHbIE NakeTbl MPY MPOBEPKE.
Mpoeepatb BnoxeHHble OLE-06bekTbl

Ddnaxok BKIoYaeT/BbIKIIIOUYAET MPOBEPKY BIIOXKEHHBIX B Palifibl 06bekToB (Hanpumep, Excel-Tabnuupl, Makpochi,
BIIOXEHWS B COOBLLEHNSIX SNEKTPOHHON NOYThI).

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security nposepseT BnoxeHHble OLE-06bekTbl.

Ecnn dnaxok cHat, Kaspersky Endpoint Security nponyckaeT BnoxeHHble OLE-06beKkTbl My NPOBEPKE.
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He pacnakoBbiBaTb, ecnv apxus 6onbLue <3HavyeHne> Mb

OT0T drnaxok BKtoYaeT/BbIK/IOYaeT OrpaHYeHe pasMepa NpoBePsSIEMbIX apPXMBOB.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security nponyckaeT npu npoBepke apxuBbl, pa3mep KOTOPbIX
MpeBbILLaeT yka3aHHOE 3HaueHMe.

Ecnun ¢naxok cHat, Kaspersky Endpoint Security pacnakoBblBaeT 1 NpoBepsieT apxvBbl HE3aBUCKMO OT X pasMepa.

DdnaxoK fOCTyMNeH, ecnn ycTaHoBeH dpriaxok MNpoBepsaTb apXxmBb.
OTnoXmTb pacnakoBbIBaHUe, ecnv apxus 6onblue <3HaveHne> Mb

MapameTp NO3BONSET OrPaHNYMTL Pa3Mep NPOBEPSEMbIX aPXVBOB.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security nposepsieT Bce apxvBbl, pa3mep KOTOPbIX NpeBbILaeT
yCTaHOBNEHHOE 3HaYeHe, HO C Bosniee HU3KMM MPUOPUTETOM Yepesd ABE MUHYTbl MOC/e OBHaPY>XEHUS Takoro
apxvBa.

Ecnun dnaxok cHaT, Kaspersky Endpoint Security npoBepsieT Bce apxvBbl BHE 3aBUCUMOCTY OT NMPUIOPUTETA.

dnaxok AOCTYMNeH, ecnn yCTaHoBNEH Grnaxok [NpoBepsaTb apXmBbl.
MpuHyanTenbHo

Ecnm nepexniouaTens MpuHyanTenbHo BktoyeH, Kaspersky Endpoint Security sanpeluaet nameHeHne 3HayeHWin B
napamMeTpax 3afay, napameTpax NPUNOXEHNS, B MONUTUKAX BAOXEHHBIX rPYnn 1 nogYnHeHHbIx CepBepos
aaMVHUCTPUPOBAHMS.

Ecnn nepexntoyatens MNpuHyanTensHo BoikntoueH, Kaspersky Endpoint Security paspeluaeT nsmeHeHne sHaueHul
B MapameTpax 3a4ay, napamMmeTpax NpUioXeHus, B MONTUKaX BAOXEHHbIX MRy 1 nogYHeHHbix CepBepos
aOMVHUCTPUPOBaHMS.

[Nunanor JobasneHmne obbekTa B 06nacTb 3alMThI

Mone BBopa MMeHn NMM6G0 Mackm umeHu daiina unu nankm
MyTb K paiiny, nanke nnv Mmacka MmeHn daina nnm nanku.
O6bekT aBnseTcs nankoi

®nadxok BKJ'I}O‘-IaeT/BbIKJ'IIO"IaeT NPOBEPKY ob6bekTa Kak narnku.

Ecnn ¢dnaxok ycTaHosneH, Kaspersky Endpoint Security npoBepseT o6bekT, KOTopbIl Bbl Ykasanu B nosne YKaxure
Mg 6o macky umeHu daiina unv nankuy, Kak narky.

Ecnn dpnaxok cHaT, Kaspersky Endpoint Security npoBepsieT 06bekT, KOTOpEI Bbl yka3anu B none YkaxuTe ums
nn6o macky nmeHu daiina unm nankwu, kak darin.

OT0T hraxoK yCTaHOBMEH MO YMONYaHHIO.
BkntounTb BNOXEHHbIE Nanku

draxok BKYaeT/BbIKIIIOUYaeT NPOBEPKY Manok, BIOXEHHbIX B Marky, ykaszaHHyto B none Ykaxunte nmsa nuéo macky
vmeHn dalina unm nanku.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security nposepsieT BloXeHHble Nanku Npu Novcke BPeLOHOCHOro
Mno.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security nposepsieT Tonbko daiinbl B nanke, ykazaHHoOW B none Ykaxurte
ums 6o macky umenu ¢paiina nnuv nanku.

OT0T drnaxoK ycTaHOBMEH MO YMONYaHHIO.
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OkHO 3awmTa oT Beb-yrpos

3awwuTa ot Be6-yrpo3

Mepeknovatens 3awmTa oT Be6-yrpos Bk/loyYaeT/BblktovaeT 3almTy oT Beb-yrpos.

Ecnn nepexntovaTtens 3awmTa oT Be6-yrpo3 BktoueH, 3aluyta oT Be6-yrpo3 NpoBepsieT AaHHbIe, MOyYeHHble
BaLLVIM KOMMbIOTEPOM WU OTMPaBieHHble ¢ Hero no npoTtokonam HTTP n HTTPS uepes Be6-6pay3sepbl Safari,
Google Chrome u Firefox.

Ecrnn nepekn4aTesib 33LIJ,I/ITa oT Be6-yrp03 BbIK/IFOYEH, faHHble, MOCTYyNnatoLlne Ha Ball KOMMbOTEP U
OTMNPaBNAIOLMECS C HETO Yepes Be6-6pay3epsbl, He MPOBEPSOTCS.

OT0T nepexkn4yaTesib BK/K0YEeH Mo yMOon4aHuio.

B 6rnoke Ecnu o6Hapy<eH BpeAOHOCHBI 06BbEKT Bbl MOXeTe BblbpaThb AelicTame, koTopoe Kaspersky Endpoint
Security BbINOMHNT Npy 0BHaPY>XeHUM BPeAOHOCHOro 0b6beKTa.

3BanpawmuBaTb gelicteue

Kaspersky Endpoint Security BeIBOOUT Ha 9KpaH OKHO YBELOMEHUs C MHbOopMaLmel O TOM, Kakoi BpeOoHOCHOM
nporpamMmMoii 3apaxxeH ob6bekT Beb-Tpaduika, 1 NpennaraeT BbibpaTb, kakoe fecteue Kaspersky Endpoint Security
BbIMNOSIHAT Haf 3TUM 06bekToM. B 3aBUCMMOCTY OT cTaTyca obbekTa OeNCTBMS MOTYT OT/INYaThCS.

OTOT BapuaHT AeNCTBIS NCMONb3YETCH MO YMOMYaHWIO.
BnoknpoBaTb aBTOMaTUYECKU
Kaspersky Endpoint Security aBTomaTyeckn 6rnoknpyeT 4OCTYN K onacHbIM o6bekTam Beb-Tpaduka.

B 6noke ,D,OBepeHHbIe Be6-a.u,peca Bbl MOXeTe CO3a0aTb W NSMEHUTb CrNMNCOK OOBEPEHHbIX Be6—a,u,pecos n
BK/IIOYNTb NN BbIKITIOYNTb NPOBEPKY Tpad)I/IKa, nocTtynatowero C Be6—a,u,pecos N3 3TOro Ccrnmcka.

He npoBepsaTb Be6-Tpaduk ¢ AoBepeHHbIX BE6-aapecos

dnaxok BKIYaeT/BbIKIlOUaeT NPOBePKY Be6-Tpaduka C LOBEPEHHbIX BEO-aapeCcos.
Ecnun ¢naxok yctaHosneH, Kaspersky Endpoint Security He nposepsieT Beb-Tpaduk ¢ LOBEPEHHbIX aApeCcoB.
Ecnun ¢naxok cHat, Kaspersky Endpoint Security nposepsieT Beb-Tpaduk ¢ LoBEPEHHbIX aapecoB.

OTOT dnaXoK No YMONYaHMo CHAT.
Cnucok Beb-agpecoB

Cnmcok COAEPXUT OOBEPEHHbIE Be6-a,u,peca.

Bbl MoxeTe cHATb dnaxok psaom ¢ Beb-agpecom B crivicke. Ecnm ¢naxok cHaT, 3awmTta oT Be6-yrpos nposepseT
Beb-Tpaduk ¢ aToro Beb-agpeca.

Cnncok fLocTyneH, ecny ycTaHoBneH dnaxok He npoeepsTb Be6-Tpaduk ¢ foBepeHHbIX Be6-agpecos.
Ho6aenTb

Mpwy HaxaTun Ha KHOMKY OTKPLIBAETCS ANaIOrOBOE OKHO, B KOTOROM Bbl MOXETe BBECTW Beb-agpec wuiv macky Beb-
anpeca ana no6aBneHs B CCOK AOBEREHHbIX Be6-aapecos.

Ypanutb

Mpwr HaxaTnn Ha KHOMKY BbibpaHHbI BeG-appec nnv Macka Beb-appeca yoanseTcs 13 crvcka LOBEePeHHbIX Be6-
appecos.

KHonka OOCTYMHa, ecnu Bbl6paH Be6—a,u,pec nnn macka Be6—ap.peca B CNrCKe 0OBEPEHHbIX Be6—a,u.pecos.
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Be6-agpec
B aToli rpade oTobpaxatoTcs foBepeHHble Beb-agpeca.
Cratyc

Ecnn nepexntoyatens B aToli rpade BktoyeH, Kaspersky Endpoint Security He npoBepsieT cooTBeTCTBYOLWNI
obbekT B rpacde Beb-appec, korga 3awmta oT Be6-yrpos BktoueHa 1 ycTaHoBNeH dnaxok He npoeepsiTe Be6-
Tpaduk c poBepeHHbIX Be6-agpecos.

Ecnun nepexniovuaTesns B aToli rpade BoikntoueH, Kaspersky Endpoint Security nposepseT cooTBeTcTByOLLMIA
06bekT B rpade Beb-appec, korga 3awmta ot Be6-yrpos BktoueHa 1 ycTaHoBneH ¢naxok He npoeepsiTs Be6-
TpaduK ¢ [oBepeHHbIX BE6-appecos.

MpuHypuTenbHo

Ecnn nepexnioyatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHvie 3HaueHniA B
napameTpax 3ajay, napameTpax MNPUIOXKEHVS, B MOIUTUKaX BNOXEHHbIX FPpynn 1 nogunHeHHbIx CepBepoB
aOMUHUCTPUPOBAHMSI.

Ecnun nepekniovatens MpuHyanTenbHo BoikntoueH, Kaspersky Endpoint Security paspeluaeT nameHeHne aHaueHuii
B MapameTpax 3agjay, napameTpax NpuioXeHUs, B MONTIKAX BIOXEHHbIX Fpynn 1 noguHeHHbix CepsepoB
aaMUHUCTPUPOBAHMS.

Hwnanor [lo6aBneHne Beb-agpeca

Mone BBOpa Be6-appeca
Beb-appec nnv macka Beb-afpeca, KOTopbili He MpoBepsieTcs 3alumTol oT Be6-yrpos.

B 6rnoke CtaTyc Bbl MOXeTe BbibpaTh, OyneT nu Kaspersky Endpoint Security nposepsTb Tpaduk ¢ sToro Be6-
appeca Unm rpynbl Be6-agpecos.

BbiknounTtb

Beb6-appec vnu rpynna Be6-aapecos nobaenstoTcs B crnncok [loBepeHHble Be6-aapeca, Ho Kaspersky Endpoint
Security npoBepsieT NOCTynaroLWWi C HEro/HKX Tpaduk.

BkniounTtb

Beb-appec vnu rpynna Be6-agpecos nobaensitoTcs B crniicok [loBepeHHble Beb-appeca n Kaspersky Endpoint
Security He NpoBepsieT NOCTYMNAOLLMIA C HEro/HNX TPabuK.

OkHO 3aluuTa OT CETEBbIX YIPO3

3BawwmTa oT ceTeBbIX Yrpos3

MNepeknoyaTens 3awmTa OoT CeTEBbIX YIPO3 BKIIOYAET/BbIKIIOYaET 3alLmTy OT CETEBbIX YTPO3.

Ecnn nepexntoyatens 3awmTa oT ceTeBbIX Yrpo3 BktoveH, Kaspersky Endpoint Security 3awmiaeT yoaneHHbIn
KOMMbIOTEP OT CEeTEBbIX aTak.

Ecnun nepekniovaTtens 3awmTa oT ceTeBbix Yrpo3 BbikntoyeH, Kaspersky Endpoint Security He sawmwaeT
yOaneHHbIli KOMMbIOTEP OT CETEBbIX aTak.

oToT nepexkn4yaTesib BK/KOYEeH Mo yMON4YaHuIo.
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B 6roke NapameTpbl 3almTbl OT CETEBbIX YrPO3 Bbl MOXETE N3MEHUTb MEPUOL, BPEMEHN, Ha KOTopbI Kaspersky
Endpoint Security 6noknpyeT aTakytoLLe KOMMbIOTEPDI.

SHOKVIpOBaTb aTaKywume KoMmnbiloTepbl Ha <3Ha4YeHne> MUH

dnaxok BkoUaeT/BbiklouaeT LoBaBneHne aTakyoLwmx KOMMbIOTEPOB B CAMCOK 3ab10KMPOBaHHbLIX KOMMbIOTEPOB
Ha yKa3aHHbI Nepuos BPEMEH.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security no6asnseT aTtakytoLme KOMMboTePbl B CANCOK
3a6110KNPOBaHHbIX KOMMBIOTEPOB Ha YKa3aHHbI NepuoL, BPEMEHMW.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security He 6rokunpyeT aTakytoLLe KOMMbIOTEpPbI.
OTOT Pnaxkok yCTaHOBMIEH MO YMONYaHMIO.

Mo ymonyaHuio aTakytoLme KOMMbloTepPbl 610KMpYoTCs Ha 60 MUHYT.

B 6noke UckntoueHns Bbl MOXeTe co3aaThb UM U3MEHUTb CNCOK IP-aapecoB yaaneHHbIX KOMMbIOTEPOB, CETEBYIO
akTMBHOCTb KoTOopbIx Kaspersky Endpoint Security He GnokupyeT Hukoraa.

Cnucok IP-agpecos

Copepxut IP-apgpeca ynaneHHbIX KOMMbIOTEPOB, CETEBYIO akTUBHOCTb KOTOPbIX Kaspersky Endpoint Security He
BnoKMpyeT HUKOraa.

Ho6aBntb

ﬂpm HaXXaTum Ha KHOMKY OTKPbIBEAETCH ANaioroBoe OKHO, B KOTOPOM Bbl MOXETE BBECTM IP-appec yoaneHHoro
KomMmnbroTepa.

Ypanutb

Mpwy HaxaTyn Ha KHOMKY BbibpaHHbIl IP-agpec yonanseTcs ns cnvcka IP-agpecos.

KHonka pocTynHa, ecnv BeibpaH IP-apgpec yaaneHHoro koMmnbtioTepa B crnivicke |P-agpecos.
MpuHyauTenbHo

Ecnn nepexntovatens MNpuHyanTenbHo BktoueH, Kaspersky Endpoint Security 3anpeliaeT nsmeHeHne sHaueHul B
napameTpax 3afjay, napameTpax MNPUIOXEHNS, B MONUTUKaX BNOXEHHbIX FPpynn 1 nogunHeHHbIx CepBepoB
aaMUHUCTPUPOBaHMS.

Ecnn nepexnioyatens MNpuHyanTenbHo BeikntoveH, Kaspersky Endpoint Security paspeluaeT nameHeHne aHayeHmn
B MapameTpax 3agjay, napamMmeTpax NpuioXeHUs, B MOANTIKAX BIOXEHHbIX FPynn 1 nogurHeHHbx CepBepoB
aAMUHUCTPUPOBAHMS.

[nanor JobasneHne ncknoyeHns

Mone BBopa IP-agpeca

IP-appec yoaneHHoro komnbtoTepa.
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Paspen [NpoaBnHyTas 3awmTta

B 6noke MapameTpbl KSN Bbl MOXeTe HacTpouTb NapameTpbl ncnonb3oBaHus Kaspersky Security Network.

Kaspersky Security Network
MNepekntoyvaTtens VMicnonb3osaHue Kaspersky Security Network BknioyaeT/BbikntovaeT yyacture B Kaspersky
Security Network.

Ecnn nepexntoyatens cnonb3osaHue Kaspersky Security Network BkntoueH, KnneHTckre KOMMbIoTEpPbI, K
KOTOPbIM MPUMEHSETCS NMONNTIIKA, NPUHUMAaLOT yyacTue B Kaspersky Security Network.

Ecnun nepexniovatens Vicnonb3oeaHne Kaspersky Security Network BbikntoueH, kneHTckmne KoMmbloTepsl, K
KOTOPbIM MPUMEHSETCS NONNTIKA, He NpuHUMatoT yuacTue B Kaspersky Security Network.

OTOT nepeknoyaTesib BbIKOYEH MO YMOMYaHUIO.
PaclumpeHHsiii pexxum pabotel KSN

MNepeknovaTtens PacwumpeHrHbiin pexxum paboTtbl KSN BktouaeT/BhIktouaeT oTnpasky LOMOMHNTENbHBIX AaHHBIX C
yAaneHHoro komnbtoTepa B "JlabopaTopumio Kacnepckoro'. 9T faHHbIe HyXXHbl 41 Yy YLLEHNS 3aLUWThl KITMEHTCKNX
KoMMbloTepoB 1 paboTsl Kaspersky Endpoint Security.

Ecnun nepexniovatens PaclumperHbiii pexxum paboTbl KSN BkloUeH, C KNMMEHTCKNX KOMMBIOTEPOB, K KOTOPLIM
npumMmeHsieTcs nonnTuka, B Kaspersky Security Network otnpasnsitoTcs 1 faHHble, KOTopble HyXHbl A paboThl
Cny>6 0BHapy>XeHWs, 1 LOMOMHUTENbHbIE AaHHbIE.

Ecnn nepexnioyatens PaclumpeHrHbiii pexxum paboTbl KSN Bbik/loueH, C KMEHTCKMX KOMMbIOTEPOB, K KOTOPLIM
npvmMeHsieTcs nonuTuka, B Kaspersky Security Network oTrnpaBnstoTcs Tonbko faHHbIE, KOTOPbIE HY>KHbI Ans paboThl
cny>6 obHapy>eHns. [JononHTeNbHbIE fJaHHbIE HE OTNPaBSIOTCS.

MNepekntovatens PaclumpeHHsIi pexxum paboTtbl KSN BhiktoueH no yMonyaHmio.

MNepeknioyaTtenb BkloYaeTCs aBToMaTUYeCKU, ECNN Bbl BKOUaeTe nepeknovatens MicnonbsosaHue Kaspersky
Security Network, HO Bbl MOXeTe ero BbIK/IHOUNTb.

LaHHble, npegocTaBnsemble B "JlabopaTtoputo Kacnepckoro” npu ucnonbsosaHum Kaspersky Security Network
B rno6anbHom KSN
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Ecnn nepexntovatens McnonbaosaHue Kaspersky Security Network BkntoueH, a nepekntovatesns PaclumpeHHbIin
pexum paboTbl KSN BhikntoueH, Kaspersky Endpoint Security otnpasngeT B "JlabopaToputo Kacnepckoro”
crnenytoLme gaHHble:

* Hdopmaums 06 NCronb3yemMon NMUEH3NU: TUM JINLLEH3WN 1 CPOK €€ OeCTBIS, KOIMYECTBO AHEN A0 UCTEYEHNS
Ccpoka LeNCTBUS NNLEH3UN, MOEHTUMKATOP NapTHEPa, Y KOTOPOro NprobpeTeHa NULEH3Ns, naeHTudrkaTop
PEervoHanbHOro LeHTpa akT1BaLuum, KOHTPOSIbHas CyMMa KOLa akTUBaLLMW, XeLl-CyMMa Tena TUkeTa,
paccunTaHHas rno anroputMy SHAI, gaTta 1 Bpems Co3gaHns NMULLEH3NOHHOMO TVKeTa, UAeHTUG1KaTop
nHdOpPMAaLIN O NNLEH3U, MOEHTUDUKATOP NMLEH3NOHHOTO TVKETA, AEHTUPUKATOP NOCNEA0BATENBHOCTH
NNLLEH3NOHHOTO TUKETa, YHUKaNbHbI NAeHTUdUKATOP KOMMbloTEpa Nosib30BaTeNs, fAaTa Hayana i OKOHYaHUS
nepuona BannaHOCTW IMLEH3NOHHOIO TUKETA, TEKYLLLEE COCTOSHME NNLEH3NOHHOIO TVKETA, BEPCUS 3arosioBka
TVIKETa, BePCUs NMLEH3UN, naeHTUdUKaTop cepTudurkaTa Noanmcy 3aronoBka TUKeTa, KOHTPObHas CyMMa
dalina knoya, cepuiiHbii HoMep NOAMMCYMKa 3arofIoBKa TUKETa, TOKEH aBTOPU3aLIN.

* [lonHag Bepcus yctaHosneHHoro [10;
TUn ycTaHosneHHoro NO; noeHtndurkaTop obHoBneHus MNO; ngeHTudbMKaTop Cry>X6bl penyTauum;
noeHTudrKaTOp THNa NPOTOKONa; MAEHTUPUKATOP PErnoHanbHOro LEeHTpa akTUBaLmmn; BepCrs Cnmcka
OTO3BaHHbIX 3aksloueHnin cnyx6bl [10; noeHTndMKaTOop cpaboTaBsLUeli 3an1cK B aHTVBUPYCHbIX 6asax M10;
BpPeMeHHas MeTka cpaboTaBLueit 3anncu B aHTUBMPYCHbIX 6asax [10; Tvn cpaboTasLueii 3anmncu B aHTUBUPYCHbIX
6a3zax [10; yHukanbHbIl noeHTudrkaTop ycTtaHoBky 10O Ha koMMbloTepe; AaTa akTMBaLuv NULLEH3WU; faTa
OKOHYaHWNs cpoka AeNCTBUS MMLEH3UW; NOSHTUPMKATOP NNLEH3NN; CTaTyC NNLEH3MK, MO KOTOPOI NCMOMb3YyeTCs
MO; TN KOHTPONBHOM CyMMbI 06pabaTbiBaeMOro o6beKTa; Ha3BaHVe 06HaPYXEHHOW BPEAOHOCHOM NporpamMmbi
VN NeranbHoM MporpamMMbl, KOTopast MOXeT OblTb MCMONb30BaHa AJ1s HaHeCeHUs Bpeda YCTPOMCTBY WU AaHHbIM
nonb3oBaTens; KOHTPOmNbHas CyMMa obpabaTbiBaeMoro 06bekTa; KOHTPOsbHas CymMma koga akTusaumm M10;
nonHas Bepcus NO; yHnKanbHbI naoeHTudrKaTop yecTpolicTsa; naeHTudrkaTop NO; koHTponbHas cymma dalina
Knto4va, KoTopbiM akTrBupoBaHo 10; noeHTUPUKaTop MHPOPMALMOHHOM MOAENN, MPUMEHEHHON NpW
npenocTaBneHny niLeHsnn Ha ncnonbsosarve O; noeHTudrkaTop cepTrdrKaTa, KOTOPLIM NOANMCaH
3aronoBoK 1LeH3noHHoro TukeTa MO; gata 1 Bpems Co3aaHns MMLEH3MOHHOrO TukeTa 1O; KOHTPObHas CymMma
nnueHsnorHoro TukeTa NO; Bepcus nuueHsnoHHoro TukeTa NO; Bepcus kopa akTmsauumm NO; dopmaT gaHHbIX B
3anpoce Kk nHdpacTpykType NpaBoobnagatens; uoeHTudUKaTop TUKeTa TekyLel TMUEH3NN; NOeHTUPUKaTop
komnoHeHTa O; peaynbTaT AelicTBIIA, BbiNonHeHHbIX 10; kon, owmnbku; agpec Beb-cny6bl, Ha KOTopbIl
ocylecTBnsanock obpabaThiBaemoe obpalleHre (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOUHMKA 3anpoca
k Beb-cny>xbe (referrer); nybnnuHbIin kntoy cepTudurkaTa; oTneuaTok LMPpoBoro cepTnudukaTa npoBepsemMmoro
06beKTa 1 anropuTM XeLLVPOBaHKS.

Ecnn nepexntouyatenn Micnonb3oBaHue Kaspersky Security Network 1 PaclumpeHHbliii pexxum pa6oTtsl KSN
BkoueHbl, Kaspersky Endpoint Security otnpasnseT B "JlabopaTtopuio Kacnepckoro” cnenytoLime aaHHble:

* IHdopmaLums o BepCcUsix yCTAaHOBNEHHOW Ha KOMMbIOTepPe onepaunoHHol cucTeMbl (OC) 1 yCTaHOBMNEHHbIX
nakeToB OBHOBNEHUI, BEPCUS 1 KOHTPOsbHbIE cyMMbl (MD5, SHA2-256, SHAT) daiina sapa OC, napameTpsbl
pexuma paboTtbl OC; Bepcua OC, Homep cbopkun OC, Homep obHosneHns OC, pepakumns OC, paclunpeHHast
nHdopmaums o pepakumm OC; Bepcus naketa obHosneHns OC; naTa 1 Bpems 3anycka OC; Bpems 3a0epKKu
06paboTku cobbiTus 0 coBepLueHnn aericTens B OC B nopcrcTemMe NoBeAeHYeCcKoro aHannaa; KonmyecTsBo
3afepXaHHbIX COBbITUI TeKyLero Tuna, coBepLleHHbix B OC; Bpems 3aaepk 06paboTkm cobbIThs O
coBepLeHnn feinctsemg B OC B nogcncTeMe NpoakTUBHOW 3aLLMThI; KOIMYECTBO 0B6paboTaHHbIX COBbITUN,
coBepLueHHbIx B OC; konmuecTBo 06paboTaHHbIX CUHXPOHHbIX COBbLITUI, coBepLueHHbIx B OC; cymmapHas
3apep>kka BCex CobbITUIA TeKyLLero Tuna, coBeplueHHbix B OC; BpeMs 3anepxkn o6paboTku cobbiTus o
coBepLueHnn fecteumg B OC B noacncteMe NoCTOSHHOIO XPaHeHst COBbITUIA; CyMMapHas 3afepyka BCex
cobbITuiA, coBepLUeHHbIX B OC; KONMMYECTBO OXMAAIOLLMX CUHXPOHHBIX COBBITUI, coBepLUeHHbix B OC; naTa 1
BPEMSs Mony4YeHnst cobbiTrs o coBeplueHunn aelicTtans 8 OC.

* VIHdopmauumsa o nocnenHein HeycrellHol nepesarpy3ske OC: KONMUYeCTBO HEeYCMELLHbIX Nepesarpy3ok.
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* Hdopmaums 06 yctaHosneHHoM 10 MNpaBoobnagaTens n COCTOSHMN aHTUBMPYCHOW 3aLLMTbl KOMMbIOTEPA:

noeHTudmrkatop yctaHosku 10O (PCID); Bepcus 3anncu B 6a3e faHHbix [10; yHUKanbHbI naeHTudukaTop
YCTaHOBKM NPOrpamMmbl Ha KOMMbIOTEPE, TUM NPOrpamMMbl, UAEHTUGUKATOP THMNa NPOrpamMmbl, NOSIHAs BEPCUs
yCTaHOBMEHHOV NPorpamMmbl, MAEHTUPUKATOP BEPCUN HACTPOEK NMPOrpamMmMbl, UAEHTUPUKATOP TUMa
KOMMbtOTEpPa, YHVKanbHbIN NOEHTUPKKATOP KOMMbIOTEPA, Ha KOTOPOM YCTaHOBMIEHa MPOrpaMMa, yHUKambHbIN
noeHTudrKaTop Nonb3osaTens B cnyxbax [paBoobnagaTens, 93blk Tokanu 1 ee paboyee COCTOSIHME, BEPCUS
yCTaHOBMeHHbIX KoMnoHeHToB 10 1 nx pabovee cocTosHNE, BEPCUS MPOTOKOSA, KOTOPbIA MCMOMb3yeTCs s
nomkntoueHus K cnyx6am NpaBoobnagaTens; nonHas Bepcus yctaHosrneHHoro MO; Tun yctaHosnerHoro [10;
noeHtTndrkaTop obHoBneHns MNO; noeHTUdbMKaTOp CNy>X6bl penyTaunm; UAEHTUPUKATOP TUMNa NPOTOKONa;
NOEHTUMKATOP PErMoHanbHOrO LIEHTPa akTUBAaLIMK; BEPCUS CMIMCKa OTO3BaHHbIX 3aKodeHuii crnyx6ol MN0;
noeHTudrKaTop cpaboTasLLeli 3anncK B aHTUBKPYCHbIX 6a3ax NO; BpemeHHas MeTka cpaboTaBLueit 3an1cu B
aHTUBMPYCHbIX 6a3ax [10; Tvn cpaboTasLuelt 3anncu B aHTUBMUPYCHbIX 6asax [10; yHuKanbHbIn noeHTUdnkaTop
ycTaHoBkM 10 Ha KomMbloTepe; AaTa akTBaLMW TNLEH3UN; JaTa OKOHUYaHUS CpoKa AeNCTBUS NMNLEHSUN;
noeHTdrKaTop TULEH3MK; CTaTYC MNLEH3NN, MO KOTOPOM ncnonbayeTcs 10O; TUn KOHTPOMbHOW CyMMbl
obpabaTbiBaeMoro o6bekTa; HasBaHe 0BHaPY>KEHHOW BPeAOHOCHOM MPorpamMmMbl UK ieranbHOM MporpaMmel,
KOTopasi MoxeT OblTb MCMOMb30BaHa A1 HaHECEHNs Bpea YCTPOMCTBY UM AaHHbIM MOb30BaTenNs;
KOHTpObHas cyMmMa obpabaTbiBaeMoro o6bekTa; KOHTPObHas cymMMma koga aktusaumm MNO; nonHas sepcua MNO;
noeHtndvkaTop MNO; koHTponbHas cymma dalina koua, KoTopbiM akTrBMpoBaHo MO; noeHTdbrKaTOp
NHPOPMAaLIMOHHOM MOZEN, MPYMEHEHHO NPY NPEA0CTaBNEHUN NNLEH3UN Ha ncnonb3oBarue [0;
noeHTndrKkaTop cepTrndrKaTa, KOTOPLIM MOAMMCaH 3aroNnoBoK NMueH3noHHoro TrkeTa N0O; nata n Bpems
co3spaHns niueHsnoHHoro TukeTa NO; koHTponbHas cyMma nvueH3noHHoro TrkeTa M0; Bepcus NMLEH3NOHHOTO
TukeTa [MO; Bepcus koda akTusaumm [M0O; dopmaT AaHHbIX B 3anpoce K MHPpacTpykType [NpaBoobnagatens;
noeHTndbrKaTop TUKETa TEKYLLEN NMUeH3nn; naeHTndrkaTop koMmnoHeHTa O; pesynbTaT OeincTsuii,
BbINnonHeHHbIX [10; kog, owmbKy; appec Be6-CnyxObl, Ha KOTOPLIV OCYLLECTBNANOCH 0bpabaTbiBaEMOE
obpalLeHne (Beb-agpec, IP); Homep nopTa; Beb-agpec NCTOUHMKa 3anpoca K Beb-cnyxbe (referrer);
KOMMYECTBO LKIIOB OBHOBNEHNS 1 MPUMEHEHNS aHTUBMPYCHbIX 6a3; AaTa 1 BpeMs NocneaHero O6HOBNEHIS U
MpVMEHEeHNs aHTUBMPYCHbIX 6a3; aaTta 1 Bpems Bbinycka 6a3 IO; Bepcus komrnoHeHTa M10; noeHTndmkaTop
o6bHosnerws MNO; Tnn yctaHosneHHoro 10; gaTta 1 Bpems 3anycka KOMMNOHEHTa MOHUTOPWHI akTUBHOCTW; faTa U
Bpems ycTaHoBKM [10; BepOSTHOCTb OTNPaBKM CTaTUCTUKM KOMMIOHEHTOM MOHUTOPUHI @K TUBHOCTY; KOZ,
CcobbITNS, 0BpabaTbiBAEMOro KOMMNOHEHTOM MOHUTOPWHT aKTUBHOCTY AOJbLUE CTaHAAPTHOrO BPEMEHM
0bpaboTky; BpeMs 06paboTku cobbiTus B 6asax, 06paboTka KOTOPOro KOMIOHEHTOM MOHUTOPVHF aKTUBHOCTU
LMnach [osblie CTaHAaPTHOrO BPEMEHU; MakCUMaribHO LOMyCTMMOe BpemMst 06paboTku cobbiTug
KOMMOHEHTOM MOHUTOPWHI akTUBHOCTY; BPeMsi 06paboTkn cobbiTus, 06paboTka KOTOPOro KOMMOHEHTOM
MOHUWTOPWHI aKTUBHOCTW O/NNach Aoblle CTaHOAPTHOro BpeMeHu; obLLee KONmMYecTBO cobbITuii, 0bpaboTka
KOTOPbIX KOMMOHEHTOM MOHUTOPWHI aKTUBHOCTY ANMNAach AOSbLUe CTaHAAPTHOrO BPEMEHW.

[arHble 060 Bcex obpabaTtbiBaeMbix 06bekTax 1 felicTausx: 3akmouermre MO no obpabaTbiBaeMoMy O6beKTY;
Kop, kaTanora ¢ainos; pasmep obpabaTbiBaeMoro ob6bekTa; KOHTpobHas cymma (SHA256) obpabaTeiBaemoro
o6bekTa; Homep obHapy>eHHOro 1O B KOHTEKCTE KOMMOHEHTa MOHUTOPWHI aKTUBHOCTW; AaTa U BPeMs
0BHapyeHns CTOPOHHEro 1O KOMMOHEHTOM MOHUTOPVIHI @K TUBHOCTY; XapaKTEPUCTUKL OBHapPYKEHNS;
noeHTudrKaTop cpaboTasLLeli 3anncy B aHTUBUPYCHBIX 6a3ax O; npuyrHa obHapyxeHuns ctopoHHero 10
KOMMOHEHTOM MOHUTOPUHI aKTUBHOCTW; KOHTpOsbHas cymma (MD5) obpabaTbiBaeMoro o6bekTa; pesynstaT
MPOBEPKM MNOAMMCU MOLYSIS, LLeNOCTHOCTb KoToporo nposepseTcs NO; nms obpabaTbiBaeMoro o6bekTa; TUrM
cpaboTaBLueli 3an1cKy B aHTUBMPYCHbIX 6a3ax NO; nyTb kK 06pabaTbiBaeMOMy 06BEKTY; NMS IPOBEPSEMOrO
obbekTa; Aata u Bpems nposepkut; URL-agpec 1 Referrer, no koTopoMy oH Bbin 3arpy>keH; pasmep npoBepsieMblx
dainoB 1 NyTU K HAM; MPU3HaK HaXOXOEHWS B apx1Be; JaTa 1 Bpems cosaaHns aiina; Ms, pasmep U
KOHTpornbHble cyMmbl (MD5, SHA2-256) ynakosLumka (ecnv ¢paiin 6bin ynakosaH); aHTponus darina; Tvn daiina;
Kof Tuna dalina; NpuaHak ncrnonHsemoro darina, uoeHTUdUKaTop NCnonHgemoro daina n ¢opmat
ncronHsiemMmoro darina; KOHTposbHas cyMMa o6bekTa (MD5, SHA2-256); Tvn v 3HauYeHne LoNonHUTENbHO
KOHTPONBbHOM CyMMbl 06bekTa; faHHble o SLUI (cepTudukate) obbekTa: faHHble 06 n3paTene ceptudurkaTa,
KONMYeCTBO 3aMyckoB 06bekTa C MOMEHTa NocneaHel OTnpaBkn CTaTUCTUKK, NAEHTMKATOP 3aaaun
npoBepKM, crnocob nonyyeHns nHdopmaLm o penyTaumm obbekTa, 3HaveHne unbTpa target, TexHnyeckme
XapaKTePUCTUKIN MO MPUMEHSEMbIM TEXHOMOMMSIM OBHapPY>XeHNS; My Tb K 0bpabaTbiBaeMoMy 06bekTy; KoL,
kaTanora ¢daiinos.
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e [1ns ncnonHsembix $aiinos: aHTpon1s pasaenos daiina, NpuaHak NpoBepKn penyTaummn unv nognucu daiina,
Ha3BaHue, TUM, naeHTUdVKaTOpP TUNa, KOHTPOsNbHas cymmMa (MD5) 1 pa3mep NPUNOXEHNS, 3arpy>KeHHOro
npoBepseMbIM 06bEKTOM, MY Tb K MPUIIOXEHMIO 1 MYTU K LIabnoHaMm, Npu3HaK HaxoXAeHWs B CCKe aBTo3arnycka,
[aTa 3anucu, Crncok aTpubyToB, Ha3BaHMe ynakoBLLyKa, MHbopMaLmMs O LIMPPOBOIM MOANNCH MPUNOXEHNS:
napatenb cepTudukaTa, HasBaHe oTnpaensemMoro ¢arina B popmate MIME, naTta 1 Bpems cbopku darina.

* Hdopmaums o 3anyckaeMblx MporpamMmax 1 Nx MOLynsxX: KOHTPOSbHbIE CYMMbI 3arnyckaeMblx dalinos (MD5,
SHA2-256), paamep, aTprbyThbl, AaTa CO3AaHNS, M ynakoBLuuka (ecnuv daiin 6bin ynakosaH), MeHa daiinos,
JaHHble O 3anyLleHHbIX B CUCTeMe npoLeccax (naeHTrudukaTop npolecca B cucteme (PID), nms npouecca,
AaHHble 06 YUYEeTHOI 3an1cK, OT KOTOPOIA 3aMyLLLEH NPOLIECC, MPUNOXEHUM 1 KOMaHAe, 3arnyCTMBLUEN NpoLiecc,
MOMHbIV Ny Tb K Ppalinam npouecca n KOMaHAHas CTpoKa 3arnycka, OnMcaHme NPUNoXeHns, K KOTOPOMY OTHOCUTCS
npoLecc (HasBaHWe NPUNOXEHNS 1 faHHble 06 n3paTene), a Takxke AaHHble 06 NCnonb3yeMbix LdPOBbIX
ceptudukaTax n nHbopmMaLmng, HeOBXoaMMas 4S9 IPOBEPKM MOAMHHOCTY 3TUX CepTUdUKATOB, UK AaHHbIE 06
OTCYTCTBUM LM POoBOI noagnucu daiina), Takke nHbopmMaLms o 3arpy>kaemMbix B MPOLIECChl MOLYNSIX: X UMEHa,
pasmep, TUMbl, 4aTbl CO34aHNS, aTPUBYThl, KOHTPOsbHbIE cyMMbl (MD5, SHA2-256, SHAT), nyTu K HM,
nHdopmaLms saronoska PE-dalinos, nMeHa ynakoBLUMKOB (ecnu dalin 6bin ynakosaH), MHGopMaLms O Hanmuum u
BaNMAOHOCTU AaHHbIX 3TOV CTaTUCTUKY, MUAEHTUPUKATOP YCoBUS GOPMUPOBaHNS NepenaBaemMoli CTaTUCTUKN.

* B cnyuyae o6HapyxeHWs yrpo3sbl U Ys3BUMOCTH, LOMONHUTENBHO K MHPOpMaLmn 06 obHapy>XeHHOM o6bekTe
npepocTasnseTcs MHPopmaums o6 noeHTndrKaTope, BEPCUM 1 TUME 3animncu B aHTUBUPYCHbIX 6asax, HasBaHne
yrposbl cornacHo knaccudukaumm Npasoobnagatens, AaTta v BpeMs NocneaHero 06HOBNEHNS aHTUBUPYCHBbIX
6as3, nvg ncnonHsemoro dalina, koHTponbHas cymma (MD5) daiina npunoxerus, 3anpocusluero URL-agpec, B
KOTOPOM npounsoLLio obHapyxeHue, IP-agpec (IPv4 nnun IPvé) obHapyskeHHO yrpo3bl, naeHTudmnkaTop
yS13BUMOCTU U knacc ee onacHocTu, URL-anpec n Referrer cTpaHnubl 06HapyXeHNs yS93BUMOCTU.

e B Clny4yae O6HapY)KeHI/I9| noTeHumanbHO BPegOHOCHOIro obbekTa npenocTaBnNAaAeTCy |/|H¢op|v|au,|/|9 O OJaHHbIX B
namMmsaT NpoLeccoB.

* VIHpopmaLms o ceTeBoln aTake: IP-agpec aTakytoLLero KomnbloTepa 1 HOMep NnopTa KOMrbloTepa Nosb3oBaTens,
Ha KOTOpbIVi Oblna HanpaBneHa ceTeBas aTaka, MoeHTUdUKaTOpP NPOTOKOIA, MO KOTOPOMY BbINOSIHSANACh aTaka,
Ha3BaHue 1 T1M aTaku.

* /lHdopmaLms 0 ceTeBbIX COEANHEHNSIX: BEPCUS 1 KOHTPONbHble cyMmbl (MD5, SHA2-256, SHAT) daiina
npoLiecca, OTKPbIBLLIEro MNOPT, My Tb K paliny npouecca 1 ero LmdpoBas NOANMCh, OKanbHbIA 1 yoaneHHbIn [P-
afpeca, HoMepa NMoKanbHOro 1 YAANEHHOMO NMOPTOB COEANHEHWS, COCTOSIHUE COEANHEHWS, BPEMS OTKPbITIS
nopTa.

* URL nIP-agpec Beb-CcTpaHuLpl, Ha KOTOPOU Bbin 06HaPY>KeH BPELOHOCHbIN U MOAO3PUTESbHBIA KOHTEHT, UMS,
pa3mep 1 KOHTpOosbHas cymma daiina, 3anpocusLuero aaHHbli URL, noeHTrndrkaTop, BeC 1 cTeneHb
NPUMEHNMOCTH MPaBuna, Mo KOTOPOMY Bbin BIHECEH BEPAVIKT, LieSb aTaku.

* IHdopmaums 06 06HOBMEHNM YCTAHOBNEHHOW NMPOrpaMMbl I aHTUBMPYCHbBIX 6a3: CTaTyC 3aBepLUeHns 3aaaun
OBHOBEHWS, TUM OLLMBKN, KOTOPas MOorfia NPON30ATY NMPY OBHOBNEHNM, YACTO HEYCMELLHbIX 3aBEPLUEHNI
OBHOBMNEHWS, AEHTUUKATOP KOMMOHEHTA NPOrpaMMbl, KOTOPbIA BbIMOMHAET OOHOBEHNE.

* [Hdopmauma o6 ncnonbsoBaHun Kaspersky Security Network (nanee "KSN"): noeHtudmrkatop KSN,
noeHTndurkatop MO, nonHas Bepcua N0, obeannyeHHbIn IP-agpec ycTpolicTBa nonb3oBaTens, nokasaresnm
KadecTBa BbiNnonHeHns 3anpocos k KSN, nokasatenu kayectsa o6paboTku nakeTos AN KSN, nokasatenn
konuuecTBa 3anpocos B KSN 1 nHdopmaLums o Tunax sanpocos B KSN, gaTta 1 Bpems Hauana nepepaun
CTaTUCTUKM, AaTa 1 BPEMS OKOHYaHWS Nepeaayn cCTaTucTukm, MHGopmaLms 06 0OHOBNEHNSX KOHPUIypaLmm
KSN: naeHTndurkaTop akT1BHO KOHGUrypaLmm, MAEHTUPUKATOP NOMyUYEeHHOI KOHDUrypaLImi, KO, OLUIMOKN Npw
OBHOBEHW KOHPUrYypaLL.

* VIHpopmMaLms 0 COBBITHSIX B CUCTEMHBIX XXypHanax: BpemMs CobbITus, HasBaHMe XypHarna, B KOTOPOM OBHapyXeHO
cobbITVe, TUN 1 KaTEropusi COBLITUS, Ha3BaHNE NCTOYHVIKA COBBITUS 1 ero OnmncaHune.
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* IHdopmauma ons onpepenerns penytaumm paiinos, URL-agpecos n ceptudukaTos: URL-agpec, 4ns kKoToporo
3anpalunBaeTcs penyTauus n Referrer, Tvn npoTokona coeanHeHns, BHY TPEHHWIA naeHTUbUKaTop Trna
nporpamMmbl, HOMep MCMOb3yeMOoro NopTa, MAEHTUPUKATOP NONb30BaTeNs, KOHTPOSIbHAs CyMMa NpoBePsSIeMOoro
daiina (MD5), Tun o6Hapy>eHHO yrpo3sbl, nHbopMaLMs O 3anmcu, KoTopas bbina Mcrnosb3oBaHa ans
OBHapyxeH1s yrpo3bl (MaeHTUPUKaTOP 3anmncK B aHTUBUPYCHOM Base, BpemMs CO3AaHus 1 TUM 3anncu);
NyB6AnYHBIA KNtoy cepTudurkaTa; oTnevaTok udpoBoro cepTudukaTa npoBepseMoro obbekTa 1 anropuTm
XeLUNPOBaHWS.

* [laHHble 0 TeppuUTOpPUanbHOM PacnpPOCTPaHEHHOCTY NPOrpaMMbl: AaTa YCTaHOBKM 1 daTa akTuBaLmm
nporpamMmbl, UAeHTUdMKATOP NapTHEPA, NPeSOCTaBMBLLErO NINLEH3MIO AN aKTUBALMI NPOrpamMmbl,
noeHTUbrKaTOP NPOrpamMmbl, UOEHTUGUKATOP S3bIKOBOI JIOKaNM3aLmm NporpamMmMbl, CEPUHBIA HOMEP NNLLEH3NN,
Mo KOTOPOI MporpamMmMa akTUBMPOBaHa, npusHak yuyactus B KSN.

* IHdopmauums 06 NCnonb3yemMon NNLEH3NU: TUM JINLEH3NN U CPOK ee AeNCTBIS, KONMYECTBO AHEWN 0,0 UCTEUYEHNS
Ccpoka LeNCcTBUS NMLEH3UN, MOEHTUVKaTOP NapTHEPa, Y KOTOPOro nprobpeTeHa NULeH3ns, noeHTudrkaTop
PEervoHanbHOro LeHTpa akT1BaLum, KOHTPOSIbHas CyMMa KOfa akTUBaLLMK, Xell-CyMMa Tena TUkeTa,
paccunTaHHag rno anroputmy SHAI, naTta 1 Bpems Co3naHns NMULEH3NOHHOMO TUKEeTa, MAeHTUG1KaTOp
nHPopMaLIN O MNLEH3UN, UOAEHTUPUKATOP NINLEH3MOHHOIO TUKETA, UAEHTUPUKATOP NOCNELOBATENBHOCTY
NNLLEH3NOHHOTO TUKETa, YHUKabHbI MAeHTUdUKATOP KOMMbloTEpPa Nosib30BaTeNs, fJaTa Hayarna 1 OKOHYaHUS
nepuona BannaHOCTU IMLEH3NOHHOIO TUKETa, TEKYLLLEE COCTOSHME NNLEH3NOHHOIO TUKETA, BEPCUS 3aroioBka
TVKETa, BEPCUS NMULLEH3UN, naeHTUbnKaTop cepTrdrKaTa NOANMCY 3arofioBka TUKETa, KOHTPObHAs CyMMa
darina knoya, cepuiiHblii HOMep NOAMMCHMKa 3arofioBKa TUKETa, TOKEH aBTOPU3aLIN.

* IHpopmaumsa 06 ycTaHOBIEHHOM Ha KOMMbIOTEPE annapaTHOM obecrnedYeHnn: TUM, Ha3BaHNe, MOLESb, BEPCUst
MPOLUMBKM, XapaKTEPUCTUKN BCTPOEHHbIX 1 MOAKIIIOYEHHBIX YCTPOCTB.

* Hdopmauus 06 ycTpolicTBe: MAEHTUPUKATOP YCTPONCTBA.

* Hdopmaums o paboTe komnoHeHTa "Beb-KoHTpons™
BEPCUS KOMMOHEHTA, MPUYMHa KaTeropusaLmm, [ONONHUTENbHas MHGOPMAaLMS O MPUUMHE KaTeropusamu,
kaTeropusmpoBaHHbii URL-agpec, IP-agpec xocTa 3a6noknpoBaHHOro/KaTeroprsmpoBaHHOro ob6bekTa.

O6nauHbIi pexxum

Mepekntovatens OBnayHbIil PeXXNM BKIIOYaEeT/BbIKIIOYAET PEXUM paboTbl NpunoxeHus, B kotopom Kaspersky
Endpoint Security ncnonbayeT obneryeHHyto Bepcuto 6a3 BpenoHocHoro 0. OToT pexum 4ocTyrneH TOMbKO B TOM
cnyyJae, ecnu BktoueHo yyacTtue B Kaspersky Security Network. ObneruenHas Bepcus 6a3 BpegoHocHoro 10
NMo3BONSET CHN3WTb Harpy3Ky Ha ornepaTyBHYIO NaMsaTb KOMMblOTEepa NPUMEPHO B ABa pa3a. Ecnu Bbl He yyacTByeTe
B Kaspersky Security Network nnn obnaunbiin pexxuimv BbikrtoueH, Kaspersky Endpoint Security 3arpysaeT nonHyto
Bepcuto 6as BpegoHocHoro MO ¢ cepsepos "JlabopaTopum Kacnepckoro”.

Ecnn nepexntoyaTtens BktoueH, To Kaspersky Endpoint Security ncnonbayeT obneryeHHyto Bepcuto 6a3
BpenoHocHoro O, 3a cueT Yyero cCHXKaeTCs Harpyaka Ha pecypchbl onepaLioHHOl CUCTEMDI.

MpumeuaHue. Kaspersky Endpoint Security 3arpy>aeT obnerueHHyto Bepcuto 6a3s BpenoHocHoro 1O B xone
Bnvaliero o6HOBNEHNS NMOCTe Toro, Kak ¢raXkok 6bis1 yCTaHOBMEH.

Ecnu nepexniouaTtens BoikoueH, To Kaspersky Endpoint Security ncnonbsyeT nonHyto sepcuto 6a3 Bpe4oHOCHOro
no.

MpumeuaHue. Kaspersky Endpoint Security 3arpy>aeT nonHyto Bepcuto 6a3 BpegoHocHoro 10 B xone
onmxaniero obHOBMNEHNS NOCE TOro, kak GriaXxok Obln CHAT.

MonoxeHne o KSN
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Mpw HaXkaTuK Ha CCINIKY OTKPbIBAETCS OKHO, B KOTOROM Bbl MOXeTe npounTath [onoxeHune o Kaspersky Security
Network v npuHaTb Yenous yyactus B Kaspersky Security Network.

MpumeuaHue. Ecnn bl ynpaenseTe Kaspersky Endpoint Security uepes Kaspersky Security Center Web
Console n B 3aBrcrMocT oT HacTpoek Kaspersky Security Center, Bl MoxeTe yyacTBoBaTh B Kaspersky
Private Security Network BmecTo Kaspersky Security Network. Ecnv Bbl ynpasnseTe Kaspersky Endpoint
Security yuepes Kaspersky Security Center Cloud Console, yuacTtue B Kaspersky Private Security Network
HeBO3MOXHO. [TogpobHyto nHdopmaumo o6 yyactum B Kaspersky Private Security Network Bel MOxeTe HaliTy
B cnpaske Kaspersky Security Center®.

B 6noke MNapameTpbl KSN-npokcu Bbl MOXeTe HacTpouUTb NapameTpbl ncrnonb3oBanns KSN-npokcwu.

Ucnonb3oeatb KSN-npokcn

dnaxok BKIoYaeT/BbIKIIIOUYAET MCMOMb30BaHNe NPOKCU-cepBepa npu nopkntoveHun Kk Kaspersky Security Network.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security ncnonbsyeT npokcu-cepsep npuy NOAKIIOUYEHNN K
Kaspersky Security Network.

Ecnn dnaxok cHaT, Kaspersky Endpoint Security noakniouaeTtcs Hanpsmyto k Kaspersky Security Network.

OTOT GnaXoK No YMONYaHMo CHAT.
Wcnonb3oBaTtb cepBepsbl «JlabopaTopum Kacnepckoro», ecnvu KSN-npokcu HepocTyneH

Ddnaxok BKYaeT/BbIKIIIOYAET MCMONb30BaHne cepaepos "JlabopaTopun Kacnepckoro', ecnv KSN-npokcu
HenooCTyrMeH.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security ncnonbsyet cepaepsl "JlabopaTopun Kacnepckoro”’, ecnm
KSN-npokecu HepocTyneH.

Ecnn ¢dnaxok cHaT, Kaspersky Endpoint Security He ncnonbayeT cepepbl "JlabopaTopun Kacnepckoro”, ecnv KSN-
MPOKCY HELLOCTYMEH.

OTOT PraXok no yMOMYaHMO CHAT.

draxok gocTyneH, ecnn yctaHosneH praxok Micnonbsosate KSN-npokcu.
MpuHyouTenbHo

Ecnn nepexnioyatens MNpuHyanTenbHo BkloueH, Kaspersky Endpoint Security 3anpeluaeT nsmeHeHve 3HaueHWiA B
napameTpax 3agay, napameTpax MPUIOXEHWS, B MONTUKaX BIOXEHHBIX FPpynn 1 nogyunHeHHbIx CepBepoB
aOMUHUCTPUPOBAHMSI.

Ecnun nepexntouatens MpuHyanTensHo BbikntoueH, Kaspersky Endpoint Security paspeluaeT nameHeHne 3HaueHNi
B MapameTpax 3afjad, napamMmeTpax NpUioXeHUs, B MONTIKAX BIOXEHHbIX Fpynn 1 nogurHeHHbIx CepBepoB
aaMVHUCTPUPOBAHMS.

OxkHo YuacTue B Kaspersky Security Network /Kaspersky
Private Security Network

MoppobHee
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Mpw HaxkaTu Ha CCbINKy OTKPbIBAETCS OKHO Bpay3epa, B KOTOPOM Bbl MOXETE NpoYnTaTh TeKCT [TonoxeHns o
Kaspersky Security Network nnu MNonoxeHuns o Kaspersky Private Security Network.

9 npuHumato ycnosus ydyacTtus B Kaspersky Security Network /Kaspersky Private Security Network

KomnbtoTepbl, K KOTOPBIM NMPUMeHeHa NonnTrKa, ydacTBytoT B Kaspersky Security Network/Kaspersky Private
Security Network.

9 He npuHUMato ycnosug ydyacTus B Kaspersky Security Network /Kaspersky Private Security Network

KomnbtoTepbl, K KOTOPBIM MPUMEHeHa NonnTrKa, He yvacTBytoT B Kaspersky Security Network/Kaspersky Private
Security Network.

MpumeuaHue. Ecnu bl ynpaensieTe Kaspersky Endpoint Security uepes Kaspersky Security Center Cloud
Console, yuacTtue B Kaspersky Private Security Network HeBoamoxxHo. MNogpobHyto nHdopmaumo 06 yuyacTum
B Kaspersky Private Security Network Bbl MoxeTe HaliTh B cnipaske Kaspersky Security Center &.
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[wanor [lpepocTtaBneHne gocTtyna

nOHY‘-II/ITb K/to4Y BOCCTaHOBJ1IEeHNA

Mpwr HaxaTnM Ha KHOMKY CO30aeTCs KoY BOCCTAHOBMEHWS, KOTOPbIV HYXXEH A5 NMOoMyYeHns 4OCTyna K
3aWnbpOoBaHHOMY AMCKY Ha KIIMEHTCKOM KOMMbIOTEPE.
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YnpaBneHve npunoXxeHnem n3 KOMaHgHom
CTPOKM

Bbl MoxxeTe paboTaTb ¢ npunoxeHnem Kaspersky Endpoint Security nocpeactBom kKoMaHAHOWM CTPOKM.

MpumeuaHue. [MNocne ycTaHoBKM 0BHOBREHWMIA Mopyneii Kaspersky Endpoint Security Bepcus knveHTa
MPWNIOXEHNS B KOMaHLHOW CTPOKE MOXET OT/INYaThCS OT YCTaHOBNEHHON BEPCUN MPUIOXEHNS.

CuHTaKCnC KOMaHOHOWM CTPOKW:
kav <komaHpa> <napameTpbl>

Kaxxpas komaHOa MMeeT CBoi Habop napamMeTpoB.

[lpocMOTp cnpaBky KOMaHOHOWM CTPOKM

Y106bI NPOCMOTPETL MHPOPMALMIO MO CUHTAKCUCY KOMaHAHOM CTPOKM, UCMONb3YIiTe CNefyoLLYyto KOMaHLY:

kav -? | help

3anyck 3agay novcka spegoHocHoro 10

CuHTakcuc komaHgp!:

kav scan <obnacTb npoBepKu> <gencrTteue> <Tunmbl ¢aﬁﬂ0B> <UCKJ/INYeHNA> <napaMeTpbl OoT4HeTa>
<AonosIHUTeNbHblIE NapaMeTpbl>

MprmeuaHue. Y106kl 3anycTuUTL 3apadvy noucka BpeaoHocHoro MO, Bbl Takxke MOXeTe 1UCMonb30BaTh 3a4auK,
CO3[aHHble B MPUNOXEHWI, 3anyckas VX 13 KOMaHAHON CTRokM. [pn 3Tom 3agava BbiMonHIeTCs ©
napameTpamu, ycTaHoBeHHbIMU B HTepdeiice Kaspersky Endpoint Security.

OnucaHne napameTpos

<obnacTb npoBepKn> — nepedeHb 06bekToB, KOTOpPbIE NPOBEPLAOTCHA Ha Haln4vmne BpeLoHOCHOro Kkoaa. Bebi
MOXeTe yKa3daTb HECKOJIbKO NapamMeTpOB, pa3nesimB nxX npo6en0M.

Mpumeuanue. Kaspersky Endpoint Security He npoepsieT daiinbl, pacnonoxeHHsle B xpaHunmiiax OneDrive,
iCloud v ppyrux obnayHbix xpaHunuLax. VicknounTe atu daiinsl ns obnactun nposepku. B npotmesHom cnyvae
3apava NPOoBEPKM MOXET 3aBEPLUNTLCS C OLUMOKON 3apaxeHHbIVi paiin He yaaseH.
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BoamoxHbl cnepyuime sHavyeHns:

* <dpainbl> — cnncok nyTel k daiinam v nankam Ans nposepku. Bol MoxeTe ykasaTb kak abComnOTHBIN, Tak 11
OTHOCUTENbHBIV MY Tb K darinam. DnemMeHTbl Crncka AOMKHbI OblTb pasaeneHbl Npobesnom.

MpumeuaHue. Ecnmn nvs o6bekTa unm nyTb K HEMY COLEPXUT Npoben nnm cnewmanbHble CUMBOSb
(Hanpumep, $, &, @ 1 Mp.), HEOBXOAVIMO 3aKIIOUNTL €ro B OAMHapPHbIe Kasbluky ('), IBO aKpaHMPOBaTh
ncKkoYaeMblii CUMBON, 4O6aBUB HEMOCPEACTBEHHO Nepen HUM obpaTHyto kocyto YepTy (\). Ecnn ykasaHa
KOHKpEeTHas narka, nposepstoTcs Bce dalinbl 1 nanku, Coaepxallmecs B Hell.

e -all — nonHag NpoBepka KOMMbIOTEPA.
e -remdrives — Bce CbeMHble ONCKN.
e -fixdrives — Bce nokanbHble OUNCKNA.

e -netdrives - Bce ceTeBble ANCKN.
o -@:<filelist.lst> —nyTb Kk dpaiiny co cnmckomM 06bEKTOB 1 Manok, BXOASLLMX B 06nacTb nposepku. Daiin
LOMKEH ObITb B TEKCTOBOM hopMaTe; Kaxapli 06bekT NpoBepKM HEOBXOAMMO yKa3biBaTb C HOBOW CTPOKM.

[onyckaeTcs BBOA, TONbKO abCOMOTHOrO NyTu K daliny.

<pencrteue> — YKa3blBaeT nencTBue Hafg, BpeaoHOCHbIMIN obbekTamu, O6H8py>KeHHbIMI/I B XO4e NpOBEpPKN. Ecnn
napamMmeTp He 3afaH, No YMON4YaHMIO BbIMOJTHAETCA nencreue, COOTBETCTBYOWEeE 3HAaYEHNIO -i8.

BosamoxHbI cnefytoLme sHaueHus:
® -i@ — He BbIMNOMHATb HUKaKNX OENCTBIIA, TONBbKO COXPaHSATb MHdOpPMaLmio 06 obbekTe B OTUETE;
* -il — neunTb 3apaxKeHHble 06BEKTLI; ECMN NIeUEHE HEBO3MOXHO — MPOMycKaTb;

* -i2 — neunTb 3apaxKeHHble O6BEKTLI; ECNN NIeUeHNE HEBO3SMOXHO — YAANSTb; HE YAANSATb KOHTENHEepPbl, Kpome
KOHTENHePOB C UCMONHSIEMbIM 3aroioBkoM (SFX-apxrBoB);

e -i3 —neunTb 3apaKeHHble 0BBEKTHI; €CNIN NeYeHNe HEBO3SMOXHO — yOoanaTtb; yoandaTtb KOHTeVIHepr MOJTHOCTbIO,
€CJIN HEBO3MOXHO yOoannTb BJIOXEHHbIE 3apaXeHHble d)aVIﬂbl;

* -i4 - ynandaTb 3apaxeHHble 06BEKTBI; YAANSTb KOHTENHEPbl MOTHOCTbHIO, ECIIM HEBO3MOXHO YAANNTL BIOXEHHbIE
3apakeHHble dalinbi;

* -i8 — 3anpalmBaTb AelCTBUE Y NOMb30BaTeNs Npy OBHaPYKEHNM 3apaXeHHOro 0bbekTa (MCMob3yeTcs No
YyMOn4aHuio);

e -j9 - 3anpawnBaTtb nevicteve Y nosib3oBaTensd no OKOHYaHK NMPOBEPKN.

<Tunbl paitnoB> — onpepensieT TuMbl Galino., KOTOPbIe NPOBEPSIOTCS Npu novcke BpenoHocHoro MNO. Ecnn
napamMeTp He 3afaH, No YMOSYaHMIO NMPOBEPSIOTCS TOMbKO NMOTEHLManbHO 3apaxaemMble dalinbl (Mo conep>XnUMomy).
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Bos3moxxHbl cnepytoLme 3HaueHns:
e -fe — NpoBepsTb TONbKO MNOTEHLMANBHO 3apaXxaemble daiisibl MO PacLUNPEHIIO;

e -fi —npoBepsaTb TOMBKO NOTEHLMANBHO 3apaxaemMble Galinbl O COAEPXUMOMY (3TO 3HaUEHME YCTAHOBMNEHO MO
YMONYaHmo);

* -fa — npoBepsTb BCe dalinbi.

<UCKKYEHUA> — onpenenseT 06BbEeKThI, UCKNoYaeMble N3 NpoBepku. Bbl MoxeTe ykadaTb HECKOMbKO NapaMeTposB,
paspenue nx Npobesiom.

Bo3amoxHbl crnepytoLme 3HaueHns:
® -e:a — He NpPOBEPSTb apXUBbI;
* -e:b —He npoBepsTb NOYTOBbIE Ha3bl;
® -e:m — He NPOoBEepPSTb MOYTOBbLIE COOBLLEHMS B TEKCTOBOM dopmaTe;
® -e:<MackKa> — He NpoBepsTb O6BEKTHLI MO Macke;

® -e:<CeKyHIbl> — MponyckaTb O6BEKTHI, MPOBEPKa KOTOPLIX 3aHMAaET BorbLLe 38aHHOTO BPeEMEHM (B
cekyHpax);

¢ -es:<pa3Mep> —nponyckaTb 06beKThl, pasmMep KOTOpPbIX NPeBbILLaeT YKa3aHHOe 3Ha4YeHne (B Mera6a|7|Tax).

<napameTpbl oT4yeTa> — onpenensoT popmaT oT4eTa o pesynbTaTax NpoBepku. Bel MoxeTe ykasaTb kak
abCoNIOTHBI, Tak M OTHOCUTESBHBIN My Tb K daliny otyeTa. Ecnv napameTp He 3aaaH, pesynbTaThl NpoBepKU
BbIBOOSTCS Ha 9KpaH 1 0TOBpaxatoTcs Bce CobbITUS.

BoamoxxHbl crnefytoLme 3HaueHns:
* -r:<dain oTyHeTa> — 3anNMCbLIBaTL B yKasaHHbI daiin oTyeTa TONbKO BaXHbIE COBbITUS;
* -ra:<¢aitn oTyeTa> — 3anMChiBaTb B yKa3aHHbI/ Galin oTyeTa BCe CoObbITHS.

<[ONOJIHUTE NbHbIE MapaMeTpbl> — NapameTpbl, ONpeaensioLe NCNoNb30BaHNe TEXHONOM A moncka
BpenoHocHoro MO 1 koHbUrypaLmoHHbIX $aiinos:

e -iSwift=<on|off> — BKNOUNTL/OTKIIOUNTL NCMONL3OBAHME TEXHOMOrMK ISwift;

® -C:<KOHPUTrypaLMOHHbIA daitn> —onpenenseT nyTb K KOHOUrypaLMoHHOMY daiiny, cofepyallemy HacTPOMKM
NPWIOXEHNS A1 BbINONHEHWS 3aday novcka spenoHocHoro 0. Bel MoxeTe ykasaTb kak abCOMOTHbIN, Tak 1
OTHOCUTENbHBIN Ny Tb K daiiny. Ecrv napameTp He 3afaH, Hapsay CO 3HaUYEHNSMM, yKa3aHHbIMY B KOMaHOHO
CTPOKE, UCMONb3YIOTCH 3HAYEHWS, YCTaHOBMEHHbIE B MHTEPdECe MPUNOXEHNS.

[Mprmep:
3anycTuTb NpoBepky nanok ~/Documents, /Applications n daiina my test.exe:

kav scan ~/Documents /Applications 'my test.exe'

MpoBepnTb 06BEKTHI, CANCOK KOTOPLIX MPVBEAEH B daline objects2scan.txt. Vicnonb3oBaTts ans paboTbl KOHGUIYpPaLMOHHDIV daiin
scan_settings:txt. [o pesynstaTtam npoBepku chopMnpoBaTh OTHET, B KOTOPOM 3adUKCUPOBaTb BCE COBLITUS:

kav scan -@:objects2scan.txt -c:scan_settings.txt -ra:scan.log
Mpumep KoHPUrypaLmoHHoro daiina:

-netdrives -@:objects2scan.txt -ra:scan.log
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OBHOBMEHME MPUOXEHNS]

CwuHTaKcuc KoMaHapl:

kav update <UCTOYHUK OBHOBNEHUSA> <AapaMeTpbl OTYeTa> <AO0MOJIHNTEJIbHbleé MapaMeTpbl>

OnuncaHve napameTpoB

<UCTOYHUK 0b6HOBNeHuin> —HTTP-cepBep nnbo ceTeBas UM nokanbHas narnka, 3 KOTOPOiA 3arpyatoTcs
oBHoBREeHWs. Ecnn nyTb He yKasaH, ICTOUYHNK OBHOBNEHNI ByAeT B3AT U3 NapamMeTpPOB OOHOBNEHUS MPUIOXEHWS.

<MapameTpbl oT4YeTa> — onpeaenstoT bopmaT oTyeTa O pe3ynbTaTax NpoBepkn. Bol MoXeTe ykasaTb kak
abConIOTHbIN, Tak 1 OTHOCUTENbBHBIV My Thb K daliny oTyeTa. Ecnv napameTp He 3aaaH, pesynbTaTbl MPOBEPKU
BbIBOAATCS Ha 9KPaH 1 0TObpaxatoTCs BCe COBbITHS.
BoamodxxHbl crniegytoLpe 3HauYeHns:

* -r:<pailn oTyeTa> — 3anMcCbIBaTb B ykasaHHbI dalin oTyeTa TONbKO BaXHbIe COBbITUS;

* -ra:<painn oT4yeTa> — 3anMChIBaTb B yKa3aHHbI palin oTyeTa BCe CObbITHS.

<AOMOJIHUTE/IbHbIE MapameTpbl> — napameTp, onNpeaensiowmii NCronb30oBaHe KOHPUrypaLmoHHoro daiina.

-C:<UMs KOHOUIrypauuoHHoro ¢aina> — onpenenseT nyTb K KOHPUrypaumoHHoMy daliny, conepxatiemy
HaCTPOVK MPUNOXEHNS ONS BbINOMHEHNS OBHOBNEHMS. Bbl MoxeTe yka3aTb kak abCOMOTHbIN, Tak 1 OTHOCUTENbHbIN
nyTb K dainy. Ecnvm napameTp He 3afaH, MCMoOb3YIOTCS 3HAYEHNS, YCTaHOBIIEHHbIE B HTepdelice NporpamMmbl.

[Mpumep:
O6HOBUTb 6a3bl MPOrpamMMbl N3 UCTOYHVIKA MO YMOYaHUIo, 3adrKCUPOBaB BCE COBLITUS B OTYETE:

kav update -ra:avbases_upd.txt
O6HoBUTL Mogynn Kaspersky Endpoint Security, ncnonbays napameTpbl KoHdUrypaumoHHoro daiina updateapp.ini:

kav update -app=on -c:updateapp.ini

OTkaT nocnegHero 0bHOBNEHUS

CwuHTaKcuc KoMmaHapl:

kav rollback <napameTpb oT4eTa>

Ba>kHo! [1119 BbINONHEHWS KOMaHbl TPEBYIOTCS NpaBa agMUHUCTPaToPa.
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OnucaHne napameTpoB

<MapameTpbl oT4yeTa> — onpenenseT popmaT oT4eTa o pesysbTaTax oTkaTa OOHOBNEHMS. Bbl MOXeTe ykasaTb kak
abCoNIOTHBI, Tak M OTHOCUTESBHBIN My Tb K daliny otuyeTa. Ecnv napameTp He 3aaaH, pe3ynbTaThl IpoBepKU
BbIBOLSTCS Ha 9KpaH 1 0TOBpaxatoTcs Bce CobbITUS.

Bo3aMoXHbI cnepyrowme 3aHa4eHns:
® -r: <¢a17u1 OoT4YeTa> — 3annchbiBaTtb B YKa3aHHbIVI d>a|7|n oTyeTa TOMbKO BaXHble COBbITUS;

* -ra:<¢aitn oT4yeTa> — 3anMChIBaTb B yKa3aHHbI dalin oTyeTa BCe COBbITHS.

[MTpumep:
kav rollback -ra:rollback.txt

38I'IYCK N OCTaHOBKa KOMIMNOHEHTa UJiN 3adayi

CwuHTakcuc koMarpl start:
kav start <uma 3agaym uaM KOMMOHEHTA> <MapamMeTpbl oTyeTa>
CwuHTakcuc koMaHapl stop:

kav StOp <UMA 3a4a4Yn NAnU KOMMNOHEHTa>

Ba>kHo! [119 BbINONHEHWS KOMaHbl Stop TPebytoTcs NpaBa agMUHUCTPaTopPa.

OnucaHne napameTpos
<UMA 334344 UJAN KOMMOHEHTA> — YKaXWUTe OOHO U3 CNEAYIOLUNX 3HAYEHWIA:
e fmunm file_monitoring — png 3awmTbl OT GainoBbIX Yrpos;
° wm v web_monitoring — nng 3awmTbl OT BEG-Yrpos;
e ids — ong 3awmThl OT CETEBLIX YIPO3;
e full nnn scan_my_computer — ong 3agaum [lonHas nposepka;
® scan_objects — ons 3apaun BeibopouHas npoBepka;
e quick mnm scan_critical_areas — gng 3apayn beicTpas nposepka;
e updater — ong 3agayn 06HOBNEHMS,

e rollback — ong 3apaun otkaTa OBHOBIEHUS.
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<mapameTpbl OTHeTa> — nMapamMeTpbl, onpepensiolme bopmaT oTYeTa O pe3ynbTaTax PaboTbl KOMMOHEHTA U
BbIMNONHEHWUM 3ada4n. Bbl MOXeTe ykasaTb kak abComMOTHBIN, Tak 1 OTHOCUTESbHLIV My Thb K daiiny otyeTa. Ecnm
napameTp He 3anaH, Kaspersky Endpoint Security oTobpaxaeT pe3ynbTaTel B COOTBETCTBUM C HACTPOMKaMU,
3afaHHbIMU B rpadudeckomM nHTepdeiice nonb3osaTens.

MpumeuaHue. lNapameTp <napameTpbl oT4YeTa> AOCTYMNEH TONMbKO ANg 3HaUYeHUn scan_objects, updater un
rollback.

BoamoxxHbl cnepgywuine sHavyeHns:

* -r:<pailn oTyeTa> — 3anMCbIBaTb B ykasaHHbI dalin oTyeTa TONbKO BaXHbIE COBbITUS;

* -ra:<¢pain oT4yeTa> — 3anMCbIBaTb B yKa3aHHbI Galin oTyeTa BCe CObbITHS.

MpumeyaHue. KOMNOHeHTHI 1 3aaa4n, 3anyLLEHHbIE 13 KOMaHAHO CTPOKMU, BbIMOMHAOTCS C HacTponkamu,
3aAaHHbIMY B HTEepdelice NPUNoXeHs.

Mpumep:
YT10oBbI BKMIOUNTH KOMMOHEHT 3aLLuTa oT $aliioBbiX Yrpo3, BBEANTE B KOMaHAHON CTPOKE:

kav start fm
Yto6bl OCTaHOBWTbL 3aaaqy MOIHOW MNPOBEPKY, BBEAWTE B KOMaHOHOM CTPOKE:

kav stop scan_my_computer

[lpocmoTp cTaTyca 1 CTaTUCTVKM MO KOMMOHEHTY NN
3apave

CwuHTakcuc komaHapl status:

kav status <Ha3BaHMe KOMMOHEHTa WAW 3aJaun>

CuHTakcumc komaHapl statistics:

kav statistics <Ha3BaHMe KOMMOHEHTa WUAM 3aja4un>

OnucaHne napameTpos

<Ha3BaHMe KOMMOHEHTa WU 3a[a4YN> — YKaXUTE OOHO U3 CNEAYIOLLIMX 3HAYEHWIA:
e fmunm file_monitoring — png 3awmTbl oT $ainoBbIX Yrpos;
° wm unn web_monitoring — nng 3awmTbl OT BEG-Yrpos;
e mail_monitoring — ang 3awmTbl OT MOYTOBBIX YrPO3;

e ids — ong 3aWwmnThl OT CETEBbLIX YrPO3;
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e firewall — ong CeTeBoro akpaHa;

* behaviordetection - ong AHannsa noseneHus:;

e exploitprevention — ong 3awmTbl OT 9KCMNONTOB;

* remediationengine — gng OTkaTa BpeOOHOCHbIX OEACTBUIA;

* devicecontrol — png KoHTpons ycTpoOiCTs;

e webcontrol — onsg Be6-KoHTpons:

e full nnn scan_my_computer — ong 3agaun [onHas nposepka;

® scan_objects — nng 3apaum BeibopouHas npoBepka;

® quick nnm scan_critical_areas — ang 3apayn boicTpas nposepka;
e externalstoragesscanner — anga 3agaun [poBepka CbEMHbIX AVICKOB;
e updater — ong 3agayv 06HOBNEHS,

e rollback — gons 3agaun otkaTta OBGHOBAEHNS,

* diskencryption - gnga lLUndposarus ancka FileVault;

e edroptimum - gns Endpoint Detection and Response Optimum;

e edrkata — ong Endpoint Detection and Response (KATA);

e cloudsandbox — ons Cloud Sandbox;

* mdr — gns Managed Detection and Response.

MpumeuaHue. Ecnu Bbl 3anyckaeTe komaHAy status 6e3 napameTpa <Ha3BaHWe KOMMOHEHTa WAU 3ajauun>,
TO BbIBOOMTCS CTaTyC BCEX 3aday 11 KOMMOHEHTOB nporpammbl. [11g komarnabl statistics napameTp <Ha3BaHue
KOMMOHEHTa WM 3ajadn> sBnseTcs 06a3aTeNbHbIM.

OKCNOPT HAaCTPOEK 3aLMThI

CwuHTaKcuc KoMmaHapl:

kav expor‘t <Ha3BaHWe KOMMNOHEHTa WU 3a[a4un> <¢a17|n 3KCnopTa>
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OnucaHne napameTpoB

<Ha3BaHWe KOMMOHEHTa WIu 3anaqm>-—yKaXMTeonHomscnenyKnumstaqumW

fm v file_monitoring — ons 3awmTbl OT GanoBbIX Yrpos3;

° wm unn web_monitoring — nng 3awmTbl OT BEG-Yrpos;

e ids — ang 3awmTbl OT CETEBLIX YIPO3;

e full nnn scan_my_computer — ong 3agaum [lonHas nposepka;

* scan_objects — ons 3apaun BeibopouHas npoBepka;

® quick mnm scan_critical_areas — gng 3apayn beicTpas nposepka;

e updater — ong 3agayn O6HOBNEHMS,

rollback — ong 3agaun otkaTta OBHOBAEHNS.

<pann skcnopTa> — nyTb K paliny, B KOTOPbIA SKCMOPTUPYIOTCS HACTPONKM MPUOXeHUS. Bbl MoXeTe yka3aTb Kak
abCONIOTHBIN, Tak 1 OTHOCUTENbHBIN My Tb K dariny.

[Mpumep:
kav export fm fm_settings.txt

AKTI/IBaLI,I/IS:I NPUNNOXEHNA

Bbl MmoxeTe akTuBMpoBaTh Kaspersky Endpoint Security ¢ nomolubto daiina kioya.
CuHTaKcmc KomaHgp!:

kav license /add <dann knw4a unm KoL aKkTuBauUUU>

OnuncaHve napameTpoB

<pann knw4da> — darin knova K NPUNOXeEHWIO ¢ pactumpeHnem key.

<Ko aKTuBauuun> — kop aktueaumm B popmate XXXX-XXXX-XXXX-XXXX.

Mprmep:
kav license /add ./1AA111A1.key
kav license /add A11A1-11111-1A1AA-1A11A
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YcTaHOBKa CUCTEMHOIO PacLUNPEHNS

CwuHTaKcuc KoMaHapl:

kav activatesystemextension /sysext

MpumeuaHue. Bam Heobxoaumo npepocTasuTb paspeluenmns ans Kaspersky Endpoint Security B paspene
HacTpoek KoHpuaeHUmanbHOCTb M 6e30NacHOCTb /15 3aBEPLUEHNS YCTaHOBKU PacLUMPEHUS.

HacTpolika coeanHeHns C CeTbIO

Bbl moxeTe HaCTpPOWUTb NapamMeTpbl COeANHEHUA C CEeTbto 4J19 KOMMNOHEHTOB 3awwmTa ot Be6—yrp03 1 SawmTa oT
CEeTEeBbIX YIrpos3.

CuHTaKkcuc kKomaHap!:

kav activatesystemextension /webav

MprmeuaHue. Bam Heobxoommo paspelwntb Kaspersky Endpoint Security dunstposaTs ceTeBoit Tpaduk ans
3aBepLUEHNS HAaCTPOWKN.

YnaneHune nnueH3mOoHHbIX Kkouen

Bbl MOXeTe yoanuTb BCe NIMLEH3MOHHbIE KIto4n, [oBaBIeHHbIE B MPUTOXEHME.
CuHTaKcmUc KoMmaHap!:

kav license /del

BaxkHo! [119 BbIMONMHEHWS KOMaHbl TPeOyYOTCS NpaBa agMUHUCTPaTopa.

Kookl BO3BpaTa KOMaHOHOW CTPOKMN

O6LLI,VIe KOAbl MOTYT BbITb BO3BpPALLEeHbl noboi KOMaH0l KOMaHaHOW CTPOKW. K kogpam BO3BpaTa 3afay OTHOCATCA
obLume Kofpl, a Takxke Kofpl KOHKPETHbIX 3ajau.

CuHTakcmnc komaHgpl nony4yeHnsd kKoa Bo3Bparta:
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echo $?
O6Lwme koapl BO3BpaTa:
* © — onepauus BbINOMHEHa YCMeLIHO;
* 1 — HeBepHOe 3HayeHVie NapameTpa;
* 2 — HensBeCcTHas oWwmnbKa;
* 3 — olWKbKa BbIMONHEHNS 3a4a4UVi;
®* 4 —3apava OTMeHeHa.
Kopbl BO3BpaTa 3apady novicka BpefoHocHoro M10:
* 101 — BCce BpeOoHOCHble 06beKTbl 06paboTaHbI;

* 102 — obHapyXeHbl BPeOOHOCHbIE OBBEKTHI.

3aBepLueHme paboTbl MPUIOXEHNS

CuHTaKkcmnc komaHgp!:

kav exit

BaxxHo! [119 BbINONHeHWs KoMaHAbl TPebyIoTCs NpaBa agMUHCTPaTopa.

YoaneHune npunoxeHud

VlcnonbayiiTe cremytoLLyto nocrnenoBaTenbHOCTb KOMaHL, ans yoanerus Kaspersky Endpoint Security ¢ nomoLupsto
KOMaHAHON CTPOKM:

sudo /Library/Application\ Support/Kaspersky\ Lab/klnagent/Binaries/UninstallScript
sudo /Library/Application\ Support/Kaspersky\ Lab/KAV/Binaries/UninstallScript
sudo rm -rf /Library/Application\ Support/Kaspersky\ Lab/ /Applications/Kaspersky

BaxxHo! [1n9 ynaneHus npunoxeHuns TpebyloTcs npasa agMyHUCTPaTopa.
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KomaHgbl ynpasneHus Detection and Response

Bbl MOXeTe ynpaBnaTb BCTPOEHHbIMU byHKUmaMmn pelleHns Detection and Response 13 koMaHaHOW cTpoku. Bbl
MoXeTe ynpasnaTb peleHusamn Detection and Response, ecnv ynpasneHue yepes koHconb Kaspersky Security
Center HEBO3MOXHO.

YnpaBneHve 3anpeTom 3anycka

Bbl MOXeTe npocmMaTpurBaTh NapameTpsl 3anpeTa 3anycka Ha KIMEHTCKOM KOMMbIoTEpe, a Tak>Ke BbIK/touaTb
3anpeT 3anycka Ha HeM.

CuHTaKkcuc kKomaHap!:

kav prevention </disable | /show>

OnucaHve komaHA,
/disable — komaHza BblktOUeHNS 3anpeTa 3anycka Ha KITMEHTCKOM KOMMbIOTEPE.

/show — KomaHza ons oTobpaxeHWs TeKyLMX NapaMmeTpoB 3anpeTa 3anycka, BKoyas pexxmm paboTbl 1 CMCoK
npaswn 3anpeTa 3anycka.

Ynpasnervne CeTeBoi nsongumei

Bbl MoxeTe npocmaTtpursaTh NapameTpbl CeTeBoi nsonaumm Ha yane, a Takxe BolkitiovaTs CeTeByto N3onsumio Ha
yane.

CuHTaKcmc KomaHgp!:

kav isolation </off | /status>

OnvcaHne KkomaH,

/off — komaHga BbiktoueHns CeTeBon N3oNALMN.
Ba>kHo! [1119 BbINONHEHWS KOMaHbl TPEBYIOTCS NpaBa agMUHUCTPaToPa.
/status — komaHza ons otobpaxeHus ctatyca CeTeBoW N30NSLN Y UCKITKOYEHWIA.
MpumeuaHue. ST kKOMaHIbl HEOBXOANMO 3aMyckaTb OLHOBPEMEHHO.
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ObpalueHure B Cnyxby TEXHUYECKOM
NoOAEPXKKN

B aTom pasnene onncbiBaeTCH, Kak NoyynTb TEXHNYECKYIO NOOOEPXKKY N Ha KakKX YCNOBUAX OHa OOCTYNHa.

Cnocobbl MONyYeHNs TEXHNYECKOM NOOAEPKKI

Ecnu Bbl He Hawwnn pelueHns Balleli npobrnembl B AokymeHTaumm k Kaspersky Endpoint Security nnm B opyrix
ncTouHmkax nHpopmaumm o Kaspersky Endpoint Security, o6patutech B Cry>0y TEXHNYECKON NOAAEPKKMA.
CoTpyaHukn Cny6bl TEXHUYECKOW NOAAEPXKKM OTBETAT Ha BalM BOMPOCH 06 YCTaHOBKE U1 NCMOb30BaHU
Kaspersky Endpoint Security.

MpumeuaHue. "JlabopaTopusa Kacnepckoro' npenocTtasngeT nognepxky Kaspersky Endpoint Security B
TeYeHNe BCEro XN3HEHHOTO LKA MNPUIOXEHNS (CM. CTRaHULLY XXM3HEHHOTO LiMka NRUaoXKeHnii & ). [Nepen
obpatleHrem B CnyxxBy TEXHNYECKOI NOAAEPXKKM O3HAKOMbTECH C MPaBUIaMN MPEAOCTABIEHNS TEXHNYECKO

NOAAERKKN .

Bbl MOXeTe cBa3aTbcs co creuvanucTamu CryX6bl TEXHUYECKOM NOAASPXKKM OOHUM 13 CeayoLmx cnocoboB:

e nocetuTb canT Cny>X0bl TEXHNYECKOV NOAOERXKKU; &

* oTnpaBuTb 3anpoc B Cnyxby TexHnyeckoi nopaepxku "Jlabopatopum Kacnepckoro” ¢ noptana Kaspersky
CompanyAccount &.

TexHnueckasa nognepkka yepes Kaspersky
CompanyAccount

Kaspersky CompanyAccount 2 — 370 nopTan 4ns opraHn3aumii, UCNonb3YyoLLMX NpunoxeHus "TlabopaTopun
Kacnepckoro'. MNopTan Kaspersky CompanyAccount npegHasHaueH o/19 B3aMOAeNCTBIMS NoNb3oBaTenel co
crneunanicTamu "JlabopaTtopum Kacnepckoro” ¢ moMoLLbto a1eKTPOoHHbIX 3anpocoB. Ha nopTane Kaspersky
CompanyAccount Bbl MOXETE OTCEXMBATL CTaTyC 06paboTKM SMEKTPOHHBIX 3anpOCOoB creuvanucTamm
"TNabopaTtopum Kacnepckoro” v XpaHUTb UCTOPUIO SNEKTPOHHbIX 3arpPOCOB.

Bbl MOXeTe 3aperncTprpoBaTb BCEX COTPYAHVKOB Balleli OpraHn3aumm B pamkax ogHol yueTHol 3anmncu Kaspersky
CompanyAccount. OgHa yyeTHas 3an1cb NO3BOSSIET BaM LEHTPaNN30BaHHO YNpPaBisTb 3NeKTPOHHbIMY 3arnpocami
OT 3apPerncTprPOBaHHbIX COTPYAHUKOB B "JlabopaTtoputo Kacnepckoro”, a Takxke ynpaensTb npaBaMu 3TUX
coTpyaHukos B Kaspersky CompanyAccount.

MopTtan Kaspersky CompanyAccount 4OCTYMNeH Ha CrnefyoLwmx g3blkax:

® aHMMWNCKOM;

® ICNaHCKOM;
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® VITaNbSIHCKOM;
® HEMEeLKOM;

® MOMbCKOM;

® MOpPTYranbCKOM;
* pycckowm;

* dpaHLy3CKOM;

® 4NOHCKOM.

Bbl MmoxeTe ysHaTb 6onblue o Kaspersky CompanyAccount Ha calite Cry»k6bl TEXHUYECKON MOAAERKKN & .

OTtnpaBka nHpopmaumm ans Cny>kKbbl TEXHUYECKON
nonaepXKku

[na 6onee adpdekTUBHOro okasaHns NOAOEPXKKN B Cly4vae BO3HUKHOBEHMS BOMPOCOB Mo paboTe NpunoXeHus
crneuvanucTbl Cnyx6bl TEXHNYECKOWN MOAAEPXKKN MOy T MOMPOCUTb Bac B OT/IaA0YHbIX LIENSX Ha BPEMS NMPOBEAEHNS
paboT Mo ANarHOCTUKE N3MEHWTL NapamMeTpbl MPUNOXEHUS. [119 9Toro MoxeT NoTpeboBaTbCS BbINOMHEHNE
cnepyoLwx 4enCTBIiA:

* AKTUBMPOBaTb GYHKLMOHANBHOCTb, MPeAHa3HaueHHYIo ANs NOSyYeHNs PaCLUMPEHHON AnMarHOCTNYECKOA
nHdopmMaLmn.

* BbinonHuTb 60nee TOHKYIO HaCTpOVIKy pa6OTbI OTAEJIbHbIX KOMIMOHEHTOB MPUITOXXEHNSA, HEOOCTYMHYIO Yepes
CTaHOapTHble cpencTBa NoJib30BaTE/IbCKOro MHTepd)eMca.

* /13MeHNTb MapameTpbl OTNPaBKU MOMYyYEHHOW AMarHOCTNYECKOW MHPOpMaLL.

Bcg HeobxonvmMas Ans BbINOMHEHUS MEPEYNCIIEHHbIX AeNCTBUA MHDOPMAaLMS, @ TakKe COCTaB MOJTyUYeHHbIX B
OTNafO0uHbIX LieNsix AaHHbIX OyayT coobLueHbl Bam cneumvanmctamu Cnyxbbl TexHUYeckorn nopaepxku. MNonyyeHHas
paclupeHHas anarHocTuyeckas MHPOpMaLms COXPaHSIeTCs Ha KOMMbloTepe nonb3oBaTtens. ABToMaTyeckas
nepechbinka faHHbIx B “JlabopaTtoputo Kacnepckoro” He BbIMOnMHIeTCS.

\lcnonb3oBaHme dalina TpaccupoBKin

Mocne Toro kak Bbl coobLumTe cneumanicTam Cnyx6bl TexHUYeckol nogaepxkn "TlabopaTopum Kacnepckoro” o
BO3HVIKLLIEV Npobieme, OHM MOryT MOMPOCUTbL Bac CHOPMUPOBaTL OTHUET C MHPopMaLmein o paboTe Kaspersky
Endpoint Security n otnpasuTb ero B Cnyx6y TexHu4eckoin nogaepxku "Jabopatopum Kacnepckoro'. Takxe
crneuvanucTbl Cnyx6bl TEXHMYeCKo nopaepxkn "JlabopaTtopun Kacnepckoro' MoryT nonpocuTs Bac co3paTh ¢arin
Tpaccyposky. Paiin TPaCCUMPOBKM NO3BONSET BbINMOMHNTL MOLLAroBYIO MPOBEPKY UCTIONHEHWS KOMaHL, MPUNOXEHS
N YCTaHOBWTb, KOrAa BO3HUKAET OLUMbKa.
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CospaHune daiina TpaccmnpoBKu

TpaccupoBka sBnseTcs apdeKTMBHBEIM CNOCOB0OM 3anncy NogpobHoON nHdopMaLn O GYHKLIMIOHNPOBAHNU
npunoxeruns. CrneunanucTsl Cny6bl TEXHUYECKOW MOAAEPXKN NCMONb3YOT daiinbl TPaCCUPOBKN AN yCTPaHEeHNS
HencnpaBHOCTEIA.

CoszpaHne daiina TpaccupoBKkin

1. B cTpoke MeHIo HaXXMUTe Ha 3HaYOK MPUNOXeHUs 1 BbibepuTe NyHKT HacTporiku.

OTKpoeTCs OKHO HAaCTPOWKM MPUITOXEHWS.

2. Ha Bknapke NHTepdeiic B brioke TpaccupoBka ycTaHoBUTe $naxok BkniounTtb TpaccupoBsky.

BaxxHo! PekomeHayeTcs ncnonb3oBaTb TpacCupOBKY TOMbKO MO PyKOBOACTBOM cneupanucta Cnyxoebl
TexHYeckon nopaepxkiu "labopaTtopumn Kacnepckoro'.

[ns 3anvcu daiinos TpaccnpoBK MOXET NOTPeboBaTbCs MHOrO MecTa Ha ancke. Ecnn dalinbl Tpaccrnposku
BorbLUEe He Hy>HbI, BbIKIIOUNTE TPACCHPOBKY.

BbikntoueHne TpaccmnpoBkm

1. B cTpoKe MeHIo HaXXMUTE Ha 3HaYOK NMPUIOXEHWS 1 BbibeprTe NyHKT HacTpoliku.

OTKpOEeTCS OKHO HACTPOVIKI MPUTOXEHNS.
2. Ha Bknagke NiHTepdeiic B 6noke TpaccupoBka CHUMUTE $riaxok Bkrnountb TpaccupoBsky.
Kaspersky Endpoint Security coxpaHseT B daiine TpaccrpoBKY crenyoLyto MHGOPMaLo:

* nHPpopmaLmio 06 YCTPONCTBE 1 06 YCTaHOBIEHHOM Ha HEM OMepaLIOHHON cucTeme (YHUKarbHbIl
noeHTudrKaTop YCTPOMCTBa, TN ycTpolicTBa, MAC-agpeca ceTeBbIX YCTPOMCTB, TUM ONepaumoHHON CUCTEMBI,
BEPCUIO ONepaLMOHHON CUCTEMBI);

* yHbopMaLMo 0 paboTe MPUOXEHNS 1 ero MOLYNE;

b I/IHd)OpMaLI,I/IIO O nognnmcke (TI/II'I noannmckun, per|/|0H);

* vHdopMaLmIo O a3blke nHTepdelica, NOeHTUGVKATOP NPUIOXKEHNS, KACTOMU3ALMIO MPUIOXEHNS, BEPCUIO
MPUNOXEHWS, YHKanbHbIA NOEHTUPMKATOP YCTaHOBKYM NPUIOXEHNS, YHUKANbHBIA MAEHTUGUKATOP KOMMbOTEPA;

* VHPOPMALMIO O COCTOSHUM 3aLLMTbLI KOMMblOTEpa oT BpeaoHocHoro 1O, a Takxe AaHHble 060 BCex
06paboTaHHbIX 1 0BHapYy>XeHHbIX 06 bekTax (HasBaHMe AeTeKTUPYeMOoro obbekTa, AaTa 1 BpemMs OBGHapyXeHus,
Beb-afpec, Mo KOTOPOMY OH bbin 3arpy>eH, HasBaHVs 1 pa3Mep 3apaxeHHbIx Gainnos 1 NyTn K HAM, IP-agpec
aTaKyoLLEero KomnbloTepa 1 HoMep nopTa KomrbloTepa [Nonb3oBaTens, Ha KOTOPbIM Oblla HanpasieHa ceTesas
aTaka, nepeyeHb akTUBHOCTEN BPEOHOCHOWN MPOrpamMMbl, HexenaTenbHble Beb-anpeca) U COOTBETCTBYIOLLINX
neicTausx n peleHunsx MO 1 nonb3osaTens No HAM;

* MHPOPMALMIO O 3arpy>KeHHbIX Monb3oBaTenemM nporpamMmmMax (Beb-agpeca, atpubyTol, pasmep daiinos, CBeAeHMS!
O NpoLiecce, KOTopbIli 3arpy3un daiin);
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nHdOpMaLMIO O 3armyCcKaeMblxX MporpaMmMax 1 ux Moaynsx (pasvep, aTprbyThbl, aTa co3aaHns, MHopmaLums
3aronoska PE, pervoH, nms, pacnonoxeHrue, yrnakoBLLVKN);

nHdpopmaLmio 06 ombkax 1 NCNoNb30BaHWN NMONb30BaTENbCKOro MHTepdelica ycTaHoBneHHoro 10
"INabopaTtopun Kacnepckoro”;

nHPOpPMaLIMIO O CETEBbIX COeanHeHnsx: IP-anpec yaaneHHoro KomnbloTepa 1 komnbtoTepa Nonb3oBaTens,
HOMepa NMopPTOB, YepPEe3 KOTOPbIE YCTaHaBNMBaNOCh COeAMHEHME, CETEBOI MPOTOKON COEANHEHUS;

NHPOPMALIMIO O CETEBbIX MakeTax, MonyYaeMblX 1 NepenaBaeMbiX KOMMAbIOTEPOM MO MHGOPMaLMOHHO-
TENEeKOMMYHUKALIMOHHBIM CETSM;

nHdopmMaLmio 06 OTNPaBASEMbIX 1 MPUHNMAEMbIX COOBLLEHNSX 3NEKTPOHHOW MOYThI I MFHOBEHHbIX
COOBLLEHNSX;

nHbopmaLmio o nocelLaemblx Beb-aapecax: JaHHble O NOrVHE 1 napore Ais caita 1 copepxmoe daiinos
cookie (ecnun coeanHeHne ycTaHaBMBanoCh Mo OTKPbITOMY MPOTOKOY);

ny6anuHbIi cepTrndrkaT cepaepa.

Mdalinbl TPaCCPOBKM COAEPXAT TOMBKO JaHHbIe, HEODOXOAMMblE OJ1 YCTPaHEeHNs HEMonanokK B paboTe NMpunoXeHUs.
"NabopaTtopus Kacnepckoro” ncnonbayeT dalinbl TPacCUPOBKM B LLENSIX PacCnefoBaHns UHUNOEHTOB, CBSI3aHHbIX C

olwmnbkamu B paboTe npunoxerus Kaspersky Endpoint Security.

Mo ymonuaHuio cospaHne $ainioB TPacCUPOBKI BbIKIOUEHO. Bbl MOXeTe BKlounTb cosfaHne ¢ainnos

TPacCcupOBKY B HACTPOWKaX MPUNOXEHNS.

Daiinbl TPaCCUPOBKM MOXHO OTNPaBuTb B "JlabopaTtopuito Kacnepckoro” Tonbko BpyuHyio. [punoxeHne He
OTnpaBngeT aBToMaTu4ecku dalinbl TpaccrpoBkm B "JlabopaTtoputo Kacnepckoro'.

Bbl MoXeTe BbibpaTh crnocob oTrnpasku ¢aiinos Tpaccuposkiy B "JlabopaToputo Kacnepckoro”.

MNepen otnpaskoii dpainos Tpaccuposky B "JlabopaTopuio Kacnepckoro” 03HakoMbTeCh C AaHHBIMU, KOTOPbIE B HMX
cofepxaTcsl.

Ba>kHo! Daiinbl TpacCUpoBKM MOTyT COaepKaTb KOHPUOEHLUMaNbHbIEe AaHHble. OTnpasnss dalinbl TPacCupoBKM

B "JlaBopaTopuio Kacnepckoro', Bbl cornallaeTech ¢ nepenadei faHHbIX, KOTOPbIE B HAX COAEPXKATCS, a Takxke
BblpaxkaeTe cornacue co Cnocobom nx nepenayn.
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VICTOUHVKM MHOpMaLMK O NPUNOXEHWM

Ctpanunua Kaspersky Endpoint Security Ha caiTe "JlabopaTopum Kacnepckoro®

Ha ctpanuue Kaspersky Endpoint Security Ha caliTe "JlabopaTopuu Kacnepckoro” ¥ Bbl MOXeETE MNoy4YnTb OOLLYIO
VHPOPMAaLIIO O MPUIOXKEHNN, Er0 BO3MOXHOCTSAX 1 OCOBEHHOCTSX PaboThl.

CtpaHuua Kaspersky Endpoint Security B base 3HaHuin

basa sHaHwii — aTo pasgen calita Cnyxx6bl TexHYeckol noaaepxkku "Jlabopatopum Kacnepckoro”.

Ha cTpanuue Kaspersky Endpoint Security B base 3HaHWii ¥ Bbl HalLeTe CTaTby, KOTOPbIE COAEPXKAT MONE3HYIO
nHdOPMaLMIO, PEKOMEHAALMM 1 OTBETbI Ha YacTO 3aaaBaeMble BOMPOCH O MPUOBPETEHNN, YCTaHOBKE 1
MCMOMNb30BaHNM MPUIIOXEHUS.

CTtaTtby basbl 3HaHWi MOTYT OTBEYaTb Ha BOMPOChI, KOTOPbIE OTHOCSATCS He Tonbko kK Kaspersky Endpoint Security,
HO 1 K OpYrM npunoxeHuam "NabopaTtopum Kacnepckoro'. CtaTby basbl 3HaHWiA Takyke MOryT cofepXKaTb HOBOCTU
Cny>06bl TEXHNYECKOV MNOOAEPXKKM.

Mepexopn B Basy 3HaHMI1 3 meHio "CnpaBka"
1. Boibepute Cnpaeka > MNopaepkka.

2. Haxxmute Cny>kba TexHnYeckoli Nopaep K.

ObcyxaeHne npunoxeHuii "Jlabopatopum Kacnepckoro” Ha opyme

Ecnwn Baww Bonpoc He TpebyeT CpoYHOro oTBeTa, Bbl MOXETe 0OCYANTb ero co cneupannctamm "Jlabopatopum
Kacnepckoro”' v opyrumm nonb3oBaTtensgmMu Ha Hawem Dopyme 2.

Ha ®opyme Bbl MOXETE MpoCcMaTprBaTh OnyO6nMKOBaHHbIE TEMbI, OOaBNSATh CBOU KOMMEHTaPUW, CO3AaBaTh HOBbIE
TeMbl 4S19 06CyXOeHNS.

Mepexon B ®opym nonb3oBaTteneii n3 meHio "Cnpaeka”
1. Boibepute Cnpaeka > Nopgaepkka.

2. HaxxmuTe Ha kHomnky CoobLuecTBo nonb3oBaTenei.

MpumeuaHue. [Ing ncnonb3oBaHNs NCTOYHMKOB MHdOpMaLIMn Ha caiiTe "JlabopaTopum Kacnepckoro”
TpebyeTcs NoOKloUeHME K UHTEPHETY.

Ecnv Bbl He MOXeTe pewnTb CBOKO rlpo6ne|v|y CaMOCTO4ATESIbHO, O_608TVITer B CJ'IY)K6Y TEXHUYECKON noanep>XXKu.
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OnekTpoHHag cripaska

MprnoxeHne copepXXnT Paiisbl NOMHOM 1 KOHTEKCTHOM CrpaBKU.
B nonHoli crnpaske Bbl MOXeTe HalnTn nHPopMaLLMio O HacTpolike 1 ncrnonb3osaHun Kaspersky Endpoint Security.

B koHTeKkcTHOI cripaBke Bbl MOXeTe HaliTuh Hdopmaumio 06 okHax Kaspersky Endpoint Security, onvcaHmne
napamMeTPOB MPUIIOXEHNS 1 CChIIKA Ha OMNCaHNS 3a[ay, B KOTOPbIX UCMOMb3YOTCS 3TV MapaMeTpbl.

CnpaBka MOXeT BblTb BK/IOYEHa B COCTaB NMPUIOXEHWS MG pacronaraTbCs OHMaliH Ha calite "JlabopaTtopun
Kacnepckoro”. [1ns npocMoTpa OHnalH-crpaBku TpebyeTcs coeanHEHNE C IHTEPHETOM.

OHnanH-cnpaska (3Ta cnpaska)

B aToii cripaBKke Bbl MOXeTe HaNTK |/|H¢op|v|au,|/||o 019 BbINOJTIHEHNS CNnefyrowmnx 3anav:
® NoAroToBKa K YCTaHOBKe NpusioXXeHns, yCTaHOBKa U akTBaUnga MpUNoXeHN4;
b HGCTpOMKa M NCnosib30BaHME NMPUNOXeHN4,

* ynaneHHoe ynpaeneHue npunoxeHvem yepes Kaspersky Security Center.
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[prnoxxeHns

oToT pasnen cooepxnT VIHCIDOpMaLI,I/IPO, KOTOpad OOMNOJNIHAST OCHOBHOVI TEKCT LOOKYMEHTa.

3BeCTHbIE OLLNOKK N OrpaHNYEHNS

Kaspersky Endpoint Security nmeeT cnegytoLLme N3BECTHbIE OLIMBKM 1 OrpaHNYeHNs:

e Ecnu nporpamma, KoTopas OCyLLeCTBSET COop MHPOPMaLMM 1 OTNPaBnseT ee Ha 06paboTKy, ycTaHOBMEHa Ha
BaLLeM KoMrbtoTepe, npunoxeHre Kaspersky Endpoint Security moxeT knaccrudunumpoBaTb 3Ty mporpaMmy, Kak
BPELOHOCHY0. YTOBbI M36exaTb 3TOro, Bbl MOXETE UCKITIOUMTL 3TY NMPOrpamMmMy 13 npoBepKU, HACTPOVB
napameTpbl npunoxerns Kaspersky Endpoint Security, kak onncaHo B 3TOM JOKYMEHTE.

* [lapameTpbl paboTbl MPUNOXKEHNS MOXHO N3MEHUTb MyTEM PELAKTPOBaHNS KOHPUMYPaLMOHHBIX dhalinos.

e B Kaspersky Security Center nokanbHble 3agaun MOryT OyBnMpoBaTbCs B CBOWNCTBaX YNpaBisieMblX YCTPONCTB.

* |IameHeHMe NCTOUHMKA OBHOBNEHW B TOKaNbHOWM 3ajade obHoBNEHNS NPUNNOXeHNd oig OTaeSIbHOro
KNMEeHTCKOro KomMmrbtoTepa NpneBoanT K OTKIIOYEHNIO aBTOMaTUN4YeCKOoro obHOBNEHS.

* Ecnu Bbl 3anyckaeTe 3afady nepesarpy3ku KombloTepa Yepes KoHConb aoMUHUCTPUPOBaHNS, 1 COOBLLEHNE
MoMb30BaTENO COQEPXKNT TOUKY C 3anaTON (;), 3afava oTobpaxKaeTCs Kak BbiNMOMHEHHAas, HO MOb30BaTeNO He

npenniaraeTcs nepesarpy3ntb cBoli Mac.

e YTob6bl cknounTb 13 Nposepkin Kaspersky Endpoint Security ceteBoin Tpaduk Safari, Bam Hy>xHO [o6aBUTb B
CMMCOK VCKITIOYEHWI CnepytoLLme nyTu:

e /System/Library/Frameworks/WebKit.framework/Versions/A/XPCServices/com.apple.WebKit.lI
e /System/Library/Frameworks/WebKit.framework/Versions/A/XPCServices/com.apple.WebKit.l
e /System/Library/PrivateFrameworks/SafariShared.framework/Versions/A/XPCServices/com.:
e /System/Library/Frameworks/webkit2.framework/versions/a/xpcservices/com.apple.webkit

* Yrtobbl nckmounTb 13 nposepkin Kaspersky Endpoint Security cetesoli Tpaduk Google Chrome, Bam HyxHO
L06aBUTb B CMINCOK UCKIIOYEHNI CIEAYIOLLMIA Ny Tb:

e /Applications/Google Chrome.app/Contents/Frameworks/Google Chrome
Framework.framework/Versions/<VersionNumber>/Helpers/Google Chrome
Helper.app/Contents/Mac0S/Google Chrome Helper

* [locne cospanus npoduns nonuTrkn ang nonntukm Kaspersky Endpoint Security ¢ nomolubio Kaspersky
Security Center Web Console nnn Cloud Console Bam Hy>HO NpoBepuTb NPaBUibHOCTb MPUMEHEHMWS HACTPOEK
K KIIMEHTCKUM KOMIMbIOTEPaM.

* Ecnun wmndposarme ancka FileVault BknioueHo B HacTpoiikax NonmTyKm, Monb3oBaTesNn ¢ NpaBami
aOMUHUCTPaTopa MoryT paclumdpoBaTb 3arpy3ouHbllii anck Mac n3 CncTemMHbIx HacTpoexk.

* YT06bI NPUMEHNTb N3MEHEHNS B MapamMeTpax NOAKIOUEHNS K MPOKCU-CepBEpPY, HYXXHO nepesanycTuTb
Kaspersky Endpoint Security.
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e Safari MOXeT He MoaKNMOUNTLCS K CaliTy C HELOBEPEHHBIM cepTudrkaToM. Bam Hy>HO [06aBUTb 3TOT CaiiT B
NCKITIOUEHVIS UM ICMONb30BaTb ApYroi bpaysep.

* [Mocne ynaneHus Kaspersky Endpoint Security 11.2 unn 6onee nosaoHeli Bepcum yepes Kaspersky Security
Center ogHO 13 CUCTEMHbIX PaCLUMPEHNI MPUNOXEHVS MOXET OCTaTbCs B MamMSATV KOMMbloTepa. B penknx
CllyYyasix 3TO MOXET NPUBECTU K NpobriemMam ¢ paspeLleHiemM Ha NMomHbIA LOCTYN K OUCKY NPy YCTaHOBKe
Kaspersky Endpoint Security. B Takom cnyuae pekoMeHoyeTCs yaanuTb NpUnoXeHne 1oKanbHO 1
nepeycTaHOBUTb ero.

* [lporpammel, koTOpbIM TpebyeTcs Rosetta, MmoryT 6bITh He ycTaHoBNEHbI, ecnn 3anyLeH Kaspersky Endpoint
Security. YTobbl pelwmnTb Npobnemy, 3asepLunte paboTy Kaspersky Endpoint Security n nonpobyiite

nepeycTaHoBUTb NPUJIOXEHNE.

e [letanu anepta 06 yrpo3sax, 0O6Hapy>XeHHbIX B COCTaBe COCTaBHbIX OO bEKTOB, CofepPXaT NHDOPMALLMIO TOMBKO O
caMoM OBHapy>KeHHOM obbekTe 6e3 rpada Lenoukn passuTus yrpo3bi.

* [lpu coxpaHeHun napons ons 3almTbl laponemM MoXeT BOSHUKHY Tb olwmbka. B aTom cnyyae pekomeHpyeTcs
YOAMUTb 1 NepeyCcTaHOBUTb NMPUSTOXEHME.

e Kaspersky Endpoint Security He npoBepsieT dalinbl, pacnonoxeHHble B xpaHunuiiax OneDrive, iCloud u gpyrmx
obnayHbIx xpaHunrax. MicknounTe atn dpalinbl U3 obnacTy npoBepku. B npoTuBHOM criyyae 3afada npoBepKi

MOXET 3aBEPLUNTHCS C OLUMOKOV 3apaxeHHbIVi ¢paiisl He yaaneH.

* HeBO3MOXHO BbIMOMHNTL MPOBEPKY 0OBHEKTA, MOMELLLEHHOMO Ha KapaHTUHe B pe3yrbTaTe BbiNONHEHVs 3aba4m
MNomelueHre daiina Ha KapaHTUH.

e B Kaspersky Security Center ums ycTpolicTsa oTobpaxaeTcs NpaBuiibHO TOMbKO B TOM Clyyae, eCiv UMs
NetBIOS, nms komnbloTepa 1 nMs XocTa COBMagaloT.

Cnmncok 06 beKTOB, MPOBEPAEMbIX MO PaCLUVPEHWIO

Ecnn npu cospannm 3apaun nposepki B Kaspersky Security Center, B napameTpax 3anayn Bbl BbiOpanu BapuaHT
MpoBepsTb NporpaMmbl U AOKYMEHTbI No paclumpernuto, Kaspersky Endpoint Security nposepsieT 06bekTbl 6e3
paclpeHnst 1 06BEKTbI C MPUBEAEHHBIMU HUXE PaCLUMPEHNSMU.

Obwwe popmaThbi:
* txt;
* csv;

e htm;

html.
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MynbTumMmeauiiHble (ayamo/suaeo) dainnbi:

flv;
fav;
avi,
3gp;
3g2;
3gp2;
3p2;

divx;

mkv;
mov;
qt;
asf;
wmv;
rm;
rmvb;
vob;
dat;
mpg:
mpeg;
bik;

fcs;

mpeg3;
flac;

ape;
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® 0gsg:

® aac;

°* m4a;

® wWma;

* ac3;

°* wav,

* mka;

* ravb;

* mid;

e midi;

* cda.

dalinbl n306paxxeHuii:

* jpg:
* Jpe:
* jpeg:
o jff;
o gif;

* png

o tif;
o tiff;
* emf;
* wmf;

* eps;
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* psd;
e cdr;

o swf.

NcnonHsemble n cucTemHble gaiinbi:
* exe;

e dll;

e scr;

* ocx;

e com;

* sys;

e class;

e elf;

° prx;

* vbs;

* bat;
* cmd;
* msi
* deb;

* rpm;

e dylib.
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[oKyMeHTbI 11 LabnoH.:

doc;
dot;
docx;
dotx;
docm;
dotm;
xsl;
xls;
xlsx;
xltx;
xlsm;
xltm;
xlam;
xlsb;
ppt:
pot;
pps:
pptx;

potx;

pptm;
potm;
ppsX;
ppPsmM;
rtf;
pdf;

msg;
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eml;
vsd;
VSS;
vst;
vdx;
VSX;
vitx;
Xps;
OXPpS;
one;
onepkg;
Xsn;
odt;
ods;
odp;
SXW;
pub;
mdb;
accdb;
accde;
accdr;
accdc;
chm;

mht.
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ApxuBbi:
* Zip;
o /7%
° /-7
* rar;
® iso;
e cab;

® jar;

o bz2;
e tbz;

* tbz2;

° tgz;

* arj

® Xxar.

MpumeuaHue. QakTruecknii popmat daiina MoxXeT He coBragaTb ¢ GOPMaTOM, ykasaHHbIM B pacLUMPeHM
daiina.

Macku B nyTax K ¢parinam v nankam

Macka vimeHn ¢avina wnn nanky — 310 NpeLCcTaBNeHNe MEHN Nankun UM MEHW 1 paclupeHns daiina obwymm
CYMBOJIaMMU.
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Bbl MOXeTE MCMonb30BaTh 3TV CMMBOJIbI MPY GOPMUPOBaHNM 06NacTy 3aLWMThl, 0BnacTy NpoBepku 1 [JoBepeHHO
30HbI:

e CwumBon Tunbpa (~) 3ameHsieT /Users/<user name> B nyTu Kk paliny unm nanke. Hanpumep, nyTs ~/Desktop
0O3HauaeT, uTo B 0bnacTb 3awmThl fobaenstoTcs nanky Desktop Bcex monb3oBaTenei Ha KoMMbloTepax, Ang
KOTOPbIX Bbl popMUpyeTe 061acTb 3aLUUTHI.

e CumBon 3Be3fouka (*) 3ameHsaeT noboli Habop CMMBOIOB B MeHW dalina nnm nanku, Kpome cumMBosnos \ 1 /
(pasoenuTenu nmeH $ainos 1 nanok B NyTax Kk dainam 1 nankam). Hanpumvep, macka /*/* . txt 6ynet BkioyaTtb
BCe NyTu k dpaiinam ¢ paclumpeHrem txt, pacnonoxeHHbIM B nankax Ha BHy TPEHHEM OMCKe, HO He B mognarkax.

* [IBa BBeLEHHbIX MNOOPSA CMBONA 3Be3004KM (** ) 3ameHsIloT Nto6oli HAbop CUMBOMOB, B TOM YKCIE NMYyCTOW, B
UMeHn dalina nnm nankw, Bkitovas cumsornbl \ 1 / (pasgenutenn nveH dalinos 1 nanok B nyTax K dparinam u
nankam). Hanpumep, macka /Folder/**/* txt GyneT BkoyaTb BCe NyTu K dalinam ¢ paclumpeHnem txt B
nanke Folder n BnoxxeHHbIx nankax. Macka fomkHa Bk/louaTb XOTS Obl OAVIH YPOBEHb BNoxeHHocTW. Macka
/**/* . txt He paboTaerT.

* CwumBon 3Haka Borpoca ( ? ) 3aMeHsieT ool OAMH CUMBOJI, KPOME CMMBONOB \ 1 / (paspenuteny nMeH
dalinoB 1 nanok B NyTax Kk parinam v nankam). Hanprmep, macka /Folder/???.txt GygeT BkatoYaTb NyTU KO
BCEM pacrofioxeHHbIM B narnke Folder daiinam ¢ paclumpeHnem txt 1 MMeHeM, COCTOSILLMM U3 TPEX CYMBOJIOB.

Tpebosanus K IOC-dainam

e [Tpunoxenune nopnepxmsaeT IOC-daiinbl ¢ pacwmpermem IOC, XML n JSON oTKpbITOro ctaHmapTa onmcaHms
nHamkaTopos komnpomeTaumm OpenlOC sepcunii 10 n 11 unn STIX Bepcunia 2.0 n 2.1.

e Ecnv npu cozpannm 3apaum MNovick IOC 13 komaHaHon cTpoku Bbl 3arpyante I0OC-dalinbl, 4aCTb U3 KOTOPbIX HE
noanepXrBaeTcs, TO MpU 3arnycke 3aaadn nNpunoxeHne byneT NCnonb3oBaTh TONbKO nogaepxusaemble |OC-
daiinbl. Ecnv npn cospannmn sapaumn Mounck I0C 13 komaHaHOW CTpokM Bce 3arpyskeHHble Bamu |OC-dalinsl He
NOAAEPKMBAIOTCS, TO 3aA4a4a MOXET ObiTb 3anyLLEHa, HO B pe3ynbTaTe BbiNoNHeHWs 3agayn He ByayT
oBHapy>keHbl MHAVKaTOpPbl KoMApoMeTaumun. 3arpysuTb IOC-dalinbl, koTopble He nopaepxuBatoTcs, B Web
Console nnun Cloud Console HeBO3MOXHO.

e CemaHTu4eckume ownbkn n Henogaepxusaemble |IOC-TepmuHbl 1 Tern B IOC-dalinax He NprBoaaT K olunbkam
BbINoNHeHNs 3adaqn. Ha Takux yuactkax |IOC-dalinos npunoxeHne GpukcrpyeT oTCyTCTBIE COBMNaAEHWS.

* VpeHtudurkatopsl Bcex IOC-dalinos, KoTopble NCMoMb3ytoTcs B 0aHOM 3agave noncka IOC, nonxHbl ObiTb
yHuKanbHbiMW. Hannune I0C-dalinos ¢ oanHakoBbIMy MAEHTUGUKATOPaMUN MOXET MOBNSTb Ha KOPPEKTHOCTb
pe3ynbTaToB BbINMOMHEHNS 38484,

e Paswmep ogHoro IOC-dalina He gorxeH npesbiwaTth 2 Mb. Vicnonb3osaHue daiinos 6onbliero pa3mepa
NpUBOAMT K 3aBepLueHunto 3aaay novcka |OC ¢ owmnbkoi. CymmapHbiii pasmep Bcex aobasnsembix ¢aiinos B
|IOC-konnekummn He gomxeH npesbiwaTtb 10 MB. Ecnu paamep Bcex daiinos npesbiwaeT 10 MB, BamM Hy>KHO

pasnenuTb IOC-konnekumo 1 cosfaTtb Heckonbko 3agad MNMouck I0C.

* PekomeHoyeTcs co3faBaTh Ha kKaxayto yrpo3sy no ogHomy IOC-daiiny. 9To obneryaeT UTeHre pe3ynbTaToB
3apgaun [Mownck [OC.

OcobeHHocTn 1 orpaHuyeHns noaaepxku IOC-dpaiinos NnpunoxeHnem NnprBeneHsl B cneaytoLLein Tabnuue.
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javascript:void(0)
javascript:void(0)
javascript:void(0)

OcobeHHOCTU 1 orpaHnyeHns nopaepxkn nokymeHTos [OC.

MNMopnepxvBaemble yCrnoBus

MopnepxvBaemMble aTPUBY Thi
yCnoBuit

ﬂOD,JJ,ep)KVIBaeMbIe onepaTopsbl

I_Io,up,epxmsaeMble TUMbl AaHHbIX

OcoBeHHOCTY MHTepnpeTaLmmn
TVNOB AaHHbIX

OpenlOC 10:

is

isnot (kak UckoYeHe N3 MHOXeCTBa)
contains
containsnot (kak ncknoyeHne 13 MHOXeCTBa)
OpenlOC 11

is

contains
starts-with
ends-with
matches
greater-than
less-than
STIX20un 21

in
like
matches

OpenlOC 11

preserve-case
negate

AND
OR

"date": pata (npumeHumMble ycrnosus: is, greater-than, less-than)
"int":uenoe uncno (NpymMeHnMble ycnosus: is, greater-than, less-than)
"string":cTpoka (MpumeHuMble ycnosus: is, contains, matches, starts-with, ends-with)

"duration":npopgomkntenbHOCTb B CeKyHOax (MprMeHnMble ycnosus: is, greater-than, less-than)

Tunbl BaHHbIX "boolean string”, "restricted string"”, "md5", "IP", "sha256", "base64Binary"
VHTEPNPeTUpYyIoTCS Kak cTpoka (string).

lMpvnoxeHne nopaepXuBaeT HTEpnpeTauyio napametpa Content ang Tvnos gaHHbix int v date,
3aaHHOrO B BUAE MPOMEXY TKOB:

OpenlOC 10:

C ncnonbsosaHvem onepatopa TO B none Content:

<Content type="int">49600 TO 50700</Content>

<Content type="date">2009-04-28T10:00:00Z TO 2009-04-28T16:00:00Z</Content>

<Content type="int">[154192 TO 154192]</Content>

OpenlOC 11

C nomolupto ycnosuii greater-than n less-than

C ucnonb3oBaHvem onepatopa TO B none Content

MpunoxeHve nopaepxnBaeT HTEPNPeTaLVO TUMOB AaHHbIX date 1 duration, ecnmn vHavikaTopbl 3anaHbl B
¢dopmate ISO 8601, Zulu Time Zone, UTC format.
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[Nlopoep>xrBaeMble MHTEPNPEeTaTopPbl CKPUMTOB AN
3anpeTa 3anycka

3anpeT 3anycka noaaepXunBaeT CneaytoLve HTepnpeTaTopbl CKPUMTOB:
e PkgUtil

* Pkglnstaller

® /usr/bin/osascript

* /usr/bin/osacompile

e /usr/local/bin/python
e /usr/local/bin/python3
e /usr/bin/perl

e /usr/bin/ruby

e /bin/bash

* /bin/zsh

e /bin/sh

e /bin/dash

e /bin/csh

e /bin/ksh

e /bin/tcsh

Ba>kHo: Ecnv ckpunT, ykasaHHbIV B MpaBusie 3anpeTa 3anycka, OTKPbIBaeTCs y>Ke 3anyLLeHHbIMU
nHTepnpetaTopamu ckpuntos PkgUtil nnn Pkglnstaller, BbinonHeHne aToro ckprnta He ByneT 3a6noKMpoBaHo.

Kak nob6asuntb ceptudukaT Kaspersky Endpoint Security
B XpaHunmwe ceptudunkatos Mozilla Firefox

Ecnn 6paysep ncnonb3yeT xpaHunuwe ceptudukaToB Mozilla Firefox, Bam Heobxoanmo akcnopTpoBaTh U1
nob6aBuTb cepTudukaT "NlabopaTopum Kacnepckoro” B 3To xpaHnnmLLe cepTrdrKaToB BpyUHYto. B npoTuBHOM
cnyyae bpaysep He cMoxeT oTkpbiBaTb HT TPS-cTpaHmLupbl.
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OkcnopT cepTudukaTa "JlabopaTtopum Kacrnepckoro”
1. OTkpolite Launchpad > Other > Ceaska knioueii Ha Bawem Mac.
2. Ha neBoii naHenu okHa Haxxmute Cuctema n otkpoiiTe Bknanky Ceptugukathbl.
3. B cnncke ceptudukatos HaliguTe Kaspersky Web Anti-Virus Certification Authority.

4. LLlenkHnTe aTOT cepTuduKaT npaBoli KHOMKON Mbilun 1 BbibeprTe DkcnopTuposaTh «Kaspersky Web Anti-
Virus Certification Authority».

5. Bbibepute MecTo Afis coxpaHeHns cepTrdrkaTa U HaxmMmTe Ha KHomnky CoxpaHuTb.

CepTtudukat "JlabopaTopummn Kacnepckoro” coxpaHeH.

[ob6aeneHune cepTudukara "Jlabopatopum Kacnepckoro” B xpaHunuiie ceptudukaros Mozilla Firefox
1. OtkpotiTe Mozilla Firefox.
2. B npaBoM BepXHEM YTy HAXMUTE Ha KHOMKY MeHIO 1 BbibepuTe MNapameTpebi.

3. Ha neBoli naHenn okHa BbibepuTe KoHbnaeHumanbHocTb 1 6e30MacHOCTb.

4. MpokpyTnTe BHK3 fo pasgnena CepTudukatsl.

5. HaxxmuTe Ha MpocmoTp cepTudmkaTos.

6. B oTkpbIBLLIEMCS OKHE HaXXMUTe Ha KHomMKy VimnopTupoBaTb.

7. Boibepute daiin cepTtudukata "JlabopaTopum Kacnepckoro” n Haxxmmte OTKpbITb.

8. YcTaHoBuTe dnaxkun Joeepsatb aTomy CA ana upeHtndpukaumm seb-calitos 1 [losepate atomy CA gng
naeHTUdUKaLMm nonb3oBaTenein anekKTPoHHoN noyTbl. Haxxmunte OK.

CepTtudukat "TlabopaTtopum Kacnepckoro” umnoptrpyeTcs B xpaHunuie ceptudurkatos Mozilla Firefox. OH
oTobpaxaeTcs B CriMcke cepTnudukaTos B okHe ducneTtyepa ceptrndukaTos.

BaxxHo! [Npu kaxpoi nepeycTaHoBke npunoxeHns Kaspersky Endpoint Security co3paeTcs HOBbI KOPHEBOW
ceptudukat "TlabopaTtopum Kacnepckoro'. To 03HauYaeT, YTo BaM HEOOXOANMO BbINOHATE 3TY NpoLenypy
rocre Kaxzon nepeycTtaHoBky npunoxeHus Kaspersky Endpoint Security.

291



NHdopmauma o CTOPOHHEM Koae

NHdopmaLms o cTopoHHeM kope copepkmTca B daiine legal _notices:txt, pacnonoxeHHom B narke ¢
YCTaHOBEHHBIM MPUIOXEHVEM.
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YBEOOMEHNS O TOBAPHbIX 3HaKax

3aperncTprpoBaHHbie TOBapHbIE 3HaKM 1 3HaKN OBCY>XMBaHNS SBISKOTCS COBCTBEHHOCTHIO NX
npasoobnanateneii.

App Store, Apple, Apple Remote Desktop, FileVault, iCloud, Keychain, Launchpad, Mac, Mac Pro, macOS, Rosetta,
Safari n Xcode — ToBapHble 3Haku Apple Inc.

|OS gBngeTcsa 3aperncTpupoBaHHLIM TOBapPHbBIM 3HaKOM 1V ToBapHbIM 3HakoM Cisco Systems, Inc. n/unm ee
adpunmposaHHbix komnaHuii B CLLIA 1 B onpeneneHHbix 4pyrnx cTpaHax.

Android, Chrome, Chromium, Google n Google Chrome — ToBapHble 3Hakn Google LLC.
Intel sBNsieTcs ToBapHLIM 3Hakamu Intel Corporation nnu ee foYepHNX KOMAAHWIA.
Linux — ToBapHbIi 3Hak Linus Torvalds, 3apernctpuposanHbiii B CLLA 1 B ipyrux cTpaHax.

Excel, IIS, Internet Explorer, Microsoft, Microsoft Edge, Windows, Windows Installer, Windows Phone n WMI
SBNSIOTCS TOBAPHBIMU 3HaKaMU rpynnbl komnaHui Microsoft.

Firefox n Mozilla aBnstotcs ToBapHbiMU 3Hakamu Mozilla Foundation B CLLIA n gpyrux ctpaHax.

Java n JavaScript — 3apernctpupoBaHHble ToBapHble 3Haku komnaHum Oracle n/vnn ee abdunmpoBaHHbIX
KOMMaHWA.

Parallels, norotun Parallels 1 Coherence sBnstoTcs ToBapHLIMU 3HaKaMU UV 3apercTpUpPOBaHHBIM TOBaPHBIMY
3Hakamu Parallels International GmbH.

VMware n VMware Fusion — 3aperncTpupoBaHHble ToBapHble 3HaKku 1/nnv ToBapHble 3Hakn VMware, Inc. B CLUA n
OPYrux CTpaHax.

JAMF n Composer saBnstoTcs 3aperncTprpoBaHHbIMU U OXPaHSeMbIMU HOpMaMim OBLLLEro npasa TOBapPHbLIMM
3Hakamu komnaHum JAMF SOFTWARE, LLC B CLUA v opyrux ctpaHax.

293



OkHo OBHapy>keH apxvB, 3alUMLLLEHHDII
naponem

Ecnn B npouecce paboTbl SawmTsl oT $ainoBbIx Yrpo3 1in BeiNoHeHKs 3apad nposepkun Kaspersky Endpoint
Security TpebyeTcs NPOBEPUTL apPXMB, 3aLLMLLEHHbIA NapONeM, Ha dKpaHe NoSIBNSETCS OKHO YBELOMIEHNS.

ApxuB

[yTb K apxuBy.

Maponb

lNone pns BBOAA Napons.

Ecnwn Bbl BBegeTe napornb, Kaspersky Endpoint Security npoepuT apxve Ha Hanuune spegoHocHoro 11O u gpyrunx
nporpamm, MPeACcTaBASIOLLMNX Yrpo3y 6e30nacHOCTY KOMMbloTepa.

MponyckaTb 3almLLLEHHbIE apXMBbI
Mpr HaxaTn Ha KHOMKY MPUIOXEHME NPOMyCTUT NMPOBEPKY TEKYLLErO 06beKTa 1 BCeX 06BEKTOB TaKoro Xe Tuna.
MponycTtuTb

Mpw HaxaTum Ha KHOMKY O6BbEKT NMPOoMnyckaeTcs.
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[nanor Heobxononma ayTeHTudmkaums Ha
NpPOKCU-CepBepE

Nms

[None ans BBOAA MMEHM NONb3oBaTeNS ANs COeAVMHEHNS C MPOKCN-CEPBEPOM.
Maponb

[None pns BBOAA Napons.

3anomHuTbL Naponb

dnaxxok BK/oUaeT/BbIK/lOUYaET MCMOMb30BaHNE yKa3aHHbIX IMEHM NMonb3oBaTens 1 napons 4ng asTopusaumn Ha
NpoOKCU-cepBepe B JanbHENLLEM.

Mo ymonyaHuio Gpnaxok CHST.
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[Hunanor O6Hapy>xeH 0ObeKkT

Korpa Kaspersky Endpoint Security obHapyxuBaeT BUpPYC Ui Opyryto Mporpavmy, IpencTaBAsoLLyo Yrpo3sy
6e30MacHOCTM KOMMbIOTEPA, Ha KPaHE MOSBNAETCS OKHO YBELOMIIEHMS.

O6Hapy>keHo

Vims o6bekTa cornacHo BupycHoi sHuviknoneomn “JlabopaTtopumn Kacnepckoro' .

MoppobHee

[Mpw HaxkaTuK Ha KHOMKY OTKpbIBAeTCS CTpaHuua BupycHol sHUvknoneauu "JlabopaTtopum Kacnepckoro' @ ¢
NHPopMaLmen 06 0BHapyXeHHOM ObOBbeKTE.

Ob6bekT
MyTb K narke, B KOTOPOW XpaHNTCS 0OBEKT, U Beb-aapec, Mo KOTOPOMY OH Dbl OBHapPYXEH.
MpyMeHUTb BO BCeX NOAO0GHbIX Cnyyasx

draxok BKoYaeT/BbIKIIIOUYaeT NPUMEHEHME BbIOpaHHOMO AeNCTBIYS KO BCEM OOBEKTaM 3TOro TUMa B TEKYLLEM
ceaHce paboTbl 3alLmThl OT GalinoBbIX Yrpo3, 3almTbl OT Be6-yrpos nnm 3agaqm novcka spegoHocHoro 0.

Mo ymonyaHuo $bna>kok CHAT.

CeaHcom paboTbl 3almnTbl OT GalinoBbix Yrpos 1 3alyTel 0T Beb-yrpo3 cuMTaeTcs BpeMs C MOMEHTaA 3arycka
KOMMOHEHTa [0 ero BbIK/IOYEHWS N [O Nepesanycka NpunoxeHns. CeaHcoM BbINMONHEHVS 3a4a4n novcka
BpenoHocHoro NO cunTaeTcs Bpems C MOMEHTa 3arycka 40 3aBeplLUeHns 3aiadum noucka spegoHocHoro MM0.

KHonku ¢ aericTBMSaMIM, KOTOPbIE Bbl MOXETE NPVMEHNUTL K OOHaPY>XEHHOMY O6bEKTY, UBMEHSIOTCS B 3aBUCUMOCTM
OT TUNa 0bHapY>KeHHOro obbekTa.

Bbl MOXeTe BbibpaTh OQHO 13 CreyoLyX AeiCTBUI:

e JleunTsb. JleunTb 06beKT. MNepen neveHnem Kaspersky Endpoint Security cosnaeT pesepsHyto konuio dalina
Ha cryyaid, ecnn NnoTpebyeTcs BOCCTAHOBUTb UCXOQHbIV dalin.

e Ypanutb. Yoanutb o6bekT. [Nepen yoaneHnem Kaspersky Endpoint Security cospaeT pesepBHYo KOnmiio
daiina Ha cnyyali, ecnv NoTpebyeTcs BOCCTaHOBUTb UCXOAHbIV dalin.

¢ He 6nokmnpoBaTb. Paspeluntb 4OCTYN K caliTy, koTopblii Kaspersky Endpoint Security cuntaeT onacHbimM
obbekToM Beb-Tpaduka.

e BrnokumpoBaTtb. 3anpeTuTb 4OCTYM K caliTy, koTopblin Kaspersky Endpoint Security cuntaeT onacHbiM
obbekToM Beb-Tpaduka.

* YpanuTb apxuB. YOanuTb apxuve, COAEPXaLLii OBHaPY>KEHHbI OB beKT.

* [ponyckaTb 3almLLeHHble apXuBbl. He MpoBepsTh 3alUyLLEHHbIE NapPONEM apXMBbl MNP MOVCKe
BpenoHocHoro 0.

* [ponycTuTb. 3a610KMPOBaTb AOCTYM K OOBEKTY, HO HE BLIMONMHATL Haf, HUM HUKaKNX AEACTBUNA.
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OkHo [poBepka

N

[Mpwr HaxaTnn Ha KHOMKY Bbl BO3BpaLLaeTech K npeabliayLiemy okHy Kaspersky Endpoint Security.

)

[Mpwr HaxaTun Ha KHOMKY Bbl MepexoaunTe K cnepytoLemy okHy Kaspersky Endpoint Security.

g

Mpwr HaxaTn Ha KHOMKY yaansoTcs BCce 3anvcy 060 Bcex 3agayax novicka BpegoHocHoro 10 B okHe Mpoeepka.
PacnucaHue nposepku

Mpw HaXkaTW Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE HAaCTPOWTb pacnimncaHve 3amnycka NonHom u
ObICTPOI NPOBEPKN.

@ BbicTpasg npoBepka

Mpw HaxkaTun Ha KHOMKY 3anycka (. ) B 3TOM pasferne 3anyckaeTcs 3ajaqa 6ulCTpoli MpOBEPK.

@ MonHas npoBepka

[Npw HaxkaTuK Ha KHOMKY 3anycka (, ) B 3TOM pa3gerne 3arnyckaeTcs 3afava NonHoM NpoBEPKN.

u

Mpwr HaxaTnn Ha KHOMKY OCTaHaBMMBaETCS BbINOMHEHVE BbIBpaHHOW 3aaaum novcka spenoHocHoro M0,
KHonka oTobpaxaeTcs, ecnn 3agaya novicka BpenoHocHoro 10 3anyLieHa.

HacTpoliikn

Mpw HaxkaTuK Ha 3Ty KHOMKY OTKpbiBaeTCs Bknaaka MpoBepka, Ha KOTOPOI Bbl MOXETE HAaCTPOWTL NapameTpbl
3a4a4 NPOBEPKM.

BeibpaTb
[MNpw HaxkaTun Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETe BblbpaTb daiin unv nanky 4ns npoBepku.

B HuxHelh yacTy pasgena Paiinbl 1 nanku Bbl MOXeTe MPOCMOTPETL 3anuncy 060 Beex 3agadax noucka
BpenoHocHoro O, koTopble Bbinin BINOIHEHbI A5 BbIGpaHHbIX Galiios v namnok.

Moppo6Hee

[Npw HaxkaTun Ha KHOMKY OTKPbIBAETCS OKHO OTYeTa O BbIMOMHEHWM 3a4a4 novcka BpegoHocHoro [10.
OTa KHorKa NosiBNSeTCs, eCNM Bbl HABOAUTE yKa3aTesb MblLUW Ha 3afady MPOBEPKM.

OumncTUTL NCTOPUIO NPOBEPOK

MNpw HaxkaTun Ha KHOMKY BCe 3anmcu 060 Bcex 3apadax nowvicka BpenoHocHoro N0 yaanstoTcs.
MokasaTb Bce

Mpwr HaxaTnn Ha KHOMKY OTKpbiBaeTCs OkHO OBHapy XXEeHHblE 06BEKTbI, B KOTOPOM Bbl MOXETE NMPOCMOTPETL BCE
06BbEKTbI, OBHapPY>XEHHbIE MPOrPaMMOIA.

Mpumeuanue. Kaspersky Endpoint Security He nposepsieT dalinel, pacnonoxeHHsle B xpaHunmwax OneDrive,
iCloud 1 gpyrux obnayHbix xpaHunuax. VicknounTte atu dpaiinbl 13 obnacTu nposepku. B npoTreHoM cnyyae
3afa4a NPOBEPKUN MOXET 3aBEPLUNTLCS C OLUNOKON 3apaxeHHbivi paris He yaaneH.
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OkHo OBHapy>keHHble OO BbEKTDI

B 6noke O6Hapy>XeHHble 06beKTbl MEPEUVICTIEHBl BDELOHOCHBIE OO BEKTbI, OBHAPYXEHHbIE MPUIOXKEHMEM.

JleunTb BCce
Mpwr HaxaTnn Ha KHOMKY 3aryCKaeTCs fieueHne BCex 0BHapY>KeHHbIX BPEAOHOCHbIX O6bEKTOB.
WrHopuposaTtb BCe

Mpwy HaxkaTun Ha KHOMKY BCe BPeLOHOCHbIe O6BbeKTbl YAaNAoTCS U3 crncka BpeaoHOCHbIX 0B BbeKTOB B Brioke
O6Hapy>keHHble 0GBbEKTDI.

|_|pl/l Ha>XaTun Ha KHOMKY OTKPbIBEEeTCy BCrjibiBatoLLee MEeHIO, B KOTOPOM Bbl MOXETE Bbl6paTb O[HO N3 cnefyrowmx
OencTBui Hag, Bpea4OHOCHbIM 0bBbEKTOM:

e JleunTb. JleunTb 06beKT. MNepen neveHrem npunoxeHne Kaspersky Endpoint Security cosnaeT pesepsHyto
konuto darina Ha cryyali, ecnmn NoTpebyeTcs BOCCTaAHOBUTL dalin v NosBUTCS BO3MOXHOCTb €ro BbileunTb
6e3 noTepu AaHHbIX.

* rHopupoBaTb. YaaniTb 06BbeKT U3 crircka 0bHapyeHHbIX 06 beKTOB.

B 6noke Opyrue o6bekTbl NepeyrcrieHbl 06Hapy>XKeHHbIe 06bEKTbI, KOTOPbIE HE FBNAIOTCS BPELOHOCHLIMU
nporpaMmamMu, HO MOryT ObITb UCMONb30BaHbI 3M10YMbILLIEHHUKaMU /19 HAHECEHWS BpeLa BalleMy KOMMbIoTepyY 1n
JaHHbIM.

YpanuTb Bce
Mpwr HaxaTnn Ha KHOMKY BCe OBHapY>KeHHble O6BbEKTHI YAANSIOTCS C BaLLEro KOMrbloTepa.
WrHopuposaTtb BCe

Mpwr HaxaTnn Ha KHOMKY BCe OBHapY>KeHHble O6BbEKTHI YAANSIOTCS U3 Cricka OBHapyXeHHbIX 06beKTOB B Broke
Opyrue o6beKThbI.

Mpw HaxkaTWN Ha KHOMKY OTKPbIBAaETCS BCMIbIBAIOLLLEE MEHIO, B KOTOPOM Bbl MOXETE BbiGpaTh OAHO 13 CNeAyoLLVX
LelicTBUWiA Hap, 0BHapPYXEeHHBIM OB HEKTOM:

* Ypanutb. YOanuTb 0BHapyXeHHbI 06bEKT C KOMMblOTEpPA.
* UrHopupoBaTb. YoanmTb 06BbEKT U3 Criicka 0BHapyKEHHbIX OB BEKTOB.
B 6noke Pe3epBHOE xpaHUAMLLe conepXaTcs pe3epBHbIe KoM 0BHaPY>KEHHBIX OO BHEKTOB.

Ypanutb Bce

Mpwn HaxaTnM Ha KHOMKY BCe pe3epBHble KoMy 0BHapyXeHHbIX 06 beKTOB YAANAIOTCS C BaLlero KoMnbloTepa.
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Mpw HaxkaTu Ha KHOMKY OTKPbIBAETCS BCMbIBAIOLLLEE MEHIO, B KOTOPOM Bbl MOXETE BbibpaTh OAHO 13 CNEeAyOLLVX
LeCTBUIA Haf, Pe3epBHOI KOMME 0BHapY>XeHHOro o6bekTa:

° YpanuTtb konuto. YOanuTb KOMMo O6H8py>KeHHOI'O 0bbekTa, NOMELLEHHYIO Ha pe3epBHOE XpaHnnuLe, C
BaLlero KomMmnbroTepa.

¢ BoccTaHoBuTb daiin. BocctaHoBKTL BbIGpaHHYIO B CNIMCKE Pe3epBHYO KOMuto daiina B ICXOAHOM
MECTOMONOXEHWN C TEM XE MMEHEM, KOTOPOe bbino Yy ncxodHoro dalina fo neyeHvs unv yaaneHus. Ecnv s
NCXOOHOM MECTOMOJIOXEHMWN YXKe eCTb OOBEKT C TakM UMeHeM (Hanpumep, ecnu npunoxeHne Kaspersky
Endpoint Security cosgano konmio ncxogHoro daiina nepen neyeHnemM Uin Bbieunno UCXodHbI daiin), Ha
aKpaHe NosIBNSeTCS COOTBETCTRYIOLLEE NpeaynpexaeHue. Bol MoxeTe neperMeHoBaTb BOCCTaHaBIMBAEMbII
06bEKT UMM USMEHNUTb €0 MECTOMONOXEHNIE.
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OkHo JInueHsus

s

[Mpwr HaxaTnn Ha KHOMKY Bbl BO3BpaLLaeTech K npeabliayLiemy okHy Kaspersky Endpoint Security.

™

Mpw HaxkaTu Ha KHOMKY Bbl NepexoaunTe k cnepytoliemy okHy Kaspersky Endpoint Security.

MpumeuaHue. Bug aToro okHa 3aBMCUT OT TOro, aKTUBUPOBaHO N NpunoxeHne Kaspersky Endpoint Security, a
TakxXe OT TuMna MLUEH3UN U NOAMUCKN.

B okHe MoxeT oTobpaxaTbcs cneaytoLlas nHbopmaums:
* CTaTyC NULEH3WN U NOAMNNCKY;
® aKTMBHbIE KITIOYL;
* pe3epBHble KoUK (ecnv OHY Bbinn fo6aBneHbl);

® TUN NNLEH3NN N KOJTMYECTBO KOMIMbIOTEPOB, Ha KOTOPbIX Bbl MOXETE NCMOJIb30BaTb MNpUioXeHre no
QGMCTBYDMGM MUEeH3nn Nnm noannmcke,;

*  GYyHKLMM MPUIOXKEHNS, AOCTYMHbIE MO TeKyLel MMLEH3NN U NOAMUCKE;
* [aTau Bpems OKOHYaHWs Cpoka AeNCTBUS NNLEH3NV;
® KONMMYEeCTBO AHEN [0 3aBEPLUEHMS CPOKa AeiCTBUS MNLLEH3UN.
B aTOM OKHe Bbl MOXeTe BbIMOMHUTL CrepytoLlme AeicTBUS:
® aKTVBMPOBAaTb NMPUIOXEHME C MOMOLLIbIO KOAA aKTUBaLMN;

* nepeinTn Ha caliT ¢ nHdopmMaLmeli o NPUOBPETEHNM NMULLEH3UN B MHTEPHET-MarasuHe "JlabopaTopum
Kacnepckoro”;

* OTKpbITb caiiT nocTasLumka Kaspersky Endpoint Security ¢ nHdopmauveii 06 o6HoBREHM NOAMNCKY;
® OBHOBWTbL CTaTYC NOAMUCKM.

HononHnteneryto nHbopmaumio o niueHanposannn Kaspersky Endpoint Security Bbl MOXeTe nonyuntb y
CUCTEMHOro agMUHUCTPaTOPa Ballell opraHn3aLmn.
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Bknagka basosa4

B 6noke OcHOBHOE Bbl MOXETE BKIIIOUNTb U BbIKIIIOUATL 3aLLUTY KOMMbIOTEPa OT BPEAOHOCHbIX MPOrpamMm 1
LPYrVIX Yrpo3 KOMMbIOTEPHON 6e30MacHOCTH.

BiniounTb 3awmty

dnaxkok BK/oUaeT/BbIK/loUYaeT MOCTOSIHHYIO 3aLUMTY OT BPeAOoHOCHbIX MPOrpaMm 1 APYrX Yrpo3 KOMMAbOTEPHO
B6e30mnacHoOCTI.

OTOT GnaxKok No yMONYaH1o YCTaHOBIEH.
MpoBepaTb 3awmeHHble coegnHeHus (HTTPS)

®dnaxok BKIoYaeT/BbIK/IlOYaET NPOBEPKY 3aLLMLLEHHbIX coennHernii (HT TPS) n oTobpaskeHne yBeooMNEHWIA, koraa
Beb-KoHTponb 6rnokunpyeT nomnb3osaTesnto LOCTYM K OnacHbIM Beb-pecypcam.

Mo ymonyaHuo ¢bnaxkok CHAT.
[oBepeHHas 30Ha

Mpwy HaxkaTuM Ha 3Ty KHOTMKY OTKPbIBAETCA OKHO, B KOTOPOM Bbl MOXeTe pefakTuposaTs [loBepeHHYo 30HY, Co34aB
CMNCOK O6BEKTOB, KOTOPLIM Bbl IOBEPSETE 1 KOTOPbIE HE XOTUTE NMPOBEPSTh Ha HanmMure BpefoHocHoro M0O.

HacTpoliikn

Mpu HaXkaTWK Ha 3TY KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE YNpaB/siTh CINCKOM AOBEPEHHBIX KOPHEBBIX
cepTUPUKaTOB, a TakxKe BbibpaTb XpaHunvLLLe cepTudrkaToB Ans Nposepku sawmndposaHHoro HTTPS-Tpaduika B
6pay3sepe Mozilla Firefox.

B 6noke 3awmTta oT $palinoBbiX Yrpo3 Bbl MOXETE BKIIKOUNTb UN BbIKMIOUMTL 3awmTy oT GaiinoBbiX Yrpo3 1
BbI6paTh, kakne gelicTaus Kaspersky Endpoint Security BeINOnHAT Npu 06Hapy>keHun 3apaxeHHoro dalina.

BkniounTb 3awuTy ot ¢aiinosbix yrpos

draxok BkoYaeT/BbiktoYaeT 3awmTy oT GalinoBbixX yrpos.

OTOT PraXok no yMOMYaHNo YCTaHOBIEH.

O6nacTb 3aWmThbI

Mpwy HaxkaTuK Ha KHOTKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE CHOPMMPOBaTL 06MacTb 3alLmMThl.
JleunTb nnn yaanstb BpeaoHOCHbIE 06 bEeKTbl aBTOMATUYECKM

Kaspersky Endpoint Security 6nokupyeT [ocTyn K 3apaxeHHOMY daiiny 1 NbiTaeTcs ero 1eYnTb, He 3anpaluvBas
noaTBepXaeHns nonb3osatens. [Nepen neyeHnem Kaspersky Endpoint Security nomelaeT pesepBHyto Konmio
daiina B pesepsHoe xpaHunue. Ecnu daiin BeineveH, Kaspersky Endpoint Security BoccTaHaBnmsaeT ero B
NCXOAHOM MeCTe MOof, UCXOOHbIM MeHeM. Ecnn BeineunTs 3apaxeHHblin daiin He yaaeTcs, Kaspersky Endpoint
Security ocTaBngeT ero 3abnokMpoBaHHbIM B CXoAHOM MecTe. VIHbopMaums 06 oBHapyXeHHOM 3apaXeHHOM
obbekTe coxpaHseTcs B oTueTe O6paboTaHHble 06 bEKTBI.

3BanpawmBaTb aelictTene

Kaspersky Endpoint Security BbIBOOWT Ha 9KpaH OKHO YBEAOMIIEHWS C MHdOPMaLe O TOM, Kak/M BPeLOHOCHbBIM
0B6BEKTOM 3apadkeH UM BO3MOXHO 3apaxkeH dalin, n npennaraeT BolbpaTh AeNCTBUE, KOTOPOE BbIMOMHUT
Kaspersky Endpoint Security. B 3aBucumMocTn 0T cTatyca obbekTa AeCTBUS MOTYT OTINYaTbCS.

OTOT BapuaHT AENCTBUSA UCMONb3YETCH MO YMOMYaHUIO.

B 6noke 3awmTa oT Be6-yrpo3 Bbl MOXeTE BKIOUNTL UK BbIKOUNTL 3allmTy OT BE6G-Yrpo3 1 BolbpaTh LeicTBuUeE,
koTopoe Kaspersky Endpoint Security BEITONHUT Npy 0BHapY>XeHU onacHbIX 06bekToB Be6-Tpaduika.

BinounTb 3awuTy ot Be6-yrpos
Ddnaxok BKIoYaeT/BbikloYaeT 3alumTy oT Be6-yrpos.

OTOT PraxKok no yMOoM4aH1o YCTaHOBIEH.
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BnokupoBaTb onacHble 06bekTbl Be6-Tpadrka aBToMaTNHeCcKu

Kaspersky Endpoint Security 6nokmpyeT [ocTyn K caiiTy, Ha KOTOPOM OBHapy>KeH ornacHbIi 06bekT Beb-Tpaduika,
He 3anpalunBas NoATBEPXAEHVIS NMOMb30BaTENS.

3anpawmBaTb aelicTene

Kaspersky Endpoint Security BbIBOOMT Ha aKpaH OKHO YBELOMNEHUS C MHPOpMaLmen 06 0BHapy>XEHHOM ONMacHOM
obbekTe Beb-Tpaduka 1 npeasaraeT BolbpaThb AeicTsue, koTopoe BbinonHnT Kaspersky Endpoint Security. B
3aBVICYMOCTH OT cTaTyca obbekTa AeNCTBMS MOTYT OT/INYaTbCS.

OTOT BapuaHT AEeNCTBUSA UCMONb3YETCH MO YMOAYaHUIO.

B 6noke 3awmTa oT NOYTOBbIX YrPO3 MOXHO BK/IOUNTb UM BBIKIIOUNTL 3aLLMTY OT MOYTOBbIX YrPO3 1 BbiopaTh
nelicteue, koTopoe Kaspersky Endpoint Security BeINONHWT Npu 06HapyXeHU BPEAOHOCHbBIX OO BEKTOB.

BknounTtb 3awmTy oT NOYTOBbLIX Yrpo3

dnaxok BKIOYaeT/Bbik/loYaeT 3aLlmTy OT MOYTOBbIX YrPO3.
OTOT GnaXKok Mo yMOn4aH1o YCTaHOBIEH.

Ypanatb BpeAOHOCHbIE 06bEKTbI aBTOMaTNYECKU

Mpun o6Hapy>xeHnn 3apaxkeHHOro oo bekTa B COOBLLEHUM anekTpoHHoM nouTkl Kaspersky Endpoint Security
YAanseT 3apaxeHHbli OOBEKT 1 3aMeHsIeT codepXXnumoe obbekTa TekcToM “"The requested file infected with
<Ha3BaHwue Bupyca> has been deleted"”.

BnokupoBaTb BpeaoHOCHble 06beKTbl aBTOMaTUYECKMN

Mpy 0BHapyXeHUn 3apaXkeHHOro 06bekTa B COOBLLEHMM aekTpoHHON nouTsl Kaspersky Endpoint Security
3aMeHsieT TeMy cooblueHns Ha "Message is infected: <nepBoHauyanbHas Tema nucbMa>". 3aMeHa TeMbl COOBLLEHNS
3NIEKTPOHHOM MOYTbI BbINMOSIHAETCS TONMbKO A/19 npoTokona POP3.

B 6noke 3awuTta oT ceTeBbIx Yrpos3 Bbl MOXETE BKIKOYNTb N BbIKNMIOYNTb 3alLNTY KOMMbOTEPa OT CeTEBbIX aTak.

BkniounTb 3awwmTy oT ceTeBbIX Yrpos

dnaxok BKIYaeT/Bbik/loYaeT 3aLlnTy OT CETEBbIX YrPO3.
OTOT PnaXKok Mo yMONYaH1o YCTaHOBIEH.

HacTpoliikn

|_|pl/l Ha>kaTun Ha KHOMKY OTKPbIBEAE€TCHA OKHO, B KOTOPOM Bbl MOXETE Cq)OpMI/IpOBaTb CMNCOK OOBEPEHHbIX
KOMMbOTEPOB NN NPOCMOTPETb N UBMEHUTb CMNCOK 3a6J'IOKI/IpOBaHHbIX KOMMbIOTEPOB.

e

Mpw HaXkaTWN Ha KHOMKY MOsb30BaTENV, HE MMEIoLLME NPaB agMUHNCTPaTOPa KOMMbIOTEPA, INLLIAIOTCS
BO3MOXHOCTU N3MeHSATb HacTpolikn npunoxeHns Kaspersky Endpoint Security.

=]
|_|pl/l Ha>kaTun Ha KHOMKY OTKPbIBEAETCH OKHO 3arpoca y4YeTHbIX JaHHbIX agMUHNCTpPaTOopa KOMMboTepa. [NTocne BBOOA

Y4YeTHbIX OaHHbIX aoMNHNCTPaTOpPa KOMMbKOTEpa Yy NoNb3oBaTeNigd NOABNAETCH BOSMOXHOCTb M3MEHATb HaCTpOI‘ilKM
NMPUNOoXeHn4.
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OkHo ObnacTb 3aWunThI

B 6noke O6nacTb 3aLlUNTbl Bbl MOXETE NMPOCMOTPETb N1 NSMEHNTb obnacTb 3alnThbl.

Bce cbemHble aucku

®nadkok BKJ'IPO‘-laeT/BbIKJ'IIOLIaeT NOCTOSAHHYIO 3allMTYy BCEX CbEMHbIX OMCKOB.

OTOT PraXok o yMOMYaH1o YCTaHOBIEH.

Bce BHyTpeHHMe auckun

®nadxok BKJ'I}O‘-IaeT/BbIKJ'IIO‘-IaeT MOCTOYHHYIO 3allnNTy BCEX BHYTPEHHWX OMCKOB.

OT0T hnaxok Mo yMONYaHNIO YyCTaHOBIIEH.

Bce ceTeBble guckn

®nadkok BKﬂ}OqaeT/BbIKﬂIOqaeT NOCTOSAHHYIO 3allMTy BCEX CETEeBbIX OMCKOB.

OTOT naxoK No yMonyaHuo yCTaHOBMEH.

+

Mpwr HaxaTun Ha KHOMKY pacKpbIBaeTCS CMMCOK, B KOTOPOM Bbl MOXETe BhibpaTb aNeMeHTbl 4719 GpopMUPOBaHNS
obrnacTu 3aLmnThI;

®daiinbl n nanku. [py BoIGOpe 3TOro anemMeHTa OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXeETE BbibpaTh daiin nim
narky, KoTopble Hy>XHO A06aBUTb B 061aCTb 3aLLMNTHI.

Bce ancku. [Mpu Boibope aToro anemMeHTa B 06nacTb 3aWwmThl [OBABNSOTCS BCE ChEMHbIE, BHY TPEHHME 1
ceTeBble ANCKU KOMMbIOTEpa.

Bce cbemHble gucku. [pu Beibope aToro anemMeHTa B 06n1acTb 3alThl LOOaBNAIOTCS BCE CbeMHbIE ANCKN
KOMMblOTepa.

Bce BHyTpeHHUue guckn. [pur BoiGope 3TOro anemeHTa B 0611acTb 3alLnThl 4OOABASIOTCS BCE BHY TPEHHME
OVICKW KOMMbloTepa.

Bce ceTeBble auckn. [Npu Boibope 3TOro anemeHTa B 0651acTb 3aLUmThl O0OaBNSIOTCS BCE CeTeBblE ANCKM
KoMMbtoTepa.

MamaTo. I'Ipm Bbl60pe 9TOro anemeHTa B 06/1aCTb 3aLUMThl JO6ABNFEeTCS NaMaTb KOMmMbtoTEpPAa.

O61bekTbl aBTO3anycka. [pu Bbibope 3Toro anemeHTa B 0651acTb 3alyThl OOaBNSIOTCS BCE UCMONHIAEMbIe
dalinbl, KOTOpbIe 3anyckalTCs BMECTe C onepaLyoHHo cucteMoil. [poBepka 06beKTOB aBTo3arnycka
Mo3BONSEeT OBHAPYXNTb PYTKUTDI.

Ddnaxok pPSAoOM C 9NEMEHTOM CMCKa BK/IIOYaET/BbIKMOYaeT MOCTOSHHYIO 3aLLUTY OOBEKTOB, OTHOCSLLMXCS K 3TOMY
SNIEMEHTY.

Mpw HaxkaTun Ha KHOMKY BbIOPaHHbIA 9EMEHT Crincka yaanseTcs 13 obnacty 3almThi.

OnemMeHTbl, BK/TIOUYEHHble B 06nacTb 3aLnTbl N0 YMONYaHMO, HEBO3MOXXHO yOalnTb.

B cekumn OnTvMmnsaums Bol MOXeTE HACTPOUTb MPOBEPKY CUCTEMHOIO TOMA “TOMbKO A9 YTEHUS'".

npOI'IYCKaTb NPOBEPKY CUCTEMHOIo TOMa «TOJIbKO OJid YTeHUda»

Dnaxok BKoYaeT/BbIK/IIOYaET MNPOBEPKY CUCTEMHOrO TOMa "TOMbKO A1 UTEHNS".
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OT0T bnaxoK No yMONYaHNIO YCTaHOBIIEH.

BaxxHo! B Lenax 6esonacHoCT onTUMN3aLms MOXET BbiTb BbIK/TlOYEHA.
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OkHo HacTpoiku

Ha Bknapke [loBepeHHble KOMMbIOTEPbI Bbl MOXETe CHOPMMPOBATL CMIMCOK AOBEPEHHBIX KOMMbIOTEPOB.
Mpunoxerne Kaspersky Endpoint Security He GnokupyeT IP-agpeca aTvx KOMMbIOTEPOB aBTOMAaTUYECKM NMPU
0BHapy>XeHUM NCXOASLLEN C HUX ONacHol CETEBOV akTUBHOCTU.

Mo YMOJTHaHNIO CMNCOK AOBEPEHHbBIX KOMIMbIOTEPOB MYCT.

+

Mpw HaxkaTun Ha KHOMKy fobaBnseTcs none Ans BBoaa IP-agpeca [oBepeHHOro KoMMbloTepa.
Mpwr HaxaTnn Ha KHOMKY BbibpaHHbI IP-agpec yoanseTcs 13 cnvicka GOBEPEHHbIX KOMMbIOTEPOB.
NameHnTb

Mpwy HaxaTun Ha KHOMKY BbiBpaHHbIf IP-agpec cTaHOBUTCS LOCTYMHbIM OJ19 PeaakTUPOBaHUS.

Ha Bknapke 3abnokmpoBaHHble KOMMbIOTEPbI Bbl MOXETE NMPOCMOTPETb M UBMEHUTb CMIMCOK 3a610KNPOBaHHbBIX
KOMMbIOTEPOB.

MNpy 0BHapy>XeHW ONacHOW CeTEBOM aKTUBHOCTU, UCXOASLLEN C KOMMbloTepa, NpunoxeHne Kaspersky Endpoint
Security 6nokupyeT ero no IP-agpecy Ha oouH vac.

IP-appec

B aToii rpacde oTobpaxaeTcs IP-anpec 3a610KMpoBaHHOO KOMMbOTEPA.

Bpems cobbiTng

B aTol rpacde oTobpaxatoTcs fata 1 Bpemsi oObHapy>KeHus onacHol ceTeBol akTMBHOCTUN KOMMblOTepa.
Pas6nokuposatb

Mpw HaxkaTun Ha KHOMKY BblBGpaHHbIli IP-agpec ynanseTcs 13 cnmcka 3a6noknMpoBaHHbIX KOMMbIOTEPOB.
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Bknagka [lpoBepka

Cnucok 3apay novicka BpeaoHocHoro MO

CO,D,ep)KI/IT BCTPOEHHbIE 3aaa4yn nomncka sBpegoHOCHOro Mo:

o @ Monnas nposepka. [Nonck BpenoHocHoro MO B mamsaT KoMMbloTepa, 0bbekTax aBTo3arnycka 1 BCex
BHYTPEHHMX OMCKaX.

b @ EbICTpa‘;l npoBepka. Mownck BpenoHOCHOro MO B BakHbIX 06NACTAX KOMMbKOTEPAa: namM4aTin, obbekTax
aBTO3arnycka n CMCTEeMHbIX narkax.

. = Bbi6opouHas npoepka. [ovick BpegoHocHoro 1O B oTaensHoM o6bekTe (daline, nanke, BHy TPEHHeM
W CbEMHOM OUNCKE).

o MpoBepka BHeLwwHMX anckoB. [lonck BpeaoHocHoro O Ha BHELHMX AmMckax, KOTOPbIN BbIMOIHIETCS Npu
NOAK/TIOYEHNI BHELLHErO AMCKa K KOMMbIOTEPY.

MpumeuaHue. Kaspersky Endpoint Security He npoBepsieT daiinbl, pacnonoxeHHsle B xpaHunmiiax OneDrive,
iCloud 1 gpyrux obnauHbix xpaHunuwax. Vicknounte atun daiinbl 13 obnacTv nposepku. B npoTreHoM cnydyae
3apava NPOBEPKM MOXET 3aBEPLUNTLCS C OLUMOKON 3apaxeHHsivi ¢paiil He yaaseH.

B 6noke O6nacTb NpoBepKu Bbl MOXETE MPOCMaTPVBaTb U U3MEHSTb 06n1acTb NPOBEPKY A 3a4aUm ObICTPO
MpoBepPKM.

N3ameHuTb
[Npw HaxkaTun Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE MPOCMOTPETL 1 USMEHUTbL 0BNACTb NPOBEPKN.
KHonka oTobpaxaeTcs, ecnv B crnivicke BbibpaHa 3agada beicTpoiil nposepku.

B 6roke OeiicTBue Bbl MoxeTe BbibpaTh feicTaue, koTopoe Kaspersky Endpoint Security BbinonHuT npu
O0BHapy>eHUn 3apaxeHHoro ¢aiina, a Takxke HaCTPOWTL PacnmMcaHve 3amnycka 3afaudml.

JleunTtb unu yAandaTb BpeAoOHOCHbIe 06beKTbl aBTOMAaTNUYECKN

Kaspersky Endpoint Security 6rokupyeT [ocTyn K 3apaxeHHOMY daiiny 1 NbiTaeTCs ero 1e4nTb, He 3anpaLuvBag
noaTBepxaeHNs nons3oaTtens. [Nepen neueHnem Kaspersky Endpoint Security nomelLaeT pe3sepBHyto Koo
dalina B pesepBHoe xpaHunuiLe. Ecnn daiin BoineueH, Kaspersky Endpoint Security BoccTaHaBnmBaeT ero B
NCXOOHOM MeCTe Mof, UCXOAHBIM MMeHeM. Ecnn BbineunTb 3apaxeHHbili dalin He yoaeTcs, Kaspersky Endpoint
Security ocTaBnseT ero 3abnokMpoBaHHbIM B UICXOAHOM MecTe. VIHbopmaLms 06 obHapy>XeHHOM 3apaXxeHHOM
obbekTe coxpaHseTcs B oTyeTe O6paboTaHHblE 0GHEKTDI.

3BanpalumBaTtb No OKOHYaHWUM NPOBEPKN

Kaspersky Endpoint Security oTknagbiBaeT 06paboTky 06HapY>KEeHHbBIX 3apaXkeHHbIX GaiioB 4O KOHLA MPOBEPKM.
Mo okoHuaHuM npoBepku Kaspersky Endpoint Security oToBpayaeT okHa yBeaoMeHU ¢ nHdopmMaLmeli o KaxaoMm
oBHapy>XeHHOM 3apaxxeHHOM O06beKTe U NpefnaraeT BolbpaTh AanbHelilee gelicTeue. B 3aBucumocTm oT cTaTyca
obbekTa AeliCTBMS MOrYT OT/INYATHLCS.

OTOT BapuaHT AeNCTBUS UCMOMb3YETCH MO YMOMYaHUIO.

B pasnene Ecnn noaknioueH BHeLWwHWIA anck Ha Bkiaake MpoBepka BHELHUX ANCKOB Bbl MOXETE BblIopaTh
neicTeue, koTopoe Kaspersky Endpoint Security BbINOAHWT Npy NOAKIOUYEHNN BHELLHErO AMCKA.

Mposepka
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Ecnwn BbiGpaH aToT BapuaHT, Kaspersky Endpoint Security BeinonHuT nonck BpegoHocHoro MO Ha NoakitoueHHOM
BHELLUHEM J1CKE.

OTOT BapuaHT BbIGPaH Mo yMOYaHuio.
Huikakux peiicTBuin He TpebyeTcs
Ecnn BbibpaH aToT BapuaHT, Kaspersky Endpoint Security He 6yaeT npoBepsTb NOAKIOUEHHbIA BHELLIHNI AVCK.

B 6noke OnTnMmr3aLms Bbl MOXeTe HacTpouTb, ByaeT v npunoxerre Kaspersky Endpoint Security nposepste
CUCTEMHBI TOM "TONbKO A5 YTEHNS'" MPW BbINONHEHUW 38484 ObICTPOL 1 MOMHON NMPOBEPKM.

MponyckaTb NpoBepKy CUCTEMHOrO TOMa KTOJbKO AJ1S YUTEeHUSI»
®naxokK BKtoYaeT/BbIkOYaeT NPOBEPKY CUCTEMHOIO TOMa "TOMbKO OJ15 UTEHUNS".

Mo ymonyaHmto dbnaXkok yCTaHOBMEH B HACTPOVikax BbICTPOI NMPOBEPKU 1 CHAT B HACTPOWKAaX MOHOW MPOBEPK.

BaxxHo! B Lenax 6esonacHoCT onTUMmN3aLms MOXET BbiTb BbIK/lOUEHaA.

3arpyska CPU

[Npw HaxkaTun Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE BKJIIOUNUTb UM BbIKIIKOUYNTbL OFpaHnyeHne
ncnonb3oBaHns CPU Ha 3alyiiaemMom yCcTpolicTBe A5 MPOBEPOK B NpunoxeHun. Ecnn onumns OrpaHnumTb
3arpy3ky CPU gns npoBepok Ao Bk/IIOUEHa, Bbl MOXETE YCTAHOBUTb NpeaesibHoe 3HaueHme ncnonb3osaHus CPU B
COOTBETCTBYIOLLEM MOJSE.

MpumeuaHue. 3710 coBoKynHbIA NMUT Ans Beex saep CPU. B npunoxeHnn «MOoHUTOPUHT CUCTEMbI»
oTobpaxaeTcs cyMMa 3arpyskiu oTaenbHbix saep CPU, kotopas moxeT npesbiwaTtb 100%.

BkntoueHne aToli onumm MOXeT HeraTMBHO cka3aTbCs Ha npoussoguTensHocTy Kaspersky Endpoint Security.
No ymonyaHuto 3Ta onums BbIKlOYEeHa.
Pacnucanne

Mpw HaXkaTWM Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE HAaCTPOWTL PacnimncaHve 3amnycka NonHom u
ObICTPOII NPOBEPKM.

#

Mpw HaxkaTW Ha KHOMKY MOMb30BaTENM, HE MMEIoLME NPaB aaMUHNCTPaTopPa KOMMbIOTEPA, INLLAIOTCS
BO3MOXHOCTU N3MEHSTb HacTpoliku npunoxeHns Kaspersky Endpoint Security.

|_|pVI Ha>kaTun Ha KHOMKY OTKPbIBEAETCH OKHO 3arnpoca y4YeTHbIX JaHHbIX agMUHNCTpPaTOopa KOMMboTepa. [NTocne BBOOA
YYETHbIX OaHHbIX aoMNHNCTPaTOpa KOMIMbOTEepa Yy Nonb30BaTesid NOABNAETCH BOSMOXHOCTb M3MEHATb HaCTpOMKM
NPUNOXeHn4.
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OkHo ObnacTb NPOBEPKU

B aTOM OKHe Bbl MOXeTe MpoCcMaTPVBaTb U M3MEHSTb 061acTb NPOBEPKN A9 3a4a4n BbICTPOW NPOBEPK.
draxok psaomM ¢ 06BEKTOM B CMIMCKe BKOUAET 06bEKT B 061acTb MPOBEPKM UM UCKIIIOYaEeT 13 Hee.

+

Mpw HaXkaTW Ha KHOMKY pacKpblBaeTCs CNMCOK, MO3BONSIOLLMI CHOPMMPOBaTb 06NacTb NPOBEPKML:

e Maiinbl 1 nanku. [pu BoIGOpe 3TOro anemMeHTa OTKPbIBaeTCS OKHO, B KOTOPOM Bbl MOXeTE BbibpaTh daiin nim
narky, KOTopble Hy>KHO [06aBNTb B 06NMacTb MPOBEPKU.

* Bce anckn. [pu Boibope aToro anemeHTa B 06nacTb NpoBepKy LOOaBNSIOTCS BCE CbeMHbIE, BHY TPEHHME 1
ceTeBble ANCKN KOMMbloTepa.

* Bce BHelwHne ancku. [py Bbibope 3Toro anemeHTa B 061acTb NPoBepKkM AO6aBNSIOTCS BCE CbEMHbIE ANCKN
KOMMblOTepa.

* Bce BHyTpeHHMe aucku. [py Boibope 3TOoro anemeHTa B 06n1acTb NPOBEPKM LOOABNSIOTCS BCE BHY TPEHHME
LMCKM KOMMblOTEpPA.

* Bce ceTeBble ancku. Npu Boibope 3TOro anemeHTa B 061acTb NPOBEPKY LOBABNSIOTCS BCE CETEBbIE AVNCKU
KOMMblOTepa.

e MamsaTb. I'Ip|/| Bbl60pe 9TOro anemeHTa B 0651acTb NpPoBEpPKN ,D,O6aBﬂ9leTC9l namMmsaTb KOMMNbtOoTEPA.

e O61bekThl aBTO3anycka. [1py Beibope aToro anemMeHTa B 06/1aCcTb NPOBEPKU [OBABASIOTCS BCE MCMOMHIAEMbIe
dalinbl, KOTOpble 3aMycKatoTCs BMECTE C OMNepaLoHHO cucTemoit. [poBepka 06beKTOB aBTo3anycka
NMo3BoNSeT 0BHaPY>XNTb PYTKATHI.

I'lpm HaXXaTtunm Ha KHOMKY Bbl6paHHbIVl SNIEMEHT CrnncKa yaandeTcd ns3 obnacTtu NMpoBepKWn.
OnemeHTbl, BK/oYeHHbIe B 0651acTb NPOBEPKN MO YMONYaHMIO, HEBO3MOXXHO yOalNTb.

B 6noke OnTnMmU3auma Bbl MOXETe HaCcTpPouUTb, ByneT nu npunoxerne Kaspersky Endpoint Security nposepstb
CUCTEMHbI TOM "TONbKO A1s YTEHNS" MPW BbINOMIHEHUW 3a4a4 noncka BpegoHocHoro MO.

MponyckaTb NpoBepKy CUCTEMHOrO TOMA «TOJbKO ANS YTEHNS»

®naxok BKtoYaeT/BbIkOYaeT NPOBEPKY CUCTEMHOIO TOMa "TOSbKO AJ15 UTEHUNS".

Ecnu ¢naxok yctaHosneH, Kaspersky Endpoint Security nponyckaeT npoBepky cMcTEMHOro ToMa “TOMbKO AJ1s
yTeHns". Bpems BbINONHEHVS MPOBEPKYM 3HAUNTENBHO YMEHBLLIAETCS.

Ecnn dpnaxok cHaT, Kaspersky Endpoint Security npoBepsieT CUCTEMHbIV TOM "TOJbKO ANS YTEHNS".

OTOT PnaxoK yCTaHOBMEH MO YMONYaHHIO.

MpumeuaHue. Kaspersky Endpoint Security He npoBepsieT dalinbl, pacnonoxeHHble B xpaHunmwax OneDrive,
iCloud 1 gpyrux obnayHblx xpaHunuwax. Vicknounte atun daiinbl 13 obnacTv Nposepku. B npoTreHoM cnydyae
3aja4a NpoBePKM MOXET 3aBEPLUNTLCS C OLUMOKOWN 3apaxKeHHbIN ¢aiii He yaareH.
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Bknagka Yrpo3sbl

B 6noke O6Hapy>knBaemble 06beKTbI Bbl MOXeTe CHOPMUPOBaTL CMINCOK OBHapPYKMBaeMbIX OB BHEKTOB.

BI/IpbeI, YyepBu, TPOFHCKME nporpamvmbl, BpeAOHOCHbIE YTU/INTbI, peK/laMHble NporpamMmMbl U nporpamMmmbl
aBTOOO03BOHA

OTa KaTeropus BktoyaeT B cebs crnepyioLLme TUMbl MPOrpaMM:

e Bce Tunbl BPeOOHOCHbIX NMporpamMmm.

* [lporpammbl, KOTOpble OTODpPaXatoT peknamHble MaTepuasbl (HanprMep, 6aHHepPbl) Ha BaLLeM KOMMbIOTEPE UK
3aMeHsIoT Pe3ynbTaThl MoVcKa B BalleM Bpay3epe Ha pekniaMHble CailTbl.

* [lporpammbl, KOTOpble HE3aMETHO YCTaHaBNMBaIOT TeNePOoHHbIE COeANHEHS Yeped KOMMbIOTEPHbI MOAEM.
Kaspersky Endpoint Security Bcerna KOHTpoOnMpyeT NporpamMMbl 3Tol KaTeropun.
®dnaxok Bceraa yCTaHOBIMEH, Y €r0 HEBO3MOXHO CHATb.

JleranbHble nporpamMmbl, KOTOpbie MOTyT 6bITb MCMONb30BaHbI 310y MbILLEeHHUKOM Ang HaHeCeHWd Bpeaa Ballemy
KOMMblOoTEepYy i gaHHbIvi

®naxok BKtoUaeT/BbkoYaeT KOHTPOSb NerasnbHbIX NporpamMm (Hanpumep, NPorpaMm yaaneHHoro
aaMUHUCTPUPOBAHIS), KOTOPbIE MOTFYT BbITb MCMOMb30BaHbI 3/T0YMBILLNEHHUKOM AJ151 HAHECEHWS Bpeaa KOMMboTePY
NIV BaLLMM OaHHbIM.

Mo YMOJT4aHnto ¢na>|<0|< CH4T.

B 6rnoke Pe3epBHoOe XpaHUULLLE Bbl MOXETE YCTaHOBUTbL MakKCMarbHbI CPOK XpaHeHNsl 06 bEeKTOB B Pe3epBHOM
XpaHULLE.

YpanaTte 06beKThl U3 Pe3epBHOro XpaHWIuLLa Yepes <Uncro> Hei
draxok BKIoYaeT/BbIKIIIOUYaET yaaneHne 06bekToB N3 PE3EPBHOro XPaHUINLLA MO UCTEYEHWN YKa3aHHOIO CpoKa.

Ecnu dnaxok ycTaHOBMEH, MPUNoXeHre yaandeT 06bekThl U3 pe3epPBHOro XpaHUINLLLA Mo UCTEeYeHUn CpokKa,
yKasaHHOro B rose paaom ¢ dnaxkom. Ecnv dnaxok cHAT, 06beKTbl XPaHATCS B Pe3ePBHOM XpaHULLLE
BeccpoyHo.

Mo ymonuaHuio Gnaxok yCTaHOBMEH, 1 OBBEKThI XPaHITCS B pe3ePBHOM XpaHunuLLe B TedeHre 30 oHel.

B 6noke UckntoueHns Bbl MoxeTe chopMmpoBaTh CMCcok ¢aiinos, nanok, IPUNoXeHnli 1 caliToB, KOTOPbLIM Bbl
LOBEpsieTe N KOTOPbIE HE XOTUTE NMPOBEPSATD.

,D,osepeHHaq 30Ha

Mpw HaxkaTuM Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXeTe chopMmpoBaThb [loBEPEHHYIO 30HY.

MpumeyvaHue. Korpa B HacTpoiikax NONMTUKM agMUHUCTPATOP 3anpeLLaeT pefakTuposaHne JoBepeHHOM
30Hbl, MONb30BAaTENM HE MOTYT NepenTn Kk HacTporikam [loBepeHHON 30HbI.

#

Mpw HaxkaTWN Ha KHOMKY MOMb30BaTENM, HE MMEeIoLMEe NPaB aaMUHNCTPaTOpPa KOMMbIOTEPA, INLLIAIOTCS
BO3MOXHOCTU N3MEHSTb HacTpoliku npunoxeHns Kaspersky Endpoint Security.
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ﬂpm HaXXaTtum Ha KHOMKY OTKPbIBEAETCHA OKHO 3anpoca y4YeTHbIX AaHHbIX agMHNCTPaTopa KOMIboTepa. Mocne BBOOA
YYETHbIX OaHHbIX aoMNHNCTPAaTOpPa KOMIMbOTEepa Yy Nob30BaTesid NOABNAETCH BOSMOXHOCTb MSMEHATb HaCTpOMKM
NMPUNoXeHn4.
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OKHO YCTaHOBKW Mapong agMUHUCTpaTopa

Maponb

MNMone ans BBOAa Naposs A1l OrpaHnYeHnst HexxenaTebHbIX AeCTBUA Ha YCTPONCTBE.
MoaTeepauTe naponb

MNone ons NoATBEPXOEHWS MAPONs MyTEM €ro MOBTOPHOrO BBOAA.

Onunmn

Cncok fencTBuiA, KOTopble MOy T ObiTb 3aLUMLLEHBI MAaposieM. YCTaHoBUTe TpebyeMble draxkn Ans 3aLumThl
COOTBETCTBYIOLLVX AEVICTBUI Ha YCTPONCTBE. Bbl LOMXHBI yCTaHOBUTb XOTS Bbl OANH Priaxok.

OTmeHnTb

Mpw HaXaTnn Ha 3Ty KHOTKY OKHO 3aKpblBaeTCs 6€3 COXpaHEHNs 3MEHEHWIA.

OK

HaxkaTuie Ha aTy KHOMKY coxpaHgaeT HacTPOWKM NMapons adMUHCTPaTopa 1 3akpblBaeT okHO. [Tocne coxpaHeHus

N3MeHeHWl BaM ByoeT Npen/ioxKeHo BBECTU Naposib MPW MOMbITKE BbIMOMHUTL HEXenaTenbHoe AelicTBMe Ha
YCTPOWCTBE.
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OKHO HaCTPONKW 3aLLNTbI Naponem

Maponb

None ons BBOAA MNapons As OrpaHNYeHNs HexXenaTebHbIX AENCTBWM Ha YCTPOMCTBaxX NoNb3oBaTeNeN.

HaxmuTe Ha kHonky MokasaTb, 4TOBbI MPOCMOTPETL BBEAEHHbIE CUMBOJIbI.
MopTeepanTe naponb

None ong NoATBEPXXAEHNS MaPOSs MNyTEM ero NOBTOPHOro BBOAA.

HaxxmunTe Ha kHomky MokazaTb, UTo6bl IPOCMOTPETH BBEAEHHBIE CUMBOJTbI.
TpeboBaTb Nnaposb, YTOGbI

Cncok feicTBuiA, KOTOpble MOMyT ObiTb 3aLUMLLEHBI MAPOSIEM. YCTaHOBUTE Tpebyemble Griaxkn Ans 3aLmThl
COOTBETCTBYIOLLMX AEVICTBUI Ha YCTPOWCTBE Nosb3oBaTens.

312



Bknagka [loBepeHHble NpUioXeHns

Ha Bknapke [loBepeHHble MPUAOXEHUS Bbl MOXeETe CHOPMUPOBaTL CINCOK MPUOXEHWIA, KOTOPbIE MPUNOXEHNE
Kaspersky Endpoint Security He 6yneT KOHTpONMpPoOBaTb.

Mo ymonyaHuto crnncok o6bekToB [JoBEpEHHOM 30HbI MYCT.

+

[Npw HaXaTuW Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOROM Bbl MOXETE BBECTW MY Tb K MPUIOXKEHWIO, YKa3aTb
TpeboBaHWg K NoAnvcK Koaa U BeibpaTb TUMbl akTUBHOCTW, KoTopble Kaspersky Endpoint Security He 6yneT
KOHTPROIMROBATb.

Mpw HaxkaTuM Ha KHOMKY BbIBpaHHOEe NpUnoXxeHne yaanseTcs n3 [JosepeHHo! 30Hbl.

Na3meHnTb

|_|pVI Ha>kaTun Ha 3Ty KHOMKY OTKpPbIBEaeTCHA OKHO, B KOTOPOM Bbl MOXETE USMEHNTb NapamMeTpbl LOBEPEHHOIro
NMPUNoXeHn4.
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OkHo [1o06aBnTb 0OBEPEHHOE MPUITOXKEHNE

MyTb

MyTb K MprnoXxeHnto, akTMBHOCTb koToporo Kaspersky Endpoint Security He KoHTponvpyeT.
MprmeuaHue. C1MBOSBbHBIE CCHINKM HE MOTYT MCMOMb30BaTLCS AN YKasaHs nyTen B 9TOM none.

Bbi6paTb

[Npy HaxkaTun Ha 3TY KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE BbiOpaTh NPUIOXeEHNE, akTUBHOCTb
KOTOporo He byneT koHTponmpoBaTbes Kaspersky Endpoint Security. B aTom cnyyae sHaueHus noneit My Tb n
TpeboBaHMe k nognucK Kopga BCTaBNSIOTCS aBTOMATNYECK.

TpeboBaHue k nognucu kopa

TpeboBaHUs K NOANUCY KOAA NPUIOXEHNS, aKTUBHOCTb KOTOPOro He ByaeT oTcnexumsatbes Kaspersky Endpoint
Security.

OT10 Heobs3aTeNbHbIN NapameTp.

B pasoene Onuum Bbl MOXeTe BbiOpaTh TUM akTUBHOCTI, KOTOPGLIV Bbl XOTUTE, YTOOLI Npunoxerne Kaspersky
Endpoint Security He oTcnexumBano.

He koHTponnpoBaTb akTMBHOCTb ¢dalinos

draxok BKOYaET/BbIKIIIOUaET KOHTPOMb onepaumii IpunoxeHus ¢ dainnamm Ha KIIMEHTCKOM KOMMbIOTEpPE.
Ecnu dnaxok yctaHosneH, Kaspersky Endpoint Security He koHTponupyeT $aiinoByto akTUBHOCTb MPUOXEHWS.
Ecnn dnaxok cHaT, Kaspersky Endpoint Security koHTponvpyeT $aiifioByto akTUBHOCTb MPUTOXEHMIS.

OTOT PnaxKok yCTaHOBIEH MO YMONYaHMIO.

He koHTponnpoBaTb CeTeBYIO aKTUBHOCTb

oToT d)ﬂa)KOK BKJ'IPOHaeT/BbIKJ'HOHaeT KOHTPOJ1b BXOALALLErO N NCXogdLLero VIHTepHeT—TpaCI)VIKa NMPUINOXEeHNA Ha
KIMMEHTCKOM KOMIMbIOTEPE.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security He KOHTpPONMpyeT CeTeBYO akTUBHOCTb MPUINIOXKEHWS.
Ecnn dnaxok cHaT, Kaspersky Endpoint Security koHTponvpyeT ceTeByto akTUBHOCTb MPUIOXEHNS.

OTOT PnaxKoK yCTaHOBIEH MO YMOMYaHMIO.

OTmeHuTb

Mpwy HaxkaTun Ha 3TY KHOMKY OKHO 3aKpbliBaeTCs 6€3 COXpaHeHNs U3MEHEHWIA.

OK

HaxaTue Ha OTY KHOMKY COXpaHAaeT napamMeTpbl LOBEPEHHOr O NPpuiIoXXeHNs 1 3aKpbiBAET OKHO.
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Bknapoka [loBepeHHble dalinbl 1 nanku

Ha Bknapke ®aiinbl n nanku Bbl MoxeTe CHOpMMPOBaTL CNMCOK Paiinos 1 namnok, koTopble npunoxeHne Kaspersky
Endpoint Security He ByneT npoBepsThb.

Mo ymonyaHuto crnncok o6bekToB [JoBEpEHHOM 30HbI MYCT.

+

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXeTe BblbpaTb dbalin unm narky.

Mpwy HaxaTnn Ha KHOMKY BbibpaHHbI 06bekT yaanseTcs 13 [JJoBepeHHO 30HbI.
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Bknagka [loBepeHHble Beb-agpeca

Ha Bknapke Be6-appec Bbl MoxeTe chopmMmpoBaTh CNMCOK Beb-anpecos, koTopble npunoxeHne Kaspersky
Endpoint Security He ByneT npoBepsThb.

Mo ymonyaHuto crnncok o6bekToB [JoBEpEHHOM 30HbI MYCT.

+
Mpwy HaxkaTuK Ha KHOMKY MOosIBNSieTCS none afig BBoaa Beb-agpeca.

Mpw ykasaHun agpeca Beb-calita MOXHO UCMONb30BaTh ClenyoLLe CUMBOIbI:
* CumBon 38e300uku ( * ) 3amMeHsieT Ntoboli Habop CUMBOIIOB, 38 UCKIIOYEHEM CUMBOSIOB \ 1 / .

e [IBa nocnenoBaTeNbHbIX CUMBOIa 3Be3004kM (** ) 3ameHsitoT nioboli Habop CUMBOMOB (BK/KOYas MycToin Habop),
BK/ItOYas CMBOMbl \ 1 /.

* BonpocuTenbHblii 3HaK ( ? ) 3amMeHseT ntoOol OTAENbHBIN CUMBOS B UMeHW dalina unuv nanku, 3a UCKoYeHnem
cuvsonos \ u / .

Mpwn HaxaTun Ha KHOMKY BbibpaHHbI Be6-afnpec ynansetcs 13 [loBepeHHO 30HbI.
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Bknagka JononHnTenbHO

B 6noke KSN Bbl MoxeTe npounTaTh [NonoxeHne o Kaspersky Security Network v mpuHSTb yCnoBus yyacTus unm
oTkasaTbcs oT yuacTus B Kaspersky Security Network.

MokasaTb MonoxeHne o KSN
Mpy HaxkaTuK Ha KHOTMKY OTKPbIBAETCS OKHO ¢ TekcToM [NonoxxeHus o Kaspersky Security Network.

Kaspersky Endpoint Security moxeT ncnonb3oBaTb rnobanbHbii 1 nokanbHbeii KSN. Ecnv Bbl yuacTByeTe B
Kaspersky Security Network, Kaspersky Endpoint Security ncnonssyet nHdopmaumo o penyTaumm ¢painnos, Beb-
pecypcoB 1 nporpamm, nonyyeHHyto 13 Kaspersky Security Network, n otnpaenseT B Kaspersky Security Network
[aHHble, KOTOPbIE HY>KHbI IS PaboThl CNyXX6 OBHaPYKEHNUS.

YuactBoBaTb B Kaspersky Security Network
®dnaxok BkovaeT/BbikoyaeT yuacTue B Kaspersky Security Network.
YuactBoBaTb B Kaspersky Private Security Network

®naxok BkoYaeT/BblklouaeT yuacTue B Kaspersky Private Security Network. JononHuTtensHyto nHpopmaLumio ob
yuyacTum B Kaspersky Private Security Network Bbl MOXeTe nonyunTb y CUCTEMHOMO agMUHNCTPATOPa BaLlel
opraHusaLmn.

BkniounTb paclumpeHHbiii pexkum paboTtbl KSN

Ddnaxok BKtoYaeT/Bblk/lovaeT OTNpPaBKy AOMONHUTENbHbIX AaHHbIX Kaspersky Security Network. 911 aaHHble
HY>KHbI IS YNy ULlleHrs 3aLmMTbl Ballero Komnbtotepa 1 paboTbl Kaspersky Endpoint Security. Bel MoxeTe HaliTu
nepeveHb NpefocTaBnsemMblx fAaHHbIX B [TonoxeHunn o Kaspersky Security Network v B cnpaske Kaspersky Endpoint
Security.

OT0T drnaxok ycTaHaBNMBaeTCs aBTOMaTNYECKU, KOrAa Bbl ycTaHaBnBaeTe dnaxok YuacteoBaTtb B Kaspersky
Security Network, HO Bbl MOXeTe ero CHaTb.

BinounTb 06nauHbI pexxmnm

OBnauHblil pexmM — pexum paboTsl NpunoxeHus, npu kotopom Kaspersky Endpoint Security ncnonsayet
obnerueHHyto Bepcuio 6a3 BpefoHocHoro MNO. SToT pexum 4OCTYMNeH TOMbKO B TOM Cllyyae, eCni BKIIKOUYEHO
yuacTue B Kaspersky Security Network. ObneryeHHas Bepcust 6a3 BpenoHocHoro MO nosBonsieT CHU3UTb Harpy3Kky
Ha onepaTVBHYO MaMsTb KOMMblOTEPa MPUMEPHO B ABa pa3a. Ecnm Bbl He yuacTByeTe B Kaspersky Security Network
1 obnayHbli pexxm BoikmtoueH, Kaspersky Endpoint Security 3arpysaeT nonHyto Bepcuto 6a3 BpenoHocHoro 10
c cepaepos "JlabopaTopun Kacnepckoro”.

Ecnu nepexnioyaTtens BkntoveH, To Kaspersky Endpoint Security ncnonsayeT obnerderHyto Bepcuio 6a3
BpenoHocHoro [0, 3a cueT Yero CHMXaeTCs Harpy3ka Ha PecypCbl OnepaLVioHHON CUCTEMBI.

MpumeuaHue. Kaspersky Endpoint Security 3arpy>xaeT obneryeHHyto Bepcuto 6a3 BpegoHocHoro 10 B xone
Bnvxaiiero obHOBMNEHNS NOCHE TOro, Kak Graxok Obin yCTaHOBMEH.

Ecnn nepexntoyaTens BoiktoueH, To Kaspersky Endpoint Security ncnonbsyeT nosnHyto Bepcuio 6a3 BpeLoOHOCHOro
Nno.

MpumeuaHue. Kaspersky Endpoint Security 3arpy>aeT nonHyto Bepcuto 6a3 BpegoHocHoro 1O B xone
Envxaliluero obHOBNEHNS MOCTIE TOro, Kak GriaXoK 6bii CHAT.

B pasnene AHanus noesegeHns Bbl MOXETE BKJ'IIO‘-II/ITb/BbIKﬂ}OL‘II/ITb KOMMOHEHT AHanmMa noBeneHns v Bbl6paTb
nencrsue, KOTOpOe 6YJJ,eT BbIMNOHEHO Npun O6H8py>K€HVII/I aKTNBHOCTW BPEAOHOCHOIo Mo.

Bknountb AHanns nosepeHns
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oToT d)ﬂa)KOK BKJ'IPOL{aeT/BbIKJ'IPOHaeT KOMMOHEHT AHanns noseaeHns, KOTOprI7I nony4yaeT |/|H<1>op|v|au,vno O OENCTBUSX
nporpamMmm Ha BallemM KOMMbtoTepe 1 npeocTaBndeT ee opyrmMm KOMNOoHEeHTamM 3allTbl 19 NOBbILLUEHNSA NX
npon3BoOaNTENIbHOCTN.

BnokupoBaTb BpeaOHOCHYIO aKTUBHOCTb

Ecnu BbiGpaH aToT BapuaHT, Kaspersky Endpoint Security 3aBepluaeT paboTy nporpammbl py 06HapyXeHUM
BPEAOHOCHOW aKTUBHOCTMW.

Ynanatb o6Hapy>XeHHBbI onacHbIi 06beKT

Ecnn BbiBpaH aToT BapuaHT, Kaspersky Endpoint Security yoanseT ncnonHsembiii daiin BpeaoHOCHON NporpaMmb U
co3paeT pesepBHyto konuio daiina B PeaepBHOM xpaHunmLLE Npu 06HapyKeHN BPEAOHOCHOW akTUBHOCTU.

3BanpawmuBaTb gelicteue

Ecnu BbiBpaH 3TOT BapraHT, Npu 06HapyXeHn BPEOOHOCHO akTMBHOCTM NpunoxeHre Kaspersky Endpoint
Security oTobpaxaeT OKHO yBeJOMeHUs C MHPopMaLmMein o BpeAOHOCHOM 06bekTe 1 NpefnaraeT Nonb3oBaTento
BbIOpaTh AeliCTBIME, KOTOPOE BbIMOMHUT NpunoxeHne Kaspersky Endpoint Security. B 3aBucumocTn ot ctaTyca
o6bekTa AeliCTBMS MOMyT OT/INYaTbCS.

2

Mpw HaXkaTW Ha KHOMKY MOMb30BaTENM, HE MMeloLMe NPaB aaMUHNCTPaTopa KOMMbOTEPA, INLLAIOTCS
BO3MOXHOCTU N3MEHSTb HacTpoliku npunoxeHns Kaspersky Endpoint Security.

ﬂpm HaXXaTtum Ha KHOMKY OTKPbIBEAeTCH OKHO 3anpoca y4YeTHbIX AaHHbIX agMVHNCTPaTopa KOMIbloTepa. Mocne BBOOA
YYETHbIX OaHHbIX aoMNHNCTPAaTOpPa KOMIMbOTEepa Yy Nob30BaTesid NOABNAETCH BOSMOXHOCTb M3MEHATb HaCTpOMKM
NMPUNoOXeHn4.
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Bknagka ObHoBNeHne

B 6noke ba3sbl Bbl MOXeETE HAaCTPOUTL pexnm obHoBneHns 6a3 Kaspersky Endpoint Security.

3arpy>aTb 06HOBNEHNS aBTOMAaTNUYECKN
draxok BKOYaeT/BbIKIIIOUYaET aBTOMaTNYeCKoe OOHOBNEHME 6a3 MPUTOXEHMS.
OTOT PraXok o yMOMYaH1o YCTaHOBIEH.

B 6roke MNpokcu Bbl MOXeTe HaCTPOWTb MCMOMIb30BaHNE NPOKCU-cepBepa Ans obHosneHus Kaspersky Endpoint
Security.

Wcnonb3oBaTtb npokcu-cepeep

DnaxokK BKoYaeT/BbIK/ioYaeT NCMOb30BaHNE NPOKCU-CepBepa AN BbIXOAA B MHTEPHET BO BPeMs OGHOBNEHS
6a3 BpenoHocHoro N0 1 moaynei NpunoxeHus.

OTOT PnaxKok No yMONYaH1o YCTaHOBIEH.

HacTpoliikn

[Npw HaXkaTW Ha KHOMKY OTKPbIBAETCS OKHO, B KOTOPOM Bbl MOXETE HaCTPOUTb NapamMeTpbl MOAKMOUYEHNS K MPOKCU=
cepBepy.

B 6noke OTkaT 06HOBAEHNS Bbl MOXETE BEPHYTbCS K UCMONb30BaHMIO NpeablayLiel Bepcun 6as npunoxeHus. Bam

MOXeT NOTPeboBaTbCs OTKATUTb OBHOBEHWS, HAaNPUMEp, ECMN HOBas BEPCUs 6a3 MPUNOXEHNS COQEPXKT
HeKOpPEKTHYIO curHaTypy, n3-3a kotopoli Kaspersky Endpoint Security 6nokvpyeT 6e3onacHyto nporpammy.

OTkaTnTb O6HOBNEHNE

Mpw HaxkaTuK Ha KHOTKY 3amnyckaeTcs oTkaT OBHOBNEHNS 6a3 NMPUNOXEHWS.

e

[Npw HaxkaTun Ha KHOMKY Mosb30BaTeNu, He NMetoLLMe NpaB agMVHUCTPaTopa KOMMbIOTEPa, TMLWAoTCA
BO3MOXHOCTU N3MEHSATb HacTpolikn npunoxeHns Kaspersky Endpoint Security.

=]
|_|pVI Ha>kaTun Ha KHOMKY OTKPbIBEeTCy OKHO 3arnpoca y4YeTHbIX JaHHbIX agMUHCTpPaTOopa KOMNboTepa. [Mocne BBOOA

Y4YeTHbIX OaHHbIX agMUHNCTPaTOpa KOMMbKoTEepa Yy Nonb3oBaTesig NogBN4deTCHd BOSMOXHOCTb UBMEHATb H80TpOI7IKVI
MPUITOXEHNSA.
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OkHO HacTpoiikn npokcu-cepeepa

Mcnonb3oBaTb cucTeMHblE HACTPOWKIN NPOKCU-cepBepa

Kaspersky Endpoint Security ncnonbsyeT napameTpbl IPOKCH-CEPBEPA, YKa3aHHbIe B CUCTEMHbIX HAaCTPOoIiKax
BaLllero Mac.

OTOT BapunaHT OeNCTBIS NCMOb3YeTCH MO YMOMYaHWIO.

Mcnonb3oBaTb ykasaHHble HacTpoLikM NpoKcu-cepBepa

Kaspersky Endpoint Security ncnonbayeT napameTpbl NpokcU-cepBepa, ykasaHHble B 3TOM OKHE.
Appec

None pns BBoAa IP-agpeca nnm JOMEHHOro UMeHM NPOKCU-cepBepa.

Mone pocTynHo, ecnu BoibpaHa onums Micnonb3oBaTth ykasaHHble HAaCTPOWKUN NPOKCH-CepBepa.
MopT

Mone ans BBOfa HoMepa nopTa NPoKCK-cepBepa, NpeaHasHayeHHoro ans obHosneHns Kaspersky Endpoint
Security.

Mone pocTynHo, ecnn BoibpaHa onuys Micnonb3oBaTh ykasaHHble HaCTPOIKM NPOKCcU-cepeepa.
Mo ymonuaHuio yctaHoBneHo 3HaveHre 8080.

WcnonbsoBaTb ayTeHTUMKaLmIO

AyTeHTu@uKaLms — 3TO NpoBepKa UMEHW NoSb30BaTeNs 1 Naposs IPU COEANHEHN C MPOKCU-CEPBEPOM.
Ddnaxok BKIoYaeT/BbK/IloUYaeT ay TEHTUDUKALMIO MPY COeANHEHNM C NMPOKCK-CEPBEPOM.

Mo ymonyaHuto ¢bnaxkok CHAT.

Nma

Mone ons BBOAA VIMEHU NOMb30BaTeNs A1 ay TEHTUMKALMM NMPY COEOVMHEHNN C MPOKCU-CEPBEPOM.
Mone pocTynHo, ecnu ycTaHoBneH dnaxok Micnonb3oBaTb ayTeHTUdUKaLMIO.

Maponb

MNone pns BBOAa Napons Ans ayTeHTUPUKaLMN Npu COeANHEHUM C MPOKCH-CEPBEPOM.

MNone pocTynHo, ecnn ycTaHoBneH ¢pnaxok MicnonbsosaTb ayTeHTUdMKaLMIO.

Ecnu Bbl He ykasanu 1Msl MoNb30BaTENs 1 Maposib UV YKa3aHHbIE MS NMONb30BaTeNs 1 NMaposib He Bbinv MPUHSATHI
NPOKCN-CEePBEPOM, OTKPOETCH OKHO, B KOTOPOM BaM HY>KHO yKasaTb 1Ms Nob30BaTenNs 1 napornb 44
ayTeHTnbVKaummn Ha npokcu-cepaepe. Ecnmn ayTeHTdMKaLms 3aBepLuMiach YCneLwHo 1 B OKHe 3anpoca 6bin
yCTaHoBrneH ¢praxok 3anoMHUTb Naposib, TO YKasaHHbIE UMS MOMb30BaTeNs 1 Naposb ByoyT NCMONb30BaThCH B
JanbHeliwem. Ecnm dnaxxok 3anoMHUTbL Naponb B OKHe 3anpoca MMEHN Nonb30oBaTeNs 1 Napons CHAT, Npu
crnenytoLLemM CoOeaMHEHNN C NMPOKCU-CEPBEPOM MM MONb30BaTENS U NMaposib OyayT 3anpoLleHbl MOBTOPHO.

He ncnonb3oBaTtb NMPOKCU-cepBep Ada nokKasnbHbIX aapecoB

dnaxok BK/oYaeT/BbIK/IIOYAET MCMOMb30BaHNE MPOKCU-cepBepa Npu 06HOBNEHNM 13 OKaNbHOM NN CETEBO
narku.

OTOT PraXok no yMoM4aH1o YCTaHOBIEH.
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Bknagka VIHTepdeiic

B 6roke YBegomMneHns Bbl MOXETE HACTPOUTb NapamMeTpbl yBeAoMeHWi, koTopble Kaspersky Endpoint Security
oTOBpaxaeT, UTobbl MHPOPMUPOBATL BAC O PA3NNYHBIX CODBLITUSIX.

YBepomMnsTb 0 CO6bITUAX

dnaxok BKIoYaeT/BbIKIIIOUYAET BbIBOL, YBELAOMIIEHU O COBBLITUSAX B paboTe NMPUoXKEHUS.
OTOT Pnaxkok MO yMONYaHNIO yCTaHOBIIEH.

BocnpounsBogutb 3ByKoBOE yBEA,OMIIEHVE NPU OGHAPY>XEHUN BPEAOHOCHbIX MPOorpaMm

Ddnaxok BKoYaeT/BblklovaeT 3ByKoBOe yBegoMeHme, koraa Kaspersky Endpoint Security obHapyxvsaeT
BPEOOHOCHbI OO BEKT.

OTOT PnaxKok no yMon4aHuo YCTaHOBIEH.
B 6noke 3Hauok NPUIoXeHUs Bbl MOXETE HACTPOUTL OTOBPAaXEHNE 3HaYKa NPUIOXKEHNS B CTPOKE MEHIO.

OTo6paxcaTb B CTpoke MeHIo
DdnadxoK BKtoYaeT/BbIK/IloYaeT OTOBPaxKeHVe 3HauKa NPUNOXEHNS B CTPOKE MEHIO.

B 6noke OTueTbl Bbl MOXETE BK/IIOUNTb UM BBIKIIOUNTb 3aMnMCh HEKPUTUYECKIX COBBITUIA B 0TUYeThI Kaspersky
Endpoint Security.

3anucbiBaTb HeKpuTnyeckume cobbiTus

®nadxok BKJ'I}O‘-IaeT/BbIKJ'IIO‘-IaeT 3arnncb I/IHd)OpMaLI,I/IOHHbIX cobbITulA B oTueThl. Kak npasunnio, Takme cobbITUG He
Ba>XXHbl 014 obecreyeHns 3aLlnTbl KOMIbOTEPA.

B 6noke TpaCCI/IPOBKa Bbl MOXETe BK/IIOYNTb NN BbIKITIOYNTb TPACCUPOBKY.

TpaccupoBka — 3TO MPOLLECC MOLLIAroBOro BbIMOMHEHWS MPUIOXEHWS, HEOBXOANMbIA A5 NOTyYeHNs NoapPOOHO
nHbopmaLmn o paboTe npunoxeruns. CrneumanncTsl Cnyx6bl TEXHNYECKOW noaaepxku "JlabopaTtopum
Kacnepckoro” ncnonbaytoT daiinbl TpacCUpoBKM AN YCTPaHEHNs HencrnpaBHOCTel. Bbl MoxeTe BKIoUNTb 3anmch
CobbITWIA Ang co3naHns Gainnos TPacCUpPOBKI 1 OTApaBKK 3TKX $aiinos no sanpocy B Cryx6y TEXHNYECKO
nopaepku. Mo ymMonyaHuio 3anmncb CoBbITUIN MPUNOXEHNS BbIKIIOYEHA.

Ba>kHo! BkntouaiiTe TpaccrpoBky Tomnbko no npockbe cneumnanicta Crny6bl TEXHUYECKOM MOAAEPXKKI.

BkniounTb Tpaccnpoeky
draxok BKoYaeT/BbiktoYaeT GYHKLIMIO COXpaHeHns GalinoB TPacCUpoBKu.
Mo ymonyaHuo $bnaXkok CHAT.

B pasnoene 3awuTa napoJsieM Bbl MOXETE BK/IHOUNTDb 3alTY NaposieM OT HeXenaTe bHbIX OEenCcTBUM Ha BalLeM
KOMMbOTEPE.

BiniounTb 3awmty naponem
OTOT dnaxKok BKOYaeT/BbIK/IOYaeT 3almUTy NaponemM OT HexXenaTebHbIX AENCTBUI.
Mo ymonuaHuio Gpraxok CHAT.

YcTaHoBKa 9TOro dnaxka oTKpbiBaeT OKHO, B KOTOROM Bbl MOXETE YCTaHOBUTb U HACTPOWTL Naposib
aOMUHUCTRAaTORA.

HacTpoliikn

|_|pVI Ha>XaTun Ha KHOMKY OTKPbIBEeTCH OKHO, B KOTOPOM Bbl MOXETE M3MEHUTL MNapamMeTpbl Napoaid aoMUHNCTRPaTopa.
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[ a

[Npw HaxaTuW Ha KHOMKY NONb30BaTENN, HE UMEIOLLE NPaB agMUHNCTPATOPa KOMMbIOTEPa, NNLLA0TCS
BO3MOXHOCTU U3MEHSITb HacTpoliku npunoxxeHns Kaspersky Endpoint Security.

=]
|_|pVI Ha)kaTun Ha KHOMKY OTKPbIBEeTCy OKHO 3arnpoca y4YeTHbIX AaHHbIX agMUHCTpPaTopa KOMNboTepa. [Mocne BBOOA

Y4YeTHbIX OaHHbIX adMNHNCTPaTOpa KOMMbKoTEpa Yy Nonb3oBaTesig NogBN4deTCd BOSMOXHOCTb MBMEHATb H80TpOI7IKVI
NMPUNOXeHn4.
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OKHO HacCTPOVKW 3aLLmTbl OT MOYTOBbIX YIPO3

MponyckaTtb, ecnu pasmep ¢aiina 6onbwe N Mb

Ecnn CI)ﬂa)KOK YCTaHOBJIEH, 3almTa OT NoYTOBbIX Yrpo3 NCKNK4YaeT U3 NPOBEPKN apXnBbl, MPUKPenIeHHbIe K
ONEKTPOHHbIM NMMCbMaM, eCln X pa3Mep rNnpeBblllaeT YKa3aHHOEe 3Ha4vYeHne.

Ecnun dnaxok cHaT, 3alumTa oT MOYTOBbIX YrpO3 MPOBEPSIET apPXMBbl BIOXEHWIA 9NEKTPOHHON NoYThl lo6oro
pa3mepa.

o ymonuyaHuio ycTaHoBNeHO 3Haverve 8 Mb.
OT0T daxok No yMONYaHUIO YyCTaHOBIIEH.
OrpaHunuunTb Bpems npoeepku apxusa ao N cek.

Ecnn aToT drnaxok ycTaHOBIEH, BPEMS, BblAENEHHOE Ha MPOBEPKY apXVBOB, MPUKPEMNEHHBIX K SNTEKTPOHHbBIM
NMMCbMaMm, OrPaHNYEHO YKasaHHbIM NMEPUOLOM.

Ecnmn c|>na>|<0|< CH4T, BpeM4, BblAe/IeHHOE Ha MpOBEpPKY apxXmBOB, HE OrpaHN4YeHo.
Mo YMOJTHaHNIO YCTaHOBNEHO 3Ha4YeHne 5 CEeKyHn.

Mo ymonyaHutio ¢bnaxok ycTaHOBIEH.
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OkHo CeTeBoOe nakeTHOE NpaBuso

HaseaHue npaBuna
Ims ceTeBOro nakeTHoOro npaswuna.

B pasnene OeiicTBue MoxHO BbibpaTh AeiicTaue, koTopoe Kaspersky Endpoint Security BeinonHuT npu
OBHapy>XeHUy CeTeBOM aKTUBHOCTM.

B paspene MNpoTokon MOXHO ykasaTb MPOTOKOJ, K KOTOPOMY MPUMEHSETCS CeTeBOe NpPaBuio.

B pasnene HanpaBneHue MOXHO ykasaTb HanpasneHne OTCNeXNBaeMon CeTEBOM akTUBHOCTMU.

B pasnoene TTL MoxHO 3apaTh CPOK XN3HW OTCNEXMBaAEMbIX CETEBbIX MNakeTOB.

B paspene CeTeBble apanTepbl MOXHO ykasaTb CeTeBble afanTepbl, K KOTOPLIM MPUMEHSETCS CeTeBoe NpaBuio.

B pasgene YaaneHHbIin agpec MOXHO ykasaTb CeTeBble agpeca YaaneHHbIX YCTPONCTB, KOTOpble MOryT OTMNpaBnaTh
1 NonyYaTh CETEBbIE MaKeThI.

B paspene JlokanbHblii agpec MOXHO yka3aTb flokasibHble CeTeBble agpeca YCTPOCTB, KOTOpble MOryT OTMPaBnsaTh
1 NonyYaTh CETEBbIE MaKeThI.

3anucbiBaTb B OTYET

OT0T draxok BKoYaeT 1 BbIKNtoYaeT 3anmnch cobbiTrini CeTeBoro akpaHa.

Ecnn dnaxok yctaHosneH, Kaspersky Endpoint Security 3anvceiBaeT cobbitns CeTeBoro akpaHa B OTUeT.
Ecnun ¢naxok cHat, Kaspersky Endpoint Security He sanucbiBaeT cobbiTs CeTeBoro akpaHa B OTYET.

Mo ymonuarmio bnaXok CHAT.
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OkHo CeTeBow agantep

Wma apanTepa

Ims ceTeBoro aganTtepa.

Tun uHTepdeiica

B BbinapatoLLem Cricke MOXHO BbibpaTh TUM MHTepdeica ceTeBOro agantepa.
IP-appeca

Cnncok IP-agpecos.

MAC-agpeca

Cnmcok MAC-appecos.
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OkHo CeTeBble aganTepbl

HassaHune

B aTol rpacde oTobpaxaeTcs nMs ceTeBoro aganTtepa.

Tun uHTepdeiica

B aTol rpacde oTobparxaeTcs TN nHTepdelica ceTeBoro agantepa.
IP-appeca

B aToii rpacde oTobpaxatotcs IP-anpeca ceTeBoro aganTtepa.
MAC-agpeca

B aToii rpade otobpaxatotcs MAC-appeca ceTeBoro agantepa.
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OkHo JlokanbHble agpeca

JlokanbHble appeca

B aToi1 rpacde oTobpaxatoTcs nokanbHele agpeca.
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OkHo JlokanbHbI agpec

Tun

oToT pGCKprBa}OLLI,I/IVICﬂ CMNNCOK NO3BOJIAET YKa3daTb TUM 3annciu 10KasibHOro IP—a,u,peca, K KOTOpOVI Bbl XOTUTE
NMPUMEHNTb CeTeBOEe NMpaBnsio.

IP-appec
MNone BBOma IP-agpeca. OTo none [ocTynHO, TONLKO ecnu Bbl Bolbpanu IP-agpec B packpeiBatoLiemcs crivcke Tun.
Hauano gpnanasoHa

MNone ons BBOAa Hauana ananasora IP-agpecos. OTo none JOCTYMNHO, TOMbKO ecnu Bbl Bbibpany OuanasoH IP-
afpecoB B pacKpblBatoLLEMCS crivcke Tun.

KoHeL, anianasoHa

Mone BBOZa KOHLa Avana3oHa IP-agpecos. 9To none [ocTyrnHO, TOMbKO ecnvi Bl Boibpany duana3oH IP-agpecos B
packpblBatoLLLeEMCS crivcke Tum.
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OkHO YpaneHHble agpeca

YpaneHHble agpeca

B aToi1 rpacde oTobpaxatoTcs yaaneHHble agpeca.
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OKHO YoaneHHbIn agpec

Tun

oToT pGCKprBa}OLLI,I/IVICﬂ CMNNCOK NO3BOJIAET YKa3aTb TUM 3annucum yaaneHHoOro agpeca, K KOTOpOVI Bbl XOTUTE
NMPUMEHNTb CeTeBOEe NMpaBnsio.

Appec

MNone BBoma IP-agpeca nnn DNS-umeHn. OTo none [ocTyrnHO, TONbKO ecnu Bbl Bolbpanu IP-appec nnvu DNS-umsa B
packpbiBatoLemMcs crivicke Tun.

Hauano gnanasoHa

Mone ons BBOAa AnanasoHa IP-apgpecos. 3To none LOCTYMNHO, TONbKO ecrnn Bbl Bbibpany [AnanasoH IP-agpecos B
packpbiBatoLemcs crnivicke Tun.

KoHeu, opnana3oHa

Mone BBOZa KOHLa Avana3oHa IP-agpecoB. 9To none JocTYyrnHO, TOMbKO ecnvi Bbl Boibpanu OuanazoH IP-agpecos B
packpbiBatoLLeMcs crvcke Tun.
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OkHo LLlabnoHbi

LLIa6bnoHbl ceTeBoro npaeuna

B aToi1 rpacde oTobpaxatoTcs LabnoHbl CETEBbIX MPaBUJ.
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OkHo CeTeBoOe nakeTHOE NpaBuso

CeteBad cnyxb6a
Ims ceTeBoro npasumna.
LeiicTtene

[elicTBre, koTopble BbinonHgeT CeTeBoii akpaH npu obHapy>XeHN TUMa CETEBOM aKTUBaLN.
Appec

CeTeBble agpeca, K KOTOpPbIM MPUMEHAETCH CeTeBO€E NpaBnsio.
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Bknagka locTynHble ceTu

HaszBaHue

B aToli rpacde oTobparxaeTcs HasBaHWe CeTU.
CraTyc cetTn

B aToi1 rpacde oTobparxaeTcs cTaTyc CETU.
IP-appec

B aToii rpacde oTobpaxatoTcs ceTeble IP-anpeca.
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OkHo [locTynHaga ceTb

Nmsa cetn

Vims ceTn.

CraTyc cetTn

PackpbiBatoLLMIACS CINCOK cTaTyca CeTu.
IP-appec

CerteBoli IP-appec.
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OkHo MAC-apgpec

Tun

B atom pacKpblBalOWEMCH CMMCKEe Bbl MOXETE YKa3aTb TWI 3arnncu MAC agpeca, K KOTOpOVI Bbl XOTUTE NMPUMEHUTb
ceTeBoe npaBuso.

MAC-agpec

MNone BBoga MAC-anpeca. OTo none AOCTYMHO TOMbKO B TOM Cryyae, ecnv Bbl Bolbpanu MAC-agpec B
packpbiBatoLemMcs crivicke Tun.

Macka

MNone BBoga mackn MAC-agpeca. 9To none JOCTYMNHO TOMBKO B TOM Cllyyae, ecnv Bbl Bbibpanv Macka MAC-
appeca B packpbiBatoLemMcs crnvcke Tun.

Hauano pnanasoHa

MNone pns BBOAa Havana ananasoHa MAC-appecos. OTo none AOCTYMHO TOMbKO B TOM Cllyyae, eCnv Bbl Bblopanm
OunanaszoH MAC-appecoB B packpbiBatoLiemcs cnvcke Tun.

KoHew ananasoHa

MNone BBOZa KoHLa ananasoHa MAC apgpecos. OTo none LOCTYNHO TOMbKO B TOM Cllyyae, eCrv Bbl Bblbpanu
OnanasoH MAC-agpecoB B packpblBatoLLLeMcs cricke Tun.
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OT1yeT CucTtemHble COObITUS

B npaBoli yacTn okHa npeacTasneH oTyeT o paboTte Kaspersky Endpoint Security.

Bpems

B aToli rpacde oTobpaxaeTcs naTta v Bpemst COObITYS.

Cob6biTne

B aToli rpade ykasaH cTaTyc cobbITUS.

Nms nporpammbl

B aToi1 rpacde oTobparxkaeTcs HasBaHNe NPOrpPamMMbl, B KOTOPO MPOV3OLLIIO COBbITHE.

Monb3oBaTens

B aToi1 rpade ykasaH nonb3oBaTesb, KOTOPbIA MHALMMPOBaN CObbITE.

Tvn nonb3oBaTens

B aToi1 rpade ykasaH Tvn nonb3oBaTens, KOTOPbIA MHULMNPOBA COBbITHE.
th

Mpw HaXkaTWN Ha KHOMKY OTKPBIBAETCS OKHO, 13 KOTOPOrO Bbl MOXETE 3KCMOPTMPOBaTh OTYeT B daiin B dopmaTe
TXT.
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OTtueT O6paboTaHHbIE OOBEKTHI

B npaBoii YacTn okHa NpeACcTaBeH CNMCOK BCEX 3apaXKeHHbIX OOBEKTOB, a Takxke OrnacHbIX 06bekToB BeO-Tpaduika,
KoTopble o6Hapy>xwuno npunoxexune Kaspersky Endpoint Security.

Bpems
B aToli rpacde oTobpaxaeTcs Bpems 06HapyeHs obbekTa.
O6bekT

B aToli rpade oTobpaxaeTcs NyTb K MECTOMONOXEHMIO, B KOTOPOM 6bl71 06HapY>eH 06bekT unm Beb-agpec
obbekTa.

CraTtyc
B aToli rpade oTobparxaeTcs AelicTBIME, BbINOMHEHHOE MPUIOXEHEM MPY OBHAPY>XEHUN 0O bekTa.
O6Hapy>xeHo

B aToli rpade ykasaH Tn obHapy>keHHOro obbekTa cornacHo knaccudukaumm BupycHol sHUmknonegmm
"NabopaTtopum Kacrnepckoro'.

Nma

B aToli rpade oTobpaxaeTcs nms obHapy>xeHHOro ob6bekTa cornacHo knaccudurkaumm BupycHol sHUvknoneomm
"[NabopaTtopun Kacnepckoro”.

th

Mpu HaXkaTWN Ha KHOMKY OTKPbIBAETCS OKHO, N3 KOTOPOrO Bbl MOXETE 3KCMOPTMPOBaTh oTYeT B daiin B dopmaTe
TXT.
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OT1yeT OBHOBNEHNE Da3

B I'lpaBOI7I 4aCTn OKHa npencTaBneHbl OTYEThI MO 3afavam 0B6HOBNEHVS, BbINOSTHEHHbIM MPUIOXEHNEM.

3BanyueHo

B aToii rpade oTobparxaeTcs fata v Bpems 3arnycka Kaxaor sagaqum obHosneHus. Ecnv cnvcok onepaumii packpbiT,
B 9TOM CTOMBLIE TakXKe NnepeyncrieHbl ornepaLmn, BbINoIHEHHbIE MNPy OBHOBNEHN MPUMNOXEHNS, 1 BPEMS, B TeUeHe
KOTOPOro OHV Bbin BbIMOMHEHDI.

CraTtyc

B aToii rpacde oTobparxaeTcs cTaTyc 3aaaun 0BHOBAEHMS.

Pasmep

B aToi1 rpade oTobpaxaeTcs pa3mep 3arpy>keHHbIX dalinos 0OHOBIEHUS.

CpenHsas ckopocTb

B aToli rpacde oTobparxaeTcs CKOPOCTb 3arpy3sku daiifioB 0OHOBNEHUS.

OkoHuaHne

B aToli rpacde oTobpaxaeTcs BpemMs 3aBepLUeHs 3afa4n OOHOBNEHNS.

>

Mpwr HaxaTnn Ha KHOMKY pacKpbIBAaETCS CANCOK OnepaLyii, BXOAALWMX B 3aAady OOHOBIEHWS.

Mpwr HaxaTnn Ha KHOMKY CKPbIBAETCS CMMCOK OMNepaLinii, BXOOSLLMX B 3aaa4y OBHOBNEHNS.
th

Mpr HaxaTn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOTrO Bbl MOXETE 9KCMOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTueT [poBepka

B npaBoli yacTy okHa NpefcTaBreHbl OTYETbl MO 3aJa4yaM NpoBepky, BeinonHeHHbIM Kaspersky Endpoint Security.

3Bapava
B aToli rpade oTobpaxaeTcs UMs 3aaun MPOBEPKM.
Cratyc
B aToli rpacde oTobparxkaeTcs TeKyLWmiA CTaTyC 3a4aum NMPOBEPKN U CTaTyC NMPOBEPSIeMbIX OO BHEKTOB.
OaTa
B aTom cTonbue oTobpaxaeTcs fata 1 BpeMs 3a4aun NMpoBepKu.
WHnumatop
B aToi1 rpacde oTobparxaeTcs Nonb3oBaTenb, NporpaMmMa Uamn NpoLLEeCC, KOTOPLIV 3aMyCTin 3aaady NpOBEPKN.
>
Mpwr HaxaTun Ha KHOMKY pacKpbIBaeTCS CMMCOK MPOBEPSEMbIX OGBEKTOB.
Mpw HaxkaTun Ha KHOTMKY CKPbIBAETCS CMMCOK MPOBEPSEMbIX OOBEKTOB.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOro Bbl MOXETE 9KCMOPTUPOBaTb OTUET B daiin B popmaTe
TXT.
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OTueT 3awmTa oT pannoBbIX Yrpo3

B npaBoli YacTy okHa NpeacTaBneH oTYeT o paboTe 3awumTbl OT $ainoBbIX Yrpos.

OaTa

B aToi1 rpacde oTobparxaeTcs Bpems 1 AaTa obpalleHns NporpamMmbl K IPOBEPSEMOMY OOBEKTY.

MyTb

B aToli rpade ykasaH nyTb K UICXOOHOMY MECTOHaXOXAEHUIO MPOBEPSIEMOro 0bbekTa.

Cratyc

B aToli rpade ykasaH cTaTyc, MPUCBOEHHbIN MPOBEPSEMOMY OOBEKTY.

Nms nporpammbl

B aToli rpade ykasaHo Ha3BaHVe NporpamMMbl, KoTopas obpallanach K NPOBepPsieMOMYy OObeKTY.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOrO Bbl MOXETE 9KCMOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTyeT 3awmTa oT BEO-Yrpos

B npaBoli yacTy okHa NpefcTaBneH oTYeT o paboTe 3awuTbl OT BE6-Yrpos.

Hara
B aToli rpacde oTobpaxaeTcs Bpems 1 faTa 0bHapyXeHNs onacHoro obbekTta Beb-Tpaduka.
URL

B aToli rpacde oTobpaxatoTcs onacHble 06bekThl Be6-Tpaduika, KoTopble Bbinn 06Hapy>KeHbl 3alLmToln oT Be6-
yrpos. [1nsa kaxporo obHapy>KeHHOro o6bekTa Beb-Tpaduika ykasaH Beb-afnpec, Mo KOTOPOMY OH Obini OBHapyKeH.

CraTtyc
B aToi1 rpade ykasaH cTaTyc 0bHapyXeHHOro onacHoro obbekTa Beb-Tpaduka.
Wma nporpammbl

B aTol1 rpade ykasaHo HasBaHme nporpamMmbl, KOTopas obpatlanack kK 06HapyXeHHOMY ornacHOMY O06bekTy Be6-
Tpaduka.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOro Bbl MOXETE 9KCMOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTueT 3awmTa OT NOYTOBbLIX YrPO3

B npaBon 4YaCcTun OKHa npencTaB/ieH OT4YeT O pa60Te 3alLnTbl OT MOYTOBbIX Yrpos.

OaTa

B aToli rpacde oTobparxaeTcs AaTta 1 Bpems ObHapyKeHUS 3apakeHHOro 06bekTa B COOBLLEHNM NEKTPOHHO
MOYTbl.

MyTb

B aToi1 rpacde oTobpaxaeTcs MHPOpMaL O COOBLLEHN SNEKTPOHHON MOYTLI, B KOTOPOM Obil O6HaPYXeH
3apaXeHHbI 06beKT.

CraTtyc

B aToi1 rpade oTobpaxaeTcs aelicTaune, BuinonHeHHoe Kaspersky Endpoint Security npu o6HapyxeHum
3apaxeHHoro obbekTa.

Nms nporpammbl
B aToli rpacde oTobpaxaeTcs HazBaHMe MOYTOBOrO K/IMEHTA.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOTO Bbl MOXETE S9KCNOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTueT 3awmTa OT CEeTEBbIX Yrpo3

B npaBon 4YaCcTun OKHa npencTaB/ieH OT4YeT O pa60Te 3allUmnThl OT CEeTEBbIX Yyrpos.

OaTa
B aToli rpacde oTobpaxatoTcs nata 1 Bpems 0ObHapyKeHMst ONMacHOl CETEBOW akTUBHOCTY KOMMboTepa.
IP-appec

B aToli rpacde oTobpaxaeTcs IP-agpec kKomnbloTepa, OT KOTOPOro UCXOAUIa onacHas ceTeBast akTUBHOCTb,
obHapy>xeHHas Kaspersky Endpoint Security.

CraTtyc

B aToi1 rpacde oTobpaxaeTcs gelicTaue, BoinonHeHHoe Kaspersky Endpoint Security npu o6HapykeHum onacHol
CeTeBOl aKTUBHOCTMW.

Twun aTakn

B aToli rpacde oTobpaxaeTcs TUN 0OHAPYXKEHHOV CETEBOW aTaKu.

JlokanbHbI nopT
B aToli rpacde oTobpaxaeTcs HOMep NoKanbHOro NMopTa, Yepes KOTOPLIN Bblia Mpon3BEeLeHa MOomMbITKa BTOPXEHNS.
MpoTokon
B aToli rpade ykasaH Tun NpoTOKoMa, KOTOPbIV BbiiT MICMOMb30BaH A1 CETEBOV aTaku.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOTO Bbl MOXETE S9KCNOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTueT Endpoint Detection and Response

B npaBoli yacTy okHa NpefcTaBneH oTyeT o paboTe Endpoint Detection and Response.

OaTa

B aToli rpacde oTobpaxaeTcs aata 1 Bpemsi CObbITUIA.

CobbiTne

B aToli rpade ykasaH cTaTyc COBbITUI.

th

Mpr HaxaT Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOTO Bbl MOXETE 9KCMOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTueT CeTeBow akpaH

B npaBoli yacTy okHa NpefcTaBneH oTyeT o paboTe CeTeBoro akpaHa.

OaTa
B aToli rpacde oTobpaxaeTcs nata v Bpemst CObbITUIA.
CobbiTne
B aToli rpade ykasaH cTaTyc COBbITU.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOTO Bbl MOXETE 9KCNOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTyeT 3awmTa OT SKCNJIONTOB

B I'lpaBOI7I 4YaCcTun OKHa npencTaB/ieH OT4YeT O pa60Te 3alLUmnTbl OT 9KCMIOMTOB.

OaTa
B aToli rpacde oTobpaxaeTcs nata v Bpemst CObbITUIA.
CobbiTne
B aToli rpade ykasaH cTaTyc COBbITU.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOTO Bbl MOXETE 9KCNOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTueT KOHTPOsb YCTPONCTB

B npaBoli yacTy okHa NpeacTaBneH oTyYeT o paboTe KoHTpons yCcTpolicTB.

OaTa
B aToli rpacde oTobpaxaeTcs nata v Bpemst CObbITUIA.
CobbiTne
B aToli rpade ykasaH cTaTyc COBbITU.
th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOTO Bbl MOXETE 9KCNOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OTuyeT MOHUTOPUHI aKTUBHOCTW

B npaBon 4YaCcTun OKHa npencTaB/ieH OT4YeT O pa60Te MOHVITOpI/IHFa aKTUBHOCTW.

OaTa

B aToli rpacde oTobpaxaeTcs aata 1 Bpemsi CObbITUIA.
Cob6biTne
B aToli rpade ykasaH cTaTyc coBbITUIA.

th

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS OKHO, 13 KOTOPOrO Bbl MOXETE 9KCMOPTUPOBaTb OTYET B daiin B popmaTe
TXT.
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OkHO TexHn4yeckas nogaepkka
nosib3oBaTeneu

B okHe copepxunTcs cnenytollas MHpopmaums:
* Bepcus Kaspersky Endpoint Security;
* [aTa BbiMycka aHTUBMPYCHbIX 6a3, ncnonb3dyembix Kaspersky Endpoint Security;
® BepCUs YCTaHOBNEHHOM Ha KOMMblOTEPE OMNepaLOHHON CUCTEMBI.

Cny>x6a TexHn4ecKoi noaaep)KKu

MNpw HaxkaTun Ha KHOMKY oTKpbiBaeTcs 6a3a 3HaHuU Cry>6bl TEXHUYECKOW NOAAEPXKKN, FAE Bbl HAlifeTe cTaTbh O
Kaspersky Endpoint Security, onybnvkoBaHHble cneumanuctamm Cryx6bl TEXHUYECKOW MOAAEPXKKN.

CoobLecTBoO Nnonb3osaTeneii

Mpwr HaxaTnn Ha KHOMKY OTKPbIBAETCS CTPaHMLa coobLLecTBa, rae Bbl MoxeTe obcyautb Kaspersky Endpoint
Security co cneunanuctamu "JlabopaTopun Kacnepckoro” v gpyriimim nonb3oBaTensmum.

3akpbiTb

I'lpm HaXXaTtum Ha KHOMKY OKHO NoAL0eP>XKN nonb3oBaTenem 3aKpbiBaeTCA.
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OkHo [TapameTpbl cepTudmkaTa

Ha Bknanke OCHOBHbIe Bbl MOXETE BbiOpaTh XpaHWUMLLE CepTUPUKaTOB A1s NpoBepkn 3andpoBaHHoro HTTPS-
Tpaduka B 6paysepe Mozilla Firefox:

e CBga3Ka KJloueli ANng KOPHEBbIX CUCTEMHBIX CepTUdUKaTOB (PEKOMEHA0BAHO)

* XpaHunuiie cepTudunkaToB B HacTpoiikax 6paysepa Mozilla Firefox

B aTom cnyyae Bam HyHO BpyuYHyto o6aBuTb ceptudukaT Kaspersky Endpoint Security B xpaHunuie
cepTudukaToB Bpaysepa Mozilla Firefox. [JononHuTensHble cBeaeHns cM. B pasaene Kak nobaBuTs ceptudukaTt
Kaspersky Endpoint Security B xpanunuiie ceptudmkaToB Mozilla Firefox.

Ha Bknagke HapgexxHble cep'rmd)vu(a'rbl Bbl MOXXeTe CO34aTb CMNCOK OOBEPEHHbIX KOPHEBbIX CepTVId)I/IKaTOB an4g
NMOAKMIOYEHNS K COOTBETCTBYOLMM CepBepam 6es YBeﬂOMﬂeHMVI.

Cncok JoBepEHHbIX KOPHEBBIX CEPTUDNKATOB MO YMOMYaHUIO MyCT.

Mpw HaxkaTW Ha 3Ty KHOMKY OTKPbIBAETCS AManoroBoe okHO ANis AobaBneHns ceptudukaTa, KoTopblii byneT
CUMTATbCS [LOBEPEHHDBIM.

Mpwr HaxaTnn Ha KHOMKY BbibpaHHbI cepTrdrKaT YaansaeTcs U3 Cricka 4OBEPEHHbBIX CepTUdUKaTOB.

WNmg ceptudunkara

B aTom cTonbuLe oTobpaxatoTCs MMeHa LOBEPEHHBIX KOPHEBbLIX CEPTUPUKATOB.

OTMEeHUTb

|_|pl/l Ha>XkaTun Ha 3Ty KHOMKY OKHO 3aKpblBaeTC4 6es COXpaHeHn4 VN3MEHEHWI.

CoxpaHutb

I'lpm HaXXaTtum Ha 3Ty KHOTMKY TeKYU.LMVI CrNnNCoK 0OBEPEHHbIX KOPHEBbIX CepTVId)I/IKaTOB COXpaHdaeTC4d, N OKHO
3aKpbiBaeTCA.
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OkHo [poBepka cepTudurkaTa

MokasaTb cepTudukat

[MNpr HaxaTnn Ha 3Ty KHOMKY OTKPbIBAETCS CUCTEMHOE OKHO € nHbopMaLmeli o cepTudrkaTe.
OTmeHa

MNpw HaxkaTun Ha KHOMKY OKHO 3aKpblBaeTCS.

[o6aenTb B foBEPEHHbIE

Mpw HaxkaTuK Ha 3Ty KHOMKY cepTudukaT Ao6aBNseTCS B CMNCOK AOBEPEHHbIX cepTudrkaToB. B pesynbtaTe Bbl
CMOXeTe MoAK/IioYaTbCs K COOTBETCTBYIOLLEMY cepBepy 6e3 yBeAOMNEHNIA.

MopxknounTtbea

[Npw HaxkaTn Ha 3Ty KHOMKY Bbl MOAK/IIOYaeTECh K CepBepy.

I'Ipvlmeanme. ,D,OCTYFIHbIe KHOMKW MOTYT OTNINYaTbCH B 3aBMCUMOCTU OT TUMNa CepTI/Id)VlKaTa.

351



OkHo Bbibop cepTndumkara

Cnucok BocTynHbIX cepTudukaToB

YcTaHoBUTE Gnaxok pgaom ¢ cepTUPUKaTOM, YTOOBI CMONb30BaTh €0 NPV MOLAKIIOUYEHNN K CEPBEPY.
MokasaTb cepTudukat

MNpw HaxkaTun Ha 3Ty KHOMKY OTKPbIBAETCS CUCTEMHOE OKHO C MHbOopMaLumel o cepTudukaTe.
OTmeHUTb

[Npw HaXaTW Ha KHOMKY OKHO 3aKpblBaeTCs.

MpopomxnTb

|_|pl/l Ha>kaTun Ha 3Ty KHOMKY Bbl NOAKTIOYaeTeCh K CepBepy C UCMNOJIb3OBaHNEM Bbl6paHHOFO CepTI/Id)I/IKaTa.
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