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FEIH AR B, R B 1 SRR I A4
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e {E Kaspersky Security Center Web Console B =45 & 1) 3% H A, &% & > RIS B . 7547
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57



NG FFRHES R
& BEN Android 1 % 8 X LU SIS 1B HE .
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I
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o HERRAVEE.
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#4701 LUy Android 1 iOS ¥ 6 5 X LE 5 IE X E .
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H.

R Web {£3" 1IE #1517, Z40# Kaspersky Endpoint Security for Android & N4 ThAE. Kaspersky
Endpoint Security for Android 237~ F /18 W14 AL & ] S % N AR 7 W B o8 Ui i Dhge. A o] DAk
WP R R DL £ B4 W B P AR I IR 55

7Ei0S ¥ £ b, FF b2 o ¥ Kaspersky Security for iOS B FHFE 77 I VPN Bt & A RE{# Web ££4 1E % T
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* {E Kaspersky Security Center Web Console Bt = #2il & ) E & L rh, EH 5 > RIS ME E XX . 1E4T
TR g B, Bk G B A SRS ) A4 P

o {E Kaspersky Security Center Web Console Bt = #1il & (1) E & L h, 85 & > B3 > W& . Rz
TR B SRS S R R B B, SRS E T 3 SR A SRR IC B ST 18 TR B PR R
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o AR I 3 Py 5 R P U 1 1 3«
a. 1P BH LR B 2 B B

b. %' Kaspersky Endpoint Security for Android 5 BH. 17 il 6 /%] 346 255 1) 55 32 1) 52 3% HE
NS A Web £R37,  FH P X 44 AR ST T SR A 0 A 1) v ) Dk 5 ) U 26 e A BEL A

o BHRIE FOVFRI R SR
a WP SO VIR R P

b. I AN FE e AN BE 117 1] £ P9 sl b ik SR 81 36 51 2% .- Kaspersky Endpoint Security for Android
IGCHFIERIZIE e TN SRR A Pl (R ik iy, 148 DL R ASEAR
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e https:\/\/.*example\.com — Wk 1] BT A 38 UL THI AR 4 70 V(41 4,
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c. Al DME k2 https? SKiEFE HTTP FIHTTPS. *T38 £Z IEMEARMTER, 5% Oracle 1%
A S REM 3k o

o SERHLAE U IR T Wl TR B AR BT R
5. FL il ORAF FAH DAORAE X0 SRS T 0 F) B 5038 e SRS S 1%k 5 11

5 Kaspersky Security Center [{] TR & [F]28 2 J5 7T EC B A% 3 & W E .

W B 1 A PR

& R BN Android % 2% 8 SUIX EE SR 1
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o ffEk
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LR A LI E Wi-Fis SRR T HI TR, 5T LR AP 5R:
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* {E Kaspersky Security Center Web Console Bl =42 & 1) 3% M, G % & > RIS B, 7E4T
FEHH AR B, R B SRS R A4

o {E Kaspersky Security Center Web Console Bt =il & 1) £ & M, 85 &% > B3 > W& . Az
XL B 1) SRME SR RS B &, ARG TE T B SR B RN SRR C B S I 0 e i s

2 (ESEMSRPE U b, R NAERRE > £,
3AETHEEE XA, EE Wi-Fiv 3G SLAE F REH -
o BUAAHH PRSI LI Wi-Fi B, &g b AR I A Wi-Fir R IEHE .

f£3217 Android 10.0 BUE i ilA H) e 4 b, ANSTRFEE IR Wi-Fi 1%
o FAM P Bk ERRRG K, Eikhr bR Ak RIEHE.

FEIZAT Android 100 BUFE S hUA B 4% |, ARESE A28 I M5k .

TEIZ4T Android 11 8 B AR A 8 7% b, L 40K; Kaspersky Endpoint Security for Android 1 & Aol
15 IRE. Kaspersky Endpoint Security for Android 347~ F P i it W1 4G TC B 17 5K 12 B FH R 7 10 BN
AT DyRE . F P AT R D BREG DA S AR B W TP A IR Sy . i SR IX MBI, SR ek BR |
5k .

o BRI PR A EIIES, ik bR T S

£ Android 12 s s A B, RA BT 7R & SR A, A ResE e . f Al
CATE AT AR C L ) 3 390 ) BOR J5 452 37 LR AL B
4. PR ORAEHZ R DL ORAT T S P A8 1) S SO I Y S S PR 1

5 Kaspersky Security Center [{] TR & [l 28 2 J5 7T L B A% 3 & W A .

$17 1F Kaspersky Endpoint Security for Android #% il

N TR FE BB AN S A R 22 AR, 18R] BUS B AR5 BABT 1 MR Kaspersky Endpoint Security for Android.
FERFRE LT, P i34 ] Kaspersky Endpoint Security for Android i 1% 5N R 7« 2448 F Android
VE R G T B AR B F R, P Sk 25 ] Kaspersky Endpoint Security for Android 8 B AR . 25 ]

BRRSE, #ahis &R e .
L R LL B 1% Kaspersky Endpoint Security for Android:

1 AT SEms JE M B 1 -
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* 1E Kaspersky Security Center Web Console B =¥l & 2% M H, EH R & > RIS E S . 7547
TSRS R, o EE A 1 SRR 2 AR

e 1E Kaspersky Security Center Web Console Bl =¥l & 135 O, EHFRE& > B3> &E". Lz
TR B SR W R B B &, SRS 7T 3 SR I R S T B S e TR e B SR

2 (ESRNg R ML U h, R NIRRT B E > REEH

A ERBI RS FRS AR X, RS MER Kaspersky Endpoint Security for Android™ 2
IEHE

BRIEISAT 22 5 70 BUE S RA ) B 4 RN R P AN E 4k, 2K Kaspersky Endpoint Security
for Android % B N Vi M IR, MWIGACE M S IE{EI81TH), Kaspersky Endpoint Security for Android
R PR T N A 2 FR AR . P AT DAk 1 S8 P IR el DL S 7E Bt W B TR A X SUA R
FEIXMEOLT s AORI % R P AN 4

4. s ORAE FEH DL CRAT T SR P i ) B SO HH SRS B PR 7
55 Kaspersky Security Center [ TR & [0 2 J5 AT B A% 2 & W E .

USRI R N AR, B2 B B A HEBE -

fic B 25 % 45 5 Kaspersky Security Center (] [7] 5
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o iRl MR HTTP i RIBUT RIS . &0 DAFE SRS @ P B PR . M sh e &34 1R 5 Kaspersky
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£ Android 12 B i AS b, U SR i b T B, SRR Y AT RE 2 I 458 IKIN TBRAT BIEAT 55
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B EEH T R i 2 B s e . W R EAE ARSI RS, 15T ORE Kaspersky Security Center H1C &
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TATIF g Jm e
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TFHIZH SRS F ey, B G B ) SRR Y 44
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A BRI 5% 4%, Kaspersky Endpoint Security for Android il Kaspersky Security for iOS 15 i M4z ER I FH il
ERNBHE . FEHZE 2255 - B R .
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PRS2 FBVE T W0 R 2% ORI S5 A B R B A TR S AR e 5 B
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* {£ Kaspersky Security Center Web Console Bt =1l & 1) £ & M h, S8 && > B3 > & . Bz
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Performance Monitoring #i! Crashlytics 22 #15 J&.
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3ALRIEG BRI, g R BRI R N AR MR E . SMAME B AR
4. B ORAF F A L ORAT T SRS P A ) BE 5O B S s 1 o 1

Lj Kaspersky Security Center [ X% R0 2 Ja il i B % 8 % 4 1 E o
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Security Center [FZZ AR & AR RRIES) o ERXMFOT, 2 7 ENAREFSITIRE, M B83TT
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* {E Kaspersky Security Center Web Console Bl =42 & 1 2% A, EHFE R & > KIS E . 7547
PANINEER: Yl S e v A U a1 S R

* {£ Kaspersky Security Center Web Console Bt =Ml & 1 £ & M, E8H %% > B3 > & . Bz
TR B B ) SR S (R R B e &, SR TG 3 SR A SR e B S e TR e B SR

2 (ESRNE JE ML I h, R MR BE > BAAIRE
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PR AN e i T P SR B . R 30t 4% P AR ST I I I 470 DA ST IR AR IIRAS
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Kaspersky Endpoint Security for Android i i L Iz 45 Sk Aar il FH = e i 3R HX root ALBR :
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FAFHALIR (Kaspersky Mobile Security SDK).
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[T {EREENBE% LT Kaspersky Endpoint Security for Android M F 725 5% Kaspersky Security for iOS W /7
S )12 N FE PR A R BB TS BRSS9 %% &5 Kaspersky Security Center [R5, BB AT
15 Bk 5 g — AL BB s B &

WRIER BN % b 2B N AR T JE 30 RN AR TERIE, %N AR TR A2 2RO, e
L ORER o B AR P A TCiRIE AT . DI B2 BRI S, N R K45 1E 3T 5 Kaspersky Security
Center FIHBNIF . DAL, Qi AR N R 722 %e fa 30 RN R T8 ui . P 2 F-3) 5 Kaspersky Security
Center [0 %% .
ZE K MG I ] 1 5 -

1 AT ISR B e

* 1E Kaspersky Security Center Web Console 5tz #1ill & (1) £ & 1, 8% 4% > SREEMEE XX . 1547
TR SFERE R, Bk S0 B ) SR ) A4

e 1E Kaspersky Security Center Web Console Bl =il & 1% O, EHFRE& > B3> &E". Bz
T B B SR S ()AL Bl B A, SRS 72 B SRS A SRS e B SCAF Ik TR Rk PN

2 (ESRNE JE MR Ui h, R M ARR R BE > BB

67



3.8 IR hr B 2R ME PR R 55 45 1R B DA Ak o b B BT S IR T
FVF AT A PR (5 B Bon e T i 7 B

R B LRI AR S LI RS R T B PN, WA DOR L . Dyt ik
RE EREANRE, BN SR,

4. PR ORAEHE R LR AT T S P A8 ) S SO IR Y S S P

55 Kaspersky Security Center ) N X% [F] 0 2 5 AT A B A% 8 & 0 E .

fic &
W LUy Android F11OS ¥4 5E SUIX BESRIE 1

TE AT LAsE SCH P sces bR AR I A DL R 1% 21 Kaspersky Security Center FZA1 FO A7 it FIIE A1 H
(RENETE S e W e

FAF % B ENE GO0 o A AE LR IR L

. PE
P AR TR SECRR T Hf B R A

o ThEgHE
T Re RS BN TR 18 AT S0 IR A 7™ B [, B R B

. B
e

A g E I, AHATIIRER IR AR R AT RE B )

c 5R
DI RN (R A SR P R SE R, B N R IR H AT

RNy, PR BIRFFESAR Kaspersky Security Center F1 K BRINFEAFAZ G IR (LAR AL
TEFAEAN T A ] AP AT DL Ak
o {fJki%%| Kaspersky Security Center )2 F 51 51| 3 s sl il e S22

o SRR RA A AEAE R E, B SRR S A BIRSS AR B PR P A 2 A, B R
i L R AR SRR S R A

4 1E Kaspersky Security Center Web Console 1z 4% il & HH T B F4F 1105 2 415 B

o U1 A# ] Kaspersky Security Center Web Console, 12 [ Kaspersky Security Center ZFH)e o

o WIS Kaspersky Security Center =51l &, &2 [ Kaspersky Security Center z /2 & 7% o

68


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://support.kaspersky.com/KSC/CloudConsole/en-US/5022.htm

Mo B AT OCAE P g Be e BEBTNIINIBR B2 AR Fe ) A
T LY Android A0S B4 72 S 2 S WL B

A8 H Kaspersky Security Center =454 &, U 2 586 B R AR S A1 A 1% 31 Kaspersky Security Center
FIE RPN RAEIE R LN R 22205 . i AmER . XERON R FHMEL T KA, AR F 4 EUR
HEE, X EBFEF T AE S T Kaspersky Security Center # 4 [ o i) Hoh 5 B4, B A 138 T GESL IR 2 FILAR 45 2% 0k
DBMS [IPERELL K 5 Kaspersky Security Center 7z 44 il £ it I 0 4 215 5 .

U R AEAS IR A AR IR SRR I SRR BT IE R, TEHZ AR 23 o (1 U W BEAT $R4F
B E K85 LLFe BRI FE 7R FE

TAESRIS W E M F I E IR B, K NARER O R E R (DENAREFRFIR) 5 2SR
AN EE BRAR 55 o Ks e o A7 A B SRR

ARBLEFMFREZ G S, 1624 Kaspersky Security Center ' /2#] ' 7 -

2. A" RIZFTE 3 ¥ b O 223N TR FP ) 51 3R I

AR P& Fede. BRRIMIBR N F2 7 1 S 417 % 75 Kaspersky Security Center £i4i 2 . I8 U EIA %
XL AR A

W) 2% 471 %,
AL A KA B 45 AT Kaspersky Security Center 22 [] 42 4 i 9 28 i & 15 B o

Nrag =}
JIL EE

1% %g‘oﬁ V\J%ﬁ 'é%ﬁ
SRR P46, MB 008 1776 17.84
SO R FEWI AR SR R W] RE 2 IR SO B Ul FE KN TTAS[E]D - MB 004 2.21 2.25
#8455 Kaspersky Security Center [F]22, MB 003 002 005
SR EEHOE e e ST LR AT RE S D] SO B e e 1 K/ ANRD - MB 008 306 314
PAT R IE i 4o AL CRUE T AE 2 BN UERAG S MRS A G0 2T A 009 038 017
), MB
PAT R B DI 4. MRMHE A, MB 10 002 102
PAT R BT a4 W&RBE, MB 0.06 0.05 on
PR HE, MB 0.22 696 718

69


https://support.kaspersky.com/KSC/CloudConsole/en-US/5022.htm

fEFT MMC (18 B & AR

A B4 A BAE F 3£ T MMC 1) Kaspersky Security Center & FEAZ il & (R A FE AL 5 045 o

R

v
2l
%%

{r] e 2 22 %% Kaspersky Endpoint Security for Android?
AT BH 1F P P BR Kaspersky Endpoint Security for Android?

Pt
ApeT BH 1B P P e g BT ?

AT (R R b P50 B (] ot 2

WA s Kaspersky Endpoint Security for Android?

25

An AR B 25 O B (1 Ve 2
Ao R PR [ O 4 52 5 IR X B
e A2 A P R 2

fER S =T iR T &

gl G PR NV IR, Ao s s TARMALE SO

U0 R] S AR BUR 2
T
Tl
— mm

I A Ve g6 1 I HR A 2

DAL KBS Al e 2 P B Wi-Fi?

A0 ] 22 26 A b W TR 7 ?

VVMware AirWatch, Mobilelron, IBM Maas360, SOTI MobiControl

7T Kaspersky Security for Mobile

Kaspersky Security for Mobile 5&— KSR T %, H TR FE B A =305 4 LA A ) 5 T T2 & I 1)

M
Kaspersky Security for Mobile .45 LA~ 4114

* Kaspersky Endpoint Security for Android %%l 3 [T F2 5

Kaspersky Endpoint Security for Android & FH AJ ifi {& 4% 311 ¢ 2 K48 Web B 73 55 KA Rl b 1) LA R 7 1)

RE.

* Kaspersky Endpoint Security for Android & P4 F .

Kaspersky Endpoint Security for Android [ Hfi {42t 5 i1, Tl Kaspersky Security Center & 2 2 il

8, EERBE USRI B B BN AR

* Kaspersky Device Management for iOS & B4 {4

70



Kaspersky Device Management for iOS & B 4fi {4 7o VFE/EAMHE A iPhone FC & 52 F F2 /7 5k Exchange & #1451l
ERENT, il i0S MDM Hh % #: 2| Kaspersky Security Center [ 4% (LA [##510S MDM % #%") Al
i3 Exchange ActiveSync 4% #l| Kaspersky Security Center [ ¥4 (LU R fEIFREAS % 44") & Xt & 1%
.

E AR B Kaspersky Security Center 28 F B Z 45 o & B 53 A LA I B4 (1) Kaspersky Security Center
EHEH G AR MR AR g, W] UE R P it EAU IR G, R s B i 2 PR SS9
JG, R A AT WA . B G AT DU R A A .

Kaspersky Endpoint Security for Android # 2 . H 15 77 . 7] G& 1 A Kaspersky Endpoint Security Cloud 7t F7 &7
FHM st . 558 Kaspersky Endpoint Security Cloud i F N I FE 7 10 2 S H, 550
‘Kaspersky Endpoint Security Cloud 726751 .

Kaspersky Endpoint Security for Android # 2} . H F2 /7 7] GE/E A AppConfig Community 2 5 # 115 — 77 EMM
fR T R —FB AT

JF MMC & B G R sl e & PRI T2 2L D fg

Kaspersky Security for Mobile 45 L ZhE:

I Google Play % #2142 Android 15 £ BB A47H 5 73 & #| Kaspersky Security Center.

TR AL 315 % 2] Kaspersky Security Center FIHARSE =77 EMM R4 (41, VMWare AirWatch.
Mobilelron. IBM Maas360. SOTIMobiControl) .

Kaspersky Endpoint Security for Android N F (P FERC E, PAEARSS . N AT Android % 4% D RE I FERC & -
AR Al 22 4 BRI AR G B A B B

TR BB & AL 2 R B s I A At Al A5 Bt e (R8T -

b2 A TR A AR H] (A IMEEHD .

Bl v % FLE A A4 (Web fRF)

RN E BB AL, EIEEE A FEE T Microsoft Exchange HIFIF IR 55 25 ZH 2L (PR i0S 1= A #%
%) .

M B AP 2% (Wi-Fiv VPND , DMEZERSE & AR VPN VPN (SRR i0S Al =2 4 ERCE.

Fic B 24 SR U 40k 36 S I K7 (B R TE Kaspersky Security Center IR B £0R S AL B4 IE%.

¥ B 1E Kaspersky Endpoint Security for Android & ] _F & 7% 45 i P i3 40

HF Samsung KNOX 2.6 B HEHT iR A (1 5 4 I 1 B L &

W B S HF Android ARG B SO vees BRI BCE

i Samsung KNOX Mobile Enroliment %1l £ 3 Kaspersky Endpoint Security for Android ¥ FF£/7
Samsung KNOX Mobile Enrollment i H T £ WE 77 1R UL 7 14 SE 1) Samsung s B4 22 B MW 4 40 B FH T

He

A LA FH Kaspersky Security Center 515K} Kaspersky Endpoint Security for Android W FH#2 F7 FH2% 21| 2145 &
}%ﬁ$ o

71


https://click.kaspersky.com/?hl=en-US&link=online_help&pid=Cloud&version=1.0&helpid=index

e KT Kaspersky Endpoint Security for Android 87 F PR 25 F 54 147 34 7 i 201 7] LATE Kaspersky Security Center
Hh B I IR AT VA T

o RMSULE MR ERE] (BT RId) .

Kaspersky Security for Mobile {45 L N {47 F1 & #2044 -
o Ji#EE (AT Android 54

o [R¥% CfF Android #4%)

o WL (KT Android F1iOS # %)

o NIRRT (T Android 45

o GRMEREH] G Android #4%)

o K% A root AUBR GEFH T Android % 4%)

7T Kaspersky Endpoint Security for Android

Kaspersky Endpoint Security for Android /i FH AT i (& 12 1 15 4 15458 Web JEUb 5 25 AL RO R A RE P O 42
Fo

Kaspersky Endpoint Security for Android M F .45 LA T 4144

o RIEEE. SEEEDI AL SR BB P e S L 2 4 I AR 5 IR S5 A IS BRI . SR EE DR S LA AL
GE

o DRYT. THREAESTIFROSCAF PGBy . R8T B L S fR I 845
o A%l TR T EE RS R G AN T 2 R R 126 R ) SO AR R B
o WM. "HEHrTIRE SV NN RN BORT A SR BE A I

o RIEG. RAMAERARE RPN TR EREE, PRV R . @i b4 n] DA ek R ik
D

o SENL, LAIREBL& AL B K AT
o RE, BRI E R
o HERA, A NAEMEBRN, bR g k.
o BEBR A HUE DR A R U B

o Web fR#. 24114 0] LABH AL A T3 HCE AR I8 2 Wl . Web fRAIE 2 BH 1L B 78 75 97 P BL% 2dl (41
an, W EARATEUR TR M ARG FEUTIR P Y S5 B () R, Web DRIURECE ST TIT R
HIASE P 5 B Jr 2 22 4 WX 2% 2 R 5 4t i o F3 92 5, Web I 47P Fo VR mT A B0 I aafy o 2 I FEL L8 2 R
Web fr#' 355 1% Kaspersky Security Network z il 55 o T iE SCRA I JE Mk o 32X 50 VA8 2 63 BR 1] FHT - g 25
BES W DT T7 ) Bl R SR i ELIRRE S 2 B D

o NFFEFFAEM. U] LA T LB R R 70 R B B BE R Bl FR 1] Google Play FOBERE, HEHEFE AL 75 1 B H]
FEFP 23 BB o IR P42 )30 0 VE S N A0S 63 Jie o W) 22 4= SR 1) L PH L2 B R

72



SRS A RVFREZE RSB E AT ZAETR, FEXAFT G ZOR A i L D) RE it in BR
i

o

—

KT Kaspersky Device Management for iOS

Kaspersky Device Management for iOS R fff {# X % 4% %] Kaspersky Security Center 18 5% & 3E 4T (47 A%,
FEAFEM T B E B IR

FRRY . SLIIRE RV E SR M ER, DUER PR A A A B0 SRS 2 A5,
B ETE . I IhRE RVFTRINZ T HEHER VPN A1 Wi-Fi [R2&, 85 FR i) % HoAth ¥ 2% 141375 17]
BRRANEE . RS ERE, AT PUm R 2 R A LR A J R BURAE B

Web 37, iZZH2E AT LARH 1 T3 H0% A S (1) 3% = sl . Web {37t AT DLREIE F T 15 93 P iU Bl ()
an, W EARATECR P IR RRMERL) RV PSS SRR B Wik, Web CRIETEIEFT I 55
A P 3 22 A N 2% = IR S A sl o F98 2 S5, Web B 470K 70 V7 AT 455 AR 193 sl im0 51 L 1 588 2 ) s
Web £33 ##1% Kaspersky Security Network 7= it 45 FF BT € XAt Ml o 33 Fo 14087 B 53 PR 1) R P 6
e S S AR o R 3 AT N B A= e QB e 7 T RN T T

MR BR S I8k g 4 nr LA il & 75 n] DAFE 52 a4 1% 4% LA iTunes. Safari 5 Game Center 5% #& A%
WM A .

ThEERR# o VLA PF VAR A R PR AR AT & 4 Fl AR, IR0 A& RN B 1 AL Th RE it n R
il o

7T Exchange HB#

Exchange Hii#5 & Exchange ActiveSync IR 55 1% /b S FH AR o 1228 HIAR 5 15 A2 335 B ALl FH A5 R R AF
HPi. BERAMMES . Exchange HBHH 70 VK2 2l 15 % ZE 4 5] Microsoft Exchange IR %5 #%. 4 9K Exchange
ActiveSync IR %5 B Z EA{E S, 1510l Microsoft &K XX #FMvke

il il Exchange ActiveSync MU HiFS 5 %, Microsoft Exchange fili 55 %% I A i3 Exchange IR %5 %% . 9%
‘%45 Exchange Server [ Z A5 2., 1525 4 Kaspersky Security Center 754w « AN BAERS B4 Lk T
fhAC &

18] Exchange WBAF, &80T DU 20 SR RE I ARG & EAS % I 1T LURORBUR #EBR dr & o LN ERAE RGUSCHRF
Exchange ActiveSync 1

Windows Mobile
Windows CE
Windows Phone
Android

Bada

BlackBerry 10

73


https://technet.microsoft.com/
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

* i0OS
* Symbian

Exchange ActiveSync % (1) —HE HL I B A IR TR 8 s B T IEiE R G . A0EH THRERIERS
f’) Exchange ActiveSync PIMN I SCRF DI RERITELRME B, 16 2 bRr i B AE R STRY .

2T Kaspersky Endpoint Security for Android & # i

Kaspersky Endpoint Security for Android [ B4 & ik 5 1,  H T-i8id Kaspersky Security Center % B4
&, EHBIRE U ZEAIX L% FB SIS R . Kaspersky Endpoint Security for Android & # 4 4 1]
T

o NFE BN A A A e A TR

o CAEAC B S R 514 1 Kaspersky Endpoint Security for Android N F 7 s 1T W & .

o PRI S H P k4% LI Kaspersky Endpoint Security for Android %zl N R 7 [3a 4715 I i 4k a5 F g it-15

PIARYC)

BRINEE LR, #0528 Kaspersky Security Center I 4> %23 Kaspersky Endpoint Security for Android & Fif . 1%
PEATR E 4,

5T Kaspersky Device Management for iOS & ¥ i1

Kaspersky Device Management for iOS ()& Badi {4t 1 #tii, H Tifid Kaspersky Security Center & P4z &
& Pl i0S MDM 1 Exchange ActiveSync ThUEREHIF2 81 % . Kaspersky Device Management for iOS % Fl i
PERTH T

o NBENV R A 24 TR .

o JZFEAC H £ H Exchange ActiveSync IHSUESZ W & (1Y “EAS B4 .

o TR E ] I0S MDM P SGESZ M B % (BAY "IOS MDM #24") .

o XM B RAIRERIREMGIHEE

A % Id i0OS MDM Al Exchange ActiveSync W SURs#% 31 15 4% 1% 4% 2] Kaspersky Security Center 15 2 1 4i{5
5., &2 % Kaspersky Security Center ZEw .

BRINE WL R, #B%% Kaspersky Security Center I} 2> %% Kaspersky Device Management for iOS & HL i . Z4dfF
NGRS

P F AR AT 2R

AHAFNHH TAER s & A% B FE e 1 B 01 TS L RE R AR 225K, BA K Kaspersky Security for Mobile
TR S R IRAE RS

EH

ATH SR RE A F AR A ZE5K

pii

74


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

i #LH% Kaspersky Security for Mobile £54 fift ik /7 %, & HL BT AL 21 /£ Kaspersky Security Center (1]
AR . A3 AT A Kaspersky Security Center B ZLRITEE, 11525 Kaspersky Security Center Z54)" .

#7214 FH| Kaspersky Endpoint Security for Android [ BEfifF, W Z07E & 2 0 T H AL L %2 % Kaspersky
Security Center 12 B 5 iy A (1) 8 B4 1] 6

47 B4 ] Kaspersky Device Management for iOS & PRI, 5 FH 63 (111 S LA 25006 42 LA R SiE 35k

Kaspersky Security Center 12 B 5 = RAS 5 BE 4% 1) 5

Exchange Iz 55 #5414

iOS MDM J 55 s 4144

SSE2 WA B 3T Wi AR 1) 46 B

27 HH L HR 45 2850 28 Kaspersky Endpoint Security for Android #ah N R, B HE G TSI 20050 2 LR
BAFE K

 Kaspersky Security Center 12 B 5 /& i A<
e Kaspersky Endpoint Security for Android & F i {4

MAHFEAELL T 1 #%8 Kaspersky Endpoint Security for Android #23 N FREFEI,  WHEHE 53 (1 1S AR AT 44

Kaspersky Endpoint Security for Android # 21 W F 7] LAL{E A Kaspersky Endpoint Security Cloud ZL f£& 2L 2 4t
(RRA 60 KL ) #—#84ri847. A xiliid Kaspersky Endpoint Security Cloud {5 Fi N F #2115 2 VE4I1E
B, 155 % Kaspersky Endpoint Security Cloud 75

Kaspersky Endpoint Security for Android # 2} 8 FH FT LL 5 28 =77 EMM F 48— TAF:

e V/Mware AirWatch 9.3 8¢5 5

Mobilelron 10.0 B 5 #r

IBM MaaS360 10.68 B 5 5T

Microsoft Intune 1908 B 5 35t

SOTI MobiControl 141.4 (1693) &k 5 ¥t

Y HF % %% Kaspersky Endpoint Security for Android 3 FHF2 T 1 FH 72 211158 2% B4 R A B R
Kaspersky Endpoint Security for Android N FH 2 FF B AT LA 4 R 14 2R -

o BEETHLECFBR AN 15 93 320x480 15 3 BUE /&

o WK AT A 65 MB [1H] 45 [A]

 Android 50-12 (fi#f Android 12L, {HAVfL4E Go Edition)

o x86. x86-64. Arm5. Armé. Arm7 mk Arm8 ibFE #5414

o7 FHRE Py R fE 22 BB I A7 il 4

75


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://click.kaspersky.com/?hl=en-US&link=online_help&pid=Cloud&version=1.0&helpid=index

iOS MDM g & SCAF A A A 75 R
X iOS MDM FC B SO, e 24 WA 20 /& DA WA AR AR 75 K
e i0S10.0-15.0 &% iPadOS 13-15

o DARFRER:

L2801 ] FURTYE 72 S 00

Kaspersky Endpoint Security for Android A ¥ 2 %} N FHFE 712 47 AE S EE 1 T %0 ]

22256 N7 FE P B P 2 R ] R

e Kaspersky Endpoint Security for Android 1% % 25 75 ¥ 4% 1 = A H o

e £i21T Android 70 [ % I, 4 Kaspersky Endpoint Security for Android # 2% Em,\ﬁﬁ Iy, 2K Ak
H Kaspersky Endpoint Security for Android /8 2 G3AL BRI A G A A F 1% o 12 10) R DRl — > 20 B Jol R )
Android 7 i = T

o £iZ4T Android 70 B HT A % 4% I, Kaspersky Endpoint Security for Android A~ 3 7% & AR .

* Kaspersky Endpoint Security for Android 51217 Chrome #:1F & 4:f] Chromebook % & %

* Kaspersky Endpoint Security for Android 51217 Android (Go edition) 1 R4t & A A

* 4} Kaspersky Endpoint Security for Android N #5755 =77 EMM %4t (flf1, VMWare AirWatch) — 2
RIS, AR EEF Web CRPAAF AT . &2 51 0] LAFE EMM R Ged% ) & Hhic B SO 2581 Web Cr37 IR E

TEXMEIL T, o< T P84T 1 F11UAE Kaspersky Endpoint Security for Android N A2 H 7 (F)
) AT

THEF N FH RS P AR IR ) R0 ]

o & H B8 Kaspersky Endpoint Security for Android FI-2% 22 5t i M FHFE iR A . Kaspersky Endpoint Security
for Android A~ B2 R 2 WA «

o M ST 22 350 T2 Kaspersky Endpoint Security for Android, 2525t VFAE ] F RS B ik 4% b 22 3ok B Ak
FISRIR I B ALY o

o Ui Kaspersky Endpoint Security for Android /& M Google Play Zz34(1), I AT LLE I Google Play 5. i
P R PP A A8 HoAth 77 ik 222411, WIASBEIE L Google Play 55 .

o WHLiE I Kaspersky Security Center % %% T Kaspersky Endpoint Security for Android, 7] LUl i Kaspersky
Security Center H#7. %1% N LT /2 M Google Play 223511, NIASfEE T Kaspersky Security Center 55T
N FHARFE o

o J&E BAGFTHL 2 Technical Release 33 J&, Kaspersky Endpoint Security for Android N 2 5t 04 2 T 2% 3]
Technical Release 33. 53], K ihAE R LLH] 1 s & B3 Samsung KNOX.

SIS AT 1) 0 7]

76


https://code.google.com/p/android/issues/detail?id=196967&q=SYSTEM_ALERT_WINDOW&colspec=ID%20Status%20Priority%20Owner%20Summary%20Stars%20Reporter%20Opened

o I TH AR, Kaspersky Endpoint Security for Android JEi%313# K/INA 2 GB 55 KIS . fEF13AE,
JS7 AR I e 2 SO, TS 2 I8 A R e SR SOk

o BRI HEATAE B RS N B B A B h U I A, SR TR R 2 W g . ALH
FEZ 2% (KSN) st —Fh = IR 55 Be il i, "B HEXS Kaspersky 1EZR IR ZE RV 0], 12 RITR R L&A 58S A
Web FHIEAIHATHIEERIEE . 2 KSN, el B L AUES B TELM .

o FENCUEIEOLN, FERBIBCE L ME R S5 4% S BOW B RO T RE 2 R I FERXFPIEOL T, TR BN SS &
E3atr B w e o S

o TERULY % I, Kaspersky Endpoint Security for Android AN A IIiE L USB OTG I & - TCiExT skt
FABAT R EE AN

e {Ei21T Android 110 BCRE = FRA M Be & b, P b 2082 3 S VR il LU BRI A SCAFBUR

o {E£iZ1T Android 70 BB HTRR A1 % b, FEE ARSI T RIMECE & D al gE Bon AN B (BRI oK T
IND o V%R R — AN A BT R & Android 7 8 = 5 3

o TEIZ4T Android 70 (M4 b, # AR ST (1 SEH RGP RT I AS B 28 SD A= A6 (19 STA A 1 B
e f£izfT Android 6.0 K4 I, Kaspersky Endpoint Security for Android AN %8 5% 52 SCAH: 31158 4 P A7 ) 45

. 2PRESCHISATI, BB RIS, SRR DI SO TR I 2 o 12 ) R R — A A A
¥ Android 6.0 #kffi v 38, EMfRBI%G L4, S ETHRIREEH.

Web (#1247 1Y 250 1) 75

o R L) Web fR4P{UAE Google Chrome Wi ds (AL4H H & XHrZELIRE)  Huawei Browser #ll Samsung
Internet Browser " AJ A, Q1SR T AR & SO 4 L Web (RPN TAERCE WAERTE A, Samsung Internet
Browser H11¥] Web r47 AP LR B B 4 E AR I3

o TAEMCE ) Kaspersky Endpoint Security {434 HTTPS it & H A R sl an 5 N 78 TAE AL B S
W2z, SR RNt N ] BE AN MR PHLLE o G0 R A B2 A5 AT, Web {347 7] DAk gy (i,
https://trusted.domain.com/phishing/) . WIREEAZEILR, Web LR37BH 1E T SNEY 3

o A Web fr47 TAE, faZ)a F R R 2 /4% . Web fR4F 25 T-7 5 Wl (5 25 F1 2501 1) KSN 54 B 1
o 3l

o WHIEN LR 5 SETHFEEIE MGG, 7EI24T Android 6.0 3234 Google Chrome 51 ki (ERATA B FLAR A 5
% b, Web T4 1] BE 2 AR FRARBR FH LI BL 3 (% )2 Rl — AN A BT J8 111 Google Chrome SilBE S350 -

R SR

i FH AR B B3RS The

£ Google Chrome H [RIETFRZE TR 4T T 3 .

o WRIAIT Google & 45 RFT I AR IEHFIME, 3 W45 13 E i3 H T "Merge Tabs and Apps” JIfERT, X 4L
vl A BE7E Google Chrome 50 kit (BRATA B FLpii A ) HRORKEMEBRFE L o 12 1) @2 K — AN o0 BT 8 R 1) Google
Chrome ¢ 551,

o WRMIPIERLE =07 M (flhn, i B IE IR N FTOT A2 B S R K R, I Rt ] REAE
Google Chrome H {RFFMEFRFH L . 1217 5T~ AT 5 1 DhRER 55 5 Chrome H & XARZE T et T le & 16 .«
77


https://code.google.com/p/android/issues/detail?id=201766
https://code.google.com/p/android-developer-preview/issues/detail?id=3099
https://code.google.com/p/chromium/issues/detail?id=579400

o WIRHM AR GEA T b N R EORE S =T A (i, BURRE TR D FT RS ) R,
IXEE R G T fE 22 7F Samsung Internet Browser H1 {5 fiF B BELIE .

o WK Kaspersky Endpoint Security for Android ¥ & 4] 7 18] D g LA & Web {4 g IE #1217
o H7E Web (RIP I E P A PIRERT, 58Sy DL .
o X T e B, RHEMRIE NS e bl (B, http:\/\/www\.example\.com.*) .
o XT iOSMDM &4, FiE HTTP Bt HTTPS #dif& bl (4, http://www.example.com) .
o YFIF LK, Samsung Internet Browser £ X 5o V151 H FI R 55" Web £R47 45 x0T AT B 23 BH 1 o vk . 4
R LSS E (B, ~https?:\/\/example\.com\/pictures\/) , NI<FH L5, FiX
fE A S BN B 1w R IE (Flan, ~https?:\/\/example\.com) .
IR S TS AT B 0 )

o NTWamd M ALIER 2 5kt 4%, £ {# H Firebase Cloud Messaging (FCM) IR %5. W HR AL E FCM, K
IXAEH Kaspersky Security Center [0 JH[7] 4% J8 S0 e LRI (i, & 24 /N K ap SRR B

o THUEW %, WU Kaspersky Endpoint Security for Android % B A 4% & HE 51 .

o BLE{EIZ1T Android 70 B SR AN &, W2 Kaspersky Endpoint Security for Android 1 & N R] 7 7] I

&b
He o

o fERUERIG b, WRE R TR RS, RIET S RETIEIT . IZBRFETE Alcatel 5080X - ¢
o

o ZLENIZAT Android 100 BEE mRA s, T AU B B LR T IR 4 BUIR .

o LFHIZAT Android 110 BB i hRAS 1 A S ST S IR, P e 508 35 2 IR P i U BR A RE V7 1) 3515

SRR e 42 38 AT Y 2 580 i) et

* WK Kaspersky Endpoint Security for Android 15 & G B hs Dy HE A Re i Or S FH AR 7 4 1) 1IE 8 8 AT

o TEN RS (MR TE, BuaUn RO Mg, NARFER 25T KSN T
OB Al E IR P 00 . BT KSN, sl s W AUERR B BRI o X T R AR #Em], BmT POk s>
82 FH R S o 8 BEL LB Fo v (R SRR P A1 2R . AERXFREDL T, TE7 KSN.

o MECEN MR, EUGERRHIE RGN AR SR, ik RGN IR 2 S BB AT

Hie L P M A7 ST R 2 R )
o JZE ARG B MR A AE LA R B AT A
* i{OS MDM ¥ %
o =R #% (Exchange ActiveSync).
o 4% [ TouchDown HBAH2 P uifi ) %2 HL R o

78



£ Kaspersky Endpoint Security for Android [5G HTRRASH, % 0] LU{E FH Kaspersky Security Center ££
F P % 4% P FERC & TouchDown Bt B S HF 13 H . Kaspersky Endpoint Security for Android Service
Pack 4 ANF 37 £F TouchDown. Xt FH Z1El, ES% Symantec &K % M 5w .

T+4% Kaspersky Endpoint Security for Android i J&, 5&lg H i) TouchDown 152 B 4 FE 5 (245 R AF -
AR S WOERERT, TouchDown % BUKE71 B S Ji5 44 fic B

TER ISP AE MR AT 5, TouchDown 13 B #E IR . FH 7 1524 1 TouchDown % B 75 W FH 520 5K
BiE

P 5 A% A B0 S A o R I 1Y) R0 )

o {EiZ4T Android 10.0 B il A 1) ¥ #% L, Kaspersky Endpoint Security %5 fith 5 i B 5K g bt N R Gl 2 —
HE .
WERFT TR DK 2 18] 4 DM S, XN AR SR W E RS, B0 AU A BRI HEA
Fr (Bilin1234) {8y (PIN), B0 & 5 BECT . PIN BRETS L ATE DA 4 DK
IR M ENKER b NEE RS, ZNAEF SR W E SRR B AU A BRI %
HIFFEHET (PIN), B 2FRET () . PIN BAEDR 8 T, HFnmEa 6 MK,

* {£i217 Android 10.0 B iR AS 4 b, A FR FE S0 B 57 e IR REAE AR IC B SO g B
 fEIZAT Android 711 %% b, WCRMBUEIATT &l 2 T E (EHMEEED , 2l Kaspersky

Endpoint Security for Android 5 it i &5 iy, "1 B R G0N AT RE TGV IEH LAE . a8 R — AN AT A
(1) Android 711 Gk = T8 XFHENL T, XA E RS app KT B .

o {£—UEiZ1T Android 6.0 B BT ARCA I BL 4% b, WER A BRI, % N\ B R AR AU A I AT RE A AR A R
IR LS MIUI [ PR 4l Bh D BE R 55 (1 Rs € TR %

e & Wi-Fi B 0 E %0 n) @i

* {Eiz4T Android hitAs 8.0 Bl B BT IR AS A e b, Wi-Fi ARPRIR 554 B B 0k th g € L. AR, S mT AFERS
BB T30y Wi-Fi 9% e B AR 55 8% 1

BoE APN I ) 0 i) it

o A0S MDM 4 8 = B % & i A2 Bl B APN.

o TEFHUBIE X T i0S MDM B4 B E APN. "APN'IXIKC ¢, 7ERCE APN &2 A1, #i{RiG R APN’
DI 1 e BN T e % S AE

I Kk 4] 2 k0 1)

o By kBERRRE =R R BAEH .

FCE VPN ) R ]

79


https://support.symantec.com/
https://code.google.com/p/android/issues/detail?id=226673&thanks=226673&ts=1477900893

o ZFERCE VPNANLELL Rt #& LrTH:
e iOS MDM # %%,

o ZREWHK.

ok I A AR I ) R ] R

* 7t Kaspersky Security for Mobile Service Pack 3 Maintenance Release 2 11, AN 3237 A#szh N I FE P 61 2 2
o AHE, TERVARRAS IR AR b G R A48 W] LLA N2 Andrroid 1545

o BIAEGEAENH, H P RIS LV i 23k H AR MERIEMI R AR T . KT AMEH Google Play %224&
N AW, 5% Android 758)/aF e .

o X Android X% BALE £ T 65536 M5k (multidex BLE D MM, A SRR PR

JSE FH A I DR A ) 2 6 ) st
o WK Kaspersky Endpoint Security for Android ¥ B A% 4 & B 5 .

o ERYEIZAT 2 H 70 BUE @AM B BN R P A E A, 408 Kaspersky Endpoint Security for
Android % & Jy 7] 15 1] LI ¢ -

o {ERSL/NKFNE N L, Kaspersky Endpoint Security for Android #IE AR5 A TAE. % @2 H/N K MIUI
7 A8 [ LA R A ) EMUI B4 FRRE 2 Dh e 3 8.

i B 15 88 BIR o] B 1) 26 2600 i) it
e TEIZAT Android 100 S BIRRA I B & b, KSR LA T WicFi 925
o TEIZAT Android 10.0 B3 BEAR A & b, AR 5E A Lk A P 3 3K

o {Eiz4T Android 1 B 5 m AR AS (K ¥ 4% b, 425K Kaspersky Endpoint Security for Android ¥ & N TGS T BE
Kaspersky Endpoint Security for Android <> 47~ H F i W46 e B 10 52 0 AR 7 e B oA v vs i Dhg. FH P
AT DAk I i 0 PR B DL S5 R B A B B R A IR S5 . W AR X RIE L, SR TG R A S 3k

170 7% 1) a0 86 IR 3K i 4 I PR K0 11

o [EiZ4T Android 12 B AR & b, W P8 T ORE B RUR . Kaspersky Endpoint Security
for Android N FH A2 1 Se 2 2R SR BURS Bl 1R A B . W SR IREUAS s Ty, I R E A 30 2040 ai e 3%
HHREAN B, AEIRIFNZAIE. BN, “EALE & 2K R,

Android TAERC & SCAF I 2 A0 ]

o LN IRAE SR 6 e e AR E SO, P AU 2 AR IZ AT Android T B S RRAS IR 4% bR 5 TARRC B 5
-# 5% [¥) Kaspersky Endpoint Security for Android % 1 ft -7 Il DL BE A A ST RLRR «

R RE T IR LT )

80


https://support.google.com/android/answer/7391672

TERLLS & (B, N, WiRAVNK) b, 807008 Kaspersky Endpoint Security for Android % ¥ H #l1J5
HBR, BTN INBIERRAE R RSN B S NP R T . R AR %N R PRI 513, 18
Mahik & m P a5)5, Kaspersky Endpoint Security for Android 315 1E$AT H T ThEE. IhAh, R %% 2t
€, BTG A AR % . R Rl A H — IR I AR AR B R A

fE3Z4T Android 6.0 BUE i ARCA IS B % (i, REHRAT Asus) b, FEINE B ME R 2 il 2 )m, i
I NI B A e s g . R A P R S AR 2%, (0K DR B S e O B 5 65 . X T

B2 MBI R B A TR, 1 S5l e A R AR SR Wt o 1% 8] OG- T 1 1] B RE Ak 55

HREZ (B

FERSLIZ 4T Android 5.X It A% 4% E, ¥f Kaspersky Endpoint Security for Android ¥ & NG Th g f5, W]
R 7 — 2 /D IE U B R A A B . ZERRBUTH S, 1B RS W B R B R Y B E N 2 R B
M.

7EH: 23217 Android 5.X B¢ 6.X FI4E N4 |, 247N Kaspersky Endpoint Security for Android Ji i i H B4R 24
W, HARTAFZIEZN AT . B2 fE, PRSI RIFARES . 1% U2 T A 1) — 22 T)
e G . AERE REARY, & T31i81T Kaspersky Endpoint Security for Android. 1 7E ¥ 4% % B it
Kaspersky Endpoint Security for Android 2% F{I% i AR X

{EIZ47 25T Android 70 ) EMUI B fF A% 4% |, - Al BLBSGER S T Kaspersky Endpoint Security for
Android CRIFIRAS AT 1% 7] B B T-HE B (1) — L5 D g 3 801

FERELE R b, A SRS h B BB b AT AT RS RIS, P R eSS S OB R B A 1T A2 PIN
o R ER PIN A GEEIE b D74 i AU - /INKE AR K — L5 D e S 30

1Ei8473ET Android 6.0 [ MIUI [ 14 /N K 3t % |, Kaspersky Endpoint Security for Android Flbs i] REFEIRZS
P2 e 12 i JE A TN KR A () — e D e S B0 o g WU AN 5 B fo VR @ N BT

{E L3247 Android 6.01 ] Nexus 58 b, IR #AEFT 75 AR Joi%iE 1L Kaspersky Endpoint Security for
Android P 5 B S8 T o 1% i) 8 AT E K1) Google 122 w22 A4 TR IA S 8. NHRIE R 21T, WA
TEW AW E P TR TR AR .

FEHELEIZAT Android 70 BUE SR AN =B % b, M P HRAEAZ SR IE (i, EIREE) kiF
PR R, TR R LR &, R TTRESBE: Kaspersky Endpoint Security for Android #1# 53 £ 5 Fl 3F:
HWE TR K 2ok . SRk, B IURIER ka2 B .

fER e = B3 b, JoikMH IR HIRSUR B 4E

R =g b, WORBEERR] 3G/4G M%%, a1 A AR EOFIRE G & 8k, WJE%E  Web &
Io UK ER I R E P AR S G A RE R DI RE .

FEREE = R & b, WA &I 222K, Kaspersky Endpoint Security for Android A~2xBH 1EA
F RSB B %5

EPATRIE G4 (an, AL, WARBUE. RPN A J5, Fi= 2% & LT e MR s IE
VPN AEAS . 28 B 2235 0E 1 4 Re 4k 2. 1% 1 Y5 T Mobile Device Fundamentals Protection
Profile (MDFPP) 4 h5if .

TERELE SRR AN & b, ISR R SIE F M . 24 Kaspersky Endpoint Security for Android i3t IR fill i
FAEFES, #H4E RS Ron SR 4 sl e VI IR S IR UK A . 7 AT DLAE A% SR i JF 4k Se s iE A .

AR = B4 b, MY 223 4 42 5 B 5 B Kaspersky Endpoint Security J&, KNOX MDM At & SC A4 30E A~
GNP

7t Blackview ¢4 L, F 7 0] BLIE % Kaspersky Endpoint Security for Android N HFEFF I A . 4502, #&
RSB AE R, BT O R B ERL, I H Kaspersky Endpoint Security for Android v FH £ 7
MICRERG T RE MR o 32 R A I Ak 7 5 ) ¥ 2% A 1B S SCPR s 0 A58 FH PR R P o e 2 FH R B8 1 2 T A

81



PR R AT LLFE 75 Kaspersky Endpoint Security for Android i & I HGEE#, FINE /& Android #
YERGH)— 57 .

o {EFELIZAT Android 11 %% L, Kaspersky Endpoint Security for Android & 5% 7 76 5 5 Ja SEED it . %17
7B — AN A% AT JE 1) Android 11 8RB = S5

e

A B 4310 7] 22354 Kaspersky Security for Mobile )% 5%, DL K [n1f8 F Kaspersky Security for Mobile )21 214
PR FF LK.

i T S5
Kaspersky Security for Mobile .45 LA~ 4114

* Kaspersky Endpoint Security for Android %%l I F2 5

Kaspersky Endpoint Security for Android 3 F 7] ifi 0rF% 21 15 £ 41 Web g 953 2 AR BB 1) FARLAR 7 1)
25 . BRI %L Kaspersky Security Center & 2 i 45 #% < [0l ] Firebase Cloud Messaging #1758
H.

e Kaspersky Endpoint Security for Android & H# i {4: .

Kaspersky Endpoint Security for Android [ #d & (L 1, T8t Kaspersky Security Center & F 4z ]
&, BEEBIR R L 2R g LIRS N R

* Kaspersky Device Management for iOS 45 FE4di{4

Kaspersky Device Management for iOS (R BRAR AR PR AL T L1, A T3 Kaspersky Security Center & #i{%
il & & #if i iOS MDM Al Exchange ActiveSync B BGE R RS 8l 15 7%

Kaspersky Security for Mobile 5 B 1k 77 2 I ZE Rl 5 4 4 T B BT

TcP 443

AN RS
APNs) TCE 13000,

[ sessss [ ios & [ Android

¥ v
Exchange 45 i0S MDM BRE 3 g:iﬁﬁ[\f ky Endpoint 4~
t\
’ Exchange BF58 Exchange BF45
B E

¥ ¥
Kaspersky Endpoint Security

for Android E1EiEH

Google Analytics for
Firebase

TP 443 [
TCP 442
TCP 443

Kaspersky Device
Management for i0S E12ih#

Exchange R-525

Kaspersky Security for Mobile )&t 424

AREEER G FHRSA . Exchange IR%#5F110S MDM R4 28 TE40ME 2, 1152 R Kaspersky Security
Center ZE#)e .

82


https://issuetracker.google.com/issues/175055271?pli=1
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

Y WAR AR T SR T S
AATEE | Kaspersky Security for Mobile £ il fift 5 2 1) I & 5 &

A LA FHASR] (135858 75 S8 RAE Android B4 A1HOS e a8 Bl 7 %8 . WRALLUE A 11817 A FHRAE R 4t
hEEZ )& PR IVETCY IR EHIC WS S B I PRS2 S (B R A e o

Kaspersky Endpoint Security for Android £ #5& J7 &

Kaspersky Endpoint Security for Android At i 2 i 77 20 28 72 Ak i 2% rh iR sl e 4 b BmT DU e 5 44
HAMRE T, SFEGEMHZMRE TR,

4 KA1E Kaspersky Endpoint Security Cloud H1#5& Kaspersky Endpoint Security for Android [FV£4H1{5 B, 15217
Kaspersky Endpoint Security Cloud ZF&)e .

il Kaspersky Security Center % Kaspersky Endpoint Security for Android

fas ] LU PR J5 38 18 Kaspersky Security Center #;% Kaspersky Endpoint Security for Android:
o RiEMF Google Play #EFEIIRAE (HEFE)
o RIRALEPIST N FH AR LB 1) A

18} Google Play i Kaspersky Endpoint Security for Android 3% M & FE 5 1] & 75 4% F 1 K%L 4 Google
Play & FZ I .

T LA () 0 37 41,35 28 Kaspersky Endpoint Security for Android €145 H1/E F G $UAT (I LA R JIAN 5 %
1. A N R 20,
2 LB R E.

3. BT e,

4 JORH B, F g TR 2 e A0 T 3 S Android JH M g I EERE . T AT RERIEA: .

F P EUC R 2 Google Play #4255 ] T M Kaspersky Security Center Web Server T %% 355 40, (i 55 82 IR
TEREN % b 22235 Kaspersky Endpoint Security for Android. J&7 AT Hifth k45, BN R] FFa6 48 A S R

M Google Play & Kaspersky Endpoint Security for Android

IR TIEHATIERE 3%, LM Google Play #i3& J7 % .

We#% FH 7 0] N Google Play a7 i 22 %% Kaspersky Endpoint Security for Android. /7 M Google Play F##%5) 5
RREFH KA, REHERE ERENHET. kg ERNHBRTZE, ERBIThEH T, e e
1T HAHERS TAE: MESE RS MIER R E DL e i 1 .

83


https://click.kaspersky.com/?hl=en-US&link=online_help&pid=Cloud&version=1.0&helpid=index

ift KNOX Mobile Enrollment #i%& Kaspersky Endpoint Security for Android

#48 Kaspersky Endpoint Security for Android £ 454 KNOX MDM At & A4 78 N2 #£ 5) % 4% . KNOX MDM it &
RO Kaspersky Security Center Web It %5 %% 5k HAth K 25 2% 3508 (0 SRR P (B4 . ERS shidt a2
R G, I A 23— 1S

&n] LR — 2 KNOX #8431 fid il id ik KNOX Mobile Enrollment 22 2%

iOS MDM B & A2 7 &

iOS MDM & X1 5& — M8 F T84T i0S 13l 1 £ %42 21| Kaspersky Security Center 1% & [ & 3
fF. %%%i0S MDM I & 313 5 Kaspersky Security Center [R5, W& MO E 5. Bahk&did
Apple #EIEE AR S (APN) HEATE B . 45 523 i0S MDM [t & SCE RS APNs [RVE4H1E 8., 152 1% Kaspersky
Security Center 7552 .

{81 iOS MDM P & 3, #&E 7T LA
o [ FHZ RIS AR E iOS MDM & 1R &
o Ik VA B S FECHE B ok i 4
o e Kaspersky SRR PRI A58 =07 BT -

iOS MDM Hc & 3CAF T il it 2 A5 sCHEE A Ak P 28 T AR Bl ise & Lo 8] DU Y il S AL AU i U7 5, B
BHEGHEMZAEE TR,

FE 2 iOS MDM L & S 2 1, 87 FE L ZAAT LA R 4 A«
1. %235 i0S MDM JIR 45 %% .
2. 3K Apple HELE AR SETS (APNIEF)
3.4 APNIEFS %226 31 i0S MDM JIR 5545 -

H %% 10S MDM AR 4523 A48 APNs IE P RIVEGIME S, 155 W Kaspersky Security Center 7EH)% .

H F1E Kaspersky Endpoint Security Cloud H#% iOS MDM it & X1 VEAN{E B, 155 7 Kaspersky Endpoint
Security Cloud 7ZEe .

i3 Kaspersky Security Center #% iOS MDM it & SC£F

IS AOE A T N EIOS MDM e & SR R R4, wT LU IS Kaspersky Security Center % iOS MDM At
B BRI

P eI 7 Kaspersky Security Center Web Server S54Z [ HREEf5, 1K iOS MDM e B SC AR e 35 2R 2 1 &
F. Jof N i0S MDM e & SOk AT Hopth v % TAF

H XA I0S MDM FL & SCAF IS S, 15514 Kaspersky Security Center 75z o

HEA B B & DA A S i iR s &

AT SR SCHE % 8 BRI 5 DL B8 SR U R T S A B

84


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://click.kaspersky.com/?hl=en-US&link=online_help&pid=Cloud&version=1.0&helpid=index
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

P B R AS B B & 1) HLAR 55 48 B

BB BE R BB TR 554, 7E %% Kaspersky Endpoint Security #5h5N R FF 2 B, 15 758 BRI 25 2%
MR E R S S E .

B B IR 5 A 11 PR 55 1 B

1AEF B SS BRI b TSR, R
RIS SRR ST
2 34 MRS B BB EL — B
3 AT TR B WA i 1 L
4 BB O B R RS E B LRSS SRR .
BRI P 13292, A% T TSNS CAE, SR T HERIOIERER 1, B B Tk
MR TR 5 5

5. 75 FRUE BN R P um s 0B, fa e B ahif & T3 308 B IR 55 2% LA 05 Kaspersky Endpoint
Security for Android % FHFE 7 ()35 . BRIAE LT A 13292,

6. Bt HE

TR PR & W on W sl Bree ' B PRk

AR B 6 o SR A e E SRR, W I E E BRSS A E B R s i AR, BCE SRR
HRHE, MRl Eedards.

BRI G L B 5 1R 5 BRI
LB RS & BTGk ES, G EE - WENE
2 AEAT TP A, G BB sh B & B B A HE .
3 RHRE
RS E RSG5, BRI E B IO R AR A S R

O E B2

B E PR 5l W 4% b 235 1) Kaspersky Endpoint Security for Android N FI R, 0 Z70Hs 2L S g v 453X
%iﬁ%o

AR A N TR A, BB e LR s N IR 2R, S e R B P eI e 1
I -

QU AR, @ NC B T DR B2 e I R e 1 e g [ 2 o) P B2 . A0 {6 P 20 SROmes TG L P A 8 53l FH )
e

85



LECIEETEN, P ATE FAELR:
AR A M, R RERE R,
2 A WA SR BT SR AR X, e e i i .

3 T A .
ROR AT T AT s BB A BT 1

4 AL HARRE DR NA AR, 5 B E

b SR R OR T A TR B L RREEE BRSO e . A O S BRI RS ., 15 S [ Kaspersky Security
Center 75w .

N E 377 o 28 BB 2 )

10l DV RS BRAE F P B 5 % 4% b 22 34 1Y) Kaspersky Endpoint Security for Android N2 I E, (HRTHEZIX
Sei R AT A . DA E AR B .

AN SRR B H T SR 72 4 2L Aer I 21 5088 Bl B0 & o0 e 22 BRAL RO RN, U FE V2 B8 — IR A BRUIR 95 4% [F) 2B
SRIZ B A B AR B B A R H AR — RS IT — R — "KES10" SR ZH SRR AN i
Fro

R L)@ E Z) 501 85 2 PEE B TG L AP 2R

TR G, R R BC R BRI .

2. W AR BRI B SRR SRR, R
K o R R BECHBE& 5

3R R B B A X I BT AN T AR B 1 SR v o3 G 28 ER A AU
R RE ST Hr A 1

4. T NI A2 K o

5. fER BN % 4% 223 | Kaspersky Endpoint Security for Android #shN FIFEF 2 )5, 48 & MR 5 % %4 fic £
WM, HEPATEME, BB REBNELE FBAMP R, AETERRIE kR,

6. 7ERRIN B A X g b ik B A AN IR & IBAT — I
7.3 B B RGN B B R B S, [ LA S AN N IR 326 TE AL A RS B B RS s 28 A i A
8. 1 HE 8 R e AE,  DASEAIIN AT DAL F 22 A il 38 (0 1 5
9. 31T N AR X AT BL T A
a EFE B AR RGRA HILHE .
b. WL FE P RC B e AR — D EE DR e & #1F RSt Android 5 iOS.
10. i i R
T2 LU S 7R AR AR 23T R B8 SO I B R B 0 BB Bl e A DX A ) B 4% 20 FE R U B

86


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

FRAE RN, Kaspersky Security Center 2K BT i /& 23R B4 MR O BL I & i Jerh e Sk e . ]
LT il B 2 R BRI R & SO I P RS sh i & L 2 W& SR R & B b . AR
EHPVEAE R, PAREST RO EC & A ERS, 1650 Kaspersky Security Center 75w .

A5 BT
b e E BRI & P eV IR B R sl i s P % AE S
FEGIEFHUETS i HATT LT
VARG Wb, B BB B - e S k.
2 AEEF SO R TAR X opy, B B OME 1, R S E T 2
3 AEN SRR G b, R NE BRI
4 (R FR R PIER W T, R SOV HUER
B, FE A 3 A UEF R A& 1, e R A HE K.
o HEAZNMERE RS & LRI EMIES, HEEEEEE RS S TREMKIESR
o HEE MBS AT R FIET, WL FE TR U SO R T, STt R, ST AR AR
TR UEAS A
ARG ARG 2 R BB (SRR A 7 A SRR R 75, TSR R AR IE TS AR

6. FEIR) (B P BEN T VE G b, i A s A R BOd i T R A AN A B A P A SGIE T B AR R K
&

7 AR SR ERIER @ T, RETRER, SERIET 73 T

XA, IER AR S AR A LR AR B g BRI R HOE . E ERBGIESS, 1§ R s sh g 5E B AR SS
AL . ARGIEIEB AN BEIEBAUL N E 25, 11§ 2 i Kaspersky Security Center 777 -

‘2 4% Kaspersky Endpoint Security for Android

Pt

T PAE AL 4R |35 Kaspersky Endpoint Security for Android 7772 «

PR

X TR BT A BhBE,  Kaspersky Endpoint Security for Android K 47m I S 4% T BT f bR o 78 58 i 222385 7] 5
ik DL A 22 285 A FH 87 FHRE () 45 T Sh B 2 AT, Kaspersky Endpoint Security for Android ¥ #7R 4% T 0 T AUR -
WHRRIRBEL FFAR, HToik %35 Kaspersky Endpoint Security for Android.

MRS (Bldn, N, BIEA/NK) B, B AIF5# Kaspersky Endpoint Security for Android sl £
AR R GRS BB NP FIR T . SRR ZM R INEEL, ERshxa B E3E,
Kaspersky Endpoint Security for Android {5 113447 H 5 Th g

87


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

fE3Z4T Android M BE A e # b, AR HT IR A E AR P B BRAUR R G0 E. S0, 2L
MARMEHZN G, #4ix AsiEEMN TN F AR .

1f Kaspersky Endpoint Security for Android Service Pack 4 Update 4 (I #BfiliA< 10.8.0103) 1, ANFESZHEkK
BRI 5 L e Ek SIM R I ThhE. IEAIBL R, Kaspersky Endpoint Security for Android A~#27~ il J* SMS
EHRR . ZE RS IE DL K SIM R IRFE T A Thag, 2l 5 BARCAS 1] Kaspersky Endpoint
Security for Android.

Kaspersky Endpoint Security for Android f 75 LR
BURR 32 FIAE 7 D B
1 (¥ Android 50 - 9.X 75 %) ;3 Kaspersky Security Center (%% ID)
i (LT T
B A UV R BLBR SO EE (& AT Android 1 8RS iR A

BRI W F 4% (& T Android WL ) A7 FH 5 A
VTR TN

WHREHR (LF S e) - BUE B ((UEH T %5 50 - 6X)

S 55 — A T B SR AR Sk A Sk A
o) - KBRS

Rise) - WE L) WE

R

I FH AR 7 0 28 R

G AR

8% FH A5 e 425

EHLKNOX (fU&EH T =284

He & Wi-Fi

fic & Exchange ActiveSync

PR A58 AR Sk . W24 A Wi-Fi
gk S5 83 — A T A B SR AR Sk ha Sk A

B

-

s
ol
i

=

7Ei24T Android 1.0 B SR AR I e 2% b, H P S ATfE R B 7
4% i FH S 2 3 B BB

SE L S5 — L

fE3217 Android 10.0 BUE A I BL 46 b, I e eI R 3R
I 3% T IR 2 BUR -

w] V5 W] T g REET - BlE g (BUEH T %5 70 808 & A
Web &3

88



7 PR s
R FEEVER (R (I F T2 5 70 B0 s iAo

{27 Kaspersky Endpoint Security for Android ({45 (& T
Android 10.0 B 5 = iR 4D

BRI Sk (BOE T Android T BRCRE i iliAS )

i | Google Play ¥ $% %2 %5 Kaspersky Endpoint Security for Android

Kaspersky Endpoint Security for Android %23 2| H H] 7 I J7 L 0 21 Kaspersky Security Center HFH J A% 5]
#% b 4K Kaspersky Security Center H1 [ H P Ik 2 () 7E4R(E S, 152 [ Kaspersky Security Center #ilj = .

Kaspersky Security for Mobile k% 1] LA H] Google Play #2181t Kaspersky Security Center 238 FHFE/F (4
FEHE)

F P B U 2 $5 1) Google Play f4E#: . wlilid 047 Android “F & L HIFRUE 222018, 23N HER .. 23 EAN
i B X} Kaspersky Endpoint Security for Android #17 H AL & .

FE AL F SR MR B 2% R 2 %é Google IR%s, RILTEIETT 7] Google Play i N FHFE P o 40 55 LeAE 4 F 5 g
Wk 1 Jcik M Google Play 3R, Rifg FlAITARE AN T 23 M H .

HEREAL S DU 28
* Kaspersky Security Center [F]25 % & .

o WL,

* %% Kaspersky Endpoint Security for Android 5 £ H] A VF AT IS LA K BRI 75 B B0 25k M SR AR IO 4R R .
SR DA PR ) & RS2 BV AT S LA B BN S B IR 263K, T Kaspersky Endpoint Security for Android
SAE RN HRR P o ki He 2 DI

L/ Google Play ###%:51 Kaspersky Security Center % 4% Kaspersky Endpoint Security for Android, 1## 17
LU

ARG R b, BB E > B3 & k.

2 AE BBV SR TAE X, B E N 3 e g 4 4HL.
R R SR R S B R A T . T R HEAT BRI .

SAER S BRERG W, L RE.
Kaspersky Security Center 26 25 & #1587 . W1 Kaspersky Security Center £l 2 5 Hr, & AT D22 3& 35T
FRAS BV B . R B JS S8 TT A4 2 Kaspersky Endpoint Security for Android 554 H P #2ALVT
AR (EULA) LA R BRI B AR SR s AN 2% 1F o T A8 B 3 7 A BR A W & v B S 40 AUVF T i A KB s B, U
Kaspersky Endpoint Security for Android £>7F %345 W 2 P i kit 8252 D 3 . HIhRETE Kaspersky Security
Center 12 R4 4 it

4. 1f Kaspersky Endpoint Security for Android %3771l I, 1/ Google Play # #0557 223 U5
%
B, fE[A) S B P b, e BB Kaspersky Endpoint Security for Android 222 3| H 2 i £ 1 — i
ANHF .
MR PALESIFR T, AT LAAIE R, A28 HOR @R 2l i & e W) 2
89


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

6. TEIA S ERRIE 7 1 L, kB T3 Kaspersky Endpoint Security for Android 1 Kaspersky Security
Center 2 [A] HEHE AL i B UIE R -

o EIEHEMAE TAMBRIER. EXMIGHT, ¥ HN0EIE.

o TREUEH M. EIXMIHN T, LASEHHESE R CUET, AEERSHE D F®REe. nREEE
Kaspersky Endpoint Security for Android %3 8| 2 ML a1 &, WIJCRAE IR, AU~ REAN F P A1)
R

7. ISR P OB AN 7R DU b, R FH T e N R o e B R I i T

o ML T IRIFAERERE, 11 R IR Kaspersky Endpoint Security HIBESE", JR(E"iBIE # 7 MK
P IXSRP LB W E . B ORTEF K T i B R e e TR AL

o FELEN S KIKHERE, HIEFRIETE M Kaspersky Endpoint Security FI8E8E", JHE B EE X+
BoE W E. BRER K R E PR T HEIES5E.

o FELAE ] T 4R 4% Kaspersky Endpoint Security for Android, i i%#%" B 3 R I I sk &
PR SR AR — 4D

o WRFIHPTEHAE G, WIEFE BT - ", ¥ H T %3 Kaspersky Endpoint
Security for Android [ 2 52 il B BTG AR o A8 AR AT AT FH 8 75 6 ik I RS 2 e it 4 . 185 v] LU
Kaspersky Endpoint Security for Android [ i 2225 77 7%

8. BT SE R R T HT R A B R A T

¥ Kaspersky Endpoint Security for Andr0|d AR IR BB 5, AT DU P LS R I B e 4 N FH A
PR E . SRR KRB, 18IE nT DA L) B8 2014 4% ik i 4 DA DR HHE

Kaspersky Endpoint Security for Android (1) H:Aih 22 2% 512

fasay DL i 0 18 B CU Web IR 55 2% F4E 72 K 22 %% Kaspersky Endpoint Security for Android, Bif&7H 7 Fal %
FAZN R -

M Google Play Bife )y N 11737 T8l % 2%

F Pl LA Google Play 5844 N FH 1173%F 8)) 22 %% Kaspersky Endpoint Security for Android. i id #4147 Android
FEMPMEZRIET, R ZNHREF . HA AT E S8 Google ik 7 23 R TR .

XM Google Play %% Kaspersky Endpoint Security for Android [JVE4H{E B, 15214 Google 14 AR S FFR Y .

I NN FH T 37 22 3% Kaspersky Endpoint Security for Android (i I VELN(E B, 1S I Mk .

RN MR NR % R %% Google ik5T, PITEIETi 7] Google Play H (R FHFE R o U SRALEE AN AN SRR 5
# ik Google Play %22 N, 4| AT AN T4 223 N A

M Google Play 8% 4 4 N FH 11737 % %% Kaspersky Endpoint Security for Android 2 Ji&, A2 & M F2 7 DAL (i
F o A A £ B R A0 G LR AP 3R

1B A FRATE 7 vE (Bland i RIE B FI) , RIS SE SEHRSSFEDHIRE (R4
A A5

90


https://support.google.com/googleplay/#topic=3364260
https://consumer.huawei.com/en/support/

2. PR IB AT UGG B 1A S, B0 7E Kaspersky Endpoint Security for Android ¥ & 1, BB & 55
PRAR 55 25 R (R E o

3. B 5 R B T QU AT .

4. PRI A shIER, BE R EINEPIER. Ml e, WIEH 2R ER s % b

MNAER BN 4 A H Internet Vi), DME S5 FAR S 21520 .

AR AATC B A% ) ek 5 B BRSS #8 [FAD DAL s er e FIE 5 i PE4E{E 2., 5 2 [ “Kaspersky Security Center
HHe.

M B SR RS AR TR, © %234 Kaspersky Endpoint Security for Android 1) 7 # i %K
Wik B S 70 N FR 22 3 30 0048 5 A AL (BRIAAL N KES10™) [J“Hofth” — “RIZE )" — SRk derp . fEn]
VATF-shsk A FH B 35 B UK S 5 8 4 78 5 2 8 /RS2 58 W a8 SO e R e i A AL

11 A4 A8 22 B 4% T8 UAS 1) Kaspersky Endpoint Security for Android, 122235 592 4E % 7 18 .

FELEIIE 1 C R Web R85 119 6% 1 %5 Kaspersky Endpoint Security for Android, iZ# 77 T #1F:

1008 e m I E W E
LR AT Kaspersky Security Center 32 %% Kaspersky b FH A2 7 81 2 i) — 41 S0 14

i
2. QT 22 A .

P 2R B SRR P I 222 A, Hp & S5 RS 2R I SRR PP e e e B, DL B2 Kaspersky
Endpoint Security for Android fx 2 F FHZ B AT Y (EULA) B4R HIE 7R . B 23 T Kaspersky
Endpoint Security for Android %25 GLAIEE . M7 2228 A0 —FhREk e U 22 25 4.

F P i 214 R FE7% Kaspersky Endpoint Security for Android [N 2235 L) Web AR %5 25 1055 H: . #5 B e 2k
R, FF b AUEAT APK SUHF. 2248 f5 AN 75 224} Kaspersky Endpoint Security for Android #E4T H AR & .

FrEAE R A EH O Web JIR 45 2% 185 4% 22 3% Kaspersky Endpoint Security for Android, 450 70 ¥FE FH /7 1)
Bl b ek B AR ENRIE IR AR o

QI AITAC B 22 e

Kaspersky Endpoint Security for Android % #{il /& sc_package.exe HfftJE /54 . R4 S /E B 5 L%
$e78 50 N FH R P 0 75 ) S A

e adb.exe. AdbWinApi.d1ll. AdbWinUsbApi.dll — % %% Kaspersky Endpoint Security for Android flt 75 11—
A

o installer.ini — & &R S 8 IR A B WL E UM

e KES10_xx_xx_xxx.apk — Kaspersky Endpoint Security for Android % %% 3 {4
o kmlisten.exe — illid TAFuifEIA N AR F 23 AR SEH T A .

o kmlisten.ini — €& 2R L8 S T B & W lC & S0

e kmlisten.kpd — N F2 5 Ut B SCA
91


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

£Y# Kaspersky Endpoint Security for Android %244 :
LEER G R, S > B2 > 2R k.

2 E IR SR AR X, A 2R A
TR R R T R AT ERAE .

SR S IR REBEARRE O, Hd I Kaspersky 27 223604440
4 TR I UREA AR E L, KB RS r) TAEX BRI 2 35 a4 R

5.1 SR ARZERBENAEFZER GO , EHFOAFES KB sc_package.exe HffEEYE L.

WRE O AR T E456, NIRRT U S kmlisten.kpd . TEHIAN T B2 BoR b AR 44 7R
FRRA

6. fEIA 32 EULAE vk, B, BRARIFIRSZ (B P B0 rl sy iO26 A5 263

b2 (AR PRI RS %REA Rt 2Rt R EAEE RS & 2 BT
Al HML 25K, | Kaspersky Endpoint Security for Android 231 224 W I #% Fr st ki #2252 25 %

U R A B X R B W B AR, BT DLEN#L Kaspersky Endpoint Security for Android N, 4848 1% 5 )
B PR AT HM (EULA). B 1 @5 THEY EULA IS 215 8., 155 W "Kaspersky Security Center 7%
a7 .

A SR, B RN BRTE R U R TAEX b R AAERGIE R SO e, TEE RS 28 A3t
HEAERA
B 2Rt 12 B -
LEEHR G RT, G B~ B R 2R k.
2. 7f Kaspersky Endpoint Security for Android 2% (1) | F S0 frh, ki@t

SAE B ET R, REBNBERNE AR S aE R E, PUACE R SEHMRS S FL 2 )5 B shiiiigsh it
#E A, PATELT PR

o EEHEMRSGASER DT, 7R ARG AL B b O IR 55 A 2 IR ) T 2 B B B SRR NS
ZN VLR B S5 444K o
MR A% B B & SR AL RS BRAR 55 a4 Bk SR AN A, 5 P BEUIR 55 45 1) DNS 44 PRl IP btk . 7E"SSL
Wy DS Beh, 168 PSS S RS B B & T TR i 115 o BRIAE L R AT 13292,

o R IHENSEZAHXIE Y, HHBRTEA, BN IR SE RS 2 FD 2 5 IR 8 & % L4
R CBRIAER KES10)

TRE ALK A2 Hoefth > I 48 300> 88 SO e b B s

o FETRBEIAIA RIBRAE DO, An SR A BN TR R AE R B R AL SR A ) R L, ik
"1 R HL T IR Ik A B A
RSB AN = B4, R Bl Ik F A R shis a8 1 A AR

4 EN e E, RN

el Ve )

LEOEMS LR, g AT FAETE:
92



1 AER R, R B R B R k.
2. 1% F¢ Kaspersky Endpoint Security for Android 223449,

3 AEZARA LR SRR, R R ML R
RGUR SR S BT 2R A R T 3T RS AR AT R
4. WL B > R SL 2R 7 5
o 5 ELE L AT AR AR DL R W R AT, TR R SRR X I b A Bl T R R A RS
TR
HRHGEAS W R 2ITIT, & DRSO S A AL 2 B =S R R AR

o HEAEA T MG ERAT OOV @M e R, B TN B R A B HTML /RS,
A5 HTML_RJL 85821 tmp XG4T IF

5. # BL{E Kaspersky Security Center Web Server & A QLI AT 22356, AR I 22 AL I 52 5 51 3R DA
BRI T L, WE MR R DI TE R IR IT L 2 R B R

ARG, BT AR <R A ML AFIRE .

"B <B4 B> OISR DA DL S
o T ZREII,

o 1 BB TP R MBS I R B A

o {EPHE 5B 5 1 Kaspersky Security Center Web Server ({1737 %35 (3 Hu k.

REHLF BB AT, (T LLYE P B b e, s B BT B, LM R B R U
PR SR B ARE S, T LS P B b SR 1 T AR .

R BUIER SRR 2R A I R BIBT VI, AR5 K BT i 23 A0 R BRG0Pl S 1 B SCA T S J
Hre

AL R s E

PR EN AT P R S S GRS RS E R, DARCE R R E . #3555 Kaspersky Security
Center [A]25 a8k PL R 77 20347

o Fihkl. M HTTP Uristd it RISATRID . T IR s W B P EC B PR, &t kS
Kaspersky Security Center [Fl2E 0, A SHATHAHEIE K E . AT MEK, B, A —MEE. BiLEA
T, Bahik&aERE 6 /M5 Kaspersky Security Center H & [F]26— K.

£ Android 12 B i AS b, U SR g b T A, SRR Y RTRE 2 i € I TRIBRAT IEATR 55

o |, {4 ECM Jl# % (Firebase Cloud Messaging) il SN AT s il [ 25 o sl [7) 20 32 B T S A% 3 i
LR . N F A S F S, 5 HI R E Kaspersky Security Center 1AL & GSM B . X TEHE

B, %% % Kaspersky Security Center 32 .

93


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

H & # 5) ik # SKaspersky Security Center /[ 1% & -
T AR G R B SR, 34 Android BE# TR 0 B4
2 (EPTHRAH I TAEIX b, USRS L I .
3. AR AT IT S S PR
4 NS JRME" B Pk R R 2 X Ak
5. /R N AR Pk BRI

6. BAE R AR I8 N 15 Kaspersky Security Center 725, 1% i i 185 i R [F) 25 AE .
B P TEN PR E T FEPATEE (o - ®E - R - P .

7. BAE N AR W E R I ERE I E (RS AL s DA EAD , EERERE LEREDRE L
HE o TEIRAE OB R

8. B N ™ H L AR AF P FA B

Lj Kaspersky Security Center [f] k¥ % [F20 2 J5 Al L B #2225 B . 8 nT DLd i A8 RE ik 2 Sk F-3h [F) 2P
Bt . EVEA T R s & an %, 1S B ‘Kaspersky Security Center 777w .

Ui Kaspersky Endpoint Security for Android N F 27

Kaspersky Security Center #AUVF 1] W] N H T AN FEZH I DR A T #ifx Kaspersky Endpoint Security for Android
R 52 4 IE WIS AT, AL Kaspersky Security Center #2AUF FT  RER S R & & F I hE . BEH&
BHINGE B B 5% %R D) Kaspersky Security Center & H g1,

H 2% Kaspersky Security Center #Z BRI BUE T VEAN(E 2., 15215 Kaspersky Security Center Zi#je .

TERS 55 2% LIS Kaspersky Endpoint Security for Android 3 T2 o2 il i [a]1% 8 2 42 0 0 3 UV vl 45
BoRFER . 1% 5 Kaspersky Security Center [FI2DE, AR {E B4 5 R IE — &AL H BN FE sh 4

UWRAE R 5 ¥ 4% b 223 Kaspersky Endpoint Security for Android N TR 7 fi 30 K N A 58 GOS8 FFE 58
Az 2 2 ROpAe . AR rh, Ko N R P AL e ikiadT . VB2 IR Dyse iGN AT
W45 1IE3AT 5 Kaspersky Security Center 1 E B [FIZE . PRk, W5 7E N AR T 2285 )5 30 R 9 AR 58 aisas,  H P
WITF-5)5 Kaspersky Security Center [A] 251545 .

WA 2 K55 Kaspersky Security Center 80 3/ 1 £ o2 7] Kaspersky Security Center, F /1]
PALEH W % T 2GS Kaspersky Endpoint Security for Android W 2T

ZHRF Kaspersky Endpoint Security for Android WV /HF2/F, 5 # AT LA T 1 1E -
T AR G R B& SCd, H%E Android e T & ) B 4 .
2. FEPE AL TAE X, e SR I TR .
3. B WA R AT T g SR P

4. 1E SRS SR A 1 vh gk B RS T B X I

94


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

5. {E BRI IX K, FIHFH4A N Hidi&R, SRJ5 M Kaspersky Security Center & H Il 55 % 1) 5 SH A7 il X i 3% Fr
5 BN FH R 7 s 25
TN TP B R R W SER ALV AT I N AR VR

6. %P5 Pk B Kaspersky Security Center 774 25 8] i 3 A BEAT BOE B A/E 1B HE
W A S B Isf {8 F Kaspersky Security Center ﬁﬁ%‘%’l‘ﬂ A7 %5, Kaspersky Security for
Mobile 23 "B 83" T~ 51| 2 ik £ (1 05 B A B iz % g

7. 4 EAEH P s e BEOE MR, ER ISR E .

8. Fpifi B A4 LA ORAE BT AR R B 4
Lj Kaspersky Security Center [f] T k¥ % [F]20 2 J5 A AL B #% 3 % 5% & E

%% i0S MDM fic & (4
A AAE ML 2% F 5 2E 10S MDM FE & S 1 77
FE 7 10S MDM FC B A2 R, B B ZITRAT DA T 481 -
1. %¢%% i0S MDM fif. %5 %5 -
2. 3KEX Apple #Ei6IEE AR FSE TS (APNAET)
3. ¥ APN LEF5 4246 3] i0S MDM IR 5545 -

K% 10S MDM AR &5 28 Flfif ] APNs iE B HIENE B, 1524 Kaspersky Security Center 771 .

1 F1E Kaspersky Endpoint Security Cloud H#% iOS MDM fic & X1V E4{E B, 155 7 Kaspersky Endpoint
Security Cloud 7ZEe .

KT 0S8 W B E I

AT LR 2 RANA DT S 08 e B A S, FHAABR TN BFHIEE (DARAF) MaF %4
FOR. AT LU FR G S 1A R I B, IR R 2 R s

R W Pt 8 4

ASZHELEHY IOS A Fe 1RiE T Kaspersky Security Center [f) 52 TN AN MR, RVEF AN A
Apple ID, FRAE(TRIHFREST, HIEB& LA NG . 1&0] LU A Kaspersky Device Management for iOS 1
SEIEPCE XA R BRI VT AR . 2 B AR E . BROEOLR, T i0S Btk T A iR .

AR

95


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://click.kaspersky.com/?hl=en-US&link=online_help&pid=Cloud&version=1.0&helpid=index

" IOS 1A A8 %) Kaspersky Security Center /A ] %% . £ Apple Configurator AT #3145 4]
IHRCE . “Apple Configurator’s&—A> % [ THTHER AL & i0S &4 IR FHAE/T . Apple Configurator %3 iz 1T
OS X HIit5ML L. A %1 Apple Configurator 5 £ E4H{E &, 5217 Apple Ezﬂtsz%m.ﬁz o A LMEH
Kaspersky Device Management for iOS 41 g Ayt — AL E . fEihifzis s L, WA LLVT T R BB L.
w1, AT LARCE AR HTTP ACERAN B bnpR | (lt, PHiEfE A iMessage *DI)WXEP 0D, e LA RS 7 K
Fo

B 2 Wi A2 W 4 10 10S BE 4%, iI0S MDM JilR 45 23l i 22 3545 APNAIETS, FE7EH P R ah st a4 %23 i0S
MDM fic & 44

il Kaspersky Security Center %%

iOS MDM it B S22 & 2 L H P K Eﬁf‘ﬂﬂﬁ Kaspersky Security Center [JH F %2 8) %4 F. A K Kaspersky
Security Center HH ¥ H P I P FITVEAI(E S, 1 21 Kaspersky Security Center 7% .

B IOS MDM BB XA i fT LR R -
ARG b, BB R EE > B3 & k.

2 AL BB SR AR X, R A sl v 1
R R SR A S B R A T . R T A BEAT R AR .

AR SR BRIERGE O, EF0S".

4 £ 'S 11108 MDM &R 7 E" & Db, & i0S MDM Ak 5528 ) i0S MDM fig & SC44F" )48 & 41 &
{1 i0S MDM it & 214

B fE A S P E b, RSN i0S MDM e B S A 22 ke B R B i & 1) — M A .
R PSR, AT BLRIE P ™, M A8 O R i i R A T .

6. FE A I EHRIE & 1, &R TR R 5) % 4% A1 Kaspersky Security Center 2 [8] {150 4% 4 IOE 45 5k
Ui

o W EHRSES TAMKIER. EXMIBELT, K HINEIEIES.

o B, XML T, BARATHEREE CRET, REERSE D hEEe. dREZ
iOS MDM B¢ B A 22 36 B 2 AR BB &, MITCVEME Lk . U987 G2 SR IE 15 .

7 AR SRR P IR AN TR T, e TR RS R 2 R R 1

o FELmI ML T MR R IERERE, 1HIEHE R IZTE H) i0OS MDM BCE SO R, Jf7E BT BT R X I
HBE. BRI IK R E P E T Tl

o FHELEN RS RIREERE, TR RIXTEH iOS MDM B B SC R EE, SR e B S IR i W E .
B ARAE P KO B B R e T B S .

o T EEH] T 4ERD 22 %% i0S MDM LB A, TR B AR B R I AL B B OB AR S g 4R

o MR IRERA G G, EIEF B R AR - "EH", K0S MDM At B S 22 3 ik E i 28T
WA o A A AR P 10 5 925 38 N IR P 22 e 4

8. SE OB AL A BRI [ T

K 10S MDM Bie B A F 238 B M - A i s Ja» 6nT DU P AL OR FC BN AR 7 i L. A0 R e 5 SR B
s, k] UL R 2l 8 AR i 4 A OR3P HiCHE

96


https://support.apple.com/
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

FEIZAT 108 121 BT IRA IR i 4% L, T8N i0S MDM Bt & SCHER Sh i & L 223, izl
BT @A BB AR -

2 P
B SA, LIUERTE R TR 1SR R A

* Kaspersky Endpoint Security for Android ()% B i fF 5 i 57, FH T-i81d Kaspersky Security Center & H4% |
6, BHEBIR R L e X g LIRS N R

* Kaspersky Device Management for iOS )& PG {152 (it 1 51, F T183d Kaspersky Security Center & B %
# & & HIE T i0S MDM Fl Exchange ActiveSync Hh SR RS 5 3 4%

T DA P DA 7592 22 2B LA A -

o fii ] Kaspersky Security Center [JHJUHE 5 2l 7] 5 2 35 5 i 1
LREPIRS AE, N SRS — UOEREN B3R s T s a2 m 3. ST DABER F3h 5 3R
R BT

PRI B 7] 5 o VR B R ) 5 Hh 3552 Kaspersky Endpoint Security for the Android 3 F 2 5 1) ¢ 24 i
FUFRLF AT PR3 (EULA) FIAR KA S 1E . W R B DL 70 B BSR4 T i 2k, )
Kaspersky Endpoint Security for Android 23 £ %5¢ I F #2 /7 I Bhid 52 P8R . 5% Kaspersky Security
Center % J5 2l 0] S FIVELNME B, 15214 Kaspersky Security Center 77 .

o {E Kaspersky Security Center ()& Lzl & Hh 8 F o] 4 K051 38 22 558 BR A4
TEFTCAS I Kaspersky BT KA 5, AT K804 BB EHT .

o MM T8 R, SRJE T EXE SCIF 208 B
flln, W LATE Kaspersky Wk b T 2 8 BAR AR 1) 73 KA o

FEE B & B I 53R 2 B
LR TG -
VARG, EF R - TR R > 7R,

2R TR, i HAbRIE — B F Kaspersky N TR F I BT ARA".
XTI Kaspersky N FHFE ST A 15114

3IE BB & X, %kt Kaspersky Endpoint Security for Android’ i ‘Kaspersky Device Management for
iOS ffi -

4. Bl T E R AL
=AM AR TR BRI (EXE X .

5. 84T 1% EXE SCAF 2 [ 223 1) 3 R Ul W R AR

97


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

M3 B 2 2 PR A

7% Kaspersky Endpoint Security for Android & 47 1,
A BRI U T 5 R AL TR R A e 35 S0 klcfinst.exe, SRJGEEFHL R TEW Ligfre.
AWM FHAT, BLEFLERE.

T % Kaspersky Device Management for iOS E-PEIF 1, iZ 1T LA T 1#E1F:

MNEE U IR TT 5603 IR AL S AT 23 0T kimdminst.exe, SRETEE A TAEN FigfTE.
LR FPAT, BAHEERE.

EANEN A R R~ O R R AN AR 8 B PR B X, R BN S5 SR R T 1 B 22 N
FEFE B PEDIRR, RGN B IF O 23

ST ST A B N AR P

I FHAR T+ 28 0 250055 /2 LA R ZE5K

. f;;e,%emr%;y Endpoint Security & P4 {1: (] i A< Al Kaspersky Endpoint Security for Android #% 5l 5 F F2 5 (i A<
1§;uEOKaspersky Security for Mobile )& A7 1t I H1 A 7 & BRAE A1 MIFS 3 S R 7 RROA (TRl AR 5

* Tfif# Kaspersky Security Center i /& Kaspersky Security for Mobile [ #K

 Kaspersky Endpoint Security 10.0 Service Pack 2 (Build 10.6.018071) F1 Kaspersky Device Management for iOS
10.0 Service Pack 2 (Build 10.6.01767) J 5 i A ()& B4 A4 T LA E B TH B A AT RRCA . AN SCRETHC R I RCAR 1)
P

BT IR T O, 5 UM 55 e AR RO P QU RR O S . 985 90 B P
MBI . A MR B A (RIS ., V8V 1 Kaspersky 6 £ HF/05w .

o TEAHZARI P A #3154 H A3 FHAH A AR 1) Kaspersky Endpoint Security for Android.

A {E Kaspersky 14855 /FM54w 5% Kaspersky Security for Mobile it As [45 A 37 7 1 4% RN 4645

LB BHEFHIRAEFIA GRS 5T FERTE:
1 FESR ] G 40 Th A LR 55 bR s b, R A
2 EE IS SEIEE D, R~ CRENNAEFEHEEGREER .

TAEX ¥ LL <Plug-in name> <Version> <Build> #%z07s O 2238 10 & B 1015 B

0] LS DL R 77328 Kaspersky Endpoint Security for Android B FH A% R I RCAS T N B i A 5«

41 Kaspersky Endpoint Security for Android J& {8 FH AT 2256 0, 2235 1), S8 ] DAZE 60 J& 1 o A B A PP 1)
FRAS I B RA S

98


http://support.kaspersky.com/support/lifecycle#b2b.block0.ks10mob
http://support.kaspersky.com/9303

4% Kaspersky Endpoint Security for Android f& it Google Play 22241, %Al LAZE N I FL R 3 & A A 3
AE (- RTFNHER) .

T+ 2% 4 AT R A 1) Kaspersky Endpoint Security for Android
Kaspersky Endpoint Security for Android R T 51) /5 30 5 37 -
o {#i[f] Google Play. #3h¥% 4 H /il LA Google Play H I N FIFE - (BT IR A, SR IGFE R 4% Rtk AT 20255 .

o ffi il Kaspersky Security Center. &1 Ui Kaspersky Security Center izt F2 5 H 2 4tz f2 5 st & L I v
AR .

T AR B0l S IS G B R Fr BB ik o 48T AU I — R g ik

M Google Play 587 M H 2T

AT Android “F & FIARHESE B IR, 1T LA Google Play B8 AN 7 . ZEEF N HFET, LAUHL T
H AT

o BENW & LAHA Google K/ .

o WHWMLACHEEE N Google K F .

o WA LIIEREE| H IR
M Google Play T # M I #2/F )5, Kaspersky Endpoint Security for Android 248 25 ¢ £ FH F AU AT Bk (EULA)
FI2 AR 4% . a3 EULA BI2530CH B8,  WIZ N F R 2 17) Kaspersky Security Center &K i%1E3K . WIRE B 7
TR PR & TR 22 EULA, | Kaspersky Endpoint Security for Android 47 22235 W R 7 i Bk it 552 5 8. 4

SR PR B A 3 I A FR 4 BR A 1, Kaspersky Security Center £33 /s 8 B8 W BdF . 0T BRI, A B
B AT LR B B ) & 232 Kaspersky Endpoint Security for Android [t EULA 253K

U1 Kaspersky Endpoint Security for Android J& M Google Play Z2%4 ¢, W AJ Lt Google Play % #i% v
FEF o AN FAZ N AR T R F A 7 ik 22 28 1, AR T Google Play B8 3118 T .

il Kaspersky Security Center 5 #7 M JH 2 7

N2 5 22 5, ] U Kaspersky Security Center J+4% Kaspersky Endpoint Security for Android. £ 5%
BB, A PURRERT & k22 4 BOR R A ) Kaspersky Endpoint Security for Android JH 37 22 256,

wnSiE T Kaspersky Security Center % %% | Kaspersky Endpoint Security for Android, T AJ DL it
Kaspersky Security Center 5. W13iZMN FHFEF & M Google Play 235 ), MIAGE#E T Kaspersky Security
Center B N HFET -

7 Bl F AT 22 23500 T2 Kaspersky Endpoint Security for Android, A2 fe VFE B RS 5 4% b 2235k B
RHKIEFINHFEF . =T AMEH Google Play 35N IVERS, 5% Android 751 Fe

LB T LIRS 1T LT AR E:

99


https://support.google.com/android/answer/7391672

T AEREH S W I3 B SCIF R, e % Android BE# T IR B AL
2 (EPTIR A TARIX b, G SRR LI .

3. A AR RS FTIT S PR 1

4. (E SRS SR A 1 rhok i A X I

5. fE"IE#E 7+4% Kaspersky Endpoint Security for Android” [X 181, 8o ¥ 540
“1IE7E T+ 2% Kaspersky Endpoint Security for Android” % 171 [ R1$T T

6. 1t Kaspersky Endpoint Security M7 223t 51 38w, £ H AR L A 7] 22 2 BRI 2 %40,

& H et Kaspersky Endpoint Security J+2% 22 5 il (8 AR P hicAs . Kaspersky Endpoint Security Joii
GRS A TN

7. B A
“IE#E T+ 2% Kaspersky Endpoint Security for Android” [X 5, fKf & 7 B e J 7 22 38 40, R A
8. Hat S 4% A LR AE BT VR 1R B 5L

5j Kaspersky Security Center [f] N X% % A0 2 JE nl L B ah & #% W B . Fah st FH B 303 8 22 235 B oA
REHREY . P RIERE, B SRR LR EB ks .

27 28 S BT WA ) Kaspersky Endpoint Security for Android

T R A S 1 N 350 8 S AT A R S A 1 Kaspersky Endpoint Security for Android, 7£ Google Play ¥ &
ZRMHAM BN E . M TEZHN, 1H52% Google AL F Mtz .

Kaspersky Endpoint Security for Android ] F 2/ 58TV £E . FH . Google Play, Bifi i) Kaspersky Security Center
{# il Google Play $ 4% 7 25 i Al F . 4n 5287 F i) Kaspersky Security Center {45 F V) Web iz 55 28 (1t 5% b2

ST 224 40) 224%, BZNEHARTH . g T, L] DS HI2H 5% T %) 8 37 Kaspersky Endpoint
Security for Android.

B2 0 2 BT RS 1 Kaspersky Endpoint Security for Android:

1. N 2 sh % 2 IR Kaspersky Endpoint Security for Android.

2. R A E O Web fil 55 #% 1) 4 42 42 4 Kaspersky Endpoint Security for Android. Ayitk, #8044 75 24k AR
AR A, ] AFE Kaspersky 33 A 37 55 i K % LR A Kaspersky Endpoint Security for Android (%] 4y
E@JO

H B IARAF) Kaspersky Endpoint Security for Android [ VE4HME S, 1525 8 #57 Kaspersky Security for Mobile
JRAHIZE )

THR ST T RS IR B
ST DU DA 7 T T

* {E Kaspersky Security Center )8 42| & th AT FH 73 0091 3 22 25837 WA 8 B4 F
TEHTRRAS 1) Kaspersky SLHFR 7 & A5, TH S KAFIR 2 HBITEH .

100


https://support.google.com/googleplay/answer/113412

o MAMERUR T8 kAL, SRJEAEH EXE S22 25 i bR A B AT
17 E T+ 2 Kaspersky Endpoint Security for Android il Kaspersky Device Management for iOS & B ifift, &
L Kaspersky Security for Mobile % 58 &= N 4o A IR AR P, ARG AP G o llis T 2 m 5 . 1
G FIBATIEREF, SRR B2 B sh i R .

Kaspersky % % 5 UUfd FH A [F] AR 1) S A2 2 A B4 14 . o SR P AN Google Play FH24 8 27,
Kaspersky Security Center <= 7~ A1, & FH0 G

EMIEEEN 2 fE, “RE RS BIIA BN R 2 S B A S I B A% 1 B 20 T B R 21 R )
BRAT . B IR S W & AL RS WK AR B o S Kaspersky Security for Mobile £ B fif ¥ 77 2 135 T E 1) 3 SR s
W ER NG SR, 3 HIA BAME.

Un RAE S PR AEHTRRCAS s N 1o st B e BB O, S AR T I LSRN R AN o Se R RRAS 8 F 1)
BEEAEE T A S0 2 BT AR BIRE BBe o, RIS AR RO BT

B B & IR IR T
BT RE I -
VARG, G RmE - TR R 7R,

2 ETAEX d, ke HAah#{E - B F Kaspersky N TR 7 I 4 Bl AR A"
XK T I Kaspersky N TR BOHTR A 1513

3 BB A X, %% Kaspersky Endpoint Security for Android’5k ‘Kaspersky Device Management for
iOS™ i1

4. Bl T R EAL.
— MG AN TEBIHENLA AR (EXE U o VR EXE SCfF. 3 IR 2238 ) S0 00 B EA T34

M3 K BT

ZZ T} Kaspersky Endpoint Security for Android & FE# 11,
MR 7 Z oy R AL S G R 22 3% SO fF k1lefinst.exe, SRETEEHLA TAEM RiZ1TE.
ZRH A FIAT, BLFRERE.

71 2% Kaspersky Device Management for iOS £ FE# 1,
MEE AR TT 253 AL S IR AT 2225 301 kimdminst.exe, ARJE7ERHEL G T RS Figfre.
R HIn FPAT, BERRERE.

T EN AR R RN N AR B EE RS B X, B HRSS S R R L i E N
FEF R BAAPEIR, RIS B IF T

101


https://www.kaspersky.com.cn/small-to-medium-business-security/mobile-device#tab=frame-1

k% Kaspersky Endpoint Security for Android
Kaspersky Endpoint Security for Android A 385 T %1 7 20 H 4 «

1. B P B SR A%
FA P 4d R SRR i, 8% Kaspersky Endpoint Security for Android. ik F BES IR N L7, N

A I 115046 ) SRS 70V I PR e A

2. B UM B B R T
B3 78 Kaspersky Security Center I #4EI &, mFEMIBR N FHFRT o B AR 7 BE P AR5 25 M 5

R AT M2 B (R AR

E R Mo B FH A%
femrimd LR s, m AR IR 3 d s F IR Kaspersky Endpoint Security for Android:
o fEFIALENG . AR EG N IR e R A2 B v BB, X Rh 52 AR H T
o EIIHCEAMN I BCE . WUOR S SO N AR BB A BN ER, XA AR R T Y
W72 7 M e I 1 T 2
1 EFEH] & W8 B SOk, 4% Android ek TR 1 & B4
2 fEP AL TAEIX 45 SR R T
3 AT = AT I g R P &

4. FE RN JR A T e R A X A

5. {£"#1# Kaspersky Endpoint Security for Android N F2/F" X3+, k" Wik LEI % Kaspersky
Endpoint Security for Android” & %4z .

6. FLily B H A AORAE BT A R BE

ESEHIRS#ED 2 )5, Kaspersky Endpoint Security for Android ¥ M2 5h % 4% EMHE: . #23hv& F F il s
KT N HFE T SR 38

L P B A A 1 B IR 1o 1 R 7 -
LIERES aRh, EE B REEE > BIHRE
2 (WD, B EAEIL BRI AR5 I 54
3 AT T e Jm P el .
4. %% B " —"Kaspersky Endpoint Security for Android”.
5. i i X5 4T HF Kaspersky Endpoint Security J&PE & .

102



6. WP AL X I

7. {E“#1#k Kaspersky Endpoint Security for Android”[X 15,1, M % % L #1%% Kaspersky Endpoint
Security for Android"iEHE .

8. B N ™ F L AORAF I B S

7 SE RS % [FE 2 5, Kaspersky Endpoint Security for Android ¥ M55 % EMIG . #3hi#% FH ik s
ST N FH AL PP O Bk A A

JCVFFH T MR BR N FH AR

R HEIBAT % 5 70 BUE SR A& F I SRR P AN 29 B3R, 2K Kaspersky Endpoint Security for
Android X E N Vi M ThRE. UWILATL E S IEEIZ 1T, Kaspersky Endpoint Security for Android 227~
P87 BT IA 75 (AR o« FH P AT DABK I X 2628 BR BN DG 78 12 B B 28 X SRR . ZEIX R
T ACRAPIZIL R P AP EN 2

el LB LR R, Ao S # Kaspersky Endpoint Security for Android MABATT I 5% 45 I«

o fEFIZHSRNG . A B SR VE P IR IR L P R 7 AN 2 B BB, IR T VR R AR T A

o MEHIAMN IRR B . ARG RV B B P IR R R, X7 iR AR T (Y o
TEL TS 17 T0 CF MR 12 T 7

LR H G W IR E BRSO, 5 H%E Android B T I 1 B4

2 (EPIEN TAEX Hr, e SR e T .

3. I U AAE AT IT N R 1

4. fEHENE R BT 1 bk Ho X

5. 7E“#1# Kaspersky Endpoint Security for Android’[X 151, % 70 ¥ #1#k Kaspersky Endpoint Security for
Android” & £ AE .

6. B N e AR AF T FA S

ESERRSRFEL G, BRvrH P N BBz R . IR R FE 7 HAE Kaspersky
Endpoint Security for Android 15 & 48 il 1] IR 25

TC VA I T T FE 7 5 B R I T 7
TAEER G, A - B iR g — BahiRg.
2 fEBCR AR, PR S v AN B AR ) 8 2
3. AT TR R & O
4. 3% I FA#2 " —"Kaspersky Endpoint Security for Mobile”.
5. i3 X5 4T JF Kaspersky Endpoint Security J& P& 1.

103



6. PRI X I

7. 1£“#1 %, Kaspersky Endpoint Security for Android”[X 5+, %" fo 1 E £ Kaspersky Endpoint Security for
Android" & I%HE .

8. FLifi B H A AORAE T A R BE
HEHARSG AL Z )5, KRvr i WAgshscs EMERN HRER . BRI AR P2 4L Kaspersky Endpoint

Security for Android % & HA4% pl il AR 2
HHF P IR B FH R
ZEM A 185 T % Kaspersky Endpoint Security for Android, JH /i # 77LL F HE1F:

1. #£ Kaspersky Endpoint Security for Android ] =& I, i —"HBNHER.
BEE B AT RS B
R AR RN E BN AR, SRS S P 0L 25 ) Kaspersky Endpoint Security for Android #1474 .

2. #i A & Kaspersky Endpoint Security for Android.

Kaspersky Endpoint Security for Android & F F& 7> M FH P 108 2 8 4 I %«

Fic B ANE B

A B84y 1t 1) % P Kaspersky Security for Mobile 1% 5%, LK a1 fii ] Kaspersky Security for Mobile #1241 214¢
PR TRF LT R

JHRAE

A BAETTUA1E FH Kaspersky Security for Mobile I 5 A AT I ERAF .

JE BRI 1 N TR R

Kaspersky Security Center ¥ H 3/ J5 F #1415 1I: Kaspersky Endpoint Security 1 Kaspersky Device Management for
iOS (Y& PG o

1E R 505 s Kaspersky Endpoint Security for Android t 25 8 sh HEE RN S iE R B sh % & . A7 o] lLE
2T Kaspersky Endpoint Security for Android 202845 1R Ry o R8T LUfSE FH 2 6 i 1 B8 FH 7 A 3887 FH R
Jr A FALRR

FEREELR 2 (B, 4. BIRA/NKD) B, T30 Kaspersky Endpoint Security for Android 7 i1 2|
HEHAE RGBS BB N AT IR e - PR - "BNET)  WRRE SRR mE 5
#*x, ERBK&EHEBE, Kaspersky Endpoint Security for Android 4315 1E 4T H BT ThRE

104



185318 W 45N Kaspersky Endpoint Security for Android 25 A B A5 50, XX T 845 J5 G2 iT N AR T ()
1, 3BEATHRIE SRR SOk % % 5 Kaspersky Security Center [Al25) SRt e 5 1. 1 ] H R i b %
& PRI AR R B T RE

B33 B P,

T EAE R E P A& b2 ) Kaspersky Endpoint Security for Android N LR, WA Z0K 415 0% B ] £ 3%
TS

A R R B T A, AR g LR s NIRRT, S R B P I e A 1
I -

QU AR, N C LR T DR B 2 e o P R e (1 e g L ) o) PR SR 2H o AR {6 P 2 SRS TG L P A 80 5 FH 1)
BHE.

LECIEETIN, AT FAELE:
LA aM T, R RERE KR,
2 AE"RE BRSBTS R TAEX Bk k.

3 TR A LA
RORAT T A (s BB A &

4 EHARRE DR NA AR, 5 B E

P & W R BT A TR B A AR E B e . B HE AN EANE B, 15214 Kaspersky Security
Center 75 .

P8 B ) e i) 4L SRS

H 75 2 T8 E T B RS sh i a AE B a2 3R RS S N AR PP AR B AL o AT S P SRS [ 3 1) 22
NS o

Ten] DU SRR C B BRI e AR AL R . X T — 4B, FIEA s Rt b e B e E . T A
Beek, WIAEAHUN RS W E T D RACE . i E RN E L BE n B 5 iR s B R AL S i
BB EEA AR

RS TS EEE B0 B, B B T RVFEIRE IR O i 2R B B IR 45 25 1M
B ARSUCE AN R Y i BB ORI

FEZAS I RS Py o AN SR g o P B 0 v LR DR AP AR B AR 55 4 b, E[RIB IR 70 % B sl e s IR FLAE Dy e
TRAFE IR T MR R E T ARBCBUE I A i B AR, A& 5 BMRS & NX DN, B ER s
B ARSI ORAFAE N IR P A B B A, AN S i e B O3 46 E HOMEL

N T AR B Al 22 A O DR EF B, 8mT DM FH ™ B Ve e e R 4 B A A AR

ZAGIRR AR AR O LSRN . R SR R s 1 B S B RS LA R = SO0 e A AR . (R
ZOAFE7 A IR AR e S 5 L i B e

o =ERP A - FRAE LN R G . SR ARG Kaspersky i B KIZ1T .

105


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

o =HRPEH - RGO TSN . —LERB IR AR R (8, Web fRY). BEEHEHE o bR
Kbric.

o ARRI LR - FRORAFAE T BEFECBCR RGBS ZRA R A — B SCHR R AL RN (I, e Sk
I ORI EE ). RHRE ) U @ BIARRARIC

H RAE Kaspersky Security Center & B4 Hil] £ 7 0] SR BE A BLAH 34T B H RS 2, 162 % Kaspersky
Security Center 755w .

G5 ZH RS

AN NEH:E T Kaspersky Endpoint Security for Android # 51 . R 7 0 15 4 €1 2 20 S s 1 i 72 DA KA EAS
&%ﬂl iOS MDM 5 £ ] & SR B Fr i 2

N B 7 2H B R SRR SR 7E Kaspersky Security Center & Bz i & 2H TAE X (1 SRBE B TR . Fs SRS RS
GEBI/ANTESD B EbR SR RIS AR AT A AE— DN PRI 2 A T AR N AR 5 B 5 o T8> S
FEFF, A AERIEALFEEIRAS . HEIEH Esh RIS, S aliiE s RIS A N NS IR .
T RT AAE SRS 1) 3 S A TR
LR BN T E P 5 %A I A RN -

TS G, RSO G Hens 1 B

2 AEPTIEAR TAE X, e SR ki .

3. Ff O SRR 1 LU IS AT SR 1)

SRR TR

5 130 PR B 1 2 W 1 R

FERD IR, 12 NI 7 B3R ik B 8 B0 L O 2 w1 N R A e«

* Kaspersky Endpoint Security for Android — X} 1 f Kaspersky Endpoint Security for Android # 2} . FH £ /7
M

HWONEA Google play Ak 55 1A SRR R 25 G 2 BMSRN  IXHRE, W] UK S8 09 NI T 3 R4 38 45 Pl
ARXRBAEH .

* Kaspersky Device Management for iOS — X} - EAS W £ A1 iOS MDM % %% .

U A T G L E 2% T Kaspersky Endpoint Security for Android’s {4 Al Kaspersky Device
Management for iOS & #AG {1, WA LIRS ) B4 QI Sems o W R AR 2RI SO, AH QB TR e 1) 4 PR A
SR ER R FIR A

ZREE SR [7) KR —

B WEOPNER

106


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

FEMAPERY, AR T BUh AT RIS A PR . R E T A KR AFR, R AERJE BTN (1).
ZRELSRMS ) TR — 2.

DR 30NN R A e 2 SR g
TEIK Do, [ S SR Ok B SRR

o JEBNHME . [ RAEE ERS A LR ORI RN . FER BRI SEBRS AR R, 2SRRI AE X
# b AR s S g .

o FEIEBNRME . 11 AR BAR S A8 b LR 0 SRS 77 AU ORAE TR R SRIG  7E J5 SRR IR R SR
s o WA b BRI AN B I SIS DI O S S IR .

PO A — A B AR QU TSR, (B R BEBAE e AT A — D HEs . B i 3l SR I
S AT ARG B SR K S AN AN SRS o

IBH .

ML [F2P A
TR SR T M P IR Sh B Rk S G i E R, AR E R E . #3h# 5 Kaspersky Security
Center [R5 ATl LT 5 2T

o HZUFRI. A HTTP MUzt RIBATED . En] DIELAURIS I B ICE R ). &k iy
Kaspersky Security Center [FI2PH], A2 PATHHEIR K E . e SRS, B, H— R, B
T, shik &R 6 /N5 Kaspersky Security Center H #[A25—K.

£ Android 12 B A b, B SR e b T BB, N R P P RE S I 145 58 I TR BRAT IR AE 55

o SR, fH ECM k% (Firebase Cloud Messaging) FfI#Ei% il AIHRAT 5 il [F]20 o sl [F] 20 32 BEH T % i
LB FN A . R A R [E 2, B IRIE Kaspersky Security Center FHALE GSM W& . A X HE4IME
&, EZ i Kaspersky Security Center #iflj @ .

A B B3 145 ikaspersky Security Centerl /214
1 AER G BB S, 3 Android 4 T O LA

2 (EFFIAL TAE Kl e s

3. L At LE 91 4T T SM FRAE  .

4. e TR R4 I

5. (" 5" AL AU R .

6. TEAEFIT e #4151 5 Kaspersky Security Center [f1%, it e TR IR 45" e
B TR R R R A AT (— — RE — A - %)

7. BAE N R B B I RE R RSk, s DAV ERADD  IEERCE RS EERRIB R E %
Mo TEiEAE R R

107


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

8. B N L AR AF P FA B

5 Kaspersky Security Center [~ /X% % I_JLFZ_):_@EE&?Z)J WA E . AT Do Rk dr 2k F-8h R P
Bahi . IR 1 iR s &%, 15 S 6 Kaspersky Secur/ty Center Z¥i)w

B BN H IS A BT

Kaspersky Security Center S0 VFEEREZAL BB . B RORAF RS AL SIS AT O SE U, &= Bl — A 297, B4
BATEAH — M5 .

18 %5 P Kaspersky Endpoint Security for Android $EHE 1] . & ANREE HE Kaspersky Device
Management for iOS & [KI1E1T

& n] DU SRS AT AT BA R #84F «

o KPR S MR AT AT L.

LRI AT

K SR 55 53— S A I 1B 1T 54T F R

HAEPTRIET

K SRS B OBl TR EAT

REAT A AN txe A

ARG BRI AT R (i, PR BETIRE ZPEAE S, 1214 Kaspersky Security Center 7
e,

BB RS IET 1 [ 310 R -

T AESR ] G0 2B W SO e, 1645 Android B T 4 B4 .
2 FEPTIRAHI TARIX b, G SRS L IR
3. AR ST IT A S P

4. 1SR R AL B 1 h kBB T I SRR R X I
B RoRHIRBITSIR. EOEUTER:

o KIHEIT S .

o BBCRNE ) IR E] o

o BECRISHIHI 4.

o XIS HAT IIHERAE .

o XS B E AT TR UL] .

108


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

I I 2B S
B AN G AT IR F
TAESEH] G h, R RS EON G Hens 1 B
2 B TARX 72" SRIS I bk 3 I R A S
3 AEHMS ) bR SR, SRR
gﬁ*—, SN M BR o FERL BT AL SN /T, & T B AR 2l 5o Ak S8 FH A2 M BA 1) SR Hh 448 52 1

O i P 5 2L S s 180 AL PR

Kaspersky Security Center & 2 53 0] AARHE A - TAERR 53 i B & 2% 61 & F - BRI A AR 1) Kaspersky
Security for Mobile £ il fift 1k 77 %

TR PRAR ) 5 FLim b, ] DAZE T BUIR S5 % IRk & 1 -2 &R R P A ik I ERE B 7 AR . 72 R P
AR b, 0T LRI R BUE SRR RIPRAE Pt fE" R DO, &by — A s — A A
FEEBR, W DOy B4 P e G BP0 T84 N R P RO BR AR 8 202876 T i AT TR B
AL AT CABC AT RE T D REX I FH AR o BESR AR 17 A3 S D R DX AT S LR T (A5 I 5K A8 A 2
xRN ThREDT I, B B 5 AT L AE AR AR -

o RVFHE. FVFEERE] G )RR b S ORI B E .

o PHibZwiE. 25 bEHEH G ERYEE DSOS B E . R T2 AR 73 B 2 A D RETE I K SRS AR il A 2
WoRAES

H RAE Kaspersky Security Center 15 # % il & H A& HH P AR AN A BLITES, 12 1% Kaspersky Security
Center 7E)e

TR

A5 A5 WA #E Kaspersky Security Center 5 H #2: i] & A ize F2 5 R 5 % 4% AR 145 B

P22 g I E B 5 R 3

T BRIy o BRI R SRR T, RIAC S B R SR F BB AT R
Kaspersky Endpoint Security for Android FJ 46 L N AL %] % «

o JHEE. WL, RDFER LA,

o A

o AT B AR 71 NAR AR T A 1 v g B N HE (B TR Y
109


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

B TGA — L R

o NRURBEIEEIBAITIG, R AINENAE (B0 SD ) Arka il 21 () g b Fo vk e TAERC B SO ak | shid ke G
AR N R, ECE s TAERCE ) . Kaspersky Endpoint Security for Android 7 TAEfC &

SCAFHRAREVT I AMB N AF . % TN 2 G5 2 s 7R RARZS DIk BTG BRAE A1 B A A7 Hoks 00 2 %
Ry WGBTS H i & i L AT S -

o I THARFRKI, Kaspersky Endpoint Security for Android JEiEF14H K/NA 2 GB B8 K S0 #2314 1],
MR B RS, A S Il A IS TS Bk

LRI E B A LI IR B iF AT LT AP SR

T AR B W R E B R, 4% Android BE# TR I B4

2 (EPTIRAH I TAEIX b, G SRE L I .

3. AR RS FTIT S PR

4 FESRMS B kB R X A

b FE R X sk, ML BRI S RG R I E

B R AL R R B, Bty R AR IEAE.
Kaspersky Endpoint Security for Android W44 T 2% SO o R8T S A A2 8 A SO

HEP BB R, BIEEs, BT R AR I

Kaspersky Endpoint Security for Android #3918 1] /7 A B2 EATIF 22, #23h. &l s/ i i
A3, ALGH 23 (MR s B REFY »

#£i547 Android 8.0 B FE AR A (K % 46 F, Kaspersky Endpoint Security for Android ¥ 494 Fi F &84
5. LRALRAERI AT, CAROSCIFRIA . AT IS B R SCIF - Kaspersky Endpoint Security
for Android A= T4 .

A5 A FAE R N R RE e 2 P B 8 U BINE R Bk 22 e X 2% 2= iR 55 IO O 1 I8, s iE =
PRI (KSN) S IEAE .

SRk TR 20 F R0 35 Y g s P 88l B T AR AN N AR, T e P A B AT AR 3R 7 1 R
Xt R MBIEE R ER SHA. B3R SEFNNAER 2%,

6. FE U B B I AT I 3RAE SR, B LA LI —

il

I 1 %6 G 1 B BN B . ANEESR P Uy oAt B . BB XS % 2 Hi, Kaspersky Endpoint Security
for Android & & 7~ I 21 %] G2 111 I 38 0

Bt

SRS I B 6 G Bk, Kaspersky Endpoint Security for Android 4% 5 Fl F ¥ 45 {447 75 T A7-4E 1)
e A R X S ME B BoRTE N AR P IR XA i, SRR R R
BEF AT DABAT DLV BR B 3 o B i IR AT R T ek, D, an SR AT B SO R B RS
o HEBRCH MBI, HET B N T AR S AR, EE SRR
EIfORS

110



(]

7. Bty LR 4% L DL ERAF PIT 1 1O BE X

Lj Kaspersky Security Center [f] T X% % [R5 2 J&5 AT L B A% 2 1% & W H .

LR B i LB AT I 50E 1T, 5 AT L TR -

1 AEREH] S W 52 B SCIF e, 2% Android BE# T R B

2 (EPTIR I TAEIX b, G SRR L T .

3. M XA R AT I SR SR PR

4. (E RIS SR A B 1 rh e B AR X

5. ZEFH LE AT IR 201 H RIS T 8 s 7 Bl 1 o B RS IR, 3 v A mT A SR R 01 AR
PRI ABEEIE IR E W E R B3R SRR MN AR SIS,

6. 145 I B B I SAAT B BRAE SR R, DL R IEL

il

o i 2 fR0F GO B SR o ANEESR B P AR AT oA R . MIBRXT R 21T, Kaspersky Endpoint Security
for Android 4 i 7K I 21 % G i B 3 %60

Bt

U SR B 0 Rk, Kaspersky Endpoint Security for Android 43 45 Fi F 15 4% (R 47 77 THIAFTE 1)
Ao A RBEI BN REE B & BoRfE N HIRE AR b o 6 TR AN R s, SRR PR
B PR LASRAT AT BR U 351 o BhId AO BT 91 R RTRE 2 SO, i, A R m] e SO o B A%
2. %%zqﬁﬁ?ﬁ%ﬁ%@%ﬂ%, HieT E R . N TR AT S R B B, T BRI R
UESIRT

(]

) E

Kaspersky Endpoint Security for Android N FF2 /74 o — 25 A0, $27m P IR B RS 380 1R 6 SR B
MIERAE: Bhid s Ik

2N AR PR DN B 22 A0 RN, i Pk IS VR R A H R B BT B S A T e A
N2 AR SO

W A0K: Kaspersky Endpoint Security for Android % B A BhIhfE, PABAIRAEIZ 1T 24 5. 10.0 BLE & i A
R 5h % 4% bR RiB AN, Kaspersky Endpoint Security for Android 2> #27 Fi il il M1 4G TC B 1A 565 1%
AR P B AP Ui R DhRe. AT DAk P SR B DL 7R R A W B P 2R I IR S o FEIXFRIE LT,
Kaspersky Endpoint Security for Android # i 7x—> Android Rt 1, $E7s 17 35 E R 21 i
PR RI AR B B MR 0 2 A RN AR, 87 EHTIT Kaspersky Endpoint
Security s

7. TR OF e VGG B B 3R Sh A i i i s RGO B E . A AT ERAE, TR, At
X" 1 4 E A AR AR B[R] .

1M1



£ Android 12 B i As b, U SR e b T A, SRR P AT RE = I € (I TRIBRAT IEATR 55

8. FLily N H A AORAE T A R BE

Lj Kaspersky Security Center ] TR % [0 2 J5 Al AL B #% 5% % % & . Kaspersky Endpoint Security for
Android ¥4 T A ST, AFE 4 SR N A

N T ORFFRE B ORI O BT, T3 B SO 2 K e SR
BRI DU T 80 5% 18 30 I 258 P S 2 2000 12 ST Ul ) SO 33 0088 e S AN R T
BB RN FF A Y B G AT PR E:

ARSI G 0 2B B SO, 1645 Android B T R B4 .

2 EPTR I TARIX b, G SRS LI

3. AR BT IT A S R

4. 1E SRS SR B 1 rh Ut Bl P SE T X 3

5. in S 1& 45 2 Kaspersky Endpoint Security for Android 7£ 15 £ 1% i I AR 95 B8 v T 20 8ds 2 50 %, 5 g
T T B P B IX 45 (1 0 VR I8 Ui I B P B R A

B 22 7 e, PRI AR B % 18 30 I 30 3 3l S 28 K e BT

6. 7E B YR FE IR X 34, $R 72 Kaspersky Endpoint Security for Android 280 2 35 Js 95 75 B B 5658 A 75 1
SR -

o Kaspersky fik42%

¥ Kaspersky 5 371K 55 %% FAE S8, K Kaspersky Endpoint Security for Android FI%iE 12 T~ 3 EIH 7 72
Bees b M Kaspersky 55 %% 5 984 %2, Kaspersky Endpoint Security for Android f& 5 54 2
Kaspersky (lt1, HHESSIEAT ID) o Hodh e 50 ik 75 rh A% 1) 2508 41 3 S AE i 4 B P AVl
.

o HHR%HE

¥4 Kaspersky Security Center & H IR 55 #5 A7 fift 2 FHAE S8R, K Kaspersky Endpoint Security for
Android F &4 T # B P A sl b

o HAMEFIR
W5 =T RSS2 FE 35, F Kaspersky Endpoint Security for Android FI4E 22 T 4 2 F J B 5h %
Lo FEEBNERRT, EMNAE NPT B A HTTP RS s fgstiht (140, http:/domaincom/)

7 15" R BOE P SE T X kb, RO E i DO RO B AR B E . BT UL ERAE, TR
HL, SRJEAE TR A i E SR AR AR I 1]
£ Android 12 B i AS b, U SR g b T BB, SR Y RTRE 2 I 48 8 I TR BRAT BEAE 55

8. L N ™ F L AORAF I/ B B

Lj Kaspersky Security Center [f] T X% % [F] 20 2 J&5 AT L B A% 2 1k & W E .

112



7E B M _E R4 Android W 7%

TR RS B VAP E LRI O NS, 53 Web (4o 90 DA 424 B 0 2 1 T 5 Xt L £
o, TR A 5 B A AU L RISR U 5 6 SRR 7o Wb FR4745 25 465 T D i 4 P LA 3 4
0% 25 F 25 F IO . Weelo {47 7 P LA T SCAD 90 20 6 0l R BEL L 0 3 0 8102, L FEL P e D3

Kaspersky Endpoint Security for Android W 25 % B N AT Vi 7] ) e . Kaspersky Endpoint Security for
Android > $g7s I W) AR G B F) SR 2 N AR PR i BN ATV R D Rg . TP AT LBk D SR B LS 7R
BB PRS-

ZE A LI Web R TE Google Chrome i #s (L4 H & XFrZETIEE) « Huawei Browser £l Samsung
Internet Browser Al H o G5 TARRC B SO A B Web CRYMYY TAERLE AT /E H, Samsung
Internet Browser H11#] Web T3P A IEFE BN £ 1 I35

7 Google Chrome. Huawei browser 2 Samsung Internet Browser 175 /1 Web 1%
TAEFEH] G R B S, i H%E Android 4 T J I B4 .
2. FEPE A TAE X, e SR I TR .
3. B WA R AT T SR SR I .
4. e TR 1 ik £ Web R

5. BAEH Web fr7, 1099 £ H 7 20 ) 132 H-42552 96 T LS Web {374 H (1) 1 s A B2 75 B (Web fr47
H):

a. HiliHEFE Web fRIP B .
BT IT R T UAME A Web fR3708 B BTRIBIRAC B A BT % 1. 8% Web {47 A B, R 157 B2 fa
AL o

b. i FaAA KNS FEHE . DR I SZ B FA SR

RIS ZFEAA NG, 2 BB HI P AT DAEAT AR LT B 170 S B ] 3 2 e AL SR (o - KT — %
FFM — BRI .

c. e Web R I A B 32 K
o ROEFEIHER Web R 75 B
o ERMBE AR Web TR 75 B
o WAHERZ Web R 7 B

6. WP IEFRAEET Web (R B, Web fRIABHIERE s 13 % LRI . #2315 % FH P JCIAAE Kaspersky
Endpoint Security H1Ji F} Web £#47.

7. 36" 3 F Web fRIFIEHE .
8. FLily B H A AORAE T A (R BE

113



Lj Kaspersky Security Center [ X% [F0 2 Ja il C B % 2 % 4 1 B o

DRI IS B R e A B

AT U] AR A 1 B 2 SR N IS B AR SR AL ] DR

AR B R 2

BRI BRI M s e EEE, BT LURIER RS GES TR

F T ORGP 25 R et i e 4 B B B0E Y i 4

R
Kaspersky
Security
Center i
T7 ¥

Kaspersky
Endpoint
Security
for
Android

Ll

SENL
B

1T
i

it

PR
N

Kot

(/)
M

WE

mRPATHR

B B e
812173 Android 5.0 — 6X IR BN & G, B A% 1S (PIN code) H'E N
“1234", fRPIZ1T4 Android 70 B BT AR A HI 1R & 5, bR R fd e g AR

WA R E AL JF IR TE Google Maps 7. #2511 il 55 gk i e B A ik A5 AL X ) 2
M.

{Ei24T Android 12 BT i ARAS (U BE % b, W P 427 1 RS B BUR
Kaspersky Endpoint Security for Android N F F& 5 5 4 2 S 1 S BURS ff (14 18 4%
PE . WERIRECA ST, W RATEARE 30 780 aT U] & & RS B
AR ENZAIE . BN, EALEE T R

ME & . A N BRI I, T A e A e e & O B gk 8%
M Bl ik 55 e (R UBCR I FE A AT B 3%

Al BRI, R S A A

AR FGCR A AR Qe Bahics & BRI it AR . 7Ei8
4T Android 12 BB s pRAS RS B 4% b, i SRE e PR v B R 1 S sk
AR, AN Boild i, (EAARR IR A R .

M ag SHVER . BRI b Bl CHnSRI A% 1 rL I R B AIG, U 1 208D

BERA A RBEE . AR BT IR AR A F] Wi-Fi 2GR VPN (11
B AT (APN), 25 TAERCE SO KNOX 4545 F1 KNOX License Manager
A,

A Bl #R R MRS B st e PR, CEAR IR B H. AT A a, Rk
TAE I EIHAT R a4

114



iOSMDM  #i5E M Bl i & A PUE »
ReEL fire ot KL PIN A BIE MR sl e . Z AR EM PIN S LR .

R R v tr IR T 2 e B R B BHER B E S fF . 10S MDM e B 3T
Al J B4 5 i0S MDM Pt B S04 — 2 B B 26 4 1) B AT AR T o
Ko

e PrAEREEECR AR s i Th I ER, BCER IR B M) EH. AT )E, SRR
M TAE BB IHAT RS &

W

Exchange  WEW  FrA8UEHSE IS g HIMER, WERKEIRELM) H. PTG L)E, Wk
H A6 JRE RN T R S L.

AT Kaspersky Endpoint Security for Android [ 4 75 2L IR AR AIAL SR « M HIUGTC & 7] 5 IEfEIE 1T,
Kaspersky Endpoint Security for Android £x g7 HI /7 4% 7 N FH R e BT AT 4 5 BOAURIRIALRR o P r] A ix e 25
REY DG 7E W% B B A AR A IR SRR . I R XA, B AR RER AT 4.

fE3217 Android 100 BUE A I BE 4 b, HIP 2R FHUn & BUR A REVI R A7 B . 7£124T Android 1.0 B
A (R b TP AU T B AR P I BUR A RE VT T 858 S o B, RIS B3 a2 AR .
FURBOERIX R, R RBER AR T Fr s SO0 IBR o a0 R - A B8 SR e e e — ki 3t Nl
WA HRERP 3T T U5 AR o QR AR SR ERGCRAUR, I E IR .

TEVEAN 1 AR an A28 B ) 5 0l I M s i & B IR R i& e %, 1§21 Kaspersky Security Center 75/)% -

B RS Bl B
{45 AT DA FH DA O AR B Bl e 4+

o KAV AR AL .

o FEMBIHE PN IRIERBS (DUEH T2 5 8%) .

TERSE & (B, . BIEA/INK) &, B AIF3h# Kaspersky Endpoint Security for Android #s il £
TEBRAE R GRS RSN AR PP A3 . iR AR 2N R P s 205128, R Be sl FH — OOPE A A A AL g i 14
Fro ANHEAEH A 2 AR BT

TEVRAN T R A AR BRI ) Sl R B B R BIR K ik dr S, 12 M Kaspersky Security Center 75/ .

— AR R T R s N AR e st . — VRS S AR P 2R B, X TR sl e & e — . &)
DLE ZH SRS B Th IR B 93 DX 2 — MEARRS O T (44 8 116 30

LEET — KA CHIRFBLFE 5] 1 5 -
LR ERT, G BashREEE - Bahikg .
2. IR BRI — AR RS A% B B 4%
3B AT R s B R I E .
4. 1%k B F"—"Kaspersky Endpoint Security for Android”.

5. i#1d X T JF Kaspersky Endpoint Security J& % & 1.

115


https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm
https://support.kaspersky.com/KSC/13/zh-Hans/5022.htm

6. B RIB X I
7. 3% 5 VL& PO E— AR ADoK S R A — IR T R BN AD T X — IR AR RS - B R
8. fdi FAE = AT I 7% (B e TR 3 — A S A e BUE WA 7 .
9. Jf} F7E Kaspersky Endpoint Security for Android 4l 5 it 15 #% F B 55 i A\ — IR EEARAS o
BB R . WRBIZ1TE Android 5.0 — 6.X BN &G, PRAHESI %S (PIN code) HH 912347, 4l
12174 Android 70 BUCE MR & I, Bf i Bl s i AR
B
BOR AR DB AE BT 1), S 20E e LT A SR (B, TR PAETE. SNSRI A . B
FHREEW R . SMSTHE. BER A A MIEA ) o P InsSdaivsi, EnZiis e sk s e — T
. A RBER N, X U R AE A R AT .
TEF B E 10S & FHF N Bl 5 H (R E — Touch ID / Face ID f1%5% — B &)
ZE7E Android #4115 T E A
1. 7£ Android 4% L5 F B Bi(iR B — B4 — BR8N
2. W B 5 Al 22 4 T R A I & R R
ANFEVUAT FH B ROk RN & . TEFELLIZ4T Android 6.0 555 & i A 1#) Android 4% |, 7E N2 5 fl &
J& Android #4455, B D20 N BT S T AN 2 P BB UR AR LA o 12 0] RS il 7 1n) T RE IR 45 A .

BEZNG UL N R DR, TR R B HON B S 6 . A7 K R O B IS TR R D
B Mol e G R I BOR SCHF IRt

3 AE B BJR AT T Wk N (R B — R 2 — NEHIRE).

e B s o PR A A i S5
SRR PR A B A RV, SIS 5 B 8 T

AL A AT E 22 A0S B % LB B LR 115 B

DN 2 L o P L S R A

HEM IR F R L e, R EACE M, 7R B AR UM B I S FH P o N 30

IR RN AR 3g,  SERT DU BEa% B P s st PR ) (BN iE et ) o ST DU T LR 2E A B
BRI i, FEFERNBE D, GBIk BEIEE AT & R 2B R ik,

FERLEIZAT Android 70 BUBE SRAS I = et b, M P2k ie B A Z SRR (i, BRI RAE
BIGEART, WREE LT %M, WA RSB Kaspersky Endpoint Security for Android 1% {4 £ Ji
I HIEE [ SRR A R R . SR e, LA AR ki & B

116



LB E /TR, i AT LR
T AR G R B SR, 34 Android BE# TR 0 B4
2 (EPTHRAH I TAEIX b, USRS L I .
3. AR AT IT S S PR
4. 1SRN SR A B 1 rh ot B i A R X

SRR EN AR ER T E RSN, e FRYUE Xk bk i B 5 E R AR B A

U RN FHRE P I 2 i a ERBEEART RS, WS AT B E . SRR & 2 508 SOk
&

6. FaE /N TATEL
I ERS  NFArE. FTREME: 4 316 DEFTs
BOAHOL T, P EEES 4 D71

#£154T Android 10.0 B & iR A 13 % L, Kaspersky Endpoint Security ¥ 25t i 5 SR b N R 42
T El@if%“o
247 Android 10.0 B i1 AR AN 1) 1 2 PR ELIE Ik DT R0 ff o =

o WERPTHEMEM KRN 4 MFS, NP SRR P BTSSR L. BRI Ra BRI
HEAWF (F1n1234) B%7 (PIN), 80 27/ 7 RHEUF . PIN B LR H 4 DR

o WERPTHMEMKSER b MEE LTS, MRS In T BE R . IR ERIFH
B ME T (PIN), B2 5B/ FRHUy GRS o PIN 1%/ 8 iy LR H 6 A7
(RS

7. RS A B R TR SUR R R, IR P RV ER TR SCIEHE . R BUE RS & A R LR, MTE
IRAE F FR S A R D5

FEI21T Android 10.0 B i iRCA I BE 46 b, {8 FH Ha SUR B 5 4 R REAE AT e B0 rh g B

Kaspersky Endpoint Security for Android A~£> R il 87 FH i S0 4 48 >k 6 5 B R e B30 DA ) 3K

R =B R & b, TEMIE RS R R . ERE =& E, MRAMBSEEARFE Mg e
3K, Kaspersky Endpoint Security for Android A~2xBH 1148 F 1 S0l 5 %

FER A BETWINIREUR, F7 al DR BLR 5 VR A Bt 5 4 -
o K PIRIGAEROGMS £ (FZTR .
o HNMRBUE (RHTTE) .

8. B N ™ e AR AF P FA B

Lj Kaspersky Security Center [ R % [0 2 J5 AT L E % 3 i & W B .

117



A iOS MDM 74 B & 9 fif B 25 1
FERP I0S MDM ¥4 50HE, I B M S s g .

BROAEOL T, F o] DU f] SR i o iy 8 27 2 5 IR B S R P AT I3 S, B0 abed” 8072222" . I AN
TN SRR TR T RS . BOATE DL, S S 0N A R A\ SR AN 52 BR )

BB B 108 MDM i 5 E B B i I B i TT EL TP R

1 AESE ] G A9 K328 B SO e, 12645 10S MDM ¥4 T Js 1A 8 B4

2 FEPIR AL TAE X i, e SR IR TR .

3. AT T SR Jm P e

4. FESRNE" B B e R A A X

b /RSB B X I, vk R E S TR A A

6. e B A A A i T
o HELAVER G B, TR SO VAT B R AE
o HEZDRM FESI AL R Y, 15 IR IR T B T E A
o HERNEBRKEFIERS, EER/NEEKE (IFRENRAD .
o ERBRFAIR/NE IR T, EPEEID PR TR (B, $ (&R R EE

o EFMEBRKAE I FE A, 18 BN SR AL R AR (A RED o KBRS,
Kaspersky Device Management for iOS 4>/~ Fl J 8 o 4

o R EEIGUE A, SRS I T A0S MDM ¥4 B 20815 .

o TEERG B A, fRE O HEMNIEE (CBREYEIE) , EH P ESIHE R, Kaspersky Device
Management for iOS 2= IH # A FUHT S HEAT X EL . A SR SRS ULHAD, W i aledE 4.

o (T RDALBUR BRI A FUZe kAR P 2 K I P S PR\ B B T A4 IOS MDM 24
o TE VI RMBAURECTIF L SRR I0S MDM B4 AR 3 B A HEAT (7 1 2 UK
7. Bk B R L LU AR T ) 5
e, 7ERH 405, Kaspersky Device Management for iOS JiE 1 /= (185 5 B4 L 5 i B (0 3 A (13t .
1 S AR B R B AN S, R P T ARG
9 EAS 1545 i B o i 8 Y
YEE AR, (R EAS LB

B

BRIMEIL R, EBSESEITHLN, Kaspersky Device Management for iOS A4 H F 7 iy N B % B AR 1

LHPLE EAS A MBI /B IE AT TR F

118



1R S WIS W& e, P EAS W& AT B 1 B4 .

2 (EPTIR A TAEIX b, G SRR L I .

3 R AT S R e

4 fEFRNE R A o, R X

b R BLE X I, whrh R E RS AE

6. e B AP B A 5k 2 IR

A R BRI RS RS AEH REAEC, HE RRA F RECTE . R PR E TR
T FRE TR IS R RSO . ATRE(E: 13 4o (TR R R R AR AR EE SO .

BV PRSI ThRE, HEE B RS EE.

AP SRS HL WV 2% AT PO EE ST, T e 7 BN 4 IR HE

RIS E A AR BRSO, IR R EME N RIEAE.

AL IOV P R AR S B 1 T B, R SO VAT B AR R ATE

A B IR AN VS 1) VA% R R ) S5, 43U 1R) 22 RO IR BRI e o BB A A N ) - B
T € F P AR B i % ] EAT 1 B A N S5 i SR P AR R E I 2R 28U R B N IR 1R %%
fih, Kaspersky Device Management for iOS 24554 i 45 ¥ 4% ¥ «

LRI P E R E K, 1HERE RN IR, EZENE L N 7B e AL A b
B, AREME: 4 316 MFES.

A BRI PR B N — BUN R BN R, 1 D da N BT SR AT B R [R] (D) JEHE. A
PLIRAEAT ] 0 5 B4R 8 2 PR o Bl Bl X BU T s, AR P 23R L AN

LR B A RO, EIR R EEE RN (R "IN, FEZIEHEA O B B b e e A RO . X B
L), RS 2 F 3ot .

AR S B T DA R L G B 0 11 B

7. PR N R LR A P A A BE B

5 Kaspersky Security Center [ Rk & Rl 2 Ja i L B ik &% E . —HNHZ%ENS, Kaspersky Device
Management for iOS Kt & & S EH A shees FcE . Rk bR i B M, Wesshdn i
FIHATWE . WE RN NSRRI E . R OB E RSN, HEARE R, K3 s

fitho

e B RE L L FH M (VPN)

AT S RBC B AT 2% (VPN) BB DL IS R2 3] Wi-Fi 2% 1915 5. .

E2 k4 FllE VPN (NR=5)
P 2 B 4% 2 A MR B Wi-Fi I8 I St i, I ROZIEE VPN CERLE R 5E .

119



HEe N =B &NE VPN,

FEASE R A0 FH B 925 FR DL N 25K
o WMEDT K AR VE(E T VPN JERR 1 B AR T«

o FEZHMS T E R EM LT MBS EARNHE T RENHERF .. RENHREFI) VPN IERZ LTI E .

o HULEH VPN ERM N AR T EAS R e s E NI E . SR E E, WOENHRER & E T
FH VPN %4 .

FEPE R A LT VPN, gL TR
T AEFE ] G W R Bk, 4% Android BE# T A B4
2 AEPIEAN TAEX H, e SR kI .
3. XA R T I SR SR PR 1
4 7ESRMS B Ok E = B KNOX" > B = B & X 4.

5. fE"VPN'IX I, # o ic B 1
XK AT VPN P48 % [,

6. FE B R AL R h AR ik VPN RIS,
7 AE" P AATR T B VPN BEIE A4 7R
8. 1E MRS F B, HiN VPN IR S5 28 1 9 2 42 FRER 1P Hidil o

9. 7E"DNS R HIZH, Hi N\ E F SN F] DNS [ ds & 44 Fr e ) DNS 44 R
& LARE £ 1> DNS R4k, A=k ek,

10. 7£"DNS fRZ5- 8% 7Bt i\ DNS RS54 ) 56 B4k 4 50 1P Hiudik
T LU E 2 1 DNS Ijs54%, HZERAEN k.

N {E BB, BNET VPN &8 5 A s 11 X 4% 1P Hohik i3

URSRORAE B 7 Beh 4808 1P b VE ), i LI AR VPN iR -

12. B AL & “IPSec Xauth PSK™fII“L2TP IPSec PSK "2 7Y [ 24 [ DL R % & -
a fE'IPSec LR 7B, AT IPSec %4 % PN % D .
b. £ IPSec ID" 7Bt it N 8 B 45 FH I 4 8%
13.%1 T L2TP IPSec PSK W45, #i&nl ATEL2TP B 4™ Bty L2TP %54 52 %51

1405 T PPTP %%, k% fEH SSL &EH 1M, DMEAER ) A2 VPN JIRS5 4% I 32 1A% Fr 4 ) MPPE
(Microsoft Point-to-Point Encryption) %4 il 2 J 2 AR B0HE A i o

16, FL it B F A AORAE FIT A R BE 2

120



Lj Kaspersky Security Center [ X% [F0 2 Ja il C B % 2 % 4 1 B o

7f iOS MDM %% it & VPN
7B iI0OS MDM ¥ & 7 2 L A (VPN) FE7EiER2 2 VPN SR ARy $iE, TEICE VPN EHE R E .

LI PR iIOS MDM i 45 [ & VPN £#%, 15577 L T 21

1 AESR ] G 4 528 B SO e, 1645 10S MDM e T s A 8 B4

2 AEPTIEAR TAE X, e SRk Ik .

A AT T S R

4. (ESENE TR 1 IR £ VPN X 5

5. 7E"VPN W45 [X 35 s s on 424
KFT VPN P& % 11,

6. 15 M2 A FR B N VPN FEIE (1 44 7K

7 AEERRAY T R4 AR Tk £ VPN R

L2TP (25 2 ERFIE 0 o 1Z%ER S HH S MS-CHAP v2 2565, XU EE B (3 B3 AT B A 4H ) B 30 5 45 56
UEXT iIOS MDM #3)) %% £ F 7 34T S B8E

PPTP (Al s BB i) o i%3%E3: 2 Hr 8 ] MS-CHAP v2 2555 1 X E & 473 B iE X i0S MDM #5814 45 F 7
ﬁﬁf%’ﬁiﬂE

IPSec (Cisco). 1ZIERE S HE T2 H FHAE. XU B 470 36 UE A A A 875 15 5 E 3h & 00 I8AIE

Cisco AnyConnect SRR AR 8.0(3)1 B FE = i AL 1) Cisco Adaptive Security Appliance (ASA) Bk
B, #ERCE VPN ##E, 5 M App Store ¥ Cisco AnyConnect M 27 2235 5] i0S MDM #4315 % L.

Juniper SSL. Z%E 4 S FFRAS 6.4 BE B A SA %51 Juniper Networks SSL VPN W3¢, %M A5 it
A 70 B S ARAS ) Juniper Networks IVE 8740, #5220 & VPN iE4%, 15 M App Store 4 JUNOS [ H##
JF 4235 3 i0S MDM # 58h % 4% .

F5 SSL. 1%i%H: 3 HF F5 BIG-IP Edge Gateway. Access Policy Manager #il Fire SSL VPN fi# il 5 . #5 %
Bi & VPN 4%, 1% M App Store ¥ F5 BIG-IP Edge Client N F 25 %35 3] iOS MDM #%5h#% % E..

SonicWALL Mobile Connect. %% SRR A 10.6.4 B = iR A [ SonicWALL Aventail E-Class Secure
Remote Access %%+ JiiAs 5.5 B & i A1 SonicWALL SRA 4% L & SonicWALL Next-Generation
Firewall %%, 4% TZ. NSA FIE& A 5,810 8L mhi A1) SonicOS 1) E-Class NSA. # 2L B VPN i
#%, 15 App Store ¥ SonicWALL Mobile Connect [ F 2 /7 %35 51 iOS MDM # 5l % %% L.

Aruba VIA. ZIEH SRR Aruba Networks #4215 [n] 951 2% . 45 R0 E €A1, 1M App Store ¥4 Aruba
Networks VIA N %7 22 %% 2 i0S MDM #2815 % L.

H % X SSL. 1Z&E# i RS . IR P AIXUE G 4 I AEXT iOS MDM B 8% & F P 3t 4T B 40 36 AIE

8. TE MRS AR thbb" B, HN VPN R 25 253 (1 W 2% 44 AR B IP ik

9 FEMK P AT B, MIANEAE VPN RS a8 LT SR AR A4 o SR DU AT R B AR R

121



10. AR I PRI R FH R AL B VPN JEHE 1 2 2 1 E .
N A wE, Ao E AR RS 48 VPN % E .
a PRI RSS2 R B T .
b. AR iRk 55 a5 e B AR AR5 B IR A .
c. i HE
X, CAEI0S MDM 4% b e & s il AURE IR 55 25 74 7% VPN I E .

12 B
T VPN B B e s &,

13, B N R 2T DAARAE T AR ) B 2
XRE, — BRI HZENE, KRR P i0S MDM % #% ERCE VPN %z,

e g FEAER Kb ((UR=ED
BC BB KESE, Wi B sh s LR M4 4
H B LI K, g AT L -
LFEREH] & W AR & SO, 28 Android B2 A TR I A
2 FEPIR AL TAE X i, e SR IR TR .
3 AT B AT I g Jm P &
4 TEsEns B PR E E =R KNOX - B H = B i & X k.

5. B kBEE O, BdrECE.
“B K BEE LTI

6. WFFRT K I E -
o HERVFPTA NS ER, ERIE IS E E i R .

o 5 EEPH IR BRFHRRR H A A (N R Y B 2% 355 Bl AN T I 23 2l TR B R L3 3 2 AR B (HERR
TRERSL) -

7. RS O KR i B O e B AR (HERR T ER A1), 15 B HERR 5136 -

a HE T,
TP KB HERR T 1

b. 7E“ N R P & FR B R i A RS sl N FE 7 1 24 K
c. EBAR T B M AN T A RS 4H (B com.mobileapp.example) .
d. g
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8. B N ™ L AR AF P FA B

Lj Kaspersky Security Center [ N % [0 2 J5 AT L E % 3 & W E .

§77 1F Kaspersky Endpoint Security for Android # fftl#

N TR BN A R T Ak 22 A BR80T LS FH ORGP BABTT 1M Kaspersky Endpoint Security for Android.
FEIXFENT, IS EAE ] Kaspersky Endpoint Security for Android F i il (1% 5 R« 2448 FH 2 st 34 &
G T BRI HFR PR, RG22 1E25 H Kaspersky Endpoint Security for Android ff45 FE G AL PR 2% AL PR

Ja, B R REUE .

FEHELLIZAT Android 70 BUE S RA I =B b, AP Sl IEAZ SR IE (Blhn, BIREE) ki
BT, WRWEE LR, WA RS BiE: Kaspersky Endpoint Security for Android 1% {54 £ J5
B E [ PERRSUR A T R . BRI B s, I RAR IR 2 B .

ZEEE MR 1% Kaspersky Endpoint Security for Android, 15 # 77 L T 4 1F:
T AESE ] G A0 KB B S e, 12645 Android B BT R B4 .
2. FEPE AL TAE X, e SR IR TR .
3 AR B AT I s w1
4. TESRNE "R T 1 rh ik £ HoA X 4k
5. 7£"#1 %, Kaspersky Endpoint Security for Android”[X 351, &% ¥ #1 %, Kaspersky Endpoint Security for

Android"iEHE .

BURYEISAT % 5 70 BUE SRR & BN R P AN S P ENEL, L2k Kaspersky Endpoint Security
for Android ¥ B AR5 M DhRe. UAIGEHECE 73 IE/EIS1T R, Kaspersky Endpoint Security for Android
PR T N AR T AL R AR . AT DLk X R P IR ER DL S R WA B R AR IX SR .
ERXFHE LT, ANTRIIZN R 7 A B 2

6. B N A AR AF P B S

55 Kaspersky Security Center ) N X% AP Z G P LB S A W E . IR ZRAMBRM AR, Bahiig
BUE »

Rl v AR CIRAURD

Kaspersky Security for Mobile fC VRN B AR CHREUR /8K o #OR B NRIIBE% BRI RGO Z IR
¥, DBEATRER B BEAh, SRERADKIEIIEE =05 N Pl B & R AE R B N R I s o fERTI B 3 2%
e, BT BIR R e (1 1 H A

S5 ERG I P AT SR BRI, Kaspersky Endpoint Security for Android *4# i BL N IR %5 -

» Embedded service of Kaspersky Endpoint Security for Android & —# Kaspersky %5, F T & 5)% % H
JUE R CIRBURAUR (Kaspersky Mobile Security SDK).

o SafetyNet Attestation & —7#f Google %5, H THu &4 RGN FEEBNE, ST B BEAFFIER A, DLAGR I H
2z 41 f . 47K SafetyNet Attestation H 5 Z VE4IME 5, 151717 Android $AR CEFIit @
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IR B BRENR, B —SE . B RS B SS as TAEIX i 3%k ik &g RA Rl . &
A DAFE S R e B 4 T SR SR (R R

FEIsfT R R8s B, WRE R EANR, En LB B s sh R fl (Blngie veg) . &nLlid
T AE A S d] AR (SR TED o Rtk EERRMRE T, SRR SRS RAUR % 1.

7E iOS MDM %45 Fic B 4 J/ HTTP QB

A ZRA P B IR, VR G B I CER IR 55 45K 10S MDM #3122 22 HLIER KA
DU P (50 4% AT DB AR 55 2% B SR 2 T

I iOS MDM i 75 |- A0 /i HTTP fCEF R B, 15 HAT LA T HE1E

1 FEREH GRS e, 4% IOS MDM 4% 7 1) 5 2L 2
2 FEFTEAI TAE X, IR Mg IE TR .

3. R XU FT T SR R

4. 7E g RE G L s £ AR HTTP AREE X 45

5. 76" 4R HTTP RELR B X, kbR E M T R& EHE.

6. 4R HTTP ACRIAC & 33 .

BOATEOLY, EFTEIRCE 2R HTTP AR RA, S80I P A A ERACE R 55 42 O D0 T 45 21 52 4% 0
8o I R T EAE N ERAMR S SR IEOL T, MRS BT SR ISR T2 M2 .

o HETHENHIRSHIERLBE, BT LT R
a R RERERE TRSIERS, EHEF3h.
b. 7E"RE R 55 2 MU hE A o O Berh, N ALK 44 R A QR R 55 4% ) 1P bk AR R 55 45 i 11 5

cfE AP & B, WEM TR & S e ik A R DUE AT AR R R R
o

d. 7RG B, BB TAREARS 8% 5 02 IR i FH P ik . 2505
e AT EVFH U ) 32 4 s, TE R S0 VU 1R SR X 25 T AN P IR BRI AR .
o HEEHTUE L PAC (I EBIACE) AR E ARG A W E, 1HHAT LT PR
a fERERERB My &, ®wFE a3
b. 7E“PAC X FIht" 7 B i N PAC SCAERIRIHE (B140:  http:/www.example.com/filename.pac) -

c. A LRV LTSI VI ] PAC STIFRS,  AMEAIACRE IR 35 31 A2 sh B e e B A 4%, I IR T
%5 1H PAC 3CIF, U fovF ELERE LA,

d. 5 EESCVEHI P U7 1) A% P46, T 0 VU 1) S ) 0 248 T S P 12 BB A
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7. Bty LR 42 L DL LR AR BT 1R BE 24
XFE, BN ZSRNS, BBl H T Rl AR AR 55 A A A TN

1] iI0S MDM 15 & U8 N 22 4=k 15

N T A P B B e AT R A 22 4x, VEZERT 1 10S MDM 548 IR IINIESS . TEM 28 e Heid fE, CRyE A
UEPS R4 s AR B ERNEFIn s, g8 2 g0, e IR W] DU T30/ - 1 B 4

Kaspersky Device Management for iOS 37 #¢ LA~ ilE 15 brif:
o PKCS#1- i T RSA FIEM A M .
o PKCS#12 — £ AAEAIE TS S AL -
LEH ) IOS MDM 45 LR 2iE 75, im AT EL FEEE:
1T AESE ] G A0 K32 B S e, 12645 10S MDM ¥4 1T s 1A 8 B4
2 FEPR AL TAE X, e SR IR TR .
3 AT T SR Jm P e .
4. 77 S TR Ok IR A X

5. 743" DE B 1.
R T

6. fE" M B, fREIE TR AR

PKCS#1 LB AEY R4 N cery crt Bl der. PKCS#12 iIEH 03T 44 N pl12 5% pfx.
7 AT
W2 AR, 15T %M. HIE B EoRTEsR Y.

8. B N 1 AR AE T E FA S
XRE, — BN HZSRNS, KPR P 2 e QR R SIR TR S

1] iIOS MDM 1% 255 i SCEP it & 14

TR AR N SCEP BL B S, LA iOS MDM 46 I - i i TR R [ Sk H O HJIE TS . SCEP Bt & S
A S A FE PP

BRI INEA DL B E Y SCEP fid & S
o AMEF & F A FRENHE TS .

o BT =YK SCEP R4 8t 22iR, AHRIAIRE 10 BV . WRAEBEA M B 2 e, s ZiAE s RAIE P45 44
1HK o
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o FUUHIE B A RE T BR8N .
{s T ATEVR I SCEP it B SR B 6 2 (B
EZR N SCEP BLE XA, iFHATLL PR
1 EREH SR RE RSt i H%E i0S MDM 54 T (1 2340
2 FEPIE AL TAE X i, e SR IR TR .
3. I I AT T SR S I e
4. (EHEnE IR L £ SCEP X 15,

5. 7E"SCEP Bt B U4 X 45 H o i 4% 41
“SCEP Bt B S & KT T

6. 1E MRS A PIHE" B, i NAAIIE 0035 BT TE (1) SCEP JIR 5545 1 W 3k
WAL AT PLEL T IP Mk B 5e 22 13k 44 (FQDN). 7l http://10101010/certserver/companyscep.

7R BB, M TE SCEP RS A% EIAE O I A FR
8. 7" M Bt AT X500 LT3+ 51108 MDM 45 1/ J& P 1 5
JE R DAL [ 2K /X (C). 421 (O) Fid I 7 44 (CN) T E4H1{E 2.
Ul: /C=RU/O=MyCompany/CN=User/. &t n] LLfi F RFC 5280 i i 1 Ho A& 14
9 EAEFHF AR A FRRA F s R, 1EHE SCEP JR 45 #% 1 E B % F A4 PR R4
o & - AMEMZ ARG .
* RFC 822 AR — i A s~ M AF Mkl Rl . 25T RFC 822 455 L1 M A Mtk
o DNS A #x — fifl 44 ) .
* URI - H IP 3k 5 FQDN #% =ik 17 5] o
fen] DU H 3 R 46 FH 44 R0 iOS MDM & 8l e B

10. fEfE I E AT B A AR T B, BN X500 UEF R LR 25 I A4 Pk S Tk AR B e T 2R
A1 5= | RN 4

N AENT EHZ LR FET, %A Windows NT & F [ i0S MDM #5144 H F' [ DNS 4475 .
NT {81 FH# 4 FREL & (E K15 & SCEP IR S5 28 g R .

12, ("SCEP 4558 LR Ve FBErl, 465 4 ) SCEP RS54 LUFRERAE 4T 31 A 24 R WAL
13 76 SRR () " Beh, ) SCEP M L3I 4 E 0k 2 RO R I 00bG (e B
14, 7 VEAR A B, TR AR .
FEMHTIE A4 2 AT, SCEP M4 Bl RESEN M 46 JH PR GERF B, S iL 7 BB %, Tl SCEP R & itrski s
B,

15, TE RN TR dIRF, EEEMSHN RN CRAL: A0 1024 551024 17 .
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16. 45 ZL ALV A8 AN SCEP R 55 2 FR M E PR R ZAE TS, TH Ik E T84 1 AE .

17 A SVEH P F N SCEP IR S5 2 HeHOE 15 T 8 n s, 1 a5 A T Nk Afe
281Ky SCEP ik 25 5% UEA5 R FH A Hed 28 42 UE A5 A i iE 45

18 AL IEFARECF BT, Fi N — A T IR UE D AE HhCami 2 1) B S AR ME— FRHE AR S0, 0T ORI T HR LS
SHA-1 5 MD5 Fi iy HVERC A 8 1 o 48 7T LT 8 SR P48 S0l (- AAE F A 15 B BAE T . 7R " AGE
BRIZ LIRS, fr8ra HEhTmELZ 7B

R A B B A% RAIE A 2 [8] R BH A eddad HTTP BinisdkaT, W Ziids e e B 4L
19. Bt HE .
i SCEP It & S R FESIF F

20. Haly" B 42 H LR A P A AR BE 25
X, — BN ZSRNG,  F T BOR Bl oR e B R I IR B S ok B GE T O HE .

il

AT S KA 7E Kaspersky Security Center & B 4% i) & A i FE W 5 B 5h B 45 1015 5

Fic . IR 1)

AT SR SN T Fic B8 2)) e D RERT L Vs ] B0

247 Android 10 B¢ 5 i FRAS ) 15 #4 (R R AR 7 0
Android 10 31 A T £ API 29 Sl 3 i A 134 2 S SSORIR AR . JHL et — 1 8 g SR R A 87 PR R 1
it LT YERSIOUE R TIE4T Android 10 sl # BIRAIH) K246 .

JE S 2RI & Wi-Fi (1 RE

1] LL{E Kaspersky Security Center & BRZH & tidoin. MIERANECE Wi-Fi %5 . 4 Wi-Fi 925 4500 2] SR
J&i» Kaspersky Endpoint Security 7 & {/i% 4% 5] Kaspersky Security Center I 2> 5] 1t /X 45 it & .

o MK 2@ Kaspersky Security Center it & 1M 5K}, Kaspersky Endpoint Security 257 F i ]
M. WS P IRFRERRNZM G, W H s T Kaspersky Security Center FC B HIFTA B E . Bi)5,
M SR RO A I 2 E BE R R 4, AN 10 P o E— B R A

o WURM B CAERE DI HAL Wi-Fi B2, A REA SRR R IR 4 . KRS, HT A0
SR M Wi-Fi i 58T4T T 4 REdC B2 1
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4 Kaspersky Endpoint Security & J R E] Wi-Fi 4%, (B fEgadEsemt, N 3 e Wi-Fi IRZS )
PP K B 1S - Kaspersky Endpoint Security Fifi J5 (012 i BOE R Wi-Fi (4%, BEEIH A #3%E — M
TR AE A — Rk N A7 U7 AR — Wi-Fi #4i] — Kaspersky Endpoint Security” F X5 TR .

o {NSZREIT IS IV F WPA2-PSK I M4 . ASSZHE WEP FiT WPA Il .

o USRS HT B U N B R AR A, P L ATF BN TN R P BRI N 4. ARG, KRR
% )\ Kaspersky Endpoint Security U2 9 25 213 I 1% 42 2% 4% .

o LA EEIE RS Android 9 B B i A B 7 %] Android 10 Bk B i ARAS, I H. /8 #1547 Android 10 B 5 F i
AR g 236 1) Kaspersky Endpoint Security 58T f5, PARTIEIT Kaspersky Security Center ¥ 19 4% TG
1%iE it Kaspersky Security Center Sl HEATE LB BR . (HA2, A7 0] LA7E R4 1R B AR T 38 sl B it 2
CES

o {EIZ1T Android 10 i & b, P 22Tl 22 R UM 4 I PR M ED . BIEEA R E
NS . W PR A% COE R B RN HA Wi-Fi %, TR P S T 5% R BERE, ARG REE B
B2 —.

o {EIZ4T Android 1 115 & b, P o] AFBh i3I B R 7 B 2 R N 48, TG R N 28 .

o W HIER Kaspersky Endpoint Security Jii, 1% M FE 5 2% B & WK X 4855 45k 20055

o ASCRRAE LA Wi-Fi (2%,

ARV TR AR

 {EigfT Android 10 ¥ b, AfEsE e SR IR ko (ESIA W] AR TARRC B S 2R b A S5k

o QUARES =07 N R G A B 1 BBk, WS RE R AL, R ELR P U e BE R . (HAZ, TE
IRPHAEAE A SR B AT N AR P BBk

o LHNERBLSRRWIERN, EREHT, RS ERRG Sk AT HKEA.

B PR S AR AT 1C
o Kaspersky Endpoint Security HLTERF 2 A5 ZR AT N RS H 2 —: B .

o WERPTHNIER KRN B 4 MFS, NP SRR P B R i, A ERIF Hix
AWy (Blin1234) %y (PIN), B0 &5 RECY . PIN BUE SR ATE DA 4 DT

o MAPrTEKER 5 MBS, ZMAREF 2 sH s E R E . SR AERIH
BAMTMET (PIN), Bi#E&FRET (B o PINBAIRDN 8 MHF; HUAME Dl 6 NFRF
Ko

o fHHIFRSURDUSE R R BEE TARRC B SO B

e B 22 L 1R 1 PR
R B 2 e, TR LR Wi-FiL SRR SR T R

ERNBOL T, F P AT AR s EIE PRI HAE A Wi-Fis S8 A
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LR R A LHE WinFis 3G HIE IR, 15547 Ll TP 2R
T AR G R E B SR, % $E Android BE# TR 0 B
2 (EPTHRAH I TAEIX b, USRS L I .
3. I XA R AT T S e 1 i 1
4. 1SRN SR A B 1 rh ot B i A R X
5. 7EPRHI" X Ik, A E Wi-Fiv SRS A 8 «
o HEAEH PR FAER Wi-Fi i, ik $E AR 1R A Wi-Firig e

fE3247 Android 10.0 B s R A B4 b, ASSCRFEEIEAE AT Wi-Fi (4%
o HEAM P B LR CSL, NI FFE IR SR BRI

TEIZ24T Android 10.0 BB m iR A I 15 4% b, ARese gtk g k.

1EI24T Android 11 B m i AR 3 7% L, 40K Kaspersky Endpoint Security for Android 15 & 4 ok

3 )6E. Kaspersky Endpoint Security for Android <> $&7 FH i i W AR L & 17 SR % SRR 7 W B o
Yy e DR F P AT LAk P BRER DS E B B TP A IR S5 . i AL X ML, SR e R BR
RSk

AR Bl DA, WP AR e P B A

7 Android 12 B SR A b, RARGHPRT T HHERET &R G, A RestHiES. APl
HE?‘B&E‘@EEW%ﬁﬁl‘lﬂﬁ%}:&?ﬁtﬂﬁﬁ
6. Fpiti B R4 LAORAT BT AR 1R B 24
Lj Kaspersky Security Center [ N % [0 2 J5 AT L E % 2h i & W B .

L E i0OS MDM 1 £ Th e R il
NIRRT &~ 7 24 E0R, 1EHCE i0S MDM X %1847 IR .
HZH B IOS MDM i#4 Z)GEIRAY, 5 HAT L TR 1E:
T AEREH G R RE RSt i H%E i0S MDM 54 it (15 2L 40
2 fEPT AL CAEIX o, 5 SR R T
3. I AT T SR I
4. FE G JRYEE 1 ik Th AR PR A X Ik
5. 7E T REPBR B B B X Bt , e K R B S T &I AE .
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6. il B iOS MDM # 4% Lh REBR il -

7. Bty N A R ADRAE FIT AR IR S 2

8. e N FA P2 P PR X 4

9. 16" L FI 2 7 BRI R B X b Pk 4 M W BB A T & IR A
10. 7£ i0S MDM ¥ 4% - 1ie B 8 FH A% 77 FR i1 .

M. Stz B A 480 ADRAE BT R S 2

12. 36 45 o Ak PRy 25 FRO BR A1) X 3

13, 75" A P 25 R 1) 8 L™ X o o %% g U L L ) T IR IR R
14. 75 i0S MDM 5 75 TiC B Xof A Py 725 1) Bl

15, Rt B A DA ORAE P A 1 5 4

XHE, — EHNHHZSRE, KA P s s ERCEXTDIRE . N R R AR A 2 (R BR 1

NC & EAS Bt Dhe PR
Wic B W% DI RERR ), PR EAS Wk
BOANELL T, FP AT LA BRI F] EAS W& I DhRE -
LrEHE EAS A DIFEIRB], iEATT L T AR F
TAEFEH] BRI B SOk, G EAS Wt P& (1 34
2. FEPEAL I TAE X, e SRmE I TR .
3. I AT T SR SR I
A FE WS SR L ok B T e PR A X 4
b fE D BE PRI B X I, 5 HIEZE ) EAS B D
o HERVPRARE R TR A IS ShE R B A VA, THE T RV AT B S AR A
o HERVHERRGL, W SRV A BAEKIEAE.
o FE VR Wi-Fi R, THGREE R Wi-FirigE.
o FELRVFE L AMEE R T, TEIERE VR AMNR B IEHE.
o BB VPR FECIR IO M Z 1) Wi-Fi N i, THIE R RO VR B & A AE Wi-Fi 3N RV IEAE .
o BEAVFRAIELITEEM, R VTR R HER EHE,
o FESVE FUE B4 B4l Desktop ActiveSync % /i, iR fo VF S R B R

o EMERWEF Ny, fFEAS ¥ s HEi% H Bluetooth:
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o . RVFERBNBE LA HES
o TEMERRIR . fER2EhI & EHA L H LN H H Bluetooth,
o 4. PHIEERBIBE LTS
6. FLily B H A AORAE BT A R BE
5 Kaspersky Security Center [~ X ¥ [F] 20 2 Ja ] Be E M 5 i s B E -

FC B 7 6 ek () 1 1

AR KA BC ELAE 2 ST I0S W By 1] Ik () 15 B

P2 B B B Mt U )

R AT LU Web CRAPREC B 22 5104 FH PR sl 1 U7 1) . Web fR#P S H#4% Kaspersky Security Network z= il 5%
H BT R SCRIE S R o R o VA R 1) P P X R s oty kg B e SR X S A 1) (Bl . SR BhEE
ERIEAE "SR I ) o Web CRAPIE OG- 78 BLEK I _F A N 28

Kaspersky Endpoint Security for Android ¥ Zii 1% & Y 7] i i) g . Kaspersky Endpoint Security for
Android 27 F I8 IS WA EC B ) SR % N AR P B E N T R DhRe . FH P T DAk D SR B LS 7E B A
WE P IRS . EZXMERT, Web RIFALZIBIT.

ZHEE EI Web fR{FXAE Google Chrome Wt 4% (EI3E H & XARZEDIHE) « Huawei Browser Al Samsung
Internet Browser H1A] A G5 TARRC B SCA-pE 48 H H Web R {8 TAERCE SCAEFTE A, Samsung
Internet Browser H 1] Web {7 ANBH 1EF2 3l 15 2% b 1 W 3 o

BT A BRI OR AR BEE R U5 i A R A 200 rh R s
R E A I R, IEHAT L FAEER:
1RSI G R 2B R Sk, W H% Android & T & IX) & B4 .
2 FEPE AL TAE X, e SR IR TR .
3 AT B AT I s Jm L & 1
4 {ESRNE R 1 Tk Web TR
5. ik 5 F Web R IEAE .

6. EAEH Web fr7, 1099 £ H 7 20 ) 132 H-45 52 96 T LU Web {374 H (1) I & s b 1 75 B (Web fr47
H):

a. HiliBEFE Web {375 B .

BRHTIT R T UAME A Web fR3708 B BTRIBIRAC B A BT T 1. 28 Web {47 A B, R A 57 B2 fa
AL
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b. sl FaAA NS FERE . DR 52 B FA SR

USRI SR TEmE, F BB H P m] DAE IR AL AC B ) 5 B0SH H Z e AL Semg (o —» R T — %
FFM — BARKIE) .

c. 1+ Web {47 32 1 X
o ROPIFEIHER Web fRH 75 B
o WERMILEFFALEEZ Web (R 75
o WAEERZ Web {137 H]

W FRAEZ Web RV, Web (R ASBHIEFE 5 ¥ 46 ERIRIGE . #3014 P oIk 7 Kaspersky
Endpoint Security H1Ji Fi} Web 74,

7. Q0 A AT B PR P AR 19X st PA) ¢ PR A1) FEL P Xt Rt ) U5 1), R AT DA e«
a fEWeb GRIP X I, 78Ry 512 e o B e SR B 9 el e 28 1k
bo. I 326 3 W PR BELLE 77 T F) A 3 R 31 55 30 F) SRR B BHLLE SR 96
8. W AR AE Ay BN FH R e A Fe v P U ) B B3 AR B i, 3T LA AR
a. fEWeb {37 X Ik, £ N 413 bk rh A SE VR 51 H B R s

b. J LI 0L AN 2 BHL 7 i (19 194 3k b Bk ) g 9 32 471 2% .- Kaspersky Endpoint Security for Android % 3 #F 1E
IR TN SO VE B Xl bk s, 3 AR DL SR

o http:\/\/www\.example\.com.* — [k K] FT A 1 Ui AR B 70 VF (] o,
http://www.example.com/about).

e https:\/\/.*example\.com — [ (1] Fr 35k 0T T ER 4k 70 VR (1,

https://pictures.example.com).

Tty DME FH RIS https? SRILFEHTTP MTHTTPS Bl %18 2 1IERIA XA TENE, 127 Oracle
BOR SRR -

9. i R fas A B N IR Fe BELLE T P 07 1R T s, 72" Weeb AR XK N iz 51 3 rh s £ BHLUE BT Ik
10. 557 J AR Py A0k F P U 1) Il R PR, U 228 ) Weeb R3PS HE
1. By B 42 DL LRAF BT A 1) BE 24

Lj Kaspersky Security Center [ K% [F0 2 Ja il i B A2 2 % 4 1 E o

£ i0S MDM 152 7% - JiC & ) i 5 7]

HC & Web fR47 B E LA ] IOS MDM ¥ #5 HI R Wk 15 ] . Web DRIARE ST VF st AH LB B R 2k i 513, 4%
R Wl 7 1] o e bR R AP, RSB RT LAY Safari PR TR s 0 g it 2% .

BOANTEOL T, Rt oy 1] A 32 BR A

HEe N2 PRI BRI E Web R BCE
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LELEH Y i0S MDM 38 5 L AL B W57 1, i T LT #1F -
1 EESH &R 28 B U, i54% 10S MDM ¥4 it & 18 B 4H
2. FEFTIBH M TAEX , G SR ek .
3. I AT T SR S I
4. FESRmE R G kB Web LRI X 35
5. £ "Web TR BB X, k¥ BN T 3 & T,
6. A BRI A FHIE R /s, Fo VUSR] SRV RN, TG HRAT BUT A
a. 7£"Web i I8 Fhi gk, ik BRHI A WA B .
b. 7E" S VF I Pk X3, O3 S v 1 W 3l 1) 22
RIHERN LA http:// "B https:// " JFk. Kaspersky Device Management foriOS 7t 117 [l 1%k H (1) BT A5 (Y
Shio B, R EOK http:/www.example.com ¥ N E] FT AN 5138 A, U Fe i )
http://pictures.example.com F1 http: /example.com/movies. 1% V7 il (I sk 51 % A=, Nt
VEU 18] SR F A0 I 3l 51 26 v A 25 18 I 3l LA ) I A D

c. fE" R 1L I Pl DX 3y, G BHLLE B Xt A 3
RIHER L http: // "B https:// T k. Kaspersky Device Management for iOS FH.ik7 1] %45k 7 (1 T 5 194
i o
7. #5 2 PHAE V7 0] PRz TR 21 2 B Se VR sl LA BT i, B HAT DA AP 3R
a. f£"Web i JE B N RisIR F, BRI R MR .
b. fE B X, ARV
ML L http:// "8 https:// " FFk. Kaspersky Device Management for iOS 7o ¥V i) i3k () T A 194

uhio WURPZEHIR Iy, WIN R SRVED I A WMt . 76 R s &, Kaspersky Device
Management for iOS £ Safari [ 28 Wi~ EA NP2 51 2 (1 ik o

8. Fifi B H A AORAE T IR BE 2
XA, — BNV ZSRNS, R RGEIE BRI QI I BIRAE ) P I s i s ERCE ERERY.

i FH 2 7] 22 4 ORI ) 2 5% 1 & A

S DR 2 A LR A A S A sk, AT B R B P T BT AP e 6. 0, IAURE B4 b
FISEHH R, i SR PE L ORI, I F R A BB AT H. AR RE T SIS, AR
DL R AL

o WHEBERE BILL B LRI MR .
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