kaspersky




CopepxxaHune

Yto HoBOroO

WNeTounmkn nHdopmarimm o Kaspersky Embedded Systems Security.

VICTOYHVIKY 719 CaMOCTOSATEIbHOIO Nnovncka HhopMaLmm

O6cyxnerve nporpamm "JlabopaTopun Kacnepckoro' B coobliecTse noab3oBatenei

KomnnekT noctaBku

AnnapaTHble 1 NporpammMHble TPeboBaHKs

QYHKLII/IOHGJ'IbeIe TpeboBaHNg 1 OrpaHNYeHns

YcTtaHoBKa u ypanesue

MoHUTOPUHT halinoBbIX onepaLmin

YnpaBneHve ceTeBbiM 3KpaHOM

YcTaHoBKa u yoaneHune nporpamMmmbl

Koppl nporpammHbix komnoHeHToB Kaspersky Embedded Systems Security ana cnyx6bl yctaHosLvka Windows

[porpammHble KOMAOHEHThI Habopa CpencTBa aAMUHICTRUPOBAHNS

WNameHeHuns B cucteme nocne yctaHosku Kaspersky Embedded Systems Security

[povieccol Kaspersky Embedded Systems Security

[NapameTpbl yCTaHOBKN 1 yoaneHua n Kno4ym KOMaHAHOW CTROKW AN CJ'IY)K6bI ycTtaHosumka Windows

XKypHanbl ycTaHoBku 1 yaaneHus Kaspersky Embedded Systems Security

[MnaHvpoBaHMe ycTaHOBKI

Bblbop cpencTB aaMUHUCTRUPOBAHVIS

Bbibop cnocoba ycTtaHoBKM

YcTaHOBKa C MOMOLLIbIO MacTepa yCTaHOBKM

Yctanogka Kaspersky Embedded Systems Security

Yctanoska KoHconu Kaspersky Embedded Systems Security.

[ononHnTenbHag HacTpoiika nocne ycTaHoBkn KoHconv nporpammel Ha opyroe YCTROWCTBO

PaspelleHne aHOHMMHOrO yaaneHHoro AocTyna K nporpammam COM

PaspelueHure ceTeBbix coeavHeHWiA Ang npoLiecca yaaneHHoro ynpasneHus Kaspersky Embedded Systems Security.

[obaeneHne npaeuia NCXoadLLEro NoakaoUeHns ang 6panamayaspa Windows

[HelictBua nocne yctaHosku Kaspersky Embedded Systems Security

[poBepka BaxxHbix obnacTteit

N3meHeHne cocTaBa KOMNOHEHTOB 1 BoccTaHoBneHe Kaspersky Embedded Systems Security

YnaneHvie ¢ NnoOMoLLbIO MacTepa YCTaHOBKWN

Ynanenve Kaspersky Embedded Systems Security

YcTaHoBKa 1 ypaneHue nporpamMmbl 13 KOMaHAHON CTROKM

O6 ycTaHoske 1 ynaneHun Kaspersky Embedded Systems Security 13 komaHaHOR CTROKM

Opumepsl komaHa, ycTaHoBku Kaspersky Embedded Systems Security.

[obaBneHvie n ynaneHne KOMNOHEHTOB. [prMepbl KOMaH[,

Ynanenuve Kaspersky Embedded Systems Security. [pumepbl komaHg,

Koppl BO3BpaTa

YcTaHoBKa 1 yaaneHve nporpammbl ¢ nomolsto Kaspersky Security Center
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MpaBa ang yctaHoBku nunu yaanexus Kaspersky Embedded Systems Security.

YcTtaHoska Kaspersky Embedded Systems Security ¢ nomouupto Kaspersky Security Center

HeiicTBrg nocne ycraHoBku Kaspersky Embedded Systems Security.

Ynanerue Kaspersky Embedded Systems Security ¢ nomoLupto Kaspersky Security Center

YcTaHOoBKa 1 ynaneHve nporpaMmbl Yepes rpynnosble nonutmkm Active Directory,

YctaHoka Kaspersky Embedded Systems Security uyepes rpynnosble nonutukm Active Directory

HelictBug nocne yctaHoBku Kaspersky Embedded Systems Security

[poBepka dyHkumii Kaspersky Embedded Systems Security. icnonb3osaHvie TecToBoro Bupyca EICAR

O tectoBom Bupyce EICAR

[NpoBepka dhyHKLVM NOCTOAHHOW 3aLUThI halinoB 1 NPOBEPKM N0 TRe6OoBaHWIO

[poune orpannyeHus

VHTepdeiic nporpammbi

JlvLieH3VpoBaHe NPOrpaMmbl

O JILieH31oHHOM coralleHny

O nuueHsun

O JlnueHsnoHHom ceptudukaTte

O knioue
O daline knoya

O kofe akTvBaLuv

(@) npenocTaBneHnn OaHHbIX

AKTVBaLNg NpOrpamMmMbl C MOMOLLIO KOAa akT1BaLvu

[pocmoTp nHbopmaLmm o AeNCTBYIOLWEN INLLEH3UN

QYHKLJ.I/IOH&U'IbeIe OorpaHVyeHVs NoCae OKOHYaHNS CROKa AENCTBUA NULLEH3UM

[ponneHuve cpoka AENCTBUS INLEH3NN
YnaneHue knoya

Pab6orta c [MnarnHom ynpasneHus

Ynpaeneruve Kaspersky Embedded Systems Security 13 Kaspersky Security Center

Hapuraums

[Nepexon k 06LIMM NapameTpam 13 NOAUTUKA

[Nepexon k 06LIMM NapaMeTpam U3 OkHa CBOMCTB NROrpamMmbl

HacTpoiika obwvx napameTpos nporpammbl B Kaspersky Security Center

HacTporika napametpos 6esonacHocTtu B Kaspersky Security Center

HacTpolika napameTpos coeanHermns B Kaspersky Security Center

HacTpolika 3anycka no pacnncaHuio nokasabHbIX CUCTEMHbIX 3a0a4

HacTpolika napameTpoB kapaHTUHa 1 pe3epBHOro xpaHunuila B Kaspersky Security Center

CospaHve 1 HacTpoika NOANTUK

CospaHvie NoNnTUKM

Paspenbl napamvetpos nonvtuku Kaspersky Embedded Systems Security.

HacTpoiika nonutukm

CospnaHve n HacTpoiika 3apay B Kaspersky Security Center

O cospanuun 3apnau B Kaspersky Security Center

CospaHue 3apaun B Kaspersky Security Center




HacTpoiika rpynnosbix 3anay B Kaspersky Security Center

3apavya AKTVBaLIA NPOrRaMMbI

3apnaun obHoBNEHUNS

HacTpoiika napameTpos anarHocTtukm cboes B Kaspersky Security Center

PaboTa ¢ pacnvcannem 3agay

HacTpolika pacnvrcaHus 3anycka 3agad

BkntoyeHue v BbiktoUYeHWe 3anycka 3a4a4 N0 PacAUCaHNIO

Otuethl B Kaspersky Security Center

Pa6ota ¢ KoHconblo Kaspersky Embedded Systems Security.

O Konconu Kaspersky Embedded Systems Security

WHTepdeiic KoHconn Kaspersky Embedded Systems Security

3Hayok 0bnacTu yBeooMIeHUI B NaHeN 3aaa4y

Ynpaenenve Kaspersky Embedded Systems Security Yyepes KoHconb nporpammbl, yCTaHOBAEHHYIO Ha IRYIrOM YCTROWCTBE

HacTpolika 0bLx napameTRoB nporpammbl B KoHCONM nporpamMmbl

YnpaBnenve 3apadamu Kaspersky Embedded Systems Security

3anyck / npuocTaHoBKa / BO3OOHOBNEHWE / OCTAHOBKA 3a[a4u BRYYHYIO

PaboTa ¢ pacnvcaHnem 3agay

HacTpolika pacnucaHus 3anycka 3agad

BkntoyeHve v BbiktoYeHvie 3anycka 3apad no pacnmcaHmio

Mlcnonb3oBaHme y4eTHbIX 3an1ceil Ang sanycka 3afay

OB ncnonb3oBaHUM yYeTHbIX 3anvcei Ang 3anycka 3agay

YKasaHue yyYeTHOI 3anvcu ang 3anyckKa safnayv

VMnopT 1 akcnopT napamMeTpoB

OB YMNopTE 1 3KCNOPTE NapaMeTROB

OKCMOopT NapamMeTpoB

VMnopT napameTpos

Vicnonb3oBaHue WabnoHOB NapameTRoB 6e3onacHOCTH

O WwabnoHax NapameTpoB 6e30MacHOCTH

CosnaHvie WwWabnoHa napaMeTpoB 6e30MNacHOCTY

[pocMoTp NapameTpoB 6e3onacHOCTU B LabnoHe

[NpumeHeHre WwabnoHa napaMeTRoB 6e30nacHOCT

YnaneHvie wabnoHa napamMeTpoB 6e30NacHOCTK

Pabota c Beb-nnarnHom

Ynpasnenve Kaspersky Embedded Systems Security 13 Kaspersky Security Center Web Console

OrpaHuvyenng Beb-nnarnHa

YnpaBneHvie napameTpamu NporpaMmb

HacTpolika maclutabupyemoctu v Htepdelica B Kaspersky Security Center Web Console

HacTporika napametpos 6esonacHocTu B Kaspersky Security Center Web Console

HacTpoiika napametpor coennHenus B Kaspersky Security Center Web Console

HacTpoiika napameTpoB KapaHTUHAa 1 REe3EPBHOrO XPaHWIMLLA C NOMOLLbIO Beb-nnarmHa

CosnaHue v HacTPOVKa NOANTK




CospnaHure nonnTukn

Pasnensl napameTpos nonuntukmn Kaspersky Embedded Systems Security.

CospaHue 1 HacTpolika 3apay B Kaspersky Security Center

O cospnanuu 3ana4 B Kaspersky Security Center Web Console

Cospanvie 3anaum B Kaspersky Security Center Web Console

HacTtpoiika rpynnosbix 3anay B Kaspersky Security Center

HacTpoiika napameTpos anarHocTtukm cboes B Kaspersky Security Center

Paborta ¢ pacnuncaHnem sagay

HacTpolika pacnvicaHug 3anycka 3agay

BkntoyeHue v BbiktoueHWe 3anycka 3a4a4 No PaciMCcaHnio

Otuetbl B Kaspersky Security Center

[narHocTryeckoe okKHO

O [varHOCTNYEeCKOM OKHe

[pocmoTp cTaTncTuKm cobbiTuii 6eszonacHoOCTM

[pocMOTp TekyLe akTUBHOCTY NMPOrpPamMmbl

HacTpolika sanvncu ¢annos namnos v ¢hainos TRAcCUPOBKN

O6HoBneHve 6a3 n mopyneii Kaspersky Embedded Systems Security.

O 3apayax obHOBAEHWS

O6 obHoBAEHWY MOAYAEl OPOorpaMMbl

O6 obHoBReHWY 6a3 NporpamMmb

Cxembl 0bHOBNEHVIA 6a3 n MOJJ,YJ'IGVI aHTUBKPYCHbIX NPOrpamMm B opraHmsaunm

HacTpoiika 3ana4 o6HOBNEHWS

OnTrMm3aLIMg OUNCKOBOI NOACUCTEMbI NPV BbifonHeHur 3aaa4r OBbHoBneHne 6a3 nporpammbl

HacTpoiika napameTpos 3ana4v KonnposaHue 06HOBAEHW

HacTpolika napameTpoB sanaun O6HOBNEHVIE MOAYNEN NPOrRaMMbI

OTkaT 0BHOBNEHVS NPOrPaMMHBIX MOAYEl

CraTtucTrka 3aga4 06HOBNEHNS

VisonnpoBaHue 1 pesepBHOE KONMPOBaHNE 06 BHEKTOB

N3onnpoBaHmne BO3MOXHO 3apaxeHHbIX 06bekToB. KapaHTuH
OB 13011POBaHNI BO3MOXHO 3apaxeHHbIX 06 bekToB

[TpocMOoTp 06HEKTOB Ha KapaHTUHE

CopTupoBka 06bEKTOB Ha KapaHTUHE

DPunbTpaLmg 06bEeKTOB Ha KapaHTUHE

[NpoBepka 06BHEKTOB Ha KapPaHTVHE

BoccTaHoBneHne conepXXrmoro kapaHTuHa

[TomeuleHne 06bEKTOB Ha KAPAHTUH

YnaneHvie o6bekTOB C KapaHTVHa

OTnpaBka BOSMOXHO 3apaXeHHbIXx 06beKkToB Ha nccnenosaHve B "[labopaTtopuio Kacnepckoro”

CTaTuncTVrKa KapaHT1Ha

PesepBHoe konnpoBaHre o6bekToB. PesepBHoe xpaHuuiiie

O pesepBHOM KOMVPOBaHU 06 bEKTOB Nepe 1eYeHeM Unv yoaneHunem

CopT1upoBka GainioB B pe3epBHOM XPaHUAMLLE

dunbTpauvs Gannos B pe3epBHOM XPaHUIMLLE




YnaneHvie ¢haiifioB U3 pe3epBHOro XpaHUInLLA

HacTpolika napameTpoB pe3epBHOro XpaHuamLLa

CraTtuncTVIKa Pe3epBHOrO XPaHUAMLLA

O xpaHunuLLe 3a610KNPOBAHHbIX Y3108

YnpasneHvie 3a610KMPOBAHHbLIMA Y31amu C MOMOLLbIo [TnarvHa ynpasneHvs

BkntoyeHne BNoKMpOBKM He[OBEPEHHbIX Y3108

HacTpolika napameTpoB xpaHuvila 3a610KUPOBAHHbIX Y3108

BktoueHre 610KMROBKM HEAOBEPEHHbIX Y3108

HacTpolika napameTpoB xpaHunviLLa 3a6A0KMPOBaHHbIX Y3108

YnpaBneHue 3a610KMPOBaHHBIMYM Y3amm ¢ NoMoLLpto Beb-nnarvHa

BkntoueHne 61oKMpoBKU y31oB

HacTpoiika napameTpoB xpaHunvila 3a6noKMpPOBaHHbIX Y310B

3anucb cobbiTuit. XypHanbl Kaspersky Embedded Systems Security

Cnocobebl 3anuvcu cobbituii Kaspersky Embedded Systems Security

XypHan cuctemHoro ayouTa

DunbTpaLg coBbITUN B XypHane CUCTEMHOrO ayamuTa

YnaneHvie cobbITuWiA N3 XYypHaNa CUCTEMHOrO ayamTa

X_(YDHaﬂbl BblNOTHEHWA 3a0a4

(@) >KYRHanax BbinonHeHnd 3agad

Coptuposka 2Ky RHanoB BbiNoAHeHWY 3ana4

PunbTpauma 2Ky RHanoB BbiNOAHEHNA 3ana4

[MpocmoTp cTaTncTUKK N nHdopmaumn o 3apadax Kaspersky Embedded Systems Security B XypHanax BbinonHeHva 3agayd

YnaneHvie XypHanoB BbINOJHEHWS 3aaa4

XypHan 6esonacHocTu

[OpocmoTp xypHana cobuiTuit Kaspersky Embedded Systems Security B ocHacTke [pocMoTp cobbiTuin

O6 uHTerpauum ¢ SIEM

HacTpoiika napameTpoB nHTerpauuv ¢ SIEM

HacTpolika XypHanos 1 yBefOMAEHWIA

HacTpoiika napameTpoB XypHanos

XKypHan 6esonacHocTn

HacTpoiika napameTpoB nHTerpauuv ¢ SIEM

HacTpolika napameTpoB yBegomneHuii

HacTpoiika obmeHa nHdpopmaLver ¢ CepBepomM aaMUHNCTRUROBAHNA

HacTpolika yBenomneHui

Cnocobbl yBEAOMIEHNS 8AMUHUCTRATOPA U NoNb30BaTeNel

HacTpolika yBenomneHuii agMmH1McTpaTopa 1 nonb3osaTene

3anyck 1 octaHoBka Kaspersky Embedded Systems Security

3anyck [MnarvHa ynpaeneruns Kaspersky Embedded Systems Security,

3anyck 1 ocTaHoBKa ciyx6bl Kaspersky Security

3anyck komnoHeHToB Kaspersky Embedded Systems Security npu 6e3onacHoM pexuvMe 3arpy3sku onepalmoHHON CUCTEMDI
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3anyck Kaspersky Embedded Systems Security B 6e3onacHom pexume

MexaHu3mbl camo3salmtbl Kaspersky Embedded Systems Security.

O mexaHn3max camo3salmtbl Kaspersky Embedded Systems Security.

3allnTa OT UsMeHeHWi ktoyeit peectpa Kaspersky Embedded Systems Security.

Peruvictpauumsa cnyx6bl Kaspersky Security kak 3aluieHHoN ciy>6bl

YnpaBneHrve npaBamu focTtyna k ¢yHkLmam Kaspersky Embedded Systems Security

O npaBax Ha ynpasnexve Kaspersky Embedded Systems Security

O npaBax oocTyna k cnyxx6e Kaspersky Security Management

O npaBax Ha ynpasneHue cnyxb6oii Kaspersky Security

YnpaBneHvie npaBamu AOCTYyNna € NOMOLLbIO [TnarvHa ynpaBneHus

3BawmTa noctyna k dyHkumam Kaspersky Embedded Systems Security ¢ nomolLbio napons

YnpaeneHue npaBamu 4OCTYNa C NOMOLLbo KoHconm nporpammbl

HacTpoiika npae noctyna Ha ynpaeneHve Kaspersky Embedded Systems Security 1 cny>x6oii Kaspersky Security

3awmTa poctyna k dyHkumam Kaspersky Embedded Systems Security ¢ nomoubto napons

HacTpolika npas noctyna k Kaspersky Embedded Systems Security n cny>x6e Kaspersky Security

3awuta foctyna k ¢yHkLmam Kaspersky Embedded Systems Security ¢ nomolLbto napons

[NocTogHHag saumTa dhannos

O 3apauve [NocTogHHag 3awmTa dainos

O BUPTYanbHON 061acTU 3aLUThI

CraHpapTHble 061acTy 3aLlUThl

CTanfapTHbe YROBHU 6e30MacHOCTH

MNapameTpbl 3ana4u [locTogHHad 3awmTa HainoB Mo yMoNYaH1o

Ynpasnexve sanaveli [loctogaHHagd 3auiyita ¢hannos ¢ nomMoLbto [narvHa ynpasneHns

Hasurauma

[epexon K NapameTpam NoNMTVKK And 3ana4m [ocTodHHag 3alyta daiinos

[epexon k napameTpam 3afaqn [locTogHHas 3awmTa dhainnos

HacTtpoiika sapauv [ocTtogHHag 3auimTta dhaiinos

Bbibop pexvima 3almThl

HacTpolika sBpucTryeckoro aHanmsaTopa 1 MHTerpaLmm ¢ ORYrMn KOMNOHEeHTaMy NporpamMmbl

CospaHue 1 HacTpolika 06NacTu 3alyTbl 3a0a4m

Bblbop cTaHOapTHbIX YROBHE 6e30MacHOCTU B 3aa4ax NPOBEPKM MO TReboBaHUIO

HacTpoiika napameTpoB 6e30nacHOCTY BRYYHYIO

HacTpolika obuivix napameTpoB 3a0auv

HacTpolika perictauin

HacTpolika nponsBogutenbHOCTU

Ynpasnexve sanaveli [loctogaHHagd 3auiyta ¢halinos ¢ noMoLLbio KoHconm nporpamMmbl

HaBuraunga

[epexon k napameTpam 3apaym [ocTogHHas samTa harinos

[Nepexon k napameTtpam obnacTtu oencTerg 3agadun [locTogaHHag 3almrta dhainos

HacTtpoiika sapauv [locTogHHag 3auimta dhaiinos




Bbibop pexima 3almTbl 06beKTOB

HacTpolika aBpuCTHYECKOro aHannsaTopa v MHTerpaLum ¢ ORYyrviMn KOMNoHeHTamMy NporpamMmbl

HacTpolika pacnucanus 3anyckKa sanad

DopmmpoBaHne 06nacTu 3aLLNTI

DopmMurpoBaHe 0bnacTu 3aLUTh

BkntoueHve ceteBbix 06bekTOB B 061aCTb 3aLLUTHI

DopmuposaHne BMDTyaﬂbHOVI obnacTu sawmnThl

HacTpoiika napameTpoB 6e30nacHOCTY BRYYHYIO

HacTpolika obuinx napamMeTpoB 3agaumn

HacTpolika necteuii

HacTpolika nponssoantenbHOCT

CraTtuctuka 3anaum [locTogHHag 3awmTa dhannos

YnpaBneHvie 3agaveii [locTogHHas 3awmTa dhaiinos ¢ nomMollpio Beb-nnarvHa

Wcnonbsosarve KSN

O 3apaye VicnonbsosaHvie KSN

[NapameTpbl N0 ymMmonyaHuo ang 3aaayv icnonbsosaHne KSN

HacTpoiika napameTpoBs 3anauu VicnonbsosaHune KSN

HacTpolika 06paboTku AaHHbIX

Ynpaenexve ncnonbsosanHnem KSN ¢ nomoltibio KoHconm nporpamMmbl

HacTpoiika 06paboTku AaHHbIX

Ynpasnexuve ncnonbsosaHnem KSN ¢ nomoubio Beb-nnarnHa

HacTpolika nepenayv LONOAHNTENBHbIX AaHHbIX

CratucTtuka 3agauv Vicnonbsosanne KSN

3allyTa OT CeTeBbIX YIrRO3

O sapave 3almTa OT CeTEBbIX YIPO3

[NapameTpbl NO yMONYaHWo ANg 3aaayn 3aliyTa OT CEeTEBbIX YIRO3

HacTpolika 3apaun 3alinta oT ceTeBbix YIRO3 C NOMOLLLbIO KoHconu nporpammel

[JobaBneHune NcKmoYeHnin

HacTpolika 3apaun 3alumTa OT CeTeBbIX YIPO3 C MOMOLLbIO [narnHa ynpasneHns

O6uvie NapamMeTpbl 334841

[obaBneHvie NCKIYeHNA

Ob6Lvie napaMeTpbl 33084

[JobaBneHne NCKIOYEeHN

KoHTponb 3anycka nporpamm

O 3apnaye KoHTponb 3anycka NporpamMm

O KoHTporne nakeToB YCTaHOBKMN

O6 ncnonbsosarum KSN B 3aaaye KoHTpob 3anycka nporpamMmm

O dbopmmpoBaHUM NpaBuUI KOHTRONS 3anyckKa nporpavMm

YnpaeneHve KOHTROEM 3anycka NPOrpamMm ¢ nMomolbto [narvHa ynpaeneHus

Hasurauus



[Nepexon K napameTpam NoANTUKK Ang 3aaaun KoHTponb 3anycka NporpaMm

[Nepexon k CnncKy npaBun KOHTPON4 3anycka nporpamMm

[Nepexon k MacTepy cosnaHung sanaidun DopmurpoBaHvie NpaBwa KOHTRONS 3aMy.cka NPOorpaMm 1 ee CBOCTBaMm

HacTpoiika napameTpoB 3aaaumn KOHTRONb 3anycka NporpamMm

HacTpolika KoHTpons nakeToB yCTaHOBKM

HacTpolika 3apaun @opmMrpoBaHvie NpaBui KOHTPONS 3anycka NporpamMm

HacTpolika npaBun koHTpong 3anycka nporpamm B Kaspersky Security Center

[obaBneHne npaBuna KOHTRONS 3aMyCcka NPOrPamMm

BkntoueHue pexxuma paspellens 0o yMonYaHuo

WmnopTt npasun ns otyeta Kaspersky Security Center o 3a6nokmpoBaHHbIX OROorpamMmmax

VIMnopT npaeun KOHTPoN4 3anycka nporpavm 13 XML-dharina

[poBepka 3anycka nporpamm

OrpaHuyeHvie obnacTn OeNCTBUS 38084

[elicTBra Npu aBTOMaTU4eCcKoM HhORMUROBaAHNN MRaBUI

[elcTBIMa No 3aBERLIEHNN aBTOMATUNYECKOrO hopmmrpoBaHns npasun

YnpaBneHvie KOHTPOAEM 3anycka NPOrpamm ¢ NOMOLLIbo KoHconu nporpaMmel

Hapuraupms

[lepexon k napameTpam 3anauv KoHTposb 3anycka nporpaMm

[lepexon k OKHY _C npasuiamMun KOHTRONY 3anycka nporpamMm

[Nepexon k napameTpam 3anauv PopMrpoBaHVie NRaBua KOHTPONS 3anyckKa nporpavm

HacTpoiika obnactu nelicteung 3apayumn KoOHTponb 3amnycka nporpamvm

HacTpolika ncnonbsosanmnsa KSN

KoHTpob NakeToB YCTaHOBKM

[ob6aBneHve npaBuia KOHTPONA 3anycka NpPorpaMm

BkntoueHue pexunma paspeLleHns no yMOonyYaHmto

DopmrpoBaHue paspeluatoLLViX NRaBWa Mo cobbiTyam 3aaaum KoHTROob 3anycka nporpaMm

YnaneHve npaBua KOHTRONS 3anyckKa nporpavm

HacTtpolika 3anaun @opmmpoBaHne npaBmna KOHTPOAA 3anyckKa nporpavm

OrpaHunyeHre obnacty LefNcTBUA 3a8a4K

[elicTBMA No 3aBERLIEHNN aBTOMaTNYECKOrO dbopmrpoBaHrg npaBua

YnpaBneHvie KOHTRONEM 3aMycka MPOorpamMm C MOMOLLIbIO Beb-nnarvHa

KoHTponb ycTpoicts

O 3apaye KoHTpOMb YCTROWCTB

O hopMmpoBaHY NPaBUI KOHTRONY YCTPOWCTB

O sapaye opmupoBaHne NPaBuUI KOHTROA YCTRONCTB

[NapameTpbl 00 ymonuaHumio Aaa 3agayumn KOHTpoMb YCTPONCTB

Hasurauus

[lepexon k napamMeTpam NoanTUKN Ang 3aaa4v KOHTpOb YCTROMCTB
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[epexon k MacTepy cosnaHvg 3aga4m PopMrpoBaHme NPaBuUl KOHTPOSS YCTPONCTB 1 ee CBOCTBaM

HacTtpolika 3anaun KoHTponb ycTpolicTs

HacTpoiika 3agauv DopmurpoBaHmne npaBma KOHTRONG YCTROUCTB

DopMurpoBaHVEe paspeLlaLLX NPaBul Ha OCHOBE JaHHbIX cucTeMbl B nonutvike Kaspersky Security Center

DopmurpoBaHre npasua AN9 NOAKAYEHHbIX YCTRONCTB

WmnopT npasun ns otyeta Kaspersky Security Center o 3ab6nok1poBaHHbIX YCTRONCTBaX

CospaHve npasma ¢ noMoLLbo 3aaauv PopMUpPOoBaHNE NRAaBUI KOHTPROS YCTRONCTB

YnpaeneHne KoHTponem yCTROMCTB ¢ NOMOLLbO KOHCONM MporpamMmbl

Hasurauma

[lepexon k napameTpam 3aaa4v KOHTpob yCTROUCTB

[Nepexon k napameTpam 3agauv PopmMrpoBaHne NPaBUI KOHTRONS YCTRONCTB

HacTpolika napameTpoB 3anayn KOHTRONb YCTPONCTB

HacTpoiika npaBui KOHTROMA YCTROWCTB

VIMOopT npaBui KOHTRONA YCTROWCTB 13 dharina dopmata XML

,Elo6aBneHv|e paspeLuaroLlLero npaeswna oag OAHOro UM HECKONbKNX BHELLIHUX YCTROWCTB

YnaneHve npaBui KOHTPONSA YCTROUCTB

OKCMopPT NpaBua KOHTRONY YCTDOIZCTB

AKTUBALINSA VI BbIKTIIOYEHVE npaBuna KOHTpPOonnd YCTpOVICTB

HacTpoiika 3anauv PopmurpoBaHmne npaBma KOHTROAS YCTROUCTB

YnpaeneHve KoHTponem ycTponcTs ¢ nomouipto Beb-nnarviHa KoHconun nporpammbi-

YnpaBneHvie ceTeBbIM 9KPaHOM

O 3apave YnpaBneHve ceTeBbiM 9KPaHOM

O npaBunax ceTeBoro akpaHa

[TapameTpbl No yMon4yaHWio A9 3aaa4M YnpasneHne CeTeBbiM 3KPaHOM

YnpaeneHve npaBuiamy CETEBOro akpaHa ¢ MoMoLLbto [1narvHa ynpasneHuna

BkntoyeHwue v BbiktoUYeHve npaBna CETEBOro aKpaHa

[oBaBneHvie npaBun ceTeBoro akpaHa BRYYHYIO

YnaneHve npaBua CETEBOro aKpaHa

YnpaBneHvie npaBmnamMm CETEBOro akpaHa ¢ NoMoLLpo KoHconm nporpamMmbl

BkntoyeHwme v BbIKNtOYEHVIE NMPaBWa CETEBOrO 3KpaHa

[obaBneHre NpaBun ceTEBOro akpaHa BRYYHYO

YnaneHvie npaBua CETEBOro aKpaHa

YnpaBneHvie npaBuiamMn CETEBOro aKpaHa ¢ nomMolbio Beb-nnarvHa

BkntoyeHwme v BbIKNOYEHVE NMPaBWa CETEBOrO 3KpaHa

[lo6aBneHvie NpaBun ceTeBOro aKpaHa BRyUHYO

YnaneHue npaBun CETEBOro aKpaHa

MoHUTORVHT dhannoBbIX onepaLiyn

O 3apaye MoHUTORVHT $haioBbiX OnepaL|uii

O npaBunax MOHUTORWHra dhalnoBbIx onepauui

YnpaBneHvie MOHUTORUHIOM (halinoBbix onepaLuii ¢ nomMoubto [NnarvHa ynpaeneHus

HacTpovika 3anauv MoHUTORUHT ¢haiinoBbix onepauumii
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HacTpolika npaBun MOHUTOPUHra

YnpasneHue MOHUTORUHIOM ¢hainoBbix onepaLimii ¢ NoMoLLbio KoHcony nporpammbl

HacTpoiika napameTpos 3aaa4vi MOHUTORUHT (hannoBbix onepaLiui

HacTpoiika npaBwia MOHUTOPWHIa

HacTpoiika 3apauv MoHUTORUHT ¢haiinoBbix onepauumii

HacTpoiika npaBwi MOHUTOPWHIa

AHanus xypHanoB

O 3apnaye AHanvs XypHanos

[NapameTpbl N0 ymonyaHwio Ang 3aaayuv AHanms XKypHanos

YnpaBneHvie npaBriamMu aHanmnaa XXy pHaaoB ¢ NoMoLLbto [narvHa ynpasneHuns

HacTpoiika napameTpoB npensanaHHblx NpaBua 3aaa4v

[obaBneHve npaBun aHaansa Xy pHanoB ¢ NomoLlLbto [MnarnHa ynpasneHna

HacTpolika napameTpoB npensafaHHbix NpaBuil 3a4a4m

[obasneHne npaBua aHannaa Xy pHanoB ¢ nomoLpo KoHconm nporpammbl

YnpaBneHvie npaBunaMv aHannaa 2KYRHanoB C MNOMOLLIbIO Be6-nnarvHa

[poBepka no TpeboBaHUto

O6 obnacTu NpoBepku 1 NapameTpax 6e30nacHOCTH 3aaa4

CraHpapTHble 06nacTv NpOBepKU

[poBepka $haiinos B UHTERHET-XPaHWUANLLLE

CTaHpapTHble YPOBHU 6e30MacHOCTY

[NpoBepka cbeMHbIX ANCKOB

O 3apaye MOHUTORVHI LIeNOCTHOCTY halinoB Ha OCHOBE 3TasioHa

Bkntouenve 3anyckKa 3anayn NpoBepKn No TpeboBaHMIO N3 KOHTEKCTHOIO MEHIO

3afaHHble N0 YMONYaHUIO NapaMeTpbl 3a4a4 MNPOBERKM Mo TReboBaHMIO

Hasurauus

[Nepexon k MacTepy co3naHuda 3anadn NpoBepKn Nno TpeboBaHuio

[Nepexon Kk cBONCTBaM 3aaa4M NROBERKM MO TREBOBAHMIO

CoszpnaHvie 3apayn NnpoBepkKn No Tpe6OBaHI/II'O

BbinonHeHne 3apay nposBepkn no TpebosaHuio B HOHOBOM peXmnMe

PervcTpaumsg BoinonHeHns 3apaun [NpoBepka BaxkHbIx obnacTer

HacTpolika o6nactv npoBepky An4 3agaum

HacTpoiika napameTpos 6€30MacHOCTU BRYYHYIO

HacTporika o6uiyx napameTpos 3a0a4m

HacTpolika necteui

HacTpolika nponsBoavtensHocTu

HacTpoiika 3agauv MOHUTORUHE LIeNOCTHOCTU haiifioB Ha OCHOBE STanoHa

YnpaBneHvie 3agavamu NPOBERKM No TReOOBaHMIO C MOMOLLIbIO KOHCOV Nporpammb

HaBuraumnga

[Nepexon k napameTtpam obnacTv OENCTBUSA 3a0a4M NPOBERKM Mo TReboBaHWIO

CospnaHvie 1 HacTpolika 3a4a4m NPOBERKM Mo TReboBaHIO

1"



HacTpoiika oTobpaxeHus ceTeBbix $alinoBblx pecypcos

DopmrpoBaHne ob1acTu NPOBERKN

BkntoyeHue B 061acTb NROBERKM CETEBLIX OOBEKTOB

HacTpoiika napameTpos 6e30nacHOCTY

Bbibop cTanaapTHbIX YpoBHEM 6e30nacHOCTY B 3a4a4ax NpoBepkn No TpeboBaHuio

HacTtpoiika o6uimx napameTpos 3agauv

HacTpolika nelicteuit

HacTpolika npovsBoanTensHoCT

HacTpolika nepapxmyeckoro xpaHunuiia

[TpoBepka cbeMHbIX ANCKOB

CTaTncTVKa 3aaa4 NpOBERKM MO TpeboBaHWO

CoszpnaHvie u HaCTpOVIKa 3apa4yn MOHVITOpVIHI' LIeTIOCTHOCTU ¢>a|7|nos Ha OCHOBE 3TalJioHa

YnpaBneHvie 3agavamu NPoOBERKM No TpeboBaHWIo C NoMOLLbo Beb-nnarvHa

[epexon K MacTepy cO30aHNa 3aaa4u MPOBERKN N0 TREOOBaHMIO

[Nepexon k cBOVICTBaM 33434 NROBERKY Mo TReboBaHWo

ﬂ,osepeHHaﬂ 30Ha

O noBepeHHo 30He

YnpaBneHvie fOBEPEHHOW 30HOM ¢ NoMoLLbto [narnHa ynpasneHns
Hasurauma

[lepexon k napameTpam NOAUTUKN AN LOBEPEHHOM 30HbI

[Nepexon K OKHy NapamMeTPOB AOBEPEHHO 30HbI

[HobaBneHvie nckaoYeHnn

,Elo6aBneH|/|e OOBEPEHHbIX MPOoLIecCoB

Vicnonb3oBaHune Macku not-a-virus

VlcnonbsoBaHne NoBepeHHOV 30HbI 414 3aaa4 B KOHCconv NporpamMmbl

HacTpoiika napameTpoB NOBEREHHOI 30HbI B KOHCONM NporpamMmbl

[obaBneHve NCKNOYEHWI B OBEPEHHYO 30HY.

Wcnonb3oBaHne Macku not-a-virus

YnpasneHvie noBepeHHoM 30HON ¢ NoMoLLbio Beb-nnarvHa

3alluTa OT 3KCNIOUTOB

O 3alMTe OT SKCMIONTOB

Hasurauus

[lepexon kK napameTpam NOANTVKA A9 3aLLNTbl OT 9KCMIOUTOB

[lepexon k OKHY NapamMeTpoB 3aLlTbl OT 3KCNIONTOB

HacTpolika 3almTbl NnaMaT IROLIECCOB

[obaBneHvie npoLiecca B 061aCTb 3aLIUTh

YnpaBneHue 3aLlmMTon OT SKCMIONTOB C NOMOLLpO KOHCONW nporpamMmbi

Hasurauma

[lepexon K OCHOBHBLIM NapamMeTRam 3aLlUTbl OT SKCMIONTOB

HacTpoiika 3alimnTbl naMaT NpOLIeCCoB

[obaeneHne npolecca B 061acTb 3aLIMTbI
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YnpaBneHve 3alLMTON OT SKCMNONTOB C NoMoLLpto Beb-nnaruHa

HacTpoiika 3alimTbl namMaTi NpoLIeCCcoB

[obaeneHne npolecca B 061acTb 3alUTHI

TexHuku 3alUTbl OT 3KCMIONTOB

MHTeFFﬂJ,VIﬂ CO CTOROHHMU CCTEMaMU

CyeTunky NPOV3BOAUTENBHOCTU ANg NROorpamMmMbl CUCTEMHbIN MOHWNTOP

O cuetumkax npomnssoputensHoctu Kaspersky Embedded Systems Security.

O6bliee KONMYECTBO OTBEPrHY ThiX 3aNROCOB

O6Lee KONMYECTBO NPOMYLLEHHbIX 3aNPOCOB

KonunuyecTBO 3anpocos, oTnpaBieHHbIx Ha 06paboTKy.

CpenHee Konm4yecTBO NOTOKOB AMcneTYepa GaiioBbix NepexsaToB

MakcumanbHoe konnyecTBO NOTOKOB AvicneTyepa dhaliioBbix NEpeEXBaTOB

KonvyecTtBo anemeHTOB B oyepenn sapa>KeHHbIX 06bekToB

KonnuyectBo 06bEKTOB, OBpabaTbliBaeMbIX 3a CEKYHIY.

Cuetumkm n nosywikn SNMP Kaspersky Embedded Systems Security.

O cuetumkax v nosyuikax SNMP Kaspersky Embedded Systems Security,

SNMP-cuetunkun Kaspersky Embedded Systems Security.

CueTtuviku NpPoOn3BOANTENIbHOCTN

CyeTunku KapaHT1Ha

CueTuviK pesepBHOro XxpaHunvLia

Obuie cyeTuvrku
CueTuvrk 06HOBRAEHWI

CUeTuVKM MOCTOIHHO 3aLLUTbl Hainos

SNMP-noeyuuku Kaspersky Embedded Systems Security n nx napametpbl

OnvcaHus 1 Bo3MoxHble 3HauveHus napameTpor SNMP-nosyuiek Kaspersky Embedded Systems Security

VHTerpauma ¢ WMI

Komannapi
BblsoB cnpaBku o komaHaax Kaspersky Embedded Systems Security: KAVSHELL HELP
3anyck 1 octaHoBka cnyx6bl Kaspersky Security. KAVSHELL START, KAVSHELL STOP
[poBepka BbibpaHHo obnactu. KAVSHELL SCAN

YnpaBneHvie 3agayei B acuHxpoHHom pexume. KAVSHELL TASK

Ynanenue atpubyTa 3awmuieHHoro npouecca (PPL): KAVSHELL CONFIG

3anyck 1 ocTaHOBKa 3a[a4 MOCTOIHHOW 3alLmnTbl kKoMmnbtoTepa. KAVSHELL RTP

YnpaeneHue 3apadeii KoHTponb 3anycka nporpamm. KAVSHELL APPCONTROL /CONFIG
DopmuposaHme npaBu KOHTpons 3anycka nporpavm. KAVSHELL APPCONTROL /GENERATE

HanonHeHve cniicka npasun KoHTpong sanycka nporpamm. KAVSHELL APPCONTROL

HanonHeHve crnincka npaswn koHTpong ycTpoicTe. KAVSHELL DEVCONTROL
3anyck 3agaun O6HosneHne 6as nporpavmbl. KAVSHEL L UPDATE
OTtkat o6HoBneHus 6a3 Kaspersky Embedded Systems Security. KAVSHELL ROLLBACK

Ynpaenenue anannzom xypHanos. KAVSHELL TASK LOG-INSPECTOR

BrntoyeHne, HacTpolika 1 Bblk/toUeHre XypHanos Tpaccuposku. KAVSHEL L TRACE
HedparmenTaus daiinos xypHanos Kaspersky Embedded Systems Security: KAVSHEL L VACUUM
OunuieHvie 6a3bl iSwift. KAVSHELL FBRESET

BkntoueHue v BbikntoueHne cosnanns daiina Aamna. KAVSHELL DUMP

WmnopTt napametpos. KAVSHELL IMPORT

13



Okcnopt napameTpos. KAVSHELL EXPORT
WHTerpaumg ¢ Microsoft Operations Management Suite. KAVSHEL L OMSINFO

YnpasneHvie 3aaayert MOHUTORUHL LienocTHoCTY dhalinos Ha ocHoBe aTanoHa: KAVSHELL FIM /BASELINE

Konbl BO3BpaTa KOMaHA,
Koppl BosBpata koman KAVSHELL START n KAVSHELL STOP
Konbl BosBpaTa komana KAVSHELL SCAN 1 KAVSHELL SCANCRITICAL
Konbl BosBpaTa komanapl KAVSHELL TASK LOG-INSPECTOR
Konpl BosepaTa komaHabl KAVSHEL L TASK
Konbl Bo3BpaTa komanasl KAVSHELL RTP
Koppl Bo3Bpata komanabl KAVSHELL UPDATE
Konbl BosepaTta komanapl KAVSHELL ROLL BACK
Konbl BosepaTta komanab KAVSHELL LICENSE
Konpl Bo3epata komanapl KAVSHELL TRACE
Koppl Bo3Bpata komanapl KAVSHELL FBRESET
Koppl Bo3BpaTa komanabl KAVSHELL DUMP
Konbl BosepaTta komanab KAVSHELL IMPORT
Konbl BosBpaTta komanabl KAVSHELL EXPORT
Konbl Bo3BpaTa komanasl KAVSHELL FIM /BASELINE

ObpalleHue B CnyxBy TEXHUYECKON NOAAEPXKKM

Crnocobbl NonyYeHns TEXHNYECKON Noa0EPXKN

TexHunyeckas nopnepxka Yepes Kaspersky CompanyAccount

VicnonbsoBaHvie dhalina Tpaccuposkn v ckpunta AVZ

[noccapuii
OLE-06bekT
SIEM
AKTVIBHbIV KNIOY

AHTVBUpPYCHblE 6a3bl

3apava

3apaxeHHbli 06bekT

<

apaHTH

JleyeHne obbekTOB

JloxxHoe cpabaTbiBaHune

JlokanbHag 3apnava
Macka daiina
O6HoBneHne

O6bekThl aBTO3anycka

[apameTpbl 3anaum
[Nonuntuka

[NoTeHumanbHO 3apaXaemblii haiin

PesepBHoe xpaHunuie

CepBep agMUHNCTRUROBAHUS

Cpok OeCcTBUSA NNLIEH3UN

Cratyc 3almThl
YpoBeHb 6e3onacHoCTM

YpoBeHb BaXXHOCTU COBbITUS

Ya3B1MMOCTb

14



OBPUCTNYECKUI aHann3aToR

NHdopmaLmg o cTopoHHemM Koae

YBenomneHns o ToBapHbIX 3HaKax
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O Kaspersky Embedded Systems Security

Kaspersky Embedded Systems Security s3alumiLaeT KOMMAbIOTEPBI U OPYre BCTPOEHHbIE CUCTEMbI MOS,
yrnpaBsneHnem onepaumoHHol cucTemMsl Microsoft® Windows® (3awwyiaemele yCTpoicTBa) OT BUPYCOB U1 MPOYMX
Yrpo3 KoMMbtoTepHo BesonacHocTu. [Nonbaosatensamu Kaspersky Embedded Systems Security ssnstotcs
aOMUHUCTPATOPbI CETU OPraHn3aLIn 1 COTPYLHVKU, OTBEYatoLME 38 aHTUBMPYCHYIO 3aLlUUTY CETU OpraHn3aLmn.

Kaspersky Embedded Systems Security MoxHO ycTaHOBUTb Ha pasnnyHble BCTPOEHHbIE CUCTEMbI MO,
ynpasneHnem Windows, Bk/louas yCTPOCTBa CremyoLyx TUMOB:

® (DaHKOBCKME aBTOMAaThI;
* POS-TepmMmumHansl.
Bbl moxeTe ynpaenatb Kaspersky Embedded Systems Security cnegytowymm cnocobamm:

® ¢ nomolLLbto KoHconm nporpamMmmbl, yCTaHOBNEHHON Ha OAHOM 3aLumiaeMom ycTpoicTee ¢ Kaspersky Embedded
Systems Security nnm Ha opyrom yCTpOICTBE;

® C MOMOLLbIO KOMaH[, KOMaHOHOW CTPOKW;
* c nowmolubio KoHconn agmmuHncTprpoBarmns Kaspersky Security Center.

Bbl MoxeTe ncnonb3osath nporpammy Kaspersky Security Center ong LeHTpanM3oBaHHOro yrnpasneHns
3almLLaeMbIMU YCTPONCTBaMM C YCTaHOBMNEHHO nporpamvmoli Kaspersky Embedded Systems Security.

Bbl MOXeTe npocmaTpurBaTh cUeTUMKM NponssoamTensHocTy Kaspersky Embedded Systems Security ans

nporpammbl CUCTEMHBIA MOHUTOP, @ Takxe cueTunkn 1 noyLwk SNMP.

KomnoHeHTbl 1 dyHkumm Kaspersky Embedded Systems Security

B cocTaB nporpamMmbl BXOO4T cnefytoue KOMNOHEeHTbI:

* [locTogHHas 3awumTa daiinos. Kaspersky Embedded Systems Security npoBepsieT 06bekTbl Npy 06paLLeHn K
HUM. Kaspersky Embedded Systems Security nposepsieT cneaytolumie 06bekTbl:

e dalinbi;
® anbTepHaTVBHbIE NOTOKM palinosbix cuctem (NTFS-streams);
e OCHOBHbIE 3arpy304Hble 3amn1cy 1 3arpy304Hble CEKTOPbI NTOKANbHbBIX XXECTKUX Y CbEMHbBIX OVICKOB.
e [Mpoeepka no TpeboeaHuio. Kaspersky Embedded Systems Security ooHokpaTHO NpoBepsieT ykasaHHYo
obnacTb Ha Hannure BUPYCOB 1 APYrnX Yrpo3 KOMMboTepHOU 6e3onacHocTu. [porpamma nposepseT daiinsbi,

ornepaTuVBHYIO NaMsTh U 06bEKTbI aBTO3arycka Ha 3aLlMLLLaeMOM YCTPOCTBE.

* KoHTponb 3anycka nporpamm. KOMNOHEHT OTCNEXMBaET MNOMbITKN 3arycka MPorpamMmM Nosb3oBaTensiMm v
perynmpyeT 3amnyck MporpamMmM Ha 3aLuyLLLaeMOM yCTPOWCTBE.

e KoHTponb ycTpolicTB. KOMMNOHEHT NO3BONSET KOHTPONMUPOBATb PErMCTPALMIO U NCMOIb30BaHNE BHELLHNX
YCTPOWCTB C Lienbto 3alLThl YCTPONCTBA OT YrpO3 KOMMbIOTEPHON 6E@30MacHOCTH, KOTOPbIE MOTYT BO3HUKHY Tb
BO BpeMs dalinosoro obmeHa ¢ USB-nogkntoyaembim dneLl-HakonmTenem 1 BHELUHNMK YCTPONCTBaMM
LPYrX TUMOB.
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* YnpaBneHune ceTeBbiM 3KPaHOM. DTOT KOMMOHEHT obecneurBaeT BOSMOXHOCTb YNpaBfeHns bpaHamayapom
Windows: no3sonseT HacTpanBaTb NapaMeTpbl 1 MpaBuia CeTeBOro akpaHa onepaLmyoHHOR CUCTEMbI 1
BnokvpyeT Nobyio BO3MOXHOCTb HACTPOWKIN NapaMeTpOB CETEBOro akpaHa N3BHE.

* MoHuTtopuHr daiinosbix onepauuii. Kaspersky Embedded Systems Security obHapyxunBaeT nsmeHeHus B
dalinax n3 obnacT MOHUTOPVHIa, yka3aHHON B NapameTpax 3aaaun. ST UBMEHEHNs Yka3blBaloT Ha HapyLUeHre
He3onacHOCTN Ha 3alLyLLLaeMOM YCTPOWCTBE.

* AHanus XypHanoB. KOMMNOHEHT BbINONHAET KOHTPOSb LIENIOCTHOCTY 3aLLMLLAeMOii cpeabl Ha OCHOBe
pesynbTaToB aHanmaa XypHanos cobbiTuli Windows.

B nporpamme peannsoBaHbl cnenytoLme GyHKLAM:

e OG6HoBneHne 6a3 nporpamMmmvbl 1 O6HoBNEHWe Mmopyneii nporpammebl. Kaspersky Embedded Systems Security
3arpy>aeT obHoBneHns 6a3 n mogyneli nporpammel ¢ FTP- nnn HTTP-cepsepoB o6HoBneHwin "JlabopaTopun
Kacnepckoro', Cepeepa agmuHncTpupoanus Kaspersky Security Center nnmn ns opyrvix ICTOUYHNKOB

OBHOBNEHWIN.

* KapaHTtuH Kaspersky Embedded Systems Security nepemellaeT o6bekTbl, KOTOPbIE NPU3HAET BO3MOXHO
3apaxKeHHbIMIU, N3 NCXOLHOIo MeCTOMONIOXEHM4 B Nanky KapaHTMH. B uengax 6e3onacHoOCTU O6'beKTbI,
MOMELLEHHbIE Ha KapaHTVH, XPaHsITCs B 3aLLndpOBaHHOM BULE.

e PesepBHoe xpaHunuwe. Kaspersky Embedded Systems Security coxpaHseT 3alumndpoBaHHble Konvmn 06bekToB
CO CTaTyCOM 3apaxeHHbiVi B Nanke Pe3epBHOe XpaHuLLe Nepes TeM, Kak BbiIMONHNTb IeYeHre U yaaneHmne
3TVX OH6BEKTOB.

* YBefomneHns agMUHUCTpaTopa 1 nosb3oBaTteneii. Bol MoxeTe HacTpouTb yBeAOMIEHME adMUHUCTpaTopa 1
nonb3oBaTesneil, KOTopble 0BPALLAIOTCS K 3aLLMLLAEMOMY YCTPOICTBY, O COBBITUSX, CBS3aHHbBIX C paboTol
Kaspersky Embedded Systems Security 1 cocTosHUM aHTUBUPYCHOW 3aLLMTbl YCTPOMCTBA.

* imnopT 1 akcnopT napameTpoB. Bel MoxeTe akcnopTupoBaTh NnapameTpbl Kaspersky Embedded Systems
Security B koH®UrypaLmnoHHbln daiin B dopmaTte XML 1 nmnopTrpoBaTs napameTpsl B Kaspersky Embedded
Systems Security 13 koHburypaumoHHoro daiina. Bel MoxeTe coxpaHnTb B KOHOUIypaLMOHHbIV dalin kak Bce
napameTpbl MPOrpamMmbl, Tak 1 NapamMeTpbl €e OTAENbHbIX KOMMIOHEHTOB.

* [lpumeHeHne WabnoHoB. Bbl MoxeTe BpyYHYIO HAaCTPOUTb NapamMeTpbl 6e30MacHOCTY y3na B Aepese nni
crvcke dalinoBblx PeCcypCoB 3aLUMLLLEAEMOro YCTPONCTBA 1 COXPaHWTb 3HAaUYEHWS HACTPOEHHbBIX MapamMeTpPOB B
WabnoH. 3aTem Bbl MOXETEe NMPUMEHUTb STOT LWabnoH Npu HAacTPOoIike NapamMeTpoB 6e30MacHOCTU APYrX y3MoB
B 3apayax 3awmTel 1 nposepkin Kaspersky Embedded Systems Security.

* YnpaeneHue npaBamu gocTyna kK ¢yHkumam Kaspersky Embedded Systems Security. Bol moxeTe
HacTpavBaTb NpaBa Ha yrnpasneHue Kaspersky Embedded Systems Security un cnyx6amun Windows, koTopbie
perncTpupyeT nporpaMma, 4ns nonb3oBaTeneli U rpynn nonb3osBaTeneil.

e 3anuncb cobbiTnii B XXypHan cobbituii Windows. Kaspersky Embedded Systems Security sanvcbiBaeT B XXypHan
cobbITWi nHdOopPMaLMIO 0 NapameTpax GyHKUMOHANbHBIX KOMIOHEHTOB NPOrpamMMbl, TEKYLLEM COCTOSHIN 3aaau,
COObBITUSX, BO3HUKLUNX 3@ BPEMS VX BbINMOSIHEHUS, @ TakXKe O CODbITUSX, CBA3aHHbIX C YrpaeneHuem Kaspersky
Embedded Systems Security, 1 HpopMaLmio, HeOBXoAVMYLO O719 AMAarHOCTVKU CHOeB B paboTe NporpamMmbi.

e [loBepeHHas 30Ha. Bbl MoxeTe chopMUpoBaTh CINCOK UCKIOYEHWIA M3 0BNacTy 3aLLnThl UK NPOBEPKN,
koTopbiin Kaspersky Embedded Systems Security 6yneT npumMeHaTb B 3aaayax NpoBepku no TpeboBaHMo 1
MOCTOSHHOW 3aLLThl KOMMbIOTEPA.

e 3awwmTa oT aKCnoNTOB. Bbl MOXeTe 3aluaTh namMaTb npoLeccoB OT aKChlyaTaunn y9|3BVIMOCTeI7I C NOMOLbIO
BHeOpsaemMoro B ripouecchl AreHTa 3almnTHI.

17



YTo HOBOIrO

B HoBot Bepcum Kaspersky Embedded Systems Security nosisunmce cnefytoLime BO3SMOXHOCTU:

e 3awuTa OT CETEBbIX YrPO3: peann3oBaH KOMMOHEHT, obecrneyrBatoLwumi aHanns Bxogsiuero Tpaduka Ha Hanmune
NPU3HaKoB ceTeBbIX aTak. B cnyyae obHapykeHUs yrpo3abl, KOMMOHEHT 3allmTa OT CeTEBbIX Yrpo3 6okmpyeT
CKOMMNPOMETMPOBaHHbI IP-agpec.

» [lo6aBneHa BOSMOXHOCTb MCMOMb30BaHNS Mporpammbl B pexuvive Long Term. Tenepb MOXHO akTVBMpOBaTb
nporpamMmy Ha ANTENbHbIA CPOK, B TEYEHME KOTOPOro NPorpamMma byneT KOHTPONMPOBaTL 3anycKu
3anpeLLEeHHbIX MPOrpamMm.

* [Npodunn nonutunkn Kaspersky Security Center ons cnvckos [loBepeHHO 30HbI: Tenepb Bbl MOXeTe
chopmmpoBaTb NPOPUIN MOAUTUKM A5 CMINCKOB LOBEPEHHbIX MPOLLECCOB 1 CNINCKOB UCKItoYeHniA [JoBepeHHOM
30HbI ¢ NomolLLbio [narnHa ynpasnenuns sepcum 3.0.

* MOHUTOPUHT n3MeHeHns dalinos No TpeboBaHMIo Ha OCHOBE KpuUnTorpadumn: NporpamMma nossonseT
chopmMmpoBaTb TANOHHbIE CMNCKM PalinoB 1 3armyckaTb MPOBEPKN COOTBETCTBIS dalinos Ha Ancke
napameTpam, 3abUKCMPOBaHHbIM B aTanoHe. [NporpaMmma o6Hapy>XnBaeT CrneaytoLye HeCoBNaaeHns ¢
3TaNoOHOM: CO3[aHNe HoBbIX $aliNioB B KOHTPONMPYEMbIX 0BnacTsX, yaaneHve ¢aiinos B KOHTPONMPYEMbIX
06nacTsx, USMEHEHVe KOHTPOSbHOM CyMMbI KOHTPONMPYyeMoro daiina.

* KOHTpOnb NOAKIOYEHNS CETEBbIX KapT 1 MOAEMOB: 3aaa4n KOHTposb yCTPONCTB 1 ABTOMaTnyeckoe
dopMmnpoBaHMe NpaBus KOHTPONS YCTPOWCTB NOAAEPXKMBAIOT CO3AAHME Y MPYIMEHEHME NPaBWs, 3anpeLLatoLLINX
nooktoYeHne HefoBEPEHHBIX CeTeBbIX KapT 1 Mopemos no USB.

* B cobbiTusx obHapy>xeHus, koTopble NybnukytoTcs B otueTax Kaspersky Security Center, nob6asnera
NHPOpMaLMs O KOHTPONbHO CyMMe 0bpabaTbiBaeMoro obbekTa.

* PeanusoBaH Beb6-nnaruH ynpaeneHns: Tenepb Bbl MOXETE YNPaBnsTe NporpaMmoli ¢ noMoLLsto Beb-koHconm
Kaspersky Security Center.

* dDopmmpoaHve nHUnaeHToB Kaspersky Security Center no cobbITusM 610KMPOBKM 3anycka nporpamMm v
NOOK/IOUYEHNS YCTPOWCTB B PeXrMe ayamnTa.

e Brnokuposka nameHeHnin BaxkHbix napameTpoB xypHana USN (Update Sequence Number): nporpamma
ncnonbayeT 3anucu xypHana USN ansg moHuTopuHra ¢ainnobix onepauuii. Bl MoxeTe 3anpeTuTs yaaneHune
3anvceli n3 xypHana USN 1 nameHaTb noporosoe 3HayeHne MakcrmansHoro paamepa >xypHana USN.

* YBegomneHne ob n3MeHeHsx BaxHbix napameTpos xypHana USN (Update Sequence Number): ecnn Bbl He
BKJIOUNIIN 3aMPET Ha N3MEHEHVe BaXkHbIX MapameTpoB xypHana USN, nporpammva 6yneT coobLiaTth O nomnbiTkax
yoaneHus 3anvcei na xyprana USN nocpencteom ny6ankaumm cobbiTuli B OTHETbI MPOrpamMmbl.

* ONTMMMU3MPOBaHbI CNOCOOBbI 3aLLUMTHI OT aKTVBHbIX YIPO3: TENepb NporpavmMa yBedoMUT Bac, ECNN B XO4e
BbIMNOSIHEHNS 3a4a4 MOCTOSIHHON 3aLMThl Obinvi OBHApPYXeHbI MPU3HaKM akTUBHOMO 3apaeHus. [porpamma
OTMETUT OBHapy>XeHHble OBbEKTHI 41 YOANEHNS 1 YOANUT UX C KOMMblOTEPa NOCTe nepe3arpy3Kul.

e [lo6aBneHa BO3MOXHOCTb B NMapameTpax 3a4aun MOCTOSHHOM 3alnThbl BKIIOUNTb 3anyck 3agayn [posepka
BaXXHbIX obnacTeli Npy 0bHapPY>XEHNV MPU3HAKOB aKTVUBHOTO 3apaxeHus. Ecrin aToT napamMeTp BKIIOUEH,
nporpamma ByneT aBToMaTUYeCK CO3AaBaTh 1 3amnyckaTb BpeMeEHHYO 3aaady [poBepka BaxKHbIx obnacTeit Ha
KOMMbIOTEPE, e OblNo OBHAPY>XKEHO akTUBHOE 3apaXkeHue.

e PeannsoBaHa aHTVBMpPYyCHas NpoBepKa 3a[ady, Co3aHHbIX B cucTemHoM [nanmposLumke. MNpoBepka 3agavy,
CO3[4aHHbIX B CUCTEMHOM [naHMPOBLLYKE, BbINOMHAETCS B paMKax 3aay NpoBepKU Nno TpeboBaHuio ¢
BKJIIOUEHHON 0bnacTbio Nposepkn "O6bekTbl aBTo3anycka’.
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PeannsoBaHa o6paboTka nocTosHHbIX nognucok WMI: Tenepb nporpamma obHapyXnBaeT Nogo3puTesbHbIe
nognuckn WMI B npocTpaHcTee nmeH WMI Ha komnbloTepe ¢ ycTaHoBNEHHOM nporpammor Kaspersky
Embedded Systems Security n ynanseT nx. lNpoepka nocTosHHbIX nognucok WMI BbinonHseTcs B pamkax
3aj,a4 NPOBepPKM Mo TPeboBaHMIO C BKIIKOUEHHON 06nacTbio npoBepkn "O6bekTbl aBTo3anycka'.

PaclumpeHbl kputepumn cpabaTbiBaHNS Nob30BaTENbCKIMX MPaBU 4151 KOMIOHEHTa AHann3 XypHanos: Tenepb
Bbl MOXETe 3a[laBaTb MpaBusia no 3HaueHuo napameTpa "VIcTouHrK" B XXypHane cobbituii Windows.

[oBaBneHa BO3MOXHOCTb HacTpamBaTb KpuTepumn cpabaTbiBaHKs NpaBia KOHTPOS 3arycka NporpaMm npu
Co3[aH1N NpaBui Ha OCHOBE COBbLITUIA BIOKMPOBKM 3amycka nporpamm B koHconn Kaspersky Security Center.

PacLumpeHsl onummn poTtaummn ¢aiinos >XypHanos TPacCUPOBKU.
PacLumpeH cnvcok nopaepXxrBaemMbix OnepauyioHHbIX CUCTEM.
NHTepdeiic nporpammbl IpUBEAeH B COOTBETCTBIME HOBOV BPeH-NONMTUKE KOMMaHUN.

VcnpasneHbl oLmnbky npeabloyLuyx BEPCU: B MPOrpaMMy BOLLN UCTPaBAEHNS, BbIMyLLEHHbIE NS NMPeablayLLIX
BEPCU Nporpammb..
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NcTouHnkm nndopmaumm o Kaspersky Embedded Systems Security

oToT pasnen coaepXxuT ornmcaHmne NMCTOYHNKOB |/|Hc|>op|v|au,v||/| O rnporpamMmme.

Bbl MOxeTe BbibpaTh Hanbonee yoobHbIli ICTOUYHNK MHbOPMAaLMK B 3aBUCUMOCTY OT BaXHOCTU 1 CPOYHOCTM
BOMpoca.

IcTOUHMKM 019 CaMOCTO4ATESIbHOIo Noncka |/|H<1>op|v|a|_|,|/||/|

Bbl MoxeTe ncnonb3osaTh CneaytoLme CTOUYHNKI ANs CaMOCTOSTENBHOro noncka nHpopmaumm o Kaspersky
Embedded Systems Security:

e cTpaHuua Kaspersky Embedded Systems Security Ha Be6-caiiTe "JlabopaTopum Kacnepckoro”;
® CTpaHuLa nporpaMmbl Ha Beb-caiiTe Cry6Obl TexHUYecKkon nonaepxku (basa sHaHuin);

® [OKYMEHTaLus.

Ecnu Bbl He Hawwnv pelueHns cesoeli npobnemsl, obpatuTech B Cny>xby TexHuyecko noanepxku "Jlabopartopum
Kacnepckoro'.

[ns ncnonb3oBaHNs MCTOYHMKOB MHPOpPMaLMKM Ha BeG-caliTax TpebyeTcs NoaKIoUYEHE K UHTEPHETY.

Ctpanunua Kaspersky Embedded Systems Security Ha Beb-caiiTe "JlabopaTopum Kacnepckoro”

Ha cTpanuue Kaspersky Embedded Systems Security ® MOXHO 03HakOMUTbCS € 0bLLEel MHPOpMaLmen o
nporpamMme, ee BO3MOXHOCTSX N OCOBEHHOCTSX PaboThl.

CtpaHuua Kaspersky Embedded Systems Security conoepXxnT cCbifiky Ha HTepHeT-MarasuviH. B Hem Bbl MoxeTe
nprobpecT NporpamMmy UM NPOLANTL NPAaBO NMOMb30BaHNS MNPOrPaMMOiA.

CTtpanunua Kaspersky Embedded Systems Security B base 3HaHwWi

Basza 3HaHwWin — aTO paspen Beb-calita Cny>x6bl TEXHNYECKO MOALEPXKKI.

Ha cTpanunue Kaspersky Embedded Systems Security B Base 3HaHuii 2 nprBefeHbl CTaTb, KOTOpblE coaepxkaT
nonesHyto MHPoOpMaLMIO, PEKOMEHIALIN 1 OTBETHI Ha YaCTO 3afaBaeMble BOMPOCHI O MPUoBpeTeHNI, yCTaHOBKe 1
NCMONb30BaHNV NMPOrpamMmbl.

CTatbu Basbl 3HaHWI MOryT OTBeYaTb Ha BOMPOCHI, OTHOCSLLMeCS He Tonbko k Kaspersky Embedded Systems

Security, Ho 1 k gpyrum nporpammvam "JlabopaTtopum Kacnepckoro'. Ctatbn basbl 3HaHUIA Takke MOryT cogepXaTb
HoBoCTW Cry>6bl TEXHNYECKOV MOALEPXKKU.

HokymeHTauns Kaspersky Embedded Systems Security
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B PykoBogacTse agmuHucTpaTopa Kaspersky Embedded Systems Security Bbl MoxeTe HaliTh HbopMaumio 06
yCTaHOBKe, YAaneHum, HacTPOiKe 1 NCMOb30BaHNN MPOrpaMMbl.

ObcyxpeHune nporpamm “Jlabopatopun Kacnepckoro' B coobuiecTse
nonb3oBaTenen

Ecnu Baw Bonpoc He TpebyeT CpOYHOro OTBETA, Bbl MOXETE 0BCYONTb ero co crneuyanmctamu "Jlabopatopun
Kacnepckoro” 1 gpyriMu nonb3oBaTensMim B HalleM cOoBLIECTBE .

B coobLuecTBe Bbl MOXETE MPOCMaTPUBaTL OMyBIMKOBaHHbIE TEMbI, [O6ABNSATH CBOV KOMMEHTapUW, CO3A4aBaThb
HOBbIE TEMbI 151 06CY>XAEHNS.
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Kaspersky Embedded Systems Security

OTOT pasnen CoAepPXUT onuncaHne GyHKLMIA, KOMMOHEHTOB 1 kKomsiekTa nocTtasku Kaspersky Embedded Systems
Security, nepeyeHb annapaTHbIX 1 NporpaMMHbIx TpebosaHuii Kaspersky Embedded Systems Secuirity.

KomnnekT nocTtasku

B koMnnekT nocTaBku BXOANT NPOrpamMma-npriBETCTBIYE, N3 KOTOPOW Bbl MOXETE BbIMOSHWTL Crefytolie AeiCTBIS:
* 3anycTuTb MacTep ycTaHoBku Kaspersky Embedded Systems Security;
* 3anycTuTb MacTep yctaHoBku KoHconu Kaspersky Embedded Systems Security;

® 3anycTuTb MacTep ycTaHoBku [narvHa ynpasneHus Kaspersky Embedded Systems Security, koTopbiit
no3BonsgeT ynpaBnsTb nporpammoit yepes Kaspersky Security Center;

* npounTaTb PyKOBOACTBO agMUHNCTPATOPA;
* nepelitn Ha cTpannuy Kaspersky Embedded Systems Security Ha Be6-calite "JlabopaTtopumn Kacnepckoro”;

* nepelitn Ha Beb-caliT Cny>kObl TEXHUYECKOWN NOAAERKKN &;

* npounTaTtbh MHbOopMaLMIo O TekyLeM Beinycke Kaspersky Embedded Systems Security.

Manka \console conepxunT daiinbl ans yctaHoskn KoHconm nporpammel (Habop komnoHeHToB CpeacTsa
AnmuHncTpuposaHus Kaspersky Embedded Systems Security).

Manka \product copepxuTt cnepytoLume dannbi:

e daiinbl gns yctaHosku komnoHeHToB Kaspersky Embedded Systems Security Ha 3awpuiaemoe ycTpolicTse nog
ynpasneHnem 32-pa3spsaHoli nnmn 64-paspsiaHoii onepauroHHol cucTemsl Microsoft Windows;

e aiin ons yctaHosku [narvHa ynpasnenus Kaspersky Embedded Systems Security uepes Kaspersky Security
Center;

® apXuB aHTUBMPYCHbIX 6as, aKTyaJlbHbIX Ha MOMEHT BbIlyCKa NnporpamMmmbl;
b cba|7|n ¢ TekcToM JInueHanoHHoro cornatuenns n Monntukm KOHCI)VI,D,eHLI,I/Ia}'IbHOCTVI.

Manka \product_long_term copepxuT dalinsbl ycTaHoBKM KoMroHeHToB Kaspersky Embedded Systems Security un
MnarvHa ynpaeneHns 6e3 aHTUBMPYCHbIX 6a3.

Manka \setup comepxuT dalinbl, HeobxoOMmble 419 3arnycka NPOorpPamMmMbl-NPUBETCTBUS.

Malinbl KOMMeKTa NOCTaBKM pacronaratoTCs B pasHbIX Nankax B 3aBUCUMOCTU OT VX NMpefHasHayveHns (CM. TabnuLy
Huxe).

@alinbl komnnekTa noctaeku Kaspersky Embedded Systems Security
®aiin HasHaueHue

autorun.inf ®daiin aBTO3anycka macTepa yctaHoBku Kaspersky Embedded
Systems Security npu ycTaHOBKE NPOrpamMmbl CO CbEMHbIX ANCKOB.

release_notes.txt Ddaiin copepXunT nHdopMaLmio 0 BEPCUMN.
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migration.txt Ddaiin ¢ onucaHnem nepexoda ¢ npenblayLwmyx BepCculi NporpamMmbl.
setup.exe ®daiin 3anycka NnporpamMmbl NPUBETCTBIS (3anyckaeT setup.hta).

\console\esstools_x86.msi MakeT ycTaHoBLwka Windows. YcTaHaBnvBaeT KoHCoMb NporpamMmbl Ha
yrnpaBnsieMoe YCTPOMCTBO C 32-paspsaHoil ornepaLioHHOM CUCTEMOV
Microsoft Windows.

\console\esstools_x64.msi MakeT ycTaHoBwwka Windows. YcTaHaBnvBaeT KoHcomb NporpamMmbl Ha
ynpaBnsgemMoe YCTPONCTBO C 64-pa3psaHoii onepaLiOHHON CUCTEMONA
Microsoft Windows.

\console\setup.exe Mdaiin 3anycka macTepa yCTaHOBKM AN Habopa KOMMOHEHTOB
CpencTBa agMUHUCTPUPOBaHNS (BktovatoLlero B cebs KoHcornb
nporpamMmbl); 3anyckaeT ¢daiin naketa ycTaHoBKM esstools.msi ¢
YKa3aHHbIMM B MacTepe napamMeTpamMmm yCTaHOBKW.

\product\bases.cab ApxuB aHTMBUPYCHbIX 6a3, aKTyasbHbIX Ha MOMEHT Bbirycka
nporpammbi.
\product\setup.exe ®dariin pnga yctaHosku Kaspersky Embedded Systems Security Ha

3aLLMLLAEMOM YCTPONCTBE C MOMOLLBIO MacTepa yCTaHOBKY;
3anyckaeT ¢aiin naketa yCTaHOBKMN €SS.Msi C yKasaHHbIMY B MacTepe
napameTpamu.

\product\ess_x86.msi MakeT ycTaHoBLwka Windows. YcTaHaBnmBaeT Kaspersky Embedded
Systems Security B KOHQUrypaumm 3awmra KOMMNbIOTERA C NOMOLLLIO
aHTUBMPYCHbIX 6a3 (7 Ha 3aLyLLLaeMoe YCTPONCTBO C 32-pa3psgHor
onepaumoHHoi cuctemoit Microsoft Windows.

Ecnu BbiGpaHa koHPUrypaums "3almta KoMmnbloTepa C MOMOLLbIO
aHTVBMPYCHbIX 6a3", Bce komnoHeHTbl Kaspersky Embedded
Systems Security, KpomMe KOMMOHEHTOB YNpaBneHNe CETEBLIM
aKpaHoM 1 CUYETUMKM MPON3BOANTENBHOCTY, BKIIKOUYEHbI MO
YMOSYaHUIO.

Mpwn ycTaHoske Kaspersky Embedded Systems Security B
KoHdUrypaumm "3aluyta KoMMbloTepa C MOMOLLbIO aHTUBUPYCHbIX
6a3s" noBepx Bepcum NporpamMmbl, B KOTOPOW HE NCMOSb3YEeTCS
CUrHaTYpPHbI aHanM3 1 aHTUBUPYCHble 6asbl 41 3aLLAThI
KOMMbloTepa, HAbOP KOMMOHEHTOB NMPOrpamMmbl byneT
aBTOMAaTNYECKM pacLUMPEH 3a cueT 4OOaBNeHNs Crenyowmx
KOMMOHEHTOB:

* [locTosiHHag 3awwmTa dalinos
* [lpoBepka no TpeboBaHmo

e 3alTa OT CEeTEBbIX YrpPO3

\product\ess_x64.msi MakeT ycTaHoBLwmka Windows. YcTaHaBnmsaeT Kaspersky Embedded
Systems Security B KOHGUrypaumm 3awmra KOMMNbIOTERA C NOMOLLLIO
aHTUBMPYCHbIX 6a3 (7 Ha 3alMLL,aeMoe YCTPOCTBO ¢ 64-pa3psaHol
onepauuoHHoi cuctemoit Microsoft Windows.
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\product\ess.kud

\product\klcfginst.exe

\product\licensetxt

\product_long_term\setup.exe

\product_long_term\ess_x86.msi

Ecnu BbiBpaHa koHpUrypaums "3aLumyta KoMnboTepa C NMOMOLLbIO
aHTUBMPYCHbIX 6a3", Bce koMmnoHeHTbl Kaspersky Embedded
Systems Security, KpoMe KOMNOHEHTOB YNpaBneHne ceTeBbIM
aKpaHoM 1 CUYETUMKN MPON3BOANTENBHOCTM, BKIIKOUYEHbI MO
YMOMUYaHIO.

Mpwn ycTaHoske Kaspersky Embedded Systems Security B
KoHbUrypaumm "3aLumTa KOMMbIoTEPa C MOMOLLBIO aHTUBUPYCHbBIX
6as" noBepx BepCu NPOorpamMmbl, B KOTOPOIA HE NCMOSb3YyeTCs
CUrHaTYpPHbI @aHann3 1 aHTUBMPYCHbIE 6a3bl AN 3aLUUTbI
KoMMbtoTepa, Habop KOMMOHEHTOB NPOrpamMmbl OyaeT
aBTOMAaTMYECKM PacLUMPEH 3a cYeT JoOaBNeHNs Cneayowumx
KOMMOHEHTOB:

* [locTosHHas 3alwmTa dalinos
e [IpoBepka no TpeboBaHmio

e 3alwuTa OT CeTeBbIX yrpos

®darin B popmaTe Kaspersky Unicode Definition ¢ onncaHnem naketa
YCTaHOBKW AN yaaneHHon yctaHosku Kaspersky Embedded Systems
Security yuepes Kaspersky Security Center.

Mporpamma yctaHoBku [narvHa ynpasneHus Kaspersky Embedded
Systems Security uepes Kaspersky Security Center. YcTaHoBUTE
[narvH ynpaBneHns Ha KaXxaoM 3alUyLLLaeMOM YCTPOMCTBE, Ha
KOTOpOM ycTaHoBneHa KoHcornb agMuHcTprpoBaHus Kaspersky
Security Center, ecnu Bbl nnaHupyeTe ynpasnsaTtb Kaspersky
Embedded Systems Security uepes Hee.

®aiin ¢ TekcTom JIMueHanoHHoro cornawenns n MNonnTukn
KOHCI)I/ID,eHLI,I/Ia}'IbHOCTVI.

®aiin pnga yctaHosku Kaspersky Embedded Systems Security Ha
3alLUMLLAEMOM YCTPONCTBE C MOMOLLbIO MacTepa YCTaHOBKMY;
3anyckaeT daiin naketa yCTaHOBKU €SS.Msi C yka3aHHbIMY B MacTepe
napameTpamu.

MakeT ycTaHoBLwumka Windows. YcTaHaBnmeaeT Kaspersky Embedded
Systems Security B KoH®Urypaummn 3awmta KoMmnbioTepa C MOMOLLbIO
TexHosnorum "sanpeT no ymonyaHuio” (2 Ha 3aLmiaemMmoe YCTPONCTBO C
32-paspsaHoli onepaumnonHoi cuctemoi Microsoft Windows.
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KoMmnoHeHTbI, oTBevaloLLe 3a OBHOBMEHNS, HE BXOASAT B
KOHUrypaumio "3alimTa KOMMbloTepa C MOMOLLBHO
TEXHOMOrMK "3anpeT Mo YMOMYaHMo",

Ecnwn BbiGpaHa koHpUrypaums "3alumta KoMrnbloTepa C MOMOLLbIO
TEXHONOTMM "3aMPEeT MO YMOMYaHWIO", TO MO YMOYaHWNIO BKIIKOYEHDI
crefyoLme KOMMOHEHTbI:

e Core
* 3awmTa OT 3KCMIONTOB
e KoHTpornb 3anycka nporpamMm

* 3Hayok obnacTu yBeooMneHui

Mpwn ycTaHoske Kaspersky Embedded Systems Security B
KoHdUrypaumm "3alumta KOMMbloTepa C MOMOLLbIO TEXHONOMN
"3anpeT Mo yMOnYaHmo" MoBepx BEPCUM NPOrpamMmMbl, B KOTOPOWA
NCMONb3YIOTCH CUrHATYPHbIV aHann3 1 aHTVBUPYCHbIE Basbl AN
3aLUMThl KOMMblOTEPA, HABOP KOMMOHEHTOB NPOrpamMmvbl 6yaeT
aBTOMaTNYECKMN COKPALLEH 3a CHYET yoaneHns CneayoLmx
KOMMOHEHTOB:

¢ [locTosiHHas 3awmTa dalinos
e [IpoBepka no TpeboBaHmio

¢ KOMMOHEHThI, OTBeYvatoLLme 3a OBHOBNEHNS

PekomeHayeTcs NCnonb3oBaTh 3Ty KOHOUIrypaLmvio A1 3aLLnTbl
CUCTEM C OrpaHnYeHHbIMN pecypcami. B aTom criyyae Bbl
CMOXeTe aKTVBMPOBaTb MPOrpaMMy Ha OJINTESNbHbIN CPOK, a
KOMMoHeHT KoHTposb 3anycka nporpamMm o6ecneunT 3alumTy
KOMMbloTepa.

\product_long_term\ess_x64.msi MakeT ycTaHoBLwmka Windows. YcTaHaBnmsaeT Kaspersky Embedded
Systems Security B KOHGUrypaumm 3awmra KOMNbIOTERA C MOMOLLLIO
TexHonoruu "3anpeT nNo yMmonyaHuio" () Ha 3aLllMLLaeMoe YCTPOWCTBO C
64-paspsagHoii onepaumoHHoin cuctemoit Microsoft Windows.
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KoMmnoHeHTbI, oTBevaloLLe 3a OBHOBMEHNS, HE BXOASAT B
KOHUrypaumio "3alimTa KOMMbloTepa C MOMOLLBHO
TEXHOMOrMK "3anpeT Mo YMOMYaHMo",

Ecnwn BbiGpaHa koHpUrypaums "3alumta KoMrnbloTepa C MOMOLLbIO
TEXHONOTMM "3aMPEeT MO YMOMYaHWIO", TO MO YMOYaHWNIO BKIIKOYEHDI
crefyoLme KOMMOHEHTDI:

e Core
* 3awmTa OT 3KCMIONTOB
e KoHTpornb 3anycka nporpamMm

* 3Hayok obnacTu yBeooMneHui

Mpwn ycTaHoske Kaspersky Embedded Systems Security B
KoHdUrypaumm "3alumta KOMMbloTepa C MOMOLLbIO TEXHONOMN
"3anpeT Mo yMOnYaHmo" MoBepx BEPCUM NPOrpamMmMbl, B KOTOPOWA
NCMONb3YIOTCH CUrHATYPHbIV aHann3 1 aHTVBUPYCHbIE Basbl AN
3aLMThl KOMMblOTEPA, HABOP KOMMOHEHTOB NMPOrpamMmvbl 6yaeT
aBTOMaTNYECKMN COKPALLEH 3a CHYET yoaneHns CneayoLmx
KOMMOHEHTOB:

¢ [locTosiHHas 3awmTa dalinos
e [IpoBepka no TpeboBaHmio

¢ KOMMOHEHThI, OTBeYvatoLLme 3a OBHOBNEHNS

PekomeHayeTcs NCnonb3oBaTh 3Ty KOHOUIrypaLmvio A1 3aLLnTbl
CUCTEM C OrpaHnYeHHbIMN pecypcami. B aTom criyyae Bbl
CMOXeTe aKTVBMPOBaTb MPOrpaMMy Ha OJINTESNbHbIN CPOK, a
KOMMoHeHT KoHTposb 3anycka nporpamMm o6ecneunT 3alumTy
KOMMbloTepa.

\product_long_term\ess_light kud ®daiin B popmaTe Kaspersky Unicode Definition ¢ onvncaHnem naketa
YCTaHOBKW AN yoaneHHon yctaHoBku Kaspersky Embedded Systems
Security yepes Kaspersky Security Center.

\product_long_term\klcfginst.exe Mporpamma yctaHoBku [NnarvHa ynpasneHus Kaspersky Embedded
Systems Security uyepes Kaspersky Security Center. YcTaHoBuTe
lNnarvH ynpasnerns Ha KaxxaoM 3alLLaeMomM YCTPOCTBE, Ha
KOTOpOM ycTaHoBneHa KoHconb agMuHucTpripoBaHus Kaspersky
Security Center, ecnu Bbl nnaHupyeTe yrnpasnatb Kaspersky
Embedded Systems Security uepes Hee.

\product_long_term\license.txt ®dalin ¢ TekcToM JIMLEH3MOHHOrO cornalleHns 1 MNoanTukin
KOHPUOEHLMANbHOCTH.
\setup\setup.hta ®dalin 3anycka NporpamMmbl MPUBETCTBUS.

AnnapaTtHble 1 NporpamMmMHble TpeboBaHNS
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Meper yctaHoBkol Kaspersky Embedded Systems Security Heobxoaymo yoanuiTtb C yCTpOMCTBa gpyrie
aHTVBMPYCHbIE MPOrpamMmbl.

MNporpammHble TpeboBaHMs K 3aLLMLLLAEMbIM YCTPOCTBaM

Bbl MmoxeTe ycTaHoBuTb Kaspersky Embedded Systems Security Ha komnbtoTepe nop, ynpaenerem 32-paspsaHol
nnn 64-paspsiaHolt onepauoHHoi cuctemsl Microsoft Windows.

[lns ycTaHOBKM 1 KOPPEKTHOM paboTbl MPOrpaMmbl Ha 3aLLMLLAEMOM YCTPOCTBE MO, yNpaBneHem
onepaumoHHoli cuctembl Windows XP TpebyeTcs Hannume ycTaHosLvika Windows Bepcun 3.1.

[ns yctaHoBkM 1 paboTbl Kaspersky Embedded Systems Security Ha 3alumLLaembix yCTpoicTBax co
BCTPOEHHBIMY ONEPALMIOHHBIMI CUCTEMaMN HEOBXoAMM KoMmoHeHT [dncrneTuep dunbTpos (Filter Manager).

Bbl MmoxeTe ycTaHoBuTb Kaspersky Embedded Systems Security Ha ycTpoiicTBO nof ynpasneHnem ogHol 13
cnenyoLmx 32- nnu 64-paspsaHbix onepaumoHHbix cuctem Microsoft Windows:

e Windows XP Embedded SP3 (32-paspsanHas);

¢ Windows Embedded POSReady 2009 (32-paspsaHas);

e Windows XP Professional SP2 / SP3 (32-paspsanHas, 64-paspsiaHas);

e Windows Embedded Standard 7 SP1(32-paspsaHas, 64-pa3psaHas);

* Windows Embedded Enterprise 7 SP1(32-pa3psaHas, 64-paspsnHas);

* Windows Embedded POSReady 7 (32-paspsanHas, 64-paspsaHas);

e Windows 7 Professional / Enterprise SP1(32-paspsagHas, 64-paspsaHas);

e Windows Embedded 81Industry Professional / Enterprise (32-pa3psgHas, 64-paspsoHas);

* Windows Embedded 8.0 Standard (32-pa3spsiaHas, 64-pa3psaHas);

* Windows 8 Professional / Enterprise (32-paspsaHas, 64-pa3psaHas);

e Windows 81 Professional / Enterprise (32-paspsagHas, 64-paspsiaHast);

e Windows 10 Professional / Enterprise (32-pa3psiaHas, 64-paspsnHas);

e Windows 10 loT Enterprise (32-paspsnHas, 64-paspsiaHas);

e Windows 10 Bepcun 1607 Professional / Enterprise / loT Enterprise (32-paspsaHas, 64-pa3psnHas);
e Windows 10 Bepcun 1703 Professional / Enterprise / loT Enterprise (32-paspsigHasi, 64-pa3psaHas);
e Windows 10 Bepcun 1709 Professional / Enterprise / loT Enterprise (32-pa3psgnHas, 64-paspagHas);

e Windows 10 Bepcun 1803 Professional / Enterprise / loT Enterprise (32-pa3psaHas, 64-paspsoHas);
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Windows 10 Bepcun 1809 Professional / Enterprise / loT Enterprise (32-paspsagHas, 64-paspsaHas);

Windows 10 Bepcun 1909 Professional / Enterprise / loT Enterprise (32-paspsanHas, 64-paspsiaHas);

Windows 10 Enterprise LTSC 2016 (32-pa3spsiaHas, 64-paspsaHas);

Windows 10 Enterprise LTSC 2019 (32-pa3psiaHas, 64-paspsnHas);

AnnapaTHble TpeboBaHNS K 3aLUKMLLLaEMbIM YCTPONCTBaM

AnnapaTHble TpeboBaHWs K 3aLlMLLaeMOMY YCTPONCTBY pasfMyaloTCs B 3aBUCMOCTYN OT BEPCUMN ONepaLoHHO
cuctembl Windows.

e AnnapaTHble TpeboBaHWs Ans YCTPOCTB ¢ onepaLoHHbiMu cuctemamun Windows XP (32 / 64-paspsoHas),
Windows 7 (32-paspsaHas), Windows 8 (32-paspsanHas), Windows Embedded XP, Windows Embedded
POSReady 2009 n Windows Embedded POSReady 7:

* MuH1ManbHas KoHGUrypaums:
* O6bem AMCKOBOro NPOCTPaHCTBa:
® 1519 ycTaHOBKM KomroHeHTa KoHTpornb 3anycka nporpamm — 50 MB;
® 1519 yCTaHOBKM BCex koMnoHeHToB Kaspersky Embedded Systems Security — 2 'B.
* O6bem onepaTVBHON NaMATY:

e 256 Mb ons ycTaHOBKM TOMbKO KOMMOHeHTa KOHTponb 3arnycka NporpamMm Ha YCTPOWCTBO C
onepaumoHHoin cuctemoin Microsoft Windows;

e 512 MB gns BbINONHEHNS MOMHOWM YCTaHOBKM BCEX KOMMOHEHTOB.
* TpeboBaHug K NpoLieccopy:

* nng 32-paspsaHbix onepaumoHHbix cuctem Microsoft Windows:
14 'y, ooHOSOEPHbIN;
Intel® Pentium® ll.

* 019 64-paspsaHbix onepaunoHHbix cuctem Microsoft Windows:
1,4 T, ooHOSAOEPHDIN;
Intel Pentium IV.

* PekomeHpayemas KOHbUIypaLmns:
* Ob6bem AMCKOBOro NPOCTPaHCTBa:
® [15 yCTaHOBKW KOMMOHeHTa KoHTponb 3anycka nporpamm — 2 ['B;
® 519 ycTaHOBKM Bcex koMnoHeHToB Kaspersky Embedded Systems Security — 4 I'b.
* OnepatvBHas namaTe: 2 I'B.

* TpeboBaHug k npoueccopy: 2,4 [TL, YeTbipexbanepHbIii.
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e AnnapaTHble TpeboBaHWs Ans YCTPOCTBa ¢ onepaumoHHbiMu cuctemamn Windows 7 (64-paspsaaHas), Windows
8 (64-paspsagHas), Windows 10 (64-paspsaHas), Windows Embedded 7 n Windows Embedded 8:

* MuH1ManbHas KoHbUrypaums:

e O6bem ANCKOBOro NPOCTPaHCTBa:

® 159 ycTaHOBKM KomrnoHeHTa KoHTpornb 3anycka nporpamm — 50 MB;

® 1519 yCTaHOBKM BCex koMnoHeHToB Kaspersky Embedded Systems Security — 2 'B.
e OnepaTueHas namaTe: 17B.
* TpeboBaHus K MpoLieccopy:

* nns 32-paspsaHbix onepaumoHHbix cuctem Microsoft Windows:

14 T, ooHOSOEPHDIN;

Intel Pentium IlI.

e nns 64-paspsaHbix onepaLoHHbix cuctem Microsoft Windows:
14 T, ooHOSOEPHDIN;
Intel Pentium IV.

* PekomeHpyemasi KOHGUrypaLms:
e O6bem ANCKOBOro NPOCTPaHCTBa:
® 719 yCTaHOBKM KoMnoHeHTa KoHTponb 3anycka nporpamm — 2 I'6;
® N9 ycTaHoBKM Bcex koMnoHeHToB Kaspersky Embedded Systems Security — 4 I'B.
e OnepaTvBHas namats: 2 ['B.

e TpeboBaHug k npoueccopy: 2,4 [T, YeTbipexbanepHbIii.

DyHKUMOHanNbHbIE TPEOOBAHNS 1 OrPaHNYEHNS]

B aTom pasnene npveedeHo onvcaHne LonoaHUTENbHbIX GyHKLIMOHANbHBIX TPEGOBaHWIN 1 CYLLECTBYIOLLAX
orpaHuyeHuii komrnoHeHToB Kaspersky Embedded Systems Security.

YcTaHoBKa 1 yoaneHue

* Bo Bpems yCTaHOBKU MPOrpamMmMbl OTOBpaxaeTcs MpeaynpexneHe, eCnm HOBbI MyTb K Nnarnke yCTaHOBKM
Kaspersky Embedded Systems Security cogepxuT 6onee 150 cmBonoB. OTo NpeaynpexneHne He BIMseT Ha
npoLecc ycTaHoBku. [Tporpamma Kaspersky Embedded Systems Security 6yneT ycneluHo ycTaHoBneHa 1
3anyLueHa.

e [119 yCTaHOBKM KOMMOHEHTOB, NoaaepxumsatoLmx npotokon SNMP, Bam HyxHO nepesanyctuTb cnyx6y SNMP,
€C/ OHa 3anyLLleHa.
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e [1ns yctaHoBku 1 paboTbl Kaspersky Embedded Systems Security Ha ycTpolicTBax co BCTPOEHHOM
onepauUVioHHO CUCTEMOW HY>XHO YCTaHOBMTb KOMMOHEHT [dycneTyep ¢bunbTpos.

e YcTtaHoBka CpencTts agMuHUCTpUpoBaHus Kaspersky Embedded Systems Security HeBoamoxxHa cpencTsamm
rpynnoBbix nonutuk Microsoft Active Directory®.

¢ [lpn ycTaHOBKE NpOrpammbl Ha YCTPOICTBA C YCTapeBLUEN BEpCUeE OnepaLiOHHON CUCTEMBI, A1 KOTOPO
HEBO3MOXHO PErynspHOE NosyYeHne 0BHOBNEHIIA, HY>KHO NMPOBEPUTL CREAyIOLLE KOPHEBBIE CepTUdUKaTLI:
DigiCert Assured ID Root CA, DigiCert_High_Assurance_EV_Root_CA, DigiCertAssuredlDRootCA. Ecnn aTun
cepTuduKaTbl OTCYTCTBYIOT, MPOrpamMmMa MOXeT paboTaTb HEKOPPEKTHO. PekoMeHayeTcs yCTaHOBUTD
yKasaHHble cepTudUKaThl IOObIM BOZMOXHbBIM CIOCOBOM.

e KoHcornb Kaspersky Embedded Systems Security HeBoamoxHoO yoanuTe 13 meHto IMNyck. KoHconb Kaspersky
Embedded Systems Security MOXHO yaanTb C MOMOLLIO CCbIfIKM B OKHE YCTaHOBKa / yaaneHve nporpamm.

MoHnTOpUHr dalinoBbix onepauuii

Mo ymonyaHuto KOMNoHeHT MOHUTOPUHI PaiinoBbix onepaLmii He NPOBEPSET N3MEHEHNS B CUCTEMHbIX Marnkax v B
cnyxebHbix daiinax painnosoi crucTemel, YTo6bl MHGOPMaLING O CTaHAAPTHBIX 3MEHEHWSX GaiinoBs, MOCTOSIHHO
OCYLLLECTBISIEMbIX OMEepPaLMOHHON CUCTEMON, He NMonaaana B OTYET BbINONHEeHUs 3aaayun. Henb3as BpyyHyio 4o6aBnTb
3TW Nanky B 061acTb MOHUTOPUHIa.

Cne,u,yrou.l,me nankum v CI)aVIﬂbI VICKJTIoUeHbl N3 obnacTu MOHUTOPWHra:

e CnyxebHble paiinbl NTFS ¢ noeHtudpmrkatopom daiina ot O go 33

"%SystemRoot%\\Prefetch\\"

* "%SystemRoot%\\ServiceProfiles\\LocalService\\AppData\\Local\\"
* "%SystemRoot%\System32\\LogFiles\Scm\\"

* "%SystemRoot%\\Microsoft. NET\\Framework\\v4.0.30319\\"

* "%SystemRoot%\\Microsoft. NET\\Framework64\v4.0.30319\\"
* "%SystemRoot%\\Microsoft. NET\\"

* "%SystemRoot%\System32\\config\\"

* "%SystemRoot%\Temp\\"

* "%SystemRoot%\\ServiceProfiles\\LocalService\\"

* "%SystemRoot%\\System32\winevt\\Logs\\"

* "%SystemRoot%\System32\wbem\\repository\\"

* "%SystemRoot%\\System32\wbem\\Logs\\"

e "%ProgramData%\\Microsoft\Windows\WER\\ReportQueue\\"

* "%SystemRoot%\\SoftwareDistribution\\DataStore\\"
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"%SystemRoot%\\SoftwareDistribution\\DataStore\\Logs\\"
"%ProgramData%\\Microsoft\Windows\\ AppRepository\\”
"%ProgramData%\\Microsoft\\Search\\Data\\ Applications\Windows\\"
"%SystemRoot%\\Logs\SystemRestore\\"

"%SystemRoot%\\System32\\ Tasks\\Microsoft\Windows\\TaskScheduler\"

Nporpamma nckoyaeT nanky BepxXHero ypoBHS.

KOMMOHEHT He OCyLLEeCTBNSET MOHUTOPUHI N3MeHeHW B dpaiinax, KoTopble MPOUCXOAST B 0bxon dalinosoi
cuctembl ReFS/NTFS (nameHeHuns, coenanHble yepes BIOS, LiveCD v T.4o.).

YnpaBneHve ceTeBbIM 9KpaHOM

PaboTa c IP-agpecamu B popmaTe IPvé HepgocTynHa, ecnm obnacTb ykasaHHOro NpaBuia COCTOUT U3 OOHOIO
afpeca.

TekyLume npasuna NoAMTUKN CETEBOro aKpaHa NOAAEPXKMBAIOT OCHOBHbIE CLIEHAPUM B3aUMOAENCTBNS MEXIY
3almwaemMsivm yctpoiicteammn n CepBepom agMUHUCTpUpoBaHus. [ns ncnonbsosaHus eyHkumin Kaspersky
Security Center B nosiHoOM 06beme Hy>KHO BPYYHYO HaCTPOWTb NpaBuna 4ns nopToB. VIHpopmaLms o Homepax
MOPTOB, MpoToKonax 1 nx GyHKUMSx npuseneHa B base sHaHuli Kaspersky Security Center

(https:/support.kaspersky.ru/ksclO, ctatba 9297).

Mporpamvma He KOHTPONMPYET N3MEHEHVE NPaBU 1 rpynn Npasun 6paHamayapa Windows Bo Bpems
BbINOJIHEHNS 3a4aun YNpaBreHne CeTeBbIM 9KPaHOM, €C/V 3T Npasuia He Jo6aBneHbl B KOHGUIypaumio 3aaadm
NpW yCTaHOBKe MporpamMMbl. YTobbl OGHOBUTL CTaTYC U yUNTbIBaTb Takue NpaBuia, Hy>KHO nepesanycTuTb
3afavy YnpasrneHve ceTeBbIM 9KPaHOM.

I'Ip|/| 3anycke sagayn anaBneHme CceTeBbIM 3KpaHOM crieyloLlne Tunbl npasu aBTOMatn4yeCkn yoandaroTcya 13
napamMmeTpoB CETEBOro aKpaHa OI'IepaLI,I/IOHHOI\/‘I CUCTEMDI:

® 3anpeularoume npasuna,

® npaBuia MOHUTOPWHIa Ncxoggdiiero Tpad)l/lKa.
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YcTaHoBKa 1 yaaneHne nporpamMmmbl

OTOT pasfen CoOAePXUT NnoLuaroBble MHCTPYKLUMN Mo ycTaHoBke 1 yoaneHuto Kaspersky Embedded Systems
Security.

Kogpl nporpammMHbix komnoHeHToB Kaspersky Embedded Systems Security
LN cny>obl ycTaHoBwka Windows

®aiinel \product_long_term\ess_x86.msi n \product_long_term\ess_xé4.msi npegHasHayeHbl Ais yCTaHOBKM
Kaspersky Embedded Systems Security B koHbUrypaummn 3awmra komnbioTepa ¢ MOMOLLbIO TEXHOIOrUM "3anpeT no
yMonuyanuo" 3, a daiinel \product\ess_x86.msi n \product\ess_x64.msi npegHasHaueHbl ang yctaHosku Kaspersky
Embedded Systems Security B koHbUrypaumm 3awmra koMnbioTepa ¢ MOMOLLbIO aHTUBURYCHbIX 6a3 7.

Ecnun BoiBGpaHa koHbUrypaLums "3alumTa KoMnbtoTepa C MOMOLLIO aHTUBMPYCHbIX 6a3", BCe KOMMOHEHTHI
Kaspersky Embedded Systems Security, kpome KOMNOHEHTOB YnpaBneHne ceTeBbiM akpaHoM 1 CUeTunkin
npon3BoOONTESIbHOCTW, BKTKOYEHbI MO YMON4YaHuIo.

Mpw ycTaHoske Kaspersky Embedded Systems Security B koHdUrypaumm "3alumta KoMibloTepa C MOMOLLbIO
aHTVBUPYCHbIX 6a3" MOBEpX BEPCUN MPOrPaMMbl, B KOTOPOI HE UCMOMb3YeTCs CUrHaTYPHbIA aHanmns v
aHTUBMPYCHblE 6a3bl ANg 3aLMThI KOMMboTEPa, HABOP KOMMOHEHTOB MPOorpamMmMbl 6yaeT aBToMaTUYeckn
paclupeH 3a cueT [o6aBneHrs CrneayoLwmx KOMINOHEHTOB:

e [locTosHHas 3alwmTa paiinos
¢ [lpoBepka no TpeboBaHMo

e 3allnTa OT CeTEBbIX yrpos
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KommoHeHTbI, oTBevatoLLe 3a OBHOBMNEHWS, HE BXOOAT B KOHGUrypaumto "3alumTa KoMnbioTepa ¢
MOMOLLbIO TEXHOSIOTU "3anpeT Mo YMOM4YaHWo".

Ecnun BbibpaHa koHGUrypaLms "3aLumTa KoMMbloTepa C MOMOLLbIO TEXHOMOTN “3anpeT Mo YMOMYaHmo", TO Mo
YMOJTHYaHWIO BKTIOYEHbI CreayoLme KOMMOHEHTbI:

e Core
® 3alumMTa OT 3KCMIONTOB
¢ KoHTposb 3amnycka nporpamm

* 3Hauyok obnacTu yBefoMneHui

Mpw ycTaHoske Kaspersky Embedded Systems Security B koHbUrypaumm "3alumta KoMnbloTepa C MOMOLLbIO
TEXHONOrnm "3anpeT No YMONYaHMIO" MOBEPX BEPCUM MPOrpaMmMbl, B KOTOPOM NCMOSb3YIOTCS CUrHATYPHbIN
aHanms 1 aHTVBUPYCHbIe 6a3bl 4719 3aLLUTbI KOMMblOTEPa, HABOP KOMMOHEHTOB NMPOrpaMmMbl ByaeT
aBTOMaTMYECKM COKpPaLLEH 3a CHeT yaaneHns CleayoLmx KOMMOHEHTOB:

¢ [locTosgHHas 3awyTa painos
¢ [lpoBepka no TpeboBaHMio

e KOMMOHEHTbI, OTBevatoLLme 3a obHoBNEHUS

PekomeHpayeTcs ncnonb3osaTth 3Ty KOHOUIrypaLmio A1 3alTbl CUCTEM C OFpaHNYeHHbIMY pecypcamu. B atom
Cryyae Bbl CMOXeTe aKTVBUPOBaTb MPOrpaMmMy Ha AJIMTENbHbIV CPOK, @ KOMMOHEHT KOHTpOsb 3amycka
nporpamm ob6ecneunT 3aLmTy KOMMbloTepa.

®alinbl \console\esstools_x86.msi n \console\esstools_x64.msi ycTaHaBnMBatoT BCE NPOrpPaMMHbIE KOMMOHEHTbI
Habopa CpepncTBa agMUHNCTPUPOBaHNS.

B cnepytowwmx paspenax npreemneHsl kodbl koMmrnoHeHTos Kaspersky Embedded Systems Security ons cnyx6bl

ycTaHoBwwka Windows. Bbl MoxeTe ncnonb3oBaTb 3T KoApl, YTObbI 3a4aTb CMNCOK YCTaHaBIMBaeMbIX
KOMMOHEHTOB npu ycTaHoBke Kaspersky Embedded Systems Security na komaHOHOM CTPOKM.

[porpammHblie koMmnoHeHTbl Kaspersky Embedded Systems Security

B crnenytouLein Tabnuue npviBeneHbl KoLbl U ON1caHns MporpamMMHbIx koMrnoHeHToB Kaspersky Embedded Systems
Security.

OnucaHue nporpaMmmHbix komnoHeHToB Kaspersky Embedded Systems Security

KomnoHeHT WpeHtndnkatop DyHKLMN KOMMOHEHTA
OcHoBHas Core OTOT KOMMOHEHT BK/toUaeT B cebs Habop 6a30BbIX YHKLIAI
YHKLMOHANBHOCTb nporpamMmbl 1 obecrneumsaeT Ux paboTy.
KoHTponb 3anycka AppCtrl OTOT KOMMOHEHT OTCNEXMBAET MOMbITKM 3arycka nporpamm
nporpamm nonb3oBaTensMu 1 paspeLuaeT UK 3anpeLLaeT 3anyck B
COOTBETCTBUM C 384aHHbLIMV NPaBuIaMmn KOHTPONS 3arnycka
nporpamm.

KomnoHeHT peannayeTcs B 3agave KoOHTpOMb 3anycka
nporpamm.
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KoHTponb ycTpoiicTs

AHTUBMpPYCHas
3awmTa

3aluyTa OT CeTeBbIX
yrpos

[NpoBepka no
TpeboBaHuo

[locTogHHag 3awmMTa
daiinos

Vicnonb3oBaHve
Kaspersky Security
Network

MoHuTOpPUHr
dalinoBbix onepauuii

3alwpTa oT
3KCMNMONTOB

YnpasneHve ceTesbiM
3KpaHoOM

Mopnyrnb nHTerpaumm
c AreHTom
aAMVHACTPUPOBaHMS
Kaspersky Security
Center

DevCtrl

AVProtection

IDS

Ods

Oas

Ksn

Fim

AntiExploit

Firewall

AKlIntegration

OTOT KOMMOHEHT OTCNEXMBAET MNOMbITKN MOAKOUYEHS
BHELUHWX YCTPONCTB K 3aLLMLLaeMOMy YCTPOWCTBY 1
3anpeLLaeT Unm paspeLlaeT UX NCMonb30BaHNE B
COOTBETCTBUM C 384aHHBLIMU NPaBIaMn KOHTPONS YCTPOWCTB.

KomnoHeHT peannayeTcd B 3apave KOHTPOmb yCTPONCTB.

OTOT KOMMOHEHT 0becneurBaeT aHTUBUPYCHYIO 3aLLUTY U
BK/OYaeT B cebs crieaytoLLme KOMMOHEHTHI:

¢ [IpoBepka no TpeboBaHMio

* [locTosHHas 3almTa palinos

OTOT KOMMOHEHT BbINOMHSAET NMPOBEPKY BXOISILLErO CETEBOMO
Tpadvka Ha Hanm4ne akTUBHOCTW, XapaKTEePHOW AN CeTEBbIX
aTak. [pv oBHapy>XeHW NOMbITKN CETEBOW aTakw, HaLeNeHHO
Ha BaLL komnbtoTep, Kaspersky Security ans Windows Server
BnokMpyeT CeTeBYIO aKTUBHOCTb CO CTOPOHbI aTaKyoLLLEero
KoMMbtoTepa.

OTOT KOMMNOHEHT yCcTaHaBnMBaeT cucTeMHble daiinel Kaspersky
Embedded Systems Security 1 BoinonHseT 3ana4n NpoBepKi
no TpeboBaHMIO (MpoBepka 06HEKTOB 3aLLUMLLAEMOrO
YCTPOICTBa, BbINOSIHAEMasi Mo KOMaHAae).

Ecnu, ycTanaenusas Kaspersky Embedded Systems Security
N3 KOMaHAHOWM CTPOKM, Bbl YKaXeTe Apyrie KOMMOHEHTbI
Kaspersky Embedded Systems Security, He ykasbiBas
kKomroHeHT Core, komnoHeHT Core ByneT ycTaHOBMEH
aBTOMaTNYECKM.

OTOT KOMMOHEHT BbINOMHSAET aHTUBMPYCHYIO NMPOBepKY dalinos
Ha 3aLLVILLLaeEMOM YCTPONCTBE Npu obpaLleHnn K 3Tum daiinam.

KomnoHeHT peanuayeT 3apnady NocTosHHas 3awyTa gainnos.

OTOT KOMMOHEHT obecrneurBaeT 3aLlUTy Ha OCHOBE 061auHbIX
TexHonoruii "labopaTtopun Kacnepckoro”.

KomnoHeHT peannsyeT 3apauy VicnonbsosaHme KSN (oTnpaska
3anpoCoB U NonyYeHne 3akioueHnin oT cryx6bl Kaspersky
Security Network).

OTOT KOMMOHEHT NO3BOSISIET PEMMCTPUPOBATL OrepaLi,
npovssoavmble Hag, dpaiinamm B BbiopaHHo obnacTu
MOHUWTOPVHTa.

KomnoHeHT peanusyeT 3agadvy MoHUTOPWHE dalinoBbix
onepauuii.

OTOT KOMMOHEHT obecrneurBaeT ynpasneHve napameTpamm
3alMTbl NPOLLECCOB B MaMSTX YCTPOWMCTBA.

OTOT KOMMOHEHT MPEAOCTaBNSET BOSMOXHOCTb YNpaBieHNs
6parnomayapom Windows yepes rpadpudeckuin nHTepdelic
Kaspersky Embedded Systems Security.

KomnoHeHT peann3yeT 3afgady anaBneHme CeTeBbIM SKPaHOM.

OTOT KOMMOHEHT obecneurBaeT cBs3b Kaspersky Embedded
Systems Security ¢ AreHToM agMUHCTpUpoBaHus Kaspersky
Security Center.
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AHanuns xypHanos

Habop cueTumkos
NMPON3BOANTENBHOCT
nporpamMmbl
CucTemMHbIi MOHUTOP

Moppep>xka SNMP-
npoTokona

3Hauok Kaspersky
Embedded Systems
Security B obnacTtu
yBeOOMIEHUI

Loglnspector

PerfMonCounters

SnmpSupport

TrayApp

Bbl MOXeTe yCTaHOBUTL 3TOT KOMMOHEHT Ha 3alLyLLLaeMOM
yCTPOWCTBE, eCnn Bbl NNaHVPyeTe YNpaBnsTb NporpaMmoNi
uepes Kaspersky Security Center.

KOMMOHEHT BbIMNOMHSAET KOHTPOSIb LIENMOCTHOCTY 3aLlMLLLAEMO
Ccpefpl Ha OCHOBE pPe3yNbTaToB aHanM3a >XypHarnosB CobbITulA
Windows.

KoMnoHeHT ycTaHaBnmBaeT Habop CYETUNKOB
NPON3BOANTENBHOCTI NPOrPamMmMbl CUCTEMHBIE MOHUTOP.
CueTunKmn NPON3BOANTENBHOCTI NO3BONSIOT N3MEPSTH
npoussoauTensHocTb Kaspersky Embedded Systems Security
N HAXOAWTb BO3SMOXHbIE Y3K1Me MecTa Mpw COBMECTHOW paboTe
Kaspersky Embedded Systems Security ¢ gpyrumm
nporpamMmamu.

KomMnoHeHT nyGnukyeT cueTumnkm n nosyLkmn Kaspersky
Embedded Systems Security uepes Simple Network
Management Protocol (npotokon SNMP) B Microsoft Windows.
OTOT KOMMOHEHT MOXHO YCTaHOBWTb Ha 3aL/LLaeMoe
YCTPOWCTBO, TOMBKO ECNN Ha HEM Y>Ke yCTaHOBNEeHa cny>b6a
SNMP.

KomnoHeHT oTobpakaeT 3Haqok Kaspersky Embedded
Systems Security B o6nacTu yBefomneHuii naHenu 3agad
3awmaemoro yctpoiictea. 3Hauok Kaspersky Embedded
Systems Security nokasbiBaeT COCTOSIHVE 3aLMThI YCTPOCTBA

1 NO3BONSET OTKPbITb KOHCOsb MpOrpamMmbl ¢ MOMOLLIO
Microsoft Management Console, ecnv oHa ycTaHOBMEHa, U
okHo O nporpamme.

[lporpaMmHbie KOMMOHEHTBI Habopa CpencTBa agMUHUCTPUPOBaHKS

B crnenytolein Tabnuue nprseneHbl KOLbl U OnmncaHne NporpaMmMHbIX KOMIOHEHTOB Habopa Cpenctea
adMUHUCTPUPOBaHUS.

OnucaHne nporpamMmmHbIX KOMMOHEHTOB Ha6opa Cpe,u.c‘rBa aoMVHNCTPUPOBaHNSA

KomnoHeHT Kon, DYHKLMM KOMMOHEHTA
OcHacTka MmcSnapin  KomnoHeHT ycTaHaBnunBaeT ocHacTky Microsoft Management Console ons
Kaspersky ynpasneHus Yepes KoHconb Kaspersky Embedded Systems Security.
gmk?cedded Ecnn npu yctaHoske Habopa "CpencTsa adMUHUCTPUPOBaHNS" N3
SYS eTS KOMaHAHOM CTPOKW, Bbl yKaxxeTe Apyrie KOMNoHeHTbl Habopa, HO He

ecunty yKaxuTe KomrnoHeHT MmcSnapin, komroHeHT MmcSnapin 6yaeT

YCTaHOBIEH aBTOMaTUYECKN.

HokymeHTaums  Help Kaspersky Embedded Systems Security nobasnseT spnblk A9 nepexoaa Ha

Beb-cainT "JlabopaTtopum Kacnepckoro', rae [okyMeHT "PykoBoacTBO
agMVHUCTpaTopa’ LOCTYneH B popmaTe OHNaH-cnpaBku. OTOT FpIblk
AOCTYyNeH 13 meHio Myck.

NameHeHns B cucteme nocne yctaHoskn Kaspersky Embedded Systems
Security

35



Mpwv coBmecTHol ycTaHoBke Kaspersky Embedded Systems Security n Habopa "Cpenctea agMUHUCTPUPOBaHMS",
BktovatoLero KoHconb nporpammbl, cnyx6a ycTaHoBLLvka Windows BbINONHAET Ha 3aLLML,aeMoM YCTPONCTBe
cnepytoLLe NUSMeHeHNs:

e cosapaet nanku Kaspersky Embedded Systems Security Ha 3alyLLaeMom yCTpoiCTBE 1 Ha 3aLUMLLAEMOM
YCTPOWCTBE, Ha KOTOPOM ycTaHoBneHa KoHCconb nporpammb;

e perucTpupyeT cnyx6bl Kaspersky Embedded Systems Security;
e cospaeT rpynny nonb3osatenein Kaspersky Embedded Systems Security;
* perucTpupyeT B cucTteMHoM peecTpe kmoun Kaspersky Embedded Systems Security.

OTN BMEHEHNS OnncaHbl HUXe.

MNankun Kaspersky Embedded Systems Security Ha 3awuiaemom ycTpolicTee

Mpw ycTaHoBke Kaspersky Embedded Systems Security Ha 3aluMLLL@eMOM YCTPONCTBE CO3AAI0TCS CleaytoLLme
nanku:

e 3apaHHasi no ymonyaHuto nanka yctaHoBku Kaspersky Embedded Systems Security, copepyxaliast
ncnonHsemole dainel Kaspersky Embedded Systems Security B 3aBUCMMOCTI OT paspsaHOCTY OnepaLiOHHONM
crcTemsl. [1o yMonuaHmio NCnonb3yloTCs CneaytoLye nanky yCTaHOBKY:

e B 32-x paspspaHoii Bepcum Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded
Systems Security\

e B 64-x paspsanHoii Bepcum Microsoft Windows: %ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Embedded
Systems Security\

e daiinbl Management Information Base (MIB), conepyalLye onncaHne CYeTUMKOB 1 NOBYLLEK, MyBKyeMbiX
Kaspersky Embedded Systems Security no npotokony SNMP.

¢ %Kaspersky Embedded Systems Security%\mibs

e 64-paspsanHble Bepcum ncronHsemblx ¢painos Kaspersky Embedded Systems Security (manka cospaeTtcs
Tonbko npwu yctaHoeke Kaspersky Embedded Systems Security B 64-paspsanHoin Bepcumn Microsoft Windows).

¢ %Kaspersky Embedded Systems Security%\x64
e CnyxebHble dalinbl Kaspersky Embedded Systems Security:
* %ProgramData%)\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Data\
* %ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Settings\

* %ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Dskm\

Ins Windows XP nyTb k nanke Kaspersky Lab — %ALLUSERSPROFILE%\Application Data\.

* ®darinbl ¢ NnapameTpaMmn UCTOYHNKOB OBHOBIIEHWIA:
%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Update\
%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Update\
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* O6HoBneHNs 6a3 1 NPOrpamMMHbIX MOZYIENA, 3arpy>XeHHbIe C MOMOLLbIO 3aaayn KonmpoBaHe o6HOBNEHNI
(nanka cospaeTcs Npwv NepBoii 3arpy3ske OOHOBNEHWI C MOMOLLbIO 3aaayn KonvposaHe oB6HOBNEHNIA).

%ProgramData%)\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Update\Distribution\

b >KypHaﬂbI BbINMONHEHNA 3aa4 N XypHan CUCTEMHOro aygumTa.

%ProgramData%)\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Reports\

e Habop ncrnonb3yembix 6a3 JaHHbIX.

%ProgramData%)\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Bases\Current\

e PesepsHble konuy 6as; NepesanmnchiBaoTCs NP Kaxxaom 06HOBNEHMN 6a3.

%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Bases\Backup\

* BpemeHHble daiinbl, cosgaBaemble Mpu BoINOSHEHNN 38884 OOHOBIEHUS.

%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Bases\Temp\

e OB6beKTbl Ha KapaHTUHE (Narka No YMOMYaHuo).

%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Quarantine\

* O6beKkTbl B pe3epBHOM XpaHuvLLe (nanka no yMon4aHuio).

%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Backup\

* OBbeKTbl, BOCCTAHOBMNEHHbIE N3 PE3EPBHOIO XPaHUINLLA 1 KapaHTUHa (narnka no yMonyaHmo ong
BOCCTaHOBJEHHbIX OO bEKTOB).

%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\3.0\Restored\

MNanka, cosnaBaemas npw yctaHoske KoHconm nporpamMmb

3apaHHas No ymonyaHuio narka yctaHoBky KoHconm nporpamMmbl, conepalias dainsl Habopa "Cpeactsa
aOMVHUCTPUPOBAaHMS", 3aBUCUT OT Pa3paaHOCTM ONepaLioHHOM cucTembl. [10 yMonyaHmio NCnonb3yoTcs
cnepyoLLme nanky yCTaHOBKU:

e B 32-x paspsgHoli Bepcum Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded
Systems Security Admins Tools\

* B 64-x paspsgHoii Bepcum Microsoft Windows: %ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Embedded
Systems Security Admins Tools\

Cnyx6bl Kaspersky Embedded Systems Security

Crepnytowme cnyx6bl Kaspersky Embedded Systems Security 3anyckatoTcs Nof CUCTEMHON YUETHO 3aMMChbio
JlokanbHaga cuctema (SYSTEM).

e Kaspersky Security Service (KAVFS) — aTo ocHoBHas cny>x6a Kaspersky Embedded Systems Security, koTopas
ynpaBnseT 3agadamu 1 pabounmm npouieccamu Kaspersky Embedded Systems Security.

e Cnyx6a Kaspersky Security Management (KAVFSGT) — aTo cny>x6a, npefHasHauyeHHas Ans ynpasneHns
Kaspersky Embedded Systems Security uepes KoHcornb nporpammei.

e Cnyx6a Kaspersky Security Exploit Prevention (KAVFSSLP) — aTo cnyx6a, ucnonHstoLas posb NoCpeaHika
npu nepepave napameTpoB 6€30MacHOCTY BHELLHUM areHTam 6e30MacHOCTY 1 NP NOMyYeHUN AaHHbIX O
CobbITMSIX 6E30MacHOCTH.
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Mpynna Kaspersky Embedded Systems Security

ESS Administrators — 310 rpynna Ha 3aLymLLaeMoM YCTPOMCTBE, NOSIb30BaTENN KOTOPOW UMEIOT MOSHbIA LOCTYM K
cnyx6e Kaspersky Security Management 1 ko Bcem dyHkumam Kaspersky Embedded Systems Security.

Kntoun cnctemHoro peectpa

Mpw ycTaHoBske Kaspersky Embedded Systems Security cospatoTcs cnepytoLume Knoum CUCTEMHOrO peecTpa:

e CsoiicTea Kaspersky Embedded Systems Security:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS]

e [lapameTpbl XypHana cobbiTuii Kaspersky Embedded Systems Security (Kaspersky Event Log):
[HKEY_LOCAL _MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersky Security]

e CaolicTBa cnyx6bl ynpaeneHus Kaspersky Embedded Systems Security:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT]

b Hapameprl CYETUMKOB NPon3BOONTENIbHOCTIUL

e B 32-x paspsgHoii Bepcum Microsoft Windows:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security\Performance]

e B 64-x paspsanHoii Bepcumn Microsoft Windows:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security x64\Performance]

* [lapameTpbl koMnoHeHTa Nognepxkka SNMP-npoTokona:

* B 32-x paspsgHoii Bepcum Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\3.0\SnmpAgent]

* B 64-x paspsaHoii Bepcum Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskylLab\ESS\3.0\SnmpAgent]

* [lapameTpbl daiina pamna:

e B 32-x paspsaHoii Bepcum Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\3.0\CrashDump]

* B 64-x paspsgHoli Bepcun Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskylLab\ESS\3.0\CrashDump]

* [lapameTpbl dalina TpacCMpPOBKM:

e B 32-x paspsaHoii Bepcum Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\3.0\Trace]

e B 64-x paspsgHoli Bepcun Microsoft Windows:
[HKEY_LOCAL _MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\3.0\Trace]

* [lapameTpbl 3aga4 1 GyHKLMI NpOorpamMmbl:
[HKEY_LOCAL _MACHINE\SOFTWARE\Wow6432Node\KasperskylLab\ESS\3.0\Environment]
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[Npoueccol Kaspersky Embedded Systems Security

Kaspersky Embedded Systems Security sanyckaeT npoLecchl, onncaHHble B Tabmue HUXe.

Mpouecchbl Kaspersky Embedded Systems Security

Nmsa daiina HasHaueHue
kavfswp.exe Pabouwnii npouecc Kaspersky Embedded Systems Security
kavtray.exe Mpouecc 3Hayka 06nacT yBeLOMIEHWIA

kavfsmuiexe [Npouecc komnoHeHTa [InarHocTnyeckoe okHO
kavshell.exe MNpouecc yTUnnTbl KOMaHLHON CTPOKMU

kavfsrcn.exe Mpouecc yaaneHHoro ynpasneHus Kaspersky Embedded Systems Security

kavfs.exe Mpouecc cny>x6bl Kaspersky Security
kavfsgt.exe Mpouecc cnyx6bl Kaspersky Security Management
kavfswh.exe Mpouecc cny>x6bl Kaspersky Security Exploit Prevention

[lapameTpbl yCTaHOBKM 1 yOaneHns 1 KNoum KOMaHOHOM CTPOKM s Cry>K6bl
yctaHoBwwyika Windows

B aTom pasgene onvicaHbl napamMmeTpbl ycTaHoBkM 1 yaaneHus Kaspersky Embedded Systems Security, nx sHaueHus
Mo YMOIYaHWIo, YkasaHbl KNoYn A U3MEHEHNS NapaMeTPOB YCTaHOBKM 11 BOSMOXHbIE 3HAUEHWS STUX KitoYeli. Bbl
MOXeTe NUCMONb30BaTh 3TU K/OUM BMECTE CO CTaHAaPTHBIMM KItoYaMy KoMaHabl msiexec cnyx6bl ycTaHOBLUMKA
Windows npu yctaHoBke Kaspersky Embedded Systems Security ns komaHzHON cTpOKu.

MapameTpbl yCTaHOBKM 1 KNOUM KOMaHAHOW CTpoku ang yctaHosLmka Windows

* Cornacue ¢ ycnosusmu JIMLEH3NOHHOrO CornalleHns:: HeOBXOAVMO MPUHSTL YCNoBUs ANns ycTaHosku Kaspersky
Embedded Systems Security.

BoamoxHbl cnepyroume 3aHa4eHnd Kno4a KOMaHOHO CTPOKN EULA=<3Ha4eHue>:
® O — Bbl OTK/IOHSIETE yCnoBU4A JlnueHsnoHHoro cornawleHns (3Haqu|/|e no YMOﬂanI/I}O).
e 1-—8Bbl npuHMMmaeTe yCroBu4 JInueHsanoHHoro cornatueHuns.

» Cornacue ¢ ycnosusamu Monntukn KOHPUAEHUMaNLHOCTU: HEOBXOAMMO MPUHSTL YCNOBUS AN YCTaHOBKM
Kaspersky Embedded Systems Security.

BosmoxHbl cnepytoLme 3HaueHns Kntoya komaHgHom cTpokn PRIVACYPOLICY=<3Ha4yeHue>:
® 0 — Bbl OTKJIOHSIETE YCNOBUS [ToNNTUKN KOHUAEHUMANBHOCTHY (3HaYEHMNE MO YMOMYaHIO).
* 1 - Bbl NpVHMMaeTe ycnosus MonnTUKN KOHPUAEHLMANBHOCTH.

e PaspewnTb ycTaHoBKy Kaspersky Embedded Systems Security, ecnn He ycTaHoBneHo obHosneHne KB4528760.
HononHuTtensHas nHeopmaums o6 obHosneHun KB4528760 npueeneHa Ha Beb-caiiTte Microsoft =.

BosmoxHbl cnepytoLme 3HaueHns Kntoya koMmangHom cTpokn PRIVACYPOLICY=<3Ha4yeHue>:
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® O — oTMeHuTb ycTaHoBKYy Kaspersky Embedded Systems Security, ecnn He ycTaHOBIEHO OGHOBNEHWE
KB4528760 (3HaueHre No yMOIYaHuio).

e 1 — pa3spewmnTb ycTaHoBKY Kaspersky Embedded Systems Security, ecnn He ycTaHOBNEHO 06HOBNEHNE
KB4528760.

O6HoeneHne KB4528760 ncnpaenseT ya3sumocTb 6esonacHocT CVE-2020-0601. JononHutensHas
nHdopmaLms 06 yassmmMocTn B cucTeme 6esonacHocTn CVE-2020-0601 npuBeneHa Ha Beb-caiite
Microsoft=.

e YcTtaHoBka Kaspersky Embedded Systems Security ¢ npegsapuTenbHON NpoBEpPKO aKTUBHBIX MPOLECCOB U
3arpy304HbIX CEKTOPOB JIOKasbHbIX AVICKOB.

BosmoxHbl cnegytoLe 3HaueHns Kntoya KoMaHgHoM cTpokn PRESCAN=<3Ha4veHune>:

® O — He BbINOJIHATb npenBapuTesibHYO NPOBEPKY aKTVBHbIX MPOLECCOB 1 3arpy304HbIX CEKTOPOB J1OKallbHbIX
OCKOB BO BpEM4A yCTaHOBKM (SHGHGHMG no YMOﬂanVIIO).

® 1 — BbINOMHUTb npenBapuTesibHYO NPOBEPKY aKTUBHbIX MPOLLECCOB U 3arpy304HbIX CEKTOPOB J1OKaslbHbIX
OMCKOB BO BpeEM4A yCTaHOBKW.

e [larka, B koTOpYtO BynyT coxpaHeHbl daiinbl Kaspersky Embedded Systems Security npu yctaHoBke. Bbl MoxeTe
yKasaTb Opyryto narky.

3HaueHre No yMonyaHmio Ans Knoyva KoMaHLHOW cTpoky INSTALLDIR=<MNOANHbIA NyTb K Manke>:

e Kaspersky Embedded Systems Security: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded Systems
Security

e CpepncTtBa agMyHUCTpUpoBaHus: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded Systems Security
Admins Tools

e B Microsoft Windows 64-paspsnHoii Bepcumn: %ProgramFiles(x86)%

e 3apauva [locTosgHHag 3awwmTa dainos 3anyckaeTcs cpady nocne 3anycka Kaspersky Embedded Systems
Security. Bkniounte aToT napameTp, 4Tobbl 3anycTuTb MNocTosHHYtO 3awmTy daiinos npu 3anycke Kaspersky
Embedded Systems Security (pekomeHayeTcs).

BoamoxHbl cnepytoLme 3HayeHns knova komaHaHo cTpok RUNRTP=<3HaveHune>:
® 1 — 3anyCcTuTb (3HaAYEHME NO YMOUYAHUIO).
® O — He 3anyckaTb.

e lcknioyeHns 13 obnacTu 3aLLmnThl, pekoMeHmyemble kopriopaumein Microsoft. B 3agave MNocTogHHas 3almTa
dalinoB ncknoumTe N3 061acTh 3aLLMThl O6EKTI HA YCTPONCTBE, KOTOPbIE PEKOMEHAYET UCKIoYaTh
kopropauws Microsoft. HekoTopble mporpammbl Ha 3alLyLLaEMOM YCTPONCTBE MOryT paboTaTb HeCTabubHO,
KOrfa aHTUBMPYCHas NporpamMma rnepexsaTbiBaeT U U3MeHseT daiinbl, UCronb3yemMble aTUMMU Nporpammamm. K
Tak1m nporpammam kopriopaums Microsoft oTHOCUT, HanprMep, HEKOTOPbIE MPOrPaMMbl KOHTPONIEPOB
LLOMEHOB.

BoamoxHbl cnefytoLLme 3HaueHns knova komaHaHo cTpok ADDMSEXCLUSION=<3Ha4veHune>:
® 1 — nCKMOYNTb (3HaYEHMe NO YMONYaHMIo).

® O — He UCK/oYaTb.
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O6beKTbl, CKITIoUYaeMble N3 061acTy 3aLMTbl B COOTBETCTBUM C pekoMeHaaumsmm “Jlabopatopun
Kacnepckoro”. B 3apave [NocTosHHas 3almTa $aiinos NckioumTe 13 06nacTy 3alwmTsl 0O6beKTbl Ha YCTPONCTBE,
KOTOpble pekoMeHayeT ucknouatb "JlabopaTopus Kacnepckoro”.

BoamoxHbl cnepytoLme 3HadeHns knoya komaHgHo cTpok ADDKLEXCLUSION=<3Ha4veHune>:
® 1 — nCKMOYNTb (3HaYEHMe NO YMOMYaHMIo).
® O — He ncksYaTb.

PaspewnTtb yaaneHHoe nopknouerre k KoHconu nporpamvmel 1o ymMonyaHuio yaaneHHoe NoaKItoYeHne K
KoHconu nporpammel, yCTaHOBNEHHO Ha 3aLLMLLLAEMOM YCTPOWCTBE, HE pa3peLLeHo. Bo Bpems ycTaHOBKYM
MOXHO paspelunTb noaknoveHne. Kaspersky Embedded Systems Security cospacT paspeluatoLme npasuna
ons npouecca kavfsgt.exe no npotokony TCP ons Bcex nopTos.

BoamoxHbl cnefytoLme 3HaueHns knova koMaHaHo cTpok ALLOWREMOTECON=<3Ha4yeHune>:
* 1 — paspelmnTb.
® 0 — 3anpeTuTb (3HaYeHre No YMOIYaHMIO).

MyTb Kk daiiny kntoya (LICENSEKEYPATH
)

.o ymonuaHwmio yctaHowumk Windows nbitaeTcs HaliTh daiin ¢ paclumpervem key B nanke \product komnnekTa
nocTasku. Ecnn B nanke \product nmeetcs Heckorbko dalinos knoya, yctaHosLmK Windows BbibupaeT daiin
KJlroUa C camoii Mo3aHen 0aToin ncTeyeHns cpoka aencTans. MoxHO npeasapuTenbHO COXpaHnTb ¢aiin ktoya B
nanke \product nnu ykasaTb Apyroi nyTb k daliny knoya ¢ nomoLbio napameTpa JobaenuTb kntou. Bel moxeTe
Lob6aBuTb Koy nocne yctaHosku Kaspersky Embedded Systems Security ¢ nomoLLsto BelbpaHHOro Bamu
CpencTBa adMUHUCTPUPOBaHNS, Hanpumep, Yepes KoHcornb nporpammbl. Ecnn Bel He fobaBurTe Koy BO BpeMs
yCTaHOBKM Mporpammel, nocne yctaHoBku Kaspersky Embedded Systems Security He ByneT GyHKUMOHMPOBATS.

MyTb k kKoHUrypaLumoHHomy daiiny. Kaspersky Embedded Systems Security nmnopTtupyeT napameTpbl 13
yKasaHHoro koHdurypaumoHHoro daiina, cosgaHHoro B nporpamme. Kaspersky Embedded Systems Security He
VUMMOPTUPYET N3 KOHDUrypaLmMoHHOro dalina naponu, HanpuMep NMaposn YYeTHbIX 3annceit Ang 3anycka 3agad
VN Naponu ANs COeQMHEHNS C NMPoKcU-cepBepoM. [locne nMnopTa napaMmeTpoB BaM Hy>KHO BBECTY BCE Maposn
BPY4HYt0. ECni Bl He ykaxeTe KOHPUIrypaumoHHbI dalin, mocne ycTaHOBKMU NporpaMma HauyHeT paboTaThb ¢
napamMeTpamuy Mo YMOMYaHUIO.

3HaueHre no ymonyarHuio ang napametpa CONFIGPATH=<uMA KOHPUTypaLMOHHOro daiina> He ykasaHo.

MapameTp BKIIOUYEHWS ceTeBbIX coeamHeHnii ans KoHcony nporpamMmbl UICNonb3yeTcs Ans ycTaHoBky KoHconn
Kaspersky Embedded Systems Security Ha gpyroe ycTpoicTBo. Bbl MOXeTe yaaneHHO ynpaBnsaTh 3amToi
yCTPOICTBa C ApPYroro yCTPOCTBa, Ha koTopoM ycTaHoBneHa KoHconb Kaspersky Embedded Systems Security.
B 6panomayape Microsoft Windows 6yneT oTkpbiT TCP-nopT 135, pa3peLueHbl ceTeBbIE COEANHERHIS AN
ncnonHsemoro daiina kavfsrcn.exe ansg yonaneHHoro ynpaenexus Kaspersky Embedded Systems Security n
npepocTaeneH goctyn kK DCOM-nporpavmam. [Nocre 3aBeplueHns ycTaHOBKM obaBbTe Nonb3oBaTenei B
rpynny ESS Administrators, uTo6bl paspelunTb UM YNpaBnaTb NpOorpaMMon yoaneHHo, a Takke paspeLlunTte Ha
3alyLLLaEMOM YCTPOCTBE CeTeBble NoakoUeHns k cnyxbe Kaspersky Security Management (daiin
kavfsgt.exe). MoxHo 6onee netanbHO 03HAaKOMUTHLCS C LOMONHUTENBHOV HACTPOVIKOW Npu ycTaHoBke KoHconu
Kaspersky Embedded Systems Security Ha apyroe ycTpONCTBO.

BoamoxHbl cnepytoLme 3HaueHns knova komaHaHo cTpok ADDWFEXCLUSION=<3Ha4veHune>:
* 1 — paspeluTsb.
® 0 — 3anpeTuTb (3HaYeHne No YMOIYaHWIo).

OTkntoyeHne NPOBEPKN Ha Hannvine HeCoBMeCTMOro nporpamMmmvHoro obecneyeHus. |/|CﬂOJ'Ib3YI7IT€ 3TOT
napamMeTp, UTOObI BKITFOYUTb VM BbIKTHOYNTb NnpoBepPKY Ha Hann4mne HeCoBMeCTUMOro NporpamMmmHoOro
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obecneyeHNs Npu yCTaHOBKE MPOorpaMMbl Ha 3aluyLLaeMoe yCTpOoicTBO B GOHOBOM pexume. HesaBucumo ot
3HayeHns aToro napameTpa, Npu yctaHoske Kaspersky Embedded Systems Security nporpamma Bcerga
npenynpexaaeT o APYrnx BEPCUSX MPOrpaMMbl, yCTAHOBNEHHbIX HA 9TOM 3aLLMLLAEMOM YCTPONCTBE.

BoamoxHbl cnepytoLme 3HadeHns knova komaHgHo cTpoky SKIPINCOMPATIBLESW=<3Ha4eHue>:
® 0 - BbINOMHsIETCS NPOBEPKa Ha HECOBMECTUMOE NPorpaMMHoe obecneyeHre (3HaueHre No YyMOUaHUIO).

e 1- npoBepkKa Ha Hanm4yme HeCoBMeCTMOro NporpaMmmMmHOro obecrneyeHs He BbINONTHAETCY.

MNapameTpbl ynaneHus 1 Koy KOMaHaHOW CTPOKK Ang yctaHoswwmka Windows

* BoccTaHoBMNEHVE COAePXXMMOro KapaHTHa.

BosamoxHbl cnepytoLme 3HaueHns Kntoda koMmaHaHo cTpokh RESTOREQTN=<3HayeHue>:
® 0 — ynanuTb COAEPXMMOE KapaHTUHa (3Ha4YeHVe Mo YMOMYaHUIO).

® 1 — BOCCTaHOBUTb COAEPXMMOE KapaHTNHa B Narky, yka3aHHYto B Ka4eCTBe 3Ha4YeHNs napameTpa
RESTOREPATH, Bo BnoxeHHyto nognanky \Quarantine.

* BoccTaHOBNEHNE COAEPXMMOro pes3epBHOro XpaHumLa.

BoamoxHbl cnefytoLe 3HaueHns knoya komaHaHo cTpok RESTOREBCK=<3Ha4eHune>:
® 0 — ypaniTb COOePXMMOE PE3EePBHOMO XPaHumLLLa (3HaveHne No YMOMYaHuio).

® 1 — BOCCTaHOBUTb COAEPXMNMOE PE3EPBHOro XpaHNINLLA B Marky, ykasaHHYIO B Ka4eCTBE 3HaYeHMs
napameTpa RESTOREPATH, Bo BnoxeHrHyto nanky \Backup.

e BBop TekyLLero napons Ans noaTBepXAeHNs onepauum yoaneHus (Npu BKIIKOUYEHHOM GyHKLMM 3aLLThl Maponem).

3HauyeHve no ymonuaHuto ons kntoua UNLOCK_PASSWORD=<yKasaHHbIl Naponb> He 3af4aHo.

* [lanka ons BOCCTaHOBMEHHbIX 06bekToB. BoccTaHOBNEHHbIE 06BbEKTbI ByayT COXpaHeHb! B yKa3aHHOM narke.

3HauyeHVe No yMOonYaHuo oNns kntoua KoMaHaHou cTpoky RESTOREPATH=<NoOAHbIA NyTb K nanke> —
%ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\3.0\Restored.

XypHanbl ycTaHoBku 1 yoaneHuns Kaspersky Embedded Systems Security

Ecnu Bbl BbINonHsgeTe ycTaHoBKy Unn yaaneHune Kaspersky Embedded Systems Security ¢ nomoLubto mactepa
ycTaHoBKM (yoaneHus), cny>xoa yctaHosLumka Windows co3gaeT xypHan ycTaHoBKM (ynanerus). Daiin xypHana ¢
nveHeMm ess_v3.0_install_<uid>.log (roe <uid> — aT0 yHMKanbHbIi BOCbMU3HAYHbIV MAEHTUPUKATOP XypHana)
coxpaHseTcs B nanky %temp% nonb3osaTtesns, C NpaBamMv y4eTHO 3anmncu KOToporo 6bin 3anyLueH dalin setup.exe.

Ecnwn B meHto Myck Bbl BEIGpanu nyHKT ameHeHune unu ypaneHne CpepctsB agpMmuHucTpupoBaHus Kaspersky
Embedded Systems Security nons KoHconu nporpammel nu ong Kaspersky Embedded Systems Security, B nanke
%temp% OyneT aBTOMaTM4eckn cosnaH daiin xxypHana ¢ umeHem ess_3.0_maintenance.log.

Ecnw Bbl BbinonHsieTe ycTaHoBky mnu yaaneHne Kaspersky Embedded Systems Security ns komaHgHo cTpoku, Mo
ymMonuaHuio $aiin XxypHana yCTaHOBKW He CO3aaeTcsl.

Y1obbl ycTaHoBuTeE Kaspersky Embedded Systems Security v cosnate ¢arin xypHana Ha aucke C:\, BbinosHUTe
OfHY U3 CReaytoLmx KOMaHL;
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e msiexec /i ess_x86.msi /1*v C:\ess.log /qn EULA=1 PRIVACYPOLICY=1

e msiexec /i ess_x64.msi /1*v C:\ess.log /qn EULA=1 PRIVACYPOLICY=1

[lnaHnpoBaHme ycTaHOBKM

B aTom paszene onvcaHbl cpeacTsa agmuHucTpupoBaHus Kaspersky Embedded Systems Security, ocobeHHocTH
ycTaHoBku 1 yoaneHus Kaspersky Embedded Systems Security ¢ momoLLblo MacTepa YCTaHOBKM, U3 KOMaHOHOM
cTRokw, ¢ nomMoubto Kaspersky Security Center n Yepes rpynnosble nonntuki Active Directory.

Mepen Havanom yctaHoBku Kaspersky Embedded Systems Security cocTaBbTe niaH OCHOBHbIX 3TarnoB YCTaHOBKM.

1. BoibepuTe cpeacTBa agMUHUCTPUPOBaHNS, KOTOPbIE Bbl ByaeTe ncrnonb3osaTb s ynpasneHns Kaspersky
Embedded Systems Security v gns HaCTPONKM MPOrpPamMmbl.

2. Onpep,enme, Kakve rnporpamMmvHbblie KOMMNOHEHTbI Tpe6yeTC9| YCTaHOBUTb.

3. BbibepuTe cnocob ycTaHOBKM.

Bbibop cpencTs agMUHUCTPUPOBAHS

OnpepenuTe, Kakne CpeacTBa agMUHICTPUPOBaHNS Bbl ByaeTe NCNoNb30BaTh OJ1S HACTPOVIKN NapamMeTpPoB 1
yrnpasneHus Kaspersky Embedded Systems Security. B kauecTBe cpencTts agMuHUcTpupoBaHus Kaspersky
Embedded Systems Security Bbl MoxeTe ncnonb3osaTtb KOHCOMb NporpamMmbl, yTUANTY KOMaHAHOW CTPOKM 1
KoHconb agmuHncTprpoBaHusa Kaspersky Security Center.

Konconb Kaspersky Embedded Systems Security

KoHconb Kaspersky Embedded Systems Security npenctaenseT coboli camocTosaTeNbHYO OCHACTKY, KOTopast
nobasngeTcs B Microsoft Management Console. Bbl moxeTe ynpasnsTte Kaspersky Embedded Systems Security
yepes KoHcorb Nporpamvmbl, yCTaHOBIEHHYIO Ha 3aLUyMLLIaeMOM YCTPOCTBE N Ha fPYroM YCTPOICTBE B CETU
opraHn3aumi.

Bbl MoxxeTe fobaBnTh Heckonbko ocHacTok Kaspersky Embedded Systems Security B Microsoft Management
Console B aBTOPCKOM pexmMe, YTOBbl yNpaBiaTh 3aLLMTON HECKOSBbKIX YCTPOWCTB, Ha KOTOPbIX YCTaHOBEHa
nporpamvma Kaspersky Embedded Systems Security.

KoHconb nporpammbl BXoguUT B HABop KOMNOHeHTOB "CpeacTBa agMUHUCTPUPOBaHNS.

YTunuTa KOMaHOHOM CTPOKU

Bbl moxeTe ynpasnatb Kaspersky Embedded Systems Security ns komaHZHOM CTPOKM 3aLLMLAEMOro YCTPONCTBa.

YTunmTa KoMaHOHOW CTPOKM BXOAUT B Habop nporpammHbix koMmnoHeHTos Kaspersky Embedded Systems Security.
Kaspersky Security Center
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Ecnu Bbl uicnonbayeTe Kaspersky Security Center ons LleHTpani3oBaHHOro yrnpaBieHnst aHTVBMPYCHO 3aLLTO
YCTPOVCTB B BalLLeli opraHnsauumm, Bel MoxeTe ynpasnatb Kaspersky Embedded Systems Security uepes KoHconb
agMuHUcTpupoBanus Kaspersky Security Center.

Bawm r|0Tpe6yeTcs| YCTaHOBUTb CrieytoLmne KOMMOHEHTbI:

e Mopaynb vHTerpauumu ¢ AreHToMm agMuUHUCTpUpoBaHns Kaspersky Security Center. O9T0T KOMMNOHEHT BXOAUT B
rpynny nporpammHbix komnoHeHToB Kaspersky Embedded Systems Security. OH nossonseT Kaspersky
Embedded Systems Security B3anmopneicTsoBaTb ¢ AreHTOM afMUHUCTPUPOBaHWNS. YCTaHOBUTE MOLY b
nHTerpaumm ¢ AreHToMm agMUHUCTpUpoBaHus Kaspersky Security Center Ha 3alwyiaemoe yCTpOCTBO.

e AreHT agmuHncTpupoBaHus Kaspersky Security Center. YcTaHoOBMTE €ro Ha kaxaoe salyiaemMoe
YCTPOMCTBO. OTOT KOMMOHEHT ByneT obecrneunBaTh B3auMoaelicTeme Mexay nporpammoli Kaspersky
Embedded Systems Security, ycTaHOBNEHHO Ha 3aLLuLLL@EMOM YCTPONCTBE, 1 KOHCOMBbIO adMUHUCTPUPOBaHNS
Kaspersky Security Center. ®aiin ycTaHOBKM AreHTa aiMUHNCTPUPOBaHIS BXOOWT B KOMIMIEKT MOCTaBKM
Kaspersky Security Center.

e MnaruH ynpaeneHns Kaspersky Embedded Systems Security. [JononHuTensHo Ha ynpaensemMom yCTPOICTBE,
Ha KoTopom ycTaHoBneH Cepsep apmuHucTpupoBaHug Kaspersky Security Center, yctaHosuTte MNnarvH
ynpasneHus Kaspersky Embedded Systems Security nns pabotel uepes KoHconb anMuUHUCTpUpoBaHus. [narvH
obecneunBaeT MHTepdeliC ynpasneHus nporpammoit uepes Kaspersky Security Center. ®aiin ycTaHOBKU
MnarvHa ynpasneHus \product\klcfginst.exe BxoguT B komnnekT noctaeku Kaspersky Embedded Systems
Security.

Beibop cnocoba ycTaHOBKM

MNocne onpenenerHns NPOrpaMmMHbIX KOMNOHEHTOB A4 YcTaHoBku Kaspersky Embedded Systems Security, Bam
HY>KHO BbIBpaTh CNoco6 YCTaHOBKYM MPOrpamMmbl.

BbibepuTe cnocob ycTaHOBKM B 3aBUCMMOCTM OT apXUTEKTYPbl CETU 1 CNEAYIOLLX YCOBUIA:

e [loTpebyeTcs N1 Bam 3apaTh crieuanbHble napameTpbl ycTaHoBky Kaspersky Embedded Systems Security vnm
Bbl ByAeTe NCMoNb30BaTb PEKOMEHOYEMblE NapaMeTRbl YCTaHOBKM.

e BynyT nv napameTpbl yCTAHOBKM €ANHBIMI 4151 BCEX 3aLLMLLEAEMbIX YCTPONCTB UM MHAVBULYabHBIMA ONs
Ka>X4oro 3aLlyLLaeMoro yCTpoicTBa.

Bbl moxeTe ycTaHoBuTb Kaspersky Embedded Systems Security kak ¢ nomoLLbio MacTepa yCTaHOBKY, Tak 11 B
pexvve 6e3 B3aMOLENCTBIS C Nonb3oBaTeneM, ykasas napamMeTpbl YCTaHOBKU B KOMaHAHOW CTPoke. Bbl MoxeTe
BbINOSHUTb LEHTPann3oBaHHyto yaaneHHyto yctaHoBKy Kaspersky Embedded Systems Security: uepes rpynnosble
nonutukn Active Directory nnm c nomoLsto 3agaun yaaneHHo yctanosku Kaspersky Security Center.

Bbl MoxeTe ycTaHoBUTb 1 HacTpouTb Kaspersky Embedded Systems Security Ha oTAenbHOM 3aLLMLLLaEMOM
YCTPOWCTBE U COXPaHWTb ero napamMeTpbl B KOHOUMypaLmMOHHbIA daiin, YTobbl 3aTeM NCMONb30BaTh CO34aHHbIN
dain ons yctaHosku Kaspersky Embedded Systems Security Ha ppyrve sawwmiaemble yctporictea. OgHako 310
HEBO3MOXHO MPW YCTaHOBKE MporpamMMbl Yepes rpynnosble nonmTtuky Active Directory.

3anyck macTepa yCTaHOBKM

C nomolLblo MacTepa YCTaHOBKW Bbl MOXETE YCTaHOBUTb!:

e KomnoHeHThbl Kaspersky Embedded Systems Security ns daiina \product\setup.exe, BXOOSLLErO B KOMMIEKT
MOCTaBKW, Ha 3aLUMLLLaEMOM YCTPONCTBE.
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e KoHconb Kaspersky Embedded Systems Security 13 daiina \console\setup.exe, Bxoagwero B KOMMeKT
NOCTaBKM, Ha 3aLLMLLAEMOM YCTPONCTBE UV APYrOM YCTPONCTBE B NIOKaNbHON CETH.

3anyck 13 komaHgHo CTpoku dalina naketa yCTaHOBKM C NapameTpamMn YCTaHOBKM

3anycTuB daiin nakeTa ycTaHoBKY 6e3 kitoueld, Bol ycTaHoBuTe Kaspersky Embedded Systems Security ¢
napamMeTpamn ycTaHoBkM no ymonuaHuto. C nomolubio kntovelt Kaspersky Embedded Systems Security Bbl MoxeTe
N3MEHATb NapaMeTpbl YCTaHOBKM.

Bbl MoxeTe ycTaHoBUTb KOHCOIMb MporpaMMbl Ha 3aLUyLaemMoM yCTpOCcTBe Un Ha paboyem MecTe
agMVHMCTpaTopa.

Bbl Takxke MoxeTe ncrnonb3oBaTtb koMaHap! A9 YyeTtaHosku Kaspersky Embedded Systems Security 1 KoHconm
[ROrpamMmbl.

LleHTpannsoBaHHasa ycTaHoBKa Yepes Kaspersky Security Center

Ecnwn Bbl ucnonbayeTe Kaspersky Security Center ans ynpaeneHus aHTUB/PYCHOW 3aLLTON YCTPOWCTB B CETU, Bbl
MoxeTe ycTaHoBuTh Kaspersky Embedded Systems Security Ha HECKONBbKO YCTPOWCTB C MOMOLLbIO 3a4a4u
yOaneHHoN yCTaHOBKM.

3alyiiaemble yCTPOCTBA, Ha KOTOPLIX Bbl XOTUTE YcTaHoBUTh Kaspersky Embedded Systems Security ¢ nomoLbio
Kaspersky Security Center, MoryT HaxoauTbCs kak B ogHoM gomMeHe ¢ Kaspersky Security Center, Tak 1 B opyrom
LLOMEHe, a Tak>xe BOOBLLE He MPUHALNEXAaTb HU K OOHOMY JOMEHY.

LleHTpannsoBaHHas ycTaHoBKa Yepea rpynnosble nonutuku Active Directory

C nowmouupto rpyrnosbix nonntrk Active Directory Bbl MoxeTe ycTaHaBnmsaTh Kaspersky Embedded Systems
Security Ha 3alyLLLaeMOM YCTPOCTBE. Bbl MOXeTe ycTaHOBUTb KOHCOMb MporpamMmbl Ha 3aLLMLaeMOM YCTPONCTBE
nnm paboyem MecTe adMUHCTPATOPA.

Bbl moxeTe ycTaHoBuTb Kaspersky Embedded Systems Security, cnonbays Tonbko napameTpbl YCTaHOBKM MO
YyMOMYaHuio.

3alyiiaemble yCTpoCcTBa, Ha KOoTopbix mporpamma Kaspersky Embedded Systems Security 6bi1a ycTaHoBIEHa C
NOoMOLLbIO rRynnoBbix NnonuTrk Active Directory, LOMKHbI HAXOAUTHCS B TOM e LIOMEHE 1 B TOM Xe NoApasaeneHnn
opraHm3auuvn. YCTaHOBKa BbIMOMHAETCS NPy 3anycke 3alyLaeMoro yCTpolicTBa, nepen Bxogom B Microsoft
Windows.

YcTaHoBKa 1 yaaneHe nporpamMmMbl ¢ MOMOLLbIO MacTepa

B aTom pasgene onvicaHa ycTaHoBka 1 yaaneHune Kaspersky Embedded Systems Security 1 KoHconm nporpavmbl ¢
MOMOLLbIO MacTepa YCTaHOBKY, a Takxe npreefeHa MHPopmaLms 0 [ONONHUTENbHBIX NapamMeTpax Kaspersky
Embedded Systems Security n gelicTBusix npu ycTaHoOBKe.

YcTaHoBKa C MOMOLLbIO MacTepa YCTaHOBKN

B cnepytowmx pasgenax conepxntcs nHpopmaumsa o6 yctaHoske Kaspersky Embedded Systems Security un
KoHconu nporpammel.
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YT06bI yCTaHOBUTE 11 HA4YaTkb MCMOIL30BaTh Kaspersky Embedded Systems Security, BbinonHuTe cneayroLve
LevicTBus:

1. YcTaHoBuTe Kaspersky Embedded Systems Security Ha s3almiaemoe yCTpoOiCTBO.

2. Ha ycTpolicTBa, ¢ koTopbIX Bbl NiaHvpyeTe ynpasnaTe Kaspersky Embedded Systems Security, yctaHoBuTe
KoHconb nporpammei.

3. Ecnn Bbl ycTaHoBmnm KoHconb Nporpammel He Ha 3aluuiLlaeMoM YCTPOICTBE, a Ha ApYroM YCTPOMCTBE CETU,
BbIMOSIHATE JOMONHATENbHYIO HACTPOKY, YTOOBI Monb3oBaTen KOHCOMM NporpamMmMbl MOV yAaneHHo

ynpasnatb Kaspersky Embedded Systems Security.

4. BoinonHuTe pencteus nocne yctaHosku Kaspersky Embedded Systems Security.

YcTaHoBka Kaspersky Embedded Systems Security

Mepepn yctaHoskol Kaspersky Embedded Systems Security BeinonHuTe crnegytolime OeicTBuUS:
Y6epuTech, UTO Ha 3aLLMLLLAEMOM YCTPOCTBE HEe YCTaHOBNEHbI APYriie aHTUBMPYCHbIE MPOrpamMMbl.

* Y6epnTech, UTO yyeTHas 3anicb, C NpaBaMim KOTOPOW Bbl 3anyckaeTe MacTep yCTaHOBKW, BXOAUT B rpynny
aAMVHVCTPaTOPOB Ha 3alUMLLLAEMOM YCTPOWCTBE.

Mocne BbINOMHEHNS ONCaHHbIX BbILLE AEACTBUIA, NepelignTe K npoLlenype ycTaHoBku. Crneays MHCTPYKLMSM
MacTepa yCTaHOBKY, 3afaliTe napameTpbl ycTaHoBkM Kaspersky Embedded Systems Security. Bol moxeTe
npep.aTb ycTaHoBky Kaspersky Embedded Systems Security Ha nto6om Lware macTepa ycTaHoBku. [11g aToro B
OKHe MacTepa yCTaHOBKUN HaXXMUTe Ha KHoMKy OTMeHa.

MoskHo Bonee geTanbHO 0O3HAaKOMUTLCS C NapaMeTpamMm YCTaHOBKM (yaaneHud).

Y1o6b1 ycTaHoBuTL Kaspersky Embedded Systems Security ¢ momoLLbto MacTepa yCTaHOBKY, BbIOIHATE
creyroLme AercTBUS:

1. Ha 3awmiaemom yctporicTae 3anyctute daiin setup.exe.

2. B oTKpbIBLLEMCS OKHE B pasfene YcTaHoBKa NepeianTe no CChifike YCTaHOBWTb 3alMTY Ha ocHoBe Benbix
CMVCKOB (@ NN YCTaHOBUTb 3aLLMTY Ha OCHOBE aHTUBUPYCHbIX 6a3 .

Ecnwn BbiGpaHa koHpUrypaums "3alupyra KOMMboTePa C NMOMOLLBIO aHTVBUPYCHBIX 683", BCe KOMMOHEHTbI
Kaspersky Embedded Systems Security, kpome KOMNOHEHTOB YnpaBneHue ceTesbiM akpaHoM 1 CueTunki
NPOV3BOANTENBHOCTH, BK/IIOYEHbI MO YMOIYaHUIO.

Mpwu ycTaHoske Kaspersky Embedded Systems Security B koHduUrypaumm "3alumta KoMmnbtloTepa ¢
MOMOLLbIO aHTMBUPYCHbBIX 6a3” MoBepx BEPCUM NMPOrpamMMbl, B KOTOPOW HE UCMONb3YEeTCS CUrHATYPHbIN
aHanm3 1 aHTUBMPYCHble 6a3bl AN 3aLLMTHI KOMMbIOTEPa, HABOP KOMMOHEHTOB NMPOrpaMmMbl 6yneT
aBTOMAaTMYECKN pacLUMPEH 3a cYeT 0o6aBneHrs Creayowmx KOMMOHEHTOB:

* [locTosiHHag 3awwmTa dalinos
* [lpoBepka no TpeboBaHmo

e 3alunTa OT CeTEBbIX Yrpo3
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KoMnoHeHTbI, 0TBeYatoLLe 3a OOHOBMNEHUS, HE BXOAAT B KOHGUIrypaumio "3alumTta koMnbloTepa ¢
MOMOLLbIO TEXHONOT M "3anpPeT MO YMONYaHWo".

Ecnu BbiGpaHa koHPUrypaums "3alupra KoMrbioTepa C MOMOLLIO TEXHOMOTN "3anpeT No YMON4YaHuio", TO
MO YMOMYaHWIO BKIIOYEHbI CNIEAYIOLLNE KOMMOHEHTHI:

e Core
* 3alumTa OT 3KCMIONTOB
* KoHTpornb 3amnycka nporpamm

* 3Hauok obnacTu yBegomneHuii

MNpwn ycTaHoske Kaspersky Embedded Systems Security B koHduUrypaumm "3alumta koMmnbtoTepa ¢
MOMOLLbIO TEXHOIOTMM “3aMpPeT MO YMONYaHWIO" MOBEPX BEPCUM MPOrpamMmbl, B KOTOPOM MCMOb3YIOTCS
CUrHaTypPHbI aHann3 1 aHTUBUPYCHbIE 6a3bl 415 3aLLMTbI KOMMbloTEpPa, HabopP KOMMOHEHTOB MPOrPaMMbl
ByneT aBTOMaTUYECKM COKPALLLEH 3a CYET yAaneHns CnemyoLmx KOMMOHEHTOB:

* [locTosHHas 3awmTa daiinos
e [IpoBepka no TpeboBaHmio

e KoMMnoHeHTbI, oTBevatoLLme 3a obHOoBNEHNS

PekomeHayeTCs NCnonb3oBaTh 3Ty KOHGUIYpaUmto AJ1s 3aLUMThl CUCTEM C OrpaHNYeHHbIMY pecypcamu. B
3TOM Cryyae Bbl CMOXETE aKTUBMPOBaTb MNPOrpamMmMy Ha AUTENbHBIA CPOK, 8 KOMMOHEHT KOHTponb 3anycka
nporpamMm obecneunT 3almUTy KOMMboTepPa.

3. B oTkpbiBLLEMCS OKHE NPUBETCTBUS MacTepa ycTaHoBku Kaspersky Embedded Systems Security HaxxmuTe Ha
kHorky Hanee.

OTkpoeTcs okHo JIuueHanoHHoe cornaweHne n MNonntrka KoHbGMAEeHUManbHOCTI.
4. O3HaKkoMbTECH C YCNOBUSIMU JTULLEH3VMOHHOMO cornatleHns 1 MNMonnTukn KOHPULEHLMANEHOCT.

5. Ecnw Bbl cornacHsbl ¢ YCNOBUAMIN 1 MONTOXEHNAMN JlnueHsnoHHoro cornaweHns n lMNonntukn
KOHCI)I/I,D,eHLI,I/IaJ'IbHOCTI/I, ONA NPOLOMKEeHNF YCTaHOBKN YCTaHOBUTE d)na>|<|<|/| 9 noaTeep>pato, YTO NOSIHOCTbIO
ApoYnTan, noHMvaK N NpUHMalo NOJIOXKEeHUA N yYCnoBUg HacTosLero JInueHsnoHHoro cornawieHus n 9
noHMalo n cornawlarocCb, YTO MOU AaHHblIe 6Y,D,YT 06pa6aTbIBaTbCS| n nepecbiniatbCA (B TOM YnCne B TPEeTbU
CTpaHbI), cornacHo «[lonutuke KOH¢I/IAeHLI,I/IaJ1bHOCTI/|». 9 noaTeep>Xpato, YTO NONHOCTDLIO NpoYynTan n
noHMatlo «I'Ionmwu(y KOHd)I/IJJ,eHLWIaﬂbHOCTI/I».

Ecnu Bbl He npuHnmaeTe JlnueHsnoHHoe cornatuexne 1 MonnTnky KoHduaeHUMansHOCTY, ycTaHoBKa byaeT
npepsaHa.

6. Haxkmunte Ha kHonky [anee.

OTkpoeTcs okHo BeicTpasi npoBepka ycTpoiicTBa nepep Ha4anomM yCTaHOBKU.

7. B okHe BbicTpas npoBepka ycTpoiicTBa nepen, Havyanom YCTaHOBKU ycTaHOBUTe dnaxok MNposepuTb
YCTPOWCTBO Ha BUPYChI, YTOObI MPOBEPUTb Ha HANTMYNE YIPO3 CUCTEMHYIO MaMSATh U 3arpy304HbIE CEKTOPSI
nokarnbHbIX AMCKOB 3aLLMLLLaeMOoro ycTpoicTBa. HaxxmuTe Ha kHonky [Janee. [1o okoHuYaHuM NpoBepkn OTKpoeTcs
OKHO C pe3ynbTaTamMu NPOBEPKM.
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B okHe comepxunTcs nHPopMaLms 0 NPOBEPEHHbIX OBBbEKTAX Ha YNpaBnseMoM YCTPONCTBE: obLiee KONMyecTBo
NPOBEPEHHbIX OB BEKTOB, KOTMUYECTBO OBHAPYXKEHHBIX YTPO3, KONMYECTBO OBHAPYKEHHbIX 3apaXkEHHbIX 1
BO3MOXHO 3apakeHHbIX 06 bEKTOB, KONMMYECTBO OMaCHbIX U MOLO3PUTENbHLIX MPOLECCOB, KOTOPbIE
nporpamvma Kaspersky Embedded Systems Security yoanvina ns namsatu, v KONMYECTBO OMacHbIX U
Nnooo3pUTESNIbHbBIX MPOLLECCOB, KOTOPbIE NporpamMmmve He yoanocCb yoannTb.

Y706l MOCMOTPETD, Kakie MMEHHO 0B6bEKTbI BbININ NMPOBEPEHbI, HaXXMUTE Ha KHOMKY Cnncok o6paboTaHHbIX
06beKToB.

8. B okHe BbicTpasg npoBepka ycTpoicTBa nepea HauaaomMm YCTaHOBKU HaXXMUTE Ha KHonky [Hdanee.

OTkpoeTcs okHO BeibopouHas ycTaHoBKa.

9. BbibepuTe KOMMOHEHTbI, KOTOPbIE Bbl XOTUTE YCTaHOBUT.

KomnoneHT MNopnepxka SNMP-npoTokona Kaspersky Embedded Systems Security otobpaxaeTcs B
crvcke ycTaHaBnMBaeMblX KOMMOHEHTOB, TOMbKO eCM Ha 3alLUMLLAaEMOM YCTPOCTBE yCTaHOBMIEHa Cryxba
Microsoft Windows SNMP.

10. YTO6bI OTMEHWTL BCE N3MEHEHWS, B OKHE BbiBopoyHas ycTaHoBKa HaxxmMunTe Ha kHorky CBpocuTtb. HaxxmunTte Ha
kHonky Hanee.

11. B okHe BbiGop nanku HasHaveHus BbINONHATE CrefytoLe OeCTBIS:

e Ecnu TpebyeTcs, ykaxuTe narky, B KoTopoli 6yayT coxpaHeHbl daiinbl Kaspersky Embedded Systems
Security.

e Ecnn TpebyeTcs, HaxmuTe Ha KHomKy [uck ans npocMoTpa nHbopMaLmm o OCTYNHOM MPOCTPaHCTBE Ha
NOKaNbHbBIX XXECTKUX AMNCKaX.

HaxxmunTte Ha kHonky Oanee.
12. B okHe [dononHuTenbHble NapamMmeTpbl YCTAaHOBKN HAaCTPOWTE crenytoLme napamMmeTpbl yCTaHOBKY:
® BKNOUMTb NOCTOSIHHYIO 3aLLUTY MOC/e YCTaHOBKU MPOrpamMmbl
e [lo6aBuTb K ncknoueHusam dalinbl, pekomeHgoBaHHble Microsoft

e [lo6aBnThb K NckoueHusam dalinbl, pekomeHgoBaHHble "JlabopaTopueii Kacnepckoro”

HaxxmuTte Ha kHonky Hanee.
13. B okHe NimnopT napameTpoB 13 KoH$UrypaumoHHoro ¢aiina BbiNonHUTe CreayoLwme LeNcTBUS:

a. Ecnun Bbl xoTnTe nmnopTupoBaTk napameTpbl Kaspersky Embedded Systems Security 13 cyliecTtsytoLero
koHbUrypaLumoHHoro dalina, co3naHHoro B Nobol NpeapiayLLE COBMECTUMON BEPCUN MPOTrPaMMbl, YKaXNTE
KOH®UIypaLIMOHHbIA daiin.

b. HaxxmuTe Ha kHonky Janee.

14. B okHe AkTMBaUus NporpamMmbl BbiMOMHUTE OLHO N3 CNEAYIOWMX AEACTBUIA:

e Ecrnu Bbl XOTUTE aKkTUBUPOBaTb Nporpamvmy, ykaxxuTe daiin kntova Kaspersky Embedded Systems Security
ONa akTuBau i NporpamMmbl.

e Ecnu Bbl XOTUTE aKTUBMPOBAaTb MPOrpaMMy noaxe, HaxmmnTe Ha kHornky Hanee.
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e Ecnu Bbl npenBapuTenbHo coxpaHunm daiin koya B narnke \product komrnekTa nocTasku, Mg aToro dalina
oTobpasuTtcy B none Knou.

Y7066 006aBUTH KITHOY C MOMOLLBIO dalina Kiova, KOTOPbIV XPaHUTCS B APYroii narnke, ykaxuTe daiin
Knoua.

MNocne nobasneHus daiina koya B OkHe oTobpasunTces MHbopMaums o nuueHaun. B Kaspersky Embedded
Systems Security oTobpaxaeTcs pacyeTHas fata NCTeUeHNs cpoka aeicTaus nuueHaunn. Cpok aencTeuns
NALEH3NN OTCUUTBIBAETCS C MOMEHTa [ODaBNeHNs KIloua, @ UCTEKAeT He Mo3aHee AaThl OKOHYaHWS CPoKa
nencTeusg darina knova.

HaxmuTe Ha kHonky [anee, 4Tobbl 406aBUTL daiin kntoya B NporpamMmmy.

15. B okHe N0TOBHOCTb K YCTAHOBKE HaXXMUTe Ha KHOMKY YcTaHOBUTb. MacTep NpUCTynuT K yCTaHOBKe
komnoHeHToB Kaspersky Embedded Systems Security.

16. Mo 3aBepLUEHNN YCTAHOBKM OTKPOETCS OKHO YCTaHOBKa 3aBepLUeHa.

17. YcTaHoBuTe dnaxok MNpounTtate nHpopmaumio o pennse, YtTobbl NPOCMOTPETL MHDOPMAaLMIO O BEPCUM Noce
3aBepLUeHNs paboTbl MacTepa yCTaHOBKM.

18. HaxxmuTe Ha kHonky [oToBo.

PaboTa macTepa ycTaHoBKM ByneT 3aBeplueHa. [1o 3aBepLueHnn ycTaHoBkM nporpamma Kaspersky Embedded
Systems Security rotoBa k paboTe, ecnu Bbl LOGaBUAM KIOY aKTUBALMN.

YcTaHoBka KoHconu Kaspersky Embedded Systems Security

Crienys UHCTPYKLMSM MacTepa yCTaHOBKU, HACTPONTE NapaMeTpbl ycTaHoBKM KoHconv nporpammbl. Bel MoxeTe
npepBaTb YCTaHOBKY Ha ntobom Lware macTepa. [119 9Toro B okHe MacTepa YCTaHOBKM HAaXMUTe Ha KHomnKy OTmeHa.

YTobbi YCTaHoBUTb KoHcorib riporpamMmbl, BbIroJIHUTe C/iegyroLine AevicTeus:

1. Y6eamuTecn, UTo yyeTHas 3anu1ch, C MpaBaMm KOTOPOM Bbl 3anyckaeTe MacTep YCTaHOBKY, BXOOUT B rpynny
aIMVHNCTPAaTOPOB Ha YCTPOUCTBE.

2. Ha sawmiaemom ycTpoicTBe 3anycTute daiin setup.exe.

OTKpoeTCﬂ OKHO nporpamMmbl-npnBeTCTBUAL.

3. MeperignTe no ccoike YetaHoButb KoHconb Kaspersky Embedded Systems Security.

OTKpoeTCcs OKHO MPUBETCTBUS MacTepa yCTaHOBKU.

4. HaxxmnTte Ha kHorky Hanee.

5. B oTKkpbiBLLEMCS OKHE O3HaKOMbTECH C YCNOoBUAMMN JTNLLEH3NOHHOrO cornatleHns v MNonntmkm
KOHbUOEHUMaNbHOCTH 1, YTOBbI MPOLOSIXXNUTL YCTaHOBKY, YCTaHOBUTE Braxky Nof, 3aronoskoM 9 noaTBepXXAalto,

YTO NONTHOCTbIO NpoynTan, NoOoHMMalro 1 NpUHUMalo NOIOXKeHNS N yCoBUa HacToqllero nI/ILl,eHSI/IOHHOFO
cornawueHwus.

6. HaxkmunTe Ha kHonky [anee.

OTkpoeTcs okHO [lononHnTeNbHbIE NapamMeTpPbl yCTaHOBKM.

7. B okHe [ononHuTenbHble NapameTpbl YCTAHOBKM BbIMOMHUTE criedytoLwme OencTBUS:
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e Ecnu Bbl MnaHnpyeTe ¢ nomoLlpto KoHconm nporpamMmbl ynpaenaTb nporpavmoli Kaspersky Embedded
Systems Security, ycTaHOBNEHHOI Ha yAaneHHOM YCTPONCTBE, ycTaHoBUTe dnaxkok PaspelumnTb yaaneHHbIin
AOCTYn.

* YTOObI OTKPbITb OKHO Bb|6opqua9| yCcTaHOBKa 1 Bbl6paTb KOMIMOHEHTbI, BbINONHUTE Crenytoune nencTeus:

a. Haxxmute Ha kHonky JononHuTensHo.

OTkpoeTcs okHO BbibopoyHas ycTaHoBKa.

b. B cnvcke BbibepunTe Habop koMmnoHeHToB "CpencTBa adMUHICTPUPOBaHNS".

Mo YMOJT4aHNIO yCTaHaB/IMBatOTCy BC€ KOMMOHEHTbI.

c¢. HaxxmunTe Ha kHonky [anee.

MoxxHO 03HakoMUTbCS ¢ Bornee noppobHol HdopmMauyei o komnoHeHTax Kaspersky Embedded Systems
Security.

8. B okHe Bbi6op nanku HasHaueHus BbINOMHUTE CcrieaytoLe OeiCTBIS:
a. Ecnn TpebyeTcs, ykaxunTe gpyryto narky, B KOTOPO BydyT COXpaHeHbl yCTaHaBnBaemMble Gaiisbi.
b. HaxxmuTe Ha kHonky Hdanee.

9. B okHe loTOBHOCTD K YCTaHOBKE HaXXMNTE Ha KHOTMKY YcTaHoBUTD.

MacTep NpuCTynuT K yCTaHOBKE BblGpaHHbIX KOMMOHEHTOB.
10. HaxxmunTe Ha kHorky [oToBo.

Pabota macTepa ycTaHoBkM OyaeT 3aBepLueHa. KoHconb nporpammel byaeT ycTaHOBEHa Ha 3aLlyLLaeMoM
yCTpoOWCTBe.

Ecnu Bbl ycTaHoBuUnm Habop CpencTsa agMUHICTPUPOBAHNS HE Ha 3aLLMLLAEMOM YCTPOMCTBE, 8 Ha APYroMm
YCTPOWCTBE CETW, BbINONHATE AONONHUTENbHYIO HACTROVIKY.

IlononHuTenbHas HacTpoiika nocne yctaHoBk KoHConn nporpamMmebl Ha
ApYyroe yCTPOWCTBO

Ecnn Bbl ycTaHoBMM KoHconb NporpaMmbl He Ha 3alLyLLLaeMOM YCTPOCTBE, a Ha APYroM yCTPONCTBE CETH,
BbINOMHWTE CnefytoLuye OelicTBUS LS TOro, YTo6bl Mob3oBaTeNM MO yaaneHHo ynpaenate Kaspersky
Embedded Systems Security:

* Ha sawyiaemom ycTpoiicTee fobasbTe nonb3osaTenein Kaspersky Embedded Systems Security B rpynny ESS
Administrators.

* BknounTe ceTeBble coeanHeHns ans cnyxobl Kaspersky Security Management Service (kavfsgt.exe), ecnu Ha
3alLMLLaEMOM cepBepe ncnonb3yetcs bpaHamayap Windows nnm ceTeBoii akpaH CTOPOHHEro NOCTAaBLLUMKA.

e Ecnu Bo Bpems ycTaHoBkM KoHconm nporpamMbl Ha ycTpolicTBo nof ynpaeneHnem Microsoft Windows He 6bin
yCTaHOBNEH Griaxkok PaspelumnTb yaaneHHbll AOCTYM, BPYYHYIO BKIIIOUATE CETEBbIE coeanHerns ans KoHconum
nporpamMmMbl Yepes CeTEBOW 9KpaH YCTPOKCTBa.

50



KoHconb nporpammbl Ha yaaneHHOM YCTpolicTBe ucrnonbayeT npotokon DCOM ans nonyuyeHus nHdopmaLn o
cobbiTusix Kaspersky Embedded Systems Security, Hanpumep, 0 NpoBepeHHbIX 06beKTax U O 3aBEPLUEHNN 3aaay,
oT cnyx6bl Kaspersky Security Management Ha 3aluyiaemom ycTpoiicTee. Heobxoanmo paspeLumnTb ceTeBble
coeanHeHns ans KoHconn nporpammbl B napameTpax bpanamayaspa Windows, UTobbl ycTaHaBMBaTb COeaNHEHWS
mexay KoHconbto nporpammel 1 cnyx6oii Kaspersky Security Management.

Ha ynaneHHoM ycTpolicTBe, Ha KOTOPOM yCTaHOoBIeHa KOHCOMb MporpamMmbl, BbINOHATE CReAyowme 4encTBUS:

* YbeamTech, UTO paspeLleH aHOHUMHbIA yaaneHHbln focTyn k nporpammam COM (HO He yaaneHHbIin 3anyck 1
akTmBauus nporpamm COM).

* B napameTtpax 6panamayapa Windows oTkpoiite nopt TCP 135 1 paspelunte ceTeBble cOeanHEHNS 15
ncnonHsiemoro dalina npolecca yaaneHHoro ynpaesneHus Kaspersky Embedded Systems Security —
kavfsrcn.exe.

YCTPOWCTBO, Ha KOTOPOM ycTaHoBneHa KoHconb nporpammbl, 06MeHBaeTCs nHdopmMaLmeli C 3aLlmiLaeMbIM
ycTpoincTBoM uepes nopt TCP 135.

* YT0b6bl paspelunTb NoAKIoYEHe, HAaCTPOWTE NPaBUIIO UCXOALLErO NOAKoYeHVs Ang bpaHamayapa Windows.

B otnmume ot ctaHgapTHbIx cnyx6 TCP/IP n UDP/IP, roe ons kaXkaoro NpoTokoa MeeTcs GUKCUPOBaHHDIN
nopt, DCOM pumHamunyeckn HasHavaeT nopThl yaoaneHHsiM COM-o6bekTam. Ecnv mexay KnmeHTCKm
YCTPOWCTBOM (Ha KOTopoM ycTaHoBreHa KoHconb nporpammel) 1 DCOM-ycTpolicTBOM (3aLuyLLaeMbiv
YCTPOMNCTBOM) HAXOANTCS CETEBOM 9KPaH, HY>KHO OTKPbITb LUMPOKWIA AnanasoH NopToB.

AHanorunyHble waru cnepnyet BbINOJIHNTDb N4 HaCTpOMKM noboro OpYyroro nporpaMmMmHOro nnn annapaTtHoro
CeTeBOro aKpaHa.

Ecnn KoHcorb nporpannvbl OTKpPbITa BO BPEeMs HACTPOVIKY COEANHEHNS MEXAY 3aLUMLLAEMBbIM YCTPOVICTBOM 1
YCTPOVICTBOM, Ha8 KOTOPOM yCcTaHoBAeHa KOHCO/Ib MporpaMMbl, BbIMOTHUTE CAEAYIOLME AECTBUS.

1. BakpoiiTe KoHconb nporpammbi.

2. DoxanTechk 3aBeplueHns npoLiecca yaaneHHoro ynpaeneHus Kaspersky Embedded Systems Security —
kavfsrcn.exe.

3. MNMepesanyctute KoHCONb NporpamMmmbl.

BynyT nprvMeHeHbl HoBble MapamMeTpbl COeaVHEHWS.

PaspelueHre aHOHMMHOro yganeHHoro goctyna Kk nporpammam COM

HasBaHns napamMeTpoB MOryT OTNMYaTLCS B PasHblX onepaLoHHbix cuctemax Windows.

Yr0b6bl paspeLunTs aHOHVUMHBIV yAaaneHHbI 4oCTy K rporpammam COM, BbInonHUTe creayroLume AeVicTBUS

1. Ha ynaneHHom ycTpoiicTee, Ha koTopoM ycTaHoBneHa KoHconb Kaspersky Embedded Systems Security,
OTKpoWiTe KoHCOmMb Cry6bl KOMMOHEHTOB.

2. BuibepuTe MNMyck — BbINOAHUTD.

3. Beegute komangy dcomenfg.
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4. Haxxmute Ha kHornky OK.

5. B koHconm Cny>x6bl KOMMOHEHTOB 3aLLMLLEAEMOro YCTPOCTBa pa3sepHuTe y3en KomnbloTepesi.
6. OTKpoliTe KOHTEKCTHOE MeHIO Y3na Moii komnbloTep.

7. BeibepuTe nyHkT CBOliCTBA.

8. B okHe CBolicTBa Ha 3aknagke besonacHocTb COM HaxmuTe Ha KHornky iaMeHuTb orpaHuyveHus B 611oke
napameTpos NpaBa gocTtyna.

9. B okHe PaspelueHue Ha poctyn y6eautecs, uto ans nonbaosatens ANONYMOUS LOGON ycTtaHoBneH driaxok
PaspelwuTb yaaneHHsbiii gocTyn.

10. HaxkmuTe Ha kHonky OK.

PaspeLlueHne ceTeBbIx coeaMHeHWn Ans npouecca yaaneHHoro ynpaeneHus Kaspersky
Embedded Systems Security

HasBaHns napameTpoB MOryT OTNMYaTLCH B PasHblX onepaLoHHbix cuctemax Windows.

Yro6b! oTKpLITE TCP-ropT 135 B 6paHamayaspe Windows v paspeLunts ceTeBble CoeanHeHyIs 418 npoLecca
yaaneHHoro yrpasneHus Kaspersky Embedded Systems Security, BeinonHute cnenytoLume aevicTeus:

1. Ha yonanenHom ycTpoiicTtse 3akpoiiTe KoHconb Kaspersky Embedded Systems Security.
2. BbinonHnTe 0oHO 13 Crenyowmx AenCTBIIA:
* B Microsoft Windows XP ¢ nakeTom 0GHOBMEHWIA 2 1 BbiLLE:
a. BeibepuTte MNyck > BpaHamayap Windows.

b. B okHe Bpangmayap Windows (nnu NapameTpbl 6paHomayapa Windows) Ha 3aknagke VcknioueHunsa
HaXxMUnTe Ha KHorky [Jo6aBuTb nopT.

c. B none Nma ykaxuTte nms nopta RPC (TCP/135) unun 3apaiite ppyroe nms, Hanpumep, DCOM Kaspersky
Embedded Systems Security, a B none Homep nopTa ykaxute Homep nopta: 135.

d. BeibepuTe npoTokon TCP.

e. HaxxmunTe Ha kHomnky OK.

f. Ha saknagke WicknioueHus HaxxmnTe Ha kHomnky [lo6aBuTb nporpammy.
* B Microsoft Windows 7 v BblLue:

a. BoibepuTe Myck > MaHenb ynpaesneHns > Bpanamayap Windows.

b. B okHe Bpanamayap Windows BbibepurTe nyHKT PaspelunTb 3anyck nporpamMmbl Ui KOMIOHEHTa
uepes 6paHamayap Windows.
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c. B okHe PaspewnTb cBs3b Nnporpamm vepes 6paHgmayap Windows HaxxmunTe Ha KHoMKy PaspewwmnTb
APYryio nporpamMmy.

3. B okHe [lo6aBneHmne nporpammbl ykaxute daiin kavfsrcn.exe. OH xpaHMTCs B manke, KOTOPYHO Bbl ykasasu B
KayecTBe nankm HasHaueHus npu yctaHoske KoHconu Kaspersky Embedded Systems Security ¢ nomoLupto
Microsoft Management Console.

4. HaxxmunTe Ha kHonky OK.

5. HaxxmuTe Ha kHorky OK B okHe BpaHamayap Windows (IMapameTpbl 6paHamayapa Windows).

[obaBneHne npaBnna NCXOASLLEro NoaktoYeHns ons opanamayapa Windows
HasBaHus napameTpoB MOryT OTNMYaTLCS B PasHblX onepaLoHHbix cuctemax Windows.

Y106b1 106EBUTBL MPaBUIO UCXOASLLEro NoAKMoYeHVs A1 6paHamayapa Windows, BeinonHute cnenyroLuyme
AeViCTBUS:

1. Boibepute Myck > NaHenb ynpaBnenus > Bpangmayap Windows.

2. B okHe Bpanpgmayap Windows nepelignte no ccoinike [JononHuTenbHble napameTpbl.

OTkpoeTcs okHo Bpanamayap Windows B pexxnme noBbilLeHHO 6e3onacHoOCTN.
3. BeibepuTe BNoxeHHbI y3en MpaBuna ans ncxopsiLLero noaknio4eHums.
4. Ha naHenu OelicTBug BoibepunTe nyHkT CospaTh npasuno.

5. B oTkpbiBlLeMcs okHe MacTep cospaHus npaBuna afis HOBOro MCXOASLLErO NOAKIoYeHUs BolbepurTe
napameTp MopT 1 HaxxmuTe Ha kHonky danee.

6. Boibepute npotokon TCP.

7. B none OnpepeneHHbie yaaneHHble NopThbl YKaXUTe CeyOLLMIA AManasoH NopToB, YTOBbI pas3peLLnTb
vcxoodime nogknoyeHus: 1024—65535.

8. B okHe [OelicTBure BuibepuTe NyHKT PaspelunTb nogkntoyeHme.

9. CoxpaHunTe cosgaHHoe NpaBuio 1 3akpoiite okHo Bpanamayasp Windows B pexxume noBbiLLeHHO
6e3onacHoCcTL.

BpaHaomayap Windows He paspeluaeT yCTaHOBKY CETEBbIX COEAMHEHNI Mexay KOHCOobio nporpamMmbl 1 Crny>xooi
Kaspersky Security Management.

Hericteua nocne yctaHoBku Kaspersky Embedded Systems Security

Kaspersky Embedded Systems Security 3anyckaeT 3agaun 3allmTbl M MPOBEPKUN Cpasy Nocrne yCTaHOBKW, ECINN Bbl
aKTVBMpOBanu nporpammy. Ecnn Bo Bpems yctaHoBku Kaspersky Embedded Systems Security 6bin ycTaHoBREH
¢dnaxkok BknounmTb NOCTOSIHHYIO 3aLLMUTY NOCNe YCTaHOBKMW NPOorpamMmbl (Mo yMOn4YaHUio), MporpaMmMa nposepsieT
06bekTbl GalinoBol cucTeMbl ycTpolicTaa npu focTyne kK Hum. Kaxayto natHuuy B 20:00 Kaspersky Embedded
Systems Security BeinonHseT 3apady [NpoBepka BaxkHbIx obnacTeil.
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Mocne ycTaHosku Kaspersky Embedded Systems Security pekomeHayeTCs BbINOMHUTb Crefytowme OeicTBIS:

e 3anycTuTb 3afavy obHoBMEHNS Ba3 nporpammsl. [locne yctaHosku Kaspersky Embedded Systems Security
npoBepsieT 06beKThI C UCMONb30BaHNeM 6as, KOTOpblE BXOAWIN B COCTaB NMporpamMmbl Mpuv MOCTaBKe.

PexomeHpyeTcs cpasy xxe obHoBUTb 6a3bl Kaspersky Embedded Systems Security, Tak kak 6a3bl Mornm
yCcTapeTb.

Hanee nporpamma 6yneT 06HOBNATL 6a3bl KaXAbIA YaC COrNacHo pacnmcaHuio, yCTaHOBIEHHOMY B 3adaye no
YMOHaHWIO.

e BuinonHuTb MNpoBepky BaxHbIx obnacTelt, ecnu nepepq, yctaHosko Kaspersky Embedded Systems Security Ha
YCTPOWCTBE He Oblna ycTaHOBNEHa aHTVBUPYCHas MporpaMmMa ¢ BKIIIOUYEHHON GyHKLMEN MOCTOSIHHOM 3aLUmThl

darinos.

* HacTpouTb yBeaomneHus aogMmHucTpaTopa o cobbiTusx Kaspersky Embedded Systems Security.

3anyck n HacTpolika 3agayn ObHoBNEHME Ba3 Nporpammbl

Y106b1 06HOBUTE 6a3bl MPOrPaMMbI MOC/E YCTAHOBKY, BbIMOTHATE CEAYIOLUNE AEVICTBUS:

1. B cBoicTBax 3agaun 06HOBMEHNS Ba3 NporpaMmMbl HACTPOWTE COeAMHEHNE C UCTOYHMKOM OBHOBReHWA — HT TP-
nnn FTP-cepBepamn obHosneHui "abopaTopum Kacnepckoro”.

2. 3anycTtuTe 3anavy OBHoBNEHNEe 6a3 NporpamMmbi.

B BaLueii ceT MOXeT 6biTb He HacTpoeH npoTokon Web Proxy Auto-Discovery Protocol (WPAD) gns
aBTOMAaTNYECKOro pacrno3HaBaHuNs napameTpoB MPOKCU-CEepBEPa B NTOKanbHoM ceTu. B aTom cnyyae moxeT
noTpeboBaTbCs NPoBepka NOLIMHHOCTY NPW AOCTYME K NMPOKC/-CEepBepY.

YrobbI yKasaartb OrNOJIHNTeIbHbIe rapamMeTpbl NMPOKCH-cepBepa v riapameTpbl NMpOBepPKU NOL4/IMHHOCTV 4719 LOCTYyria
K rpoOKCH-cepBepy, BbIrNoJiHNTe c/iegyroLne 4 evicTBuS:

1. OTkpoiiTe KoHTeKkcTHOEe MeHio yana Kaspersky Embedded Systems Security.

2. BeibepuTe nyHkT CBoOlicTBa.

OTkpoeTcst okHo MapameTpbl nporpaMmmb..
3. BoibepuTe 3aknagky MNapameTpbl coegnHeHns.

4. B pasgene NapameTpbl npokcu-cepeepa yctaHoBuTe dpraxok Micnonb3oBaTb napameTpbl yKa3aHHOro
npokcu-cepeepa.

5. B none Appec ykaxuTe agpec Npokcr-cepsepa, a B none MopT ykaxurTe HOMep nopTa Npokcu-cepeepa.

6. B pasnene MapameTpbl ayTeHTUdMKaLMM Ha NPOKCU-cepBepe BbibeprTe TpebyeMblii MeTOL ay TEHTUDUKALN
3 pacKpbIBAIOLLErOCs CrMcKa:

* lcnonb3oBaTtb NTLM-ayTeHTUduMKaumio, ecnmv npokcu-cepaep NogaepKmsaeT BCTpoeHHyto B Windows
nposepky nognuHHocTn NTLM. Kaspersky Embedded Systems Security 6yaeT ncnonb3osaTb /s LOCTyna K
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MPOKCU-CEPBEPY YUYETHYIO 3anncb, ykasaHHYIO B MapameTpax 3agaun. [1o ymonyaHuto 3ajava 3anyckaeTcs
nof y4eTHol 3anucelo JlokanbHasg cuctema (SYSTEM).

¢ lcnonb3oBaTb NTLM-ayTeHTUdMKaUmio ¢ MMeHeM Nonb3oBaTeNs 1 NaposieM, eCiiv MPOKCU-CEepBepP
nopaepxuvsaeT BcTpoeHHyto B Windows nposepky nopnnHHocT NTLM. Kaspersky Embedded Systems
Security 6yneT ncrnonb3oBaTb ykasaHHYIO yYeTHYIO 3an1ch A4S AOCTYNa K Mpokcu-cepaepy. Beante nvis n
naporb Nosb3oBaTenNs U BolbepuTe Nob3oBaTenNs B CrNCKE.

¢ lcnonb3zoBaTb MMs Nonb3oBaTens u napo’ib, UYTOObI Bbl6paTb O6bMHer npoBepKYy NOOMHHOCTW. Beegute
M4 1 Naponb Nosib3oBaTensd Nin Bbl6epVITe nosib3oBaTenyd B CrincKe.

7. B okHe MNapameTpbl nporpamMmmbl HaxxmuTe Ha KHomnky OK.

oo

YT06bI HACTPOUTL COEAVHEHNE C cepBepamyl 0bHoBReHw flabopaTtopum Kacniepckoro” B 3aaa4e 06HoBIeHNs 6a3
MPOrpPamMbi, BbiOHATE C/EAYIOLUNE AeVICTBUS:

1. BanycTuTe KoHconb mporpaMmMbl OOHUM U3 CERYOLLX CMOCOBOB:

e OTkpolite KoHconb MporpamMMbl Ha 3aliymiiaemMom ycTporicTae. [ns aTtoro B MmeHto lNMyck BuibepuTe Bee
nporpammel > Kaspersky Embedded Systems Security > CpeacTea agMuHUCTpupoBaHns > KoHconb
Kaspersky Embedded Systems Security.

¢ Ecnn KoHconb nporpamMmbl 3anyLleHa He Ha 3allyLLLaeMOM yCTPONCTBE, MOAK/IIOUMTECH K 3aLLMLLLaEMOMY
YCTPOWCTBY:

a. B nepese KoHconun nporpammbl oTkpoiiTe KoHTekcTHoe MeHto y3na Kaspersky Embedded Systems
Security.

b. BeibepuTe nyHkT MopkniounTbee K ApyroMmy KOMMbIOTEPY.

c. B okHe Bbibop cepeepa BhibepuTe Opyroii cepeep 1 B Mosne BBOLAA YKaXUTe CETEBOE VIMS 3aLLMLLLEaEMOTO
yCTPOWCTBaA.

Ecnn yueTHas 3anmch, KOToOpyto Bbl crnonb3oBanu ans sxogda B Microsoft Windows, He obnapaeT
npaBamu fnocTyna k cnyxbe Kaspersky Security Management, ykaxute y4eTHyIo 3anunch, kotopas
obnagaeT aTUMU NpaBamMu.

OTkpoeTcs okHo KoHconu nporpamMmmei.
2. B nepese KoHconun nporpammbl passepHuTe y3en O6HoBneHne.
3. BeibepuTe BNoxeHHbI y3en O6HoBneHne 6a3 nporpaMmmb..
4. B naHenu pe3ynbTaToB nepeingnTe no ccoinke CeoiicTBa.
5. B oTkpbiBlemMcs okHe MNapameTpbl 3apaun BoibepuTe 3aknaaky MapameTpbl coeanHeHus.

6. BoibepuTe Micnonb3oBaTh NapamMeTpbl NPOKCU-CepBepa A1 COeANHEHUs C cepBepamu 06HOBNEHMIA
"INabopaTtopun Kacnepckoro”.

7. B okHe MNapameTpbl 3agaum HaxmuTe Ha kHorky OK.

MapameTpbl coeOVHEHNS C CTOYHKOM OBHOBNEHNI B 3agade OBHoBeHVe 6a3 nporpaMMbl OyoyT COXpaHeHbI.

Yrobb! 3arycTute 3aaa4y ObHOB/EHVE 6a3 MPOrpPamMMbi, BbiOIHATE CEAYIOLLNE AECTBUS:
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1. B pepeBe KoHconu nporpammbl passepHute ysen O6HoBNeHue.
2. B KOHTEKCTHOM MeHIO BrioxeHHoro y3na O6HoBneHue 6a3 nporpamMmmbl BoibeprTe NyHKT 3anycTuTb.

3apayva O6HoBneHNe 6a3 nporpammbl byneT sanyLueHa.

MNocne ycnewHoro 3aBepLUeHnNs 3a4a4v MOXHO MOCMOTPETh AaTy Bbifycka NOCNEAHNX YCTaHOBNEHHbIX
0oBHOBNEHWIA Ba3 NporpamMmbl B naHenn pesynstatos yana Kaspersky Embedded Systems Security.

MNpoBepka BaXHbIX obnacTel

MNocne Toro kak Bol 06HoBUNM 6a3bl Kaspersky Embedded Systems Security, npoBepbTe 3aLumiLLlaeMoe YCTPONCTBO
Ha Hanm4ne BPefOHOCHbBIX MPOrpamMmM C MOMOLLbIO 3ada4un [poBepka BaXkHbIX obnacTeil.

Y1obb! 3anycTuTh 3aaa4y [poBepka BaxHbix 06/1aCTEM, BbINOHUTE CEAYIOLUNE AEVICTBUS

1. B nepeBe KoHconu nporpammbl pa3sepHuTte y3en MNpoBepka no Tpe6oBaHuio.

2. B KOHTEKCTHOM MeHIO BIOXKeHHOro y3na NpoBepka BaXxkHbIX o6nacTeli BoibeprTe KomaHay 3anycTuTb.
3apava byneT sanyLueHa; B maHenu pesynbTaToB oTobpasnTcs cTaTyc 3agayn BeinonHsaeTcs.
YT0b6bI MPOCMOTPETb XXYyPHA BbINOTHEHNS 38484,

B NaHenu pesynbTaToB y3na MpoBepka BaXxHbIx o6nacTteii nepeianTe no ceblnke OTKPbITb XXypHan
BbINONTHEHUS.

IameHeHne cocTaBa KOMMNOHEHTOB 1 BoccTaHoBneHne Kaspersky Embedded
Systems Security

Bbl MOxxeTe fobaBnsaTe Ui yoanatb komnoHeHTol Kaspersky Embedded Systems Security. Bam Hy>HO
npeaBapuTenibHO OCTaHOBUTL 3afdavy [TocTosHHas 3awwmTa $alinos, ecnv Bbl XOTUTE YOannTb KOMMNOHEHT
MocTosiHHas 3awwmTa painos. B ocTanbHbIx cnyyasix ocTaHaBnveaTh 3agadvy [ocTosHHas 3awmTa Gainnos nnm
cnyx6y Kaspersky Security He TpebyeTcs.

Ecnn pocTyn k ynpasneHuio nporpammoit 3awwmieH naponem, Kaspersky Embedded Systems Security
3anpaluvBaeT BBOL, Mapons MNpu NombITKe yAaneHns nav SMeHeHNs CocTaBa NMporpaMmMHbIX KOMIOHEHTOB B
MacTepe YCTaHOBKM.

Y106b1 n3meHnTb cocTas komrnoHeHToB Kaspersky Embedded Systems Security, BbirosiHuTe crenytoLume AeicTBus:

1. B meHto lMyck BeibepunTe Bee nporpammel > Kaspersky Embedded Systems Security > iameHeHue unn
ynaneHue Kaspersky Embedded Systems Security.

OTKpoeTCcs OKHO MacTepa YCTaHOBKM nporpammel iameHeHue, BoccTaHOBNEHME UK yaaneHue.

2. BoibepuTe NIameHeHne cocTaBa KOMMOHEHTOB NporpamMmbl. Haxxmute Ha KHonky Janee.

OTkpoeTcs okHo BbibopouHas ycTaHoBKa.

3. B crnmcke gOCTYMHbIX KOMMOHEHTOB B OkHe BbiBopoyHasi ycTaHoBKa BbIbeprTe KOMMOHEHTbI, KOTOpble
TpebyeTcs nobaBuTb UK yoanuTb n3 coctasa Kaspersky Embedded Systems Security. [ins aToro BbinonHuTe
cnepytoLme oencTems:
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® YTOBbI N3BMEHNTb COCTaB KOMMOHEHTOB, HaXXMUTE Ha KHOMKY pa0oM C Ha3BaHneM Bbl6p8HHOI’O KOMMOHEHTa.
B kOHTEKCTHOM MeHto Bbl6epV|Te:

* MyHKT KomMnoHeHT ByfeT ycTaHOB/IEH Ha JIOKanbHBIN XXECTKNIA ANCK, ECNN TPebyeTcs yCTaHOBUTb
OTAENbHbIA KOMMOHEHT;

* NyHKT KOMMOHEHT 1 ero NoAKOMMOHEHTbI 6yAyT yCTaHOB/IEHbI HA NOKAasbHbIV XXECTKWIA ANCK, eCnm
TpebyeTCs yCTaHOBUTL rpynny KOMMOHEHTOB.

* YTOObI yOanTb yCTaHOBMNEHHbIE PaHEE KOMIMOHEHTbI, HAXKMUTE Ha KHOMKY PSOOM C Ha3BaHVEM BbIGpPaHHOMO
KOMMOHeHTa. B KOHTEKCTHOM MeHIo BbibepurTe NyHKT KomnoHeHT ByaeT HepocTyneH.

Haxxmunte Ha kHornky Oanee.

4. B okHe [0TOBHOCTb K yCTaHOBKE NMOATBEPANTE U3MEHEHVE COCTaBa KOMMOHEHTOB MPOrPaMMbl, HaXKaB Ha KHOMKY
YcTaHOBUTD.

5. B okHe, OTKpbIBLLUEMCS MO 3aBEPLUEHNN YCTAHOBKN, HaXXMUTe Ha KHorky OK.

CocTas komnoHeHToB Kaspersky Embedded Systems Security 6yneT nameHeH B COOTBETCTBUM C 3a4aHHbIMM
napameTpamu.

Ecnu B paboTe Kaspersky Embedded Systems Security BosHuknun npotnemsl (Kaspersky Embedded Systems
Security 3aBepLuaeTCs aBapuiiHO, 3aa4n 3aBepLIaOTCS aBapUiiHO UM He 3amycKaloTCs), MOXHO nonpoboBaTh
BoccTaHoBUTb Kaspersky Embedded Systems Security. Bbl MoXeTe BbINOMHATL BOCCTaHOBIEHNE C COXPaHEHMEM
TekyLwmx 3HadeHnli napameTpos Kaspersky Embedded Systems Security nnv BeibpaTb pexum, npu KOTOPOM BCe
napameTpbl Kaspersky Embedded Systems Security npumyT 3HaueHUs NO yMONYaHmo.

Yrobbl BOCCTaHOBUTL Kaspersky Embedded Systems Security nocne aBapuiiiHoro 3asepLueHs paboTsl
MpOrpamMmbl Vv 384a4, BoINOIHATE CEAYIOLLME AEVICTBUS:

1. B meHto Myck BbiGepunTe NyHKT Bece nporpammb.
2. BoibepuTe Kaspersky Embedded Systems Security.

3. Boibepute NiameHeHune unn ypanenune Kaspersky Embedded Systems Security.

OTkpoEeTCH OKHO MacTepa YCTaHOBKM nNporpamMMbl iameHeHne, BoccTaHOBNEHNE WX YAaNeHMe.

4. BoibepunTe BapnaHT BoccTaHoBneHne ycTaHOBNEHHbIX KOMMOHEHTOB. HaxxmuTe Ha kHorky Janee.
OTkpoeTcs okHo BoccTaHoBREHME YCTaHOBNEHHbIX KOMMOHEHTOB.

5. B okHe BoccTaHoBREHME YCTaHOBNEHHbIX KOMMOHEHTOB YCTaHOBUTE dprnaxok BoccTaHoBUTb
pekomMeHAyeMble napameTpbl paboTbl NpPorpamMmbl, eCiiv Bbl XOTUTE COPOCUTL MapamMeTpbl MporpaMmbl 1
BoccTaHoBuTb Kaspersky Embedded Systems Security ¢ napameTpamu no ymonuaHumto. HaxxmuTe Ha KHOMKY

Hanee.

6. B okHe [0TOBHOCTb K BOCCTaAHOB/IEHMIO MOATBEPANTE OMNepaLLio BOCCTAHOBIEHNS MPOrpamMmbl, HaXKaB Ha
KHOMKY YcTaHOBUTD.

7. B oKkHe, OTKpbIBLLEMCS MO 3aBEPLUEHNI OnepaL BOCCTAHOBIEHMS, HaXXxMuTe Ha KHomKy OK.

Mporpamma Kaspersky Embedded Systems Security 6yneT BoccTaHOBNEHa C YKasaHHbIMU napaMeTpamu.

YnaneHve ¢ MoMOLLbio MacTepa yCTaHOBKM
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B aTom pasgene npviBeneHsl MHCTPYKUMK No yoaneHuo Kaspersky Embedded Systems Security 1 KoHconm
nporpamMmbl C 3aLLMLLAEMOro YCTPONCTBA C MOMOLLBIO MacTepa YCTaHOBKM / yaaneHus.

YnaneHue Kaspersky Embedded Systems Security

Ddaiinbl famna 1 TpaccupoBKY He yoansioTcs npu yoanenun Kaspersky Embedded Systems Security. MoxHo
BPYUHYIO yaanuTb baiinbl Aamna 1 TpacCUpOBKM U3 Narnkw, ykasaHHOM Npy HacTpolike 3anvcy dhalinos Aamna v

TRaCCHPOBKM.

HasBaHns napameTpoB MOryT OTNMYaTLCS B PasHblX onepaLoHHbix cuctemax Windows.
Bbl moxeTe ynanuts Kaspersky Embedded Systems Security ¢ 3awmiiaemMoro ycTporicTBa ¢ MOMOLLBIO MacTepa
YCTaHOBKM / yaaneHus.

Mocne ynaneHua Kaspersky Embedded Systems Security ¢ 3alumiaemMoro ycTpolicTBa MOXeT NoTpeboBaThCs
nepesarpy3ka. [epesarpy3ky MOXHO OTNOXMTb.

YnaneHue, BOCCTaHOBNEHVE 1 yCTaHOBKa NporpamMmMbl Yepes naHenb ynpasneHus Windows HeBo3MoXHa, ecnn
onepaumoHHas cuctema ncnonbayeT GyHKUMo KoHTponb yueTHbix 3anvcelt (User Account Control) nnu ecnu

LOCTYN K YNPaBneHmo NporpaMmoli 3aLUyLLEH NaPONEM.

Ecnv gocTyn K ynpasneHuto nporpamvmol 3awmiieH naponem, Kaspersky Embedded Systems Security
3anpalunBaeT BBOA, Napos Mpw NoMbITKE yAaneHns Ui 3MeHeHrs CocTaBa NpPorpamMMHbIX KOMMOHEHTOB B

MacTepe yCTaHOBKW.

Y1obb! ynamnute Kaspersky Embedded Systems Security, BbinonHUTe creayroLume 4eViCTBUS:
1. B merto lMyck BbibepunTe NyHKT Bece nporpammbi.
2. BoibepuTe Kaspersky Embedded Systems Security.

3. Boibepute NameHeHne nnn ypaneHne Kaspersky Embedded Systems Security.

OTKpOGTCﬂ OKHO MacTepa yCTaHOBKWN NporpamMmbl NameHeHue, BoccTaHOBNEHNE U yAaneHue.

4. BbibepuTe NyHKT YaaneHne KOMNOHEHTOB NporpamMmel. HaxxmunTe Ha kHonky [danee.

OTKpoech OKHO ,D,OI'IOHHI/ITeﬂbeIe napameTpbl yaaneHmna nporpamMmmbl.

5. Ecnn TpebyeTcs, B okHe [ononHUTeNbHbIE NapamMeTpbl yaaneHus Nporpammel BbINOHUTE CrienytoLme
OencTBug:

a. YcTaHoBuTe draxxok DKCNopTUpoBaTbh 06bEKTHI Ha KapaHTrHe, YTobbl Nporpavma Kaspersky Embedded
Systems Security akcrnopTupoBasna 06beKTbl, TOMELLEHHbIE Ha KapaHTUH. 1o yMonyaHuio Gpraxok CHST.

b. YcTaHoBUTE driaxkok DkcnopTrpoBaTh 06BHEKTLI PE3epPBHOrO XpPaHUANLLA, YTObBbI SKCMOPTMPOBaTh
06bekThl U3 pesepBHoro xpaHunnwa Kaspersky Embedded Systems Security. [o ymonuaHuto ¢naxok CHST.
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¢. HaxkmuTe Ha kHonky CoxpaHuTb B 11 yKaxuTe narnky, B KOTOPYLo TpebyeTcs akenopTmpoBaTb 06bekTbl. 1o
YMOMUaHMIo aKCMopT 06bekTOB OcyLLecTBASeTCs B nanky %ProgramData%\Kaspersky Lab\Kaspersky
Embedded Systems Security\Uninstall.

Haxmunte Ha kHonky Janee.
6. B okHe loTOBHOCTb K YaaneHuo NoATBEPANTE YOaNeHVe, Haxas Ha KHOMKY YAanuTb.
7. B oKHe, oTKpbIBLLEMCS MO 3aBEPLUEHNN YAANeHWs), HaxmmTe Ha kHornky OK.

MNMporpamma Kaspersky Embedded Systems Security 6yneT ynaneHa ¢ sawmiaemMoro yCcTponcTaa.

YnaneHune KoHnconu Kaspersky Embedded Systems Security

HasBaHus napaMeTpoB MOryT OTNMYaTbCS B PasHblX OnepaLonHbix cuctemax Windows.

Bbl MmoxeTe ynanutb KoHconb nporpammbl ¢ 3aLLMLLAEMOro YCTPOMCTBa C MOMOLLbIO MacTepa YCTaHOBKM /
yoaneHus.

Mocne ynaneHus KoHconu nporpamMmMel nepesarpyska 3aLlyiiaeMoro yCTpOoncTBa He TpebyeTcs.
YTo6b! ynamiTe KoHCOMb Mporpammbi, BbiOIHATE CAEAYIOLLNE AeCTBUS:

1. B meHto Myck BbiGepunTe NyHKT Bece nporpammb.

2. BuibepuTe Kaspersky Embedded Systems Security.

3. Bolbepute NameHeHne nnn ypaneHne Cpepacts agMmuHnctTpuposaHus Kaspersky Embedded Systems
Security.

OTkpoeTcs okHO macTepa VIsmeHeHne, BocCTaHOBNEHWE NN YaaNeHme.
4. BoibepuTe NyHKT YAaaneHne KOMNoHEeHTOB NporpamMmbl 1 HaXXMUTe Ha KHorky Janee.

5. OTkpoeTcs okHo loTOBHOCTL K yAaaneHuto. Haxxmute Ha KHonky YaanuTb.

OTKpoeTcs okHO YaaneHne 3aBepLUEHO.
6. Haxkmute Ha kHorky OK.

Onepauns yoaneHus byneTt 3aBepLueHa; OKHO MacTepa yCTaHOBKM ByAeT 3aKpbiTo.

YcTaHoBKa 1 yaaneHne nporpamMmmMbl U3 KOMaHOHOW CTPOKM

OTOT pasnen CoOepXnT onvcaHne ocobeHHocTel ycTaHoBkM 1 yaaneHus Kaspersky Embedded Systems Security
N3 KOMaHOHOM CTPOKW, NMPUMepPbI KOMaHA, Ans ycTaHoBku 1 yaaneHus Kaspersky Embedded Systems Security n3
KOMaHOHOM CTPOKM, MpUMepbl KOMaHL, Ans fobasneHns 1 yoaneHuns komnoHeHTos Kaspersky Embedded Systems
Security n3 KOMaHOHOWN CTPOKW.
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O6 ycTtaHoBke 1 yoaneHun Kaspersky Embedded Systems Security us
KOMaHOHOW CTPOKU

®daiinel famna 1 TpaccupoBKkK He yoansioTcs npu yoaneHun Kaspersky Embedded Systems Security. MoxHo
BPYUHYIO yoanuTb daiinbl famna 1 TpacCUpOoBKM 13 narky, ykasaHHON Nnpu HacTpoiike 3anuncu daiinos aamna v
TRAaCCUPOBKM.

Bbl MOxeTe ycTaHaBnmBaTh 1 yaanatb Kaspersky Embedded Systems Security, no6asnatb nnv ynansTs ero
KOMMOHEHTbI, 3aMyCTVB 13 KOMaHAHOW cTpoku dalinbl nakeTa yctaHoskn \product\ess_x86.msi nnu
\product\ess_x64.msi 1 ykazaB napamMeTpbl YCTAHOBKM C MOMOLLbIO KITKOYE.

Bbl MoxeTe ycTaHoBUTbL Habop "CpencTsa agMUHACTPUPOBaHMS" Ha 3aLL/LLAEMOM YCTPONCTBE UK Ha OPYroM

YCTPOICTBE B CeTU, YTObbI paboTaTh ¢ KOHCOSbIO MporpamMmMbl OKanbHO U yaaneHHo. [1ns aToro ncnonbaylite
nakeT ycTaHoBkM \console\esstools.msi.

BbinonHsiiTe ycTaHOBKY C NMpaBamu YY4eTHO 3anvcu, BXOLSLLEN B rpynny agMUHNCTPATOPOB Ha 3aLUMLLaeMOM
YCTPOICTBE, Ha KOTOPOM YCTaHOBMEHa NporpamMma.

Ecnu Bbl 3anycTuTe Ha 3alLMLLaeEMOM YCTPONCTBE oauH 13 darinos \product\ess_x86.msi nnu
\product\ess_x64.msi 6e3 pononHuTenbHbIX kitodel, nporpamma Kaspersky Embedded Systems Security 6ynet
yCTaHOBIeHa C pekoMeHayeMbIM/ NnapamMeTpamim yCTaHOBKM.

Bbl MOXeTe 3apaTb Habop ycTaHaBNMBaeMbIX KOMMOHEHTOB ¢ nomolLupto kloua ADDLOCAL, nepeuncnve B
KauyecTBe ero 3HaueHin koAbl BbIOpPaHHbIX KOMMOHEHTOB U HABGOPOB KOMMOHEHTOB.

[Npumepbl komaHg ycTaHoBku Kaspersky Embedded Systems Security

B aTom pasnene npviBefeHbl NpuMepbl koMaH, ang yctaHosku Kaspersky Embedded Systems Security.

Ha 3awmiiaemom ycTpolicTse nop ynpaeneHvem 32-paspsaHoli Bepcum Microsoft Windows 3anyckaiite
daiinbl ¢ cyddrkcom x86 ns komnnekTa noctasku. Ha salyiaemMom ycTpoicTBe nog, ynpasneHnem 64-
paspsaHoli Bepcun Microsoft Windows 3anyckaiite dalinbl ¢ cyddrkcom xé64 n3 KomnnekTa nocTaBku.

MNoppobHas MHPopMaLms 06 NCMONb30BaHUM CTaHOAPTHbLIX KOMaHL, 1 Ktoyel ycTaHosLmka Windows copepxunTcs
B LOKYMEeHTauuMn, npefocTasnsemol koprnopaumein Microsoft.

MNpumepsbl ycTaHoBkn Kaspersky Embedded Systems Security na ¢gaiina setup.exe

Yrobb! ycTaHoBuTh Kaspersky Embedded Systems Security ¢ napameTpamu no ymondaHuio 6e3 B3auMoneicTeus
C M0/1b30BATE/IEM, BbIMO/IHUTE CAEAYIOLLYIO KOMaHLY:

\product\setup.exe /s/p EULA=1 PRIVACYPOLICY=1
MoxHo ycTaHoBuTb Kaspersky Embedded Systems Security co cnepyowmmmn napameTpamm:

® YCTaHOBUTb TONBbKO KOMMOHEHThI [locTosHHas 3awmTa daiinos 1 [Nposepka no TpeboBaHuo;
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* He 3anyckaTb [locTosHHYO 3aWwmTy dalinos npu 3anycke Kaspersky Embedded Systems Security:;
® He 1CKoYaTh U3 NpoBepkin dalinbl, PeKOMEeHAOBaHHbIE K UCKITIoUeHMo kopriopaumein Microsoft.
Llns 8TOro BoIfoH1Te CrenyroLLyo KOMaHay:

\product\setup.exe /p "ADDLOCAL=0as RUNRTP=0 ADDMSEXCLUSION=0"

MprMepbl KOMaHA, ANs YCTaHOBKW: 3anyck msi-darina

Y1o6b1 ycTaHoBuTE Kaspersky Embedded Systems Security ¢ napameTtpamy no ymonyaHuo 6e3 B3auMoneric TBus
C M1071b30BAaTENEM, BbIMO/IHUTE CEAYIOLLYIO KOMaHAY:

msiexec /i ess.msi /qn EULA=1 PRIVACYPOLICY=1

Y106kl ycTaHoBuTL Kaspersky Embedded Systems Security ¢ napameTtpamy no yMon4YaHuo v nokasats UHTepgevic
YCTaHOBKY, BbIMO/IHATE CAEAYIOLLYIO KOMAaHLAY:

msiexec /i ess.msi /qf EULA=1 PRIVACYPOLICY=1

Y1obb1 ycTaHoBuTE Kaspersky Embedded Systems Security v akTvBmnpoBaTs ero ¢ noMoLLbto garina Knda
C:\OOOOOOO0A key, BbIronHUTe CAEAYIOLLYIO KOMAaHAY:

msiexec /1 ess.msi LICENSEKEYPATH=C:\0000000A.key /qn EULA=1 PRIVACYPOLICY=1

Y1o6b1 ycTaHoBuTE Kaspersky Embedded Systems Security ¢ npenBapyTeisHOV MpoBepKoLi K THIBHbIX MPOLECCOB
Y1 3arpy304HbIX CEKTOPOB JIOKa/IbHbIX ANCKOB, BIMNOIHUTE CEAYIOLLYIO KOMAHAY:

msiexec /i ess.msi PRESCAN=1 /qn EULA=1 PRIVACYPOLICY=1

Yrobbl ycTaHoBUTE Kaspersky Embedded Systems Security B nanky yctaHosku C:\ESS, BbinonHuTe crenyoLLyto
KoMaHAy:

msiexec /i ess.msi INSTALLDIR=C:\ESS /qn EULA=1 PRIVACYPOLICY=1

Yrobsl ycTaHoBuUTE Kaspersky Embedded Systems Security v coxparnTb @aiin XypHana yCTaHOBKM C UMeHeM
ess.log B nariky, rae xpaHutcs msi-gavin Kaspersky Embedded Systems Security, BbinonHUTe CAeAyIOLLYO KOMaHAY:

msiexec /i ess.msi /1*v ess.log /qn EULA=1 PRIVACYPOLICY=1
Yrobb! ycTaHoBuTH KoHconb Kaspersky Embedded Systems Security, BbinonHUTe cneaytoLLyo KOMaHLy:

msiexec /i esstools.msi /gn EULA=1

Y106kl ycTaHoBuTE Kaspersky Embedded Systems Security v akTvBupoBaTh MporpamMMy ¢ rnoMoLLbio davina Kioda
C:\OOOOO0O0A.key, a Takxxe HacTpouTb Kaspersky Embedded Systems Security B cCOOTBETCTBUM C r1apamMeTpamy B
KoHurypaLmoHHom ¢avine C:\settings.xml, BbinoIHATE CEAYIOLLYIO KOMaHAY:

msiexec /i ess.msi LICENSEKEYPATH=C:\0000000A.key CONFIGPATH=C:\settings.xml /qn EULA=1
PRIVACYPOLICY=1

YT06bI yCTaHOBUTE mcripasieHve, ecaun nporpamma Kaspersky Embedded Systems Security 3awymiieHa naponem,
BbIMOJIHATE CNIEAYIOLLYIO KOMAHLY:

msiexec /p "<msp nyTb K umeHu ¢anna>" UNLOCK_PASSWORD=<naponb>
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HericTteua nocne yctaHoBku Kaspersky Embedded Systems Security

Kaspersky Embedded Systems Security 3anyckaeT 3agaun 3almThbl 1 NPOBEPKM Cpasy Noce YCTaHOBKW, ECNV Bbl
aKTuBUpoBanu nporpammy. Ecnv Bo Bpems yctaHosku Kaspersky Embedded Systems Security 6611 ycTaHoBnEH
dnaxok BkniounTb NOCTOSIHHYIO 3aLLMTY NOcne yCTaHOBKM NPOrpamMmbl, MporpamMma nposepsieT 06bekThl
¢dalinoBoli cnucTemMbl ycTpolicTea npu gocTtyne K Him. Kaxxayto natHuuy B 20:00 Kaspersky Embedded Systems
Security BbinonHseT 3agavy [poBepka BaxHbIX obnacTeil.

Mocne ycTaHosku Kaspersky Embedded Systems Security pekomeHOyeTCs BbINOMHUTb CriedytoLlme OeliCTBISE:

e 3anycTuTtb 3apavy obHoBreHus 6a3 Kaspersky Embedded Systems Security. lNocne yctaHosku Kaspersky
Embedded Systems Security npoBepsieT 06beKTbl C UCMONb30BaHMEM 6a3, KOTOpPbIe BXOOWN B COCTaB
nporpamMMbl Npun nocTaeke. PekoMmeHayeTcs cpa3sy »e 06HoBUTb 6a3bl Kaspersky Embedded Systems Security.
[lns aToro Bam Hy>Ho 3anycTuTb 3agadvy O6HoBneHve 6a3 nporpamvmbl. [lanee o6HoBneHve 6a3 6yneT
BbINOJHATLCS KaXK bl Yac COrnacHo pacrnmcaHunio, yCTaHOBNIEHHOMY MO YMOMYaHWIO.

Hanpumep, Bbl MOXeTe 3anycTuTb 3agady OBHOBNEHVE 6a3 NporpamMmbl, BbIMOHMB CEAYIOLLYIO KOMaHLY:

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser
/PROXYPWD:123456

MNpw aTom obHoBneHns 6a3 Kaspersky Embedded Systems Security 6yayT 3arpy>keHbl ¢ cepBepoB 06HOBNEHWI
"NabopaTtopum Kacnepckoro”. CoeanHeHne ¢ NCTOYHNKOM OBHOBEHWI MPOVICXOANT Yepes NMPOKCH-CepBep
(anpec npokcu-cepsepa: proxy.company.com, nopt: 8080) c ncnonb3oBaHviem s [OCTYNa K cepBepy
BCcTpoeHHol B Windows npoepku noamHHocT NTLM ¢ yyeTHol 3anmnceio (MMs nonb3osaTtens: inetuser;
naponb: 123456).

e BoinonHuTh MNMpoBepky BaxHbIx obracTeil, ecnu nepepn yctaHoskoi Kaspersky Embedded Systems Security Ha
YCTPOICTBE He Bblla yCTaHOBEHa aHTUBMPYCHas MporpamMma ¢ BKIIIoUYeHHOM GyHKUMEN MOCTOSHHON 3alUTbl
daiinos.

Y1066 BEINOIHUTE 38884y [poBepKa BaxkHbIX 0bracTeri C MOMOLLbIO KOMaHAHOU CTPOKY, BbIMOHATE CIEAYIOLLYHO
KOMaHAy:

KAVSHELL SCANCRITICAL /W:scancriticallog
OTa KoMaH[a CoxXpaHsieT XYypHan BbINONHEHVS 3aaaun B daline scancriticallog B TekyLuein narke.

e HacTpouTb yBeOomeHus agMMHUCTpaTopa o cobbiTusx Kaspersky Embedded Systems Security.

[o6aBneHune n yonaneHne KOMNoHeHTOB. [1prmMepbl KomaHg

KomnoHeHT MpoBepka no TpeboBaruWio ycTaHaBnMBaeTCs aBToMaTnyeckn. Bam He Hy>KHO ykasbiBaTb ero B Crimcke
3HaueHuin kntoua ADDLOCAL, po6basnsas nnm yoansas komrnoHeHTsl Kaspersky Embedded Systems Security.

Y106b1 068BUTE KOMIOHEHT KOHTPOIb 3ar1yCKa MpOrpamMm K PaHee yCTaHOB/IEHHbIM KOMITOHEHTaM, BbINOHUTE
ClIEAYIOLLYIO KOMEHAY:

msiexec /i ess.msi ADDLOCAL=0as,AppCtrl /gn
nnm
\product\setup.exe /s /p "ADDLOCAL=0as,AppCtrl"

62



Ecnu Bbl nepeuncnmnTe He TONbKO KOMMOHEHTbI, KOTOPbIE TPeByeTCs YCTaHOBUTb, HO U YK€ YCTaHOBNEHHbIE
KomnoHeHTbl, Kaspersky Embedded Systems Security nepeycTaHOBUT yka3aHHbIE YCTaHOBNEHHbIE KOMMOHEHTHI.

Y1068 yaanTe yCTaHOBIEHHbIE KOMITOHEHTbI, BbIOTHUTE C/IEAYIOLLYIO KOMAaHAY:
msiexec /i ess.msi

"ADDLOCAL=0as,0ds,Ksn,AntiExploit,DevCtrl,Firewall,AntiCryptor,LogInspector,AKIntegratio
REMOVE=AppCtrl,Fim" /qgn

YnaneHue Kaspersky Embedded Systems Security. [Npumepbl komarz

Y1obb! ynamnte Kaspersky Embedded Systems Security ¢ 3aLmaeMoro yCTpovicTBa, BbiONHUTE CIEAYIOLLYIO
KOMaHAy:

msiexec /x ess.msi /gn

nnn

e [Ins 32-pa3psaHoli onepaLmnoHHOM CUCTeMI:
msiexec /x {37D40028-1D88-48F5-980D-6AEAB518D7C2} /gn

o [Ina 64-pa3psanHor onepaumoHHOM CUCTEMDI:
msiexec /x {7F1E52D2-D46C-4F6A-BF25-FO3C57951E98} /qn

Yrobb! ynamte KoHconb Kaspersky Embedded Systems Security, BbInomHUTe CneaytoLLyto KOMaHay:
msiexec /x esstools.msi /gn

iz

e [Ing 32-pa3psnHor onepaumnoHHON CUCTEMBI:
msiexec /x {86014DED-374D-4492-8AD4-8DO6F725128F} /qn

e [Ina 64-pa3psanHor onepaumoHHOM CUCTEMDI:
msiexec /x {45274FOF-C3D9-4E6F-872C-96C5FED65438} /qn

Y1obbl ynamnute Kaspersky Embedded Systems Security ¢ ycTporicTsa, Ha KOTOPOM yCTaHOB/IeHa 3aLUNTa MaposIeM,
BbIMONTHATE CNIEAYIOLLYIO KOMAaHLY:

e [1na 32-paspsnHoli ornepauyioHHON CUCTEMBI:
msiexec /x {37D40028-1D88-48F5-980D-6AEAB518D7C2} UNLOCK_PASSWORD=*** /qn

* [Ins 64-pas3panHon onepaLyioHHON CUCTEMBI:
msiexec /x {7F1E52D2-D46C-4F6A-BF25-FO3C57951E98} UNLOCK_PASSWORD=*** /qn

Kogopl BO3BpaTa

B Tabnuue Huxe nprBefeHo onmncaHre KOLoB BO3BpaTa KOMaHLHOM CTPOKM.

Kogpl BO3BpaTa

Kop, OnucaHune
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1324 VImMs nankun HasHauYeHNs COAEPXNUT HELOMYCTUMbIE CUMBOJIbI.

25001 HepocTtaTouHo npas ong yctaHoBku Kaspersky Embedded Systems Security. YTobbl ycTaHOBUTH
nporpamMmy, 3arnycTuTe MacTep YCTaHOBKM C NpaBaMn NIOKanbHOro agMUHUCTpaTopa.

25003 He ynaeTcs yctaHoBuTh Kaspersky Embedded Systems Security Ha ycTpolicTBO nog ynpasneHvem
aToli Bepcun Microsoft Windows. MNoxanyiicTa, 3anycTuTe MacTep YCTaHOBKM MPOrpamMmbl,
npeaHasHayYeHHbIn ana 64-paspsaHoi Bepcun Microsoft Windows.

25004 O6Hapy>xeHO HECOBMECTUMOE MporpaMmMHoe obecnedeHne. YTobbl MPOAOIKNTb YCTaHOBKY,
yOoaniTe creqytollee nporpaMMHoe obecrneyeHne: <CrnmMcok HECOBMECTUMOrO MPOrPaMMHOrO

obecnevueHns>.
25010 YKkasaHHbI MyTb HE MOXET ObiTb MCMOMb30BaH [/ COXpaHeHNs 06 beKTOB Ha KapaHTUHE.
250M Vms nankun ans coxpaHeHns 06 bekToB Ha KapaHTUHE COAEPXUT HeJOMyCTMbIE CUMBOSbI.
26251 He ynanocb 3arpysuts DLL gng CueTumkoB Npon3BogmuTENbHOCTN.
26252 He ynanocb 3arpysuts DLL gng CueTumkoB Npon3BogmnTeNbHOCTN.

27300 [paiiBep He MOXeT BbITb YCTaHOBMEH.
27301 [paliBep He MOXeT BbiTb YaaneH.

27302 HeBO3MOXHO YCTaHOBUTb CETEBOM KOMMOHEHT. [JOCTUrHYyTO MakcrMasibHOe NopOoroBoe 3Ha4yeHne
NOAAEPKMBAEMOrO KONMMYECTBA YCTPONCTB GpUnbTpaLmn.

27303 AHTUBUpPYCHbIE 6a3bl He HaNaEHbI.

YcTaHoBKa 1 yaaneHue nporpamMmmbl ¢ nomolpto Kaspersky Security Center

OT0T paspen cogepxunT nHbopmaLumio o6 ycTaHoBke Kaspersky Embedded Systems Security ¢ nomolubio
Kaspersky Security Center, onucaHune npouenypbl ycTaHoBku 1 yoaneHus Kaspersky Embedded Systems Security
yepes Kaspersky Security Center, a Takxe onvcaHue neinctauli nocne yctaHosku Kaspersky Embedded Systems
Security.

Ob6wwe ceepeHns 0b ycTtaHoBke Yepes Kaspersky Security Center

Bbl moxeTe ycTaHoBuTb Kaspersky Embedded Systems Security uepes Kaspersky Security Center ¢ nomoLpio
3a4a4n yoaneHHom yCTaHOBKN.

Mocne BbINOMHEHNS 3aja4yn yoaneHHon ycTaHoBku nporpamvmva Kaspersky Embedded Systems Security 6yneT
yCTaHOBMEHa C OAVIHAKOBLIMU MapaMeTpamMm Ha HECKOMbKO 3alLMLLaEMbIX YCTPOCTB.

MoykHO 06beaNHNTL BCE 3alLMLLLaeMble YCTPOMCTBA B O4HY Ipyrny agMUHUCTPUPOBAHNS U CO3AaTb FPYMMNoBYLO
3apady ycTaHoBku Kaspersky Embedded Systems Security Ha sawyaemMble yCTpONCTBa 3TOW rpynmbi.

Bbl MOXeTe cospaTth 3afavy yoaneHHol yctaHosku Kaspersky Embedded Systems Security ans Habopa
3aMLLaeMbIX YCTPOWCTB, He 06 beANHEHHbBIX B OOHY Fpynny agMUHUCTPUPOBaHUS. [pn cosgaHnm aToi 3agaun
HY>XHO chOPMUPOBATH CMINCOK OTAENbHbBIX 3aLUyLLAaEeMbIX YCTPONCTB, Ha KoTopble TpebyeTcs ycTaHoBUTbL Kaspersky

Embedded Systems Security.

MopopobHas HbopMaLms o 3afade yaaneHHol ycTaHoBKY NpviBeaeHa B Cripaske Kaspersky Security Center.
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[NpaBa ons yctaHoBku nnu yoaneHns Kaspersky Embedded Systems Security

YueTHas 3anuch, YKa3aHHa4d B 3ajave y,D,aﬂeHHOVI YCTaHOBKMN (YD,aﬂeHI/Iﬂ), L0OJ/DKHa BXOOUWTb B rpynny
agMNHNCTPaTOPOB Ha Ka>XaoM 3all/aemMomM YCTpOMCTBe BO BCeX Clly4dadx, KpoMme cnenyrowmx CI/ITY&]LI,I/II7IZ

* Ha 3almiiaembIx yCTPOMCTBaX, Ha KOTOPbIX TpebyeTcs ycTaHoBUTb Kaspersky Embedded Systems Security,
y>e ycTaHoBneH AreHT agpMuHucTpupoBsaHusa Kaspersky Security Center (He3aBUCUMO OT TOro, B KakOM LOMEHE
HaXOLATCY 3allyLlLaemMble yCTPOCTBA U NMPUHALANEXAT NN OHU K KaKOMY-TMBO LOMEHY).

Ecnn AreHT agMMHUCTPUPOBaHNS eLLe He YCTaHOBIEH Ha 3alLMLLLAaeMbIX YCTPOCTBAX, Bbl MOXETe
ycTaHoBUTb ero BmecTe ¢ Kaspersky Embedded Systems Security ¢ nomoLLbio 3agayun yoaneHHolm
ycTaHoBKW. [lepen, ycTaHoBKOW AreHTa adMUHUCTPUPOBaHNS yoeanTech, YTo yyeTHas 3anncb, KOTOPYHO Bbl
yKaxeTe B 3afjave, BXOOWT B rpynny adMUHICTPaATOPOB Ha KaXA0M 3aLLVLLLaeMOM YCTPONCTBE.

* Bce 3awmiLaemble yCTPOCTBA, Ha KOTOpbIe Bbl XO0TUTe ycTaHoBUTb Kaspersky Embedded Systems Security,
HaxopgsTcsl B ogHOM aomeHe ¢ CepBepom agMUHUCTpUpoBaHus 1 Cepsep agMUHUCTPUPOBaHKIS
3aperncTpupoBaH Nog y4yeTHol 3anncbio AgMmmnHncTpaTop gomeHa (Domain Admin), ecnn aTa yyeTHas 3anmchb
obnagaeT npaBamu 10KanbHOro aaMUHUCTPATOPa Ha 3alLMLLAEMbIX YCTPONCTBAX LOMEHa.

Mo ymonuaHuto 3agaya yoaneHHon yctaHoBku metogom dDopcupoBaHHas ycTaHOBKa 3aryckaeTcs ¢ npaBamm TOl
y4yeTHOl 3anucuy, nof, KoTopoii paboTaeT CepBep agMUHMUCTPUPOBAHNS.

B rpynnoBbix 3agayax 1 B 3ajavax Ans Habopa 3allyiiaeMblx YCTPOMCTB, B KOTOPbIX Bbin BbIOpaH MeTof,
dopcrpoBaHHON YCTaHOBKM (yOaneHus), ydeTHas 3anvch AoSkHa 0bnafgaTth crefyowymm npasamm Ha
3alMLLAEMOM YCTPONCTBE:

* MpPaBOM Ha YaaneHHbI 3anyck NPorpamMm;
* [OCTYNoMm k narke obuero goctyna Admin$;

* npasom Bxop B kauecTBe cnyX6bi.

YcTtaHoBka Kaspersky Embedded Systems Security ¢ nomolubto Kaspersky
Security Center

MonpobHas nHdopmaLms o GOPMUPOBaAHUN MHCTaNSILIMOHHOIO NakeTa O U CO34aHUN 3834 YAaneHHoM
ycTaHoBKM codepxxuTcs B PykosogcTtse no BHeapeHuto Kaspersky Security Center.

Ecnu Bl nnaHvpyeTe B panbHeweMm ynpasnsate Kaspersky Embedded Systems Security uepes Kaspersky Security
Center, y6eanTech, UTO BbINONHAOTCS CrefyoLLe YCNoBUs:

* Ha 3awpyiaemom ycTpolicTBe ¢ ycTaHoBneHHbIM CepBepom agmmHCTpupoBaHus Kaspersky Security Center
Takxe ycTtaHosneH [naruH ynpasnenus (daiin \product\klcfginst.exe komnnekTa noctasku Kaspersky
Embedded Systems Security).

* Ha sawpyaembix ycTpolicTBax ycTaHoBneH AreHT agMHucTpuposaHmns Kaspersky Security Center. Ecnv Ha
3aluMLLaeMbIX YCTPOMCTBax He ycTaHoBneH AreHT agMmuHucTpupoBaHus Kaspersky Security Center, Bol MOXxeTe
ycTaHoBUTb ero BMecTe ¢ Kaspersky Embedded Systems Security B 3agave ynaneHHol yCTaHOBKU.
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Mo>HO Takxe 06beanHNTL YCTPONCTBA B rpynny aAMUHUCTPUPOBaHIS, YTODbI B AanbHelieM ynpaBnsThb
napameTpamu 3aLMTbl C MOMOLLbIO MONMTYIK U rpynnoBbix 3ajad Kaspersky Security Center.

Y106b1 ycTaHoBuTE Kaspersky Embedded Systems Security ¢ momoLpto 3ana4m y[aneHHoV yCTaHOBKM, BbIlOJHATE
cneaytoLme JeicTBuS:

1. BanyctuTte KoHconb agMuHrcTpupoBaHus Kaspersky Security Center.

2. B Kaspersky Security Center passepHuTe y3en [ononHUTensHo.

3. PasBepHuTE BNOXEHHDLIV Y3en YaaneHHas ycTaHOBKa.

4. B paboueii obnacTu yana MIHcTannguuoHHble NakeTbl HAXMUTE Ha KHOMKy Co3aaTh MHCTaNNSLUMOHHBIA NakeT.
5. BeibepuTe BapraHT Co3aaTh MHCTaNNSLMOHHBIN NakeT g nporpammebl “JlabopaTopum Kacnepckoro™.

6. BeBegnTe mMsa HCTanNauyMOHHOrO nakeTa.

7. BoibepuTe daiin ess.kud ns komnnekta yctaHosku Kaspersky Embedded Systems Security B kauecTse daiina
NHCTanN4auMoHHOro nakeTa.

OTkpoeTcs okHo JInueHanoHHoe cornawenue n NMonutnka koHpuaeHUManLHOCTU.

8. Ecnw Bbl cornacHbl ¢ YCNoBUSIMA 1 MONOXeEHNSMN JILeH3noHHoro cornatieHns 1 Monmtmnkm
KOHbUOEHUMaNbHOCTI, 4151 IPOJOMKEHNS YCTaHOBKIM YCTaHoBUTE dbnaxkin 9 nogTeepiaalo, YTo NOHOCTbIO
npounTan, NOHNMALO N MPUHMMAIO MOJIOXKEHNS U YCNOoBUS HacTosLero JInueHsnoHHoro cornaweHns n 9
MOHMMAIO N COornallaloch, YTo Mou AaHHble 6yayT ob6pabaTbiBaTbCs M NepechlnaTbes (B TOM YMcne B TPeTbU
cTpaHbl), cornacHo «lonntnke koHdMAeHUManbHOCTU». 94 NoATBEPXKAAI0, YTO NMOMHOCTbIO NPoYXTaN N
noHnmato «MonuTukKy KoHdNAEHUNANbHOCTNY.

Bam HY>XHO NPUHATDb YCNOBUA JlnueHsnoHHoro cornawenns u lNonnTtukn KOH¢I/I,EI,eHLJ,I/IaJ'IbHOCTI/I ong
NpPOoOOJIKEHNA YCTaHOBKN.

9. YT06bI N3MEHUTL Habop YCcTaHaBavBaeMbix komnoHeHToB Kaspersky Embedded Systems Security n napamveTpbl
YCTaHOBKM MO YMONYaHIO B MHCTaNNSLMOHHOM NakeTe, BbINONHUTE Cnefytowme Aeic TBIS:

a. B Kaspersky Security Center passepHuTe y3en YaaneHHas ycTaHOBKa.

b. B naHenu pesynbTaToB BNOXeHHOro yana VIHCTannsaumoHHble nakeTbl OTKPOTE KOHTEKCTHOE MEHO
Co3AaHHOro MHCcTannsumMoHHoro naketa Kaspersky Embedded Systems Security 1 BoibepuTe MyHKT
CeoliicTBa.

c. B okHe CeolicTBa: <Ha3BaHMe NHCTaUISILMOHHOrO nakeTa> rlepe|7|,u.V|Te pasnen HaCTPOVIKa.

B rpynne napameTpoB YcTaHaBnBaembie KOMMOHEHTbI yCTaHOBUTE d)ﬂa)KKVI pPaaOM C Ha3BaHNAMU
komnoHeHToB Kaspersky Embedded Systems Security, koTopble Bbl XOTUTE YCTaHOBUTb.

d. YTobbl yka3aTb nanky HasHaueHwus, OTIMYHYIO OT Marku, yCTaHOBIEHHON MO YMOMYaHUIO, YKaXnTe UMS nanku
1 NyTb K He B none MNanka HasHaveHwus.

MyTb K Narke Ha3HauYeHNst MOXET CoAepP>XaTb CUCTEMHbIE NEpPeMEHHbIE OKPY>KeHus. Ecnm ykasaHHOM nanku He
CYLLECTBYET Ha 3alLMLLAaeMOM YCTPOCTBE, OHa BydeT cosaaHa.

e. B rpynne napameTpos [lononHuTenbHbie NapamMeTpbl YCTaHOBKU HAaCTPOMTe criedytoLye napameTpbi:
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* BbINonHUTbL aHTMBUPYCHYIO NPOBEPKY 3aLLMLLLAEMOro YCTPOWCTBA Nepen Hauanom yCTaHOBKN

* BknounTb NOCTOSIHHYIO 3aLUMTY NOC/IEe YCTaHOBKW NMpPOorpamMmbl

[o6aBuTb K CKNoYeHNaM ¢aiinbl, pekoMmeHaoBaHHble Microsoft

[o6aBuTb K uckloueHnam ¢aiinel, pekomeHaoBaHHble JlTabopaTopueii Kacnepckoro
f. B pnanorosom okHe CBoICTBa: <Ha3BaHWE UHCTAaNMNSALMOHHOrO NakeTa> HaxxmuTe Ha kHornky OK.

10. B yane NHcTannaumnoHHbIe NakeTbl co3paiTe 3apgady yoaneHHon yctaHosku Kaspersky Embedded Systems
Security Ha 3alMLLL@eMble YCTPOWCTBa (rpynny agMUHUCTPUPOBaHNS). HacTpoliTe napameTpbl 3agauyn.

MNMoppobHas nHdopMaLWs O CO3AaHUM U HAaCTPOIiKE 3aaum yaaneHHON ycTaHoBKM NpuseaeHa B Cripaske
Kaspersky Security Center.

1. BanycTtuTte 3apgavy yoanenHol yctaHoBku Kaspersky Embedded Systems Security.

Mporpamma Kaspersky Embedded Systems Security 6yneT ycTaHOBNEHa Ha yka3aHHbIe B 3afaYe 3alyaemble
yCTpOWCTBaA.

Hencteng nocne yctaHoBku Kaspersky Embedded Systems Security

Mocne yctaHoBku Kaspersky Embedded Systems Security pekomeHayeTcs o6HoBMTb 6a3bl Kaspersky Embedded
Systems Security Ha ycTpoCTBax, a Takxe BbiNonHUTL [1poBepKy BaXkHbIX 0bnacTeli yCTPOCTB, eCnv Ao
ycTaHoBku Kaspersky Embedded Systems Security Ha ycTpolicTBax He bbin yCTaHOBEHbI aHTUBUPYCHbBIE
nporpamMMbl C BKIIIOUYEHHO PYHKLIMEN MOCTOSHHOW 3aLUMTbI.

Ecnn sawpmiaemble yCTpONCTBa, Ha KOTOPbLIX YycTaHoBNeHa nporpamma Kaspersky Embedded Systems Security,
o6beanHeHbl B oHy rpynny aaMuHUCTprpoBaHmns B Kaspersky Security Center, MOXHO BbIMOSIHATL 3TY 3a4a4u
cnepyoLLMy cnocobamu:

1. CospaTb 3apavy 06HOBNEHVS 6a3 NPorpamMMbl A1s rpy bl 3aLLMLAEMbIX YCTPOCTB, Ha KOTOPbIX YCTaHOBMEHA
nporpamma Kaspersky Embedded Systems Security. YcTaHoBuTb CepBep apMuHUCTpupoBaHus Kaspersky
Security Center B kayecTBe UCTOUHMKA OOHOBNEHWIA.

2. CospaTb rpynnoByto 3anadvy NpoBepky no TpeboBaHmio co ctaTtycom [NpoBepka BaxHbIx obnacTeit. Kaspersky
Security Center oLeH/BaeT COCTOSIHVE ©6e30MacHOCTM KaX4oro 3alyLLaeMoro yCTponcTea rpynnbl No
pesyrnbTaTaM BbINOSIHEHWS 3TOW 3aaun, a He Mo pe3ynbTaTam 3agaun [poBepka BaxHbIX obracTeil.

3. CospaTb HOBYIO MONNTUKY ONS rPynnbl 3aLLMLLaeMbIX YCTPONCTB. B cBolicTBax nonntukn B paspene MNMapameTpbl
nporpammbl BbIKNIOUMTb 3aMyCK MO PacnmncaHnio CUCTEMHbIX 3aAa4 MPOBEPKYM Mo TpeboBaHuIo 1 3aKa4un
O6HoBneHne 6a3 NporpamMmbl Ha 3aLLMLLLAEMbIX YCTPOCTBAX FPynnbl aAMUHUCTPUPOBaHNS B NoApasaene
3anyck cucTemHbIX 3apau.

MOoyKHO Take HacTpOoUTb YBeAOMIEHNs agMHUCTpaTopa o cobbiTuax Kaspersky Embedded Systems Security.

YctaHoBka KoHconu nporpammel yepes Kaspersky Security Center

MoppobHas HPopMaLms O CO3AAHNN MHCTANSLMOHHOIO NakeTa 1 3ajayuv yAaneHHON YCTaHOBKM COREPXKNTCS
B PykoBogncTtse no BHeapeHuto Kaspersky Security Center.

67



Y106b1 ycTaHoBMTE KOHCO/b MPporpamMmMsl C MOMOLLbIO 384844 yAa/IeHHOU YCTaHOBKY, BEIMO/IHATE CIEAYIOLUME
Levicteuns:

1. B KoHconm agmuHmncTprpoBanus Kaspersky Security Center passepHuTe y3en [JononHuTenbHo.
2. PasBepHnNTE BNOXEHHLIN y3en YaaneHHas yCTaHOBKa.

3. B pabouein obnacTtu yana VIHCTannsaumMoHHbIe NakeTbl HaXXMUTE Ha KHOMKY Co3aaTh MHCTaNNSUMOHHbIA NakeT.
[Mpw co3naHn HOBOrO UHCTaNMSLIMOHHOIO NakeTa:

a. B okHe MaCTep co3aaHng MHCTaNNaUuMOHHOIo nakeTa Bbl6epI/ITe MYHKT Co3paTb MHCTaANNSUVNOHHDI NakeT
A9 yKasaHHOro ncnojiHaemoro ¢a|‘/’|na B KayecCcTBe TuMna nakeTa.

b. BBeouTe nma MHCTaNNAUMOHHOIO nakeTa.

c. B narke komnnekTa noctasku Kaspersky Embedded Systems Security Boibepute daiin \console\setup.exe n
ycTaHoBUTe dnaxok KonnposaTb BCio Nanky B UHCTaNASLMOHHbIV NaKerT.

d. Ecnm TpebyeTcs, ¢ noMoLLblo ktoya komanaHol cTpoku ADDLOCAL nameHnTe cocTaB ycTaHaBIMBaeMbIX
KOMMOHeHTOB B none MNapameTpbl 3anycka ncnonHsemoro ¢aiina (Heo6s93aTenbHO) 1 Nanky HasHa4YeHUs.

Hanpumep, 4tobbl ycTaHoBUTL Tonbko KoHconb nporpammbl B narky C:\KasperskyConsole, He ycTaHaBnmBas
daiinbl cnpaskn 1 JOKYMEHTaLMN, UCMONb3yiTe CremytoLme Koy KOMaHAHO CTPOKU:

/s /p "ADDLOCAL=MmcSnapin INSTALLDIR=C:\KasperskyConsole EULA=1"

4. B y3ne MIHcTannauuoHHble nakeTbl CO3[ariTe 3agavy yaaneHHol ycTaHoBKM KoHconn nporpaMmbl Ha
BblIBpaHHble 3aLUyLLaemMble YCTPOCTBa (rpynny agMUHUCTPUPOBaHWS). HacTpoiiTe napamMeTpbl 3aaau.

MNoppo6Has nHdopMaLma O CO3aaHNM 1 HACTPOIKE 3a[ady yaaneHHoW yCTaHoBKM NpusedeHa B Cripaske
Kaspersky Security Center.

5. BanycTtuTte 3apavy yaaneHHo! yCTaHOBKM.

KoHconb nporpammbl 6yneT ycTaHOBMEHa Ha ykasaHHbIe B 3aa4e 3allMLlLaeMble yCTPOoCTBa.

YnaneHue Kaspersky Embedded Systems Security ¢ nomoLubto Kaspersky
Security Center

®daiinbl famna 1 TpaccupoBKX He yoansioTces npu yoaneHun Kaspersky Embedded Systems Security. MoxHo
BPYUHYIO yoanuTb daiinbl famna 1 TpacCUpoBKM 13 Narnky, ykasaHHoN Nnpu HacTRolike 3anuncu dhalinos aamna v
TRACCHROBKM.

Ecnun pocTyn k ynpasnenuio Kaspersky Embedded Systems Security Ha ycTpoiicTBax ceTu 3aLlyLLEH Naponem,
BBEOVTE Naposib MpW CO34aHNN 3aAaun yaaneHvs Heckonbkux nporpamm. Ecnm sawwmra naponem He
yrnpasnseTcs nonutukoli Kaspersky Security Center LeHTpannsosaHHo, nporpamvma Kaspersky Embedded
Systems Security 6yneT ycnewwHo yaaneHa ¢ yCTpONCTB, rae AOCTYN K yNpaBieHMio MPOrpamMmMon 3alLmLeH
napornem, COBMaBLUNM C BBELEHHbIM 3HadeHneM. [porpavma Kaspersky Embedded Systems Security He ByneT
yoaneHa ¢ apyrux 3almiiaemMblx yCTPONCTB.

Y1066 ynamnmte Kaspersky Embedded Systems Security, BbinonHUTe creayroLme JeViCTBUS
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1. B KoHconm agmuHmncTpupoBaHus Kaspersky Security Center cospaiite 1 sanycTuTe 3agady yoaneHust
nporpaMmbi.

2. B 3apave BbibepuTe MeTopq yaaneHus (aHanornyHo Beibopy MeToaa yCTaHOBKM, CM. NREABIAYLUMIA pasaen) n
yKaXuTe YY4eTHYIO 3anuch, C npasamun koTopoil Cepsep aaMUHACTPUPOBaHNS OyaeT obpallatbes K
sawmaembliM yctpolicteam. Kaspersky Embedded Systems Security MoXHO yoanutb Tonbko ¢ napameTpammn
yAaneHVs Mo YMONYaHWo.

YcTaHOBKa 1 yaaneHne nporpamMmmbl Yepes rpynnosble nonntukn Active
Directory

OTOT pasnen CoaepXXnT onvcaHne yctaHoBku 1 yaaneHus Kaspersky Embedded Systems Security yepes
rpynnosble nonutukn Active Directory, a Takxxe nHpopmMaLmio 0 AeNCTBUSX, KOTOpble TPebyeTcs BbINMOMHNTL Nocne
ycTaHoBku Kaspersky Embedded Systems Security uepes rpynnosble noanTmku.

YcTaHoBka Kaspersky Embedded Systems Security uepes rpynnosblie
nonutukun Active Directory

Bbl moxeTe ycTaHoBuTb Kaspersky Embedded Systems Security Ha Heckonbko 3alLmiLaeMblx YCTPOWCTB C
nomoLubto rpynnosoli nonuTukn Active Directory. KoHconb nporpammMbl MOXHO YCTaHOBWTb aHanornyHeIM 06pasom.

3alyilaemble yCTpoiCTBa, Ha KOoTopble TpebyeTcs ycTaHoBUTb Kaspersky Embedded Systems Security nnm
KoHconb nporpammbl, AOKHbI ObITb B OAHOM SOMEHE 11 B OOHO OpraHN3aLMOoHHON eavHNLE.

OnepalunoHHble CUCTEMbI 3alLMLLLIaeMbIX YCTPOWCTB, Ha KoTopble TpebyeTcsa ycTaHoBUTh Kaspersky Embedded
Systems Security ¢ MTOMOLLbIO MOANTUKU, BOMKHbI BbITb OAHON paspsaHocTy (32-pa3psaHble v 64-pas3psnHble).

Bbl BomxHbl 06nagaTh NpaBaMy agMUHUCTPaTopa SoOMeHa.

Y1066l ycTaHoBUTL Kaspersky Embedded Systems Security, ncnonesyiite nakeT ycTaHOBKU ess_x86.msi nim
ess_x64.msi. YTobbl ycTaHOBUTL KOHCOSb NpOorpamMmbl, UCMOMb3yTe NakeT yCTaHOBKM esstools.msi.

MoapobHas nHPopMaLms 06 ncnonb3oBaHUM rpynnoBbix nonnTuk Active Directory copepxutcs B
LOKYMeHTaLu, NpefocTaBnsemoi kopropaumein Microsoft.

Y106b1 ycTaHoBuTE Kaspersky Embedded Systems Security (KoHcosb rporpammel), BbInOIHATE CAEAYoLMe
LevicTBus:

1. CoxpaHunTe msi-dalin, COOTBETCTBYOLWMI PaspaaHOCTU YCTaHOBIEHHO BEPCUN ONepauioHHON CUCTEMbI
Microsoft Windows, B nanky o6Liero gocTyna Ha KOHTPOIepe LOMEHa.

2. CoxpaHuTe dhalin katoya B 3Ty >Ke 0BLLYIO Nanky Ha KOHTPOosepe AOMeHa.

3. B aT0i >e narke obLero JOCTymna Ha KOHTposnepe AoMeHa cospainTe daiin install_props.json, cogepxaluumii
NPUBEAEHHbIE HVXXE CTPOKM. DTO O3HAYaET, YTO Bbl COrallaeTech C yCrnoBmsamm JIMLEH3MOHHOrO CornalleHns v
MonnTrkmn KOHOMAEHLINANBHOCTW.

{
"EULA": lllll’
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"PRIVACYPOLICY": "1"
}

4. Ha KoHTponnepe AoMeHa cospalite HOBYIO MONNTYKY AS19 FPyMnbl, B KOTOPYO 06beAVHEHD! 3aluyLLaeMble
yCTpOWCTBa.

5. C nomoLubio PepakTopa 06beKTOB rpynnoBbiX NOANTMK CO34aliTe HOBbIN MHCTaNNSLMOHHBIN NakeT B y3ne
KoHdurypaumsa komnbioTepoB. YkaxuTte nyTb kK msi-daiiny Kaspersky Embedded Systems Security nnm
KoHconu nporpammel B popmate UNC (Universal Naming Convention).

6. YctaHosuTe dnaxok yctaHoslwyka Windows Becerga yctaHaBnnBaTh ¢ NOBbILLEHHBIMW NpaBaMu Kak B y3re
KoHpurypaumsa komnbioTepoB, Tak 1 B y3rne KoHpurypaums nonb3osaTteneii BolbpaHHOM rpynmbi.

7. MpMeHnTE N3MEHeHNs C MOMOLLbIO KOMaHabl gpupdate / force.

MNMporpamma Kaspersky Embedded Systems Security 6yaeT ycTaHOBNEHa Ha 3almLaemMble YCTPONCTBa rpynnbl
nocne vx nepesarpysku.

Hericteua nocne yctaHosku Kaspersky Embedded Systems Security

Mocne ycTtaHosku Kaspersky Embedded Systems Security Ha saluuiaemble yCTPONCTBa pekoMeHaoyeTcs cpasy
0BHOBUTbL Ha3bl MPOrpamMmbl 1 BbIMOMHUTb [TpOBEpPKY BaxkHbIX 06nacTein. DT 4eNCTBUG MOXHO BbIMONHUTL 13
KoHconu nporpammbi.

MOXHO TaKe HaCTPOUTb YBELOMIIEHVS adMUHMCTPaTopa o cobbiTusx Kaspersky Embedded Systems Secuirity.

YnaneHue Kaspersky Embedded Systems Security uepes rpynnosbie
nonutukn Active Directory

®daiinel famna 1 TpaccupoBKX He yoansioTces npu yoaneHun Kaspersky Embedded Systems Security. MoxHo
BPYUHYIO yoanuTb daiinbl famna 1 TpacCUpoBKIM 13 narky, ykasaHHON Nnpu HacTpoiike 3anuncu daiinos aamna v
TRAaCCUPOBKM.

Ecnu Bbl ycTaHosBunm Kaspersky Embedded Systems Security nnm KoHconb nporpammel B rpynne ynpaBnsemblx
YCTPOWCTB, UCMonb3ys rpynmnoByto nonutuky Active Directory, Bol MOXeTe MCNonb30BaTh 3Ty NOAUTKKY, YTOBbI
yoanutb Kaspersky Embedded Systems Security nnm KoHconb nporpammbi.

Bbl moxeTe YOoannTb nporpamMmmy TOJIbKO C napamMeTpamMn yoaneHnd no yMon4aHuto.

Moapo6bHas nHPopMaLms 06 ncnonb3oBaHUM rpynnoBbix NoanTuk Active Directory copepxxutcs B
LOKYMeHTaLuW, NpefocTaBnsemoii kopropaumein Microsoft.

Ecnn pocTyn Kk ynpasneHuio nporpamMmoit 3alumileH naponem, yaanenve Kaspersky Embedded Systems
Security yepes rpynnosble nonuTrku Active Directory HeBO3MOXHO.

Yrob6s! ynante Kaspersky Embedded Systems Security (1 KoHcornb nporpanmmbi), BbIMOIHATE CAeayoLLme
AevicTBus:
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1. Ha koHTponnepe aomeHa BbibeprTe OpraHN3aLNOHHYIO eAVHWLY, C 3alUMLLaeMblX YCTPONCTB KOTOPO
TpebyeTcs ynanuTe Kaspersky Embedded Systems Security nnn KoHconb nporpammbi.

2. BbibepuTe nonnTuky, cospaHHyto ans yctaHosku Kaspersky Embedded Systems Security, n B PegakTope
06bEKTOB rpynnoBbIX NOANTHK, B Y3re YcTaHoBka nporpamvm (KoHdurypauunsa komnbioTepos > [MapameTpsl
nporpamm > YcTaHOBKa NporpamMmm) OTKPOWTe KOHTEKCTHOE MeHIO nakeTa ycTaHoBku Kaspersky Embedded
Systems Security (KoHconn nporpammbl) 1 Bbibepute komaHay Bee 3apgauu > YoanuTe.

3. Beibepute meTon yaaneHus HemeaneHHo yaanutb nporpamMmbl U3 y4eTHbIX 3anunceiil nonb3osBaTteneii n
KOMMbIOTEPOB.

4. MNprMeHnTe N3MeHeHrs C NoOMOLLbIo kKoMaHapl gpupdate / force.

Kaspersky Embedded Systems Security OyneT yaaneH ¢ 3alLmiLaemMblx YCTPONCTB MNOCTE UX Nepesarpy3Ku,
nepep sxonom B Microsoft Windows.

[Nposepka yHkumin Kaspersky Embedded Systems Security.
cnonb3osaHume TectoBoro smpyca EICAR

B aTom pasgene onvcaH TecToBsbll BUpYyc EICAR 1 ero ncnonbsoBaHme ang nposepkiut GyHKLA MOCTOSIHHON
3awmThl daiinos 1 NpoBepku rno TpebosaHuo Kaspersky Embedded Systems Security.

O TectoBom Bupyce EICAR

TecToBbI BUpYC NpefHasHaueH LS NpoBepKn paboThl aHTUBMPYCHBIX Nporpamm. OH paspaboTaH opraHusaumeit
The European Institute for Computer Antivirus Research (EICAR).

TecToBbI BUPYC He SBNSIETCS BPEAOHOCHBIM O6BEKTOM U HE COAEPXMUT UCMOMHIEMOro KOAA, KOTOPbIA MOXeT
HaHeCTV Bpep, BalleMy YCTPONCTBY, HO aHTMBUPYCHbIE MPOrpPaMMbl OOMbLUMHCTBA NPOV3BOAUTENEN
NOEHTUGMLMPYIOT ero Kak yrposy.

dalin, KOTOPbIN COAEPXKMT TECTOBLIN BUPYC, Ha3biBaeTCs eicar.com. Ero MoxHo 3arpysunTb Ha Beb-calite EICAR =,

Mepern coxpaHeHvem dalina B narnky Ha XXeCTKOM AUCKe YCTPOoNCTBa ybenuTech, 4to [ocTosHHas 3almTa
¢dalinoB Bbik/loUeHa A1t TOrO XXEeCTKOro amcka.

®daiin eicar.com coaepXnT TekcToByto cTpoKy. MNpu nposepke daiina Kaspersky Embedded Systems Security
OOHapy>XVBaeT B 3TOW TEKCTOBOWM CTPOKe TECTOBYIO Yrpo3y, npuceansaeT daliny ctaTyc 3apakeHHbIA unm
o6Hapy>xmBaemblli 1 yaanseT ero. VIHbopmaLms o6 obHapyxeHHo B daline yrpose nossnseTtcs B KoHconn
nporpamMmbl 1 B XXypHane BbIMONHEHVS 3aAa4L.

Bbl Takke MoxeTe ncnonb3osaTb daiin eicar.com, UTobbl MpoBepsTh, kak Kaspersky Embedded Systems Security
BbINOMHSET NeYeHVe 3apaxeHHbIX 06 bEKTOB 11 OBHaPY>KNBaET BOSMOXHO 3apaeHHble 06bekTbl. [1ns aToro
OTKpOiiTe dalin C MOMOLLBbIO TEKCTOBOro pefakTopa, LobaBbTe K Havany TEKCTOBOM CTPOKY B daiine oanH 13
npedrKCOoB, NepeyUncneHHbIX B TabanLe H1Xe, U coxpaHnTe daiin ¢ HOBbIM MEHEeM, HanpuMep, eicar_cure.com.
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YT06bl yoeanTbes, uto Kaspersky Embedded Systems Security o6pabaTeiBaeT dalin eicar.com ¢ npedrkcom,
B pasgene napameTpoB 6e3onacHocT 3alumTa o6beKToB yCTaHOBMTE 3HaYeHne Bece ob6bekThl Ans 3apau
MOCTOSHHOW 3aLLThl KOMMbIOTEPa 1 MpoBepPKM Mo TpebosaHuio B Kaspersky Embedded Systems Security.

Mpedwvikebl B dainax EICAR

Mpeduke CraTtyc ¢aiina nocne npoeepku u gelicteue Kaspersky Embedded Systems Security

Bes Kaspersky Embedded Systems Security npucBanBaeT o6bekTy cTaTyc 3apakeHHbliA nnv
npedukca o6Hapy>nBaemblii 1 yaanseT ero.

SUSP- Kaspersky Embedded Systems Security nprceaviBaeT cTaTyc Bo3amMoykHO 3apa>keHHbIl
06bEKTY, OBHAPY>XKEHHOMY C MOMOLLbIO IBPUCTUYECKOrO aHanMsaTopa, v yaanseT ero,
MOCKOIbKY BO3MOXHO 3apakeHHble 06 bekThbl HE MOABEPrarTCs NeUeHMo.

WARN- Kaspersky Embedded Systems Security npucsanBaeT cTaTyc Bo3amMoXxHO 3apaXkeHHbli
06bEKTY, ecnn kop, 06bekTa YaCTUUHO COBMafaeT C KOLOM M3BECTHOW Yrpoabl, U yoanseT ero,
MOCKOJSIbKY BO3MOXHO 3apaxkeHHble 06BbeKThbl He MOABEPratoTCs TEUEHIO.

CURE- Kaspersky Embedded Systems Security npricBanBaeT 06bekTy cTaTyc 3apakeHHbIiA unm
o6Hapy>mnBaemblii 1 neunT ero. Ecnn neyeHre ycnewuHo, Becb TEKCT B paiine 3ameHsieTcs
cnosom "CURE".

[poBepka byHKLMIA NOCTOSHHOW 3aLwmThl GalinoB 1 NPOBEPKIN MO
TpeboBaHMIo

Mocne yctaHosku Kaspersky Embedded Systems Security Bel MoxeTe ybeautbes, uto Kaspersky Embedded
Systems Security oBHapy>x1BaeT 06bekTbl, cogepXaLlyie BpeAoHOCHbIV kog,. [119 9Toro MoxHO 1crnofnb3oBaTthb
TecToBbIli BURYC EICAR.

Y106bI MPpoBEepUTL GYHKLMIO MOCTOSIHHOU 3aLUNTbI QarisioB, BbiMONIHUTE CEAYIOLUME AEVICTBUS

1. BarpysuTe daiin eicar.com c peb-calita EICAR =. CoxpaHuTe ero B nanky obLLero 4ocTyna Ha TokanbHOM AnCKe
noboro ycTponcTea ceTu.

MNepen coxpaHeHvem daiina B nanky ybenmTech, 4To GyHKLMS MOCTOSHHOM 3amThl GainoB OTKloueHa O/
3TOI Nanku.

2. Ecnun Bbl xoTWTe NpoBepuTb paboTy yBeOoM/IeHl Nofb3oBaTtesnein ceT, ybegnutecs, uto Cryxba coobLueHui
Microsoft Windows BktoueHa Ha 3alLmLLaeMoM YCTPONCTBE 1 Ha YCTPOMCTBE, Ha KOTOPOM COXpaHeH dalin
eicarcom.

3. OTkpolite KoHcornb nporpamMmbl Ha 3alLmLLLaeMOM YCTPOCTBE.

4. CkonvpyWiTe coxpaHeHHblii dalin eicar.com Ha nokanbHbI AMCK 3aLLULAEMOrO YCTPONCTBa OOHUM U3
crnefyoLLx cnocobos:

e YTOObI NPpOBEPUTL PabOTY yBEAOMIEHNI Yeped OkHO Cny>6bl TEPMIHANOB, ckonvpyliTe daiin eicar.com Ha
3alyLLLaeMOe YCTPOMCTBO, MOAK/IFOUMBLUNCH K 3aLUMLLLAEMOMY YCTPOMCTBY C NMOMOLLBIO MPOrpamMmbl

"TopkntoueHme K yoaneHHoMy pabouemy ctony” (Remote Desktop Connection).

e YTOObI NpoBEPUTL PaboTy yBeLOMIeHNI Yeped Cnyx6y cooblueHunii Microsoft Windows, ckonupyiite daiin
eicar.com C yCTPOWCTBAa, Ha KOTOPOM Bbl €0 COXPaHWIIL, Yepes CETEBOE OKPYXXEHMEe 3TOro YCTPOUCTBA.
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MNocTosHHas 3awmTa paiinos paboTaeT AOMKHLIM 06Pa30M, ECN BbIMOMHAOTCS CreaytoLLmne yCnoBus:
e daiin eicar.com ynaneH C 3aLlyLLLAeMOro yCTpPOMCTBa.

* B KoHconu nporpammel ypHany BbiNONHeHWs 3aaaym NpucBoeH ctaTtyc Kputuyeckuii. B xypHane nossunach
cTpoka ¢ nHbopmaLmeli ob yrpose B daline eicar.com. YTobbl IPOCMOTPETb XYpPHas BbINMOMHEHWS 3a8a4u, B
nepese KoHconu nporpammbl passepHuTe y3en MNocTogHHas 3awmTa KomnbloTepa, BbibepurTe 3apady
MocTosiHHas sawmTa dalinos 1 B MaHenu pesybTaToB y3na neperignTte no ceoinke OTKPbIThb XXypHan
BbIMOJIHEHUS.

* Ha ycTpoiicTBe, C KOTOPOro Bbl CKOMMPOBany daiif, MosBuIoCch crnepytollee coobuieHne Crny ool
coobueHnin Microsoft Windows: NMporpamma Kaspersky Embedded Systems Security
3abnoknpoBana JoCTyn K <NyTb K ¢ainy eicar.com Ha ycTpoucTBe>\eicar.com Ha
KOMMbTepe <ceTeBOe MMA YyCTPOMCTBaA> B <BpemMA BO3HUKHOBEHMA COObITMA>. [puymnHa:
obHapyxeHa yrposa. Bupyc: EICAR-Test-File. Wms nonb3oBaTenA: <umaA nonb3oBaTena>. UmA
KOMMblTEpa: <CeTeBOe WMA YyCTpPOWCTBa, C KOTOPOro Bbl ckonupoBanu dann>.

Y6eaunTech, uto Cny>x6a coobuieHnin Microsoft Windows paboTaeT Ha yCTpolicTBe, C KOTOPOro Bbl
ckonvpoBanu dalin eicar.com.

Y106bI IpoBEPUTEL BYHKLIMIO MPOBEPKM MO TPEOOBAHWIO, BbIMOHUTE CAEAYIOLME AEVICTBUS:

1. BarpysuTe daiin eicar.com ¢ geb-caita EICAR 2. CoxpaHuTe ero B narnky obLLero ocTyna Ha nokanbHOM AMCKe
noboro ycTponcTea ceTu.

MNepen coxpaHeHrem daiina B nanky ybenmtech, YTo GyHKLMS MOCTOSIHHOM 3aLwmThl GainoB OTKloYeHa /s
9TOW Nanku.

2. OTkpoiiTe KoHconb nporpammsl.

3. BeinonHuTe cnenytolwme 0encTBus:
a. B nepese KoHconu nporpamvmbl paseepHuTe y3en NpoBepka no Tpe6oBaHumio.
b. BeibepuTe BnoxeHHbI y3en lMpoBepka BaXkHbIX o6nacTei.

c. Ha 3aknagke Hactpoiika o6nacTi npoBepku OTKPONTE KOHTEKCTHOE MeHIO y3na CeTeBoe OKpy>KeHUe u
BbibepuTe NyHKT Job6aBuTb ceTeBoin dpaiin.

d. BBenunTe ceTeBoli nyTh K daiiny eicar.com Ha ynaneHHom yctpolictee B dopmaTte UNC (Universal Naming
Convention).

e. YcTaHoBuUTe $naxok, YToBbl BKIIOUMTbL 4OBaBNEHHbI CETEBOV My Tb B 0671aCTh NMPOBEPKU.
f. BanycTuTe 3apauy NpoBepka BaxHbIX 06nacTel.
MpoBepka no TpebosaHNio paboTaeT OOMKHbIM 0BPa3oM, ECNM BbINMOMHAIOTCS CEAyIOLLE YCNOBUS:
e daiin eicar.com ynaneH C )XecTKoro ancka ycTpolicTaa.

* B KoHconun nporpammbl XypHany BbINONHEHUS 3aAa4um NPUCBOEH cTaTyc Kputuyeckuii. B xypHane BbinonHeHUs
3aja4v NPOBEPKIM BaxkHbIX 0bnacTel nosieunack cTpoka ¢ MHpopmaumein ob yrpose B daiine eicar.com. YTobbl
MPOCMOTPETb XYpPHas BbiNonHeHns 3agayn, B aepese KoHconm nporpammMbl passepHuTe y3en MNpoeepka no
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TpeboBaHwuio, BbibeprTe 3aaauy [NpoBepka BaxkHbIx 061acTel 1 B MaHeny pesynbTaToB NepeinanTe no Cebinke
OTKpbITb XXYpHar BbINOHEHNS.

74



[lpoune orpaHnyeHns

Mpoeepka no TpeboBaHuio 1 [NocTodHHag 3awumTa $palinos:
* [lpoBepka NOAKIOUYEHHBIX YCTPOICTB, paboTatowuyx no npotokony MTP, He nopoep>rBaeTcs.
e [lpoBepka apxBOB HEBO3MOXHa 6e3 npoBepkun SFX-apx1BOB: eCni NpoBepKa apxX1MBOB BKIIKOUYEHa B NMapameTpax
sawmThl Kaspersky Embedded Systems Security, mporpamma aBToMaTu4eck NpoBepsieT 06bekThl Kak B
apxvBax, Tak 1 B SFX-apxvBax. BoamoxxHa npoBepka SFX-apx1BoB 6€3 NpoBepKy apX1BOB.

JlnueHavpoBaHne:

* B macTepe ycTaHOBKM He NOLAEPXMBAETCS akTUBALIMS MPOrpamMmMbl C MOMOLLbIO dalina Knoda, ecnv dalin knoya
XPaHUTCS Ha AMCKe, CO3AaHHOM C MOMOLLbIO koMarabl SUBST, unu ecnm ykasaH ceTeBoli My Tb K daliny kioya.

O6HoBneHns:

* [locne ycTaHOBKM KpuTUyeckx obHosneHnin mogyneii Kaspersky Embedded Systems Security, no ymonuaruto
3HaYOoK NMporpamMmbl ByaeT CKPbIT.

* KLRAMDISK He nopaepxumBaeTcs Ha 3alLMLLLaeMbIX yCTpoicTBax ¢ onepaumoHHbiMy cucteMamu Windows XP 1
Windows Server 2003.

WNHTepdeiic:

e [lpu ncrnonb3oBaHUK GunbTPoB B KOHCONM MporpaMmbl yUUThIBAETCS PETUCTP ANS KapaHTUHa, Pe3ePBHOTO
XPaHWULLLE, XXypHana CUCTEMHOrO ayauTa 1 XXYPHanoB BbINOMHEHNS 3a[aY.

* [lpu HacTpolike 06nacTy 3aWmTbl 1 0BnacTu Nposepky B KOHCONM NporpaMMbl MOXHO UCMONb30BaTb TOMBKO
OfHY MackKy 1 TOMbKO B kKoHLe nyTu. Mpumepbl ncnonsaosaHus macku: "C:\Temp\Temp*", "C:\Temp\Temp???.doc"’,
"C:\Temp\Temp*.doc". OTo orpaHuyeHe He PacrpPOCTPaHSAETCS Ha HACTPOKY [LOBEPEHHO 30HbI.

BesonacHocTb:

¢ Ecnn B onepaumoHHol cnucteme akTuBrpoBaH KOHTPOb YUETHbIX 3anm1ceil, y4eTHble 3anMcu Nob3oBaTeneit
LLOJXHbI BXOAUTb B rpynny agMuHicTpaTopos KAVWSEE, uTo6bl MOXHO 6binio oTkpbiBaTh KOHCOMb MporpaMmb
LBOVHBIM LLLETYKOM MbILLW Ha 3HauYKe NporpamMMbl B 06nacTy yBeLOMIEHW NaHenu 3agay. B npotuBHom cnyvae
NS BXOAa NPUAETCS MCMNONb30BaTh YYETHYIO 3annch C MpaBaMu OTKpbiBaTb [uarHocTnieckoe OKHO 1nm
ocHacTky Microsoft Management Console (MMC).

e Ecnun akTmBmpoBaH KOHTpOsb yUeTHbIX 3an1ceil nonb3oBaTenei, He[oCTYNHO yaaneHne nporpaMmbl N3 okHa
Microsoft Windows lMporpammbl 1 KOMMOHEHTBL.

WHTerpaumna c Kaspersky Security Center:
e CepBep aMVHUCTPUPOBaHMS NPOBEPSIET 0OHOBEHNS 6a3 NporpamMmMbl NPy NOMYyYEeHNM NakeToB OOHOBNEHWIA,
nepepn oTNpaBKoi OBHOBNEHWIA Ha 3aluMLLLaeMble YCTpocTBa ceTu. CepBep aiMVHUCTPUPOBAaHWS HE MPOBEPSIET

OBHOBIEHVS MOAY el MPOrpamMMbl.

e YbenmTech, UTO YCTaHOBMEHbI HEOOxXoaMMble PriaXkKu B OKHe napameTpoB B3amopelicTeums ¢ Cepaepom
AIMVHUCTPVPOBaHIIS, MNPV CMOb30BaHNN KOMMIOHEHTOB, NepenatoLLX AnHamMuyeckie aaHHble B Kaspersky
Security Center ¢ MOMOLLbIO CETEBbIX CMNCKOB (KApaHTVH, PE3ePBHOE XPaHUINLLE).

3awmTa OoT 3KCN/IONTOB:
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e 3alunTa OT 3KCMIIONTOB HepJoCTYyMHa, ecnn bubnmotekn apphelp.dll He 3arpy>keHbl B TekyLLelt KoHUrypaLmn
CETEBOrO OKPY>XEHMS.

e KomnoHeHT 3alumTa OT 9KCMIoNTOB HecoBMecTM ¢ yTunmuTtoin EMET oT Microsoft Ha 3alumiaembix
yCTpolicTBax ¢ onepaumoHHoli cuctemol Microsoft Windows 10. Kaspersky Embedded Systems Security
onokupyeT EMET, ecnv KOMNOHeHT 3aLlmTa OT 3KCMOMTOB YCTAaHOBIEH Ha 3aLLMLLLAaEMOM YCTPONCTBE C
ycTaHoBneHHon ytunuton EMET.
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NHTepdeic nporpammbl

Bbl moxeTe ynpasnatb Kaspersky Embedded Systems Security ¢ nomoLubto NnarvHa ynpasneHus n yepes
nokanbHyto KoHcornb nporpamMmmbi.

[elicTBra B uHTEpdeElice nokanbHo KoHconm nporpammbl onncaHsl B pasnene PaboTta ¢ KoHcorbio nporpammbl.

HericTtua ¢ MNnarmHom ynpaBneHns ocyLecTBrsioTcs B MHTepdelice KoHconu agMuHmcTpripoBaHns Kaspersky
Security Center. [Nogpo6Has nHoopmaums ob nHtepdelice Kaspersky Security Center npvBegeHa B Cripaske
Kaspersky Security Center.

7



JInueHsnposaHme nporpamMmmbl

oToT pasnen coaepXxuT |/|H<1>op|v|au.vno 06 OCHOBHbIX MOHATUAX, CBA3AHHbIX C nMueHsnpoBaHneM nporpamMmmbl.

O JlnueH3noHHOM cornaweHnn

JIMLeH3oHHOEe cornalleHyvie — 3TO opuandeckoe cornaweHne mexxay samu 1 AO "JlabopaTopus Kacnepckoro”, B
KOTOPOM YKa3aHO, Ha KakuX YCIOBUSX Bbl MOXETE MCMOMb30BaTb MPOrpamMmy.

BH1maTenbHoO 03HakoMbTECH C YCnoBUaAMIn ﬂI/ILI,eH3I/IOHHOFO cornawleHumsa nepen Havanom pa6OTbI C
nporpamMmMo.

Bbl MOXeTe 03HaKOMUTBCS € YCnoBuUsMy JIMLEH3NOHHOIO cornalleHns cremyoLymMmy crnocobamu:
* Bo Bpems ycTaHosku Kaspersky Embedded Systems Security.
* [lpounTaB fokyMeHT licensetxt. OTOT AOKYMEHT BK/IIOUEH B KOMMNEKT MOCTaBKM MPOrpamMmbI.

Bbi npuHMMaeTe yCnoBua JlnueHsmnoHHoro cornatueHns, noaTeepXxnaqa ceBoe corfacre ¢ TeKCTomMm JlnueHanoHHoro
cornaweHnd Bo BpemM4d YCTaHOBKW NporpamMmbl. Ecnu Bbl He cornacHsl ¢ yCcnosunammn JInueHanoHHoro cornalleHus, Bbl
OOJIKHbI nNpepBaTb YCTaHOBKY MporpamMmMbl 1 HE OO/DKHbI NCMNOTb30BaTh NPOorpamMmmy.

O nnueH3nmn

JInueHsng — aTo orpaHnYeHHOE No BPEMEHM MPaBO Ha NCMOJb30BaHME NPOrpamMmMbl, MPEeLOCTaBNSeMOe BaM Ha
ocHoBe JIMLEH3MOHHOro cornalleHus.

JInueHsus BkntovaeT B cebs NpaBo Ha NOSyYeHne crnenyoLwyx BUAOB YCIyT:
® 1ICMO/b30BaHVe NPOrpamMmMbl B COOTBETCTBUN C YCNOBUSIMM JIMLLEH3VOHHOIO CornaLleHns;
® MofyYeHne TEXHNYECKON NOAAEPXKM.

O6bem ycnyr 1 CpokK MCMob30BaHNS MPOrpaMMbl 3aBUCUT OT TUMa JINLEH3WU, NCMONb3YEMO A9 aKTBaLMn
nporpamMmbI.

Mporpamma akTBMPYETCS C MOMOLLbIO daiina Kntoya 1nv Koja akTMBaummn Af1s pruobpeTeHHOM KOMMEpPYECKO
NALLEH3N.

Kommepueckas nuueHsns — nnaTHas N1LeHsns, npefocTaensemMast npy NprobpeTeHny NporpamMmbI.
B Kaspersky Embedded Systems Security npegycMoTpeHbl criefytoLme TUrbl KOMMEPYECKUX TNLEHSWNIA:
* cTaHpapTHas nuueH3ns Kaspersky Embedded Systems Security;

* paclumpeHHas nuueHsuns Kaspersky Embedded Systems Security Compliance Edition, pacnpocTpaHstioLascs
Ha ABa JOMOMHUTENbHbIX KOMMOHEHTa cUCTEeMbl: MOHUTOPWHI $aiinoBbix onepaumii 1 AHanm3 XypHarnos.
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[No ncTeveHnn cpoka AeNCTBUS KOMMEPYECKO NIMLLEH3MI MPOorpaMmMa NpoaosikaeT paboTy, HO C OrpaHNYeHHON
dYHKLVOHAaNbHOCTBIO (HanpuMep, HeooCcTynHo obHoBneHe 6a3 Kaspersky Embedded Systems Security). YTo6bi
npofomKnTb ncnons3osaHve Kaspersky Embedded Systems Security B pexuMe nonHol GyHKLMOHaNbHOCTY, Bam
HY>KHO MPOAINTL CPOK AENCTBMS KOMMEPUECKON NINLEH3UN.

PekomeHpayeTcs NpoaiesaTh CPOK AECTBUS IMLEH3MN HE MO3aHEee AaTbl ero OKOHYaHUS, YToBbl obecneunTb
MaKCUMarbHYIO 3alUMTy YCTPOCTBA OT Yrpo3 KOMMbOTEPHOM 6e30MacHOCTM.

Y6e,D,I/ITer, YTO AaTa OKOHYaHUA CpoKa OencTBUS OOMOMHNTENBHOMO KtoYa HacTynaeT No3>xe AaTbl OKOHYaHUA
Cpoka OEenCTBMSA aKTUBHOIO Ktoua.

O JInueH3noHHoM cepTudurkaTe

JIMLEH3UOHHBIV cepTUdUKAT — 3TO LOKYMEHT, KOTOPLIV NepenaeTcs BaMm BMecTe ¢ dbaiiyioM kitoya Uim KOLoM
aKTuBaumm (ecnm NPUMEHNMO).

B JlnueH3noHHoM cepTudukaTe ConepXUTCS cremytoLlas MHPopmaLms o NpesocTaBngeMon MULEH3NN:
* HOMep 3aKasa;
* vHdopMaLms O Nonb3oBaTesne, KOTOPOMY MPeAOCTaBeHa NMNLEH3NS;
* yHbOPMaLMS O MporpamMme, KOTOPYO MOXHO akTUBMPOBAaTb MO MPEeLOCTaBNAEMON NMLEH3UV;

® OrpaHVyeHVie KoNMYecTBa NMNLEH3NOHHbIX €QMHNLL (HanprMep, YCTPOCTBA, Ha KOTOPbIX MOXHO NCMOMb30BaTb
nporpamMmMy ¢ NPeLoCTaBNEHHOM NMULEH3NER);

® [aTa Ha4ana cpoka OenCcTBUS NMULLEH3NV;
® [aTa OKOH4YaHWs CpoOkKa OEenCcTBNSA NULEH3NN NN CpOK OericTBUS NLLEH3NI;

® TN TNUEeH3nN.

O knoue

Krtou — nocnepnoBaTenbHOCTb BUT, C MOMOLLLBIO KOTOPOIA Bbl MOXETE aKkTMBMPOBAaTbL U 3aTEM UCMOIb30BaTh
nporpaMmMy B COOTBETCTBUM C YCNOBUSMU JTNLEH3NOHHOIO cornatueHuns. Knioy cospaeTcs cneuvannctTamm
"INabopaTtopun Kacnepckoro”.

Bbl MOXeTe Lo6aBUTb KoY B MporpamMMy ¢ nomolLbio daiina kntouva. Kntou otobpaxkaeTcs B uHTepdelice
nMporpaMmbl B BUAE YHUKabHOW ByKBEHHO-LIMGPOBOI NOCIEL0BaTENbHOCTM, MOCE TOro KaK Bbl 4OOABUIN ero B

nporpammy.

Kritou moxxeT BbiTb 3abnokmpoBaH "flabopaTtopueli Kacnepckoro”, ecnn ycnosus JINLEH3NOHHOMO cornalleHns
HapyLweHbl. Ecnv kmtoy 3abnokunpoBaH, Ang paboTbl MporpamMmMbl TpebyeTcs Lo6aBuTb APYro Koy

Kntou MoxeT BbiTb aKTVBHBIM 1 OOMNONHNTENbHbIM.
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AKTUBHBIVI KJTHOY — KITIOY, NCMOSb3YEeMbliA B TEKYLLMI MOMEHT Ans paboThl Mporpammbl. B kauecTBe akTMBHOrO MOXeT
ObITb [,O06ABNEH KoY 151 KOMMEPYECKON 1 NpobHON nLeH3un. B nporpavme He MoxeT BbiTb 60osblUe OLHOro
aKTVBHOTO K/ltoua.

ﬂOﬂOﬂHMTeﬂbe/Mv KJIFO4Y — KJTHO\, I'IOJJ,TBep)K,EI,a}OLLJ,I/II\/‘I npaBo Ha NCrnoJsib3o0BaHME NporpamMmbl, HO HE VICﬂOﬂbSyeMbIVI B
TeKyu.I,VII7I MOMEHT. [1lonoMHUTENbHbIN KoY aBTOMaTUYeCK CTaHOBUTCS akTUBHbIM, KOra 3akaH4Y1BaeTCs CpOK
0EeNCcTBNSA NULEH3UK, CBA3aHHOW C TEKYLMM aKTBHbIM KJTKOYOM. LononHNTeNbHbIN KNoY MOXeT 6bITb n06aBNeH
TONbKO Mpwv Hann4nMm akTMBHOIO KJito4a.

O daiine kntova

avin knoya — 3To Galin ¢ paclumpeHiem key, KoTopbiii Bam npepnocTasngeT "Jlabopatopus Kacnepckoro'. MDatrin
Kfloya npegHasHayeH ons 4obaBneHns NMLEH3MOHHOIO KitoYa, aKTVBUPYIOLLLErO NMPOorpamMmy.

Bbl nonyyaeTe daiin kntoyva Ha ykasaHHbI BaM1 agpec 3NeKTPOHHOM NoYTbl nocne npuobpeteHns Kaspersky
Embedded Systems Security nnm 3akasa npo6Hoii Bepcun Kaspersky Embedded Systems Security.

YTO6bl aKTMBMPOBATL MPOrPamMmMy C MOMOLLbIO daiina kioya, He TpebyeTcs NoAKoYEHNEe K cepBepamM akTBaLmm
"[NabopaTtopun Kacnepckoro”.

Ecnu dalin kntoua 6bin cnyyaiiHo yoaneH, Bbl MOXeTe ero BoccTaHoBUTb. Daiin knova MoXeT noTpeboBaTbCs BaM,
Hanpumep, ans pernctpaumm Kaspersky CompanyAccount.

[ng BoccTaHoBneHns daiina Knoya BbIMOMHNTE OAHO U3 CReayowwmx OeACTBUIA:
e OBpaTnTECh K MOCTABLUVIKY JTULLEH3N.

e [lonyunTe daiin knoya Ha caite "JlabopaTopuu Kacnepckoro” = ¢ NOMOLLbIO UMEIOLLErOCs Y Bac Koaa
aKTmBaunn.

O kopge akTmBauum

Kog akTvBaLmm — yHVKanbHas nocnenoBaTenbHOCTb 13 20 cumBonos (6ykB 1 Lndp). Bam Hy>kHO BBeCTY KO,
aKTVBaumu, YTobbl [O6aBuUTb Ktou ons akTueaummn Kaspersky Embedded Systems Security. Bbl nonyuaeTe kog,
aKTVBaLMV Ha afpec SMeKTPOHHON NoYTbl, ykasaHHbI npu nprobpeTteHun Kaspersky Embedded Systems Security
nnv npwu 3akase npobHoli Bepcumn Kaspersky Embedded Systems Security.

YTO6bI aKTMBMPOBAaTL MPOrPaMMy C MOMOLLBIO KoL aKTUBaLMK, HEOBXOAMM JOCTYM B UHTEPHET AJ15 MOAK/IIOYEHNS K
cepBepam akTuBaLmn "TlabopaTopun Kacnepckoro”.

MO>XHO BOCCTaHOBWTbL YTEPSIHHbIV MOCIE YCTaHOBKI MPOrpamMmbl KOA, akTrsaLumy. Ko, akTrBaLmm MoxeT
NMoHaZobuTbCS, HanpumMep, 4Tobbl 3aperncTpupoBaTb Kaspersky CompanyAccount. [1n1s BocCcTaHOBNEHMS KOAa
aKTnBaumm obpaTuTech B Criyxby TexHuuecko noanepxku "Jlabopatopumr Kacnepckoro”.

O npepocTaBneHnn gaHHbIX

JIvueHsmoHHoe cornawerve gna Kaspersky Embedded Systems Security, B yacTHOCTY B pasgene "Ycnosus
06paboTKM AaHHbIX", ONpenenseT YCNoBUs, OTBETCTBEHHOCTb 1 MOPSAOK Nepeaaun n o6paboTki AaHHbIX,
yKasaHHbIX B HacTosLeM PykoBoacTee. BHMMaTEIbHO 03HAKOMbTECH C YCNOBUSMU JIMLEH3MOHHOIO CornalleHs, a
TaKkXXe CO BCeMU [OKYMEHTaMU, CChISKM Ha KOTOPbIE COOEPXUT JTULLEH3NOHHOE COornaLleHune, nepen TeMm, kak
MPUHSTb ero.
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[aHHble, koTopble "TlabopaTopus Kacnepckoro” nonyyaeT oT Bac Mpu UCMOSb30BaHUM NPOrpaMMbl, 3aLLMLLAIOTCS U
obpabaTbiBatoTCs B cooTBETCTBUN C [onnTukoin KoHbuaeHUManbHOCTH, onyBnMKOBaHHOW Ha caTe:
www.kaspersky.ru/Products-and-Services-Privacy-Policy =.

Ycnosus JvuenanoHHoro cornatenns v lMonnTunkn KoHbuaeHUmansHOCTH AOCTYMHbI Npun ycTaHoBke Kaspersky
Embedded Systems Security B cocTaBe komnnekTa nocTasku, a Takxke 13 MeHio Nyck nocne yctaHoBKN
nporpammbl (Bce nporpammsl > Kaspersky Embedded Systems Security > JlnueHanoHHoe cornawieHue n
MonuTrka koHVAEeHUMANBHOCTN).

Mpw yoaneHun Kaspersky Embedded Systems Security 6ynyT ynaneHsl Bce naHHble Kaspersky Embedded
Systems Security, xpaHsiLLmecs Ha 3aLLMLaeMOM YCTPONCTBE.

MprH1Mas ycnosus JINLEH3MOHHOro cornatleHus, Bol CornallaeTech OTNPaBnsTh B aBTOMaTUYECKOM PeXnMe
cnenytLLme aaHHble B "JlabopaTtopuio Kacnepckoro™

* [Ins obecneveHns mexaHn3ma nony4eHns obHoBNeHUI - nHbopmaLmio 06 YCTaHOBNEHHON MporpamMme 1
aKTUBaLMW MPOrpamMMbl: UAEHTGUKATOP YCTaHaBIMBAaEMON MPOrpamMMbl 1 ee NMOSHYIO BEPCHUIO, BKIloYasi HOMep
cbopku, TUN 1 naeHTUGUKaTOP INLEH3UN, NOeHTUdUKATOP YCTaHOBKN, NaeHTUdMKaTOP 3aaa4n OBHOBIEHWS.

e [119 NCnonb30oBaHs BO3MOXHOCTY Nepexona Ha cTaTby basbl 3HaHWl Npy BO3HMKHOBEHWN OLLNGOK B paboTe
nporpammbl (cnyx6a Redirector) — naHHble 0 NporpamMme 1 CChifike: Ha3BaHe, IoKanM3aLmnio 1 NoSHbIA HoMep
BEPCUM MPOrpamMmMbl, TUM NepeHanpPaBsoLLEN CChIKW, a TakXXe NASHTUPUKATOP BO3HUKLLIEN OLLMOKM.

e [1nsi KOHTPOSS MONYyYEHUS COrnacuii Ha 06pPaboTKy AaHHbIX — MHPOPMALMIO O CTaTyCe COornacus C yCrnoBusmum
JIMLLeH3MOHHOrO cornalleHns 1 opyrix GOKYMEHTOB, PerfiaMeHTUPYIOLLX OTNPaBKY AaHHbIX: MOEeHTUUKATOP U
Bepcus JIMLEH3NOHHOIO COrMaLleHNs U APYroro LOKYMEHTAa, B paMKax KOTOPOro BbIMOMHIETCS cornacue ¢
yCroBUaMN 06paboTKM AaHHbIX LI OT3bIB COrNacus; MpUaHak, ykasbiBaloLLMiA Ha OeACTBME NOMb30BaTeNs
(NoLTBEpPXAEHNE COrNacus C yCrnoBUaMM U OT3bIB COrnacyis); iaTa v BpemMs U3MEHeHNs cTaTyca cornacus C
YCIOBUSIMU 0BpaboTKM AaHHbIX.

JlokanbHas obpaboTka AaHHbIX

B npoLiecce BbINONHEHVS OCHOBHbBIX PYHKLMIA MPOrpamMMbl, OnMcaHHbIX B HacTosiwem PykoBoacTse, Kaspersky
Embedded Systems Security nokansHo obpabaTbiBaeT 1 XpaHUT HabOoP AaHHbIX Ha 3aLLMLLLAEMOM KOMMbIOTEPE.

B cnenytoueli Tabnmue conepxmTcs MHGopMaLms o nokanbHo obpaboTke 1 xpaHeHur nporpammoit Kaspersky
Embedded Systems Security naHHbIX, cooepXKaLLXcs B OTYETaXx.

O6pa60T|<a M XpaHeHre OaHHbIX, COAePXaLLXCA B OTHEeTax

®yHKLUMOHabHag 3anvcb cobbiTuin

obnacTb

Tun Kaspersky Embedded Systems Security xpaHuT faHHble nokanbHO 1 nepenaeT AaHHbIe

MCMNONb30BaHWS Ha CepBep aoMUHUCTpUpoBaHmns. B 6ase naHHbix CepBepa aaMUHUCTPUPOBaHIIS
XpaHUTCs HdOPMaLM O COBBITUSIX MPOrPaMMbI, MPON3OLLEALLIVX Ha YNPaBNSeMblX
3aLUMLLAEMbIX YCTPOCTBAX.

Xparunmie * %ALLUSERSPROFILE%\Kaspersky Lab\Kaspersky Embedded Systems Security\

<Bepcug npoaykTa>\Reports
* %SystemRoot%\System32\Winevt\Logs\Kaspersky Security.evtx

* ba3sa naHHbix CepBepa agMVHICTPUPOBaHNS
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Mepbl Cnncok koHTpons gocTtyna (Access-control list).

BesonacHocTK
Mepwvog Kaspersky Embedded Systems Security xpaHuT faHHble 0O MOMEHTa yoaneHus
XpaHeHus Kaspersky Embedded Systems Security.
Mpw yoanennn Kaspersky Embedded Systems Security 6ynyT yoaneHbl Bce AaHHble
Kaspersky Embedded Systems Security, xpaHsiLupecs Ha 3aLlMLLLaeMOM YyCTPONCTBE.
HasHaueHve Ob6ecneyeHne 0CHOBHbIX GYHKLAIA.

Kaspersky Embedded Systems Security He yaanseT cobbiTus B xypHane cobbituin Windows, B Tom uncne
cobbITg, NponsoLLeLlne Bo Bpems yaaneHus Kaspersky Embedded Systems Security.

YToBbl 0BecneunTb dyHKLMIO perncTpaummn cobbituin, Kaspersky Embedded Systems Security nokansHo
obpabaTbiBaeT cneaytoLme JaHHbIe:

* lvieHa, KoHTporbHble cyMMbl (MD5, SHA-256) 1 aTprbyTel 06pabaTbiBaeMbix balinos v NOMHbIE MyTU K HAM Ha
npoBepseMoM HocuTene.

e [leicTBUS, BoINOMHSAEMblE Haf, NpoBepseMbimMn dainamm nporpammori Kaspersky Embedded Systems Security.
* [leiicTBMS, BbINONHSAEMbIE NMOMb30BATENSAMM Ha, MPoBepseMbiMy paiinamm Ha 3aLLMLLaEMOM KOMMbloTepe.

° I/IHcI)opMau,mq 06 YYETHbIX 3anm1Ccax Nob30BaTeNeN, BbIMOMHAOLWNX AECTBNS B 3aLLMLLAEMON CEeTU UK Ha
3aLMLLLAEMOM YCTPOMCTBeE.

* 3HauyeHus NyTel K aK3emMnnspam yCTPOUCTB, 4OOaBMNEHHbIX B MpaBuia KOHTPONS YCTPOWCTB.

* IHbopMaums o npoLeccax 1 CKpUnTax, 3anyLLeHHbIX B CUCTEME: KOHTPOSbHbIE cyMMbl (MDD, SHA-256) n
nosHble MyTW K MCronHsaeMbim daiinam, MHpopmaums o undpoBbix cepTudrKkaTax.

e [lapameTpbl 6paHamayapa Windows.
e 3Banucu xypHana cobbituii Windows.

* IveHa yyeTHbIX 3an1cel nonb3oBaTenel, BbIMOMHSIIOWMNX AENCTBIS Haf, NpoBepsieMbiM/ daiinamm Ha
3aLUYILLLAEMOM KOMMbIOTEPE.

* OK3eMnnspbl 3anyLweHHbIX MCMONHsIeMblX GalinoB, a TakxXe TUMbI, UMEHa, KOHTPOSbHBIE CYyMMbI 1 aTPUBY Tbl STUX
darinos.

* VIHpopmaLms O CETEBOIN aKTUBHOCTY:
* |P-appeca 3abnoKMpoBaHHbIX BHELLHNX YCTPONCTB.
* ObpaboTaHHble IP-agpeca.

* VHdopmaums o ctatyce USN-xypHana Windows.

B crnenytoulein Tabnuue npvisegeHa nHdopmaLmns o crnyebHbix AaHHbIX, 0bpabaThiBaemblix Kaspersky Embedded
Systems Security. Cny>e6Hble faHHbIe BKIIOYaloT: MapamMeTpbl IPorpammbl, dalinbl Ha KapaHTVHE 1 B pe3epBHOM
XpPaHUnLLE, MHPOPMALMIO B CEPBUCHBIX 6asax faHHbIX NPOrpamMmbl, 4aHHbIE TNLLEH3POBaHNS.

B cnepytolueli Tabnnue copepxunTcs nHbopmMaLms o nokanbHo o6paboTke 1 xpaHeHur nporpammoii Kaspersky
Embedded Systems Security aaHHbIX 0 NapameTpax, ykasaHHbIX Nofb30BaTeNSAMU.
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O6pa6OT|<a M XpaHeHre faHHbIX O NapamMeTpax, yKa3aHHbIX Nosib3oBaTeidaMmn

DyHKUMOHabHas! Bce ¢pyHkumm Kaspersky Embedded Systems Security

obnacTb

Tun Kaspersky Embedded Systems Security xpaHuT faHHble nokanbHO 1 NepenaeT AaHHbIe

1CMOSIb30BaHNS Ha CepBep agMUHUCTPUPOBaHUS. [aHHble xpaHaTcs B 6ase faHHbIx CepBepa
aaMUHUCTPUPOBAHNS.
[aHHble, obpabaTeiBaeMble MPOrpamMmMoNt TokanbHO, He NepenatoTCs aBTOMaTNYECKM B
"TNabopaTtoputo Kacnepckoro” nnm gpyrme CTOPOHHNE CUCTEMDI.

Xparunmie * %ALLUSERSPROFILE%\Kaspersky Lab\Kaspersky Embedded Systems Security\

<Bepcus npopykTa>\
¢ basa paHHbix CepBepa agMUHUCTPUPOBaHNS

Mepbl Cnincok koHTpong gocTtyna (Access-control list).

BesonacHocTn

[Mepvion Kaspersky Embedded Systems Security xpaHUT faHHble 4O MOMEHTa yaaneHus

06paboTku Kaspersky Embedded Systems Security.
MNpw yoaneHun Kaspersky Embedded Systems Security 6yayT ynaneHbl Bce faHHble
Kaspersky Embedded Systems Security, xpaHsiuecs Ha 3aLLMLLaeMOM YCTPONCTBE.
Kaspersky Embedded Systems Security He yaanseT naHHble o napameTpax,
SKCMOPTUPYEMbIX B KOHPUrypaLMOHHbIA darin.
Kaspersky Embedded Systems Security He ynanseT o6bekTbl Ha KapaHTUHE U B
pe3epBHOM XPaHWUKLLE, ECNN B MAacTepe YCTaHOBKM Bbinvi YCTaHOBEHb! hnaXKiu
OkcnopTypoBaTh 06beKTbl HA KapaHTUHE 1 DKCMOPTUPOBATbL 06bEKTHI pe3epPBHOro
XpaHunmwa.

HasHaueHve ObecneveHne 0CHOBHbIX GYHKLINIA.

[na sasenenHbix Lenei Kaspersky Embedded Systems Security nokanbHo obpabaTbiBaeT crnefytolme JaHHble:
* O6GbBeKTb, MOMELLEHHbIE Ha KAPaHTVH 1 B PE3epBHOE XPaHUMLLE.

* Hdopmaums 06 yyYeTHbIX 3anmncsx nonb3osaTtenell (MMeHa nonb3oBaTenel 1 Naponn), C NpaBammn KOTOPbIX
3anyckatoTcs 3apaun Kaspersky Embedded Systems Security.

e [Maponb Kaspersky Embedded Systems Security.
* |P-agpeca 1 nneHTudrKaTopbl 3aB6NOKNPOBaHHBIX CEAHCOB BXOAA.
* [lapameTpbl 6paHamayapa Windows 1 napameTpsl Npasun 6paHamayapa Windows.

* KoHTponbHble cymmbl (MD5, SHA-256) n nyTu K ncnonHsembim daiinam, LobaBneHHbIM B MpaBuiia 3agayn
KoHTponb 3anycka nporpamm.

* 3HaueHVs NyTelt K ak3emnngpam YCTPOMCTB, 4OBaBNEeHHbIX B MpaBufia KOHTPONS YCTPOCTB.

* IHdopmaums o dalinax 1 nankax, BKoYeHHbIX B obnacTu 3agad Kaspersky Embedded Systems Security.
* |P-agpeca, BKMIIOYEHHbIE U UCKTIOYEHHbIE N3 061acTy 3aLLMTbI.

* IHdopmaums o cobbiTusIX B XXypHane cobbituii Windows.

* Hdopmauums o6 obbekTax, 0BHapy>KEHHBIX C UCMONb3oBaHem TexHonorui iISwift niChecker.

83



e KoHTponbHble cymmbl (MD5, SHA-256), nonHble My T n Macku, ykasaHHble B napameTpax UCKTIOUYEHWIA.

VHdopmaums o npoueccax, obaeneHHbIx B JoBEpeHHYIO 30HY.

* /Hdopmaums o [o6aBneHHbIX MNLEH3VOHHbIX Ktoyax.

* VHdopmaums o umdpoBbix cepTudmKaTax.

* ®Dainbl, pacnakoBaHHbIe 13 apxu1Ba N APYroro COCTaBHOro 06beKTa BO BPEMS NMPOBEPKM.

Kaspersky Embedded Systems Security obpabaTbiBaeT 1 XpaHUT LaHHble B pamMkax OCHOBHOW GyHKLMOHANBHOCTH
nporpamMmbl, B TOM Y1cne 4SS perncTpaumnm cobbiTuii MporpaMmbl 1 MOMyYeHNs ANarHOCTUYECKNX AaHHbIX. 3awmTa
nokanbHo obpabaTbiBaeMbIX AaHHbIX BbINOMHIETCS B COOTBETCTBUM C HACTPOEHHLIMA 11 MPYMEHSIOLLVIMACS
napameTpamu NporpaMmbl.

Kaspersky Embedded Systems Security nossonseT HacTpouTb ypOBEHb 3aLUUThI AaHHbIX, 0bpabaTbiBaeMbIx
nokanbHo (YnpasneHue npasamu focTyna K dyHkumam Kaspersky Embedded Systems Security, Pernctpaumg
cobbiTuii. XXypHanbl Kaspersky Security nng Windows). Bel MOXeTe U3MeHSTh NpaBa Nnosib3oBaTesiein Ha LOCTy K
obpabaTbiBaeMbIM AaHHBIM, USMEHSTb CPOKUN XPaHEHNS TakMX JaHHbIX, YaCTUYHO UM MOHOCTHIO OTKIloYaThb
bYHKLMOHaNbHOCTb, B paMKax KOTOPOU BbINONMHIETCS PErMcTpaLms AaHHbIX, @ TakKe U3MEHSTb My Tb K narke, B
KOTOPY!O BbIMONHAETCS 3annCh AaHHbIX, 1 ee aTpubyTbl.

[aHHble, obpabaTbiBaeMble MPOrpaMMoi TokanbHoO, He NepenaloTcs aBTomaTnyeckn B "Jlabopatopuio
Kacnepckoro” nnu gpyrmne CTOPOHHNE CUCTEMBDI.

Mo ymonuaHuio Bce AaHHble, nokanbHO obpabaTbiBaeMble MporpamMmoli B xofe paboThl, yaansoTcs nocne yaaneHus
Kaspersky Embedded Systems Security ¢ 3aLumiLaemoro ycTpoicTaa.

McknioveHne cocTaBnsiioT Gaiinbl ¢ AnarHocTUYeckon nHpopmaumeii (dalinsl Tpaccnposky 1 daiinbl 4amnos),
dalinel xxypHana cobbituii Windows ¢ coBbiTisMm Nporpammbl 1 Gaiisisl ¢ 9KCNopTUPOBaHHLIMY NapameTpamMim
Kaspersky Embedded Systems Security. PekomeHznyeTcs camocToaTeNbHO yoanuTe aTu dbainbl.

Bbl MmoxeTe HalnTu OeTanbHyto I/IHCI)OpMaLI,I/IIO no pa60Te C CI)aI7IJ'IaMVI, copgepXxawnmn gnarHoCTnyeckne naHHble
nporpamMmbl, B COOTBETCTBYIOLLUX pa3genax Hactodwero PYKOBO,D.CTBa.

Bbl MoxxeTe ynanuTb daiinel xxypHana Windows ¢ nporpammHbiMu cobbiTrsmu Kaspersky Embedded Systems

Security CTaHOapTHbIMK CcpeacTBamMmu OI'IepaLLVIOHHOM CNCTEMbI.

JlokanbHas o6pa60T|<a OaHHbIX BCrioMoraTesibHbIMA KOMIMOHEHTaMM MporpamMmbl

B nakeT yctaHoBku Kaspersky Embedded Systems Security BkntoueHbl BCoMoraTesnbHbIe KOMMOHEHTbI
NporpamMmbl, KOTOPbIE MOTYT BbiTb YCTAHOBIEHbI HA YCTPOCTBE, AaXe eC/M Ha HEM He YCTaHOBIeHa NnporpaMmMa
Kaspersky Embedded Systems Security. K Takum BcnomoraTenbHbiM KOMIOHEHTaM OTHOCSTCS:

* KoHconb nokanbHoro ynpasneHus nporpammoii. KomnoHeHT BxoauT B cocTaB CpeacTs aAMUHUCTPUPOBaHNS
Kaspersky Embedded Systems Security n npeactasnset coboit ocHacTky Microsoft Management Console.

e [lnaruH ynpaeneHuns. KomnoHeHT o6ecneurBaeT NoNHOLLEHHYO MHTerpaumio ¢ nporpammoli Kaspersky Security
Center.

MNPy BBINONHEHNN OCHOBHbIX QYHKLMIA MPOrpamMMbl, ONCaHHbIX B HACTOSILLEM PykoBoACTBeE, BCOMOraTesbHble
KOMMOHEHTbI MPOrpamMMbl N1okanbHO 06pabaThiBaloT 1 XPaHIT HaBopP AaHHbIX Ha 3aLLMLLAEMOM YCTPONCTBE, Ha
KOTOPOM OHW YCTaHOBJIEHbI, AaXe eC OHW ycTaHoBMeHbl oTaensHo oT Kaspersky Embedded Systems Security.

KomMnoHeHTbI nporpamMmbl 1OKanbHO O6pa6aTbIBa}OT N XpaH4AaT crenytouwne gaHHble:
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e KoHcorb nporpamMmbl: MMS 3aLLMLLLEGEMOrO YCTPOMCTBA C YCTaHoBeHHoM nporpammoii Kaspersky Embedded
Systems Security (IP-appec nnm goMmeHHoe M), K KOTOPOMY B MOCNENHNI Pas BbINOHANOCH yaaneHHoe
noaktoveHne yepes KoHcosb NporpamMmbl; HACTPOEHHbIE NapamMeTpbl 0OTobpaxeHus B ocHacTke Microsoft
Management Console; naHHble 0 nocnefHei narnke, B KOTOPOW NOSb30BaTE b BbIMOHSN BbIGOp 06beKTOB
nocpencTeomM KoHconm nporpamMmbl (Yepes CUCTEMHbIN Auanor, oTKpbiBaroLmiics no kHornke O63op). Paiinbl
Tpaccuposku KoHconm nporpamMmel MOFyT COAepXKaTb CrefyloLive AaHHbIe: M$ 3alUMLLLaeMoro yCTponcTea ¢
ycTaHoBneHHo nporpammoli Kaspersky Embedded Systems Security, K koTOpoMy BbINOMHANOCH YoaneHHoe
MOAKOYEHME; MS YUYETHO 3anmncy, ¢ npaBamMmn KOTOPOW BbINOMHANOCH yOaneHHOEe NoaKtoUeHNe.

e [narvH ynpaeneHus MoxeT obpabaTbiBaTb 1 BDEMEHHO XPaHUTb AaHHble, obpabaTtbiBaemble Kaspersky
Embedded Systems Security, Hanpumep, HaCcTpPOeHHbIE NapamMeTpbl 3afia4 U KOMIOHEHTOB NMPOrpPamMMbI,
napameTpbl nonuTtuk Kaspersky Security Center, faHHble, nepenaBaemMble B CETEBbIX CMVCKaX.

B cnenytolein Tabnuue conepXmTcs MHPopMaLms O nokarnbHoN obpaboTke 1 xpaHeHun nporpammoit Kaspersky
Embedded Systems Security gaHHbix, 3anvcbiBaeMbix B paiinibl amrnos 1 Galisibl TPacCrpOBKU.

Kaspersky Embedded Systems Security nokanbHo obpabaTbiBaeT 1 XpaHUT CriefytoLne AaHHble, 3anncaHHble B
daiinbl famnos 1 ¢aiisibl TPaCCUPOBKU:

* IHbopmaums o neincTBusx, BeinonHsaeMblx nporpammoin Kaspersky Embedded Systems Security Ha
3alUMLLLaEeMOM YCTPONCTBE.

* IHdopmaums 06 obbekTax, 0bpaboTaHHbIX Nporpammoit Kaspersky Embedded Systems Security.

* Hdopmauys o OeNcTBMSIX Ha 3aLUMLLAEMOM YCTPOMCTBE, obpabaThiBaemas Kaspersky Embedded Systems
Security.

e Hdopmaums 06 owwmbkax, BO3HUKLLNX BO BpeMs paboTbl nporpammel Kaspersky Embedded Systems Security.

[aHHble, obpabaTbiBaeMble BCMIOMOraTebHbIMU KOMMOHEHTaMV MPOrpaMMbl, HE NMepefaoTCs aBTOMaTNYeCKM B
"INabopaTtopuito Kacnepckoro” unm opyrve CTOPOHHNE CUCTEMBI.

Mo YMOJT4aHUIO BCe AaHHble, JToKaJlbHO o6pa6aTb|BaeMb|e BCrnomMoraTesibHbIM KOMMOHEeHTaMM NporpavMmbl B Xxone
pa6OTbI, YAanN4aroTCy nocne yaaneHnsa aTnx KOMMNOHEeHTOB.

VckntoueHre cocTaBnsiioT dalinbl TPacCPOBKM BCMOMOraTe bHbIX KOMMIOHEHTOB MPOorpamMmbl. PekoMeHayeTcs

CaMOCTOATENbHO YOannTb 3TN Cbal7|flbl.

[aHHble B dalinax TpaccmpoBku 1 dparinax 4amrnos

Kaspersky Embedded Systems Security B cooTBETCTBUM C 3a4aHHBIMU NMapamMeTpamMy MOXET 3annChiBaTb
OTNagoUHyto nHdopMaLMio B Galifbl TPACCUPOBKY B LIeNsax NpeaoCTaBneHns TeXHNYeCKo MoaaepXKn BO BpeMs
paboTbl Kaspersky Embedded Systems Security.

®alinbl pamnos nporpammbl Kaspersky Embedded Systems Security popmurpytoTcs onepaumoHHON CUCTEMO BO
Bpems c60eB NporpamMmbl 1 MepesaniuchiBatoTCs Npu crepytoLem cboe.

Dalinbl TPACCUPOBKM 1 JAMMOB MOTYT COAEpPXKaTb NepCoHasbHble AaHHble MoMb30oBaTeNen U KOHUIeHUanbHbIe
JaHHble OpraHn3aLn.

He ncnonbsyinte Kaspersky Embedded Systems Security Ha ycTpolicTBax, 4719 KOTOpPbIX Nepepaya fAaHHbIX
3anpeLLeHa NoNMTUKO OpraHn3aL/n.

Mo ymonuaruio Kaspersky Embedded Systems Security He 3anucbiBaeT oTnagouHyto nHdopmMaLmio.
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Daiinbl TPaCCUPOBKU 1 AMIMOB HE OTMPAaBNSIOTCS aBTOMaTNYECKN 3a NPefenbl YCTPOCTBa, Ha KOTOPOM OHU Bbinn
cpopmmpoBaHbl. Conepxnmoe GaiinoB TPaCCUPOBKN MOXHO NPOCMaTPUBaTb C MOMOLLbIO CTaHAAPTHLIX CPEeACTB
NMpoCMOTpa TEKCTOBbIX $ainos. Dalinbl TPAaCCHPOBKN 1 JAMMOB XPaHITCS HEOrPaHNYEHHOE BPEMS U He YoanstoTCs
npu yoaneHun Kaspersky Embedded Systems Security.

OTnapoyHag |/|H<1>op|v|au,|/|9 MOXET BbITb NMonesHa Ang TeXHNUYECKoM noanep>XxKn.

,D,J'I‘;'I orpaHmnyeHms nocTyna K cba|7|na|v| TPaCCMPOBKN 1 0aMrnoB HKaKX creunarnbHbiX MeXaHn3MOB HE
npenycMoTpeHo. A,D,MI/IHI/ICTpaTOp MOXET HaCTPOUTb 3arnncb 3TX AaHHbIX B 3alUMLLLEHHYIO nanky.

MyTb K nanke ¢ ¢painamm TPaCCUPOBKU 1 AAMMOB MO YMONYaHWIO He 3afaH. AOMUHNCTPATOP JOMXKEH yKasaTb nanky
TPaCCUPOBKU 1 [aMrOB, YTOObI UICMONb30BaTb ee.

B dalinax TpaccrpoBkr 1 JaMMOB MOTYT COLEPXaTbCs CNEAYyOLWNE AaHHbIE!

* Hdopmauus o oencTBusx, BoinonHseMblx nporpammoii Kaspersky Embedded Systems Security Ha
3alLMLLLEaEMOM YCTPOIiCTBE.

* Hdopmaums 06 obbekTax, obpaboTaHHbix Kaspersky Endpoint Agent.

* Hdopmaums 06 owwmbkax, BosHuKatoLwmx npu pabote Kaspersky Endpoint Agent.

AxTnBauug NnporpamMmbl C MOMOLLbIO dairna koua

Bbl MoxxeTe akTmBupoBaTh Kaspersky Embedded Systems Security ¢ nomoLubto darina knova.

Ecnun B Kaspersky Embedded Systems Security y>xe no6asneH akTVBHbIN KoY 11 Bbl LOBaBKTE OpPyrol KoY B
KayecTBe aKTVBHOrO, TO HOBbI K/IIOY 3aMEHNUT paHee Ao6aBneHHbIN kntoy. [lo6aBneHHbI paHee Koy OyneT yaaneH.

Ecnun B Kaspersky Embedded Systems Security y>xe no6asneH 4ONOMHUTENbHbIN KoY 1 Bbl LOBaBUTE ApYrol Koy
B Ka4YeCTBe OOMOMHNTENbHOrO, TO HOBbIN KoY 3aMeHUT paHee fobaBneHHbIn kou. [lobaBneHHbIl paHee
LOMONHUTENbHBINA KMoy ByaeT yaaneH.

Ecnu B Kaspersky Embedded Systems Security y>xe nobaBneHbl ak TUBHbBIA KoY U AOMONHUTESbHBIN KItoY, a Bbl
L06aBNTE HOBBI K/OY B KQYECTBE aKTUBHOMO, TO HOBbIN KITOY 3aMEHUT paHee A06aBNeHHbI aKTUBHBIN KoY, a

LOMONMHUTENBHBIV KNoY He ByAeT yaaneH.

Yrobnl akTuBmpoBaTte Kaspersky Embedded Systems Security ¢ momoLLbto ¢arina k/oua, BbInOIHUTE CeAYIOLLNE
LeviCTBUS:

1. B pepese KoHconu nporpammbl passepHuTe y3en JinueHauposaHme.
2. B naHenu pesynbtaTtoB y3ana JluueHaupoBaHue nepeinaute no ccolnke [JobaBuTb Kniou.
3. B oTKpbIBLUEMCS OKHE HaxXMUTe Ha kHorKy O63op.

4. Boibepute daiin kntova ¢ paclumpeHnem key.

Bbl Takxke MoxeTe 0o6aBUTb KoY B KaUeCcTBE AOMONMHUTENbHOIO. Lnsa atoro yCTaHOBUTE ¢na>|<0|<
Ncnonb3oBaTtb B KauecTBe AOMONHUTENIbHOrO KJltoya.

5. Haxkmute Ha kHorky OK.
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ByneT npumeHeH BbibpaHHbI daiin ktoya. ViHbopmaums o fob6aBneHHOM Kitove 0ToBpas3nTcs B naHem
pesynbTaToB y3na JinueHanposaHue.

AKTVBaLMS NporpamMmMbl C MOMOLLbIO KOAA aKkTUBaLK

Lnsa akTnBaumm nporpamMmbel C MOMOLLbIO KOAa akTnBaunni 3alimuiaemMmoe YCTpOMCTBO OOJKHO BObITh
NOOKMIOYEHO K MHTEPHETY.

Bbl moxeTe akTmBMpoBaTh Kaspersky Embedded Systems Security ¢ momoLLbto kofa akTvBaumn.

Mpw akTrBaumm aTm cnocobom Kaspersky Embedded Systems Security oTnpasnsieT fLaHHble Ha cepBep
aKT1BaLMV 4115 MPOBEPKM BBEAEHHOIO KOLa:

* B cnyuae ycneLuHo NpoBepku KOAa akT/BaLMM MporpaMmMa ByOeT akTMBMPOBaHa.
* [lpu cboe NpoBepKM kofa akTUBaLMN OTOBPA3NTCS COOTBETCTBYIOLEe yBeaoMeHne. B aTom cnyyae
obpaTnTech K MOCTaBLUYMKY, Y KOTOPOro bbina nprobpeTeHa nuueH3ns Ha nporpammy Kaspersky Embedded

Systems Security.

* B cnyuae npeBbiLLEHNS KONMYECTBa akTVBaLMIA C MOMOLLBIO YKa3aHHOro Kofa akTuBaLmm, oTobpaxaeTcs
CoOTBETCTBYylOLLLEE yBeAoMAeHue. [pouecc akTuBaummn nporpamMmmbl OyaeT npepsaH, 1 BaM ByaeT NpeanoxeHo
obpatuTtbea B CnyxBy TexHuuveckoli nognepxku "Jlabopatopun Kacnepckoro'”.

Y1o6b1 akTuBMpOBaTE Kaspersky Embedded Systems Security ¢ momoLLbto koga aKkTUBaLVY, BblOTHUATE
cneaytoLme [evicTBuS:

1. B nepese KoHconu nporpammbl passepHuTe y3en JinueHsnpoBaHue.
2. B naHenu pesynbtaTtos y3na JluueHsnpoBaHue nepeigute no ccolike Jo6aBuTb Koa akTUBaLmM.
3. B oTkpbiBLLEMCS OKHE BBeauTe Kop, akTveaumm B none Kog akTnsauuvn.

* YTObbI NPVMEHNTb KOL aKTuBaun Oong D,O6aBJ'IeHI/I9I OOMNONIHNTENbHOI O Kio4a, yCTaHOBUTE ¢na>|<0|<
Ncnonb3oBaTtb B KavyecTBe AOMONMHUTENIbHOrO Kiltova.

* YT106bI NPOCMOTPETL NHGOPMALIO O NIMLEH3UN, HAXMUTE Ha KHOMKY MNMokasaTb nHdopmaLmio o NNLLEeH3NN.
NHdopmaums oTobpasnTcs B 6rnoke VIHpopmaums o nueHsnm.

4. HaxxmuTe Ha kHonky OK.

Kaspersky Embedded Systems Security oTnpasuT MHPopmMaLmio 0 NpUMEHEHHOM KOAE akT1BaLMN Ha cepBep
aKTmBaunn.

[lpocmoTp nHopmaumn 0 AENCTBYOLWEN NNLEH3NN

MNpocMoTp NHPOPMaLMN O NNLEH3U

NHPopmaLmsa o gecTBytoLen NiueHsnm oTobpaxkaeTcs B naHenm peaynbtaTtoB yana Kaspersky Embedded
Systems Security KoHconu nporpamvmel. Kntoy MOXeT UMETb OAMH 13 CNELYHOLLMX CTaTyCOB:
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* BobinonHsieTcs NnpoBepka cTaTyca nuueHsnn — nporpamma Kaspersky Embedded Systems Security nposepsieT
NPUMEHEHHbIA daiin Knova 1N Kof, akTBaLMM N OXMAAET OTBETa O TEKYLLEM CTaTyce K/ova.

e [laTa OKOHYaHNS CpoKa AeNcTBUS NnueH3um — nporpamvma Kaspersky Embedded Systems Security
aKTUBMPOBaHa 10 YKasaHHOM AaTbl 1 BpemMeHn. CTaTyc Kioya BbiAeNeH XeNTbiM LBETOM B CNeAyoLLX ClyYasX:

e [lo ncteueHns cpoka 4eNCTBYS NMLEH3MN OcTaeTcs He Bonee 14 gHell, n He [o6aBneH LONONMHUTENbHBIN
KJtou.

e [lo6aBneHHbIi KoY MOMELLLEH B YEPHbI CAMCOK 1 ByAeT 3ab6n0oKMpOoBaH.

* Cpok pelicTBus NMueH3umn nctek — nporpamvma Kaspersky Embedded Systems Security He akTuBrpoBaHa,
MOCKOJIbKY NCTEK CPOK ,EI,GI7ICTBVI9| NUEeH3nn. CTaTyC BbleneH KpacHbIM LIBETOM.

* HapyweHo JluueHanoHHoe cornaweHne — nporpamma Kaspersky Embedded Systems Security He
aKTUBMpPOBaHa, MOCKOJIbKY HapyLLUeHbl YCI10BUA ﬂI/ILI,eH3VIOHHOFO cornalieHnd. CTaTyC BblgeneH KpacCHbIM LIBETOM.

e Kniou nomelleH B YepHbI cnMcok — Jo6aBNeHHbIN KoY 3a6noK1pOBaH 1 MOMELLLEH B YEPHbIA CINCOK
crneunannctamm "Jlabopatopum Kacnepckoro”, Hanpumep, ecnm Koy Bbif ICAOb30BaH CTOPOHHUMM NLLEMU
A5 HE3aKOHHOV akT1BaLMK Nporpammbl. CTaTyc BbiAeNeH KpacHbIM LIBETOM.

MNpocMoTp nHPopmaLmmn o AeACTBYIOLLEN NNLEH3NN

YT06bI MPOCMOTPETH UHBOPMAELMIO O AEVICTBYIOLLEV INLIEH3UM,

B AepeBe KoHconu nporpamvmel passepHuTe y3en JinueHanposaHue.

B naHenn pesynbtaToB y3na JinueHanposaHne otobpasnTcs obLias nHbopmaums o AelicTBYIOLLEN NMLEH3NN (CM.
TabnuLy Huxe).

O6Lwad nHpopmMaLma o NMUeH3un B yane JIueHanposaHie

Mone OnucaHune
Kon Kopn akTmBaumn. [Tone 3anonHgeTCs, eCnn Bbl akTUBMPYETE MPOrpaMmMy C MOMOLLbIO Koaa
aKTmBauuun aKTMBaLVn.
CraTtyc NHPopmauums o cTaTyce akTvBaLmm nporpammel. B rpade Ctatyc akTnBaumm B naHenu
aKTuMBauuun pe3ynbTaToB y3na JluueHanpoBaHne MoryT 0TobpaxaTbCs CNeayoLmne 3HaUYeHS:

¢ [lpyMmeHeHo — ecnin Bbl aKTUBMPOBaNM NPOrpaMMy C MOMOLLLbIO Kofa akTueaumm unm daiina
Kftoua.

e AKTMBauUUS — €C/ Bbl NPUMEeHNNN KoL, akTmeaunmn ong aktueaunmn nporpamMmbl 1 npouecc
aKTBauun ele He 3aKOH4YeH. CTaTYC M3MEeHIeTCd Ha an/IMeHeHO nocne 3aBepLleHnd
aKTnBaunn nporpamMmbl 1 obHOBNEHVd CoOepPXnMMoro naHenn pea3ynbtaTtoB y3/ia.

e Owwmbka aKTMBaLUN — €CI HE YAANOCh akTMBMPOBaTh NMporpammy. Bul MoxeTe
NMOCMOTPETb MPUYUMHY HEYLAYHOrO 3aBEPLLUEHNS aKTMBaLMM B XXYPHase BbINONHEHWS 3aaau.

Kntou Kntou, [obaBnerHbIl Ans akTUBaLmm NporpamMmbi.

Tuvn Tvn MNLEH3UK: KoMMepYeckKast Ui NpobHasi.

NNLEH3UN

Hata [aTta n Bpems okoHuaHus cpoka AeNCTBUS NMULEH3U, CBA3aHHOW C aKTUBHBIM KITIOYOM.
OKOHYaHus
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cpoka
neinctena

Cratyc
Kopaa
aKTuBaLum
Wnu Knova

CTaTYC KOAa aKkTBauum nnn Knro4ya: AKTUBHBIV NN ,aOﬂOﬂHI/ITeﬂbeII/IV.

Y106bI MPOCMOTPETL MOZPOBGHYIO MHBOPMAELIMIO O JINLIEH3NY,

B NaHenv pesynbTaToB y3na JInueHsnpoBaHue B KOHTEKCTHOM MEHIO CTPOKM C MHbopMaLeli O NNLIEH3MN, KOTOPYIO
Bbl XOTUTE NMPOCMOTPETb, BblbepuTe nyHKT CBOMCTBA.

B okHe CBolicTBa knioua Ha 3aknagke O6wue oTobpaxkaeTcs nogpobHasa nHdopmaLs 0 AeiCTBYOLWEN TMLEH3NN,
a Ha 3aknagke [lononHuTenbHO — NHbOPMaLKs O 3aKkasuyrke 1 KOHTaKTHas nHbopmaums “Jlabopatopum
Kacnepckoro” nnm napTtHepa, y KoToporo Bbl Nprnobpenu Kaspersky Embedded Systems Security (cm. Tabnmuy
HKeE).

MoppobHasg nHdopmaums o nuLeHsnmn B okHe CeoiicTsa: <CTaTyc Kofa akTVBaLLMN U Kitoua>

Mone

Kniou

HaTa
nobaeneHus
Kno4a

Tun nuueHsun

NcTekaeT vepes
(cym)

[aTa okoH4YaHUg
Cpoka peicTeus

Mporpamma

OrpaHuyeHne Ha
ucrnonb3oBaHue
Ko4a

OcyuwecTteneHve
TEXHUYEeCKOM
noaAepXKn

NHdopmaums o
NNUEH3UN

NHdopmaums o
noppepke

NHdopmaums o
BnapenbLe

OnucaHue
3aknapka O6wume
Kritou, [obaBneHHbI Ans akTUBaLmm NporpamMmbi.

[ata nobaeneHus Knoya B nporpammy.

Tvin NMUEH3MK: KoMMepYeckast U NPoBHas.

KonnuecTBO OHe, OCTaBLUMXCS A0 OKOHYaHUS CpoOKa OEeNCTBUS NNLEH3UN, CBA3AHHO C
aKTNBHbIM KJTKOYOM.

[aTa 1 Bpemsl OKoHYaHWs Cpoka AeCTBUS IMLLEH3MN, CBA3AHHOWN C aKTUBHBIM KITKOYOM.
Ecnu Bbl akTVBMpPYETE NpOorpaMmMy no HeorpaHNYeHHON MOAMVCKE, B NMOMe yKa3blBaeTCs
3HayeHune He orpaHuyeHa. Ecnu nporpamme Kaspersky Embedded Systems Security He
yoaeTcd onpenennTb Oaty OKOHYaHU4 ,D,GVICTBVI‘;I NUEH3nNn, yKasblBaeTCyd 3Ha4YeHne
HewssecTHa.

HasBaHure nporpammbl, ak TUBMPOBAHHOW C MOMOLLBIO dalina Kitova Uim Kofa akTBaLum.

OrpaqueHme Ha NCnob3oBaHMe Krto4a (eCJ'II/I eCTb).

NHPopmaLums o Tom, okasbiBaeT nin "JlabopaTopus Kacnepckoro” nnm ee napTHepsl
TEXHNYECKYIO NOAAEPXKKY MO YCNOBUIM JINLIEH3NOHHOMO CornaLleHus.

3aknapgka [JononHuTenbHo

TexkyLwmin NNLLEH3VNOHHBIV KoY.

KoHTakTHas nHpopmaums "JlabopaTopun Kacnepckoro” nnv napTHepa, KoTopblil
OCYLLECTBNAET TEXHNYECKYIO NOAAEP>KKY. [lone MoXeT BbiTb MyCThIM, ECIIN TEXHMYECKas!
nofep>Ka He OCYLLECTBNSETCS.

NHdbopmaums o BnagenbLe MMUEH3NN: MS KIIMEHTa 1 Ha3BaHe opraHn3aumn, ans
KOTOpPOI NprobpeTeHa NMLIEH3US.
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CDYHKLI,I/IOHaJ'IbeIe orpaHn4yeHmng nocrsie OKoOH4YaHng Cpoka DeENCTBUS
JIMUEH3NN

Kornoa 3akaHumBaeTcs CpOK nencTeus TeKYU.LeVI NNUEH31N, BO3SHUKAKOT criefytoune orpaHnyeHn4d B pa60Te
dDYHKLI,I/IOHaJ'IbeIX KOMMOHEHTOB:

e OcTaHaBNMBaIOTCS BCE 3aauu, 3a UCKIloUueHeM 3agad lNocTosHHas sawmTa dalinos, [Nposepka no
TpeboBaHuto 1 MNpoBepka LLeNoCTHOCTU NPOrpamMMbl.

* HeBO3MOXHO 3anyCTUTb HI OOHY 3afdady, KpomMe 3agad [NocTosHHas 3awwmTa daiinos, MNposepka no TpebosaHmio
1 MNpoBepka LleNoCTHOCTY NporpamMMbl. OTW 3a4a4un NPOAoXKaT paboTaTk C UCMONb30BaHNEM CTapbIX
aHTUBMPYCHbIX 6a3.

* DyHKUMS 3almTa OT SKCMMOMTOB OrpaHnyeHa:
* [Ipouecchl 3aWwpLLaoTCs A0 UX Nepesanycka.
* HoBble npoLecchl HeNMb3s BKIIIOYNTL B 06N1acTb 3aLLMTbI.

Opyrve dyHkumm (xpaHnnmLLa, XXy pHarbl, ANarHOCTUYECKNE faHHbIE) MO-MPEXHEMY OOCTYMHbI.

[poaneHne cpoka oencTBmS NNLEH3UN

Mo ymonuaruio Kaspersky Embedded Systems Security yBegomnsieT Bac 0 CKOpPOM OKOHYaHWUW Cpoka AelicTBUS
NUEeH3un 3a 14 oHel O OKOHYaHUS cpoka AencTBus niueH3un. [pu aTom none [JaTta okoH4YaHUs cpoka fencTeuna
NULEH3UN B NaHenu pesynbTaToB y3na Kaspersky Embedded Systems Security BoinenseTcs XenTbiM LIBETOM.

Bbl MOXeTE NPpoanTb CPOK ASNCTBUS IMLEH3NN, HE [OXNAAICh €ro OKOHYaHMS, C MOMOLLLIO AOMOMHUTENBHOrO
Kntoya. OTO NO3BONSET HE NMPepbIBaTh 3alLMTY YCTPOMCTBA Ha Mepuno NOCe OKOHYaHWS CpoKa AeCTBUS NMNLEH3UN
1 JO aKT1BaLMM MPOrpamMmMbl MO HOBOW IMLIEH3NN.

Y1061 O6HOBUTH INLIEH3UIIO, BLIMOTHATE CAEAYIOLMNE AeVICTBUS
1. NMonyunTe HOBLIN dalin Ktoua UK KoL ak TUBaLLMn.
2. B pepese KoHconu nporpammbl BoibepuTte y3en JlnueHsnposaHue.
3. B naHenu pesynbtaToB y3na JIMueH3npoBaHune BbINOMHUTE OOHO 13 Creayowmx eiCTBIIA:
e Ecnu Bbl XOTUTE MPOAINTL CPOK AENCTBUS NULLEH3UM C MOMOLLbIO daiina Kioya:
a. MNepenpnTe no ccoinke Jo6aBntb Kou.
b. B oTkpbIBLLEMCS OKHE HaXXMUTe Ha kHomKy O630p.
c. BoibepuTe HoBbI daiin kntoya ¢ paclumpeHnem key.
d. YcTaHoBuTe dpnaxok MicnonbsosaTth B kayecTBE AOMONHUTENbHOIO KJlloua.
e Ecnu Bbl XOTUTE MPOAINTL CPOK AENCTBUS NALLEH3UM C MOMOLLIO KOLA ak TUBaLMN:

a. [NepelignTe no ccoinke [Jo6aBUTh kop, akTUBaLMN.
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b. B oTkpbIBLLEMCS OKHE BBEAWTE NPUOBPETEHHBIV KO aKTUBaLMN.

c. YcTaHoBUTE c|>na>|<0|< Ncnonb3oBaTtb B KauecTBe AOMONMHUTENIbHOrO KoAa akTnBauun.
Ons NPMEeHeHNA Koa akTnBaunn HeO6XO,£I,I/IMO NnoaKMoYeHne K UHTEPHETY.

4. Haxxmute Ha kHorky OK.

,D,OI'IOJ'IHI/ITeJ'IbeII?'I KJou 6y,u,eT ,D,O6aBﬂeH M aBTOMaTUYeCK CTaHeT aKkTMBHbIM MO NCTEYEHUN CPpOKa ,EI,GI7ICTBI/I9I
TekyLuel nuueH3un Ha Kaspersky Embedded Systems Security.

YnaneHue knoua

Bbl MmoxeTe yoannTtb D,O6aBJ'IeHHbII7I KIKOY N3 nporpamMmmbl.

Ecnn B Kaspersky Embedded Systems Security no6aBneH 4ONONHUTENbHBIV KoY, U Bbl YOANUTE aKTUBHBIN KoY,
LLOMNONHUTESbHBINA KoY aBTOMAaTNYECKM CTaHeT aKTVBHBIM.

Ecnv Bbl ynanute no6aBneHHbI Koy, Bbl MOXETE ero BOCCTaHOBUTb, MIOBTOPHO MPUMEHVB daiin Kitova.

YTobb! ynamTe [O6ABIEHHBIV KITOY, BbIMOIHUATE CReAyoLLmMe AeiCTBUS:
1. B pepeBe KoHconu nporpammbl Beibeprte y3en JinueHsnpoBaHue.

2. B naHenu pesynbtaToB y3na JlnueHsnpoBaHue B TabnuLe ¢ nHPopmaumein o fobaBneHHbIX Ktovax Bblbepute
KItoY, KOTOPBIN Bbl XOTUTE YOaNUTb.

3. B KOHTEKCTHOM MEHIO CTPOKM C MHbOPMaLmel O BeibpaHHOM Kitoue BbibepuTe NyHKT YaanuTb.
4. B okHe NOATBEPXAEHMS HAXXMUTE Ha KHOMKY [a, 4yToObl NOATBEPANTL YOaNEeHMe Kioya.

BbiBpaHHbIi krtoy ByneT yoaneH.
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PaboTta c [narnHom ynpasneHuns

OTOT pasnen conepxunT nHdopmaumto o MNnarvHe ynpaenerns Kaspersky Embedded Systems Security 1 06
yrnpaBfeHnn NporpamMmMoN, yCTaHOBIEHHON Ha 3aLLMLLaEMOM YCTPONCTBE U rpynne 3aLLMLaemMbiX YCTPOWCTB.

Ynpaenenune Kaspersky Embedded Systems Security ns Kaspersky Security
Center

Bbl MOXeTE LIeHTpann3oBaHHO YNpaBnsTb HECKOMbKMMY 3aLLMLaeMbIMU YCTPONCTBaMIM C YCTaHOBIEHHOM
nporpammoii Kaspersky Embedded Systems Security, 06beavHeHHbIMY B rpymnny agMUHUCTPUPOBaHMS, C MOMOLLBHO
MnarvHa ynpaeneHuns Kaspersky Embedded Systems Security. Kaspersky Security Center Takxe nossonseT
OTLEeNIbHO HacTparBaTh NapaMeTpbl PaboThl NS KaXLoro 3allyLLLaeMoro yCTPONCTBa, BXOAALLErO B rpynny
aIMVHUCTPUPOBAHMSI.

pyrnna aamvHUC TppoBaHys opmMrpyeTcs BpyUHyto Ha cTopoHe Kaspersky Security Center n BkniovaeT
HeCKOJbKO YCTPOWCTB C ycTaHoBMeHHOM nporpammoii Kaspersky Embedded Systems Security, ons kotopbix Bbl
XOTUTE HACTPOUTb efNHbIE MapaMeTpPbl YNpaBieHns 1 3awmThbl. [TogpobHas nHbopmaLms 06 NCnonb30BaHNN Fpynn
agMUHUCTPUPOBaHKS NpuseneHa B Cripaske Kaspersky Security Center.

MapameTpbl NporpamMmMbl 415 OTAENBHOrO 3aLLMLLAEMOro YCTPONCTBA HEAOCTY MHbI Asi HACTPOVIKI, €CNK
paboTa Kaspersky Embedded Systems Security Ha aTom 3aLUyLLL@EMOM YCTPONCTBE KOHTPONMPYETCS
akTmBHol nonnTukoi Kaspersky Security Center.

Bbl moxeTe ynpasnatb Kaspersky Embedded Systems Security ns Kaspersky Security Center cnenytowmmm
crnocobamu:

e C nomoupio nonutuk Kaspersky Security Center. [onutuku Kaspersky Security Center nossonsitoT yaaneHHo
HacTPOUTb eaVHble MapamMeTpPbl 3aLUTbl 1S FPYMnbl YCTPONCTB. [apameTpbl 3agayun, ykasaHHble B aKTUBHO
NONUTUKE, MEIOT MPVIOPUTET Hag, napamMeTpamMm 3a4aun, HaCTPOEHHbBIMU NIokanbHO B KOHCOMM nporpamMmbl Ui
yoaneHHo B okHe ColicTBa: <msa sawmwaemoro yctpoiictea> B Kaspersky Security Center.

C NomoLLbIO MONNTUK Bbl MOXETE HAaCTPOUTb ObLLME NapaMeTpbl paboThl MporpamMmbl, NapamMeTpbl 3a4au
MOCTOSHHOW 3aLLNThI, KOHTPOMS aKTUBHOCTY Ha KOMIMbIOTEPAX, @ TakXKe NapamMeTpbl 3arnycka CUCTEMHbIX 3aaa4
Mo pacnmcaHuio.

e C nomolupio rpynnoBbix 3apay Kaspersky Security Center. [pynnosele 3agayun Kaspersky Security Center
MO3BONSIOT yAaneHHO HacTparBaTb eAVHbIE NapaMeTpbl 3a4a4, MEIOLLX OrpaHNYEeHHbBIA CPOK BbINMOMHEHWS, 415
rpynnbl YCTPOMUCTB.

e C NOMOLLbIO rPynMoBbIX 3afady Bbl MOXeTe akTUBMPOBaTbL MPOrpaMMy, HACTPOUTb NapamMeTpbl 3a8ay NPOBEPKN
no TpeboBaHWio, NapamMeTpbl 3a4a4 OOHOBMEHWS 1 MapaMeTpbl 3aaa4n GOpPMUPOBaHNS MPaBU KOHTPOS
3arnycka nporpamMmm.

e C nomoluplo 3agay ang Habopa ycTpoiicTs. 3agayun 4ns Habopa yCTpOCTB MO3BONSOT yAaneHHo HacTparBaTh
eViHble NapamMeTpbl 38484, UMEIOLLLX OrPaHNYEHHbI CPOK BbIMOMHEHWS, 415 3alLMLLAEMbIX YCTPOWUCTB, He
BXOASLLMX HU B OOHY rPynny agMUHUCTPUPOBaHMS.

e C nomolLubio OKHa CBOWCTB oTAEeNbHOro kKoMmnbioTepa. B okHe CBolicTBa: </ims 3awmwaemoro ycTpolicTea>
MOXHO YAaNneHHO HaCTPOUTb NapamMeTpbl 3a4a4 419 OTAESbHOMO 3aLLMLLLAEMOrO YCTPOMCTBA, BKIIIOYEHHOTO B
rpynny agMUHUCTPUPOBaHUS. Bbl MOXeTe HacTpouTb kak obLuye napaMeTpbl paboTbl MporpamMmMel, Tak 1
napameTpbl paboTbl Bcex 3apady Kaspersky Embedded Systems Security, ecnv BeibpaHHoe 3alumiLaemoe
YCTPOWCTBO He HaxoOMTCS NMof, ynpasneHnem akTeHol nonmTtukn Kaspersky Security Center.
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Kaspersky Security Center nossonseT HacTpouTb NapameTpbl MPOrpamMmbl, LOMNONHUTENbHLIE BO3MOXHOCTU 1
paboTy XypHanoB 1 yBeAOMIEHWIA. Bbl MOXeTe HacTpoWTb 3TU NapaMeTpbl Kak Ans rpynbl 3aLLmLLLaeMblX
YCTPOWCTB, Tak 1 A1 OTAENbHOrO 3aLUMLLAEeMOro yCTpOoNCTBa.

YnpasneHve napameTpamMm NporpamMmbl

OTOT pasnen coaepxnT nHdopmaLmio 0 HacTpolike obLLMX NapamMeTpoB paboTsl Kaspersky Embedded Systems
Security B Kaspersky Security Center Web Console.

Hasuraunga

B aTOM pasnene onncaH nepexof k TpebyembiM napameTpam 3aaaqn ¢ MOMOLLbIO HTepdeiica.

[lepexopn kK 0bLW¥IM NapamMmeTpam 13 NONTUKY

YT06b1 OTKPLITL NapameTpsl nporpammel Kaspersky Embedded Systems Security 13 nommtiky, BoIMOIHATE
crenyroLme AeVicTBUS:

1. PasBepHuTe y3en Ynpaensemble ycTpolicTea B fepese KoHconv agMmHucTpupoBaHus Kaspersky Security
Center.

2. BelbepuTe rpynny agMUHUCTPUPOBaHWS, LSt KOTOPOW Bbl XOTUTE HACTPOWTL 3afavy.
3. BuibepuTe saknagky Monntukn.

4. OTKpOITE OKHO CBONCTB NMOANTUKA ABOVHBIM LLLEMYKOM MBIV HA UMEHU MOIUTUKI, KOTOPYIO Bbl XOTUTE
HaCTPOUTb.

5. B oTkpbiBlemcs okHe CeolicTa: <Mms nonutuku> nepeinonte B pasnen MNapameTpbl nporpammbl.

6. HaxxmunTe Ha kHonky HacTpolika ois rpynnbl mapaMeTpoB, KOTOPYIO Bbl XOTUTE HACTPOUTD.

[epexon kK 0bWwM NapameTpam N3 OkHa CBOMCTB Nporpammbl

Y106b1 OTKPLITL OKHO cBovicTB Kaspersky Embedded Systems Security nns o14€/1bHOMo 3aLumLLaemMoro
YCTPOVICTBE, BbINONHATE C/ELAYIOLUNE AEVICTBUS:

1. PasBepHuTe y3en Ynpaensemble ycTpolicTBa B fepese KoHconn agMmHucTpupoBaHnsa Kaspersky Security
Center.

2. BeibepuTe rpynny agMUHUCTPUPOBAHNS, LSt KOTOPOW Bbl XOTUTE HACTPOWTL 3amavy.
3. BbibepuTe 3aknapky YcTpoicTea.
4. OTkpoliTe okHo CBolicTBa: </IM$ 3aimLLL@eMOro yCcTpolcTBa> OOHNM U3 CNEAYIOLLMX CMOCOOOoB:

® [BOVIHBbIM LLEMYKOM MbILLUV Ha UMEHM 3aLMLLLAEMOro YCTpOMCTBa;
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* BbiOpaB NyHKT CBOCTBA B KOHTEKCTHOM MEHIO 3aLLMLLAEMOro YCTPONCTBA.
OTkpoeTcs okHo CeolicTBa: <Mms 3awmiwaemoro yctpolictea>.
5. B pasnene Mporpammebl Boibepurte Kaspersky Embedded Systems Security.

6. Haxkmute Ha kHorky CBolicTBa.

OTkpoeTcs okHo MNMapameTpbl Kaspersky Embedded Systems Security.

7. MNepengnTe B pasaen MapameTpbl nporpamMmmbi.

HacTtpolika obwmx napameTpos nporpammbl B Kaspersky Security Center

Bbl MOXeTe HacTpouTb obLume napameTpbl Kaspersky Embedded Systems Security ns Kaspersky Security Center
LS FPyNMbl 3alyLLaemMblX YCTPONCTB N ANs OTAENbHOIO 3aLLMLAeMOro yCTPONCTBa.

HacTpoiika macwtabupyemocTu n nHtepdeiica B Kaspersky Security Center

YT0bbI HACTPOUTBL NapPaMeTPbl MacLUTabVPyeMOCTU 1 MHTEPGEVIC MPOorpamMMbi, BoINONIHATE CAEAYIOLLNE AEVICTBUS,

1. PasBepHuTe y3en Ynpaensemble ycTpolicTBa B fepese KoHconn agMmHUcTpupoBaHns Kaspersky Security
Center.

2. BelbepuTe rpynny agMUHUCTPUPOBaHIS, LSt KOTOPOW TpebyeTcs HaCTPOUTb MapamMeTPbl MPOrpaMmb.
3. B naHenu pesynbTaToB BbIOPaHHOM rpynbl aMUHNCTPUPOBAHNS BbINMOMHUTE OOHO U3 CenyoLLIX AeNCTBIUINA:

® YT06bl HACTPOUTL MapaMeTpPbl MPOrpamMmMbl 471 FPYMnbl 3aLuLLaeMblX YCTPONCTB, BblbepuTe 3aknaaky
Monntukn n otkpoinTe okHo CeoicTBa: <MmMsa nonuTmnkm>.

® YT06bl HACTPOUTL MapPaMeTpPbl NPOrpamMmMbl 419 OTAE/bHOMO 3aLUMLLAEMOro YCTPOMCTBa, BblbepuTe 3aknaaky
YcTpoiicTBa 1 OTKpoiTe okHO [apameTpbl Nporpammb..

Ecnu k ycTpoiicTBy npumeHsieTcs akTuBHas nonutiika Kaspersky Security Center, 3anpeluatoLuas
N3MeHeHNe NapamMeTPOoB NPOrpamMmbl, 3TV NapamMeTPbl HEAOCTYMHbI ANs N3MeHeHNs B okHe MNMapameTpbl
nporpamMmbl.

4. B paspene MapameTpbl nporpaMmmsl B noppasaene MacwrabupyemocTb n nHTepgeinc HaxMmTe Ha KHOMKY
HacTpoiika.

5. B okHe [lononHuTenbHble napameTpbl Nporpammbl Ha 3aknaake O6wme HacTpoiiTe cnepytoLive napameTpbi:

* B paspene NapameTpbl MacwTabrupyemMocTy HaCTPONTE NapameTpbl, onpeaensiome KonmyecTso
npoLieccos, koTopble ncnonbayeT Kaspersky Embedded Systems Security:

¢ Onpepenartb napamMmeTpbl MacLUTabpyeMOCTV aBTOMaTUYECKN
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* B pasnene BaaumopelicTBue c nonb3oBaTenem HacTpoliTe oTobpaxeHne 3Hauka 0bnacT yBeAOMNEHN B
naHenu 3afgad: CHUMKTE nnn yctaHosuTe dnaxok MokasbiBaTe 3HauoKk obnacTv yBefoMIeHuA.

6. Ha 3aknapke Mlepapxuyeckoe xpaHunuie Bbibeprite BapnaHT SOCTYNa K NepapXmMyeckoMy XPaHUnLLLY.
7. HaxkmuTe Ha kHonky OK.

HacTpoeHHble napameTpbl nporpammbl 6yayT COXpaHeHsbI.

HacTpoiika napameTpos 6e3onacHocTn B Kaspersky Security Center

YT06bI HACTPOUTH NapameTPbl 6e30MNaCHOCTY BPYYHYIO, BbIMOHUTE CAEAYIOLUNE AEVICTBUS:

1. PasBepHuTe y3en Ynpaensemble ycTpolicTBa B fepese KoHconn agMmHucTpupoBarns Kaspersky Security
Center.

2. BeibepuTe rpynny agMUHUCTPUPOBAHIS, LSt KOTOPOW TpebyeTcs HaCTPOUTb MapamMeTPbl MPOrpaMmb.
3. B naHenu pe3ynbTaToB BbIGPaHHOW Fpynnbl adMUHUCTPUPOBAHNS BBIMOSHATE OLHO 13 CefytoLmX AeiCTBUI:

® YT06bl HACTPOUTL MapPaMeTpPbl MPOrpamMmMbl 4719 FPY bl 3aLmLLaeMblX YCTPONCTB, BblbepuTe 3aknaaky
MonuTtukn n otkpoiTe okHo CeolicTBa: <Mims nonutuku>.

* YTOBbI HACTPOUTL NapamMeTpPbl MPOrPaMMbl AN OTAENbHOrO 3alLMLLAaeMOro YCTPOCTBa, BbibepuTe 3aknanky
YcTpoiicTBa 1 OTKpoiTe okHO [apameTpbl Nporpammb..

Ecnu k ycTpoiicTBy npumeHsieTcs akTuBHas nonutiika Kaspersky Security Center, 3anpeluatoLuas
N3MeHeHNe NapamMeTPOoB NPOrpamMmbl, 3TV NapamMeTPbl HEAOCTYMHbI ANs N3MeHeHNs B okHe MNMapameTpbl
nporpamMmbl.

4. B paspene MapameTpbl nporpammsl B noapa3saene besonacHocTb HaxxmuTe Ha kHornky HacTporika.
5. B okHe MapameTpbl 6e30nacHOCTU HAaCTPOIiTe CleaytoLLe NapamMeTpb:

e B paspgene MapameTpbl HAAEXKHOCTN HACTPONTE NapamMeTpbl BOCCTaHOBNeHNs 3atay Kaspersky Embedded
Systems Security B crniyyae c60eB B paboTe nporpaMmbl UM aBapuiiHOrO 3aBepLUEHNs paboTbl MPOrpaMMbI.

¢ BbinonHaTb BOCCTaHOBNEHMe 3aaay

* B paspene [eiicTBus Npu nepexoae Ha UCTOYHUK 6ecnepeboiiHoro NuTaHns 3ajalite orpaHnyeHve
Harpysku Ha 3alLmLLaemMoe YCTPONCTBO co cTopoHbl Kaspersky Embedded Systems Security npu nepexone
Ha CTOYHKK BecrnepebonHOro MMTaHUS:
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¢ OCTaHOBUTb BbIMOJIHAEMbIE 3apayu npoeepkun

¢ B paspgene MapameTpbl NprMeHeHNs Napons 3apaliTe Naposib Ans 3almTel 4ocTyna K dyHkumam Kaspersky
Embedded Systems Security.

6. Haxkmute Ha kHorky OK.

HacTpoeHHble napameTpbl 6e30MacHOCTY 1 HaAEXHOCTY BYoyT COXpaHeHbI.

HacTpoiika napameTpoB coeanHeHns B Kaspersky Security Center

HacTpoeHHble mapameTpbl coeanHeHns ncnonb3ytoTes ans nopknoveHns Kaspersky Embedded Systems Security
K cepBepamM OBHOBIEHNIA 1 aKTUBALWW, @ TaK>Xe NMPU MHTerpaumm nporpamm co ciyx6amm KSN.

Y106h! HacTpouTb rapameTpbl COefViHeHWS, BbINO/IHUTe c/iejyroLune AeVicTBUS:

1. PassepHunTe y3en YnpaBnsemble ycTpolicTBa B AepeBe KoHconu agMuHucTpuposaHus Kaspersky Security
Center.

2. BbibepuiTe rpynny anMUHUCTPUPOBaHWS, A5 KOTOPOK TpebyeTcs HAaCTPOWTL NapaMeTpbl MPOorpamMmbl.
3. B naHenu pesynbTaToB BbIOPaHHOW rpynmbl aAMUHUCTPUPOBAHWS BbIMNOSIHUTE OAHO U3 CriedytoLmnxX AeiCTBIIA:

* YT106bI HACTPOWTL NapamMeTPbl MPOrpaMMbl AN FPynMbl 3aLUMLLLAEMbIX YCTPONCTB, BoibepuTe 3aknaaky
MonuTtukn n otkpoiiTe okHo CeolicTBa: <Mms nonnTnku>.

® YT06bl HACTPOUTL MapaMeTpPbl MPOrpPaMmMbl /18 OTASbHOMO 3aLMLLLAEMOro YCTPOWCTBa, BblbepuTe 3aknaaky
YcTpoiicTBa 1 0OTKpoinTe okHO [lapameTpbl Nporpammbi.

Ecnu Kk ycTpoicTBy npumeHsieTcs akTeHas nonuTuka Kaspersky Security Center, 3anpeluatoLuas
N3MeHeH1e NapamMeTPOoB NPOrpamMmbl, 3TV NapamMeTPbl HEAOCTYMHbI ANS U3MeHeHNs B okHe MNMapameTpbl
nporpamMmbl.

4. B pasgene NapameTpbl nporpammel B nogpasaene NapameTpbl coeanHeHns HaxmnTe Ha KHomnky HacTpoiika.

OTkpoeTcd okHo NapameTpbl coeguHeHus.
5. B okHe MapameTpbl coepuHeHNs HAaCTPOITE CnepytoLLe napameTpbl:
* B pasgene [NapameTpbl Npokcn-cepBepa 3afaliTe napameTpbl MCMOb30BaHMS NPOKCU-cepBepa:

¢ He ncnonb3oBaTtb Npokcu-cepeep

* |P-appec unm cMmMBOBHOE MS MPOKCU-CepBepa 1 HOMep nopTa
* He ncnonbsosath Npokcu-cepeep ANS N0KaNbHbIX aAPECOB

* B paspene MNapameTpbl ayTeHTMdMKaLMM Ha NPOKCU-CcepBepe 3aaaliTe napaMmeTpbl ay TEHTUUKALNN

e BhibepuTe napameTpbl ayTEHTUUKALMM B PACKPBIBAIOLLLEMCS CMINCKE.
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¢ He ncnonb3oBaTtb ayTeHTUdUKALMIO — MPOBEPKA MOAMMHHOCTY HE MPOV3BOANTCS. DTOT PEXMM
BbIBpPaH Mo YMOMYaHuio.

¢ lcnonb3oBaTb NTLM-ayTeHTUdUKaumio — npoBepka NOAINHHOCTA C MOMOLLIO MPOTOKOa CETEBOWA
ayTeHTudmKaumm NTLM, paspaboTaHHoro komnaHueli Microsoft.

¢ lcnonb3oBaTb NTLM-ayTeHTUdUKaumio c nMeHeM Nonb3oBaTeNs 1 NaponemM — NpoBepka
NOAMHHOCTW MO NPOTOKONY ceTeBoin ayTeHTudvkaumm NTLM, paspaboTaHHoOMy KoMnaHnel
Microsoft, c ncnonb3oBaHNeM VMeEHU NOMb30BaTENS 1 NapOns.

¢ lcnonb3oBaTb nMs nosfb3oBaTens n napoJsib — nposepka NoaSIMHHOCTU C MOMOLLbIO UMEHN
nonb3oBaTeniyd 1 Napong.

e Ecrn Tpe6yeTcsi, YKaXnTe Mg nonb3oBaTtend N napo/ib.

¢ B pazpgene JlnueHsnpoBaHue ycTaHoBUTE Ui cHuMnTe dniaxok MicnonbsoeaTte Kaspersky Security
Center B kauecTBe Npokcu-cepBepa A akTUBaLKM NPorpamMmbI.

6. Haxkmute Ha kHorky OK.

HacTpoeHHble napameTpbl coeanHeHVs ByayT COXpaHeHbI.

HacTpoiika 3anycka no pacnmcaHumio TokasnbHbIX CUCTEMHbIX 3a4a4

C nomMoLLbIo MOMNTUK MOXHO paspeLuaTh UKW 3anpeLLaTh 3anyck JokasnbHbIX CUCTEMHbIX 3aAa4 MPOBEPKM Mo
TpeboBaHWNIO 11 OBOHOBNEHS MO PACNCaHWIO, HACTPOEHHOMY JTOKaNbHO Ha KaXA0M 3aLlyMLLaeMOM yCTpOolicTBE
rpynnbl aAMUHUCTPUPOBaHNS:

e Ecnn 3anyck no pacnmcaHnto angd nokasbHbIX CMCTEMHbIX 3a4ay YKa3aHHbIX TUMOB 3arnpeLleH B NoJINTUKE, Takne
3ajayn He 6y,EI,YT BbINOIHATLCYA Ha 3all L, aeMoM YCTpOMCTBe no pacnmcaHunto. Bbl moxeTe 3anyCcTnTb
JloKasibHble CUCTEMHbIe 3aLa4yl BPY4YHYIHO.

e Ecnn 3anyck no pacnmncaHuto ongd nokasbHbIX CMCTEMHbIX 3a4a4 YKa3aHHOro Tuna paspeLleH B MNoJINTUKe, Takne
3ajaun 6y,EI,YT BbINONHATLCA B COOTBETCTBMW C NapamMeTpamMn pacnmcaHngd, HaCTpOeHHbIMW JTOKasnibHO 014 aTomn
3agavn.

Mo YMOJTHaHNIO 3amnyCkK JIoKalslbHbIX CUCTEMHbIX 3a4a4 3arnpeLliaeTcd MONNTUKOWA.

PekomeHpyeTcs He paspeluaTb 3amnyck IoKanbHbIX CUCTEMHbIX 3a[ad, €CNii OBHOBNEHNS UV MPOBEPKM MO
TpeboBaHWNIO PerynnpytoTCs ¢ NOMOLLIO rpynnoBbix 3aaay Kaspersky Security Center.

Ecnu Bbl He ncnornb3yeTe rpynnoBble 3aaaqm 0BHOBNEHNS UV MPOBEPKM MO TPeBOoBaHMIO, paspeLunTe 3amnyck
nokasbHbIX CUCTEMHbIX 3ada4 B nonnTuke: Kaspersky Embedded Systems Security 6yneT BbINonHITL O6HOBEHNA
6a3 1 MoZynel NporpamMmbl, a Takxe 3anyckaTb BCe flokarnbHble CUCTEMHbIE 3aaaun MPOBEPKM NO TPeboBaHMo B
COOTBETCTBUM C OMNpPeneneHHbIM Mo YMOMYaHWIO pacrncaHrem.

C NoMoLLIblO MONMUTUIK Bbl MOXeTe paspewaTtb nin 3anpeliaTtb 3arnyck no pacnmncaHnio ong Crnenyownx NoKanbHbIX
CNCTEeMHbIX 3agay:

* 3apaun nposepku no TpeboBaHuio: [poBepka BaxHbIX obnacTei, MNpoBepka 06beKTOB Ha kapaHTuHe, MNpoBepka

npy cTapTe ornepaLoHHOl cucTeMsl, [TpoBepka LenoCcTHOCTU NporpammMbl, MOHUTOPUHE LienocTHOCTY daiinos
Ha OCHOBe 3TasnoHa.
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e 3apaun obHoBneHus: O6HoBneHVe 6a3 nporpammbl, OGHOBNEHNE Moay el nporpaMMbl, KonvposaHme
OBHOBNEHWIA.

Ecnu Bbl vickiounTe 3alpLLaemMoe yCTPOMCTBO U3 FPy bl aOMUHUCTPUPOBaHS, pacnMcaHne CUCTEMHbIX
3apady 6yaeT aBTOMaTUYECKM BKIIOYEHO.

YT0bbI paspellnTs uav 3arnpeTUTb B NOITYIKE 3arlyCK M0 PacrmcaHuo cucTeMHbIx 3aaa4 Kaspersky Embedded
Systems Security, BbinoHuTe cnenyroLume Aeic TBUS

1. B nepese KoHconn agMnHUCTpUpOBaHnS pasBepHUTE y3en Ynpasngemble yCTPOMCTBA, Pa3BEePHUTE HYXXHYIO
rpynny v B NaHenu pesynbTaToB BolibepuTe 3aknanky Monutuku.

2. Ha 3aknagke MNonnuTrkn B KOHTEKCTHOM MEHIO MONNTMKM, AN KOTOPOW Bbl XOTUTE HACTPOWTbL 3arycK Mno
pacnvcaHuntio cucTemMHblx 3agad Kaspersky Embedded Systems Security ans rpynnbl saLyaemMsix yCTpOCTB,

BblIbepuTe NyHKT CBOlicTBA.

3. B okHe CsolicTBa: <Mmsi nonntnkn> Boibepute pasnen MNapameTpbl nporpammebl. B nogpaspene 3anyck
CUCTEMHBbIX 3a4a4 HaXXMUTE Ha KHOMKY HacTpolika 1 BbINonHNTE OQHO 13 CriefytoLmx OeCTBUIA:

e YcTaHoBuUTe drnaxku PaspelmnTb 3anyck 3apay npoBepkuy no TpeboBaHuio 1 PaspelunTts 3anyck 3agay
OGHOBNEHNS 1 KOMMPOBaHUSA OGHOBNEHUI, YTO6bI Pas3peLlnTb 3amnyck MO PaciMCaHNIO NepPeYnNCreHHbIX
3apauv.

e CHummnTe dpraxkm PaspewmnTb 3anyck 3agad npoeepku no TpeboeaHuio 1 PaspewnTb 3anyck 3agad

o6HOBNEHNS U KonunpoBaHunA o6HOoBREHNIA, UTOOI 3anpeTnTb 3arnyck rno pacrnncaHnio rnepeYvncrieHHbIX
3ajau.

YcTaHoBKa U CHATUE d)J'IG)KKOB He BNINFeT Ha napamMeTpbl 3arycka JiokasibHbIX NOJSIb30OBaTENbCKNX 3agay
YKa3aHHOro tmna.

4. Y6enmTech, YTo HacTpavBaemMas NnonnTrka akTBHa U MpUMeHeHa K BbIBpaHHOM rpynne 3almiaemblx
YCTPOWCTB.

5. HaxxmuTe Ha kHonky OK.

HacTpoeHHble napameTpbl 3anycka No pacnmcaHuio Ans BolopaHHbIX 3a8ay 6yayT NpMeHeHbI.

HacTpoiika napameTpoB KapaHTHa 1 pe3epBHOro xpaHunuiia B Kaspersky
Security Center

Y106k HACTPOUTL MapaMeTPbl PE3EPBHOrO XpaHumila B Kaspersky Security Center, Bbino/HUTE CeAyoLLme
aevicteus:

1. PasBepHuTe y3en Ynpaensemble ycTpoiicTBa B Aepese KoHconm agMmrHncTpuposaHus Kaspersky Security
Center.

2. BelbepuTe rpynny agMUHUCTPUPOBAHIS, LSt KOTOPOW TpebyeTcs HaCTPOUTb MapamMeTPbl MPOrpaMmb.
3. B naHenu pesynbTaToB BbIOPaHHOM rpynbl aMUHNCTPUPOBAHNS BbIMOMHUTE OAHO U3 CenYoLLIX 4eNCTBIIA:

e YT06bl HACTPOUTH MapamMeTpPbl MPOrpamMmMbl 4719 FPYMnbl 3aluLLaeMblX YCTPONCTB, BblbepuTe 3aknaaky
Monntukn n otkpoiiTe okHo CeoicTBa: <MmMga nonuTmukm>.
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e YT06bl HACTPOUTL MapaMeTPbl MPOrpPaMMbl /18 OTAEbHOMO 3aLMLLAEMOro YCTPOUCTBa, BbibepuTe 3aknaaky
YcTpolicTBa 1 oTKpoiiTe okHO [NapamMeTpbl Nporpammbl.

Ecnn k ycTpoicTBy npumeHsieTcs akTBHas nonuTuka Kaspersky Security Center, 3anpeluatoLuas
N3MeHeH1e NapamMmeTPOoB NPOrpamMmbl, 3TV NapamMeTPbl HEAOCTYMHbI ANS U3MeHeHNs B okHe MNMapameTpbl
nporpamMmb..

4. B pasnene JononHuTenbHble BO3MOXHOCTU HaXXMUTE Ha KHoMnky HacTpoiika B nogpa3snene XpaHunuvwa.

5. B okHe MapameTpbl xpaHunuLL, Ha 3aknagke PesepBHoe xpaHunue HacTporTe cneaytoLme napameTpb
PEe3epBHOro XpaHumLLa:

* YT06bl 33aaTh Nanky pes3epBHOro XxpaHunuLLa, B none MNManka pe3epBHOro xpaHunuLLLa BbibepuTe Hy>XHyo
nanky Ha JokanbHOM AVICKe 3alUyLLaeMOro yCTpOCTBa UV BBEAMTE MOMHbIA My Tb K HEA.

* YT06bl 331aTb MaKCHMasbHbIli pasMep Pe3epPBHOIO XpaHWuLLa, ycTaHosuTe draxok MakcnmanbHbIi
pa3mep pesepBHoro xpaHunuwa (MB) 1 B none BBoaa ykaxumTe Hy>KHOE 3HaJYeHVe napameTpa B
mMerabaiTax.

* YTOObI 338aTh NOPOr CBOHBOLHOMO MECTa B Pe3epBHOM XpPaHWUNKLLLE, 3ajaliTe 3HaueHne Ang napaMmeTpa
MakcumarnbHbIli paamep pesepBHoro xpaHunuwa (MB), yctaHosuTe dnaxok Mopor gocTynHoro
npocTpaHcTBa (MB) 1 ykaxuTe M1uHIManbHbIn pa3mep cBOHGOAHOrO MecTa B Narke pe3epBHOro XpaHumLLa
B Merabaiitax.

* YTOObI 3agaTb narky ong BOCCTaHOBJI€HHbIX 06beKkToB, B pasnene I'Iapameprl BOCCTaHOB/IEHNS O6BHEKTOB
Bbl6epVITe HY>XXHYIO nanky Ha iokasibHOM AMCKe 3auiniaemMoro YCTpOMCTBa VN BBEOUTE UMS Manku 1 MOSHbIN
nyTb K Heli B none lNanka, B KOTOpPYIO BOCCTaHaB/IMBalOTCA 06BbeKTbI.

6. B okHe MapameTpbl xpaHunuwy, Ha 3aknaake KapaHTnH HacTpoiiTe cnepytoLume napaMmeTpbl KapaHTUHa:

® YTOBbI N3MEHUTb nariky KapaHTuHa, B norne Manka KapaHTUHa yKa>Xnte MOJHbIA MyTb K narke Ha noKaJlbHOM
AOncke salviaemMoro YCTpOVICTBa.

* YT06bI 33AaTb MakCVMarbHbI pa3mep KapaHTUHa, ycTaHoBUTe ¢pnaxok MakcumanbHblil pasmep KapaHTUHa
(MB) 1 B none BBOAA yKaXuUTe 3Ha4YeHVe napamMeTpa B Merabaintax.

e YT06bl 330aTb MUHMMAaNbHBI 06 beM CBOGOAHOrO MecTa B KapaHTVHe, ycTaHoBUTe driaxkyn MakcumanbHbili
pasmep kapaHTuHa (MB) 1 MNopor gocTynHoro npocTtpaHcTBa (MB), 3aTem B none BBofa ykaxuTe
3HayeHvie B MerabaiiTax.

* YTOObI U3MEHNTL Marky, B KOTOPYIO BOCCTaHaBMBalOTCA 06beKThl U3 kKapaHTKHa, B none Manka, B koTopyto
BOCCTaHaBANBAOTCA 06bEKTbI YKaXUTE MOMHbIA My Tb K Nanke Ha okanbHOM AMCKe 3alLMLaeMOoro
yCTpOWCTBA.

7. Haxxmute Ha kHonky OK.

HacTpoeHHble napameTpbl KapaHTVHa 1 Pe3ePBHOro XpaHunma 6yayT COXpaHeHb!.

CospaHune n HacTpolika NOMNTIMK

B aTom pasnene conepxutcs nHPopmaums o npumeHeHnn nonutuk Kaspersky Security Center ang ynpaeneHus
Kaspersky Embedded Systems Security Ha HECKOMbKIX 3alLMLLLE@EMbIX YCTPOWCTBAX.
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MoxxHo cozpnaBaTb eavHble nonuTukn Kaspersky Security Center ons ynpaBneHns 3aLLMTON HECKONbKUX YCTPONCTB,
Ha KOTOpbIX ycTaHoBMeHa nporpamma Kaspersky Embedded Systems Security.

MonnTuka NPUMEHSIET YKa3aHHbIe B Hell 3HaueHns napameTpoB, GyHKUMiA 1 3apady Kaspersky Embedded Systems
Security Ha Bcex 3aLLMLaeMbixX yCTPOWCTBaxX OAHOM rpynnbl aAMUHNCTPUPOBAHNS.

Bbl MO)keTe cosgaTb HECKOMbKO MOMVTUK AN OOHOM rpynnbl adMHNCTPUPOBaHNA U NPUMEHATb X NonepemMeHHO.
MonnTuka, ,D.eVICTBy}OU_Laﬂ Brpynne B TeKyu.I,VIVI MOMeHT, B KoHconu aoMUHNCTPUMPOBaHNA MeeT aKTUBHBIV cTaTycC.

VHpopmaums o npuMeHeH MoANTUKK PErcTPUPYeTCs B XXypHane cuctemHoro ayauta Kaspersky Embedded
Systems Security. Bbl MOXeTe npocMoTpeTb aTy MHdopMaLumto B KoHconm nporpavmel B yane XypHan cucTeMHOro
ayauTa.

B Kaspersky Security Center cyliecTByeT eAMHCTBEHHbIV CMOCOO NPYMEHEHNS MOMNTUK Ha 3aLLMLLEaeMbIX
yCTpoWicTBax: 3anpeTuts uameHeHue napameTpos. [locne npumeHerns nonutukmn Kaspersky Embedded Systems
Security ncnonb3yeT Ha 3alUyLLLaeMbIX YCTPOCTBaX 3HaUEeHWS NapaMeTpoB, AJ19 KOTOPbIX B CBONCTBaX MOMUTUKM Bbl
YCTaHOBWM 3HAYOK g, BMECTO 3HaUEHWI NapamMeTpPOoB, LeNCTBYIOLMX A0 NpUMeHeHus nonnTuku. Kaspersky
Embedded Systems Security He MpMeHseT 3HaUeHNs NapaMeTPOB aKTUBHOM MOANTUKI, A7 KOTOPbIX B CBOMCTBAX
NOMNTVKM YCTaHOBIIEH 3HAYOK .

Ecnun nonnTrika akT1BHA, TO 3HAYEHVS MapamMeTPOB, OTMEYEHHbBIE B MOIUTVKE 3HAYKOM 5, OTOBpaxatoTcs B KoHconu
NPOrpamMMbl, HO HEAOCTYMHbI ANS PEAAKTUPOBaHNS. 3Ha4YEHNS OCTaslbHbIX NapaMeTPOB (OTMEUEHHbIX B MONTMKE
3HAYKOM ) LOCTYMHbI ANs peaakTUpoBaHus B KoHconm nporpamMmel.

MNapameTpbl, HACTPOEHHbIE B aKTVUBHOM MOMNTVKE N OTMEUYEHHbBIE 3HAUYKOM g, TakxKe BIIOKMPYIOT U3MEHEHEe
napameTpoBs B okHe CBolicTea: </mMs 3awumLLaemoro yctpoiicTa> Kaspersky Security Center ons otoensHoro
3alMLLaeMoro yCTponcTaa.

I'Iapameprl, HaCTpPOEHHbIE N NepefaHHble Ha 3alluuiaemMoe YCTpOVICTBO C MOMOLLbIO aKTVUBHOW MNONNTVIKNA,
COXpPaH4A0TCY B NMNapamMeTpax NIoKaslbHbIX 3agady rnocne npekpalleHnsd 0EeiCTBUS aKTUBHOW MOMUTUKMN.

Ecnun nonnTrka onpenenseT napaMmeTpbl Kakon-nmbo 13 3afay NOCTOSHHOW 3aLLVThl KOMMbOTEPa 1 9Ta 3aaava
BbINOJIHSETCS, MapaMeTpbl, ONpeaeneHHbIe NOMUTUKON, N3MEHSIOTCS Cpady nocne NpUMeHeHns nonuTukn. Ecnn
3apava He BbINOMHSeTCs, mapaMeTpbl ByoyT NPYMEHEHbI NpY ee 3arnycke.

Co3paHne NonanTukmn

Co3spgaHne HOBOV MONUTUKN COCTOUT U3 cnenyrowmx aTanos:

1. CospaHne NonnTyKM C MOMOLLLbIO MacTepa co3gaHns nosINTUK. B okHax MacTepa MOXHO HaCTpOUTb NapameTpbl
3a4a4 NOCTOSIHHOW 3aLUMUThl KOMrMblOTEpPAa.

2. HacTpoiika napameTpos nonutukn. B okHe CeoicTBa: <MiMa nonnTnkmn> cosnaHHom NonmTmkn Bol MOXETE
HacTpPOWTb NapamMeTpbl 3a4a4 MOCTOSHHON 3aLLMTLl KOMMbIOTEPA, 06LLMe NapameTpbl Kaspersky Embedded
Systems Security, napameTpbl KapaHTUHa 1 Pe3ePBHOIO XPaHUINLLA, YPOBEHb AeTannsaLmmn ANs XypHanos
BbINOMHEHNS 3aayY, YBELOMIIEHs Nonb3oBaTeneli u agMuHucTpaTopa o cobbitugx Kaspersky Embedded
Systems Secuirity.

Y106bI CO3aaTL MO/IMTYIKY 4715 [PYIIbI 3aLUMLLAEMbIX YCTPOVCTB, Ha KOTOPbIX yCTaHOBEHAa Y 3arlyLLUeHa Mporpamma
Kaspersky Embedded Systems Security, BbinonHuTe cnenyroLme neicTeus:

1. B nepee KoHconn agmuHncTpuposaHns Kaspersky Security Center passepHuTe ysen Ynpasnsemblie
YCTPOWCTBa 11 BbibepuTe rpynny agMUHICTPUPOBaHNS, A1 3alLMLLAEMbIX YCTPOWCTB KOTOPOI Bbl XOTUTE
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CcOo30aTb NOJINTUKY.

2. B naHenu pesynbTaToB BbIOpaHHO rpynnbl aAMUHUCTPUPOBaHWS BblbepuTe 3aknagky Monntuku n otkpolite
OKHO MacTepa co3aaHns NonnTuK No ccoinke CospaTtb NONNTUKY.

OTKpOGTCﬂ OKHO MaCTep co3aaHung NoOINTUKW.

3. B okHe Bbibop nporpammbl ang co3paHus rpynnosoii nonntukm Beibepunte Kaspersky Embedded Systems
Security 1 HaxxmMuTe Ha kHorky Janee.

4. B none Nimsa ykaxxute Ha3BaHve rpynmnoBoi MOMNTUKMN.

VIMS MonNnTVKW He [OMKHO CoaepXaTb crnedytowme cumeonbl: " * < @ > 2\ |

5. YToBbI NPUMEHNTb NapamMeTpPbl MOMUTVKY, CMOMb3yeMbIE B MPeablayLLeli BEPCUM NMPOrpamMMbl, BbIMOIHNTE
crnegylolie oencTBrs:

a. YctaHosuTe dnaxok Micnonb3oBaTb napamMeTpbl NOANTUKA, CO3[aHHON ANS NPeabiayLLel Bepcum
nporpamMmb..

b. HaxxmuTe Ha kHonky BeibpaTb.
c. Beibepute nonuTuky, KOTOPYIO TPebyeTCs MPUMEHNTb.
d. Haxxmute Ha kHorky Oanee.
6. B okHe Bbi6op Tuna onepauunmn BbI6epUTe OOVH U3 CMEAyOLLX BAPNaHTOB:
e Cospatb, UTOOBI CO34aTb MONNTUKY C 38AaHHBIMY MO YMOMYaHIO napaMeTpamMu.

¢ iMnopTupoBaTb NONUTUKY, co3aaHHYIo ¢ nomoubio Kaspersky Embedded Systems Security 3, uto6bi
CMONb30BaTh UMMOPTUPOBAHHYIO BEPCUIO MONUTUKM B KauecTBe wabnoHa.

* HaxmuTe Ha kHomnky O630p 1 BbibepuTe KOHPUrYpPaLMOHHDIA dalin, B KOTOPLIV Bbl COXPaHUIN NapamMeTpbi
paHee co34aHHOM NOMNTUKM.

7. B okHe NocTosiHHag 3awwuMTa KOMMbIOTepa HAaCTPONTE 3a4a4n 1 KOMMOHEHTHI [TOCTOsSIHHas 3aLumTa daiinos,
Vicnonb3osarune KSN, Sawmta oT akcnnonTos 1 [NpoBepka ckpunToBs. PaspelunTe nnmv 3anpeTtuTe NpuMeHeHne
HaCTPOEHHbIX 3afay NONTUKM Ha 3aLuMLLaeMbIX YCTPONCTBaxX CeTu:

® HaxmunTe Ha KHOMKY , YTOBbl pa3peLunTb HaCTPOMKY MapaMeTpoB 3a4a4n Ha 3alLMLLaeMblX YCTPONCTBax
CeTU 1 3anpeTUTb NMPUMEHEHVE HACTPOEHHbIX B MONMTVKE NMapamMeTpoB 3afauul.

® HaxmunTe Ha KHOMKY g, YTOObI 3aMpeTnTb HACTPOIKY NapaMeTPOB 3a4a4M Ha 3aLUMLLLAEMbIX YCTPONCTBaX
CceTu N paspeLLnTb NPUMEHEHNE HACTPOEHHBIX B MONUTVIKE NapamMeTpoB 3afaun.

B CO30aHHOI MNONNTUKE MCNob3YKOTCHA 3adaHHble MO YMOJTHYaHUIO NapamMeTpbl 3anav MOCTOSIHHOM 3aLLNTbI
KOMMbKOTEPA.

e YT06bl N3MEHWTL 3a4aHHbIE MO YMOMYaHMIO NapamMeTpbl 3agaqn MNocTosaHHas 3awmta Galinos, HaxXMUTe Ha
kHonky HacTpoliika B nogpasgene MNocTogHHas 3awmTa daiinos. B oTKpbiBLLIEMCS OKHE HAaCTPONTE
napameTpbl 3ala4/ B COOTBETCTBUM C BalLUMu TpeboBaHuamu. Haxxmute Ha kHorky OK.

* YT106bI U3MEHNTb 3a4aHHbIE MO YMONYaHWIo napameTpsl 3agaum Vicnonb3osaHne KSN, HaxxmuTe Ha KHOMKy
HacTpolika B nonpa3snene Vicnonb3oaHne KSN. B oTkpbIBLLEMCS OKHE HAcTpoliTe NapameTpbl 3a4ayn B
COOTBETCTBUM C BaWUMy TpeboBaHusmn. HaxxmmTe Ha kHorky OK.
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Y1066l 3anycTuTh 3a8a4y Vcnonb3osaHne KSN, Heobxoanmo npuHaTh MonoxeHne o KSN B okHe
O6paboTtka AaHHbIx B KSN.

* YTOObI U3MEHNTb 3a4aHHbIE MO YMOMUYaHWIO NapamMeTpbl KOMMOHEHTa 3aLlyTa OT SKCMIONTOB, HAXMUTE Ha
kHornky HacTtpolika B nogpasgene 3awmra oT 3KCMIoNToB. B OTKpbIBLLEMCS OKHE HAaCTPOMTE KOMMOHEHT B
COOTBETCTBUM C BalMMU TpeboBaHuamn. Haxxmute Ha kHomnky OK.

8. B okHe Co3paHue rpynnoBoii NoANTUKY AN NporpamMmbl BbibepuTe OOHO U3 CREYOLMX COCTOSHUA NOMUTUKML

* AKTMBHas NOANTUKA, ecn TpebyeTcs, YTobbI MoNMTUKa BCTYNWa B AEICTBNE Cpasy Noce ee CO3aaHus.
Ecnwn B rpynne yxe cyliecTByeT akTUBHas NONMTUKA, TO OHa CTaHeT HeaKTVBHOW 1 ByaeT NpuMeHeHa HoBas
cosfaHHas NoanTuKa.

¢ HeakTnBHag nonnTumka, ecnm Bbl He XOTUTE Cpasy NnprMeHsaTb co3gaBaeMyto NONUTUKY. Bbl cmoxeTe
aKTBMPOBaTb 3TY NOJINTUKY NMO3Xe.

e YcTtaHoBuTe dnaxok OTKpbITb CBOMCTBA NONUTMKN Cpasy Nocrne co3faHuns, YTobbl aBTOMaTUYECKN 3aKPbITb
MacTep cospaHus NONUTUNKU 11 HACTPOUTL HOBYIO MOMUTUKY MOCIE HaxaTus Ha KHonKy [anee.

9. HaxxmuTe Ha kHonky loToBo.

CosapaHHas nonuTrka oTobpasnTcs B Cricke NOonUTUK Ha 3aknagke Monntunkm BeibpaHHoN rpynnbl
aoMUHUCTpUpoBaHus. B okHe CeolicTBa: <Mimsi nonnTnkmn> Bbl MOXeTe HaCTPOUTL ApYre napamMeTpbl, 3aaaum 1
odyHkumm Kaspersky Embedded Systems Security.

Pasgenbl napameTpos nonutukn Kaspersky Embedded Systems Security

Obwuye

B paspene O6wme Bbl MOXETE HACTPOUTb CreaytoLLMe NapaMmeTpbl NONUTUKYL

® yKazsaTb COCTOsAHME NONMNTUKN,

® HaCTpPOUTb HacnegoBaHve NnapamMeTpPOoB A9 POANTENbCKNX 1 OO0YEPHUX NONNTUK.

YBegomneHne o cobbITudax

B pasnene YBepomneHue o CcOBbITUSIX Bbl MOXETE HaCTPOWTb NapamMeTpbl A4 cnenyrowmnx KaTeropM|7| COBbITUIA:

* Kputuyeckoe cobbiTyvie
o OTKa3 GyHKLUNOHMPOBAaHNS
* [lpeaynpexaeHve

* VIH¢popmaLmoHHoe cooblueHme
INo kHonke CBolicTBa Bbl MOXETE HACTPOUTL CredytoLLe NapamMeTpbl 4151 BbIOpaHHbIX COBbITIIN:

® yKasaTb MECTO U CPOK XpaHeHNs MHPOpPMaLIN O 3apernCTPUPOBAHHBIX CODBITUSX;

b Bbl6paTb cnocob yBeOOMITEHNSA O 3aperncTprpoBaHHbIX COBbITUAX.
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MapameTpbl nporpamMmmbl

[MNapameTpebl B pasgene NapameTpbl nporpammb

Paspen

MacwTtabupyemocTb

n nHTepodelic

BesonacHocTb

MapameTpbi
coeavHeHus

3aI'IYCK CNCTeMHbIX
3apad

MapameTpbl

B nonpaspene MacwrtabupyemocTb n uHtepdeiic no kHorke HacTporika Bbl
MOXETe HacTPOUTb CreaytoLLe NapamMeTpbl:

* BbiOpaTb aBTOMAaTUNYECKYIO UM PYyUYHYIO HACTPOIKY NapameTpoB
MacLUTabupoBaHns;

® HacCTpPOUTb NapamMeTpbl OTO6pa)KeHVI9I 3Ha4kKa rnporpamMmbl.

B nonopaspene BesonacHocTb no kHorke HacTpolika Bbl MOXeTe HaCTpOUTb
cnepytoLve napameTpbi:

® HacTpPOWTb NapamMeTpbl 3arycka 3aaauv;

® yKasaTb LeNCTBUS MPOorpamMMbl MY Nepexoae 3allmLaeMoro ycTponcTea Ha
NCTOYHVK BecrnepeboiHOro NuTaHns;

® BKJIIOYNTb UM BBIKIIOUNTL 3aWmUTY GYHKLMIA MPOorpamMmMbl Maposiem.

B nonpaspene MapameTpbl coepuHeHNs Mo KHomnke HacTpolika Bbl MOXeTe
HacTpoWTb CreayloLLe NapameTpbl MPOKCK-CcepBepa A1 COeAVHEHNS C
cepBepamMu 0BHOBMEHWI, cepBepamin akTuaaumm 1 KSN:

® yKasaTb napamMeTpbl UCMNosIb30BaHN4 MPOKCK-CepBepa;

® yKkasaTb MapaMeTpbl ay TEHTUDMKALIN Ha MPOKCU-CEPBEpE.

B nonpasaene 3anyck cuctemHbIx 3apay no kHorke HacTpolika MOXHO paspeLunTb
NN 3anNpPeTUTb 3aMycK CReayloWwmx CUCTEMHbIX 3aa4 MO pacrnncaHuio,
HaCTPOEHHOMY Ha 3alULLLaeMbIX YCTPONCTBAX:

* 3a[au4v NPOBEPKM MO TPeBOBaHWIO;

® 3a4a4s OBHOBIIEHS 1 KOMMPOBaHNS OBHOBNEHNIA.

,D,OI'IOHHI/ITeﬂbH bleé BOSMOXXHOCTHN

[MapameTpbl B paspnene JononHnTenbHbIE BO3MOXHOCTHN

Paspen

[oBepeHHas 30Ha

MpoBepka cbemHbIx

MapameTpbl

B nogpaspene [loBepeHHas 3oHa no kHorke HacTpolika Bbl MOXeTe HaCTpOoUTb
cnepyoLLvie napaMmeTpbl MPUMEHEHVS AOBEPEHHON 30HbI:

* chopMUpPOBaTbL CINCOK UCKITIOYEHI LOBEPEHHO 30HbI;

® BK/IOUMTb UM BLIKNIOUMTL MPOBEPKY onepaLmii pe3epBHOro KOMMPOBaHWS
dainnos;

* chopmMmpoBaTH CMMCOK LOBEPEHHbIX MPOLLECCOB.

B nopgpasnene I'IpOBepKa CbEeMHDbIX OUCKOB MO KHOTMKe HaCTpOI‘/'IKa Bbl MOXETE
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AVCKOB HacTPOWTb NapamMeTpPbl MPOBEPKM CbEMHbIX LNCKOB.

MpaBa nonb3oBaTtenen B noppa3snene NpaBa nonb3oBaTteneii Ha ynpasneHUe NporpamMmMon Bbl MOXeTe
Ha ynpaBsreHue HacTpoWTb NapamMeTpbl OCTYMa Nofb3oBaTenel 1 rpynmn nonb3osaTteneli Ha
nporpammoi ynpasneHue Kaspersky Embedded Systems Security.

MpaBa nonb3oBaTenen B noapaspene NpaBa nonb3oBaTeneii Ha ynpasneHue cnyxo6olii Kaspersky

Ha ynpaBsreHue Security Bbl MOXeTe HaCTPOUTb MapaMeTpbl OCTYMNa Nosb3oBaTenel 1 rpynmn
cny>x6ori Kaspersky nonb3oBaTenel k ynpasneHuto cnyxotoii Kaspersky Security.

Security

XpaHunnuwa B nonpasnene Xpanunuwa no kHonke HacTpoiika Bbl MOXeTe HacTPOUTb

cnenyowme napamMmeTpbl KapaHTHa, Pe3epPBHOIo XpaHuinwa v xpaHmniiwa
386I'IOKI/IpOBaHHbIX Y3/10B:

® yKasaTb MyTb K nanke, B KOTOPYO Bbl XOTNTE NOMeLlaTb 0b6beKThbl Ha KapaHTnHe
Mnn B pe3epBHOM XpaHUNNLLLE;

® HACTPOWTb MakKCUMasbHbIA pasMep Pe3epBHOro XpaHUINLLA 1 KapaHTUHa, a
Tak>Xe ykasaTb MOpOor AOCTYMNHOro MPOCTPAaHCTBA;

® yKasaTb MyTb K nanke, B KOTOPYIO Bbl XOTUTE NOMeLlaTb 0b6BbEKTHI,
BOCCTaHOBJIEeHHblIe U3 pe3epPBHOro XxpaHwminiia nnn KapaHTrHa;

® HaCTpOuUTb NPOLOIIKNTENIbHOCTb 6J'IOKI/IpOBKVI Y310B.

NocTogHHag 3awmTa KOMMblOoTEepa

[MapameTpbl B pasgene [NocTosHHag 3almTa kKoMnbloTepa

Pazspen MapameTpbl
MocTogHHag B noppa3zpnene MocTogHHaga 3awuTa $paiinos no kHorke HacTpolika Bbl MoXxeTe
3awmTa daiinos HacTpoOuUTb creaytoLLe napameTpbl 3afa4K:

* yKasaTb PeXWM 3aLuTbl O6EKTOB;

® HaCTPOUTb MPUMEHEHNE 3BPUCTUHECKOrO aHaImM3aTopa;

® HaCTPOWTb MPUMEHEHNE AOBEPEHHOM 30HbI;

* ykasaTb 06nacTb 3aLUMTbI;

* 3ajaTb ypoBeHb 6e30MacHOCTY A1 BbIbpaHHOM 061acTy 3aLMTbl: Bbl MOXETe
BbIOpaTbh CTaHAAPTHbIN YpOBEHb 6E30MacHOCTU UM HACTPOWTL NapameTPbI

6e30MacHOCTU BPYUHYIO;

® HaCTpOUTb NapamMeTpbl 3anyCcka 3agayn.

Vcnonb3oBaHue B noapaspene UcnonbsosaHue KSN no kHorke HacTpolika Bbl MOXeTe HacTpouTb
KSN cnepytoLLe napameTpbl 3aaun:

* yKasaTb OeNCTBUS Hag o6bekTamu, HegoBepeHHbIMN B KSN;

® HacTpouTb Nepenavy faHHbIX 1 ncronb3osaHve Kaspersky Security Center B
kauyecTBe npokcu-cepsepa KSN.
HaxmuTte Ha kHonky O6paboTka AaHHbIX, UTOObI MPUHSTL U OTKIOHUTb [onoxeHre
o KSN un MNonoxerne o KMP, a Takxe HacTpouTb NapameTpbl nepefayn AaHHbIX.
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3awuTa ot B noppaspene 3awmTa oT aKCMIONTOB Mo kHornke HacTpoiika Bbl MoXeTe HacTpOuTb
SKCIJIONTOB crnepytoLLe napameTpbl 3aaun:

° Bbl6paTb pPeXxunm 3aTbl NaMAT NPOLLEeCCOB;
® yKasaTtb OEeNCTBUS ANS CHYXEHNS PUCKOB aKChlyaTaunmn y9|38|/||v|00're|7|;

® OONONHNTb N NSMEHNTb CMNCOK 3aLlliaeMblX NPOoLLeCCOB.

KoHTponb akTMBHOCTU Ha cepBepax

MapameTpebl B pasgene KoHTposb akTUBHOCTY Ha KOMMblOTEepax

Pazpen MapameTpbl
KoHTponb 3anycka B noppasnene KoHTposnb 3anycka nporpamm rno kHorke HacTpoliika Bbl MoxeTe
nporpamm HacTpoOUTb CneayioLLe NapaMmeTpbl 3a4a4K:

* BbIGpaTh PEXM PaboTbl 3a4au;

® HACTPOWUTb MapaMeTpPbl KOHTPOSS MOBTOPHbIX 3aMyCKOB MPOrpamm;

* ykasaTb 06nacTb NPUMEHEHWS NMPaB KOHTPONS 3arnycka Nporpamm;
® HacTpouTb Ucrnonb3osaHne KSN;

® HaCTpPpOUTb NapamMeTpbl 3anycka 3anayn.

KoHTponb B nogpasnene KoHTponb ycTpoiicTs no kHornke HacTpoiika Bbl MOXeTe HacTpouTb
YCTPOWCTB crnenytoLLe napameTpbl 3agaum:

* BbIbpaTbh pexuM paboTbl 3agauu;

® HaCTPOUTb NapamMeTpbl 3anyCcka 3anayn.

KOHTpOﬂb aKTUBHOCTU B Ce€Tn

[MapameTpbl B pasnene KOHTporb akTUBHOCTY B CETU

Paspen MapameTpbl
Ynpaenexne B nopgpaspene YnpaeneHue ceTeBbiM 3KpaHOM Mo KHorke HacTpolika Bbl MoxeTe
ceTeBbIM 3KPaHOM HacTpOUTb CreaytoLLe NapameTpbl 3a4auK:

® HaCTpOWuTb MpaBnna ceTeBoro aKpaHa,

® HacTPOWTbL NMapamMeTpbl 3arycka 3a4aul.

dunarHocTumka cuctemol

I_Iapar\Aeprl B paspene D,I/\aI'HOCTI/\Ka CnCTeMbl

Paspen MapameTpol
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MoHuTopUHr B noppasnene MoHuTopuHr daiinosbix onepaunii MOXHO HaCTPOUTb KOHTPOIb

daiinosbix n3MeHeHul B paiinax, KoTopble MOryT yKasblBaTb Ha HapyLLUeHne 6e30MacHOCTM Ha
onepauuii 3alLMLLLAaEMOM YCTPONCTBE.

AHnanus B noopaspene AHanus >xypHanoB MOXHO HaCTPOUTb KOHTPOSIb LIENTOCTHOCTY

XXypHanos 3alLMLLAEMOrO YCTPOCTBA Ha OCHOBE Pe3y bTaToB aHanm3a xypHana cobbitnin Windows.

>XXypHanbl n ysegomneHns

[NapameTpebl B pasgene XXypHabl 1 yBeOOMAESHUS

Paspen MapameTphl
XXypHanbl B noppasznene XXypHanb! BbinonHeHUs 3agay rno kHonke HacTpolika Bbl MoxeTe
BbIMONHEHUS 3a4au HacTPOUTb CreaytoLLe NapamMeTpbl:

* yKasaTb yPOBEHb BaXKHOCTV PErUCTPUPYEMbIX COBBITUIA NS BbIOPaHHbBIX
KOMMOHEHTOB NPOrpamMmbi;

® yKasaTb MapamMeTpbl XpaHeHNs XXYpPHaroB BbIMOJIHEHNS 3a0au;

® ykasaTb NapameTpbl HTerpaumn SIEM-cuctemsl ¢ Kaspersky Security Center.

YBepgomneHus o B noppasnene YBegomneHus o CcOBbITUSIX MO KHOMKE HaCTpOVIKa Bbl MOXETE
cobbITnax HacTpOuTb cnenyrolme napameTpbl:

® yKasaTb MapameTpbl yBELOMIIEHNS Nonb3oBaTens afs cobbltnin ObHapyxeH
061ekT, OBHapyXeHO 1 3arpeLLeHO HEAOBEPEHHOE YCTPOVICTBO N KoMrboTep
[06aB/IeH B CrIYICOK HEAOBEPEHHBIX,

® yKasaTb MapamMeTpbl YBEAOMIEHUS adMUHUCTPaTopa Ans Mtoboro BeIbpaHHOro
cobbITVS U3 crivcka cobbiTuli B pasaene HacTpolika yBegoMaeHnii.

BsaumopeiicTeue c B pasnene Baanviopeiictene c CepBepom agMUHUCTPUPOBAHUS MO KHOMKE

CepBepom HacTpolika Bbl MOXeTe BbibpaTh TUMbl 06 bEKTOB, BK/KOUas OBBbEKTHI KapaHTVHa U

agMVHNCTPUPOBAHUS pesepBHOro xpaHunuiLa, nHdopmarmo o kotopbix Kaspersky Embedded Systems
Security 6yneT nepenasatb Ha CepBep agMUHUCTPUPOBAHMS.

cTopuns pesnani

B pasnene UcTopusi peBrswnii Bol MoXeTe ynpaBnsTb PEBU3VSIMI: CPaBHMBATL C TEKYLLEN PEBU3NER v APYToit
NOMNTVKOM, [OBaBNSATb ONNCAaHVS PEBU3UIA, COXPaHSTb PEBM3UM B Paiin NN BbIMONHWUTL OTKAT.

HacTpolika nonnuTmnku

B okHe CBolicTBa: <Mmsi nonnTmnkun> cyLLecTByoOLLEl NOMNTYKA MOXHO HacTpouTb obLume napameTpbl Kaspersky
Embedded Systems Security, napameTpbl kKapaHTUHa 1 PE3ePBHOIO XPaHUNKLLA, MapaMeTPbl LOBEPEHHOW 30HbI,
napamMmeTpbl MOCTOSIHHOW 3alLMTbl KOMMBbIOTEPA, MapaMeTpPbl KOHTPOSS aKTUBHOCTM Ha KOMMblOTepaX, YpOBEHb
oeTanvsaunm B XXypHanax BbiNonHeHVs 3aady, yBeAoMIeHUS nonb3oBaTeneli U aiMUHNCTPaTopa O CobbITUSX
Kaspersky Embedded Systems Security, npaBa focTyna kK ynpasneHuio nporpamMmmori u cny>xooii Kaspersky
Security.

Y106kl Hac TPOUTb rapameTpbl NoJINTVIKY, BbINOJIHUTE C/legyroLuie AevicTBuysS:
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1. B pepeBe KoHconun agmmHncTpurpoBarus Kaspersky Security Center passepHuTe y3en Ynpaensembie
yCTpOWCTBa.

2. PasBepHuTE rpynny agMUHUCTPUPOBAHNS, MapamMeTpbl MONUTYKA KOTOPOW Bbl XOTUTE HACTPOUTb, U BbibepuTe B
naHenu peaynbTaToB 3aknaaky MonuTtukn.

3. BbibepuTe NonnTuKy, mapaMeTpbl KOTOPOW Bbl XOTUTE HACTPOUTb, Y OTKPOITe okHO CBolicTBa: <Mims nonutnku>
O[HVIM 13 CNeaytoLLIX CNocoboB:

e BoibepuTe nyHKT CBOMCTBA B KOHTEKCTHOM MEHIO MOMUTUKM.
e [lepelinnTe no ccolnke HacTponTb napameTpbl NOAUTUKU B MaHENM pPe3ybTaToB BblGpaHHOM NOAUTUKMA.
e [1BOViHbIM LLLETYKOM MbILLV MO HY>XXHOI NMONTYIKE.

4. Ha 3aknapgke 06u.|,|/|e B 6noke CocTosHME NOANTUKI BKTIOUMTE U BbIK/TIOUMTE nprMeHeHne noJINTUKN. ,D,J'I';I
9TOro Bb|6ep|/|'re OVH N3 Crnenyownx BapnaHToB:

* AKTUBHasi NOANTUKA, EC/NM Bbl XOTUTE, UTOOBI MONNTYIKA MPUMEHSNIAch Ha BCEX 3alLMLLAEMbIX YCTPOCTBaX,
BXOZSILLIX B BbIOPaHHYIO rpynny agMUHUCTPUPOBaHUS.

* HeakTuBHasi NONMTUKA, €CNM Bbl XOTUTE aKTVBUPOBATL NMOMUTUKY MNO3XKe Ha BCEX 3alLMLLAEMbIX YCTPOCTBaX,
BXOZSILLIX B BbIOPaHHYIO rpynny agMUHUCTPUPOBaHUS.

BapuaHT MNonntuka pns aBTOHOMHbIX Nosib3oBaTeneil HegocTyrneH Npu paboTe ¢ Kaspersky Embedded
Systems Security.

5. B pasnenax MNapameTpbl cobbiTuiz, MNapameTpbl nporpammel, [JlononHUTenbHbie BO3MOXHOCTU, XKypHansl u
yBegomneHus 1 Victopursa peBusmnii MOXHO HaCTPOWTb NapaMeTpbl MPOrpamMmbl (CM. Tabnmuy HUXE).

6. B pasnenax NocTosiHHag 3awmTa komnbioTepa, KoHTponb akTMBHOCTY Ha cepBepax, KoHTponb akTMBHOCTU B
ceTu 1 JuarHocTuKa CUCTEMbI MOXHO HAaCTPOWTL NMapameTpPbl IPOrpamMMbl, @ TakXXe napamMeTpbl 3arnycka
nporpamMmbl (CM. TabnnLy HUXe).

Bbl MOXeTe BktOUaTh 1 BbIKITOUYATL BbINOHEHWE NIOOOM 3aa4n Ha BCeX 3aLlyLLaeMblxX YCTPONCTBaX,
BXOLSALLMX B rpynny agMUHUCTPUPOBaHIMS, ¢ nomoLlpto nonuTtukn Kaspersky Security Center.

Bbl moxeTe HaCTPOWUTb NPUMEHEeHE NnapamMeTpPOoB NOJINTUKN Ha BCEX 3allMiaeMblX YCTpOMCTBaX ceTn on4g
Ka>kKaoro otaenbHOro KOMroHeHTa nporpamMmmbl.

7. Haxkmute Ha kHonky OK.

HacTpoeHHble napameTpbl OyoyT NMpUMEHEHbI B MONTYIKE.

CospaHne n HacTpoiika 3agadu B Kaspersky Security Center

OT0T pasnen cogepxunT nHdopmaumio o 3agadax Kaspersky Embedded Systems Security, ux cosgaHum, HacTpolike
napamMeTpOB BbINOHEHNS, 3aMyCKe 1 OCTaHOBKE.
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O cospaHum 3apgau B Kaspersky Security Center

Bbl MoXxxeTe cospaBaTb rpynnoBble 3agayn angd rpynn adMUHNCTPUPOBaHNA 1 ONg Ha60pOB 3auyaemMblX
YCTpOIZCTB. Bbl MoXeTe co3gaBaTb 3aaa4n cnenyownmx TMnoB:

* AKTMBaLVWS NporpamMmbl
e KonvpoBaHne 0GHOBMREHWIA
* O6HoBneHne 6as nporpamMmel
e OBHOBMEHVE MoayNen NporpaMmmbl
e OTkaT 0BHOBNEHNS Ba3 NporpaMmb
e [lpoBepka no TpeboBaHno
* [lpoBepka LIeNoCTHOCTY NPOrpamMmbl
* MOHUTOPUHT LLeNoCTHOCTY dalinoB Ha OCHOBE 3TasloHa
* DopmrpoBaHVe NPaBU KOHTPOS 3arycka NporpaMm
* DopmrpoBaHVe NPaBU KOHTPOS YCTPOCTB
Bbl MOXeTe co3naTb fiokanbHble 1 rpynnoBble 3aaaun creyoLyMmn crnocobamu:

® 719 OTLAENIbHOrO 3allMLLaeMoro ycTpoicTea: B okHe CeolicTBa </img 3awwuwaemoro ycTpoicTea> B pasaerne
3apauu;

* N5 rpynnbl aAMUHUCTPUPOBAHIS: B MaHeN pe3ynbTaToB y3na BblbpaHHOM rpynnbl 3almLLaeMblX YCTPOCTB Ha
3aknagke 3apgaum;

* N5 Habopa 3alLMLLaeMbIX YCTPOWCTB: B NaHenn pe3ynbTaTos yana Beibopkn ycTpoiicTs.

C nomMoLLbO MOMNTUK MOXHO OTK/IOUNTb RAciUCaHNg JOKaabHbIX CUCTEMHbIX 38034 ObHoBneHve 1 HDOBGF&
Nno TReboBaHWIO Ha BCEX 3aLUMLLLAEMbIX YCTpOI\/‘ICTBaX OfHOM rpynnbl agMHNCTPUPOBaHKA.

Ob6wasa nHdopmaums o 3agavax B Kaspersky Security Center npuseneHa B Cripaske Kaspersky Security Center.

CospaHue 3agaym B Kaspersky Security Center

Yrobbl coznatb HoByto 3aaa4y B KoHcony aamuHncTpypoBaHus Kaspersky Security Center, BbinonHATe
crenytoLme [ecTens:

1. 38I'IYCTVITe MacTep Co3faHnsd 3agayt OgHUM U3 Crenytownx CnocoboB:

e [1n9 cospaHmns nokanbHoM 3aaauu:

108



a. B nepese KoHconn agMMHUCTpUpoBaHns pa3BepHUTe y3en YnpaBnsemble yCTpoicTBa 1 BbibepuTe
rpynny, K KOTOPOW MPUHAANEXMT 3aLLMLLAaEMOe YCTPONCTBO.

b. B naHenu pe3ynbTaToB Ha 3aknanke YCTPOWCTBa OTKPOVTE KOHTEKCTHOE MEHIO 3aLLyLLAaEMOrO
ycTpoiicTsa 1 Bbibepute nyHkT CBOCTBA.

c. B oTkpbiBleMcs okHe B pasgene 3aaaum HaxkmmnTe Ha KHorky [o6aBuThb.
e [ins cospaHns rpynnoBoii 3agaun:

a. PassepHuTe y3en Ynpaensiembie ycTpoiicTsa B gepese KoHconv agmmHrcTpupoBaHus Kaspersky
Security Center.

b. BoibepuTe rpynny agMyHUCTPUPOBaHUS, LSt KOTOPO TpebyeTcs co3aaTb 3adady.
c. B naHenun pesynsTaToB BbibepuTe 3aknanky 3apaum v Boibeprte nyHKT CospaTtb 3apavy.

e YT06bI CO30aTh 3aaauy 4S9 MPOUN3BOSIbHOMO Habopa 3alLMLLAeMbIX YCTPOCTB, BbINOMHATE CReayoLme
nencTeng:

a. PasBepHuTe y3en Ynpaensemeblie ycTpoiicTBa B nepese KoHconm agMrHicTpupoBaHus Kaspersky
Security Center.

b. BeibepuTe rpynny agMUHUCTPUPOBaHIS, K KOTOPOI MPpUHaAIexXaT 3aluaemble YCTPOCcTBa.
c. BelbepuTe 3alumiLLaeMoe YCTPONCTBO UM MPOU3BOSIbHBI HABOP 3aLLMLLLEEMbIX YCTPOWCTB.
d. B packpebiBatoLLemcs criicke BeinonHnTb gelicteue Boibepute CospgaTb 3agavy.

OTKpoeTCcs OKHO MacTepa CO3aaHNs 3a8auul.

2. B okHe Bbibop Tuna 3apauv nop, saronoskom Kaspersky Embedded Systems Security Beibepute Tvn
co3faBaemMoli 3a4au.

3. Ecnv Bbl BbIGpanu no6oli Tun 3agaun, kpome OTkaT 06HOBNEHWS 6a3 nporpamMmbl, [TpoBepka LenocTHOCTY
nporpammbl 1 AKTVBaLMS MPOrpaMMbl, OTKpoeTcs okHo HacTpoiika. B 3aBMcMMOCTY OT Tyna 3adaqv napamMmeTpsbl
MOryT pasnmuyaTbCs.

e Cospalite 3agadvy npoBepkKn Nno TpeboBaHuIO.

e [Ina cosnaHvs 3apa4v O6HOBIEHVS HACTPONTE MapamMeTpbl 3aAa4v B COOTBETCTBUM C BaLLMM
TpeboBaHUAMU:

a. BbibepuTe NcTouYHK OBGHOBNEHWI B OKHE VIcTOUHUK OGHOBNEHWIA.

b. Haxxmumte Ha kHonky HacTpoiika napameTpoB coeguHeHuns. OTkpoeTcs okHo HacTpoiika napameTpos
coeauHeHus.

c. B okHe HacTpolika napameTpoB coeanHeHus BbINOMHUTE CriefytoLe OeiCTBIS:
YkaxunTte pexum FTP-cepsepa ong coeanHeHns ¢ 3amaemMbliv YCTPONCTBOM.
Ecnu TpebyeTcs, nameHnTe BpeMs OXXmaaHNs npu coeanHeHn C MICTOYHUKOM OBHOBNEHUS.
HacTpoiiTe napameTpbl 4OCTYMNa K NPOKCU-CepPBEPY NPU COEAVNHEHUN C UCTOYHNKOM OBHOBNEHWIA.

YKaxKuTe MecToMnoNoXeHNe 3aLlLmLLaeMblxX YCTpOVICTB, yTOb6HI onTMMM3npPOoBaTb 3arpyaky OBHOBNEHWIA.
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* [Ins cos3pnaHns 3apaum OBHoBNEHME MOAyneli NporpaMmMbl HACTPOKTE NapameTpbl OOHOBNEHNS TPeByeMbIx
nporpamMMHbIX Mofynei B okHe HacTpolika napameTpoB 06HOBNEHUS MoAyneiil NporpamMmmbl.

a. BoibepuTe nmbo konnpoBaHne 1 YCTaHOBKY KPUTUYECKUX OBHOBEHNIA MOoZy el MporpamMmbl, NGO TOMbKO
NPOBEPKY VX HANMMUKs, 63 yCTaHOBKM.

b. Ecnu Bbl BoIGpan KonupoBaTb 1 ycTaHaBnMBaTh KpuTudeckmne o6HoBneHNs Moay el nporpaMmmbl, A5
NPUMEHEHWNS YCTaHOBIIEHHbIX MPOrPaMMHbIX MOLyNneli MOXeT NoTpeboBaTbCs Nepesarpyska
sawaemoro yctpolictsa. Ytobel nporpamma Kaspersky Embedded Systems Security asBTomatuyeckn
3anyckana nepesarpysky 3aLl1LaemMoro yCTponcTsa nocne 3aBepLueHns 3agayn, ycTaHoBMTe Gnaxok
Paspeluatb nepesarpysky onepauioHHON cUcCTeMbI.

c. Ecnm Bbl xoTuTe nonyyath nHPopmMaLmio o Beixoge obHoBneHnin moaynei Kaspersky Embedded Systems
Security, ycTaHoBuTe dpraxok MonyuaTb HPopMaLmio 0 AOCTYMHbIX MJ1IAHOBLIX OGHOBNEHUSX MOAYel
nporpamMmb!.

"NabopaTtopus Kacnepckoro" He ny6nvKyeT niaHoBble NakeTbl 06HOBMEHWI Ha cepBepax OBHOBNEHWIA A5
aBTOMAaTMYECKOl YCTaHOBKM; Bbl MOXETE 3arpy>aTb Ux ¢ Beb-caiita "JlabopaTtopum Kacnepckoro”. MoxHo
HacTpOWTb YBEAOMSEHNE agMUHUCTPaTopa O cobbiTun JJocTynHO nnaHoBoe o6HOBNEHNE MoAaynei
nporpammel. OHo ByfeT Bk/louaTb agpec Hallero Beb-caiiTa, Ha KOTOPOM MOXHO 3arpy3sunTb
3annaHnpPoBaHHbIE OBHOBMEHNS.

e [Ins cospaHus 3agaun KonnposaHne 06HOBNEHNI YKaxXTe COCTaB OOHOBEHNI 1 Marky, B KOTOPYO OyayT
coxpaHeHbl 06HOBNEHNS, B OkHe HacTpolika napamMmeTpoB KONMpoBaHUs 06HOBNEHWIA.

e [Ina cospaHns 3agayum AKTUBaLLS NPOrpaMMbl:

a. B okHe MNapameTpbl akTMBaLmm ykaxunte daiin Koya, C MOMOLLbIO KOTOPOro Bbl XOTUTE akTUBMPOBaTb
nporpamMmy.

b. YcTaHosuTe dnaxok Micnonb3osaTthb B kayecTBe AOMNOMHUTENbHOIO K/llo4a, €C/N Bbl XOTUTE CO3LaTb
3apady oS19 NpoaSIeHNs Cpoka AeNCTBUS NINLEHSNN.

e Cospaiite 3apnayvy PopmMrpoBaHMe NPaBU KOHTROS 3anycka NROrRaMM.

e Cospalite 3apgavy PopmMrpoBaHMe NpaBul KOHTPRONI4A YCTROWCTB.

Kpome 3apaun OTkaT 0BHOBNEHWS 6a3 NporpamMmbl).
5. HaxxmunTte Ha kHomnky OK.

6. Ecnv 3apaua cospaHa ans Habopa 3allyiliaeMblx YCTPOWCTB, BoibepuTe ceTb (rpynny) 3aLlmiiaemMblx YCTPONCTB,
Ha KOTOPbIX OHa ByeT BbIMONHATHCS.

7. B okHe Bbibop yueTHOI 3anncuy g 3anycka 3agaqm YKaxxmTe YYeTHYHO 3anunch, C NpaBaMuy KOTOPOIA Bbl XOTUTE
BbIMOMHATL 3aJauy.

8. B okHe OnpepeneHne Ha3BaHNg 3agaum BBeauTe Ha3BaHve 3ajaqn (He 6onee 100 cMMBONOB, HE LOMKHO
copepxaTtb cUMBOSbI “ * <> 2\ | ).

PekomerpayeTcs BkNouMTb B Ha3BaHve 3adaqn ee Tvn (Hanpumep, [Mposepka no TpeboBaHMio nanok obLuero
pocTyna).

9. B okHe 3aBepLueHne co3pgaHng 3apayum ycTaHoBMTe bnaxok 3anycTuTb 3agavy rnocrne 3aBeplueHus paboTobl
MacTepa, EC/v Bbl XOTUTE, UTObbI 3aaada bbina 3anyLieHa cpasy nocrne cosnaHuns. Haxmute Ha kHonky foToBo.

CospaHHas 3apgava OTO6pa3I/ITC9| B crnicke 3agaun.
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HacTpoiika nokanbHbix 3aga4 B okHe [NapameTpbl nporpammbl B Kaspersky
Security Center

Y106k HACTPOUTL JTIOKATIbHBIE 38484M VIV OBLUME NapamMeTPbl MPOorpPamMMbl 4718 OTAE/IbHOIO 3aLUMLLAeMOro
YCTPOVICTBA B CETY, BbIMO/IHATE CAEAYIOLMNE AEVICTBUS!

1. B nepee KoHconn aomuHncTpuposaHns Kaspersky Security Center passepHuTe ysen Ynpasnsemblie
YCTPOWCTBa 11 BbibepuTe rpynmny, KOTOPOl NPUHaANIEXNT 3aLlyLLaeMoe YCTPOUCTBO.

2. B naHenu pesynbTaToB BolibepuTe 3aknanky YcTpohicTea.
3. OTkpoliTe okHo CBolicTBa: </IM4 3aLmLLaeMoro ycTpoicTBa> OoHNM U3 CMELYOLLX CMOCOBO0B:
® [BOVHbIM LLETYKOM MbILL Ha IMEHI 3aLLMLLLaeMOro YCTPONCTBA;
e BbiGpaB NyHKT CBOMCTBA B KOHTEKCTHOM MEHIO 3aLLMLLLAEMOro YCTPOMCTBA.
OTkpoeTcs okHo CeolicTBa: <Mms 3awmwaemoro yctpolictsa>.
4. YT06bI HACTPOUTbL NapaMeTPbl IOKaNbHOW 3aaaun, BbINONHATE CrefytoLe OeCTBIS:
a. lNepengnTe B paspen 3apgaun.
b. B cnncke 3apav BbIbepuTe NokanbHyo 3aaady, napameTpbl KOTOPOK TpebyeTcs HaCTPOUTb.
* OTKpoliTe OKHO CBOMCTB 3aAauu ABOVHBIM LLENYKOM MbILLI Ha Ha3BaHMW 3aayu B Cricke 3aau.
* BhibepuTe HasBaHue 3aga4n 1 HaxmnTe Ha kHornky CBolicTBa.

¢ BhibepuTe nyHKT CBOMCTBA B KOHTEKCTHOM MEHIO BbIBpaHHO 3aaauu.

OTkpoeTcs okHo CBolicTBa: <Ha3BaHue 3apaun>.
5. YTo6bI HacTPOWTL NapamMeTPbl NPOrpPamMMbl, BINMOMHUTE cnefytolmne AelicTBUS:
a. lNepengnTe B pasgen MNMporpammbi.
b. B cnvcke ycTaHOBNEHHbBIX MPOrpaMM BbibepuTe NporpamMmy, KOTopyto TpebyeTcs HaCTPOUTb.

* OTKpoliTe OKHO NapamMeTPOB MPOrpamMmMbl ABOVHbIM LLEMYKOM MbILLW Ha Ha3BaHWM MPOrpamMMbl B CINCKE
YCTaHOB/EHHbIX MPOrpPamMMm.

¢ Bbigenvte HasBaHue nporpamMmbl B CMCKe YCTaHOB/IEHHbIX MpOorpaMmm N HaXXMUTE Ha KHOTMKY CeolicTBa.

* OTKpOWiTE KOHTEKCTHOE MEHIO Ha Ha3BaHWM NMPOrpamMMbl B CMICKE YCTaHOBMNEHHbIX MPOrpaMm 1 Boibepute
nyHkT CBolicTBa.

OTkpoeTcs okHo MapameTpbl <HasBaHMne nporpammbl>.

Ecnn nporpamma paboTaeT nopg ynpasneHem nonutuku Kaspersky Security Center v B 3Toi nonnTuke
3anpeLLEeHO N3MEHATb NMapameTpbl MPorpamMmMel, 3TV NapamMeTpbl HEAOCTYMHbI AN U3MEHEHNS B OKHE
MapameTpbl <Ha3zBaHWe NporpamMmbi>.
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HacTpoiika rpynnosbix 3agay B Kaspersky Security Center

YTobbi HacTpOUuTb rpyririoByro 3ghgaydy A4/154 HeCKOJIbKVX 3aLyvLaeMblX }/CT,OOI/IVCTB, BbIrOJIHNTE C/iegyroLine aevicTeus:

1. B nepeBe KoHconun agmmHncTpurpoBarus Kaspersky Security Center passepHuTe y3en Ynpaensembie
YCTpOWCTBa 11 BbibepuTe rpynny agMUHUCTPUPOBaHNS, A1 KOTOPO Bbl XOTUTE HACTPOUTb 3a4aul.

2. B naHenu pesynbTaToB BbIOpaHHOu rpynbl agMUHNCTPUPOBaHWS BbibepuTe 3aknaaky 3apavn.

3. B cnicke paHee cospaHHbIX FpynnoBbIx 3aday BolbeprTe 3agady, napaMeTpbl KOTOPOI XOTUTE HACTPOUTD.
OTkpoiite okHo CeolicTBa: <HasBaHne 3agaun> OoHNM 3 CReQyoLWmX CnocoboB:

e BribepuTe Ha3BaHMe 3a4ayn B CrICKE CO34aHHbIX 3aa4 ABOVHbIM LLLETYKOM MbILLI.
e BoioennTe Ha3BaHMe 3aga4un B CNMICKE CO3MaHHbIX 3afad 1 nepenanTe no ceolnke HactpouTb 3apavy.

° OTKpOVITe KOHTEKCTHOE MEHIO 3adayn B CrMCcke CoO3aaHHbIX 3agay Bbl6epVITe MYHKT CeolicTBa.

B pasnene YeegomneHus HacTpoliTe napameTpbl yBeOoMIeHUl 0 cobbiTusx 3agaun. lNMoapobHas
nHdopMaLIMs O HaCTPOIKe NapamMeTPOB B 3TOM pasfene npuseneHa B Cripaske Kaspersky Security Center.

4. B 3aBUCMMOCTM OT TWMNa HacTparBaeMo 3aiauu BbINONMHUTE OOHO U3 CNEAYIOLLNX AeACTBIIA:
e Ecnu Bbl HacTpaviBaeTe 3agady NPOBEPKY Mo TPeBoBaHIO:
a. B paspene O6nacTb NpoBepKU HAaCTPOVITE 061acTb MPOBEPKM.

b. B pasnene MNapameTpbl HacTpoliTe NPUOPUTET 3aA4a4n N UHTErPaLINIO C APYTMU KOMIOHEHTaMM
nporpamMmbI.

e [1ns HacTPOKM 3a4a4n OBHOBNEHNS YKaXmTe napamMeTpbl 3afa4n B COOTBETCTBUM C BaLLMMU TPeboBaHNSMU:

a. B pasnene HacTtpoliika HacTpoiiTe napameTpbl UCTOUYHVKE OBHOBAEHWI 11 ONTUMU3ALIN OVCKOBOIA
noacUcTEMbI.

b. [No kHornke HacTpolika napameTpoB coeavHeHUsl HAacTPONTE NapamMeTpPbl COEANHEHNS C UCTOYHVKOM
OBHOBEHWIA.

* Y1060l HacTpouTb 3agavy OBHOBNEHNE MOLY e NporpamMMbl, B pasaene Hactpoiika napameTpos
O6HOBNEHNS MoAynei NporpamMmel BbibepuTe OelicCTBME, KOTOPOe TPebyeTCs BbiMOMHNTb: KOMMPOBaTb U
yCTaHaBMBaTb KPUTUYECKNE OBHOBNEHNS MPOrPaMMHbIX MOAYNEN U TOMbKO MPOBEPSATh UX HanMume.

* YTobbl HacTpouTb 3anady KonuposaHre obHoBneHWi, B pasaene HacTpolika napameTpoB KONMpoBaHus
06HOBNEHNIA yKaXkmTe coCTaB OBHOBMEHWI 1 NanKy HasHaYeHNs.

e Ecnu Bbl HacTpavBaeTe 3adavy AKTVBaLIMS NporpamMmbl, B pasaene MNMapameTpbl akTuBaumm npuveHnTe daiin
KtoYa, C MOMOLLbIO KOTOPOFO Bbl XOTUTE aKTMBMPOBaTL NMporpammy. YctaHosuTe dnaxok Micnonb3oBaTtb B
KayecTBe AOMOMHUTENbHOrO KJIloYa, ECNN Bbl XOTUTE [06aBUTb KO akTUBaLmMm v ¢aiin knoya ons
NPOAJIeHNS CpoKa AeNCTBUS INLIEH3NN.

* YT106bI HACTPOUTL 3aAa4y aBTOMaTUYECKOro GOPMMPOBAHVIS PaspeLLaloLLMX NPaBUI KOHTPOS YCTPONCTB, B
paspene HacTpoiika ykaxuTe napameTpbl, Ha OCHOBE KOTOPbIX ByAeT CHOPMMPOBaH CNMCOK paspeLLatoLLInX
npasu.
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5. B paspene PacnucaHue HacTpoiTe napaMeTpbl pacnncaHns 3agayn (Bbl MOXETE HacTpanBaTb pacnmcanHmne
BCex 3afay, Kpome 3agaun OTkaT 0BHOBNEHUS Ba3 NPorpaMmbl).

6. B paspene YueTHasi 3annch yKaxmTe YY4ETHYIO 3anincb, C NpaBaMm KOTOPO ByAeT BbINONHATLCS 3aaada.
MNMonpobHas HpopmMaLms O HaCcTPOIIKe NapaMeTPOB B 3TOM pasfene npviseneHa B Cripaske Kaspersky Security
Center.

7. Ecnn TpebyeTcs, B pasnene UcknioueHnsa ns obnacti AeincTBrs 3a8a4m yKaxmnTe 06bekTbl, KOTOpbIE XOTUTe
UCKMOUNTL N3 06nacTu aeincTemng 3agayun. [MoapobHas nHbopmaums 0 HaCTPOIKe NapaMeTPOoB B 3TOM pasfene
npveeneHa B Cripaske Kaspersky Security Center.

8. B okHe CBolicTBa: <HasBaHne 3agaum> HaxxmmTe Ha kHorky OK.

HacTpoeHHble napameTpbl rpynnoBbIX 3a8a4 OyayT COXpaHeHbI.

HacTtpaviBaemble napameTpbl rpyrnnoBbIX 3a4a4 NPYBEAEHbI B CriedytoLLen Tabnumue.

MapameTpebl rpynnosbix 3apay Kaspersky Embedded Systems Security

Tunbl 3apgau Paspen B okHe MapameTpbl 3apaun
Kaspersky CsolicTBa:
Embedded <HasBaHue
Systems 3apgaun>
Security
PopmuposaHne  HacTpoliika Mpw HacTpoiike NapameTpoB 3agaur CopmMUpPoBaHNE NPaBUIT KOHTPOSS
npasun 3arnycka nporpamMm Bbl MOXeTe BbibpaTb CNocob co3naHns
KOHTponsa paspeLlatoLLX NpaBuT;
3anycka

e CospgaBaTb paspewaroume npasuia Ha OCHoBe 3anyLeHHbIX
gporpavm - T T

MapameTpbl Bbl MoXeTe ykasaTb cneaytoLve AeicTBrs npu GpopmMmMpoBaHn
paspeLuatoLLyIX NPaBu KOHTPONS 3arnycka Nporpamm:

¢ licnonb3oBaTb undppoBoii cepTudukat

* licnonb3oBaTb 3arofioBoOK U oTrnevaTok uudposoro ceptudurkara
e Ecnu ceptudnkar otcyTcTBYET, UCMONb30BaTh

¢ /cnonb3oeaTb xews SHA256

e MopmunpoBaTb NpaBuia Ans Nosb3oBaTens Uy rpynnel
nonb3oBaTenemn
Bbl MOXeTE HacTpoWTb NapaMeTpbl Ans KOHOUIYPaLMOHHbIX Galinos
CO cnnckamm paspeLuatoLmx npasus, koTopble Kaspersky
Embedded Systems Security cosnaeT no 3asepLueHnn 3agauun.

Pacnuncanwne Bbl MOXeTe HacTpouTb pacnucaHme 3anycka 3agaqn.

npasun
KOHTpONY
YCTROWCTB

* BbibepuTe pexxum paboTbl: yumTbiBaTb AaHHbIE CUCTEMbI 060 BCEX
Koraa-nmbo NoAKIOYaBLUMXCS BHELLHUX YCTPOWCTBAX UM TOMBKO O
NOAK/IOUYEHHBIX B HACTOSLLMIA MOMEHT BHELLHMX YCTPONCTBAX.

dopmuposaHre  HacTtpoiika
o
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e HacTpoliTe napameTpbl 4ns KOHPUIYPaLMOHHbIX Gpalinos co
crnvckamm paspeLlatoLmx npasun, kotopele Kaspersky Embedded
Systems Security cosnaeT no 3aBepLUEHNN 3a8auN.

Bbl MOXeTe HaCTPOWTbL pacncaHvie 3anycka 3agadn.

Bbl moxeTe NPVMEHNTb c|>a|7|n Kno4a ong aktrsauum nporpamMmmbl Nin
npogneHnya cpoka 0encTBUS NULLEH3UN.

Bbl moxeTe HaCTpPOWUTb pacnncaHmne 3arnycka sagadn.

Bbl moxeTe ykazaTb CepBep anMuHUCTpUpoBaHus Kaspersky Security
Center nnu cepeepbl 06HOBNEHWI "TabopaTopumn Kacnepckoro” B
KauyecTBE NCTOYHMKA OBHOBNEHUI MPOrpamMMbl. Takxke Bbl MOXETE
chopmMupoBaTh NONb30BATENBCKUIA CMIMCOK MCTOYHMKOB OBHOBNEHNS!:
nobasuTb apyrue HTTP-, FTP-cepBsepbl nnv ceTeBble pecypchl
BPYYHYIO 1 YKa3aTb VX B KQYECTBE UCTOUHMKE OBHOBNEHNIA.

Bbl MOXeTe HacTpoUTb MCMONb30BaHNe CEPBEPOB OOHOBNEHN
"NabopaTtopum Kacnepckoro®, ecnv ykazaHHble BPYUHYIO CEPBEPSI
HEeQOCTYMHbI.

B okHe MapameTpbl coeanHeHUs, AOCTYNHOM 13 pasaena VicTouHnk
06HOBNEHNIA, MOXHO yKasaTb, OyAeT S UCMOoMb30BaTbCS MPOKCU-
cepBep 415 coeanHeHNs ¢ cepepamim obHoBneHui "JlabopaTopun
Kacnepckoro” v gpyrumm cepasepamu.

Bbl MOXeTe yka3aTb cocTaB OBHOBMNEHUI A5 KOMMPOBaHMSI.

B none MNManka AJ9 TOKanbHOro XxpaHeHund CKonnpoBaHHbIX
OoBHOBNEHNIA YKaxmnTe MyTb K narke, B kotopoli Kaspersky Embedded
Systems Security 6yneT coxpaHsiTb CKOMMPOBaHHbIE OBHOBNEHNSI.

Bbl moxeTe HacTpOuTb pacnmncaHmne 3anycka sagadn.

B 6noke napameTpos NcTouHnk o6HOBREHMIA MOXHO yka3aTb Cepaep
aoMuHncTpurpoBaHus Kaspersky Security Center nnu cepsepel
obHoBneHwin "NabopaTtopum Kacnepckoro” B kauecTBe NCTOYHMKE
OBHOBNEHWMIA MPOrpamMMbl. TakxKe Bbl MOXeTe ChopmMMpoBaThb
NONb30BaTENbCKMNIA CMMCOK MCTOYHNKOB OBHOBNEHWS: AO6aBUTL Apyrve
HTTP-, FTP-cepBepbl nnn ceTeBbie peCypChl BPYUHYIO 1 yKa3aTb UX B
KauyecTBe NCTOYHNKA OBHOBNEHNIA.

Bbl MOXeETe HAaCTPOWTb NCMONb30BaHNE CEPBEPOB OBHOBNEHMIN
"TNabopaTopun Kacnepckoro', ecnv ykasaHHble Bpy4HYO cepBepbl
HEeLOCTYMHbI.

B 6noke OnTummsaums Mcnonb3oBaHNS ANCKOBON MOACUCTEMbI Bbl
MOXeTe HacTPOUTb NapameTpbl GYHKLMK, CHUKAIOLLLEH Harpy3sKy Ha
LMCKOBYIO MOACUCTEMY:

e CHN3uNTb Harpy3Ky Ha AUCKOBYIO MOACUCTEMY

e O6bem onepaTUBHOI NaMSATX, UCMONb3YeMbIli ANg ONTUMU3aLMN
(MB)

B okHe MapameTpbl coeanHeHUs, LOCTYNHOM U3 pasaena VicTouHunk
06HOBNEHNIA, MOXHO yKasaTb, OyAeT S UCMOoMb30BaTbCs MPOKCU-
cepBep 415 coearHeHNs ¢ cepsepamm obHoBneHui "JlabopaTopun
Kacnepckoro' n opyrumm cepsepamu.

Bbl MOXeTe HacTpouTb pacnmcaHme 3anycka 3agadn.
Bbl MmoxeTe ykasaTb CepBep agMmuHucTpuposaHus Kaspersky Security
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Center nnu cepeepbl 06HoBNEHWI "labopaTopum Kacnepckoro” B
KauyecTBE NCTOYHMKa OBHOBNEHUI MPOrpamMMbl. Takxke Bbl MOXETE
chopMUpoBaTh NOMb30BaTENBCKU CMIMCOK UCTOYHVKOB OBHOBNEHNS!:
nobasuTb apyrne HTTP-, FTP-cepBepbl nnv ceTeBble pecypchl
BPYYHYIO 1 YKa3aTb VX B KQYECTBE UCTOUHMKA OBHOBNEHNIA.

Bbl MOXeTe HacTPOUTb MCMOMNb30BaHNE CEePBEPOB OOHOBNEHN
"NabopaTtopum Kacnepckoro®, ecnv ykazaHHble BPYUHYIO CEPBEPSI
HeLOCTYMHbI.

B 6noke napameTpoB MNapameTpbl cOeANHEHUSI C UCTOYHMKAMN
06HOBNEHNIA MOXHO yka3aTb, ByAeT /v UCMOMb30BaTbCS MPOKCY-
cepBep 419 coearHeHNs ¢ cepepamim obHoBneHuiA "JlabopaTopun
Kacnepckoro' n gpyrumm cepsepamu.

Bbl MmoxeTe ykasaTb felicTug, koTopble Kaspersky Embedded Systems
Security 6yneT coBepLuaThb MPY HAMNYUM KPUTUYECKX OBHOBIIEHWI
MOZynel NporpamMmbl, @ Takxke Mo 3aBepLUEHNN YCTaHOBKIM KPUTUYECKIX
o6HoBNEHWIA. Kpome Toro, MoxHO ykasaTb, byneT nun Kaspersky
Embedded Systems Security nonyyaTs nHbopmMaLmio 0 LOCTYMHbIX
NNaHoOBbIX OBGHOBIEHMISIX.

Bbl moxeTe HaCTpPOUTb pacnmcaHmne 3anycka sagadn.

Bbl MoxxeTe cdhopmMmpoBaTh 06nacTb MPOBEPKU ANs 3a4a4n MPOBEPKM
Mo TPeBOBaHMIO N HACTPOUTL NapamMeTPbl YPOBHS 6e30MacHOCTH.

B okHe HacTtpolika npoBepkuy no TpeboBaHuMio, LOCTYNHOM 13 pa3gnena
O6nacTb NpoBepKU, Bbl MOXETE BbibpaTh OAMH U3 CTaHOAPTHbIX
YPOBHe 6e30MacHOCTI U HACTPOUTL YPOBEHb He30MacHOCTH

BPYUYHYIO.

B 6roke napameTpoB OBpucTUYECKINA aHAaNM3aTop Bbl MOXETE
BKJIIOUNTb U BBIKOUYNTD MPUMEHEHNE 3BPUCTUYECKOTO aHaIm3aTopa
B 3ajiaye NpoBepKy Mo TpeboBaHMIO 1 HACTPOUTL YPOBEHb aHanmnsa ¢
MOMOLLLbIO MON3YHKa.

B 6noke JononHuTenbHble NapameTpbl MOXHO HAaCTPOUTL CreaytoLLme
napameTpbi:

* npuMeHeHne [loBepeHHO 30HbI B 3a4a4ax NpoBepKu No
TpeboBaHuio;

e npumeHeHune cny>x6 KSN B 3apavax npoBepku no TpeboBaHuio;

® yKasaTb MPUOPUTET 3afa4n NPOBEPKM MO TPEBOBAHMIO: BbINMOHATH
3apavy B GOHOBOM pexnmMe (HU3KWiA MPUOPUTET) U CUATETb
BbIMOSIHEHME 384841 MPOBEPKOV BaXKHbIX 0BNacTeil.

Bbl MOXeTe HaCTPOWTL pacncaHve 3anycka 3agadn.

Bbl moxeTe HaCTpPOWUTb pacnncaHmne 3arnycka 3afga4n.

Bbl moxeTe HaCTpPOWUTb pacnncaHmne 3anycka 3agadn.
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[Ona 3apaun OTkaT 0BHOBNEHNS 6a3 NPOrpaMmMbl MOXHO HACTPOWTL TOMBKO CTaHAAPTHbIE MapaMeTpbl 3ajauu,

perynipyemble Kaspersky Security Center, B pasnenax Yeegomnenus n VicknioueHus ns obnactuv geiicTeus
3apauu.

MoppobHas HbopMaLms o HacTPolike NapaMeTPOB B 3TOM pasaene npuseneHa B Cripaske Kaspersky Security
Center.

3apava AkTnBaums NporpaMmb

Y106k HacTpouTb 38aa4y AKTUBALIMS MPOrPamMMbl, BbIOTHATE CAEAYIOLMNE AeViCTBUS

1. B nepee KoHconn agpmuHncTpuposaHus Kaspersky Security Center passepHuTe ysen Ynpasnsemblie
YCTPOWCTBa 11 BbibepuTe rpynny agMUHUCTPUPOBaHNS, A1 KOTOPOU Bbl XOTUTE HACTPOUTb 38434,

2. B naHenu pesynbTaToB BbIOpaHHO rpynnbl agMUHNCTPUPOBaHWS BbibepuTe 3aknaaky 3apavn.

3. B crnicke paHee cosnaHHbIX rpynnoBbiX 3aAaY BelbepuTe 3aaady, napamMeTpbl KOTOPO XOTUTE HAaCTPOUTD.
OTkpoliite okHo ColicTBa: <HasBaHue 3apaun> ofHVIM U3 CEAyoLLINX CNOCO6OB:

° Bb|6ep|/1Te Ha3BaHMe 3a4a4u B CrMCKe CO34aHHbIX 3a4a4 ABOMHbIM LLETUYKOM MbILLIV.
e Bbioenvte HasBaHMe 3afa4n B CrICKe CO3aaHHbIX 3a4a4 U nepe|7|,u.|/|Te Mo CChblJike HaCTpOVITb 3apavy.

e OTKpOWiTEe KOHTEKCTHOE MEHIO 3afauu B CMINCKE CO3AaHHbIX 3aa4 1 BbibeprTe nyHkT CBoMCTBA.

B pasnene YBegomneHus HacTpoliTe NnapameTpbl YBEAOMIEHW O cobbiTusx 3anayn. [ogpobHas
nHdopMaLLMs O HaCTPOIke NapamMeTPOB B 3TOM pasfene npuseneHa B Cripaske Kaspersky Security Center.

4.B paspene I'Iapameprl aKTuBauun yKa>xxmte cba|7|n Knro4a, C NOMOLLbIO KOTOPOro Bbl XOTUTE aKTBMPOBaTb
nporpamMmy. YcTaHoBUTE ¢na>|<0|< Mcnonb3oBaTtb B Ka4ecTBE AOMOMHUTENBbHOrO K/ltoya, EC/IM Bbl XOTUTE
006aBUTb KoY N4 npoaneHmsa cpoka OEeNCTBNS TULEH3NI.

5. B paspene PacnucaHne HacTpoiiTe napameTpbl pacnncaHns 3agaum (Bbl MOXeTe HacTpanBaTb pacnvcaHme
BCex 3apay, Kpome 3agaun OTkaT 0BHOBNEHUS 6a3 NporpaMmbl).

6. B pasnene YueTHasi 3annch yKaxmTe YY4ETHYIO 3annch, C NpaBamMmn KOTOPO ByAeT BbiNONHATLCS 3aaava.

7. Ecnn Tpe6yeTC<;|, B pasgnene Nckniouerus ns obnacTu OencTBus 3aga4n YKaxunTte 06beKThl, KOTOPbIE XOTUTE
VICKNIOUNTb N3 06nacTu AelicTBUg 3aaaun.

MNoppobHas nHopMaLwms o0 HacTpolike NapamMeTPOoB B 3TOM pasfesne npuseaeHa B Cripaske Kaspersky
Security Center.

8. B okHe CsoliicTBa: <HasBaHue 3apaumn> HaxxmumTe Ha KHomKy OK.

HacTpoeHHble napameTpbl rpynnoBbixX 3a4a4 6oy T COXpaHeHb!.
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3agayr obHOBNEHUS

Yro6b! HacTpouTs 3aaaum Korviposarvie obHosneHu, ObHosreHne 6a3 nporpammsl v O6HOBRAEHNE MOZYeV
MPOrpammbi, BbiOHATE C/EAYIOLUNE AeVICTBUS:

1. B nepese KoHconn agmuHucTpupoBaHus Kaspersky Security Center passepHuTe y3en Ynpasnsiembie
YCTpOWCTBa 11 BbibepuTe rpynny agMUHUCTPUPOBaHNS, 419 KOTOPOU Bbl XOTUTE HACTPOUTL 3a4aul.

2. B naHenu pesynbTaToB BbIOpaHHO rpynnbl agMUHNCTPUPOBaHKS BbIbepuTe 3aKknaaky 3apavn.

3. B crnicke paHee cospaHHbIX FpynnoBbIx 3aday Bolbeprte 3agady, napamMeTpbl KOTOPOI XOTUTE HACTPOUTD.
OTkpoliTe okHo CBolicTBa: <HasBaHMe 3apa4n> OoHVM 13 CefyoLLmX CnocoboB:

e BribepuTe Ha3BaHMe 3a4ayn B CNIMCKE CO34aHHbIX 3aa4 ABOVHbIM LLLETYKOM MbILLI.
e BuigenvTte Ha3BaHMe 3aJaum B CNCKe CO34aHHbIX 3afa4 1 neperianTe no ceolnke Hactpontb 3apgavy.

° OTKpOIZTe KOHTEKCTHOE MEHIO 3adayn B CrNMCKe CoO3a0aHHbIX 3agay Bbl6epVITe MYHKT CeolicTBa.

B pasnene YBepomneHus HacTpoliTe napameTpbl YBEAOMIIEHWIA O cobbITUsX 3anayn. [TogpobHas
NHPOpPMaLLS O HAaCTPOliKe NapaMeTPOB B 3TOM pasaene npuseneHa B Cripaske Kaspersky Security Center.

4. B 3aBMCMMOCTM OT TWMa HaCTpanBaeMo 3a4a4n BbINMOMHNTE OAHO U3 CEAYIOLLX ASACTBWIA:

¢ B pasgene VicTouHuk o6HOBREHUIA HAaCTPOTE NapamMeTpbl UCTOYHVIKE OBHOBNEHWI 1 ONTVMU3ALMM
OMCKOBOW NOACUCTEMDI.

a. B paspene VicTouHnk o6HOBREHWIA Bbl MOXeTe YkasaTb CepBep agMuHUCTpupoBaHus Kaspersky Security
Center nnu cepaepbl 06HoBNeHUI "TlabopaTopum Kacnepckoro” B kauecTBe UCTOYHVKA OBHOBIEHII
nporpamMmbl. Takxxe Bbl MoXeTe CHOPMUPOBATbL MNOMb30BATENbCKUIA CMINCOK UCTOYHNKOB OBHOBNEHNS:
nobasuTb apyrve HTTP-, FTP-cepBepbl 1 ceTeBble pecypchl BPYUHYIO U ykasaTb UX B Ka4ecTBe
NCTOYHVIKA OBHOBNEHWIA.

~on

Bbl MOXeTe HacTpouTb MCnonb3oBaHNe cepBepoB obHoBneHu "TlabopaTopun Kacnepckoro®, ecnm
yKa3aHHble BPYYHYIO CepBepbl HEAOCTYMHbI.

YTO6bI CMONb30BaTb B KAYECTBE MCTOYUHMKA OBHOBNEHUIA 0OLLyto nanky SMB, Heobxoammo ykasaTtb
YUETHYIO 3anncChb, C NPaBamMmn KOTOROW 3anyckaeTcy 3aaava.

b. B pasnene OnTnmnsaums ncnosnb3oBaHUsi AUCKOBO NoAcucTeMbl A5 3agayun ObHosneHve 6a3
NporpamMmbl Bbl MOXETe HaCTPOWTL CreaytoLLye napameTpbl GyHKLMM, CHKAIOLLLEN Harpy3Kky Ha
AMCKOBYIO NMOACUCTEMY:

e CHM3UTb Harpy3Ky Ha AUCKOBYIO MOACUCTEMY [7)

¢. HaxxmuTe Ha kHorky HacTpolika napameTpoB coeanHeHus 1 B OTKpbiBLLEMCS OkHe HacTpolika
napamMeTpOB COEAVHEHNS HACTPOMTE NapaMeTpPbl UCMOMb30BaHs MPOKCU-CepBepa A5l COEANHEHNS C
cepBepamMu 0b6HoBNeHW "TTabopaTopun Kacnepckoro' 1 opyrumm cepeepamm.
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¢ B paspene HacTpolika napameTpoB 06HOBNEHNS Moay el nporpamMmsl a5 3agaqn OBHOBNEHVE Moy e
nporpamMMbl Bbl MOXeTe YkasaTb AelicTBug, koTopble Kaspersky Embedded Systems Security 6yneT
CoBepLLaTh MPY HAINYUL KPUTUYECKIX OBHOBMEHWIA MOLyNel NporpamMmMbl v Npy Hanuyim nHopmMaummn o

MNJ1aHOBbIX O6HOBJ'I€HVI9IX, a TakKkxe HaCTpOVITb )J,GI7ICTBVI9I I'IpOFpaMMbI no SGBepLIJeHVIVI yCTaHOBKI/I KpVITI/NeCKI/IX
OBHOBNEHVI.

¢ B paspene HacTpolika napameTpoB KONMpoBaHUS 0GHOBNEHUI YKaxTe COCTaB OBHOBNEHWI 1 Mariky, B
KOTOPYIO ByoyT CoXpaHeHbl 06HOBNeHNs, ans 3agaqn KonvpoBaHe 0GHOBREHWIA.

5. B paspene PacnucaHue HacTpoiTe napaMeTpbl pacnmncaHns 3agayn (Bbl MOXETe HacTpanBaTb pacnmcaHmne
BCex 3apay, kpome 3agaun OTkaT 0OHOBNEHMS 6a3 MporpamMmbl).

6. B pasnene YueTHas 3anmchb yKaxnTe yUYeTHYIO 3anm1ch, C NpaBamu KOTOPOU ByAeT BbiNoMHATLCS 3aaa4a.

MNoppobHas nHdopMaLwms o0 HacTpolike NapaMeTPOB B 3TOM pasfesne npuseaeHa B Cripaske Kaspersky
Security Center.

7. B okHe CBolicTBa: <HasBaHue 3apaun> HaxxmuTe Ha kHorky OK.

HacTpoeHHble napameTpbl rpynnoBbIx 3aga4 6yayT COXpaHeHsbl.

[nsa sapaun OTkaT 0BHOBNEHNS Ba3 NPOrpaMmMbl MOXHO HACTPOWTL TOMBKO CTaHAAPTHBIE MapaMeTpbl 3ajauu,
KoHTponupyemble Kaspersky Security Center, B pasnenax YBegomneHus 1 VicknioueHna us obnactm geicTeng

3apauu. lNogpobHas nHPopMaLms © HacTpolike NapameTPOB B 3TOM paspaene npvseneHa B Cripaske Kaspersky
Security Center.

[poBepka LenoCTHOCTY NPOrpaMmbl

Y106kl Hac TPOUTb rPyrirnoByto 3agavy /7pOBepKa LeJIOCTHOCTY rnporpamMmebl, BbINoJIHUTE C/1edyroLyyie AevicTeus:

1. B aepeBe KoHconu anmuHncTpupoarmns Kaspersky Security Center passepHuTe y3en Ynpasnsiemblie
yCTpoiicTBa 1 BbibepurTe rpynny adMUHUCTPUPOBAHWS, AS1S KOTOPOI Bbl XOTUTE HACTPOUTb 3adaun.

2. B naHenu pesynbTaToB BbIOpaHHO rpynnbl aAMUHUCTPUPOBaHNS BbibepuTe 3aknaaky 3agavu.

3. B crnicke paHee cospaHHbIX FpynnoBbIX 3a4ay BolbepuTe 3agady, napaMeTpbl KOTOPOI XOTUTE HACTPOUTD.
OTkpoiite okHo CeolicTBa: <Ha3BaHue 3agaun> OOHNM 3 CNEQYOLWMX CMOCOBOB:

° Bbl6€pI/ITe Ha3BaHMe 3a4a4u B CNMCKe CO3AaHHbIX 3a4a4 ABOVHbIM LLETUYKOM MbILLIV.
e Bhigenute HasBaHMe 3a4a4K B CMINCKE CO34aHHbIX 3a0a4 U I'IGpGI7I,EI,I/IT€ MO CChblJike HaCTPOVITb 3ajauvy.

* OTKpoOIiTe KOHTEKCTHOE MEHIO 3afaum B CrCKe CO3AaHHbIX 3aday 1 BoibepurTe nyHKT CBolicTBa.

B pasnene YBepomneHns HacTpoliTe napaMeTpbl yBeOOMEHUI O COBbITUSX 3anaun. [NoapobHast
MHPOPMaLIMS O HACTPOIiKe NapaMeTPOoB B 9TOM pasfene npuseneHa B Cripaske Kaspersky Security Center.

4. B pasgene YcTpoiicTBa BbibepuTe YCTPONCTBA, ANs KOTOPbIX TpebyeTcs HacTpouTb 3agady [poBepka
LLleNTOCTHOCTM NMPOorpamMmbl.

5. B paspene PacnucaHue HacTpoiTe napaMeTpbl pacnncaHns 3agayn (Bbl MOXETe HacTpanBaTb pacnmcaHmne
BCex 3afay, Kpome 3agaun OTkaT 0BHOBNEHNS Ba3 NporpaMmbl).

118



6. B paspene YueTHas 3anuch ykaxunTe yUYETHYIO 3anincCb, C MpaBamMu KOTOPOW ByeT BbIMONHATLCS 3aaava.

7. Ecnn TpebyeTcs, B pasgene VicknioueHus ns obnacTtu eicTBIS 3a4a4m YKaxnTe 06 beKTbl, KOTOpblE XOTUTE
NCKIIOUNTD U3 06nacT AelicTBUS 3aaaul.

MNoppobHas nHbopmMaLms o HacTpolike NapaMeTPOB B 3TOM pasaene npuseneHa B Cripaske Kaspersky
Security Center.

8. B okHe CsolicTBa: <HasBaHne 3apaun> HaxxmuTe Ha kHorky OK.

HacTpoeHHble napameTpbl FpynnoBbix 3aaay 6yayT COXpaHeHb!.

HacTpoiika napameTpoB anarHocTukn cboes B Kaspersky Security Center

Ecnun B pabote Kaspersky Embedded Systems Security BoaHvkna npobnema (Hanpumep, aBapuiiHoe 3aBepLueHie
Kaspersky Embedded Systems Security) v Bbl XOTUTe ANarHOCTUPOBATL €€, Bbl MOXETE BK/IOUNTL CO3aaHNe
¢dalinos Tpaccuposku 1 dpaiina gamna nporeccos Kaspersky Embedded Systems Security n oTnpasuTs 311 daiinbl
Ha aHanna B Cny>6y TexHn4Yeckol noaaepxkn "NlabopaTopum Kacnepckoro”.

Kaspersky Embedded Systems Security He oTnpaenseT dalinbl TpaccupoBk 1 Galinbl LamioB
aBToOMaTn4yeCcKn. ,D,I/IGFHOCTVI‘-IGCKVIG OaHHble MOryT BblTb OoTnpae/ieHbl TOJIbKO Nosb3oBaTesieM C
COOTBETCTBYIOLLMMM NPaBaMMu.

Kaspersky Embedded Systems Security 3anuceiBaeT nHdopmaLmio B dalinbl TpacCcUpoBKy 1 daiinbl [aMnos B
HesawwundpoBaHHOM BuZe. anka, B KOTOPYIO CoxpaHatoTCs daiisbl, BbIbMpaeTcs Nonb3oBaTenem 1
KOHTPONMPYeTCs MapameTpamu onepaLoHHoin cuctembl 1 Kaspersky Embedded Systems Security. MoxHo
HacTpOWTb NMpaBa fOCTYyrMa U paspeLUnTb HOCTYM K XypHanam, dainam TpaccupoBkm 1 daiinam 4aMmnoB TObKO
L1151 BbIBPaHHbIX NMosb3oBaTeneil.

Y106k HacTpoUTL NapameTpbl AnarHoCTvku cboes B Kaspersky Security Center, BbinonHuTe creayroLme
LevicTBUS:

2. OTKpOMTe pasnen ,D,I/IaFHOCTI/IKa c60eB 1 BbINONHUTE cnepywouwmne OencTBus:

* Ecnu Bbl xOTUTe 3anncbiBaTb OTNAA0UHYIO MHbOpMaLmio B daiin, ycTaHoBMTe $naxok 3anucbiBaTb
oTnagouHyto nHpopmaumio B paiin TpacCupoBKu.

¢ B none Hnxe ykaxuTe narky, B koTopyto Kaspersky Embedded Systems Security 6ynet coxpaHaTb dalinsi
TPacCcupOoBK.

* YkaxuTe MakcMasbHblii pasmep dbalinos TpacCrpOoBKU.

* YkaxuTe MakCrMasnbHOEe KONM4ecTBo PpaiiioB B OOHOM XYypHase TPpaCcCUPOBKU.

119


javascript:void(0)

Kaspersky Embedded Systems Security cosnaeT He 6oree ykasaHHOro MakCrMasbHOrO KONM4ecTBa
dalinoB TPaccupoOBKM A1 KaXA0ro OTIaXMBAEMOro KOMMOHEHTA.

e YkaxuTe oTnaxviBaemMble KOMMOHEHTHI. KO,EI,bI KOMIMOHEHTOB Tpe6yeTC9| BBOOUTb Yepes 3andaTyto n C
cobrniofeHem perncTpa (cMm. Tabauy Huxe).

Kopbl noacnctem Kaspersky Embedded Systems Security

Kop HasBaHue nogcucTemsl
noacmMcTemsbl

* Bce koMnoHeHTbI.

gui MopcucTema nonb3oBaTenbckoro HTepdeiica, ocHacTka Kaspersky Embedded Systems
Security B Microsoft Management Console.

ak_conn MopcrcTema nHTerpaumm ¢ AreHTom agMHUCTpuposaHns Kaspersky Security Center.

bl YnpasnsiioLLmii npouecc, peannayeT 3agayn ynpasnenus Kaspersky Embedded Systems
Security.

wp Pabounii npouecc; peannayeT 3anayn aHTUBUPYCHON 3aLUUTbI.

blgate Mpouecc yoaneHHoro ynpasneHus Kaspersky Embedded Systems Security.

ods Mopcuctema NpoBepKr Mo TpeboBaHMIo.

oas Mopcuctema NOCTOsSHHO 3aLLMTbl paiinos.

gb MopcrcTema KapaHTVHa U PE3EPBHOMO XPaHWKILLLA.

scandll BcrnomoraTtenbHbI MoLy b aHTUBMPYCHOW MPOBEPKM.

core MopcucTtema 6a30BoI aHTUBMPYCHOW PYHKLIMOHANBHOCTH.

avscan MopcrcTema aHTUBMPYCHO 06paboTKK.

avserv MopcrcTema ynpasneHns aHTUBUPYCHBIM SOPOM.

prague Moacuctema 6a30Bol GYHKLIMOHANBHOCTH.

updater MopcrcTema obHOBNEHNS 6as 1 MOAyNei MporpaMmbi.

snmp MNoncucTema nopaepxkn SNMP npoTokona.

perfcount MNoacucTema cUeTUMKOB MPOV3BOANTENBHOCTN.

MapameTpbl TpaccupoBky ocHacTkn Kaspersky Embedded Systems Security (gui) v lNMnarvHa ynpaenerus ons
Kaspersky Security Center (ak_conn) nprmMeHstoTcs nocne nepesanycka aTUx KOMMOHeHTOoB. [lapameTpbi
TpaccupoBku noacuctTemMsl nogaepxk SNMP-npoTokona (snmp) MprMeHsItoTC nocne nepesanycka Cry>obi
SNMP. MapameTpbl TpaCCUPOBKM MOACUCTEMbI CHETUNKOB NPOU3BOAMTENBHOCTY (perfcount) nprmeHsitoTca
nocre nepesanycka BCcex NPOoLECCOB, NCMOMb3YOLLMX CYETUUKM NMPOU3BOAUTENBHOCTW. [apameTpsbl
TpaccupoBku ocTanbHbx nogcrcTeM Kaspersky Embedded Systems Security npumenstoTcs cpasy nocne
COXpaHeHUs napamMeTPOB ANarHOCTUKN CHOoeB.

Mo ymonuaHuio Kaspersky Embedded Systems Security coxpaHseT oTnanouHyto nHdopmaumio o paboTte Bcex
komnoHeHToB Kaspersky Embedded Systems Security.

MNone BBOAA AOCTYMHO, ECNN YCTaHOBMEH driaxkok 3anncbiBaTb OTNaA0YHYO MH$opmaLmio B daiin
TPaccupoBKu.

* Ecnu Bbl xoTUTe, YTOGBI cCo3paBancs dalin namna, yctaHosuTe pnaxok CospaBaTtb Bo BpeMs cbos daiin
Aamna.

e B none Hnxe ykaxuTe narnky, B koTopyto Kaspersky Embedded Systems Security 6yneT coxpaHaTb daiin
namna.
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3. HaxxmuTte Ha kHomnky OK.

HacTpoeHHble napameTpbl nporpammbl 6yay T NPYMEHEHb! Ha 3aLMLLAEMOM YCTPONCTBE.

PaboTa ¢ pacnucaHvem 3agad

MoxHO HacTpouTb pacnuncaHne sanycka 3anad Kaspersky Embedded Systems Security, a Takxxe HacTpouTb
napameTpbl 3arycka Mo pacrnMcaHuio.

HacTpoiika pacnuncaHuns 3anycka 3agaq

B KoHconun nporpamMmbl Bbl MOXETE HACTPOWTb pacrnmcaHme 3arnycka jioKasnbHbIX CUCTEMHbIX 1 MOJIb30BaTE/IbCKINX
3apad. Pacnncanne 3anycka rpynnoBsbliX 3afady HaCcTparBaTb HENb34.

Yrobbi HacTpouTb pacrivicaHvie sarycka rj ,0}//7/70501/7 3a4a4u, BbIroJIHTe CriegyroLujne AevicTeus:

1. B pepeBe KoHconun agmmHncTpurpoBarus Kaspersky Security Center passepHuTe y3en Ynpaensembie
ycTpoiicTBa.

2. BoibepuTe rpynny, K KOTOPOU MPUHaANEXUT 3aluyLLaemMoe yCTPOCTBO.

3. B naHenu pesynbTaToB BoibepuTe 3aknanky 3agavm.

4. OTkpoliTe okHo CBolicTBa: <HasBaHue 3apaun> ogHUM 13 CreayioLLX CNOCOboB:
® [BOVHbIM LLLENYKOM MBI MO VMEHW 3aAaul;
* BbibOpaB NyHKT CBOWCTBa B KOHTEKCTHOM MEHIO 3aAauN.

5. BeibepuTe pasnen PacnucaHue.

6. B 6noke NapameTpbl pacnucaHng yctaHoBUTe driaxxok 3anyckaTb 3agavy Mo pacnvcaHuio.

MNons c napameTpamMun pacnucaHns 3aaaydn NPoBePKM Mo TPebOoBaHNIO 1 3aAa4N OBHOBIEHNS HEAOCTYMHbI,
ecru 3anyck aTux 3afad No pacnucaHmio 3anpetueH nonutukoli Kaspersky Security Center.

7. HacTpoiiTe napameTpbl pacnmncaHns B COOTBETCTBUM C BawMMU TpeboBaHnsMU. s STOro BbINONHATE
crnegytoLvie AencTBUS:

a. B crniicke YacToTa 3anycka BbibepuTe 0OHO U3 CedyoWwmnx 3HaYeHNI:

e E>keuyacHo, ecnu Bbl XOTUTe, UTOObI 3a0a4a 3anyckanacb nepmnognyeckn 4yepes 3afgaHHoe Konm4ecTBo
4acos, 1 yKaXunTte Konim4ecTBO 4YacoB B nose Pa3 B <konuuyecTBO> Yacos.

e E>xecyTouHO, eCrv Bbl XOTUTE, YTODbI 3aa4a 3anyckanacb Nepruoamnyeckmn Yepes 3agaHHoe KonMYecTBo
OHEWN, N yKaXnTe KONMYeCcTBO AHel B none Pa3 B <konumuecTBo> gHEA.

e E>xeHepenbHO, EC/N Bbl XOTUTE, YTOOLI 3a4a4a 3anyckanacb nepmnogmnyeckn 4epes 3agaHHoe Konn4ecTso
Heoellb, N YKaXnTe Konm4yecTBO Hefenb B none Pa3s B <konuuecTBO> Hegenb. YKa)uTe, Mo Kakm OHIM
Hegennm GYLI.eT 3anyckaTbCy 3agava (I'IO YMON4YaHuo 3agava 3anyckaeTcd no FIOHe,D,eJ'IbHI/IKaM).
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* [lpwn 3anycke Nporpammbl, €C/ Bbl XOTUTE, YTODObI 3a4a4a 3anyckanacb npu kaxnom 3anycke Kaspersky
Embedded Systems Security.

* [Mocne o6HoBNeHMs1 6a3 Nporpammbl, €C/ Bbl XOTUTE, YTODbI 3aAa4a 3amyckanach NMocrne Kaxaoro
0obBHOoBNEHVS 6a3 NporpamMmbl.

b. B none Bpems 3anycka ykaxuTe BpeMs NepBoro sanycka 3agauvl.

c. B none Hauatb ¢ ykaxuTe gaty Hauyana peicTeug pacnmcaHums.

Nocne Toro kak Bbl yKaXKeTe 4acToTy 1 BPEMS NMEPBOro 3anycka 3agayuv 1 AaTy Hadyana OencTeums
pacnucaHus, B BEpPXHEe YacTu okHa B nosne Cnepyowmii 3anyck oTobpasnTcs pacueTHOe BpeMs
oyepenHoro 3arnycka 3agaun. PacueTHoe Bpems crienytolLlero 3anycka 3agaym 0ynetT oOHOBNATHCS
Ka>kaplil pas, korga Bbl OTKpbiBaeTe okHO MNMapameTpbl 3agaum Ha 3aknaake PacnucaHue.

3HaueHne 3anpelueH nonnTuKoi otobpaxaeTcs B none CneaytoLwmia 3anyck, ecnv napameTpamm
nencTaytoLLen nonuTtukn Kaspersky Security Center 3anpelLueH 3anyck CUCTEMHbIX 3a4a4 Mo
pacnucaHuio.

8. Ha 3aknapke [JononHUTeNnbHO HacCTPoWiTe crefytoLLmne napamMmeTpbl pacnmcaHns B COOTBETCTBUN C BaLLVIMU
TpeboBaHNSIMM.

* B 6noke MNapameTpbl ocTaHOBKM 3apaun:

a. YcTaHoBUTE CIDJ'Ia)KOK ,D,.HI/ITeanOCTb 1 B NONgX crpasBa yKaXunte MakCunmasibHYyo ONIMTEeSIbHOCTb
BbINONHEHNYA 3aa4n (KOﬂI/I\-IeCTBO YyacoB U MI/IHYT).

b. YcTtaHoBnTe draxok NpruocTaHoBUTL C 11 B MOMSX CrpaBa YKaXkuTe HayarnbHOE 11 KOHEYHOE 3HaYeHne
BPEMEHHOIO MPOMEXYTKa B MPefenax CyToK, B TEYEHME KOTOPOro BhINONHEHVE 3aia4n byneT
MPVIOCTaHOBNEHO.

* B 6noke [lononHuTenbHble NapamMmeTpbi:

a. YctaHoBuTe dnaxok OTMEHNTb pacnucaHue ¢ 1 yKaxunTe gaTy, HaurHas ¢ KOTOPOU pacrnmcaHme
nepecTaHeT feliCTBOBATb.

b. YcTaHoBuTe dnaxok 3anyckaTb NpPonyLLeHHbIe 3aAaun, YTOObI BKIIIOUMTb 3aryCcK NPOMyLLEHHbIX 3aaau.

c. YcTaHoBuTe dnaxxok PacnpenenaTb Bpems 3anycka 3agay B MHTepBare 1 yKaXxuTe 3HaueHne
napameTpa B MUHYyTax.

9. HaxxmuTe Ha kHonky OK.

10. HaxkmuTe Ha kHonky MpuMeHnTb, YTOObl COXpaHWTb NapameTpbl 3arycka 3aaayun.

Ecnv Bbl xoTUTE HAacTPOWTbL NapamMeTpbl MPOorpaMMbl A OTOeNbHOM 3aaaqn ¢ nomoLpto Kaspersky Security
Center, BbiInonHUTE OENCTBUS, ONCcaHHble B pasaene "HacTpolika nokanbHblx 3a8a4 B okHe [apameTpbl
nporpammbl B Kaspersky Security Center”.
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BkntoueHme 1 BbIkloUYeHMe 3anycka 3agad rno pacnmcaHuo

Bbl MOXeTe BktoUaThb M BbiKOUaTb 3anyck 3agad no pacrnmcaHmio Kak nocrne, Tak n oo HaCTpOVIKVI napameTpoB
pacnncaHms.

YTO6bI BKITIOYNTB WA BbIK/TIOYATh pacrincaHmne 3ariycka sggadyv, BbirosiHiTe criegyroLjme aevicteus:

1. B nepeBe KoHconun agpmmHncTpupoBarus Kaspersky Security Center passepHuTe y3en Ynpaensembie
yCTpOWCTBaA.

2. BoibepuTe rpynny, K KOTOPOW NPUHAANEXNT 3aluyLaeMoe YCTPONCTBO.

3. B naHenu pe3ynbTaToB BblbepuTe 3aknanky 3apaun.

4. OTkpoliTe okHo CBolicTBa: <HasBaHWe 3afa4m> OOHIM U3 CriefyoLLMX CocoboB:
® [BOVHbIM LLLENYKOM MBIl MO VMEHN 3aAaul;
e BbIbpaB NyHKT CBOMCTBa B KOHTEKCTHOM MEHIO 3a4a4N.

5. Belbepute pasnen PacnucaHue.

6. BbinonH1Te 0gHO 13 cnepyrowmx AeNCTBIIN:

e YcTaHoBUTE c|>na>|<0|< 3aI'IYCKaTb 3ajayvy no pacnucaHuio, eCJ Bbl XOTUTE BKITIOUYNTE 3aryckK 3afga4dn no
pacnncaHuto.

e CHumuTE cbna>|<0|< 3aI'IYCKaTb 3ajady no pacnucaHuio, eCsii Bbl XOTUTE BbIK/THOYNTb 3aryck 3agadn rno
pacnncaHuio.

HacTpoeHHble mapameTpbl pacnncaHns 3anycka 3agaaun He BynyT yaaneHbl Y IPUMEHSATCS Mpu
CrenyroLLEemM BK/IOYEHN 3arycka 3aAaun Nno pacnmcaHuto.

7. Haxxmute Ha kHonky OK.
8. HaxxmunTe Ha kHorky MpumeHuTb.

HacTpoeHHble napameTpbl 3anycka 3agayum no pacnmcaHunio yayT coxpaHeHsb!.

OTueTbl B Kaspersky Security Center

OTueTbl B Kaspersky Security Center copep>xxaT MHPOpMaLMIO O COCTOSHUN YrpaBnsemMblx YCTPoncTB. OTyeTh
dopMUpYOTCS Ha OCHOBaHUM HdOPMaLMK, XpaHsleics Ha CepBepe agMUHNUCTPUPOBaHNS.

HaunHas ¢ Kaspersky Security Center 11, pns Kaspersky Embedded Systems Security nocTynHbl cnegytoLime Tunbi
OTYEeTOB:

® OT4YeT O CTaTyCce KOMMOHEHTOB;
® OTYeT O 3anpeLleHHbIX 3anyckax;
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® OTYeT O TeCTOBbIX 3anpeLLleHHbIX 3anycKax.

MonpobHyto MHbOopMaLmio 0 HacTpolike 1 paboTe ¢ otueTamu Kaspersky Security Center cm. B Cripaske
Kaspersky Security Center.

OTueT o cTtatyce komnoHeHToB Kaspersky Embedded Systems Security

Bbl MOXeETE KOHTPONMPOBAaTL COCTOSIHME 3aLUMThI BCEX YCTPOWCTB B CETU U MOJSyYaTb OPraHN30BaHHOe
npencTaBneHne o Habope KOMMOHEHTOB Ha KaXK[AOoM YCTPONCTBE.

B oTueTe ANng KaXAaoro KOMMOHEHTa MOXET OTobpaXxaTbCs OAHO U3 CriedytoLLINX COCTOSHWIA: PaboTaer,
lpnoctaHosneH, OcTaHossneH, HevicripaseH, He ycTtaHosneH, SarnyckaeTcs.

CocTogHne He ycTaHoBneH OTHOCUTCS K KOMMOHEHTaM NMporpamMmbl, @ He K camoii nporpamvme. Ecnm
nporpamMma He ycTaHoBneHa, Kaspersky Security Center npuicsavieaeT ctatyc N/A (HELOCTYMHO).

MoxxHo co3fnaBaTbh BbIOOPKM KOMIOHEHTOB U MCMOMb30BaTb GUMbTPbI, YTOGEI OTOBPaXaTb CETEBLIE YCTPOWCTBA C
onpeneneHHbIM HabOPOM KOMMOHEHTOB U X COCTOSIHUSIMU.

MonpobHyto MHbOPMaLMIo O CO3AaHUM 1 UCMOb30BaHNM BbI6opok cM. B Cripaske Kaspersky Security Center.

YT06bI MPOCMOTPETL CTATYCbl KOMIOHEHTOB B MapaMeTPax MporPaMmMbi, BbiNOTHUTE CEAYIOLLNE AEVICTBUS

1. B nepese KoHconun agmmHncTpupoBarus Kaspersky Security Center passepHuTe y3en Ynpaensembie
YCTpPOICTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHNS, AJ151 KOTOPOU Bbl XOTUTE HACTPOUTb NapameTpbl
nporpamMmbI.

2. BelbepuTe 3aknanky YcTpolicTBa 1 OTKpPOLiTe OKHO [NapameTpbl NporpamMmbl.

3. Bolbepute pasnen KoMnoHeHThL.
4. O3HaKkoMbTECH C TabAnLLEe COCTOSHMS KOMMOHEHTOB.
YTobbl pocMoTpeTs cTaraapTHbI oTueT Kaspersky Security Center, BbimonHATE CAEAyoLUNE AEVICTBYS:

1. B nepeBe KoHconn agMHUCTprpoBaHus BeibepuTe y3en Cepeep agMmuHncTpupoBaHus <Mims Cepeepa
aAMNHUCTPUPOBaHUS>.

2. BeibepuTe 3aknanky OTyeTsl.

3. OTkpolite OTUET O cCTaTyce KOMMOHEHTOB NMPOorpamMmbl ABOVHbLIM LLENYKOM MbILLIN.

ByneT cdopmmposaH oTyeT.
4. O3HaKkoMbTECH CO CriefyoLWwy MM 31IeMeHTaMm oTyeTa:
* [anarpamma;

® nToroeag Ta6n|/|u.a C KOMIMOHEeHTaMn 1 CyMMapHbIM KONM4eCTBOM YCTpOVICTB B CETW, Ha KOTOPbIX YCTaHOBEH
Kaxkapll U3 KOMMOHEHTOB, a TakXe rpynnbl, K KOTOPbIM OHU NPpUHaOnexar,
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® neTanbHas Tabnvua, NokasbiBaloLlas CTaTyc, BEPCUIO, yCTPOMCTBO 1 FPYMrny KOMMOHEHTA.

OTtueTbl O 3arnpeLlLeHHbIX nporpamMmvax B akTMBHOM 1 B TECTOBOM peXnmax

Mo pesynbTaTam BbiNoNHeHNs 3apayun KoHTposb 3amnycka nporpamm MoXHO chopmmnpoBaTh ABa TUMa OTYETOB:
OTYeT O 3anpeLLeHHbIX MporpamMmax (ecnv 3agava 3anyLueHa B akTUBHOM PEXME) N OTHET O 3anpeLleHHbIX
nporpaMmax B TECTOBOM pexume (ecnm 3afada 3anyLleHa B pexume Tonbko cTaTucTrka). B aTux otueTax
npviBefeHa Hdopmaums o 3abNOKMPOBaHHBIX MPOrpaMmMax Ha 3aLUyLLLaeMblxX YCTpoicTBax ceTu. Kax bl otyeT
dopmMrpyeTCS AN BCex rpynn agMUHUCTPUPOBaHNS 1 COLEPXUT AaHHble 060 Bcex nporpammax "JlabopaTtopum
Kacnepckoro', ycTaHOBMNEHHbIX Ha 3alpLLaeMblX YCTPONCTBaX.

YTO6bI MPOCMOTPETH OTUET O 38MPELLEHHBIX MPOrPaMMax B PexXyMe To/Ibko CTaTUCTYIKE, BbIMOTHUTE CIEAYOLUME
aevicTeus:

1. BanycTuTe 3apayy KoHTposnb 3anycka nporpavm B pexume Tonbko cTaTucTuka.

2. B nepese KoHconm agMuH1CTpurpoBaHuns BbibepunTe yaen Cepeep agMuHUcTpupoBaHug <Miva Cepeepa
aAMVUHUCTPUPOBaHMS>.

3. BolbepuTe 3aknanky OTyeTbl.

4. OtkpoiTe OTUET 0 3anpeLLeHHbIX MPorpaMmax B pexxume TeCTUPOBAHNS ABOVNHbLIM LLLENYKOM MbILLN.

ByneT chopmmpoBaH oTyeT.
5. O3HakoMbTECH CO CReayoLMMU NeMeHTaMn oTyeTa:

* [Marpamma, NoKasbiBaroLLas AeCITb MPOrpaMmM ¢ caMmbiM GOMbLINMM KOIMYECTBOM 3a6/10KMPOBaHHbIX
3arnycKoB;

* yTorosas Tabnmua 6MoKMPOBOK MPOrpamMmM, CoaepKaLLas UMs UCNonHgemMoro daiina, NPUYHY 1 Bpems
BNOKMPOBKY, @ TakXXe KONMYECTBO YCTPOUCTB, Ha KOTOPbIX Mpoun3oLusia 610KMpoBKa NporpamMmm;

® neTanbHas Tabnvua, NokasbiBaoLLas AaHHbIe YCTPONCTBa, My Tb K daliny 1 NpuynHy BrIOoKMPOBKU.
YTO6bI IPOCMOTPETH OTUET O 38MPELLEHHBIX MPOrPaMMAaXx B 8K TUBHOM PEXUME, BbINOTIHUTE CEAYIOLUNE NEVICTBUS:
1. BanycTtuTe 3agavy KoHTposb 3anycka nporpaMm B pexxmume AKTUBHbIN.

2. B nepese KoHconn agMuHCTpurpoBaHus BbibepuTe y3en Cepeep agMuHuUcTprpoBaHug </iva Cepeepa
aAMNHUCTPUNPOBaHUS>.

3. BoibepuTe 3aknagky OTyeThl.

4, OTKpOI7IT€ OTueT 0 3anpeLlleHHbIX nporpammax [OBOVIHBIM LLLENYKOM MbILLW.

ByneT cdopmmposaH oTueT.

OTueTt COLOEPXUT Te XKe pasaesibl JaHHbIX, YHTO N OTYET O 3arpeLLeHHbIX nporpamMmmax B TECTOBOM pPeXrMeE.
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PaboTa ¢ KoHconbto Kaspersky Embedded Systems Security

OTOT pasznen conepxuT nHoopmaumio o KoHconn Kaspersky Embedded Systems Security n 06 ynpasneHumn
nporpammoli yepes KoHcosb NporpamMmel, yCTaHOBEHHYO Ha 3aLUyLLLaeMOM YCTPOWCTBE WM APYroM YCTPOWCTBE.

O KoHconu Kaspersky Embedded Systems Security

KoHconb Kaspersky Embedded Systems Security npencrtaBnseT coboii M30nMpoBaHHYo OCHACTKY, KOTOpPas
nobasnseTcs B Microsoft Management Console.

Bbl MoxeTe ynpasnsTb nporpammoli yepes KoHcorb NporpamMmel, yCTaHOBEHHYIO Ha 3alUMLLLAaEMOM YCTPOCTBE
WM Ha APYroM YCTPOWCTBE B CETY OpraHn3aLmm.

Mocne ycTaHoBkM KoHconm nporpammel Ha Apyroe yCTPONCTBO TpebyeTcs AONONHUTEbHas HAacTPOoiKa.

Ecnun KoHconb nporpamvmbl 1 Kaspersky Embedded Systems Security ycTaHOBREHbI Ha pa3HbIX 3aLLMLLaeMblX
YCTPOWCTBaX, MPYHaAIEXaLLMX K Pa3HbIM OMEHaM, BO3MOXHbI OFrpaHNYeHs B mepenaye HpopmaLlmm ot
Kaspersky Embedded Systems Security Ha KoHconb nporpammbl. Hanprmep, nocne 3anycka kakoii-nn6o
3apaun cTaTyc 3Tol 3aAaumn MOXeT He 0BHOBUTLCS B KoHconm nporpamMmbi.

Mpw ycTaHoBKe KoHconm nporpamMMbl B narnke ycTaHoBKW cosgaeTcs daiin kavfs.msc, a ocHacTka Kaspersky
Embedded Systems Security nobaenseTcs B CnMCoK n3onmpoBaHHbIx ocHacTok Microsoft Windows.

Bbl MmoxeTe 3anycTuTb KoHconb nporpammbl 13 MeHio INMyck. Bel MmoxeTe 3anycTutb msc-daiin ocHacTku Kaspersky
Embedded Systems Security nnn go6asuTte ocHacTky nporpamvmel B Microsoft Management Console kak HOBbIl
3MEeMeHT B fepeBe.

B 64-paspsanHoii Bepcum Microsoft Windows Bbl MoxeTe nob6aBuTh ocHacTky Kaspersky Embedded Systems
Security Tonbko B Microsoft Management Console 32-pa3psgHoli Bepcun. [ng saToro otkpoiTe Microsoft
Management Console 13 koMmaHLHOW CTPOKM C MOMOLLLIO KOMaHbl mmc.exe /32.

MoskHO fo6aBUTb Heckonbko ocHacTok Kaspersky Embedded Systems Security B Microsoft Management Console
B @BTOPCKOM PEXMME, UTO6bI yNpaBnsTh 3aLUUTON HECKOMBKNX YCTPOMCTB, Ha KOTOPbIX YCTaHOBMIEHA MporpaMmMa
Kaspersky Embedded Systems Security.

NuTepdeiic KoHconm Kaspersky Embedded Systems Security

B aTom pasnene onvcaHbl OCHOBHbIE 31eMeHTbI HTepdelica nporpammb.

OxkHo koHconn Kaspersky Embedded Systems Security

KoHconb Kaspersky Embedded Systems Security otobparxaeTcs B nepese Microsoft Management Console B Buae
yana.
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Mocne nogkntoveHns k nporpavme Kaspersky Embedded Systems Security, ycTaHoBneHHOW Ha gpyrom
3alLMLLLEaEMOM YCTPOCTBE, B Ha3BaHMe y3na 0o6aBnseTcs UMs 3alyLaemMoro yCTpoicTBa, Ha KOTOPOM
yCTaHOBMEHa NPOrpaMma, 1 Ms y4eTHOI 3anmncuy, C npaBamim KOTOPOIA BbinonHeHo noaknioveHne: Kaspersky
Embedded Systems Security <ums 3awwmiiaemoro ycTpoiicTBa> Kak <umMs yueTHoln 3anucu>. [py nogkioyeHnm
k nporpamme Kaspersky Embedded Systems Security, ycTaHOBNEHHOM Ha TOM e 3alLLLaeMOM YCTPONCTBE, YTO 1
KoHconb nporpammel, y3en HasbiBaeTcs Kaspersky Embedded Systems Security.

Hepeso KoHconn nporpammb

B nepese KoHconu nporpammel otobpaxaeTcs y3en Kaspersky Embedded Systems Security 11 BnoxeHHble y3sbi
dYHKLVOHasbHbIX KOMMOHEHTOB NPOrpPamMMb.

Y3en Kaspersky Embedded Systems Security copepxuT cnegytoLume BNoxXeHHbIE Y3bl:

¢ [locTogHHag 3awmTa KOMMblOoTepa: yrnpasJieHne 3agavdamun NMOCTOSIHHOW 3aLUNTbI KOMMbIOTEPOB 1 CI'IY)K63MVI
KSN. Yzen NocTogHHaga 3awmTa KOMMblOTEepa No3BONFEeT ynpaBidTb CeayownMmmn 3aagadamim:

¢ [locTosiHHag 3awuTa daiinos
* lcnonb3oBaHune KSN

¢ KOHTponb KoMMbloTEpPA: KOHTPO/b NMPOrpPamMmM, 3anyckaemblx Ha 3aLLLaeMOM YCTPOMCTBE, 1 MOOKIIoHaeMbIX
ycTpolicTB. ¥Y3en KoHTponb koMmnbloTepa NO3BONSET HAaCTPamBaTb CNeAyoLLME 3a0auKt:

e KoHTposb 3anycka nporpamm
® KOHTpOJIb YCTPOICTB
* YnpaBreHue ceTeBbiM 3KpaHOM

e ATomaTumyeckoe GopMMpPOBaHUE NPABUI: HACTPOVIKa aBTOMAaTNYECKOrO GOPMMPOBAHNS FPYMMOBbIX U
CUCTEMHbIX NMpaBun Ansg 3agad KoHTponb 3anycka nporpamMm 1 KoHTposb YCTPOCTB.

e (MopmMupoBaHve NpaBun KOHTPOS 3anycka nporpamMm
e MDopmMupoBaHne NpaBua KOHTPONS YCTPOICTB

e [pynnosble 3agaun opmuposaHus npaesun <MimeHa sapau> (ecnm ecTb)

[pynnoBble 3apnaun cospatoTcs ¢ nomolpto Kaspersky Security Center. Bbl He MoxeTe ynpasnsTb
rpynnoBbIM/ 3agadyamu Yepesd KoHconb nporpaMmbl.

e [lnarHocTrKa CUCTEeMbI: HAaCTPOIKa NapamMeTPOB KOHTPONS $GainoBbIx ornepaumii 1 aHanmsa >XypHana cobbITuin
Windows.

* MoHuTopuHr ¢daiinoBbix onepauuii
* AHanus XxypHanos

* [lpoBepka no TpeboBaHuIo: ynpasreHne 3ajadamy NPoBepKM Nno TpedosaHmio. [ns kaxnon 3agaqum
NpefyCMOTPEH CBOI 9N1EeMEHT YrnpaBneHus:

* [poBepka npu cTapTe onepaumnoHHO CUCTEeMbI

¢ [lpoBepka BaXkHbIX obnacTei
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¢ [lpoBepka 06BHEKTOB Ha KapaHTVHE
¢ [lpoBepka LEenoCTHOCTU NPOrpamMmbl
¢ [lonb3oBaTenbckme 3apayn <Mmvena sagay> (ecnv ecTb)

B yane oTobpaxaloTcs cCUcTeMHbIe 3a[1a4u, CO3AAHHbIE NP YCTAHOBKE MPOrpamMMbl, MONb30BaTeNbCKMe 3a4a4u
1 rpynnoBbie 3aja4yn NPOBEPKX Mo TpeboBaHMo, CHOPMUPOBaHHBIE 1 NepeLaHHbIe Ha 3aLLMLLaeMoe YCTPOCTBO
¢ nomoLubto Kaspersky Security Center.

e OGHoBneHe: yrpasneHne obHoBneHem 6a3s n monynei Kaspersky Embedded Systems Security, a Takxe
KOMMpoBaH1eM OBHOBMNEHNI B Nanky OKanbHOro NCTOYHMKa OBHOBEHWIA. Y3en COQep KT BNOXEHHbIE Y37ibl A1
yrpaBneHusl BCeMu 3agadyamim 06HOBMEHNS, @ TakxXe nocnenHelt sagadeli OTkaT obHoBneHus 6a3 nporpammb:

e O6HoBneHne 6a3 nporpamMmmbl

e O6HoBNeHne Moayneii NnporpaMmmbl
¢ KonupoBaHve o6HoBREHWMIA

e OTkaT o6HOoBNEeHNS 6a3 NporpamMmel

B yane oTobpaxatoTcs BCce Nonb3oBaTeNbCKMUE 1 TRYNNOBbIE 38Aa4M OBHOBIEHWN, CHOPMUPOBAHHBIE U
nepeaaHHble Ha 3aluyLLlaemMoe YCTPONCTBO ¢ nomolubio Kaspersky Security Center.

e XpaHnnuiia: ynpasneHue napameTpamim KapaHTVHa 1 Pe3ePBHOMO XPaHWKLLLA.
e KapaHTuH
* PesepsHoe xpaHunuie

* JKypHanbl 1 yBeAOMNEHNS: yNpaBneH1e >XYypHanamm BbiNMONHEHNS NoKasbHbIX 3aAaY, XypHanomMm 6e30nacHoOCT 1
XypHanom cuctemHoro ayamta Kaspersky Embedded Systems Security.

¢ J)KypHan cobbiTuii 6esonacHocTn
¢ )XypHan cuctemHoro ayguta
¢ )XypHanbl BbinonHeHNs 3apav
¢ JluueHaupoBaHue: nobasneHne 1 yaaneHve knoyein Kaspersky Embedded Systems Security, npocmoTp

nHPopMAaLN O INLEHSMSIX.

[NaHenb pe3ynbTtaTtoB

B naHenu pe3ynbTaToB oTobpaXxaeTcs MHPopMaLys o BbibpaHHoM yane. Ecnv BoibpaH y3en Kaspersky Embedded
Systems Security, B naHenn pesynbTaToB 0To6pa3nTcs MHGOPMaLMs O TEKYLLLEM COCTOAHWUM 3aLLNTbI YCTRONCTBA,
nHdopmaums o Kaspersky Embedded Systems Security, cocTosiHVe 3aLumTbl GyHKLMOHANbHBIX KOMMOHEHTOB
nporpamMmbl 1 AaTa UCTEYEHNS Cpoka AENCTBUS TULLEH3UN.

KoHTekcTHOe meHto yana Kaspersky Embedded Systems Security

C nomoLLbto MyHKTOB KOHTEKCTHOro MeHto yana Kaspersky Embedded Systems Security MoXHO BbINonHATE
cnepytoLLve onepaum:

128



MopkniounTbCS K APYromMy KomnbloTepy. [loakmounTbea K ARYroMy YCTROUCTBY, YTOObI YNpaBnsTh
yCTaHOB/EHHOW Ha Hem nporpammoli Kaspersky Embedded Systems Security. [1n9 BeinonHeHws aToi onepauum
Bbl MOXeTe Tak>e BOCMOSIb30BaTbCs CChIIKON B MPaBOM HXKHEM YTy NaHenn pesynbTaTtos y3na Kaspersky
Embedded Systems Security.

BanycTtutb nporpammy / OcTaHOBUTL Nporpammy. 3anyCTuTb UV OCTAHOBUTL MPOrRaMMy I BblopaHHyo
3apayy. 115 BbINONHEHWS 9TVX onepaLmii Bbl TAkKe MOXETEe BOCMONb30BaTbCS KHOMKaMU B MaHenm
WNHCTPYMEHTOB. BbinonHeHmne aTux onepaunii Takxke OCTYNHO B KOHTEKCTHbIX MEHIO 3aAay NMporpamMmbl.

Hac-rpovm: NpPOBepPKY CbeMHbIX ONCKOB. HaCTpOI/ITb NpRoBEpRKY CbeMHbIX ONCKOB, MOOKNOYEHHbIX K
3awmaemomy yctporictay no USB.

3BawuTa oT 3KCNIoTOB: 0bLme NnapamMeTpbl 3aWmUTbl. HaCTpoUTb peXMM 3aLyThl OT SKCMIOMTOB 1
npodunakTnyeckne AericTans.

3awuTa oT 9KCIIOMTOB: NapamMeTpbl 3aWwmTbl NpoleccoB. [Jo6aBnTb NPOLECCH], KOTOPbIE HYXXHO 3aLLUTUTb, 1
BblGpaTh TEXHVIKM 3aLLMTbI OT 9KCMIONTOB.

HaCTpOVITb napameTpbl .D,OBepeHHOI7I 3OHbI. HpOCMOTpeTb N HaCcTpPONTb NapamMeTpbl OOBEPEHHOM 30HbI.

W3meHuTb NpaBa nonb3oBaTeneil Ha ynpasneHne nporpamMmmoii. [pocMoTpeTb 1 HaCTPOWTL NpaBa [oCTyna K
dyHKumam Kaspersky Embedded Systems Security.

N3meHnTb NpaBa nonb3oBaTeneii Ha ynpaeneHue cnyx6oli Kaspersky Security. [lpocmoTpeTs 1 HacTpouTb
npaBa Nonb3oBaTend Ha ynpasneHve cryxoboii Kaspersky Security.

BOkcnopTupoBaTb NapameTpbl. CoxpaHWTb NapaMeTpbl MROrpamMmbl B KOHGUrypaLmoHHbIl daiin B dopmate
XML. BbinonHeHve aToli onepaummn Takke JOCTYMHO B KOHTEKCTHBIX MEHIO 3a4a4 NporpamMmb.

MmnopTuposaTb napameTpbl. IMNORTUROBaTL NapameTRbl NROrpamMmbl 13 KOHGUrypaLIoHHoro daiina B
dopmate XML. BbinonHeHve aToli onepaummn Takke LOCTYMHO B KOHTEKCTHBIX MEHIO 3a4a4 NporpamMmb.

[aHHble o NporpamMme 1 AOCTYMNHbIX 06HOBREHUSX. [epeiiTi K npocMoTpy MHbopmMaLmmn o Kaspersky
Embedded Systems Security 1 TekyLwmx BOCTYMNHbIX OBHOBNEHNSIX MOAYE MPOrpaMMbi.

O6HoBUTL. OBHOBUTL copgepXxmmoe okHa KoHconn nporpamMmbl. BbinonHeHne aToi onepaunn Takxe OOCTYMNHO B
KOHTEKCTHbIX MEHIO 3a4aud rnporpamMmbl.

CeolicTBa. [lpocMOTpeTb 1 HacTpouTb NapameTpbl paboTel Kaspersky Embedded Systems Security nnm
BbIOpaHHOI 3afaun. BeinonHeHne aToit onepaumm Takxke AOCTYNHO B KOHTEKCTHbIX MEHIO 3aAay NMporpamMmbl.

[lns BbINONHEHNS 3TOV ONepaLVn Bbl Tak)Xe MOXeTe BOCMONb30BaTbCs CCbinkoii CBolicTBa NporpamMmmbl B
naHenu pesynstatos y3na Kaspersky Embedded Systems Security nnmn kHonkoi Ha naHenn
NHCTPYMEHTOB.

e Cnpasgka. [lepeiiT K NpocMoTpy cripaBoyHoi cucTembl Kaspersky Embedded Systems Security. BeinonHeHve
3TOW onepaumn Takxe LOCTYMHO B KOHTEKCTHLIX MEHIO 3a4a4 NporpamMmbI.

NaHenb NHCTPYMEHTOB 1 KOHTEKCTHOE MeHio 3afay Kaspersky Embedded Systems Security

Bbl MoxxeTe ynpasnaTb 3apayvamu Kaspersky Embedded Systems Security ¢ nOMOLLbto MYyHKTOB KOHTEKCTHOMO
MeHIO kax Ao 3apgayun B fepese KoHconm nporpammb.

C NMOMOLLbIO MYHKTOB KOHTEKCTHOIO MEHIO Bbl6paHHOI7I 3afaun Bbl MOXeTe BbINMOJIHATL CriefytoLlme onepaunmm:
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b 3aI'IYCTI/ITb / OcTaHoBUTb. 3aMyCTUTb UV OCTAHOBUTb BbINOAHEHVE 3a424U. ,D,J'I?l BbIMONHEHNA 3TNX orlepau.mﬁ
Bbl TAKXXe MOXEeTE BOCIO/Ib30BaTbCy KHOMKamMn B naHes i1 NUHCTPYMEHTOB.

* Bo3o6HoOBUTb / an/IOCTaHOBI/ITb. B0306HOBUTbH UM MPUOCTAHOBUTb BbINOIHEHNE 3anaun. ,D,J'Iﬂ BbINO/IHEHNA
3TUX orlepau,vu7| Bbl TAKXXe MOXETE BOCIOb30BaTbCy KHOMKamMn B naHes i1 NUHCTPYMEHTOB. Onepaum LOOCTYMNHa
OJ15 3aa4 NOCTOSIHHOW 3aLLNTbI KOMMblOTEPa N 3agay NpoOBEPKK No Tpe6OBaHI/IIO.

* [No6aenTtb 3apavy. CosaaTb HOBYIO NOMb30BaTENLCKYIO 3ada4y. Onepaums AOCTyMNHa AN 3a4ay NPOBEPKM MO
TpeboBaHuIO.

b OTKprTb XXYpHan BbiNnOJIHEHUS. DDOCManVIBaTb >KYRHas1 BblMNOJIHEHWA 3a0aun 1 ynpaBidaTb M. Onepau.vm
OOCTYyrnHa ong BCcex 3anad.

* YpanuTb 3apauy. YoanuTb nosb3oBaTenbcKyto 3aaady. Onepauys 4OCTYNHa 415 3aAaY MPOBEPKM Mo
TpeboBaHuto.

e LllabnoHbl napameTpoB. Ynpasnarb wabnoHamu. Onepauns LocTynHa ons 3agayn MNocTosHHas 3awwmTa daiinos
1 3a[a4 NPOBEPKI Mo TPeboBaHIO.

3Hauok obnacTu YBe,EI,OMJ'IeHI/IVI B NMaHesnn sagay

Kaxnbln pas, korpa Kaspersky Embedded Systems Security aBTomaTnyeckn 3anyckaeTcs nocne nepesarpyskiu
3aLlVILLLAaeMOro YCTPOMCTBa, B 06nacTy yBeAOMIIEHWIA NaHenn 3agay otobpaxaeTcs 3HauoK obnacTu yBegoMaeHniA
l¢. OH oTOBparkaeTCs Mo yMONYaHmio, ECAM MNP YCTaHOBKE MNPOrpaMMbl Bbl YCTaHOBUIIM KOMMOHEHT 3Ha4YoK obracTu
YBEOOMITEHNIA.

Bup 3Hauka obrnacTv yBeLOMEHW OTpaXxaeT TekyLuuiA cTaTyc 3almThl ycTpolicTea. BoamMoxHbl cnefytolie nsa
cTaTyca:

I aKTUBHbI (LBETHOW 3HAYOK), ECIM BbIMOSIHIETCS XOTS Obl 0OfiHa 13 3afay: [NocTosHHas sawmTa
darinos, KoHTponb 3anycka nporpamm;

Kk HeaKTUBHbI (Cepblli 3HAYOK), ECNN He BbIMOMHAETCS HU ofHa 13 3apay: [ocTosHHas 3almTa Gainos,
KoHTponb 3anycka nporpamm.

Bbl MmoxeTe OTKPbITb KOHTEKCTHOE MEeHIO 3Hauka obnacTtu YBe,EI,OMJ'IeHVIVI no I'IpGBOI7I Knasvile MbiLW.

KoHTeKkCTHOE MeHIo BKIloYaeT HECKOMBbKO KOMaHA, NpeaHa3HaueHHbIX 1S OTOBpaxeHWs OKOH MporpamMmbl (CM.
TabnuLy Huxe).

KOMaHﬂ,b\ KOHTEKCTHOIo MeHHo, OTo6pa>+<ae|v|b\e C NMOMOLLBKO 3Ha4Ka O6ﬂaCTM yBeﬂ,OMﬂeHV\IZ
KomaHpa OnucaHne

OTkpbITb KoHconb OTkpbiBaeT KoHconb Kaspersky Embedded Systems Security (ecnn oHa ycTaHoBREHa).
ynpaBneHus

OTKpbITb OTkpbiBaeT uarHocTnyeckoe okHO NporpaMmmbI.

JuarHocTuuyeckoe

OKHO

O nporpamme OTkpbiBaeT okHo O nporpamme ¢ nHpopmaumein o Kaspersky Embedded Systems
Security.

Ecnu Bbl 3aperncTpurpoBaHbl B kauecTse nosnb3oBaTens Kaspersky Embedded Systems
Security, okHo O nporpamme conep>XuT MHbOPMaLMIO 06 YCTaHOBEHHbBIX CPOYHbIX
OBHOBNEHMSIX.
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CkpbITb CkpblBaeT 3Ha4yoK 0651aCcTV YBEOOMIEHUI B MaHen 3agau.

CKpbITbIA 3Ha4YOK 06ACTV YBEAOMMNEHWIA MOXHO OTOBPasnTb B Nlo6oe BpeMs.
Yrobbl cCHOBa OTOBPAa3NTL 3Ha4OK 06IacTV yBEAOM/IEH,

B Microsoft Windows B meHto INMyck BbibepunTe Bee nporpammel > Kaspersky Embedded Systems Security >
3Hauok obnacTu yBegoMIEHWIA.

HassaHus napamMmeTpoB MOTryT OTNIYaTbC4 B 3aBMCMOCTN OT BEpPCUN yCTaHOBﬂeHHOM OI'IGpGLI,VIOHHOf/]
CNCTEMDbI.

B obwumx napameTpax Kaspersky Embedded Systems Security MoxHO BkntouaTb 1 BbK/lo4aTb OTOBpaxeHve
3Hauka obnacTi yBeLoMIeHUl Npy aBTOMAaTUYECKOM 3arycke NPOorpaMMbl MOCre nepesarpy3Kki 3aLLLaemMoro
yCTpOWCTBa.

Ynpaenenue Kaspersky Embedded Systems Security uepes KoHconb
NpOorpamMmbl, yCTaHOBEHHYIO Ha JpYroM YCTPOWCTBE

Bbl moxeTe ynpasnatb Kaspersky Embedded Systems Security yepes KoHcornb nporpammel, KoTopas yCTaHOBMEHa
Ha yoaneHHOM yCTPOMCTBE.

Y106kl ynpasneHue nporpammoii ¢ nomolpto KoHconn Kaspersky Embedded Systems Security, ycTaHoBneHHo Ha
yOaneHHOM YCTPOoICTBe, Oblo AOCTYMHO, YOeAnTEeCh, UTO BbIMNOMHAOTCS CNeayoLLMe YCOoBUS:

* [lonb3oBaTenu KoHconn nporpammbl Ha yoaneHHOM ycTpoicTse fobaeneHsl B rpynny ESS Administrators Ha
3alMLLLaeMOM YCTPONCTBE.

* PaspelleHbl ceTeBble coefnHeHs ans npoLlecca cny>x6ol Kaspersky Security Management (kavfsgt.exe), ecnn
Ha 3aLlVILLLaeMOM YCTpOCTBe BKtoUYeH BpaHamayap Windows.

e Bo Bpems ycTaHoBku Kaspersky Embedded Systems Security B okHe MacTepa ycTaHOBKY 6bl1 yCTaHOBMEH
¢dnaxok PaspelunTb yaaneHHbIli gocTyn.

Ecnun nporpamma Kaspersky Embedded Systems Security Ha ynaneHHoM ycTpolicTBe 3alLyLLeHa naponem,
BBEOVTE Naposb OJ1s NOMyYeHs BOCTYNa K YNpaBneHnio NporpaMmMoit yepes KoHcorb nporpamMmbl.

HacTtpolika obwux napameTpoB nporpamMmbl B KOHCONM nporpamMmbl

Ob6Lwme napameTpbl 1 NapameTpbl anarHocTuky c6oes Kaspersky Embedded Systems Security onpegensioTt
obLwme ycnoBus paboTbl MporpaMmMbl. STV NapamMeTpbl MO3BOSHIOT KOHTPONPOBATL KONMYECTBO Paboumx
npoLieccos, ncrnonbayemblx Kaspersky Embedded Systems Security, BkntouaTb BoccTaHoBneHve 3anay Kaspersky
Embedded Systems Security nocne nx aBapuiiHOro 3aBepLUeHsl, BECTU XYypHar, BKItoYaTb co3aaHue galinos
JamnoB ans npoueccos Kaspersky Embedded Systems Security npu nx aBapuiiHOM 3aBepLUEHUN 1 HACTPanBaTb
Opyrve obLpe napameTpsl.
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HacTtporika napameTpoB NporpamMmMbl HeLOCTYMNHa 13 KoHCONM NporpamMmbl, €CNv U3MeHeHe faHHbIX
napameTpOB 3anpeLLeHo akTuBHoM nonuTrkoli Kaspersky Security Center.

Y106kl HacTpouTk napameTpsl Kaspersky Embedded Systems Security, BbironHuTe crenyroLme Aeiic TBuS:

1. B nepeBe KoHconu nporpammel BoibepuTte yaen Kaspersky Embedded Systems Security v BoinonHuTe ogHo 13
CnefyoLmx AeCTBUIN:

e B naHenu pesynbTaToB y3ana nepeiante no ccoiike CBoicTBa NporpamMmbi.
* B KOHTEKCTHOM MeHto y3ra BbibepuTe nyHkT CBOlCTBA.
OTkpoeTcs okHo MNMapameTpbl nporpammbl.

2. B oTkpbIBLLEMCS OKHE HacTpoliTe oblme napameTpbl Kaspersky Embedded Systems Security cornacHo Balivm
TpeboBaHusM:

* Ha saknapke MacwtabrupyemocTb U MHTEpPdEc MOXHO HAaCTPOUTb CNeAyIoLLME NapamMeTpsbl:
* B paspene MNapameTpbl macwuTabupyemocTu:

¢ MakcrmarbHOE KONMYeCTBO akTUBHBIX MpoueccoB, koTopble Kaspersky Embedded Systems Security

¢ B paspene BsaumopeiicTBue ¢ nonb3oBaTenem HacTPOTe oTobpaxeHne 3Hauka obnacT yBegomneHuli B
naHesn sagad npu Ka>Xxaom 3anycke nporpamMmmbl.

* Ha 3aknapke BesonacHocTb U HAAEXHOCTb MOXHO HAaCTPOUTb CriefytoLLe napaMeTpsbl:

nporpaMmbl.
¢ Ha saknapke MapameTpbl coegnHeHus:
¢ B paspene MNapameTpbl Npokcu-cepBepa yKaxunTe napamMeTpbl MPOKCH-CepBepa.

e B pasnene MNapameTpbl ayTeHTUdMKALMM Ha MPOKCU-CEPBEPE YKaXNTe TUM ay TEHTUPUKaLMA U JaHHbIe,
HeobxoauMble S ayTeHTUdUKALMK Ha MPOKCU-CEpPBEPE.

* B paspene JluueHsnposaHue ykaxuTe, 6ynet nu Kaspersky Security Center ncnonb3oBaTbCs B kadecTse
npokcu-cepBepa A1 akTVBaLMN NPOrpamMmbl.

¢ Ha 3aknagke dunarHocTuka c60e€B:
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e Ecnu Bbl xoTWTe 3anncbiBaTb OTNagoYHyto nHbopmMaumio B daiin, ycTaHoBuTe dnaxkok 3anucbiBaTtb
oTnapouHyio nHbopmauuio B ¢aiin TpacCupoBKMU.

¢ B none Hmxe ykaxuTe nanky, B kotopyto Kaspersky Embedded Systems Security 6yaeT coxpaHaTb
dalinbl TpPacCUPOBKN.

e HacTpoliTe ypoBeHb AeTannsaLumy oTnagoYHon MHGopmMaLLn .

* YkaxuTe MakcuMarsbHblil pasvep $aiinos TpacCUpOBKU.

e YKaxuTe MakcrumasnbHoe konnyecTso $ainoB B of4HOM xypHane Tpaccuposku. Kaspersky Embedded
Systems Security cospaeT He Bornee ykasaHHOro MakcMasnbHOro konnyecTsa dalinos TpacCupoBKiy
LNS KaXXO,0ro OT/IaXkMBaeMoro KOMMOHeHTa.

® YKaxuTe KOMMOHEHTbI 4719 OTNanKu .

e Ecnu Bbl xoTUTE, YTOBLI MporpaMmMa cosgasana daiin gamna, yctaHosute ¢naxok CospgasaTb Bo Bpemsi
cbog daiin pamna.

Kaspersky Embedded Systems Security He oTnpaBnseT dalinbl TpaccrpoBk 1 Galinbl 4amnoB
aBTOMaTM4Yecku. [lnarHocTnyeckme faHHbIe MoryT ObITb OTMPaBIEHbl TONbKO NOSb30BaTeNeM C
COOTBETCTBYIOLLVMU NpaBamMu.

e B none Hnxe ykaxuTe narnky, B koTopyto Kaspersky Embedded Systems Security 6yneT coxpaHaTb daiin
namna.

Kaspersky Embedded Systems Security 3anucbiBaeT nHdopmaLmio B daiinbl TPaCCUPOBKA 1 daiisbl
L,amroB B He3alwmndpoBaHHOM Buae. [1anka, B KOTopyto coxpaHsitoTcs dalinel, BbibrpaeTcs
nosnb3oBaTeNeM 1 KOHTPOMMPYETCS NapamMeTpamim ornepaLmoHHol cuctemsl 1 Kaspersky Embedded
Systems Security. MoxHO HacTpouTb NpaBa AOCTYyMa U pa3peLunTb AOCTYM K XypHanam, dalinam
TpaccupoBku 1 palinam LamroB TOMbKO AJ1S BbibpaHHbIX Mosib3oBaTesNe.

3. HaxxmuTe Ha kHonky OK.

MapameTpbl paboTbl Kaspersky Embedded Systems Security 6yayT coxpaHeHbi.

YnpaBnerne 3agavamu Kaspersky Embedded Systems Security

OT0T pasnen cogepxunT nHdopmaumio o 3agadax Kaspersky Embedded Systems Security, nx cosgaHum, HacTpolike
napamMeTpOoB BbIMOHEHNS, 3aMyCKe 1 OCTaHOBKE.

KaTeropun 3apau Kaspersky Embedded Systems Security

DYHKLN MOCTOSHHON 3aLLUMTbI KOMMbIOTEPA, KOHTPONS KOMIMBIOTEPA, MPOBEPKN MO TPeBoBaHMIO 1 OBHOBNEHUS B
Kaspersky Embedded Systems Security peannsosaHbl B Buae 3agau.

133


javascript:void(0)
javascript:void(0)

Bbl moxeTe ynpaBngaTb 3agavamMiy C MOMOLLBKO KOHTEKCTHOIO MEeHIo 3ajayn B fepese KoHconmn nporpamMmbl, naHen
NHCTPYMEHTOB 1 NaHesnn 6bICTpOI'O nocTtyna. Bbl moxeTe npocmMaTpmBaTb I/IHd)OpMaLI,I/IIO O COCTOAHUN 3aa4n B
naHenn pe3ynbTaToB. Onepauvn/l no ynpaBneHnto 3agadamMmn permcTpupyroTcyd B XypHane CUCTEMHOro aygmnTa.

CywecTsyeT OBa T1na 3apay Kaspersky Embedded Systems Security: 1okanbHbie vi rpyrinossie.

JTokanbHble 3apaun

JlokanbHble 3apa4n BbIMOMHAOTCS TOMbKO Ha TOM 3aLUMLLAEMOM YCTPONCTBE, ANF KOTOPOro OHW co3aaHbl. B
3aBUCKMOCTU OT criocoba 3arnycka CyLeCcTBYIOT ClieaytoLLMe TUMbl IOKaslbHbIX 3a4auy:

¢ JlokanbHble cuctemHble 3apayn. Co3patoTcs aBToMaTudecku npu yctaHoske Kaspersky Embedded Systems
Security. Bbl MOXeTe M3MeHsTb NapamMeTpbl BCEX CUCTEMHbIX 3aaay, Kpome 3agay [poBepka 06bekTOB Ha
kapaHTVHe 1 OTkaT obHOBNEHNS 6a3 MporpaMMbl. Bbl He MOXeTe NeperMeHOBbIBaTL UV YAANATb CUCTEMHbIE
3apaun. Bel MoXeTe 3anyckaTb CUCTEMHBIE 1 MONb30BaTENbCKME 3afauL MPOBEPKU No TPeboBaHMIo
OLHOBPEMEHHO.

* JlokanbHble nonb3oBaTenbckme 3apaumn. B KoHconm nporpammel Bbl MOXeTe co3aaBaTb 3aAa4um NPOBEPKY Mo
TpeboaHuio. B Kaspersky Security Center Bbl MOXeTe co3naBaTbh 3afaun NpoBepKr No TpeboBaHwmio,
0oBHOBrEHMs 6a3 NporpamMmbl, oTkaTa 06HOBNEHNS 6a3 NpPorpamMMbl 1 KONMMPOBaHWS OBHOBMEHWIA. Takne 3agayun
Ha3bIBAlOTCS MOMb30BaTENbCKMMU. Bbl MOXeETE MepenMeHoBbIBaTb, HACTParBaTh U yoansaTb NONb30BaTeNbCKNe
3apayn. Bel MoxeTe 3anyckaTb HECKOSbKO MONb30BaTENbCKMNX 38424 OAHOBPEMEHHO.

[pynnoBbie 3apaun

MpynnoBble 3agayn 1 3afaqn ojis HabopOoB ynpaeBnseMblx YCTPONCTB, co3naHHble uepesd Kaspersky Security Center,
oTobpaxatoTcs B KoHconu nporpammbl. Takve 3agayn HasbiBaloTCs FpynnoBbIMU. Bbl MOXeTe ynpaBnsaThb
rpynnoBbIMM 3afayaMu U HacTpanBaTb X 13 nporpammbl Kaspersky Security Center. B KoHconu nporpamMmmbl
MOXHO TOJbKO MPOCMaTPUBaTb COCTOSIHME FPYMMOBbLIX 3a4au.

3anyck / npnocTaHoBka / BO3OBHOBNEHME / OCTaHOBKA 3a4a4u BPYYHYHO

Bbl moxeTe npmnocTaHaesnMmBaTb N BO30OHOBNSATb TOSIbKO 3apayun MOCTOSHHOI 3aLlnTbl KOMMbOTEPAa 1 NPOBEPKN MO
TpeboBaHuto.

Y10o6bI 3ar1ycTUTh / NPUOCTEHOBUTL / BO3OOHOBUTL / OCTAHOBUTL 38484y, BbINOMHUTE CEAYIoLME AeVICTBUS:
1. OTKpOWiTE KOHTEKCTHOE MeHIo 3aaayn B KoHconm nporpammbi.
2. BelbepuTe oouH 13 criefytoLyx BapraHToBs: 3anycTuTb, [puocTtaHoBuTb, Bo3o6HOBUTL 1 OcTaHOBUTB.

Onepauns ByaeT BbINONHEHA 1 3aperncTpupoBaHa B XYRHane CUCTEMHOrO ayauTa.

Mocne Bo306HOBNEHNS 3afaum NpoBepkn no TpebosaHmio Kaspersky Embedded Systems Security
MPOAOIXaeT MNPOBEPKY C TOro 06bekTa, Ha KOTOPOM BbIMNOMHEHME 3a4a4n BblNo NPYOCTaHOBNEHO.

PaboTa ¢ pacnucaHvem 3agau
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MoykHO HacTpouTb pacnncaHne 3anycka 3agad Kaspersky Embedded Systems Security, a Takxke HacTpouTb
napameTpbl 3anycka no pacnmcaHuio.

HacTpoika pacnmcaHng 3anycka 3agad

B KoHconw nporpamMmbl Bbl MOXETE HACTPOUTb pacrimcaHme 3arnycka nokKasbHbIX CUCTEMHbIX U MOSb30BaTE/IbCKUNX
3apadv. Bel He moxeTe HacTpamBaTb pacnncaHne sanycka rpyrnnoBbiX 3agau.

YT06bI HACTPOUTB PAaCMINCaHNE 3ar1yCKa 384a84M, BbINOTHUTE CREAYIOLMNE AEVICTBUS:
1. OTKpOITe KOHTEKCTHOE MEHIO 3aJauu, AN KOTOPOW Bbl XOTUTE HACTPOUTL pPacnucaHmne sanycka.

2. BelbepuTe nyHkT CBolicTBa.

OTkpoeTcs okHo MapameTpbl 3apaun.
3. B oTkpbiBLIEMCS OKHe Ha 3aknanke PacnucaHue yctaHoBrTe dpriaxok 3anyckaTb 3agavy no pacnmcaHuio.

4. HaCTpOMTe napamMmeTpbl pacrnncaHng B COOTBETCTBUIM C BallMn Tpe6OBaHI/I9IMI/I. [ns aTOro BbinonHUTE
cnepyrowne nencTeus:

a.B packpbiBatOWEeMC4 Crnncke YacToTa 3anycka Bbl6epVITe O[OHO N3 cnefyrowmx 3HaYEeHWI:

e E)XeuyacHo, ec/nn Bbl XOTUTE, YTOObI 3afava 3anyckanacb nepmnogmnyeckn Yepes 3agaHHoe Konm4ecTBo
4acoB, 1 YKaXnTe KOJIM4eCTBO YaCcoB B NoJie Pa3z B <konuuecTBo> u.

o E)KeCYTO‘-IHO, €CI Bbl XOTUTE, YTOObI 3afava 3anyckanacb nepmnogmnyeckn Yepes 3agaHHoe Konm4ecTBo
OHen, n YKaXXnTe Konm4ecTBo OHe B none Pas B <konn4yecTeo> CyT.

e E>xeHepenbHO, eC/N Bbl XOTUTE, yTOOGHI 3afava 3anyckanacb nepunognyeckn Yyepes 3agaHHoe Konm4yecTso
HeOElb, N YKaXUTe KONnm4eCcTBO Heaeb B None Pas B <konnyecTBO> Hea, no. Yka)umTe, N0 KakM OHSM
Hegenn 6y,u,eT 3anyckaTbC4d 3agada (I'IO YMO4YaHNIO 3agada 3anyckaeTcd no I'IOHe,EI,eJ'IbHI/IKaM).

* [lpwn 3anycke Nporpammbl, C/N Bbl XOTUTE, YTOObI 3aa4a 3anyckanach npw kaxnom 3anycke Kaspersky
Embedded Systems Security.

* [locne o6HoBNEHUs 6a3 Nporpammbl, eCNn Bbl XOTUTE, YTODbI 3aa4a 3amnyckanach Nocse Kaxaoro
OBHOBNEHMS 6a3 NporpamMmmbl.

b. B none Bpems 3anycka ykaxuTe BpeMs NMepBoro 3amnycka 3afadul.

c. B none Hauatb ¢ ykaxuTe gaty Hauyana pelicTeus pacnmcaHums.

[Mocne Toro Kak Bbl yKaXeTe YaCcToTy 1 BPeMs NMepBoro 3arycka 3agayn 1 gaTy Havana AencTBus
pacnucaHusi, B BEpPXHei YacTu okHa B nosie Cnegylowuii 3anyck oTobpasnTcs pacueTHOe Bpems
oyepepHoro 3arnycka 3agaun. PacueTHoe Bpems crienytoLLero 3anycka 3agaym 0ynetT o6HOBNATHCS
Kaxkaplli pas, koraa Bbl OTKpbIBaeTe OkHO NapameTpbl 3agayum Ha 3aknagke PacnvcaHue.

3HaveHne 3anpeLueH NoNNTUKoM oTobpaxaeTcs B none CnepytoLwuia 3anyck, eCnv napameTpamm
nonuTtuky Kaspersky Security Center sanpeLueH 3anyck CMCTEMHbIX 3aAad MO pacncaHuio.
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5. Ha 3aknapke [lononHUTENbHO HAaCTPOIiTe CrefyloLye NapamMmeTpbl pacnmcaHns B COOTBETCTBUN C BaLLVIMU
TpeboBaHNAMMU.

¢ B 6noke MNapameTpbl oCTaHOBKM 3aAauMu:;

a. YcTtaHoBuTe c|)na>|<0|< ,D,ﬂI/ITeﬂbHOCTb 1 B NONgX crpasBa yKaXxunte MakCnmasbHYo OJMTEeSIbHOCTb
BbIMONHEHN4 3aaa4n (KOJ'II/I"IeCTBO YacoB n MVIHYT).

b. YcTaHoBMTe dpnaxok MNpruocTaHoBUTL C 11 B MOMGX CripaBa yKaxuTe HadanbHOe 1 KOHeYHOoe 3HauYeHne
BPEMEHHOIO MPOMEXYTKa B MPefeniax CyToK, B TEUYEHME KOTOPOro BbINONHEHVE 3atayn byneT
MPVIOCTaHOBNEHO.

¢ B 6rnoke [ononHuTenbHbie NapameTpbl:

a. YctaHoBuTe dnaxok OTMEHNTb pacnucaHue ¢ 1 yKaxunTe AaTy, HaurHas C KOTOPOU pacrnmcaHmne
nepecTaHeT OeCTBOBaTh.

b. YcTaHoBuTe dnaxok 3anyckaTb NponyLLeHHbIe 3aaaun, YTOObI BKIIIOUMTb 3aryCcK NPOMyLLEHHbIX 3aaau.

c. YcTaHoBuTe dpnaxok PacnpenennTtb BpemMs 3anycka B IHTEPBare 1 ykaxuTe 3HaueHne napameTpa B
MUHYTaXx.

6. Haxkmute Ha kHorky OK.

HacTpoeHHble napameTpbl pacnvcaHmns 3amnycka BblbpaHHO 3anayum OyoyT COXpaHeHb.

BkntoueHne 1 Bbik/toUeHMEe 3anycka 3agay no pacnmcaHuio

Bbl MOXeTe BKoUaTh 1 BbIK/OUYATH 3anyck 3aaad Mo pacrnvcaHuio Kak rnocre, Tak 1 o HaCTPOWKM NapaMeTpoB
pacnmcaHus.

HTO6bI BKIIIOYNTE U/ BEIKITIOYUTH pacriicaHvie 3arycka aagadydv, BbiroJiHuTe ciegyroLye aevicteus:

1.B nepese KoHconm nporpamMmbl OTKpOI7IT€ KOHTEKCTHOE MEHIO 3aaaun, angd KOTOpOI7I Bbl XOTUTE HACTPOUTb
pacnncaHmne 3anycka.

2. BelbepuTe nyHkT CBOlCTBA.

OTkpoeTcs okHo MapameTpbl 3apgaun.
3. B oTkpbiBLUEMCS OKHe Ha 3aknafke PacnuncaHue BbINonHUTE OOHO 13 CRenylowmx AeiCTBIIA:

e YcTaHOBUTE d)J'IG)KOK 3anycxa'rb 3apgavy no pacnucaHuio, eCniv Bbl XOTUTE BKITKOUYNTL 3aryCckK 3afga4n no
pacnmcaHunto.

e CHumuTe cbna>|<0|< 3any0|<a'rb 3ajadvy no pacnucaHuio, eCsii Bbl XOTUTE BbIK/THOYNTL 3anyCK 3agayn rno
pacnmcaHunto.

HacTpoeHHble napameTpbl pacnncaHns 3anycka 3agaun He bynyT yoaneHbl Y IPUMEHSATCS Mpu
CrefyroLLLEeM BKIIOYEHN 3arycka 3afaudn no pacnmcaHuio.

4. Haxxmute Ha kHorky OK.

HacTpoeHHble napameTpbl 3anycka 3agayum no pacnmcaHunio yayT coxpaHeHsb!.
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icnonb3oBaHne yyeTHbIX 3anucen ong 3anycka 3agad

Bbl MmoxeTe 3anyckaTtb 3agavyn, NCrnoJib3yd CUCTEMHYIO YYETHYIO 3arncCb Nonb30BaTeNnd Ui ykasaTb OPYTryto
YYETHYIO 3anmnchb.

O6 ncnonb3oBaHMM YYeTHbIX 3anncel Ang 3anycka 3agad

Bbl MoXeTe ykasaTb yUYeTHyIO 3aniuchb, C NpaBamim KOTOPOWA Bbl XOTUTE 3amnyckaTb BbibpaHHyto 3adadvy, Ans
cnenyolwmx GyHKUMOHanbHbIX koMmrnoHeHToB Kaspersky Embedded Systems Security:

e 3apaun GopmMnpoBaHVe NpPaBK KOHTPONS 3arycka nporpamm 1 GopmMrpoBaHne NpaBul KOHTPONS YCTPONCTB;
* 3aJa4u NMPOBEPKN Mo TPeBOBaHIO;
* 3apa4n OBHOBMEHMS.

Mo YMOJTHaHNIO YKa3aHHbIe 3a4a4 BbIMOIHAOTCYA C NpaBaMu CUCTEMHOM yquHoM 3annciu.

PekomeHayeTcs ykasaTb APYTYIO YUYETHYHO 3amnvcb C JOCTAaTOYHbIMU NpaBaMm SOCTYMNa B CEAYIOLLX Cly4Yasx:

* B 3apave OBHOBMEHNS, €CN B KAYECTBE NCTOYHMKa OBHOBIEHUS Bbl yKasanu narky obLuero AocTyna Ha ApyroM
YyCTPOWCTBE B CeTY;

* B 3apave OBHOBNEHNS, eCnn A JOCTYNa K UCTOYHMKY OBHOBNEHWIA MCMONb3yeTCs NPOKCU-CepBEP CO
BcTpoeHHol B Windows nposepkoii nogniHHocT NTLM;

* B 3ajavax NpoBepKM No TpeboBaHMIO, eCN CUCTEMHas y4eTHas 3annch He obnagaeT npasamMun JOCTyna K
nposepsieMbiM 06bekTaMm (Hanpumep, k dalinam B nankax obLLero 4ocTyna Ha 3aLlMLLaeMoOM yCTPOICTBE);

* B 3apaye PopmunpoBaHMe NpaBu KOHTPONS 3arycka NPorpamMm, EC NOCe BbINONMHEHNS 3a4a4n
chopMmpOoBaHHbIE NMPaBKia aKCMOPTUPYIOTCS B KOHPUIYpPaLMOHHDBIN dalin, He[OCTYMHbIA 419 CUCTEMHO
yUYeTHOU 3anmcu (Hanpumep, PpacronoXXeHHbIV B OQHON 13 Nanok obLLLEero LOCTYrNa Ha 3alLmLaeMOM
YyCTpOWCTBE).

Bbl MoxeTe 3anyckaTb 3afa4un 06HOBNEHNS, MPOBEPKIM MO TPEOOBAHMIO 1 @aBTOMaTNYeCKOro GopMUPOBaHS
paspeLlatoLLyX MPaBu KOHTPONS 3arycka MporpaMM C npaBamy CUCTEMHOWN yYeTHoOl 3anvcu. B xone
BbiMonHeHNs aTux 3agad Kaspersky Embedded Systems Security obpaliaeTcs k nankam obLLero gocTyna Ha
LPYroM YCTPOWCTBE B CETU, ECNN 3TO YCTPOWCTBO 3aPErMCTPMPOBaHO B OAHOM JOMEHE C 3aLUyLLLaeMbIM
ycTpoicTeom. B aTom crnyyae cuctemMHas ydeTHas 3anmnch AomkHa obnagaTts npaBamim JOCTYnNa K 3TVM nankam.
Kaspersky Embedded Systems Security 6yneT obpaluatbcs K YCTPOWCTBY C NMpaBamMu Y4eTHOW 3anmcy <ums
AOMeHa \ nms KomnbloTepas.

YkasaHve y4yeTHOI 3an1cu gns 3anycka 3agayn

Yrobbi yKasartb yYeTHYO 3ariichb /14 3artycka 3a4a4u, BbIlNoJIHNTEe CriedyroLjne AecTBus:

137



1. B pepeBe KoHconu nporpamMmbl OTKPOTE KOHTEKCTHOE MEHIO 3aa4K, KOTOPYIO Bbl XOTUTE 3aMyCTUTb C NpaBamu
onpeneneHHom y4eTHOM 3anncu.

2. BeibepuTe nyHkT CBOliCTBA.

OTkpoeTcs okHo MapameTpbl 3apaun.
3. B oTkpbIBLLEMCS OKHE Ha 3aknafke 3arnyck ¢ npaBamMuy BbINOMHUTE CreytoLLe AeliCTBIS:
a. BoibepuTte BapuaHT ims nonb3osaTtens.

b. YkaxuTe nma n naposib Nonb3oBaTesiy, YY4EeTHYIO 3arnCb KOTOPOro Bbl XOTUTE MCMOJIb30BaTb.

Bbl6paHHbIi Monb3oBaTenb 4OMMKEH ObiTb 3aPErMCTPUPOBaH Ha 3aLLMLLLGEMOM YCTPOWCTBE W B OOHOM
JOMEHE C 3alyLLaeMblM YCTPONCTBOM.

c. [lopTBEpPAVTE BBEASHHbI MapOsb.
4. Haxkmunte Ha kHorky OK.

3meHeHHble NapameTpbl 3anycka 3afayn ¢ npaBamiy y4eTHo 3anucy 6yayT COXpaHeHb!.

IMRopT 1 akcnopT napameTpoBs

B aTom pasnene npuseneHa nHdopmaLms ob akcriopte napameTpos Kaspersky Embedded Systems Security nnu
napamMeTpPOB OnpeaeneHHbIX MPOrpaMMHbIX KOMIOHEHTOB B KOHUIrypaumoHHbIi daiin B dopmate XML 1 06
MMMopTe 3TUX NapPamMeTPOB N3 KOHPUIrypaLMOHHOro daiina B nporpammy.

O6 nmMnopTe 1 9KCNopPTE NapameTPoB

Bbl MoxeTe akcnopTuposaTh NapameTpbl Kaspersky Embedded Systems Security B KoHPUrypauUoHHbIi daiin B
dopmaTte XML 1 nmnopTrposaTs napameTpbl B Kaspersky Embedded Systems Security n3a koHdurypaumoHHoro
dalina. Bl MoxeTe coxpaHUTb B KOHPUIypaLmMOHHbIl dalin kak Bce napaMeTpbl MporpamMmbl, Tak U napameTpbl ee
OTAESbHBIX KOMMOHEHTOB.

Korpa Bbl akcnopTupyeTe Bce napameTpbl Kaspersky Embedded Systems Security, B palin coxpaHstoTcs obLme
napameTpbl MPOrpamMmMbl 1 MapaMeTpbl CIEAYOLLX KOMMNOHEHTOB 1 GyHKUm Kaspersky Embedded Systems
Security:

* [locTosiHHag 3almTa pannos

* llcnonb3osaHune KSN

* KoHTponb ycTponcTB

e KOHTpOnb 3amnycka nporpamm

* DopMUpOoBaHME NPaBK KOHTPOMS YCTPOCTB

* DopmrpoBaHVe NPaBUI KOHTPOIS 3arycka NporpaMm
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* 3apayn NnpoBepku No TpeboBaHMNIO

* MoHUTOPUHI dalifioBbix onepaLuii

* AHanus xypHanos

e O6HoBneHne 6a3 1 mopyneii Kaspersky Embedded Systems Security
e KapaHTuH

* PesepBHOE XpaHUsvLLe

* XypHanbl

* YBeOOM/EHVS agMVHUCTPaToPa 1 Nnonb3oBaTenel
¢ [loBepeHHas 30Ha

e 3almTa OT 3KCMNIONTOB

e 3alwmTa naponem

Tak>e Bbl MOXeTE CoxpaHsTb B daline oble napameTpsl Kaspersky Embedded Systems Security 1 npasa
YUYETHbIX 3anncer Nonb3oBaTenen.

Bbl He moxeTe OKCNOPTMPOBAaTb NapamMeTpbl rPyrnnoBbIX 3anau.

Kaspersky Embedded Systems Security akcnopTupyeT Bce naponu, UCrnosib3yemble B MporpamMme, Hanpumep,
napamMeTpbl yY4eTHbIX 3an1cel ons 3anycka 3aiay U CoeaHEHNs C MPOKCU-CepPBEPOM. DKCMOPTUPOBaHHbIE
Naposn XpaHaTCs B KOHPUrypaLmoHHoM daline B 3alumppoBaHHOM BUAe. [aponn MOXHO MMMNOPTMPOBATL TOMBKO C
nomoLubto nporpammbl Kaspersky Embedded Systems Security, ycTaHOBNEHHO Ha 3TOM e 3alLMLLaeMOM
YCTPOWCTBE, ECNV OHa He Bblna NepeycTaHoBEHa U OOHOBMEHA.

Henbas nMnopTrpoBaTh paHee coxpaHeHHble Maposv ¢ MOMOLLbIO nporpamMmbl Kaspersky Embedded Systems
Security, ycTaHOBNEHHOI Ha ApYroM 3aLlyLaemMoM ycTpolicTee. [locne uMnopTa napaMeTpoB Ha ApPYrom
3aLLMLLEAEMOM YCTPONCTBE HY>KHO BBECTI BCE MapOv BPYUHY!HO.

Ecnn B MOMEHT akcrnopTa napamMeTpoB aelicTeyeT nonmTika Kaspersky Security Center, nporpamma akcnopTupyeT
3HaYEHWs, MPYIMEHIEMbIE MONTUKON.

MO>XHO MMMOPTMPOBaTb MapaMeTpbl N3 KOHPUrypPaLMOHHOrO daiina, CoaepyKaLLero napaMmeTpbl TONbKO OTAENbHBIX
komnoHeHToB Kaspersky Embedded Systems Security (Hanpumep, cosgaHHoro B nporpamme Kaspersky Embedded
Systems Security, ycTaHOBIEHHOI C HEMOMHbIM HabopoMm koMmnoHeHToB). [ocne nmnopTa napameTpos B Kaspersky
Embedded Systems Security nameHsoTCs TONbKO T€ NapamMeTpbl, KOTOPbIE COAEPXKanNCh B KOHGUNYPaLMOHHOM
daiine. OcTanbHble NapameTpbl HE U3MEHSIIOTCS.

3abnokunpoBaHHble NapameTpbl akTuBHOM nonuTtkn Kaspersky Security Center npu nMnopTe napamMeTpoB He
N3MEHSIOTCS.

OkcnopT napameTpoB

Y06kl 9KCMOPTUPOBATL NPaMETPbI B KOHPUIYPALMOHHBIV ¢avisi, BINMONTHATE CREAYIOLLME AeICTBUS:
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1. B nepese KoHconu nporpamMMbl BbIMOAHATE OOHO U3 CriefytoLmx 4eNCTBUI:

e B koHTekcTHOM MeHto y3ra Kaspersky Embedded Systems Security BoiGepuTe nyHKT OKCnopTUpOBaTh
napameTpbl, UTOObI 9KCMOPTUPOBaTL Bce NapameTpbl Kaspersky Embedded Systems Security.

® B KOHTEKCTHOM MEHIO 3a4auu, napamMeTpPbl KOTOPOU Bbl XOTUTE 3KCMOPTUPOBATb, BbIGEPUTE MYHKT
OkcnopTupoBaTh NapamMeTpbl, YTOObI SKCMOPTUPOBATL NapaMeTPbl OTAENBHOrO GYHKLMOHANbHOrO
KOMMOHEHTa NporpamMmbl.

e YT06bI 9KCMOPTMPOBAaTH NapameTpbl KOMMoHeHTa [JoBepeHHas 30Ha:

a. B nepese KoHconn nporpammbl OTKpoiiTe KoHTeKCcTHoe MeHto y3na Kaspersky Embedded Systems
Security.

b. BoibepuTe nyHKT HacTponTb napameTpbl BOBEPEHHO 30HbI.

OTkpoeTcs okHo [loBepeHHas 30Ha.

c¢. HaxxmunTe Ha kHomnKy DKcnoprT.

OTKpoeTCs OKHO NPUBETCTBUS MacTepa aKcrnopTa napamMeTpoB.

2. BbInonHuTe MHCTPYKLMKW, KoTopble npeanaraeT MacTep akcnopTa napamMeTpoB NporpaMmbl: 3afalite Ms 1
nyTb KOHGUrypauroHHOro daiina afis CoxpaHeHNs napameTpoB.

YkasbiBas MYyTb, Bbl MOXETE NCMNOJIb30BaTb CUCTEMHbIE NepeMeHHbIE OKPYXEeHNd, HO HE MOXeTe NCNOJIb30BaTb
nosib3oBaTesibCKMe NepemMeHHble OKPY>XKEHUS.

Ecnun B MOMeHT akcrnopTa napameTpoB aelicteyeT nonutuka Kaspersky Security Center, nporpamma
9KCMOPTUPYET NMapameTpbl, UCMONb3yeMble B MONTUKE.

3. B okHe DkcnopT napameTpoB NporpaMmmbl 3aBepLUEH HAXXMUTE Ha KHOMKY 3aKpbiTb.

MacTep akcrnopTa napamMeTpoB ByOeT 3aKpbIT; SKCNOPT NapaMeTpoB OyaeT 3aBepLUEH.

IMnopT napameTpos

YT06bI IMMIOPTUPOBATL NEPAMETPbI U3 COXPAHEHHOIO KOHMUIYPaLOHHOIrO ¢arina, BbinonHUTE CreayroLme
AevicTBUS:

1. B pepese KoHconu nporpammbl BbIMOMHNTE OAHO U3 CNeayowwmx OeicTBIUI:

¢ B koHTekcTHOM MeHto y3na Kaspersky Embedded Systems Security BoibepuTe nyHkT iMnopTupoBaTb
napameTpbl, 4Tobbl MNOPTUPOBaTL BCe NapameTpbl Kaspersky Embedded Systems Security.

® B KOHTEeKCTHOM MEHIO 3afauu, napameTpbl KOTOpOI7I Bbl XOTUTE MMMOPTNPOBATb, Bbl6epI/ITe MYHKT
VlMﬂOpTI/IpOBaTb napameTpbl, UYTOObI MMNopTMpOBaTb NapamMeTpbl OTAE/bHOIro dDYHKLI,I/IOHaJ'IbHOFO
KOMMOHEeHTAa.

e YTObbI MMNopTMpOBaTb NapamMeTpbl KOMMNOHEHTa ﬂ,OBepeHHaﬂ 30Ha:

a. B nepese KoHconm nporpammbl 0TKpoliTe KOHTEKCTHOE MeHIo yana Kaspersky Embedded Systems
Security.

b. BeibepuTe nyHkT HacTponTb napamMeTpbl AOBEPEHHO 30HbI.

140



OTkpoeTcs okHo [loBepeHHas 30Ha.

¢. Haxkmute Ha kHomky Mimnopr.

OTKpoeTCs OKHO NPUBETCTBUS MacTepa MMNopTa napaMmeTpoB.

2. BeInonHWTe NHCTPYKLMK, KOTOpble NpednaraeT MacTep nmnopTa napameTpoB NPOorpamMmbl: yKaxumTe
KOHbUIYpaLMOHHBbIN daiin, N3 KOTOPOro Bbl XOTUTE MMMOPTUPOBATL NapamMeTpbi.

MNocne nmMnopTa obLLMX NapamMeTPOoB U GyHKLIMOHabHBIX KoMroHeHToB Kaspersky Embedded Systems
Security Ha 3alLMLLaeMoe YCTPOCTBO, ByOeT HEBO3MOXHO BOCCTAaHOBUTb VX MPEXHNE 3HAYEHNS.

3. B okHe MImnopT napamMmeTpoB Nporpammbl 3aBePLUEH HAXMUTE Ha KHOMKY 3aKpbITb.
MacTep nMmnopTa napameTpoB ByaeT 3aKpbIT; IMIOPTUPOBaHHbIE MapaMeTpbl ByLy T COXpPaHEHD.
4. B naHenn nHctpymeHToB KoHCOMM nporpammbl HaxkmuTe Ha KHOnky OBHOBNTB.

iMnopTupoBaHHbIe NapameTpbl 0TobpasaTcs B okHe KoHconv nporpammei.

Kaspersky Embedded Systems Security He uMnopTupyeT naponu (y4eTHble AaHHble 01 3anycka 3ajay unm
LS9 COEAMHEHNS C MPOKCU-cepBepomM) 13 dalina, Co34aHHOro Ha APyrom 3alLnLLaeMoM YCTPONCTBE UK Ha
3TOM e 3alMLLAEMOM YCTPOCTBE, MOC/e TOro Kak Ha Hem Bbifa nepeycTaHoBneHa U 06HOBNEHa
nporpamma Kaspersky Embedded Systems Security. [ocne 3aBepLueH/s IMNopTa BaM Hy>KHO BBECTI Naponi

BPYUHY!O.

\cnonb3oBaHme WabnoHOB NapamMeTpoB 6€30MacHOCTH

OTOT paspen coaepxuT nHGopMaLmio o paboTe ¢ LabnoHamy napameTpoB 6e30MacHOCTY B 3a4a4ax 3allyThl U
npoepkun Kaspersky Embedded Systems Security.

O wabnoHax napameTpoB 6e30MacHOCTH

Bbl MOXeTe BpyUHYtO HACTPOUTb NapamMeTpbl 6e30MacHOCTY y3na B iepese unv cnmcke $aiinoBbix pecypcoB
3aLUMLLAEMOrO YCTPOWCTBA U COXPaHUTb 3HAYEHNS HACTPOEHHbIX NMapaMeTPOB B LUaboH. 3aTeM Bbl MOXeTe
NPVUMEHNTb 3TOT LWAaBIOH NPV HacTPolike NapameTpoB 6e3onacHOCTM APYriX Y3M0B B 3afavax 3almThl 1 MPOoBEPKU
Kaspersky Embedded Systems Security.

lcnonb3oBaHue LWabnoHOB AOCTYMHO NpY HAaCTPolike NapameTpoB 6e3onacHOCTM cnefytoLwyx 3agad Kaspersky
Embedded Systems Security:

* [locTosiHHag 3almTa pannos
* [IpoBepka npwv cTapTe onepaLyoHHON cCUCTEMBI
* [lpoBepka BaxHbIx obnacTel

e 3agaun NpoBepkM Mo TpeboBaHMo
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3HaueHns NnapameTpoB 6e30MacHOCTY 13 LabnoHa, MPUMEHEHHOTO K POANTENbCKOMY Y31y B Aepese dalinosbix
pecypCoB 3aLLMLLAEMOro YCTPONCTBA, PaCnpOCTPaHAIOTCS Ha BCE BOXeHHbIe y3nbl. LLiaBnoH poautensckoro yana
He NMPUIMEHSIETCS K BNOXEHHbIM Y3/1aM B ClefyoLLmnX CryyasX:

e Ecrn napamMmeTpbl 6e30MacHOCTI BIIOXEHHbIX Y3/10B HacTpauBaaCb OTAS/IbHO.

* Ecnuv BnoxeHHble y3rbl BUPTYanbHble. Bam Hy>XHO MpuMeHUTb WabioH A1 KaX4oro BUPTYyarbHOro yana
OTAEeNbHO.

CospaHne wabnoHa napaMmeTpoB 6e30nacHOCTH

YT06bI COXPaHNTb NapameTPbl 6e30MacHOCTY y3/1a BPYYHYIO B LUABIIOH, BbIMOHUTE CAEAYIOLNE AEVICTBUS:

1. B nepeBe KoHconv nporpammbl BoibepuTe 3agady, A9 KOTOPOW Bbl XOTUTE CO34aTb WaboH NapamMeTpoB
H6e30mnacHOCTI.

2. B naHenu pesynbTaToB BbibpaHHol 3ajayun nepelignTte no ceoinke Hactpoutb obnacTb 3awmThl nv HactpouTb
obnacTb NpoBepKu.

3. B nepeBe nnu B cricke ceTeBbix GaliioBbiX PECYPCOB 3alLMLLLEaEMOro YCTPOMCTBa BibepuTe LWabnoH, KOTOPbIN
Bbl XOTUTE NMPOCMOTPETb.

4. Ha 3aknapnke YpoBeHb 6€30MacHOCTU HaXMUTe Ha KHOMKY CoxpaHnTb Kak LWabioH.

OTkpoeTcst okHo CBolicTBa WwaboHa.
5. B none HasBaHume wabnoHa BBeanTe Ha3BaHue LwwabnoHa.
6. B none OnucaHue BBeanTe JOMNOMHUTENBHYO MHPOPMALIO O LLabIoHe.
7. Haxxmute Ha kHonky OK.

LLIabnoH ¢ Habopom 3HauYeHW NapaMeTPOoB 6e30MacHOCTY ByAeT COXpPaHeH.

[lpocmoTp NnapameTpoB 6e30nacHOCTY B LabnoHe

YT06bI IPOCMOTPETH 3HAYEHMIS MaPaMeTPOB 6€30MacHOCTY B CO348HHOM LUAG/IOHE, BLIMOHUTE CEAYIOLMNE
aevicteus:

1. B aepeBe KoHconm nporpammel BbibepuTe 3aady, Ans KOTOPOIA Bbl XOTUTE NPOCMOTPETL LWabnioH NnapaMeTpoB
6e30MnacHOCTI.

2. B KOHTEKCTHOM MeHIO BbibpaHHoOl 3anaun BolbepuTe NyHKT LLlaBnoHbl napameTpos.

OTkpoeTcs okHo LLIaGnoHbl.
3. B oTKpbIBLLIEMCS OKHE B CricKe LIabioHOB BeIbepuTe LabnoH, KOTOPbI Bbl XOTUTE MPOCMOTPETb.
4. HaxxmuTe Ha kHonky MNMpocmoTpeTs.

OTkpoeTcs okHo <HasBaHue wabnoHa>. Ha 3aknanke O6wme oTobpaxaeTcs M wabnoHa 1 LonofHUTeNbHas
nHpopmaLms o WwabnoHe; Ha 3aknanke MapameTpbl NpYBELeH CMMCOK NapaMeTPOoB 6e30MacHOCTH, COXPaHEHHbIX
B LWabnoHe.
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[lpMeHeHre WwabnoHa napameTpoB 6e30nacHOCTH

YT06bI MPUMEHUTL NapameTpbl 6€301acHOCTY U3 LABIIOHa K BbIOPaHHOMY Y371y, BbIMONHUTE CIEAYIOLNE AEVICTBUS:

1. B nepese KoHconm nporpamMmbl BoibepuTe 3agadqy, K KOTOPOU Bbl XOTUTE MPUMEHNUTL WabIoH NapameTpoB
H6e30mnacHoOCTI.

2. B naHenu pesynbTaToB BhIbpaHHOI 3agaun nepeinanTe no ccbinke Hactponte o6nacTb 3awmTsl unv Hactpontb
obnacTb NpoBepKM.

3. B nepeBe nnu crincke ceTeBbix GpainnoBbix PeCYpPCOB 3aLLMLLAEMOro YCTPONCTBA OTKPOIATE KOHTEKCTHOE MEHIO
y3na unm anemMeHTa, K KOTOPOMY Bbl XOTUTE MPUMEHUTb LLAGIOH.

4. BoibepuTe MNMpumeHuTb WabnoH — <HaseaHme wabnoHa>.
5. HaxxmunTe Ha kHorky CoxpaHuTb.
LLlabnoH napameTpoB 6e3onacHOCTM ByAeT NPUMEHEH K BbibpaHHOMY Y31y B fepeBe dalinoBbix pecypcos

3awaemoro yctpoiictea. Ha 3aknaake YpoBeHb 6e30nacHOCTU BbIOpaHHOro y3na byaeT yCTaHOBNEHO
3HaueHve Opyroii.

3HaueHns napameTpoB 6e30MacHOCTY U3 WabnoHa, MPYMEHEHHOMO K POAUTENBCKOMY Y3y B AepeBe
dalinoBbIX PecypCcoB 3alMLLAEMOro YCTPONCTBA, PaCNpPOCTPAHSIOTCS Ha BCE BIIOXKEHHBIE Y3/bl.

Ecnn obnacTb 3aWwmThl unmn obnacTb NPOBEPKM BIIOXXEHHbIX Y3710B B AepeBe balinoBbix pecypCcoB YCTPOCTBa
HacTpavBanach OTAENbHO, MapaMeTpbl 6e30MacHOCTY U3 LWaboHa, MPUMEHEHHOTO K POAUTENBCKOMY Y31y, HE
MPVIMEHSIIOTCA @aBTOMAaTUYECKN K TakM BIIOXXEHHBIM Y3/1aM.

Y106bI MpYMeHUTL NapameTpbl 6e301acHOCTY U3 LIabJIOHa KO BCEM BblOPaHHbIM y3iaM, BbIO/IHATE CEAYIOLUNE
LevicTBus:

1. B nepese KoHconu nporpamMmbl BbibepuTe 3agadqy, K KOTOPOU Bbl XOTUTE MPUMEHUTL LWabIoH NapamMeTpoB
H6e30mnacHoOCTI.

2. B naHenu pesynbTaToB BhIbpaHHO 3agayun nepeinanTe no ccbinke HacTponte o6nacTb 3awmThl unv Hactpontb
obnacTb NpoBepKM.

3. B nepeBe nnu B cniucke ceTeBbix $halinoBbix PECYPCOB 3al/LLAEMOro YCTPONCTBA BbibepUTE POANTENCKNL
y3en, YTobbl MPUMEHNTD LLIABMOH K 3TOMY Y37y 1 KO BCEM E€ro BMIOXXEHHbBIM Y3/1aM.

4. B KOHTEKCTHOM MeHIO BbibepuTe NyHKT MNprmeHnTb WabnoH — <HasBaHme wabnoHa>.
5. HaxxmunTe Ha kHorky CoxpaHuTb.
LLIaBnoH napameTpoB 6esonacHoCT ByaeT NPUMEHEH K POOUTENBCKOMY 1 BCEM BIIOXEHHBLIM Y311aM B AepeBe

dalinoBbIx pecypcoB 3aluaemoro yctpoicTea. Ha 3aknagke YpoBeHb 6e3onacHocTH BblbpaHHOro yana oynet
yCTaHOBNEHO 3Ha4eHne [pyroii.

YoaneHue LLabnoHa napameTpoB ©e3onacHoOCTHU
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YT06b! yRamTe 1ab/ioH NapameTpoB 6e30MacHOCTY, BbIMO/IHATE CAEAYIOLLNE [AeCTBUS:

1. B nepeBe KoHconu nporpammbl BelbepuTe 3agady, Afs HAaCTPOWMKM KOTOPOI Bornblue He TpebyeTcs
MCMoNb30BaTh LWabioH NapamMeTpoB 6e30MacHOCTM.

2. B KOHTEKCTHOM MeHIO BblbpaHHoO 3aayn BeibepuTe NyHKT LLlabnoHel napameTpos.

Bbl MOXeTe NpocMOoTpeTb WabnoHbl MapaMeTPOoB 419 3a4a4 MPOBEPKY Mo TpeboBaHNIo 13 NaHenu
pes3ynsTaToB poamTensckoro yana MNpoBepka no Tpe6oBaHuio.

OTkpoeTcs okHo LLIaGnoHbl.
3. B oTKpbIBLLIEMCS OKHE B crincke wabioHOB BbibepunTe WabnoH, KOTOPbIA Bbl XOTUTE YAANUTb.

4. HaxxmuTe Ha KHOMKy YaannTb.

OTKpOETCH OKHO MOATBEPXKAEHWS OnepaLmn yaaneHuns.
5. B oTKpbIBLLEMCS OKHE HaXXMUTe Ha KHomMKy [a.
BbiBpaHHbIi WwabnoH ByneT ynaneH.
Ecnv wabnoH napameTpos 6€30MacHOCTU MPUMEHSNCS OIS 3aLUUThI U MPOBEPKM Y31I0B B AepeBe $aiioBbix

pecypcosB YCTpOVICTBa, HaCTpPOEHHbIE OJ14 3TUX Y3/10B NapaMeTpbl H6e3onacHOCTH COXpaH4TC4 nocne
yoaneHnsa LabnoHa.

[lpocMoTp cocTosgHMS 3aWwmThl U MHPopMaumn o Kaspersky Embedded
Systems Security

Y106bI MPOCMOTPETH UHPOPMALMIO O COCTOSIHUM 3aLUMThI yCTpovicTBa B Kaspersky Embedded Systems Security,

B Lepese KoHconu nporpammbl BoibepuTe y3en Kaspersky Embedded Systems Security.

Mo ymonyaHuo nHpopmaLms B naHenn pesynbtatoB KoHconm nporpaMmbl OGHOBNSIETCS aBTOMAaTUYECKN:
e kaxnaple 10 cekyHL npu okanbHOM MOAKIOUYEHN;

* kaxgdble 15 cekyHA Npy yoaneHHOM NOAKIIOUYEHNN.

Bbl MOXeTe 06HOBNATL MHOPMALINIO BPYUHY!IO.

Yro6b! BDYUYHYHO 06HOBUTL HHGOPMaLmio B yane Kaspersky Embedded Systems Security,

B KOHTEKCTHOM MeHIo y3na Kaspersky Embedded Systems Security Boibepuite nyHkT O6HOBUTB.

B naHenun pesynbtaToB KoHconu nporpamMmbl oTobpaxaeTcs cnepytolas uHbopmMaLms o nporpamMme:

e cTaTyc ucnonb3osaHus Kaspersky Security Network;
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® COCTOSHME 3alLMThl yCTPONCTBE;

® [faHHble 06 0BHOBNEHUM a3 1 Mofdyei NMPorpPamMmMbl;

® aKTyalbHble OaHHble ONarHOCTUKW;

® [aHHble O 3afa4ax KOHTpPONY 3almaemMoro YCTpOMCTBa;

® [NaHHble O NNLEeH3Un;

e cTatyc uHTerpaumm ¢ Kaspersky Security Center: naHHble cepBepa ¢ ycTaHoBMeHHOM nporpammoii Kaspersky
Security Center, K KOTOPOMY NOAKIOYEHa MPOrpamMma; faHHbIe O KOHTPOIE 3afady NPOrpaMMbl aKTUBHO

MONNTKOMN.

ﬂ,]’l‘;l OTO6pa)KeHVI9| COCTOSHNA 3allTbl NCNONb3YeTC4 LiBeToBaga NMHOVKaLNS:

* 3enenbivi yseT. 3apava BbIMOMHIETCS B COOTBETCTBMN C HACTPOEHHbBIMI NapameTpamin. 3alLmTa
obecrneynBaeTcs.

* JKentbii upet. 3afava He 3anyLLEeHa, NPUOCTaAHOBEHA U OCTaHOBeHa. BO3MOXHO BO3HMKHOBEHME YrpO3bl
BesonacHocTn. PekomeHayeTcs HacTPOWTb 1 3aMyCTUTb 3adauyy.

e KpacHsbiti LBeT. 3afadua 3aBepLueHa C oLMOKOM 1nv npun paboTe 3afaqn bbifa obHapy>KeHa yrposa
6e3onacHocTU. PekoMeHayeTcs 3anycTuTb 3a4ady U MPUHSATb Mepbl MO YCTPaHEHMIO 06HapPYKEHHOI Yrpo3bl

H6e30mnacHoOCTI.

YacTb MHPopmaLmm B 6r1oke (HanprMep, Ha3BaHNS 3aaad U KOIMYECTBO OBHapY>KEHHbIX Yrpo3) SBNStoTCS
CChbIIKamMu, MO KOTOPbIM Bbl MOXETE NEPENTN B y3e/ COOTBETCTBYIOLLEN 38484 U OTKPbITb XXYpHan ee

BbIMNOTHEHUS.

B pasnene Uicnonb3oeaHune Kaspersky Security Network otobpaxaeTcs Tekyumii ctaTyc 3afaqu, Hanprumep,
BbIﬂOﬂHFIeTCFI, OcTaHoBrieHa vinin He BbirnonHs1ach. |/|H,EI,I/IKGTOp MOXEeT NpHMMaTb Criefyouwne 3Ha4YeHUd:

e 3eneHblin — 3agava VicnonbsoBaHne KSN BbinonHseTcs 1 3anpockl o galinosoii penyTaunm oTnpasnsatotcs B KSN.

e XenTbl — NPUHSATO OAHO 13 [onoXeHui, HO 3afava He BbINMOIHAETCS, UM 3a[a4a BbiMOMHAETCS, HO 3amnpoChl He
otnpasnstoTcs B KSN.

3awumTa KomnbloTEpa

B paspene 3awumTta koMmnbloTepa (CM. Tabnuuy Huxke) oTobpaxaeTcs MHPOPMaLs O TEKYLLEM COCTOSHAM 3aLLATHI

yCTpOWCTBaA.

VHdopmaLms 0 COCTOSHMN 3aLLmThl yCTPOWCTBa

Paspen
SawunTa

WNnpukaTtop
cocTosHNS
3aWwmThl
yCTpoWicTBa

NHdpopmauus

|_|,BeT naHenu ¢ HasBaHNeM 61oka 9BngeTCs MNHONKaTOPOM COCTO4AHUSA 3adad, BbIMOSHAEMbIX B
oTOM B0KE. V|H,EI,I/IK8TOp MOXET NMpUHMMaTb cnefytoume 3Ha4eHNs:

e 3eneHblil — 0TOBpaXKaeTCcs Mo YMONYaHMIO 1 O3HAYaET, UTO KOMMOHEHT NocTosHHas
3awmTa Galinos yCTaHOBMNEH U 3afa4a BbiMOSHIETCS.

e XenTbli — KOMMNOHEHT [ocTosHHas 3aLmTa GalinoB He yCTaHOBIEH 1 3ajada [poBepka
Ba>kHbIX 0bnacTell He BbINOSHSANach B TEUYEHVE JOMTOro BPEMEHM.
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e KpacHbili — 3apava lNocTosHHas 3awmTa Galinos He BbINOHAETCS.

MocTosHHag CraTyc 3apaum — Tekyllee COCTOsHME 3adauu, Hanpumep, BeinoHseTcs unn OcTaHoBAEHa.

Saftjra O6Hapy>keHO — KONMYeCcTBO 06EKTOB, OBHapPYKeHHbIX Nporpammoii Kaspersky Embedded

$aiinos Systems Security. Hanpumep, ecnu nporpamma Kaspersky Embedded Systems Security
OBHapy>Xnna oaHy BPeLOHOCHYIO NporpamMMy B nNaTu daiinax, 3HaueHve B 9TOM none
YBENMUNTCS Ha eauHnLy. Ecnm konnyecTBo oBHapy KeHHbIX BPeLOHOCHbIX MporpamMm 6ornblue
0, 3HayYeHVe BblAENsIeTCS KpacHbIM LIBETOM.

MpoBepka JaTta nocnepHel npoBepkn — fata 1 BpeMs nocnenHel NpoBepKu BaxHbIX obnacTel

BaXKHbIX KOMIMbOTEPA Ha Hanmune BUPYCOB U PYrvX Yrpo3 6e30nacHOCTu.

obnacTein o
He BeinonHsgnace — cobiTre, KOTOPOe BO3HKKAET, ecnv 3agaqa [poBepka BaXHbIx obnacTel
BbinonHsanack 30 1 6onee oHe Hasap (Mo yMonyaHuio). Bel MoxeTe n3meHsTb nopor
dopMMpPOBaHNS 3TOFO COBLITUS.

3awuTa ot CraTyc — TekyLwuii ctaTyc dyHKUMM 3aLLMThl OT 3KCMIOWTOB, HanpuMep, Vcrnons3yeTcs nnn

3aKCMNIoTOB He npumerseTcs.

O6bekTOB B
pe3epBHOM
XpaHunuie

Pexxum paboTbl — 0aviH 13 ABYX OOCTYMHBIX PEXMMOB, BbIOpaHHbIM NMpu HACTPOVIKe 3aLLnTbl
namsT NpoLeccoBs: 3aBepLUaTb CKOMMNPOMETUPOBaHHbIE NpoLecchl U Tonbko
cTaTucTuKa.

I'Ipou.eccos 3aueHo — o6m,ee KONM4eCTBO NMpouUeCcCoOB, KOTOPbIE Bbinn D,O6aBJ'IeHbI B
obnacTb 3almnTbI U O6pa6aTblBaIOTC9| B COOTBETCTBME C Bbl6paHHbIM PEXNMOM.

NpeBbilLieH nopor AOCTYMHOro MPOCTPAaHCTBAE B PE3EPBHOM XPaHUILLE — COBbITVE, KOTopoe
BO3HMKAET, eCN 06beM LOCTYMHOIO NPOCTPAHCTBA B PE3€PBHOM XPaHUNLLE [OCTUraeT
ykasaHHoro 3HaueHus. Kaspersky Embedded Systems Security npu aTom npogonxaeT
nomeLLaTh 06beKThI B pe3epBHOE XpaHunvLLe. B aTom cnyyae 3HaueHve B none
Vicnonb3yemoe NpoCcTpaHCTBO BbIAENSAETCS XXENTHIM LIBETOM.

[NpeBbilLieH MakcyMarbHbIN pasMep pe3epBHOro XPaHUIMLLa — COBbITUE, KOTOPOEe BO3HVKAET,
€Cnn pasMep Pe3epBHOro XpaHuInLLa AOCTUraeT ykasaHHoro 3HaueHmns. Kaspersky
Embedded Systems Security npu aTom npogomnxkaeT nomMeLLaTb 06bEKThI B pe3epBHOE
XpaHunnuuie. B aTom Cly4dae 3Ha4eHune B none Vlcnonbsyemoe MPOCTPaHCTBO BblOENAEeTCH
KpacCHbIM LIBETOM.

O61bekToB B pe3epBHOM XpaHUmwLe — Konm4ecTBo 06beKTOB, HaxoOdAWMXCH B pe3epBHOM
XpaHunnmwie.

Wcnonbayemoe npocTpaHCTBO — 06BEM MCMOSb3YEMOro MPOCTPAHCTBA B PE3EPBHOM
XpaHUnLLE.

O6HoBneHne

B pasnene O6HoBneHue (cm. TabnuLy Hke) oTobpaxaeTcs nHbopmaLms 06 akTyanbHOCTY 6a3 1 Mogynen
nporpamMmbl.

MHdopmaums o cocTogHum 6a3 n mogyneii Kaspersky Embedded Systems Security

Paspen NHdopmauus
O6HoBneHne
WNHupnkaTtop LiseT naHenn ¢ HasBaHneMm 6roka SBnsSeTCS UHANKATOPOM COCTOSHUS 6a3 1 Moaynei
cocTosHNg 6a3 n nporpamMmbl. VIHaMKaTop MOXeT NPUHNMAaTL CREeAYyIoLME 3HAYEHNS:
mopynemn
nporpaMmmbl * 3eneHbll — oTobpaXkaeTCs MO YMONYaHUIO 1 O3HaYaeT, UTo Basbl NporpamMmbl

aKTyarnbHbl 1 MocnefHss 3agava obHOBNEHNs 6a3 MporpaMMbl 3aBepLUEHa YCMELLHO.

* )KenTblli — 6a3bl NporpamMmMel yctapenu unm nocnenHss 3agadya ObHosneHve 6a3
nporpamMmbl 3aBepLUEHa C OLLNOKOIA.
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O6HoBneHue 6a3
nporpamMmb v
OGHoBneHne
mogaynemn
nporpamMmbl

KoHTponb

e KpacHblli — BO3HWKIIO CObbITUE basbl MporpamMmMbl CHUIbHO yCTapea ini basel
MPOrPamMMbl rOBPEXLEHSDI.

AkTyanbHocTb 6a3 nporpammsl — oLieHka ctatyca O6HoBNeHNs 6a3 NporpaMmbl.
MNapameTp MOXEeT NPUHUMaTL CeayioLme 3HaUYEHS:

e Basbl nporpamMmbl akTyanbHbl — 6a3bl IPOrpamMmbl Obinv O6HOBMEHBI He bonee Yem 7
[OHel Ha3ag, (Mo yMOonYaHuio).

e Basbl nporpammbl yctapenu — 6a3bl iporpaMmbl Obiin 06HoBeHb! OT 7 8o 14 oHel
Hasapg, (Mo yMonyaHuto).

e Basbl nporpammbl cunbHO ycTapenu — 6asbl NporpamMmbl b 06HOBNEHBI Gonee
yeMm 14 pHeli Hazap (Mo yMon4YaHmio).
Bbl MoxeTe nameHsaTb noporn dopMmnpoBaHns cobbiTuii bassl nporpammsl ycTapeni
n basbl nporpammMbl CUIbHO yCTapesy.
[Hara Bbinycka 6a3 nporpamMmbl — AaTa 1 BPeMs Bbirycka nocnenHero o6HoBMNeHNs
6a3 nporpammbl. [JaTta v Bpems ykasaHel 8 UTC-dopmare.

CraTtyc nocnepgHeii 3anyLeHHoli 3agaym o6HoBneHus 6as nporpammbl — AaTa 1
BPeMs nocnenHero obHoBneHns 6a3 nporpammel. [lata 1 Bpems ykasaHbl Mo
MEeCTHOMY BPEMEHM 3aLLMLLAEMOro YCTPONCTBa. [Tone okpalunBaeTCs B KpacHbIi
LIBET, €CNM BO3HVIKIIO CODBbITUE 3aBepLLeHa C OLLMOKOU.

JocTynHo o6HOBNEHWIA Moaynei NporpamMmMbl — KONIMYECTBO OBHOBNEHWI MoLynel
Kaspersky Embedded Systems Security, BOCTYMNHbIX 715 3arpy3Ku 1 YCTaHOBKM.

YcTaHoBneHo 06HOBEHUIA MoAy el NporpaMmMbl — KOSIMYECTBO YCTaHOBMNEHHbIX
obHoBneHwin moaynei Kaspersky Embedded Systems Security.

B paspene KoHTponb (cm. Tabnnuy Hke) oTobpakaeTcs MHbopMaums o 3agadax KoHTponb 3anycka nporpamMm,
KoHTpornb ycTpolicTB 1 YrnpaBneHe CETEBbIM KPaHOM.

NHdbopmaLys 0 COCTOSHNM KOHTPOSS 3aLLMLLIGEMOrO YCTPOWCTBa

Paspen
KoHTponb

NnpukaTop
COCTOSIHUSA
KOHTpoOns
3almLL,aemoro
yCTpoWicTBa

KoHTponb
3anycka
nporpamm

Nudopmauus

|_|,BeT naHenu ¢ HaseaHeM Br1oka 9BNgeTCcq NHOMKATOPOM COCTOAHUNSA 3aaau, BblMOJTHAEMbIX
B 9TOM Bnoke. |/|H,EI,I/IK8TOp MOXEeT NpMHMaTb Crenyowne aHa4YeHUdA:

e 3eneHblil — 0TOBpPaXaeTCcs Mo YMOIYaHMIO 1 O3HAYaET, YTO KOMMOHEHT KOHTporb
3anycka nporpaMmM yCTaHOB/EH 1 3a[aqa BbiNMOMHAETCS B peXMe akTUBHOM AKTUBHBIIA.

e )XenTbli — 3agava KOHTpOJ‘Ib 3anycka nporpamMm BbINONHASTCHA B peXnme Tonbko
cTaTucTumka.

e KpacHbili — 3apaya KoHTporb 3anycka nporpamMm He BbIMOMHAETCS U 3aBepLUeHa C
OLLBKOW.

CraTyc 3apaum — TekylLee COCTOsHMEe 3a8aun, Hanpumep, BoinoiHgeTes nnm
OcTaHoBeHa.

Pexxum paboTbl — oavH 13 OBYX OOCTYMHbIX PEXUMOB paboThl 3aaaun KoHTporb 3anycka
nporpamMmm: AKTMBHbIA 1 Tonibko cTaTUCTUKA.
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3abnoknpoBaHo 3anyckoB NPorpaMm — KONM4eCTBO MOMbITOK 3arycka Mporpamm,
3abnokuposaHHbIx Kaspersky Embedded Systems Security B xofe BbinonHeHns 3agayn
KoHTponb 3anycka nporpamm. Ecnv konmuecTBo 3ab10KMpOBaHHbIX 3anyckoB MporpaMm
npesbiwaeT O, none okpalunBaeTCs B KpacHbIl LiBET.

CpepnHee Bpems o6paboTku (Mc) — Bpems, koTopoe notpebosanock Kaspersky
Embedded Systems Security ans 06paboTku NoMbITKA 3anycka NporpamMm Ha
3aLLMLLAEMOM YCTPOCTBA.

KoHTponb CraTyc 3apaum — TekyLuee COCTOSHMe 3aaa4n, Hanpumep, BbiroIHIeTCS nn
YCTPOWCTB OcTtaHoBs/ieHa.

Pe>xnm paboTbl — 0avH 13 ABYX AOCTYMHbIX PEXMMOB paboTbl 3anaun KoHTposb
yCTponcTB: AKTUBHBIA 1 Tonbko cTaTUCTUKA.

3abnoknpoBaHo YCTPOWCTB — KOIMYECTBO MOMbITOK MOAKMOYEHNS BHELLHMX YCTPOICTB,
3abnokumpoBaHHbix Kaspersky Embedded Systems Security B xoze BbinonHeHWs 3agaun
KoHTponb ycTpoiicTs. Ecnm konnyecTBo 3a6M0KMPOBaHHBIX BHELLHKX YCTPONCTB
npesbiwaeT O, 3HaueHMe Nons OKPaLUMBAETCS B KPaCHbI LIBET.

YnpaeneHne CraTyc 3apaum — Tekylllee COCTOsHME 3aaun, Hanpumep, BoinoiHseTes nnn
ceTeBbIM OcTaHoBeHa.
3KpaHoMm

3a6n0|(v|posaHo MonMbITOK NOAKIOYEHUS — KONIMYECTBO NOOKIIIOUEHWNN K 3alnaemMmomy
YCTpOVICTBy, KOTOpbIE HE Bbinn paspeleHbl 3agaHHbIMU npaBunnamMmm CeTeBoro aKkpaHa.

OdwnarHocTuka

B paspene OunarHocTurka (CM. Tabnuvuy Hke) oTobpakaeTcs HbopmaLms o 3agadax MoHUTOpUHr dalinoBbix
onepaumii n AHanms >XypHasnos.

MH¢opMau,V|91 O COCTOAHUN ONarHOCTUKM CUCTEMbI

Paspen NHdopmauus
OwnarHocTuka
NnpukaTop LiseT naHenn ¢ Ha3BaHWeMm B6oKka FBN9eTCS MHANKATOPOM COCTOSHIS 3a4ayY, BbINMOMHIEMbIX B
cTaTtyca 3TOM Bnoke. VIHOMKaTop MOXET NPUHUMATL CNEeAYIOLLE 3HAYEHWS:
AVNarHocTukun

e 3eneHblin — OTO6pa)KaeTC9-I Nno YyMOJTHaHUIO N O3HaYaeT, UTO O4UNH NN o6a KOMMOoHeHTa
ONarHOCTUKN CNCTEMbl YCTaHOBJ1EHbI 1 3a4a4du BbINONHAOTCY.

* XenTbiii — 06a KOMMNOHEHTa YCTaHOBJEHbIl, HO OAHa 13 3afga4 oarHOCTUK CUCTEMbIl HE
BbINMOMHAESTCH; BO3HMKAET COBbITUE He BbinoiHIeTcs.

e KpacHblli — ofHa 13 3a[a4 3aBepLUEHa C OLLMOKON.

MoHuTopuHr CraTtyc 3apaun — Tekyllee COCTOosHNE 3agayn, Hanpumep, BoirnonHseTcs unn OcTaHoBeHa.

¢a”"°Bb'3( HecaHkuuoHupoBaHHbIx $paiinoBbix onepaumii — KONMYeCcTBO N3MeHeHN B daiinax n3s

onepaunn 0bnacT MOHUTOPUHIa. DTN N3MEHEHWS MOTYT YKa3sblBaTb Ha HapyLUeHne 6e30MacHOCTY
3aLLMLLLaeMoro yCTponcTBa.

AHanus CraTtyc 3apaun — Tekylee COCTOsHNE 3aga4n, Hanpumep, BoirnoHseTcs unn OcTaHoBeHa.

XXYpHanos

Bo3MoXKHbIX HapyLUEHUIA — KONMYeCcTBO 3adVKCUPOBAHHbBIX HAPYLLEHWIA MO AaHHBIM XYypHana
cobbiTnii Windows. OTo KONMYECTBO ONPenenseTCs Ha OCHOBE 3aaHHbIX MpaBus 3agaqn
VAN MPUMEHEHNS 3BPUCTUNYECKOrO aHanmn3aTopa.

NHdopmaums o nuueHanmn Ha Kaspersky Embedded Systems Security oTobpayaeTcs B CTPOKE B IEBOM HUXXHEM
yrny naHenu pesynbTtatoB y3na Kaspersky Embedded Systems Security.
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Bbl MoxeTe HacTpouTb cBolicTBa Kaspersky Embedded Systems Security, nepeiinsa no ccoinke CBoicTBa
nporpamMmbi.

Bbl MOXeTe NOAKMOUMTLCS K APYFOMY 3alLMLLLaEMOMY YCTPOMCTBY, Nepeinas no ccoiike MNoakniountbea K Apyromy
KOMMblOTERY.
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PaboTa c Beb-nnarmHom

OTOT pasnen conepxunT nHdopmaumto o MNnarvHe ynpaenerns Kaspersky Embedded Systems Security 1 06
yrnpaBfeHnn NporpamMmMoN, yCTaHOBIEHHON Ha 3aLLMLLaEMOM YCTPONCTBE U rpynne 3aLLMLaemMbiX YCTPOWCTB.

Ynpaenenune Kaspersky Embedded Systems Security ns Kaspersky Security
Center Web Console

Bbl MOXeTE LIeHTpann3oBaHHO YNpaBnsTb HECKOMbKMMY 3aLLMLaeMbIMU YCTPONCTBaMIM C YCTaHOBIEHHOM
nporpammoii Kaspersky Embedded Systems Security, 06beavHeHHbIMY B rpymnny agMUHUCTPUPOBaHMS, C MOMOLLBHO
Be6-nnaruHa Kaspersky Embedded Systems Security. Kaspersky Security Center Web Console Takxxe nossonset
OTLEeNbHO HacTparBaTh NapaMeTpbl PaboThl NS KaXLoro 3allyLLLaeMoro yCTPONCTBa, BXOASLLErO B rpynny
aIMVHUCTPUPOBAHMSI.

Tbynna aamyHnc TpypoBaHys GopMupyeTcs BpyUHyto Ha cTopoHe Kaspersky Security Center Web Console 1
BK/IIOYAET HECKOSBbKO YCTPOWCTB C yCTaHOBNEHHOM nporpammoit Kaspersky Embedded Systems Security, ons
KOTOPbIX Bbl XOTWTE HACTPOUTb efMHbIE MapamMeTpbl ynpasneHus 1 3awmThbl. [TogpobHas nHbopmaums 06
NCMONb30BaHUM rpynn agMUHUCTPUPOBaHNS NpviseneHa B Cripaske Kaspersky Security Center.

MapameTpbl NporpamMmMbl 415 OTAENBHOrO 3aLLMLLAEMOro YCTPONCTBA HEAOCTY MHbI Asi HACTPOVIKI, €CNK
paboTa Kaspersky Embedded Systems Security Ha aTom 3aLLmMLLLI@EMOM YCTPONCTBE KOHTPONMPYEeTCH
akTmBHol nonnTukoi Kaspersky Security Center.

Bbl moxeTe yrnpasnaTb Kaspersky Embedded Systems Security ns Kaspersky Security Center Web Console
crnenyoLMn crnocobamu:

e C nomoupto nonutuk Kaspersky Security Center. [onutuku Kaspersky Security Center nossonsitoT yaaneHHo
HacTPOUTb eaVHble MapamMeTpPbl 3aLUTbl 1S FPYMnbl YCTPONCTB. [apameTpbl 3agayun, ykasaHHble B aKTUBHO
NONUTUKE, MEIOT MPVIOPUTET Hag, napamMeTpamMm 3a4aun, HaCTPOEHHbBIMU NIokanbHO B KOHCOMM nporpamMmbl Ui
yLoaneHHo B okHe cBOWCTB ycTpolicTBa B Kaspersky Security Center Web Console.

C NomoLLbIO MONNTUK Bbl MOXETE HAaCTPOUTb ObLLME NapaMeTpbl paboThl MporpamMmbl, NapamMeTpbl 3a4au
MOCTOSHHOW 3aLLNThI, KOHTPOMS aKTUBHOCTY Ha KOMIMbIOTEPAX, @ TakXKe NapamMeTpbl 3arnycka CUCTEMHbIX 3aaa4
Mo pacnmcaHuio.

e C nomolupio rpynnoBbix 3apay Kaspersky Security Center. [pynnoseie 3agayn Kaspersky Security Center
MO3BONSIOT yAaneHHO HacTparBaTb eAVHbIE NapaMeTpbl 3a4a4, MEIOLLX OrpaHNYEeHHbBIA CPOK BbINMOMHEHWS, 415
rpynnbl YCTPOWUCTB.

e C NOMOLLbIO rPynMoBbIX 3afady Bbl MOXETe akTUBMPOBaTb MPOrpaMMy, HACTPOUTb NapamMeTpbl 3a8ay NPOBEPKN
no TpeboBaHWio, NapamMeTpbl 3a4a4 OOHOBMEHS 1 MapaMeTpbl 3aga4n GOpPMUPOBaHNS MPaBU KOHTPONS
3arnycka nporpamMmm.

e C nomoluplo 3agay ang Habopa ycTpoiicTs. 3agayun Ans Habopa yCTpOoCTB MO3BONSIOT yAaneHHO HacTparBaTh
eViHble NapamMeTpbl 38484, UMEIOLLLX OrPaHNYEHHbI CPOK BbIMOMHEHWS, 415 3alLMLLAEMbIX YCTPOWUCTB, He
BXOASLLMX HU B OOHY rpynny agMUHUCTPUPOBaHMS.

e C nomoLupbio OKHa CBOCTB OTAENbHOIO YCTPOIMCTBA. B OKHe CBOMCTB YCTPOMCTBA MOXHO YOaNeHHO
HacTPOWTb NapamMeTpbl 3aJa41 AN OTAEbHOrO 3alLMLLAEMOrO YCTPONCTBA, BKIKOUEHHOMO B Fpynny
aOMUHNCTPUPOBaHKS. Bbl MOXeTe HacTpounTb Kak obLuve napamMeTpbl paboTbl MPorpamMmMbl, Tak 1 NapamMeTpb
paboTbl Bcex 3apady Kaspersky Embedded Systems Security, ecnv BbibpaHHoe 3alumiiaeMoe yCTPOMCTBO He
HaxoOWTCs Nof, ynpasneHnem akTreHo nonuTukin Kaspersky Security Center.
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Kaspersky Security Center Web Console nossongeT HacTpouTb NapaMeTpbl MporpaMmbl, LOMONHNTENbHbIE
BO3MOXHOCTU 1 paboTy XypHaNoB 1 YBEAOMIEHWA. Bbl MOXeTe HaCTpOoWTb 3TV NapaMeTpbl Kak Ang rpynmbl
3aLMLLLaeMbIX YCTPOWCTB, Tak 1 419 OTAENbHOMO 3aLMLLaeMOoro YCTPOUCTBa.

OrpaHnyeHns Beb-nnarvHa

Beb-nnaruH Kaspersky Embedded Systems Security umeeT cnegytolime orpaHnyeHrs o cpaBHeHWo ¢ [narHom
yrnpaeneHus Kaspersky Embedded Systems Security:

YT06bl [06aBMTbL MOMb30BaTENEN 1 rpynbl MONb30BaTeNnel, HeOBXOANMO yKkasaTb CTPOKM AeCKpUnTopa
6e30MacHOCTM C MOMOLLBIO S3blka OncaHnsa geckpuntopoB 6esonacHocTy (SDDL).

e [1ns 3apaum [NocTosiHHas 3aLLmTa GannoB Hemb3s M3MEHUTb CTaHAaPRTHLIN YROBEHb 6E30MacHOCTY.

e [1ns 3apaun KoHTporsb 3anycka nporpamm Henb3s chopMUpoBaTh NpaBuia Ha OCHoBe LndpoBoro ceptudukaTta
nnn cobbituin Kaspersky Security Center.

* [Ins 3apaum KOHTpONb yCTPONCTB HeMb3s chopMMpOBaTh NpasBmia Ha OCHOBE NOAK/IOUYEHHBIX YCTPOWCTB Ui
LaHHbIX CUCTEMBbI.

YnpasneHve napameTpamMmm NporpamMmbl

OTOT pasnen conepxunT nHdopmaLmio 0 HacTpolike 0bLLMX NapameTpoB paboTsl Kaspersky Embedded Systems
Security B Kaspersky Security Center Web Console.

HacTpoiika obwux napameTpos nporpammbl B Kaspersky Security Center
Web Console

Bbl MOXeTe HacTpouTb obLume napameTpbl Kaspersky Embedded Systems Security ns Kaspersky Security Center
LN rpynnbl 3aLLMLaemMbiX YCTPOWCTB Uy A9 OTAENbHOMO 3aLUyMLLLaeMOoro yCTpOonCTaa.

HacTtpolika macwtabupyemocTu 1 nHtepdeiica B Kaspersky Security Center
Web Console

Y106bI HACTPOUTB NaPaMETPbI MACLLTabUPYEeMOCTU U MHTEPGEVIC MPOrpaMMbl, BbIMOHUTE CREAYIOLMNE AEVICTBUS:
1. B rnaBHOM OkHe Be6-koHconm BuibepuTe YeTpoiicTea — MNonuTtukm n npodpunu.

2. BelbepurTe NONMTHKY, KOTOPYHO Bbl XOTUTE HACTPOUTS.

3. B oTkpbiBlemcs okHe <Mms nonuTukn> BoibeprTe 3aknaaky MapameTpbl nporpamMmmei.

4. MNepenpnTe B pasnen MapameTpbl NporpamMmei.

5. HaxxmunTe Ha kHorky MapameTpbl B nogpasnene MacwtabupyemocTb u uHTEpdeiic.
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MNapameTpbl MaclTabupyemocTu

MapameTp

OnpenensTb
napameTpbl
MacLITabnpyeMocTu
aBTOMaTNYECKN

YkasaTb KONM4YecTBO
pabourx NpoLEeccoB

BPY4YHYIO

MakcumanbHoe
KONMMYecTBO
aKTUBHbIX
npoLeccoB

KonwnuecTso
NpoLeccoB Ang
MOCTOSHHON
3alUTh

KonnuecTso
MpPOLEeCCoB Ang
doHOBbIX 3aaau
NpPOBEPKN MO

6. HacTpoliTe napameTpbl, MpUBELEHbI B CrieaytoLLel Tabnmue.

OnucaHune

Kaspersky Embedded Systems Security aBTomaTyecku perynmpyeT KOnmM4ecTBo
MCMOMb3yeMbIX MPOLECCOB.

OT0 3HaueHMe YCTaHOBMIEHO MO YMOMUYaHNIO.

Kaspersky Embedded Systems Security KOHTpoOnMpyeT KOMMYECTBO akTUBHbIX
pabounx NPOLLECCOB B COOTBETCTBUN C YKa3aHHbIMM 3HAYEHUSIMU.

MakcrmanbHoe KonMyYecTBO MNPOLLECCOB, KoTopble ncnonb3yeT Kaspersky
Embedded Systems Security. [None BBoga LOCTYNHO, ecnin BbibpaH BapnaHT
Yka3aTb KOnM4ecTBO pabounx NpoLEeccoB BPYUHYIO.

MakcumanbHOe KONMYeCTBO NPOLLECCOB, KOTOPLIE UCMOSb3YIOT KOMMOHEHTbI
3aja4 NOCTOSHHO 3aLLMThl KOMMbloTepa. [Tone BBoaa LOCTYMNHO, eCnn BoibpaH
BapvaHT YKasaTb KoNn4ecTBO paboumx NpoLeccoB BPYUHYIO.

MakcrmManbHoe KONMYeCcTBO NMPOLIeCCOB, KOTOPbIE NCMOMb3YeT KOMMOHEHT
NPOBEPKM MO TPebOoBaHMIO MPW BbINOMHEHUW 3a4a4 NPOBEPKM Mo TPeboBaHIo B
¢doHoBoM pexume. None BBoaa AOCTYMHO, eCNn BbiOpaH BapunaHT YkasaTb
KOnm4yecTBO pabounx NpoLLeccoB BPYUHYIO.

TpeboBaHuo

[TokasbiBaTb 3HauUOK
obnacTu
yBeOOMITEeHWIN

HacTpoiiTe, ByneT nm 3Hauok obnacT yBegomneHnii otobpaxaTbCcs B MaHenm
3apau

MNMapameTpbl HSM-

BbibepuTe TUN OOCTYyna K nepapxm4eCckomy xpaHumnLy
CncTeMbl P 4 pap yP Y

HacTpoiika napameTpoB 6e3onacHocTu B Kaspersky Security Center Web
Console

Y106bI BDYYHYIO HACTPOUTE NapameTpbl 6e301acHOCTY, BbIMNOMHUTE CAEAYIOLNE AeVICTBUS:
1. B rnaBHOM okHe Be6-koHconv BuibepuTe YeTpoiicTea — [MonuTtuku n npodunu.
2. BbibepurTe NonnTUKY, KOTOPYIO Bbl XOTUTE HACTPOUTD.
3. B oTkpbiBemMcs okHe <Mms nonuTtuku> BoibepuTe 3aknaaky MapameTpbl nporpamMmmbi.
4. MNepenpuTe B pasgen NapameTpbl nporpamMmmbi.
5. Haxxmnte Ha kHonky MapameTpsbl B nogpasnene besonacHocTb.

6. HacTpoliTe napameTpbl, MpviBEAEHbI B CleaytoLLe Tabnmue.

MapameTpel 6esonacHoCTH

MapameTp OnucaHne

BbinonHaTb BOCcCTaHOBNEHME
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3apay Ddnaxok BKoYaeT 1N Bblk/lovaeT BocCTaHoBMeHNe 3anay Kaspersky
Embedded Systems Security nocne c6o4 B paboTe nporpammbl 1m
aBapuINHOro 3aBepLUEeHNs PaboTbl MPOrpaMMbi.

Ecnun dnaxok yctaHosneH, Kaspersky Embedded Systems Security
aBTOMaTN4YeCKM BoccTaHaBnvBaeT 3afaqn Kaspersky Embedded
Systems Security nocne c60s B paboTe nporpammbl UK aBapuinHOro
3aBepLIeHNs paboTbl MPOrpamMmbI.

Ecnun dnaxok cHat, Kaspersky Embedded Systems Security He
BoccTaHaBnmBaeT 3anaun Kaspersky Embedded Systems Security
nocrne c6os B paboTe NporpamMmbl U aBapUINHOro 3aBepLLEHNS PaboThl
NpOorpamMmbi.

Mo ymonuaHuto $hnaxxok yCTaHOBMEH.

BbinonHaTb BoccTaHOBNEHVE KonnyecTBo NonbIToK BOCCTaHOBNEHNSA 3afay npoBepkKn no Tpe6OBaHVHO
3a[a4 NpPoBEPKM Mo nocne cbos B paboTte Kaspersky Embedded Systems Security. [one
TpeboBaHuio He Bonee (pas), BBOZA LOCTYMHO, €CN YCTaHOBNEH $naXok BeinonHsaTe

3HaueHvie B ananasoHe oT 140 BOCCTaHOB/IEHUNE 3apav.

10

He 3anyckKaTb 3aga4n

dnaxok BKoYaeT UK BbIKoYaeT 3arnyck 3agay NpoBepky no
NPOBEPKM MO pacnmucaHnio

pacnucaHunio Npu Nepexone 3alumLLLaeMoro yCTPOCTBa Ha MCTOUHMK
BecnepeboNHOro NTaHNs 40 BOCCTaHOBNEHNS CTaHAAPTHOrO pexuma
MNTaHNSA.

Ecnun dnaxok ycTaHosneH, Kaspersky Embedded Systems Security He
3anyckaeT 3afauum NPOBEPKM NO PacncaHnio NMpu Nepexone
3alUMLEaeMOoro YCTPONCTBa Ha UICTOUHUK BecrnepeboiHOro NUTaHns o
BOCCTAHOB/IEHVSI CTaHAAPTHOMO pexnmMa nuTaHus.

Ecnun dnaxok cHat, Kaspersky Embedded Systems Security 3anyckaeT
3a4a4n NPOBEPKU MO PACINCaHMIO BHE 3aBMCMMOCTU OT pexumMa
nnTaHus.

Mo ymonuaHuio ¢naxok yCTaHOBIEH.

OcTaHoBWTb BbINOMHEHME

®naXkoK BKtoYaeT UK BbIKOYaeT BbINONHEHNE 3anyLleHHbIX 3agavd
3afauyn npoBepPKn

NPOBEPKU NPY Nepexoae 3aLLmLLAaeMOro YCTPONCTBA Ha UCTOYHUK
BecrnepeboiHOro NUTaHs.

Ecnun dnaxok yctaHosneH, Kaspersky Embedded Systems Security
OCTaHaBNBaeT BblNONHEeHe 3anyLeHHbIX 3aaay NnpoBepKn npn
nepexofe 3aLLMLLaeMoro yCTPONCTBa Ha UCTOYHUK BecrnepeboitHoro
nnTaHus.

Ecnun dnaxok cHat, Kaspersky Embedded Systems Security
MPOAOKAET BbINMOMHEHWE 3anyLLEeHHbIX 3a8a4 NMPOoBEPKU Npuv Nepexone
3aLUVILLLAaEMOrO YCTPOWCTBA Ha UCTOYHKK BecrepeboliHOro NMTaHus.

Mo ymonyaHmio GpraXkok yCTaHOBEH.

Vlcnonb3oBsaTb 3aWwmTy

YcTaHOBUTb Naponb AN 3almThl AocTyna K dyHkumsm Kaspersky
napornem

Embedded Systems Security.

HacTtpolika napameTpos coeanHeHns B Kaspersky Security Center Web
Console

HacTpoeHHble napameTpbl coeanHeHns ncnonbaytoTes ans nopknoveHns Kaspersky Embedded Systems Security
K cepBepamM 0B6HOBMNEHNI 11 aKTVBALMW, 8 TakXKe NMpw MHTerpaumum nporpavm co cnyxo6amm KSN.
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YT06bI HACTPOUTB NEPAMETPLI COEANHEHUS, BbIMNOTHATE CEAYIOLUNE [AEVICTBUS:

1. B rnaBHOM okHe Be6-koHconu BuibepuTe YeTpoiicTBa — MonuTtukm n npodunu.

2. BelbepunTe NONMTHKY, KOTOPYHO Bbl XOTUTE HAaCTPOUTS.

3. B oTkpbiBemcs okHe <Mima nonntnkn> seibepute 3aknaaky MapameTpbl nporpamMmmb.

4. MepenpnTe B pasnen MapameTpbl NporpamMmei.

5. HaxxmunTe Ha kHorky MapameTpbl B nogpasnene MacwtabupyemocTb u uHTepdeiic.

6. HacTtpoliTe napameTpbl, NpUBELEHbI B CrieaytoLLen Tabnmue.

MapameTpbl coeanHeHns

MapameTp

He ncnonbsosatb
npokcu-cepsep

Vlicnonb3oBaTtb
napameTpbl
yKa3aHHOro npoKcu-
cepsepa

He ncnonbsoBaTb
npokcu-cepsep o4
nokanbHbIX aapecoB

MNapameTpbl
ayTeHTudVKaLmMm Ha
npokcu-cepBepe

He ncnonbsoeaTb
ayTeHTudurKaumo

WNcnonb3zoBatb NTLM-
ayTeHTUdrKaumio

NcnonbzoBatb NTLM-
ayTeHTUdMKaumio ¢
MMeHeM
nonb3oBaTensa n
naponem

Ncnonb3oBaTtb M4
nosb3oBaTens n

OnucaHune

Ecnn BbiBpaH aToT BapuaHT, Kaspersky Embedded Systems Security He
MCMONb3YyeT NPOKCU-CEPBEP AN coenHeHus ¢ cny>xtamu KSN, a BbinonHseT
COelVIHEHME HamnpPsMYIO.

Ecnu BbIGpaH aToT BapuaHT, ong coeaunHerns ¢ KSN Kaspersky Embedded
Systems Security ncnonb3yet napameTpbl MPOKCU-CepBepa, ykasaHHbIe

BPYU4HYIO.

dnaxok BKoYaeT UM BeIKIOYaeT UCMOMb30BaHMe NPOKCU-cepBepa npu
obpalLLeHn K YCTPONCTBaM B CETU, K KOTOPOI MPUHALNEXUT 3alLmLaemMoe
YCTPOWCTBO C yCcTaHoBreHHoM nporpammoii Kaspersky Embedded Systems
Security.

Ecnun ¢naxok ycTaHoBneH, obpalleHne K yCTPONCTBaM B CETU, K KOTOPOA
NPVHaANEXUT 3alLMLLaeMoe YCTPONCTBO C YCTaHOBIEHHOW MPOrpaMmMor
Kaspersky Embedded Systems Security, npovcxognt Hanpsmyto. MNpoken-
cepBep He NCMonb3yeTcs.

Ecnun dnaxok cHAT, AN NoaKMIoYeHNs K NoKanbHbIM YCTPocTBaM
MCMNoNb3yeTCs MPOKCU-CepBeEp.

Mo ymonuaHuio Gnaxok yCTaHOBEH.

YkaxuTe napameTpbl ay TeHTUGMKaumm

MpoBepka NOANMHHOCTY HE BbINOMHAETCS. DTOT PEXUM BbIBPaH MO YMOMYaHUIO.

MNpoBepka NOOIMHHOCTY BbINOMHATHCS C MOMOLLLBIO MPOTOKOa CETEBOA
ayTeHTudrkaumm NTLM, paspaboTaHHoro komnaHueli Microsoft.

NpoBepka NOANMHHOCTY BbINOIHAETCS MO MPOTOKOSY CETEBOW
ayTeHTudbvKaumm NTLM, paspabotaHHomy komnaHuvein Microsoft, ¢
NCMONb30BaHNEM NMEHW NOMb30oBaTENS 1 MapOns.

MpoBepka NOANMHHOCTY BLINOHAETCS C MOMOLLLIO VIMEHW NOb30BaTeNs U
naponsi.
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naporsb

HacTpoiika 3anycka no pacnmcaHuio noKanbHbIX CUCTEMHbIX 3a4au

C nomMoLLbO NOMNTUK MOXHO pa3speLlaTh Uy 3anpeLLaTh 3amnyck IokanbHbIX CUCTEMHbIX 3a4a4 MPOBEPKIY MO
TpeboBaHMo 1 OBHOBNEHWNS MO PacMNCaHIO, HACTPOEHHOMY STOKasIbHO Ha KaXkOM 3aLlMLLLaeMOM YCTPOCTBE
rpynnbl aOMVHUCTPUPOBaHWS:

e Ecnu 3anyck no pacnucaHunto Ang nokanbHbIX CUCTEMHbIX 3a4a4 YKasaHHbIX TUMOB 3anpeLLeH B NonMTuke, Takme
3afa4n He ByOyT BbIMONHATHCS Ha 3aLLMLLAEMOM YCTPOMCTBE Mo pacnucaHunio. Bel MoxeTe 3anycTuTb
noKasbHble CUCTEMHbIE 38484l BPYUHY!O.

e Ecnun 3anyck no pacnucaHunio Ang nokanbHblX CUCTEMHbBIX 38484 YKa3aHHOro TUMNa paspeLleH B MOUTIIKE, Takme
3afa4n 6yLyT BbINMOMHATLCS B COOTBETCTBIN C MapaMeTpamMy PacrnimcaHis, HaCTPOEHHBIMU TOKanbHO AJid 9Tol
3a[aun.

Mo ymMonyaHmto 3amnyck nokanbHbIX CUCTEMHbIX 3aa4 3anpeLLaeTCs NOANTUKON.

PeKomeH,u,yech He paspeLllaTb 3anyCckK JiokalibHbIX CUCTEMHbIX 3a4a4, eCnv oBHOBMEHUS UK npoBepKn no
TpeboBaHNO PErynmpytoTcs C MOMOLLLLIO FpyrnoBbix 3adady Kaspersky Security Center.

Ecnu Bbl He ncnonb3yeTe rpynnoBble 3aaayn O6HOBIIEHNS N MPOBEPKI MO TPEOOoBaHWIO, paspeLuLnTe 3amnyck
nokarnbHbIX CUCTEMHbIX 3afad B nonntirke: Kaspersky Embedded Systems Security 6yaeT BbINonHATL O6GHOBRNEHNS
6a3 1 Momynel NporpamMmbl, a Takxke 3aryckaTb BCe flokarnbHble CUCTEMHbIE 3a4aun MPOBEPKM MO TPeboBaHMo B
COOTBETCTBUN C ONPeAENEeHHbIM MO YMOMYaHWIO pacncaHneM.

C MOMOLLbIO MONINTKK Bbl MOXETE pa3peLlaTb N 3anpeLlaTb 3anyCkK no pacnmcaHnio ong cnenyrowimnx nokasnbHbIX
CNCTEMHbIX 3agay:

e 3apgaun npoBepkn No TpebosaHWto: [poBepka BaxHbIx obrnacTei, [NpoBepka 06bEKTOB Ha kapaHTuHe, [poBepka
npv CTapTe onepaurioHHON cucTeMmbl, [NpoBepka LLenoCTHOCTY NporpaMMbl, MOHUTOPWHT LLenocTHoCTH daiinos

Ha OCHOBe aTaJlioHa.

* 3apaun obHoeneHns: OBHoBNeHVe 6a3 nporpamvmbl, OBHOBMEHVE Moay e nporpammbl, KonnposaHive
OBHOBMNEHWI.

Ecnu Bbl vickiounTe 3alpLLaeMoe yCTPOMCTBO U3 FPy bl aOMUHUCTPUPOBaHIS, pacicaHne CUCTEMHbIX
3apay OyOeT aBTOMaTUYECKN BKIIOYEHO.

YT0bbI paspellnTs uamv 3arnpeTuTb B MOINTYIKE 3arlyCK 0 PacrmcaHuo cucTeMHbIx 3aaa4 Kaspersky Embedded
Systems Security, BbinoiHUTe creayroLme Aeic TBUS

1. B rnaBHOM OkHe Be6-koHconm BuibepuTe YeTpoiicTea — MNonuTtukm n npodunu.

2. BbibepurTe NoNnNTUKY, KOTOPYIO Bbl XOTUTE HACTPOUTD.

3. B oTkpbiBwemcs okHe <Mima nonntnkn> seibepuTe 3aknaaky MNMapameTpbl nporpamMmmb.
4. MepenpnTe B pasnen MapameTpbl NporpamMmmbi.

5. HaxkmuTe Ha kHorky MapameTpbl B nogpasfene 3anyck CUCTEMHbIX 3apay.
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6. HacTpoliTe napameTpbl, MpUBELEHbI B CrieaytoLLen Tabnmue.

I'Iapal\/leprl 3anycka CMCTEeMHbIX 3afa4y no pacnmcaHno

MapameTp Onncanwue
PaspelunTb 3anyck 3agay YcTaHOBUTE U CHAMUTE PraXok, YTOObl paspeLUnTb UK 3anpeTuTb
NpoBePKY MO TPebOBaHMIO 3anyck Mo pacn1caHuio Ans 3agad NpoBepKn Mo TpeboBaHMio
PaspelunTb 3anyck 3apav YcTaHOBUTE U CHUMKTE BriaXok, YTOBbI paspeLLnTb UK 3anpeTuTb
OBHOBEHMS 11 KOMMPOBaHKIS 3anycK Mo pacnucaHnio Ans 3agay 06HOBNEHNS 1 KOMMPOBaHNS
oBHOBMEHW OBHOBMEHUIN

HacTpolika napameTpoB kapaHTVHa 1 Pe3epPBHOro XPaHWUINLLE C MOMOLLLbIO
Beb-nnarvHa

Y7066l HaCTPOUTL NapaMeTpbl pe3epBHOro xpaHunuia B Kaspersky Security Center, BoinonHuTe cnegytouime
OencTBuS:

1. B rnaBHOM OkHe Be6-koHconm BuibepuTe YeTpoiicTea — MNonuTtukm n npodpunu.

2. BelbepurTe NONMTHKY, KOTOPYHO Bbl XOTUTE HACTPOUTS.

3. B oTkpbiBlemcs okHe <Mms nonuTukn> BoibeprTe 3aknaaky MapameTpbl nporpamMmmei.
4. MNepenpnTe B pasnen MapameTpbl NporpamMmmei.

5. HaxkmuTe Ha kHorky MapameTpbl B nogpasgene 3anyck CUCTEMHbIX 3apay.

6. HacTpoliTe napameTpbl, NpviBeAeHbl B CreaytoLLeit Tabnmue.

MNMapameTpbl 3anycka CMCTEMHbIX 3a4a4y Mo pacnmcaHnio

MapameTp OnuncaHne
Manka pe3epBHOro xpaHunuwia YKaxxuTe nanky pe3epBHOro xpaHuimLLa

MakcurmanbHbI pa3smvep pe3epBHOro

YKaxuTe MakcuMarbHbili pasMep pesepBHOro XpaHuimLLa
xpaHunuwa (MB) p P pesep P

Mopor AoCTYNHOro NPOCTPaHCTBa YkaxuTe MUHUManbHOe 3HaueHe cBoB0oHOrO MecTa B nanke
(MB) PE3epPBHOro XpaHLLA

Manka, B KOTOPYIO BOCCTaHaBAMBaKOTCA YkaxuTe nanky 4is BOCCTaHOBNEHHbIX O6beKTOB
06beKThI

Manka kapaHTUHa YkaxxuTe nanky pesepBHOro XpaHunmLLa

MakcumanbHbIA Mep K HTUH .
akcuma pasmep kapa a YKaxunte MakCcumMmarnbHbIl pasmep pe3epBHOro XpaHunmLa

(MB)
Mopor gocTynHOro npocTpaHcTea Ykaxute MyHMasbHoe 3HaveHe cBo60AHOMo MecTa B narnke
(MB) PE3ePBHOrO XPaHVILLA

Manka, B kKOTOpPYlO BOCCTaHaBNMBalOTCH YkaxuTe nanky Lns BOCCTaHOBMEHHbIX 06bekTOB
ob6beKkThI
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Co3spaHne n HacTpowka NOANTUK

B aTom pasnene comepxumtcs nHpopmaums o npumeHeHun nonntuk Kaspersky Security Center ons ynpaeneHus
Kaspersky Embedded Systems Security Ha HECKONbKIX 3aLLMLLLE@EMbIX YCTPONCTBAX.

MoxHo cospaBaTtb eavHble nonuntukm Kaspersky Security Center onst ynpasneHus 3aLLmTon HECKOMbKUX YCTPOCTB,
Ha KOTOpbIX ycTaHoBeHa nporpamma Kaspersky Embedded Systems Security.

MonnTuka NPUMEHSIET Yka3aHHbIe B Hell 3HaueHns napameTpoB, yHKUMA 1 3apady Kaspersky Embedded Systems
Security Ha Bcex 3aLLMLaeMbiX yCTPOWCTBaxX OAHOM rpynnbl aAMUHNCTPUPOBAHNS.

Bbl MOXeTe cosaaTb HECKObKO MOANTUK As OOHOM rpynnbl aoMUHNCTPUPOBaHNA U MPUMEHATb X NonepeMeHHO.
[MonuTtuka, ,D,eVICTBy}OU_Laﬂ BrpynneB TeKYU.I,VII\/’I MOMeHT, B KoHconu aAMVHNCTPUNPOBaHNA UMeeT aKTUBHBIV cTaTtyc.

VHpopmaLms o NprMeHeHn MoaNTUKK PErncTprpyeTCs B XXypHane cuctemHoro ayauta Kaspersky Embedded
Systems Security. Bbl MOXeTe npocMoTpeTsb aTy MHdopMaLumio B KoHconm nporpavmel B yane XypHan cMcTeMHOro
ayauTa.

B Kaspersky Security Center cyliecTByeT eOMHCTBEHHbI CNOCO6 NMPUMEHEHWS MONTUK Ha 3aLLLLAEMbIX
yCTpolicTBax: 3anpeTuts uameHeHue napameTpos. [ocne npumeHeHns nonutukmn Kaspersky Embedded Systems
Security ncnonb3yeT Ha 3alyLLaeMbiX YCTPOCTBAxX 3HaUYEHVS NapaMeTpoB, 419 KOTOPbIX B CBOMCTBaX NOMUTUKY Bbl
YCTaHOBWU/M 3HAYOK 2, BMECTO 3HaUYEHUIA MapamMeTPOB, AENCTBYIOWYMX A0 NPUMeHeHns nonuTukin. Kaspersky
Embedded Systems Security He NpUMeHsSeT 3HaYeHNs NapaMeTPOB akTUBHOM NOANTUKIN, BJ151 KOTOPbIX B CBOCTBAX
MOMUTUKN YCTAHOBIIEH 3HAYOK (.

Ecnun nonnTrka akT1BHA, TO 3HAYEHVS NApPaMeTPOB, OTMEYEHHbIE B MOINTMKE 3HAUKOM 5, OTOBpaxatoTcs B KoHconum
nporpammbl, HO HEAOCTYMHbI ANS PefaKTUPOBaHNS. 3HaUYEeHWs OCTaslbHbIX MapamMeTPOB (OTMEUEHHbIX B MONNTUKE
3HAYKOM £ ) AOCTYMHbI ANs pefakTupoBaHus B KoHconv nporpammbi.

MapameTpbl, HACTPOEHHbIE B aKTVUBHOI MOIUTYIKE 1 OTMEYEHHbIE 3HAUKOM g, TakKe BNIOKMPYIOT N3MEHEHVEe
napameTpoB B okHe CBolicTea: <mg 3awmwaemoro yctpoiictea> Kaspersky Security Center nns otoensHoro
3aLLMLLLaeMoro yCTponcTBa.

I'IapameprL HaCTpOEHHble N NepefaHHble Ha 3allllaemMoe YCTpOIZCTBO C NMOMOLLbIO aKTVUBHOW MOMNTUVKN,
COXpPaH4ATC4 B NapamMeTpax JIoKaslbHbIX 3afa4 rnocne npekpalleHnsd 0eiCTBUA aKTUBHOW MOUTUKMN.

Ecnn nonntuka onpenendeT napamMeTpbl Kakoli-nmbo 13 3a4a4 NOCTOSHHOW 3aLLUTI KOMMbOTEPa N 3Ta 3agava
BbINOJTHAETCH, NapaMeTpbl, onpenerieHHble NONUTUKOW, NUBMEHSIIOTCS Cpasy nocne npuMeHeHna NoNnNTUNKN. Ecnm
3afada He BbINOoNHASTCH, NapamMeTpbl 6Y,D.YT nprMeHeHbl Npun ee 3arnycke.

CospaHne NoanTmKm
Y106bI CO30aTL MO/IMTYIKY, BHIMO/IHATE CAEAyoLLMe ASICTBUS:
1. B rnaBHOM okHe Be6-koHconm BuibepuTe YeTpoiicTea — [MonuTtuku n npodunu.

2. Haxxmute Ha kHonky [Jo6aBuTb.

3. OTkpoeTcs okHO HoBas nonuTtuka.
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4. B pasgene Beibop nporpammel BuibepuTe Kaspersky Embedded Systems Security 1 HaxkmmnTe Ha KHOMKY
Hanee.

5. Ha saknapke O6wue Bbl MOXETE BbINOMHWTL CredytoLme AelicTBUS:

* /I3MeHNTb NMS MONNTUKN.
/IMS MONMTVKL He JOMKHO CoaepXaTb Criedytolme cumeonbl: " * < @ > 2\ |

* BbibpaTb cTaTyC NONNTYKM:

e AkTuBHbIN. [locne CJ'Ie,EI,YIOLLI,eﬁ CNHXPOHU3aUn NONNTNKa 6y,u,eT MNCrnoJsib30BaTbCy Ha KOMMbIOTEPE B
KauecTBe aKTVBHOW NONUTUKN.

* HeakTuHbI. Pe3epsHas nonnTuka. [pn HEOBXOANMOCTN MOXHO NepeBECTN HEaKTUBHYIO MONUTUKY B
aKTUBHbIA cTaTyC.

e [1ns aBTOHOMHbIX Nonb3oBaTeneid. OTa NonMTnKa akTUBNPYETCS, KOraa KOMMbloTep MOKUAaeT nepumeTp
ceTu opraH13aLmn.

* HacTpouTb HacnenoBaHve napamMmeTpoB:

* HacnepoBaTb napameTpbl poanTenbCckoi nonuTukn. Ecnm BktoueH aToT nepektovaTtesb, 3HaueHs
napameTpOB NONTUKN HACNELAYIOTCS U3 MONUTUKN BEPXHErO YPOBHS. [TapamMeTpbl MONUTUKA HELOCTY MHbI
LS UBMEHEHWS, eCN A9 POANTENBbCKON MOANTNKM YCTaHOBIIEH 2.

¢ [lpyvHyauTenbHoe HacnegoBaHUE NapaMeTPOB B OUEPHUX NonuTuKax. Ecnn nepekniovatens BKIIOUEH,
3HaYeHNs NapamMeTPOB NONMUTUKN PacNpPOCTPaHAIOTCS Ha JoYepHME NoOAUTYKW. B napameTpax noyepHern
MOMUTVKM aBTOMaTUYECKN ycTaHaBnBaeTcs dnaxok HacnepoBaTb napamMeTpbl poanTenbcKol
nonnTuku. [NapameTpbl 4OUYEPHEN NONUTVIKN HACNEOYyTCS U3 POAUTENBCKOWN MOMNTUKM, 38 UCKITIOUYEHNEM
napameTpoB, OTMEUEHHbIX - . [lapameTpbl LOUYePHEN NONUTUKN HEAOCTYMHbI LS USMEHEHUS, €CNN A1

pO,EI,VITGJ'IbCKOVI NONNTUKN YCTaHOBNEH ¢,

6. Ha 3aknapke MapameTpbl nporpammbl HACTPONTE NapameTpbl NMOAMTUKN B COOTBETCTBUN C BaLLMMU
TpeboBaHuaMu.

7. Haxxmute Ha kHonky CoxpaHuTb.

CospaHHas nonnTuka oTobpasnTcs B Cicke NoNMTYK Ha 3aknaake Monntuku n npoounm BbIGpaHHO rpynmbl
agMUHVCTpUpoBaHuS. B okHe <MiMma nonuTnkn> Bel MOXeTe HacTPOWTL Apyrie napamMmeTpbl, 3a8a4m U QyHKLMK
Kaspersky Embedded Systems Security.

Pasnenbl napameTpos nonutukn Kaspersky Embedded Systems Security

Obuwue

B paspene O6wme Bbl MOXeTE HACTPOUTL CrieaytoLLme napaMmeTpbl NOMUTUKML

® yKazsaTb COCTOSHME NONMNTUKN,

® HacTpPOUTb HacnegoBaHe NnapamMeTpPoB A4 POANTENbCKNX N OOYEPHUX NOANTUK.

158



HacTpolika cobbiTunii

B paspene HacTpolika cobbiTuii Bbl MOXETE HAaCTPOWTL NapaMeTpbl 415 CNEayOLLIX KaTeropuii CobbITUIA:

* Kputuyeckoe cobbiTyie

o  OTKa3 QyHKUMOHVPOBAHMS

* [lpenyripexaeHve

* [IH®pOopMAELMOHHOE COObLLEHNE
Mo kHorke CBOICTBa Bbl MOXETE HACTPOWTL CleaytoLLve NapaMeTpbl A1 BbIGpaHHbIX COBLITIIA:

® YyKazaTb MeCTO 1 CPOK XpaHeHUd |/|chop|\/|au,|/||/| O 3aperncTprpoBaHHbIX CcoBbITUAX;

* BbIbpaTb Cnocob yBeOOMIIEHNS O 3aPErncTPUPOBaHHBIX COBbLITUSX.

MapameTpbl nporpammbl

[MapameTpbl B pasgene MNapameTpbl Nporpammb

Paspen

MacwTabupyemocTb

v nHtepodelic

BesonacHocTb

MapameTpbl
coeanHeHunsa

3aI'IYCK CNCTEeMHbIX
3agav

MapameTpbl

B noppasnene MacwTtabupyemocTb u nHTepdeiic no kHorke MapameTpbl Bbl
MOXeTe HaCTPOUTb CreayioLLe NapamMeTpbl:

* BbIGpaTb aBTOMATUYECKYIO I PYUHYIO HACTPOIKY NapamMeTpoB
MacLUTabupoBaHs;

® HaCTpOWUTb NapamMeTpbl OTO6pa)KeHVI9| 3HauKa nporpamMmbl.

B nonpasnene BeaonacHocTb Mo kHorke MapameTpbl Bbl MOXeTe HaCTPOUTb
cnepyoLve napameTpbi:

® HacTpPOWTb NapamMeTpbl 3aMycka 3agauv;

® yKkasaTb LeliCTBUS NporpamMmMbl NPy Nepexoae 3alliaeMoro ycTpolicTea Ha
NCTOYHVK BecrnepeboiHOro NUTaHns;

® BK/IIOUNTb UM BEIKIIOUMTb 3aLUmTy GyHKUMIA MPOrpamMMbl Maponem.

B nonopaspene MapameTpbl coepuHeHns No kHonke MNapameTpbl Bbl MOXeETE
HacTpPOWTb CreayloLLe NapameTpbl MPOKCK-cepBepa AS1s COeOVHEHNS C
cepBepamMi O6HOBNEHWI, cepBepamMu akTBaumm 1 KSN:

® YyKazaTb napamMeTpbl MCMOJSIb30BaHNA NPOKCU-CepBepa;

® yKkasaTb MapameTpbl ay TEHTUDVKALIN Ha MPOKCU-CEPBEpE.

B nopgpasgerne 3aI'IYCK CNCTEeMHbIX 3apgau no KHomnke I'Iapameprl MOXHO
paspewnTb nnn 3anpeTnTb 3anyck cregyrowmnx CMCTEMHbIX 3adady Nno pacrnmncaHuo,
HaCTpPOEeHHOMY Ha 3allnLaemMblX YCTpOMCTBaXZ

* 3a[au4v NPOBEPKM MO TPeBOBaHWIO;

® 33434/ OBHOBNEHVS 1 KonmpoBaHn4 OBHOBNEHWIA.
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,D,OI'IO.HHI/ITe.ﬂbH bleé BOBMOXXHOCTHN

I_Iapar\Aeprl B paspene LlOI'IOJ'IHVITeﬂbeIe BO3MOXHOCTWU

Paspen

ﬂOBGpEHHaﬂ 30Ha

MpoBepka cbeMHbIx

AUNCKOB

MNpaBa nonb3oBaTtenen

Ha ynpasneHune
nporpamMmoii

MNpaBa nonb3oBaTtenen

Ha ynpasneHune

cnyx6oli Kaspersky

Security

XpaHunvuwa

MapameTpbl

B nopgpasnene ,D,oaepeHHasl 30Ha No KHOorke I'Iapameprl Bbl MOXETe HaCTpOUTb

crnenyouwme napamMmeTpbl NPUMEHEHUA ,D,OBepeHHOM 30Hbl:

* chopMUpPOBaTbL CINCOK UCKITIOYEHIA LOBEPEHHO 30HbI;

® BK/IIOYNTb U BbIKITIOYNTb NPOBEPKY OI'IGpGLI,I/IVI pe3epBHOro KonmpoBaHNg

dainos;

e chopmMMpoBaTb CMNCOK OBEPEHHDBIX MPOLIECCOB.

B noppasnene I'IpOBepKa CbeMHDbIX OUCKOB MO KHOrMKe I'Iapameprl Bbl MOXeETE

HaCTPOWUTb NapamMeTpbl NPOBEPKN CbEMHbIX OANCKOB.

HacTpOWTb NapamMeTpbl LOCTYNa Nosb3oBaTeneli 1 rpynn nons3osaTteneli Ha
yrnpasneHue Kaspersky Embedded Systems Security.

B noapasnene MNpaea nonb3oBaTteneii Ha ynpaeneHne cny>x6oii Kaspersky

Security Bbl MOXeTe HaCTPOUTb NapamMeTpbl OCTYNa Nosb3oBaTenelt 1 rpynmn

nonb3oBaTenel k ynpasneHuto cnyxotoi Kaspersky Security.

B nogpaspene XpaHunuia no kHorke MNapameTpbl Bbl MOXETE HaCTPOUTb
crnepyioLLe napameTpbl KapaHTNHa, Pe3ePBHOro XpaHUIMLLA 1 XPaHUINLLA
3a010KNPOBaHHbIX Y3/10B:

® yKasaTb MyTb K rnanke, B KOTOPYIO Bbl XOTUTE NOMeLLaTb 0b6beKThl Ha KapaHTnHe

NN B pe3epPBHOM XpPaHUNNLLLE,

® HacTpouTb MaKCVMasbHbIl pas3mep pe3epBHOro xpaHunwa n KapaHTrHa, a

TakK>XXe yKasaTb Nopor AOCTYNHOrro NnpoCTpaHCTBa;

® yKasaTb MyTb K rnanke, B KOTOPYO Bbl XOTUTE NOMeLLaTb 06beKThl,
BOCCTaHOBJIEHHbIE N3 PE3ePBHOI0 XpaHwinia nin KapaHTrHa;

* HacTpouTb Nepepavy nHdopMaLmm 06 06beKTax PE3EPBHOro XPaHUINLLA 1

kapaHTuHa Ha CepBep agMUHUCTPUPOBAHNS.

® HacTpOUTb NPOLOIIKUNTENIbHOCTb 6J'IOKI/|pOBKI/I Y310B.

NocTogHHag 3awmTa KOMMblOoTEpa

MapameTpsl B paspgene [NocTosHHas 3alwmTa cepeepa

Pazpen

[MocTosHHag
3awmTa Paiinos

MapameTpbl

B nonpasnene MocTosHHaa 3awmTa daiinos no kHonke MapameTpbl Bbl MOXeTe
HacTpPOWTb CneaytoLLe napaMeTpbl 3a4a4n:

® yKasaTb PEXMM 3anThl OOBHEKTOB;

® HaCTPOUTb NPMEHeHNe aBPNCTNYECKOro aHanmnsaTopa;
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® HaCTPOWTb MPUMEHEHNE [OBEPEHHOI 30HbI;
® yKkasaTb 065acTb 3aLUNThI;

® 3a4aTb YPOBEHb Be3oMnacHOCTY A1 BblopaHHO 06r1acTy 3aLLnTbl: Bbl MOXETE
BblOpaTh CTaHOAPTHbBIN YpOoBEHb 6e30MacHOCTI UM HACTPOWTL NapamMeTpsbl
6e30MacHOCTU BPYUHYIO;

® HacTpPOWTb NapamMeTpbl 3arycka 3agaul.

Vcnonb3oBaHue B nogpaspene Vicnonb3oBaHue KSN no kHorke MapameTpbl Bbl MOXeTe HaCTPOUTb
KSN cnepyoLLe napaMmeTpbl 3agaumt:

* ykasaTb OelicTBUS Haf obbekTamu, HegoBepeHHbIMM B KSN;

* HacTpouTb Nepepdayy AaHHbIX 1 ncnonb3oBaHne Kaspersky Security Center B
kayecTBe npokcu-cepsepa KSN.

3awuTa ot B noppaspene 3awmTa oT aKCcnIonTOB Mo KHornke MNapameTpbl Bbl MOXETe HaCTPOUTb
9KCMNONTOB cnepyoLLe napameTpbl 3a4aum:

® BbIBPaTh PEXMM 3aLLMTHI aMSTY MPOLECCOB;
® yKasaTb OeNCTBUS AJ19 CHUXKEHWS PUCKOB aKCMyaTaumn y93BUMOCTE;

® OONONHNTb N NSMEHNTb CMNCOK 3aLliaeMblX MPOoL.EeCCOB.

KOHTpOnb aKTUBHOCTW Ha KOMMblOTepax

I'Iapar\Aeprl B paspnene KOHTpOJ’Ib aKTUBHOCTW Ha KOMrbloTepax

Paspen MapameTpbl
KoHTponb 3anycka B noppasnene KoHTponb 3anycka nporpamm ro kHorke MapameTpbl Bbl MOXeTe
nporpamm HaCTPOUTb CReaytoLLe NapaMeTpbl 3aaa4n:

* BbIbpaTb pexuM paboTbl 3agauu;

® HACTPOUTb MapaMeTPbl KOHTPOSS MOBTOPHbIX 3aMyCKOB MPOrpamm;

* ykasaTb 06nacTb NPUMEHEHNS NPaBU KOHTPOSIS 3arycka Nporpamm;
® HacTpouTb Ucronb3oBaHne KSN;

® HacTPOWUTb NapamMeTpPbl 3anycka 3agadn.

KoHTponb B noppasnene KoHTponb ycTpoiicTB no kHorke MapameTpbl Bbl MOXETE HACTPOUTb
YCTPOIACTB crefyolLe napamMeTpbl 3a4a4K:

* BbIbpaTb pexuM paboTbl 3agauu;

® HacCTpOUTb NapamMeTpbl 3anycka 3anayn.
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KOHTpOHb aKTUBHOCTU B CeTU

I_Iapar\Aeprl B paspnene KOHTpOJ‘Ib aKTUNBHOCTWN B CETU

Paspen MapameTpsl
YnpaeneHue B noapaspene YnpaeneHue ceTeBbiM aKpaHoM Mo kHorke MapameTpbl Bbl MOXeTe
ceTeBbIM 9KpPaHOM HacTpOWTb CrefyroLLe NapamMeTpbl 3a8a4K:

® HaCTpPOUTb NpaBKna CeTeBOro aKkpaHa;

® HacTpOUTb NapamMeTpbl 3arnycka 3agadn.

l':',I/IaFHOCTIIIKa CuncTemMbl

ﬂapameprl B paspene [unarHocTuvka cucTemsl

Paspen MapameTphl
MoHunTopUHr B nonpasnene MoHuTOpUHr ¢paiinoBbix onepaumii MOXHO HAaCTPOUTb KOHTPOSb
dalinoBbix N3MeHeHul B dalinax, KoTopble MOryT ykasbiBaTb Ha HapyLLeHne 6e30nacHOCTU Ha
onepauuii 3aLLUMLLaEMOM YCTPONCTBE.
AHanns B noppaspene AHanus >xypHanoB MOXHO HACTPOUTb KOHTPOJb LIeNOCTHOCTM
>XypHanos 3aLUVILLLAEMOro YCTPOMCTBA Ha OCHOBE pe3ynbTaToB aHann3a xypHana cobbitnii Windows.

)KypHaan n yseaomMmiieHnsa

MapameTpsbl B paspene XypHarbl 1 yBEAOMIEHNS

Paspen MapameTpbl
XypHansl B nogpasnene XXypHanbl BbinonHeHns 3agad no kHorke MNMapameTpbl Bbl MOXeETe
BbINOSIHEHUS 3aaay HaCTPOWTb CNeayoLLe NapaMeTpbl:

® yKasaTb ypOBEHb BaXKHOCTUN PErNCTPUPYEMbIX COBBITUIA A1 BbIOPaHHbBIX
KOMMOHEHTOB MPOrpamMmbl;

® yKasaTb MapamMeTpbl XpaHeHWs >KYPHaNoB BbINOMHEHNS 3apavy;

* ykasaTb napameTpbl uHTerpaumn SIEM-cucTtemsl ¢ Kaspersky Security Center.

YBepomneHus o B nogpasnene YBegomneHusa o cobbiTrax no KHorke NapameTpbl Bol MOXeETE
CcobBbITUSIX HaCTPOUTb CNeAyoLLE NapaMeTpbl:

® yKkasaTb MapameTpbl yBELOMIEHUS NONb30BaTeNs afis cobbiTnii ObHapy xeH
06wexT, ObHapy>xeHo 1 3abJI0KVPOBaHO HEAOBEPEHHOE 3arOMUHAaoLLEe
YCTpoOVicTBO N HenosepeHrHbill y3es B Crivcke,

* ykasaTb MapamMeTpbl yBELOMIEHNS adMUHUCTpaTopa Ans Noboro BbIopaHHOro
cobbITNS 13 crvcka cobbITUIA B pasaene HacTpolika yBeaoMaeHniA.

Bsaumopeiicteue ¢ B noapaspene Baanviopelictere c CepBepom agMUHNCTPUPOBAHUS MO KHOMKE

Cepsepom MapameTpbl Bbl MOXeTe BbIbpaTh TUMbl 06BEKTOB, MHbOPMALIMIO O KOTOPbIX

aAMNHNCTPUPOBaHUS Kaspersky Embedded Systems Security 6yneT nepenasaTtb Ha Cepsep
aAMVHVCTPUPOBaHUS.
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cTopuns peBunaui

B pasnene Victopuns peBusnii Bbl MOXETE yNpaBnsaTh PEBU3NGMN: CPaBHMBATb C TEKYLLE peBU3ner U gpyrom
MOMNTVKON, AOBABNSAT ONMUCaHNS PEBU3NIA, COXPaHSATb PEBU3MN B Paiis v BbIMOMHUTb OTKaT.

CospaHne n HacTpoiika 3agau B Kaspersky Security Center

OTOT pasnen cogepxunT nHdopmaumio o 3agadax Kaspersky Embedded Systems Security, nx cosgaHum, HacTpolike
napameTpPOB BbINOIHEHNS, 3aMyCcKe 11 OCTaHOBKe.

O cospaHum 3apav B Kaspersky Security Center Web Console

Bbl Mmo)eTe co3naBaTb rpynnoBble 3agayn ong rpynn agMNHNCTPUPOBaHNA 1 014 Ha60pOB 3auymaemMblX
YCTpOP’ICTB. Bbl Mo)keTe co3gaBaTb 3a8a4n crnenyowmx TMnoB:

* AKTMBaLVWS NporpamMmbl
* KonunpoBaHune 06HOBNEHWI
e O6HoBMEeHWe 6a3 NporpaMmmbl
* OGHOBREHWe Moay e NporpaMmb
e OTKaT 0bHOBNEHNS 6a3 NporpamMmbl
* [TpoBepka no TpeboBaHmo
* [lpoBepka LleNnoCTHOCTM NPOrpamMmbl
* MOHUTOPUHT LleNocTHOCTM dalinoB Ha OCHOBE 3TasloHa
* DopMu1poBaHME NMPaBn KOHTPOS 3amnycka NporpamMm
* DopmrpoBaHVe NPaBU KOHTPOSS YCTPOCTB
Bbl MoxeTe cosnaTb NokasbHble 1 rpynmnoBble 3adaqun CneayowmymMmy cnocobamu:

® N5 OTAENbHOrO 3alLMLLAaeEMOro YCTpocTBa: B okHe CeoiicTBa <Mms 3awmiaemoro ycTpoiicTBa> B pasaene
3apauu;

* /15 rpynnbl aAMUHUCTPUPOBAHVIS: B MaHENN pe3ynbTaToB y3na BblbpaHHOW rpynnbl 3alyLLaeMblX YCTPOCTB Ha
3aknanke 3apauu;

* 1519 Habopa salmLLaeMblX YCTPOWCTB: B MaHen pe3ynibTaToB y3rna Beibopku ycTpoiicTs.

C nomoLLbo MOANTUK MOXHO OTK/IIOUMTL RacnrcaHus IoKabHbIX CUCTEMHbIX 3aday4 O6Hosnervie v MNpoBepka
no TpeboBaHMIo Ha BCeX 3aLUyLLLaeMbIX YCTPOMCTBaxX OOQHON rpynmbl agMUHUCTPUPOBaHUS.

O6waa nHdopmaums o sagadax B Kaspersky Security Center npuseneHa B Cripaske Kaspersky Security Center.
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CospaHue 3agaym B Kaspersky Security Center Web Console

Yrobbl coznatb HoByto 3aAa4y B KoHcony aamuHcTpypoBaHus Kaspersky Security Center, BbinonHATe
cnenytoLme [ecTBns:

1. BanycTnTe MacTep co3aaHns 3a4a4n OOHUM U3 CNEQYIOLWMX CMOCOBOB:
e [Ins cospaHuns nokanbHOW 3agayu:
a. B rnaBHoM okHe Be6-koHCcoNM BeibepuTe YeTpoiicTBa — YnpaBnsgemble YCTPOMCTBa.

b. MepenonTe Ha 3aknanky Ipynnbl 1 BbIGepuTe rpynny agMUHUCTPUPOBaHWS, K KOTOPOM MPUHALNEXNUT
3aluMLLaemMoe YCTPOWCTBO.

c. BbibepuTe HasBaHMe 3aLuyLL@eMoro ycTponcTsa.
d. B otkpbiBLemMcs okHe <Umg ycTpoliicTBa> BeibepunTe 3aknanky 3apaun.
e. HaxxmunTe Ha kHorky [lo6aBunThb.
e [1ns cospnaHns rpynnoBoii 3apaunt:
a. B rnaBHoM okHe Be6-koHconM BeibepuTe YeTpolicTBa — YnpaBnsemble yCTPOMCTBA.

b. MNepelipnTe Ha 3aknaaky Mpynnbl 1 BeiGepuTe rpynny agMUHNCTPUPOBaHNS, 4115 KOTOPOW TpebyeTcs
cosnaTb 3apavy.

c. HaxxmuTe Ha kHonky [lo6aBuThb.

e YT06bI CO30aTh 3aaauy 4S9 MPOU3BOSIbHOMO Habopa 3alLMLLaeMbIX YCTPOCTB, BbINOMHATE CleayoLme
nencTeng:

a. B rmaBHOM okHe Be6-koHconM BeibepuTe YeTpoiicTBa — BbiGopkn yCTpoCTB.
b. BoibepuTe BbIGOPKY YCTPONCTB, /19 KOTOPOU TpebyeTcs co3aaTth 3afady.
c. HaxxmunTe Ha kHomKy 3anycTuTs.
d. B okHe PeaynbTaTbl BbIGOPKU BbIBEPUTE YCTPONCTBA, /1 KOTOPbIX TPebyeTca co3aaTth 3agady.
e. HaxxvuTe Ha kHonky CospaTth 3apavy.
OTkpoeTcs OKHO MacTepa Co34aHNs 3a8auqn.
2. B packpebiBatoLemcs crincke Mporpammbl Boibepute Kaspersky Embedded Systems Security.
3. B packpbiBatoLLiemcs crincke Tun 3apgaum BelbepurTe TWN co3naBaemoli 3agaqn.

4. Ecnu Bbl Bbibpanu noboii Tin 3apayu, kpome OTkaT 06HOBMEHWS 6a3 nporpammbl, [TpoBepka LenocTHOCTY
nporpammbl 1 AKTVBaLMS NPOrpamMMbl, OTKPOETCS OKHO NapameTpoB. B 3aB1McMOCTY OT Tuna 3anayun
napamMeTpbl MOTYT PasnnyaTbCs.

e Cospalite 3anady npoBepkn no TpeboBaHMIO.
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e [Ina cosnaHvs 3apauv O6HOBIEHVS HACTPONTE MapamMeTpbl 3aA4a4v B COOTBETCTBUM C BaLLMW
TpeboBaHUAMU:

a. BbibepuTe ncTouHnk obHOBNEHWI B pa3aerne ob6HoBneHNs 6a3 nporpamMmbl.
b. B okHe HacTpolika napameTpoB coeanHeHNs HacTPOoiTe NapameTpbl MpOoKCU-cepBepa.

* [locne cospaHns 3agaun OBHoBEHVE MOLyNel NporpamMmMbl HACTPOWTE NapamMeTpPbl OBHOBNEHNS TPebyeMblx
nporpaMmMHbIx Moaynei B okHe O6HoBReHMe Mogyneii nporpamMmbi:

a. BeibepuTe nnmbo konmpoBaHve 1 YCTaHOBKY KPUTUYECKNX OBHOBNEHWI MOay el MporpamMmel, TM60 TOMbKO
MPOBEPKY VX HanM4mns, 6e3 yCTaHOBKM.

b. Ecnu Bl BeIGpany KonupoBaTk 1 ycTaHaBnMBaTh KPUTUYECKUE OGHOBIEHUS MOAYE NporpamMmbl, LS
MPVIMEHEHNS YCTaHOBEHHBIX MPOrpaMMHbIX MOLYNen MOXeT NoTpeboBaTbCs nepesarpyska
3almMLLaeMoro ycTpoicTea. Ytobel nporpamma Kaspersky Embedded Systems Security aBTomaTudecku
3anyckana nepesarpysky 3aLMLaemMoro yCTpoincTea nocne 3aBepLueHns 3aaayn, ycTaHoBmTe hnaxok
Paspeluatb nepesarpy3ky onepaumoHHO CUCTEMBI.

c. Ecnm Bbl xoTuTe nonyyatb nHPopmaLmio o Beixoge obHoBneHnn moaynei Kaspersky Embedded Systems
Security, yctaHosuTe dpnaxok MNonyuaTe nHPopMaLMio 0 4OCTYMHbIX NIAaHOBbIX OGHOBNEHUSIX MOAYNENA
nporpamMmb..

"NabopaTtopus Kacnepckoro” He nybvkyeT niaHoBble nakeTbl OGHOBMEHUI Ha cepBepax OOHOBNEHWIA A1sl
aBTOMaTMYECKOW YCTaHOBKMU; Bbl MOXETE 3arpy»aTb Ux ¢ Beb-calita "JlabopaTtopumn Kacnepckoro”. MoxHo
HacTpPOWTb YBEAOMIIEHNE agMUHUCTPaTopa O cobbiTun JocTynHO nnaHoBoe o6HOBNEHUE MOAYEN
nporpammbl. OHO ByLeT BklouaTb agpec Hallero Beb-caiiTa, Ha KOTOPOM MOXHO 3arpy3sunTb
3annaHNPOBaHHbIE OBHOBMNEHMSI.

e [Ins cosnaHus 3apaun KonvposaHre obHOBREHUI YKaxXnTe cocTaB OBHOBNEHNI 1 NarnkKy, B KOTOPYO ByayT
coxpaHeHbl 06HoBNeHNs, B okHe KonmpoBaHue o6HoOBNEHWIA.

e [Ins cosgaHns 3agaun AKTBaUms nporpamMmbl:

a. B okHe He npumeHeHa nonutuka Kaspersky Security Center ykaxute daiin koya, C MOMOLLbIO
KOTOPOroO Bbl XOTUTE aKTVBMPOBATL MPOrpamMmy.

b. YcTaHoBuTE d)ﬂa)KOK Ncnonb3oBaTb B kKavyecTBe AOMNOMHUTENBHOMO KJItoua, eC/ Bbl XOTUTE CO30aTb
3afavy ong npogneHnya cpoka OEeVCTBUS NNLLEH3NN.

e Coaspaiite 3anavy GopmunpoBaHve NpaBui KOHTPOSIS 3armycka NporpamMm 1 HaCTROWTE ee NapaMeTRb!.

e Coaspaiite 3agavy PopmunpoBaHie NpaBui KOHTPONS YCTPOWCTB 1 HACTROTE ee NapameTRbl.

5. HaxxmunTe Ha kHonky [anee.

6. Ecnun 3apava cospaHa ans Habopa salumaemMblx yCTPOCTB, BbibepuTe ceTb (rpynny) 3aLumwaemMbix yCTPOCTB,
Ha KOTOPbIX OHa OyAeT BbINMOMHATHCS.

7. Haxkmute Ha kHonky Oanee.

8. B okHe BaBepLueHue co3paHnd 3apaun yctaHosuTe draxok MNepelit k napameTpam 3agayumv nocne
co3paHng, YTOBbl HACTPOUTL MapamMeTpbl 3a4a4N.

9. HaxxmuTe Ha kHomky MoToBo.

CospaHHas 3anada oTobpasnTcd B crimcke 3agauu.
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HacTpoiika rpynnosbix 3agay B Kaspersky Security Center

YT0b6bI HACTPOUTBL rPYIINOBYIO 38Aa4Yy A5 HECKOMbKUX 3aLUMLLAEMBIX yCTPOVICTB, BbIMOHUTE CREAYIOLUNE AEVICTBYS:
1. B rnaBHOM OkHe Be6-koHconM BoibepuTe YeTpoiicTBa — 3agaun.

2. LLlenkHrTe No HasBaHuIo 3apayn B crnicke 3apad Kaspersky Security Center.

OTkpoeTcd okHO <Ha3BaHue 3apaun>.
3. B 3aBMCMMOCTHM OT TuNa HacTpavBaeMoul 3a4ayn BbiMOMHUTE OOHO N3 CNEAYIOLLX AEACTBUI:
e Ecnu Bbl HacTpavBaeTe 3afadvy NPOBEPKM Mo TPeboBaHNIO:
a. B paspene O6nacTb NpoBepKU HAaCTPOVTE 06acTb NPOBEPKM.

b. B pasnene MNapameTpbl HaCTpoiTE NPUOPUTET 3aA4a4M Y UHTEMPaLIIO C APYTVMN KOMIOHEHTaMM
nporpamMmmbI.

e [Ins HACTPOVIKN 3884 OBHOBNEHWS YKaXXTe napamMeTpbl 3a4a4n B COOTBETCTBUM C BaLUVMMU TPEOOBaHUSMU:
a. B pasnene NicTouHnk oB6HOBREHNIA HACTPONTE NapamMeTpbl UCTOUYHVKa OBHOBIEHWI 1 MPOKCU-cepBepa.
b. B pasnene YBegomneHns HacTpoliTe napameTpbl ONTUMU3ALIN OUCKOBOM MOACUCTEMBI.

e YToObl HacTpouTb 3anadvy OBHOBMEHVE MOLYNEN NporpamMMbl, B pasaene [LlononHuTenbHbie napameTpbl
BblIbepuTe LeCTBME, KOTOPOE TPEBYETCS BbIMOMHNTb: KOMMPOBATb 1 YCTaHaBMBaTb KPUTUYECKNE
OBHOBIEHMS MPOrPaMMHbIX MOLYEl U TONbKO MPOBEPSATL UX HannJme.

* YT06bI HacTpouTb 3apnady KonmposaHne o6HoBneHwi, B pasaene MapameTpbl konvpoBaHs 06HOBNEHWIA
yKaxxuTe cocTaB OBHOBMEHNIA 1 ManKy HasHa4YeHMs.

* YTOBbl HaCcTPOUTL 3afady AKTUBaLMS NPOrPaMMbl, MPUMEHNTE dalin Knoya, C MOMOLLIO KOTOPOTO Bbl XOTUTE
aKTVBMPOBAaTb Nporpammy. YctaHosuTe dnaxok Micnonb3oBaTth B kavyecTBe AOMNOMHUTENBHOrO Kilo4a, eCiv
Bbl XOTUTE OOaBUTb KO akTUBaLMY uin ¢paiin koya Ans npoaneHns cpoka AeicTBUS MULEH3UN.

* YTOBbl HACTPOUTL aBTOMaTNYECKOE GOPMUPOBAHME paspeLlatoLLyX MPaBU KOHTPOIS YCTPOCTB, YKaxuTe
napameTpbl, HA OCHOBE KOTOPbIX ByaeT chOopMUPOBaH CMINCOK paspeLlatoLLX NpaBuis.

4. B pasnene PacnncaHune HacTpoliTe NapameTpbl pacnvcaHns 3aga4un (Bbl MOXeTe HacTparBaTb pacnmncaHmne
BCex 3apay, Kpome 3agaun OTkaT 0BHOBNEHUS 6a3 NporpaMmbl).

5. Ha 3aknapke MapameTpsbl B paznene YueTHasa 3anmcb yKaxmTe y4eTHYHO 3anm1chb, C NpaBamu KoTopol ByneT
BbIMNONHATLCA 3aaava. [NoapobHas HPopMaLma O HaCTPOliKe NapaMeTPOB B 3TOM pasfene npvseieHa B
Cnipaske Kaspersky Security Center.

6. HaxxmunTe Ha kHorky CoxpaHuTb.

HacTpoeHHble napameTpbl FpynnoBbix 3aaay 6yayT COXpaHeHb!.

HacTpoiika napameTpoB anarHocTukmn cb6oes B Kaspersky Security Center
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Ecnn B paboTe Kaspersky Embedded Systems Security BosHukna npobnema (Hanpumep, aBapuiiHoe 3aBepLleHne
Kaspersky Embedded Systems Security) 1 Bbl XoTUTe AMarHOCTUPOBATL €€, Bbl MOXETE BK/IOYNTL CO3[aHNe
daiinos Tpaccuposku 1 daiina gamna npoteccos Kaspersky Embedded Systems Security n otnpasutb a1 daiinbl
Ha aHanma B Cny>0y TexHn4yeckoi nopaepxku "JNlabopatopum Kacnepckoro'.

Kaspersky Embedded Systems Security He oTnpasnseT dalinbl TpaccupoBku 1 Galinbl 4amnoB
aBTomaTuyecku. [lnarHoctnyeckme fgaHHele MoryT ObiTb OTNPaBNEeHbl TOMbKO NOMb30BaTENEM C
COOTBETCTBYIOLLVMU MpaBamMu.

Kaspersky Embedded Systems Security 3anucbiBaeT nHdopmaLmio B dalinbl TpacCUpPOoBKA 1 daiisibl [aMroB B
He3alwmndpoBaHHOM Buae. [1anka, B KOTOpyo coxpaHsitoTcs dalinel, BbibrpaeTcs Nonb3oBaTeNemM 1
KOHTpONMpyeTCs NapameTpamm onepaLmoHHoi cuctembl 1 Kaspersky Embedded Systems Security. MoxHo
HacTpoWTb NMpaBa LOCTYyMa U paspeLUnTb AOCTYM K XXypHanam, dainam TpaccupoBkm 1 daiinam LaMmnoB TOSbKO
LS BbIOpaHHbIX Monb3oBaTenel.

Y106k HacTpouTb NapameTpsl anarHoCc Tvkv cboes B Kaspersky Security Center, BbinonHuTe caenyroLme
AeviCTBUS:

2. OTkpoiiTe pasgen [uarHocTrka c60€B 1 BbIMOMHUTE CriefytoLive AelicTBUS:

e Ecnun Bbl xoTWTe 3anncbiBaTh OTNaAoYHYO nHbopMaLmio B dalirn, ycTaHoBuTe dnaxok 3anucbiBaTtb
OTNapo4HyIo MHPOopPMaLMIO B Ppalin TPacCMpOBKM.

e B none Hmxxe ykaxuTe narky, B kotopyto Kaspersky Embedded Systems Security 6yneT coxpaHsaTb daiinbl
TPacCUPOBKM.

* HacTpoiiTe yposeHb AeTanmsaumn oT/1aa04Ho MhbopmaLm @.

* YkaxuTe MakcuMasbHbIii pasmep dalinos TpacCrpoBKU.

* YKaxuTe MakCchMasribHOE KONIMYeCcTBO ¢a|7|nos B OOHOM XYypHane TpacCunpoBKW.

Kaspersky Embedded Systems Security cosnaeT He 6onee yka3aHHOro MakcrMasbHOrO KONM4ecTBa
dalinoB TPaccupPOBKM A1 KaXA0ro OTaXBAEMOro KOMMOHEHTA.

e YKaxuTe oTnaxviBaemMble KOMMOHEHTHbI. KO,EI,bI KOMIMOHEHTOB Tpe6yeTcs| BBOOANTb Yepe3 3andaTyto U C
cobnofeHem perucTpa (Cm. Tabanuy He).

Konpl noacuctem Kaspersky Embedded Systems Security

Kop HasBaHue nogcucTemsl
nogcucTemsl
* Bce KOMMOHeHTHI.
gui MoacucTema nonb3oBaTenbckoro HTepdelica, ocHacTka Kaspersky Embedded Systems

Security B Microsoft Management Console.

ak_conn MopcrcTema nHTerpaumm ¢ AreHTom agMrHUCTpupoBaHmns Kaspersky Security Center.

bl YnpasnsiioLLmii npouecc, peannayeT 3agayn ynpasneHus Kaspersky Embedded Systems
Security.

wp Pabounii npouecc; peannayeT 3agayun aHTUBUPYCHON 3aLUUTbI.
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blgate Mpouecc yaaneHHoro ynpasneHus Kaspersky Embedded Systems Security.

ods MoocucTema NpoBepKy Mo TPeboBaHMIo.

oas MNopcuctema NoCTOSHHOW 3aLUnTbl Galinos.

gb MNopocucTema KapaHTVHA 1 PE3EPBHOMO XPaHWKLLLA.
scandll BcnomoraTtenbHbli Moy b aHTVBMPYCHOM MPOBEPKN.
core MoncncTema 6a30BOV aHTUBUPYCHOM GYHKLMOHANBHOCTH.
avscan MNopcrcTema aHTVBMPYCHO 06paboTKI.

avserv MopcrcTema ynpasneHns aHTUBUPYCHbBIM SOPOM.
prague MNoncrcTema 6a30B0V PyHKLMOHANBHOCTM.

updater MopcrcTema ob6HOBNEHNS 6a3s 1 MOAyNel MporpaMmbi.
snmp MNMoncuctema nopaepxk SNMP npoTtokona.
perfcount MNMopcrcTema cYETUMKOB MPON3BOANTENBHOCTU.

MapameTpbl Tpaccuposkm ocHacTkun Kaspersky Embedded Systems Security (gui) v MNnarvHa ynpasnervs ons
Kaspersky Security Center (ak_conn) nprmMeHsitoTca nocne nepesanycka aTUX KOMMOHEHTOB. [lapameTpbi
TpaccupoBku noacrcTembl nopaepxxkn SNMP-npoTokona (snmp) npMeHstoTC Nocre nepesaarnycka CryX6bl
SNMP. MapameTpbl TPACCUPOBKN MOACUCTEMbI CHETUMKOB NMpon3BoauTensHoCcTH (perfcount) npumeHsiioTcs
nocne nepesarnycka BCex MPOLLECCOB, MCMOMb3YOLLMX CYETUMKM MPON3BOOUTENBHOCTU. [apameTpbl
TpaccupoBki ocTanbHbix nogcucTem Kaspersky Embedded Systems Security npumeHstoTcs cpasy nocne
COXpaHeHns NapamMeTPOB ANarHoCTUKN CHOeB.

Mo ymonuaruo Kaspersky Embedded Systems Security coxpaHseT oTnagouHyto nHbopmaLmo o paboTe BCex
komroHeHToB Kaspersky Embedded Systems Security.

MNone BBOAA AOCTYMHO, eCNn YyCTaHoBNeH $naxok 3anucbiBaTb 0TNaA04HYI0 UHGOopMaLmio B ¢palin
TPacCcupoBKW.

* Ecnu Bbl xoTWTe, YTOOBI Co3naBarncs dpain gamna, yctaHosuTe dnaxxok CospasaTtb Bo Bpems cbos daiin
Aamna.

* B none Hnxe ykaxuTe narky, B kotopyto Kaspersky Embedded Systems Security 6ynet coxpaHaTb daiin
namna.

3. HaxxmuTe Ha kHonky OK.

HacTpoeHHble napameTpbl NporpamMmbl 6yayT NpYMEHeHbI Ha 3aLLMLLAEMOM YCTPONCTBE.

PaboTa ¢ pacnucaHvem 3agad

MoxxHO HacTpouTb pacnncaHne 3anycka 3agad Kaspersky Embedded Systems Security, a Takxxe HacTponuTb
napameTpbl 3arycka no pacrnmcaHuto.

HacTpolika pacnucaHus 3anycka 3agad

B KoHconu nporpamMmbl Bbl MOXeTe HacTPOUTb pacnncaHmne 3amnycka fokasnbHbIX CUCTEMHbBIX 1 MOMb30BaTeNbCKUX
3apauy. PacnmcaHue 3anycka rpynnoBbix 3a4ay HacTpanBaTh Hemb3sg.
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Y06kl HACTPOUTL PacrMcaHve 3arycka rpynnoBovi 38Aa4y, BbIMO/IHUTE CeAYIOLME AeViCTBUS:
1. B rnaBHOM okHe Be6-koHconm BoibepuTe YeTpoiicTBa — 3agaun.

2. LLlenkHnTe no HasBaHuo 3apayn B crniicke 3apad Kaspersky Security Center.

OTKpoeTcs okHO <HasBaHne 3apauu>.
3. MNepenonTe B pasgen NapameTpbl nporpamMmmbl.

4. B pasgene PacnucaHune yctaHoBuTe dnaxok 3anyckaTb 3agady no pacnmcaHuio.

Nons ¢ napameTpamm pacrnmcaHns 3agadn NPoBepKM No TpeboBaHNIO 1 3aJa4n OOHOBNEHUS HELAOCTYHBI,
€CI 3aMycK 3TUX 3afad Nno pacnucaHuio 3anpelleH nonutukon Kaspersky Security Center.

5. HacTpoliTe napameTpbl pacnvcaHns B COOTBETCTBUM C BaLLMMK TpeboBaHnsaMu. [Ins 3Toro BbinonH1uTe
crnegyoLe gencTeuns:

a. B crnircke YacToTa 3anycka BbiIbepuTe OOHO U3 CefyoLWNX 3HaYEHNIA:

e E)XeuyacHO, ec/n Bbl XOTUTE, UTOObI 3afada 3anyckanacb nepmnognyeckn Yepeas 3agaHHoe KoNiM4eCcTBO
4acosB, N YKaXnTe KoNim4eCcTBO 4YaCcoB B NoJse Pa3s B <konuuyecTBO> 4acos.

e E>kecyTouHo, ecnvi Bbl XoTUTe, UTOBbI 3aa4a 3amnyckanach Neproanyecki yepes 3agaHHoe KONMMUYeCcTBO
OHEW, N yKaxunTe KONMYeCcTBO AHel B none Pa3 B <konuyecTBo> gHeiA.

e E>xeHepenbHO, EC/N Bbl XOTUTE, yTObHI 3afada 3anyckanacb nepnognyeckn Yepes 3agaHHoe Kom4yecTBo
HeLElb, N YKaXUTe KOnm4ecTBO Heaenb B none Pa3s B <konnuecTBo> Hegenb. Yka)uTe, No Kakm OHSM

Hedenun ByneT 3anyckaTbCs 3adaya (Mo ymMonyaHuio 3agada 3anyckaeTcs Mo NoHeAenbHKaMm).

* [lpu 3anycke nporpammbl, €C/V Bbl XOTUTE, UTOBbI 3aaada 3anyckanach npu kaxaom 3anycke Kaspersky
Embedded Systems Security.

* [Mocne o6HoBNeHMs 6a3 Nporpammbl, €CN Bbl XOTUTE, YTOBbI 3aAa4a 3anyckanach Nocne Kaxaoro
o6HoBNeHVs 6a3 nporpamMmbl.

b. B none Bpems 3anycka ykaxute Bpems NepBoro 3anycka 3afadu.
c. B none HauaTtb ¢ ykaxuTe naTy Havana LeiicTB/s pacnmcaHus.
6. B 6noke NapameTpbl ocTaHOBKM 3aAauu:

a. YctaHoBuTe dnaxok OanmTenbHOCTb 1 B MOSSX CrpaBa yKaXnTe MakCUMarbHYLO AUTeNIbHOCTb BbIMOSHEHNS
3aja4u (KonM4ecTBO YaCoB U MUHYT).

b. YcTaHoBuTE d)J'Ia)KOK an/IOCTaHOBI/ITb 3apgavy 1 B nongx cnpaea ykaxmnte HadanbHOe N KOHeYHOe 3Ha4YeHne
BpeMeHHOro npomMeXyTKa B npenenax CyTok, B Te4YeHe KOTOPOro BblMO/IHEHNE 3aia4n 6y,u,eT
NPMOCTaHOBJIEHO.

7. B 6noke [lononHUTenbHblE NapamMeTpbl pacnncaHuns:

a. YctaHoBuTe dnaxok OTMEHUTb pacnucaHue ¢ 1 yKaxunTe faTy, HaumMHas ¢ KOTOPO pacrnmcaHmne
nepecTaHeT OelCTBOBaTh.

b. YcTaHoBUTe dnaxok 3anyckaTb NponyLLeHHble 3agaun, YTOObI BKIIIOUMTL 3amnyCcK NPOMYyLLEHHbIX 3aaau.
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c. YctaHoBuTe dnaxok PacnpepenaTe Bpems 3anycka 3apay B MUHTEpBase 1 yKaXuTe 3Ha4YeHre napameTpa B
MUHYTaXx.

8. HaxkmunTe Ha kHorky CoxpaHUTb, UTOObI COXpaHTbL NapaMeTpbl 3arnycka 3agauvl.

BkntoyeHne 1 Bbik/toUYeHME 3arycka 3agay no pacnmcaHuio

Bbl MoykeTe BktouaTh 1 BbIKOYaTh 3anyck 3agad no pacnmcaHnio Kak nocne, Tak n oo HGCTpOI7IKI/I napamMmeTpoB
pacnmncanHns.

YT06bI BK/IOYNTE /TN BBIKITIOYNTH PACANCAHME 3aITyCKa 384844, BbIOIHATE CAEAYIOLLNE BeHCTBUS:
1. B rnaBHOM okHe Beb-koHcon BoibepuTe YeTpoiicTBa — 3apgaun.

2. LLlenkHnTe no HasBaHWo 3apayun B crincke 3apay Kaspersky Security Center.

OTkpoeTcs okHo <HasBaHue 3apaun>.
3. [NepenanTe B pasgen NapameTpbl nporpamMmmbl.
4. BbibepuTe pasgen PacnncaHume.
5. BeinonHuTe ogHO 13 cnenyowmx OencTBUIA:

e YcTaHoBUTE CbJ'Ia)KOK 3aI'IYCKaTb 3ajgavy no pacnucaHuio, eCsiv Bbl XOTUTE BKTKOYNTL 3aryCcK 3afa4n no
pacnmcaHuio.

e CHumuTe cbna>|<0|< 3anYCKaTb 3ajadvy no pacnucaHuio, eCsin Bbl XOTUTE BbIK/THOYNTDb 3anyCkK 3agadn rno
pacnmcaHuio.

HacTpoeHHble napameTpbl pacnmcaHus 3anycka 3agayun He OyoyT yaaneHs! v IPUMEHSTCS npu
cnenyioLLem BKIIOUYEHNM 3arycka 3aAaum Nno pacnmncaHuio.

6. Haxxmunte Ha kHornky CoxpaHuTb.

HacTpoeHHble napameTpbl 3anycka 3agaqn no pacnmcaHunio 6yoyT CoOXpaHeHb.

OTueTbl B Kaspersky Security Center

OTueTsl B Kaspersky Security Center conepxat MHPOpMaLMIO O COCTOSHUM yrNpaBnsieMblX ycTponcTs. OTueTsl
dopmupytoTCs Ha OcHOBaHUK MHdopMaLmK, XxpaHsielica Ha CepBepe agMUHNCTPUPOBaHNS.

HaunHag ¢ Kaspersky Security Center 11, pns Kaspersky Embedded Systems Security nocTynHbl cnegytoLipe Tunbi
OTYETOB:

® OTYeT O CTaTyCce KOMMOHEHTOB;
® OTYeT O 3arnpeLleHHbIX 3arnyckax;

® OT4YeT O TeCTOBbIX 3anpeLLeHHbIX 3anycKax.
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MonpobHyto MHbOopMaLmto 0 HacTpolike 1 paboTe ¢ otyeTamu Kaspersky Security Center cm. B Cripaske
Kaspersky Security Center.

OTyueT o cTatyce komnoHeHToB Kaspersky Embedded Systems Security

Bbl MOXeTe KOHTPONMPOBaTb COCTOSHME 3aLUMTLl BCEX YCTPOCTB B CETY M NOMyYaTb OpraHn3oBaHHOE
npencTaBneHne o Habope KOMMOHEHTOB Ha KaXAOM YCTPONCTBE.

B oTueTe ong kaxxgoro KOMMOHeHTa MOXeT OTO6pa)KaTbC91 OOHO N3 cnefyrowmx cocTogHuin: Paboraer,
/7,0MOC TaHoBseH, OCTaHOB/IEH, HemcnpaBeH, He YCTaHOBJIeH, BanyCKaeTcg.

CocTosHune He ycTaHoBrieH OTHOCUTCS K KOMMOHEHTaM MPOrpamMMbl, @ He K caMoii mporpamme. Ecnm
nporpamma He ycTaHoBneHa, Kaspersky Security Center Web Console npucsavsaeT ctatyc N/A
(HepocTynHO).

MoxHo cospaBaTb BbI60pKVI KOMMOHEHTOB 1N NCIMOJ1Ib30BaTb CI)I/IJ'IprbI, YTObbI OTO6pa)KaTb ceTeBble YCTpOI7ICTBa C
onpeneneHHbIM Ha6opow| KOMMOHEHTOB N NX COCTOAHUNSAMMN.

MonpobHyto NHOpMaLMIo O CO3AaHNM 1 CNoNb30BaHUM Bbibopok cm. B Cripaske Kaspersky Security Center.

Y106bI IPOCMOTPETH CTATYCbI KOMITOHEHTOB B NapameTpax fporpammbl, BoIMOTHUATE CAEAYOLMe AeViCTBUS:
1. B rnaBHOM OkHe Be6-kOHCcONM BbibepuTe YeTpoiicTBa — YnpaBnsieMble yCTPOMCTEA.
2. BbibepuTe HasBaHVe 3amLL,aeMoro yCTponCTBa.
3. Ha saknapke O6wume BbibepuTe pa3gen KomnoHeHTbI.

4. O3HaKkoMbTECh C TabnnLLEen COCTOAHMS KOMMOHEHTOB.
NHdopmauys o cTaTyce KOMMOHeHTa 3allTa OT 3KCMIONTOB HELOCTYMNHa B STOM Tabnuue.

Y106kl MpocMoTpeTs cTaHAapTHbIV oTyeT Kaspersky Security Center Web Console, BbirnonHuTe cneayroLume
LeviCTBUS:

1. Boibeprte MOHUTOPUHF 1 oTYeTHOCTb — OTuYETHI.

2.B cnicke Bb|6ep|/rre OTueTt 0 cTaTyce KOMMOHEeHTOB nporpamvmbl 1 HOXXMNTE Ha KHOMKY lNokasaTb oTueT.

ByneT cdopmmpoBaH oTueT.
3. O3HakoMbTECh CO CneayoLLMI aIeMEeHTaMM oTYeTa:
* [narpamma;

® pToroBaga T86J'II/ILI,8 C KOMMOHEeHTamMu 1 CyMMapHbIM KONMNYEeCTBOM yCTpOIZCTB B CeTn, Ha KOTOPbIX yCTaHOBJ1EH
KaXkapll U3 KOMMOHEHTOB, a TakXXe rpynnbl, K KOTOPbIM OHU NpUHaanexar,

* neTanbHas Tabnvua, NokasbiBaloLlas CTaTyc, BEPCULD, YCTPOWCTBO U rpyrny KOMIOHEHTA.
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OTtueTbl O 3anpeLlleHHbIX nporpamMmMax B akTMBHOM U B TECTOBOM peXnmMax

Mo pesynbTaTam BbiNonHeHNs 3apayun KoHTposb 3amycka nporpamMm MoXHO chopmMmUpoBaThb ABa TUMa OTYETOB:
OTYET O 3anpeLLEeHHbIX MPorpamMmax (ecnv 3agava 3anyLleHa B akTUBHOM PEXIVME) N OTYET O 3anpeLLeHHbIX
nporpamMmax B TECTOBOM pexumMe (ecnv 3agada sanylieHa B pexunme Tonbko cTaTucTka). B aTux otueTax
npuBeaeHa nHbopmaums o 3ab610KMPOBaHHbIX MPOrpamMmax Ha 3aluyLLaeMblX YCTponcTBax cetu. Kaxapii otueT
dopmMurpyeTCs NS BCex rpynn agMUHUCTPUPOBaHWS 1 COOEPXUT AaHHble 060 Bcex nporpammax “JlabopaTtopum
Kacnepckoro', ycTaHOBMNEHHbIX Ha 3alyLLaeMblX YCTPONCTBAX.

YT0bbI MPOCMOTPETH OTUET O 3arMPELLEHHbIX MPOrPamMmMax B pexvime TobKo CTaTUCTUKE, BbIMNOTHUATE CIeAYOLLME
AevicTBuS:

1. 3anycTtuTe 3apady KoHTponb 3anycka nporpamm B pexume JTobko CTaTUCTUKA.

2. BoibeprTe MOHUTOPUWHF M 0T4YeTHOCTb — OTueThI.

3. B crniicke BoibeprTe OTUET O 3anpeLUeHHbIX MporpamMmMmax B TECTOBOM PeXUMe 1 HaXXMUTE Ha KHOMKY
[NokasaTb oTyerT.

ByneT cdopmmpoBaH oTueT.
4. O3HaKOMbTECH CO CrefyloLWLMMMN SfIeMeHTamMy oTYeTa:

¢ [JumarpamMma, nokasbiBalolada oeCdTb nporpamMmm ¢ cambiM B60bLUIVM KONNYECTBOM 386J'IOKI/IpOBaHHbIX
3arnyckos,

* yTorosas Tabnuua GnoKMPOBOK NPOrpamMm, CoaepXKaLLas UMs CNomHIeMoro daiina, IPUYMHY 1 Bpems
BNOKNPOBKY, @ TakXXe KONMYEeCTBO YCTPOMCTB, Ha KOTOPbIX Mpomn3oLLia 6nok1poBKa NporpaMmM;

* feTanbHas Tabnvua, NokasbiBatoLLas AaHHble YCTPONCTBa, Ny Tb K daiiny 1 NpuyrHy BrI0KNPOBKU.
YT06bI IPOCMOTPETH OTYET O 38MPELLEHHBIX MPOrPaMMax B 8K TVIBHOM PEXUME, BbINOMHUTE CREAYIOLMNE AeVICTBUS:
1. BanycTuTe 3apayy KoHTponb 3anycka nporpamMm B pexxmnme AKTVBHbIN.
2. Beibepute MoHUTOPWHT 1 oTYeTHOCTb — OTUeThI.

3. B crniicke BoibeprTe OTUET O 3anpeLueHHbIX MporpamMmMmax B TECTOBOM PeXVMeE 1 HaXXMUTE Ha KHOMKY
[NokasaTb oTyerT.

Bynet cdopmmpoBaH oTueT.

OTueT COLEPXUT Te Xe pasnesibl faHHbIX, YTO N OTYET O 3arpeLlLeHHbIX NporpaMmax B TECTOBOM pexnme.
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HmnarHocTmnueckoe okHO

B aToM paspene onncaHo MCnonb3oBaHNe ANarHoCTUYECKOro OKHa AJS MPOCMOTpa CTaTyca Ui TekyLuel
aKTMBHOCTM 3alUMLLLAEMOro YCTPOICTBa 1 HacTpolika 3anvcu dalinos 4aMmnos 1 GpaiinoB TpacCrpOBKM.

O OANarHoCTnN4eCKOM OKHe

KomnoHeHT duarHocTrnyeckoe okHo (panee Takxe CDI) ycTaHaBnmBaeTcs 1 yoanseTcs BMECTe C KOMMOHEHTOM
3Hauok obnacTtu YBe,D,OMﬂeHMVI He3aBucKrmo ot KoHconw nporpamMmbl U MOXET BbITb NCNoNnb30BaH, ga>ke ecnn
KoHconb mporpammbl He yCTaHOBMEHa Ha 3aLLMLL@eMoM ycTpolicTse. [uarHocTnyeckoe OKHO 3arnyckaeTcs Yepes
3Ha4YoK 0BnacTu yBeOOMIEHUI UK NMyTeMm 3anycka dalina kavfsmui.exe 13 nanku nporpamMmbl Ha 3aLLMLEEMOM
yCTpoOWCTBe.

B anarHocTnYeckoM OkHe MOXHO BbIMOMHATL CriefytoLme OeiCTBUS:

* MpocmatpuBaTh UHdopRMaLMIo 06 obLlem cTaTyce NPOrpamMmbi;

® MpocmMaTpmBaTh NnpovsoLllenlline NHLMOeHTbI 6e30MacHOCTY;

® NpocmMaTpmBaTb TEKYLLYIO aKTUBHOCTb Ha 3alliMulaeMoM YQDOMCTBGJ

® 3anyckaTb 1 OCTaHaBAviBaTb 3anvicb cba|7|noa AJamMnoB U d)aVIJ'IOB TRACCUPROBKW;

® OTKpbIBaTb KOHCOMb Nporpammei;
* OTKpbIBaTb OKHO O NporpamMmme co CrckoM YCTaHOBIEHHbIX OBHOBNEHNI 1 AOCTYMHbIX NCMPaBIEHNA.

Bbl MoxeTe npocmaTpurBaTh [rarHocTuieckoe okHo, faxe ecnu focTtyn K dyHkumam Kaspersky Embedded
Systems Security sawwwmileH naponem. BeegeHve napons He TpebyeTcs.

[rarHocTrnyeckoe okHO HEBO3MOXHO HacTpouTb Yepes Kaspersky Security Center.

[NpocmoTp cocTogHus Kaspersky Embedded Systems Security ¢ nomoupto
LOMarHOCTUYECKOro OKHa

YT06bI OTKPBLITH ANArHOCTUYECKOE OKHO, BbIMOIHUTE CEAYIOLNE AEVICTBUS
1. Mo npaBoi knaBuLLIE MbILLK OTKPOWTE KOHTEKCTHOE MEHIO 3Hauka 0bracTy yBELOMIEHWI B MAHENN 3a4au.

2. BelbepuTe nyHKT OTKpbITh narHocTnyeckoe okHo.

OTkpoeTcd [narHocTMyeckoe okHo.

Ha 3aknagke CtaTyc 3awmTbl MOXHO NPOCMOTPETh TEKYLLUI CTaTYC KIlloua, a Takxke cTaTyc 3aay NOCTOSHHOM
3aLlMTEl KOMMblOTEpPa W 3aaa4 06HOBNEHNS. [INs yBEAOMIIEHVS O COCTOSHISIX 3aLLUThI ICMOMb3YeTCs LBETOBAas
VHOVKauMs (CM. Tabnmuy Huxe).

CTaT\/C 3alnTbl B AarHOCTN4YeCKOM OKHe

Paszpen CocTosHue
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CraTtyc MaHenb 3eneHoro uBeTa oTobpaxaeTcs Npu NMIoBoM 13 crefyoLyx cueHapues (Mpu
NOoCTOSIHHON BbIMOMHEHU IIOBOro 13 YCNOBUIA):

sawmThl * PekomeHayemas KoHUrypaLms:

* 3apava [NocTosHHas 3awmTa paiinos 3anyLleHa ¢ napaMmeTpamm no
YMOJYaHHIO.

* 3apauya KoHTpornb 3amnycka nporpamm 3anyLueHa B pexvme AKTUBHBIN C
napameTpamu Mo yMONYaHuio.

* [Tpuemnemas KOHPUrypaLms:
* 3apava [locTosHHas 3awmTa $paiinoB HacTPOeHa Nonb3oBaTeNem.

* [lapameTpsbl 3apayn KoHTponb 3anycka nporpamMm N3MeHeHbI.

MaHenb xenToro uBeTa 0TobpaXxaeTCs, €CNN BbINMOMHEHO OAHO WM HECKOMBKO 13
CnepyoLLX YCNoBUIA:

e 3apauva [locTosHHag 3awmTa daiinoB NnprocTaHoBNeHa (Nonb3oBaTeENeM Un
COrNacHoO pPacnmcaHuio).

e 3Sapaua KOHTpOJ‘Ib 3anycka nporpamMmm 3anylieHa B pexnve Tonbko cTaTUCTUMKA.

e 3aluTa OT IKCMIOMNTOB 1 3afada KOHTpOJ'Ib 3anycka nporpamMm sarnyu,eHbl B
pexnve Tonbko cTaTUCTUKA.

MaHenb kpacHoro LiBeTa oTobpaXkaeTcs, eCnin BbiNONHEHbI 06a YCNoBUS:

e KomnoHeHT MNocTosHHas 3amTa GalinoB He yCTaHOBMIEH UM 3a4aua OCTaHOBMEHa
/ MpuocTaHoBEHa.

e KomnoHeHT KoHTporb 3anycka nporpamMm He YCTaHOBMEH UK 3afaya 3anyLleHa B
pexume Tonbko cTaTucTUka.

nI/ILl,eH3I/IpOBaHI/Ie MaHenb 3eneHoro ugeTa OTO6pa)KaeTC$I npun ,D,GVICTBY}OU.LGVI nmueH3nn.

MaHenb xenToro LupeTa 0TObpaxaeTCs, eCNM BO3HNKIO OAHO 3 CReayoLwmx CODbITUI:

* BrinonHseTcs nposepka cTaTyca JINLEH3UM.

* [lo ucteyeHus cpoka AevicTBus inueH3umn octaetcs 14 aHevi u He nobasneH
LOMONTHNTEIbHBIVI K/TKOY UV KOL &K TVBALIMN.

* [lob6aBreHHbIVi KoY MOMELLEH B YePHbIVT CrINCOK 1 ByaeT 3ab/10KnpOBaH.

MaHenb kpacHoro LuBeTa oToBpaXaeTCsl, €CN BO3HVIKIIO OAHO U3 CNEeAYOLX
coBbITUI:

* [Iporpamvma He akTVBYpOBaHa
* Cpok [evicTBUS JINLIEH3UN NCTEK
* HapyiueHo JlnueH3noHHoe cornalueHme

* Kno4 nomeLLeH B YepHbivi CriMcok
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O6HoeneHne MaHenb 3eneHoro uBeTa oTobpaxaeTcs, ecnn 6asbl NPOrpamMmMbl akTyasbHbl.
MaHenb xenToro uBeTa oTobpaxaeTcs, ecnn 6a3bl NPOorpaMMbl ycTapeni.

MaHenb Kp&acHoro upeTa OTO6pa)KaeTC9I, ecnu 6asbl nporpamMmmbl CUNbHO yCTapenn.

[lpOCMOTP CTAaTUCTVKM COBBLITUIN 6E30MAacHOCTU

Ha 3aknapke CtaTucTuka oTobpaxaoTcs Bce cobbiTus 6esonacHocTn. CTaTUCTUKa Kaxaon 3afaqn 3amTbl
OTOGpa)KaeTCﬂ B OTOE/IbHOM 6J'|OKe, roe ykasaHo Konm4ecTBoO MHUMOEHTOB, a TakXxe gata 1 BpeMd BO3H/NKHOBEHW4
nocnegHero nHunaeHTa. [Mpy perncTpaumnm HUMAEHTa LBeT 6/10ka MeHSeTCs Ha KPacHbIiA.

Y106bI IPOCMOTPETH CTATUCTUKY, BbINONHATE CAEAYIOLME AEVICTBUS:

1.TMo npa|30|7| Knasuvie Mblln OTKpOI7ITe KOHTEKCTHOE MeHIO 3Hauka obnacTu YBe,EI,OMJ'IeHI/II7I B naHesnn sagadv.

2. BoibepuTe nyHKT OTKpbITb [JMarHocTnyeckoe oKHo.

OTKpoech ,D,marHocmquKoe OKHO.

3. BoibepuTe 3aknagky CtaTucTuka.

4. MNpocMoTpuTe MHLMAEHTHI 6€30MacHOCTY OJ1s 3a4a4 3alnThI.

[lpOCMOTpP TekyLLEN akTUBHOCTW MPOrpaMMbl

Ha aTolh 3aknaaKke Bbl MOXETE MPOCMaTPMBaTb CTaTyC TEKYLLMX 3a4a4 1 NPOLEeCCOB NPOrpammbl, a Takxe
OnepaTVIBHO NoMyYaTh COOBLLEHS O MPOUNCXOASLLIX KPUTNYECKNX COBbITNSX.

[ns oTobparkeHns cTaTyca akTMBHOCTM NMPOrpamMmMbl CMOMb3YeTCs LBETOBas UHOVIKALWS:
* B paspene 3apauw:
e 3BeneHbiti eT. He BbINOMHeHb! YCnoBus, Npui KOTOPbIX TpeboBanack 6bl MHANKALIAS KPACHbIM LIBETOM.
e )KenTsiti yBeT. [poBepka BaxkHbIx 06nacTei He NpPoBOAMIach AaBHO.
® KpacHsbivi yBeT. BbINONHEHO KakK MUHUMYM OOHO U3 CNELYIOLLMX YCOBUIA:
* Hu ogHa 3apaya He 3anyLueHa 1 pacnmncaHmne 3anycka He HaCTPOEHO HY 151 OOHOW 3aaaul.
* OwwnbkK 3anycka NporpaMmMbl 3aperncTpUpPoBaHbl Kak KpUTUYECKE COBbLITUS.
* B paspnene Kaspersky Security Network:
* 3enenbiti useT. 3apada Vicnonb3osarne KSN 3anyLieHa.
o JKentbii uet. NonoxeHne o KSN nprHATO, HO 3aaaya He 3anyLueHa.

YT0bbI MPOCMOTPETH TEKYLLYHO aKTUBHOCTb MPOrPamMMbl Ha 38LUMLLIAEMOM yCTPOVICTBE, BbIONHUTE CAEAyoLmMe
AeViCTBUS:
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1. Mo npaBoii knaBuLLE MbILLN OTKPOTE KOHTEKCTHOE MEHIO 3Hauka 061acTy yBeLOMIIEHWI B MaHenm 3agav.

2. BeibepuTe nyHKT OTKpbITh [InarHocTnyeckoe okHo.

OTkpoeTcs narHocTMyeckoe okHoO.
3. BolbepuTe 3aknanky Tekylias akTMBHOCTb MPOrpamMmbl.
4. B pasgene 3agayum 03HaKOMbTECH CO CrefytoLLel HbopMaumeii:

° I'IpOBepKa Ba)KHbIX obnacTeli AaBHO He BbiNoJIHANacCb

OT10 none oTobpaxaeTCs, TONMbKO ECAN MPOrpaMmMa BO3BpaLLaeT COOTBETCTBYIOLEE NpedynpexaeHne o
npoBepKe BaxkHbIX 06nacTel.

* BbinonHsieTcsa ceitvac
e 3aBepLueHbl ¢ ombKolA
e Cnepytowwuii 3anyck onpepeneH no pacnmcaHuio
5. B pasnene Kaspersky Security Network o3HakombTech co crnenytolLein nHpopmaLmeii:
e BknioueHo ¢ 3anpocamu $aiinosoii penytauum i He ncnonbayetcs

¢ BkioueHo ¢ 3anpocamu ¢aiinoBoi penyTauum, BkaloueHa oTnpaBka ctatucTuku KSN @.

Mporpamma oTnpaBnsgeT AaHHbIE O BPEAOHOCHbIX MPOrpaMmax, B TOM YACE MOLLEHHNYECKIX,
O0BHapy>eHHbIX B XOAe BbiNONHEeHVs 3anayn lNocTosHHas 3awmTa $aiinos 1 3agay NpoBepKu Nno
TpeboBaHMIo, a TakXXe OTNafoyHYto NHbopMaLMio 0 cHosX Npr NPOBEPKE.

MNone oTobpaxaeTcs, ecnun pnaxxok PaspewmnTb otnpaeky ctatucTukmu Kaspersky Security Network
yCTaHOBMEH B NapameTpax 3agaum VicnonbsosaHme KSN.

6. B pazpene WNHTerpaumns ¢ Kaspersky Security Center osHakomMbTeCh CO crnieaytoLLel MHbopMaumeln:

* PaspelueHo nokanbHoe yrnpasfieHne

* HanoxeHa nonutuka: <Mims CepBepa agMUHNCTPrpPOBaHUS>

HacTpoiika 3anvcn dpalinos gamnos 1 $haiinos TpacCcnpoBKy

B onarHocTryeckom okHe MOXHO HaCcTPOWNTb 3anncb q)a|7|nos OamMnoB n ¢8MHOB TPacCnpPOBKN.

Bbl MOXeTe TakXXe HaCTROUTb AMarHOCTUKY cboeB B KOHCOIV MRorpamMmei.

Y106bI 3ar1ycTUTEL 3anMCh GariioB Aamrios v ¢arisioB TPACCUPOBKY, BbIMOHUTE CREAYIOLLMe AeViCTBUS:

1.To npaBof/’l Knasule Mblln OTKpOI7IT€ KOHTEKCTHOE MEeHIO 3Hauka obnacTu YBeﬂ,OMﬂeHMm B naHesnn sagav.

2. BoibepuTe nyHKT OTKpbITb [UarHocTnyeckoe okHo.
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OTkpoeTcs [narHocTnyeckoe okHo.
3. BelbepuTe 3aknagky AuarHocTuka c6oeB.
4. Ecnn TpebyeTcs, HacTpoiTe cnepyoLime napamMmeTpbl TPAaCCUPOBKU:
a. YctaHoBuTe dnaxok 3anncbiBaTb 0TAaaouHYo MHopMauuio B ¢palin TpacCUpoBKM B yKa3aHHO nanke.

b. Haxxmute Ha kHomnky O630p 1 ykaxkuTe narky, B koTopyto Kaspersky Embedded Systems Security 6ynet
coxpaHsTb dalinbl TPaCCUPOBKU.

TpaccupoBska 6yaeT Bk/loUeHa AJ1s BCeX KOMMOHEHTOB C NMapamMeTpamim Mo YMONYaHMIO: C YPOBHEM
netanusaunn OTia4Kka N MakcUMarbHbIM pa3mepomM daiina xypHana — 50 MB.

5. Ecnun TpebyeTcs, HacTpoliTe cnenytoLwye napameTpbl 3anncy Gainnos Aamnos:
a. YctaHosuTe dpnaxok Cospasatb ¢aiin samna Bo Bpems c60s B ykasaHHOI narke.

b. Haxxmute Ha kHomnky O630p 1 ykaxkuTe narky, B kotopyto Kaspersky Embedded Systems Security 6ynet
coxpaHsaTb daiin famna.

6. Haxkmute Ha kHorky MpumeHuTb.

Hosas koHdUrypaumsa bynet npvmMeHeHa.
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O6HoBneHne 6a3 n mopynen Kaspersky Embedded Systems Security

OTOT pasnen coaepXxnT nHdopmaLumio o 3agadax obHoBneHns 6as n mogynein Kaspersky Embedded Systems
Security, konupoBaHu 0bHOBNEHNI 1 OTKaTe obHoBNeHW 6a3 Kaspersky Embedded Systems Security, a Takxe
WHCTPYKLIMM MO HacTpolike 3aaay obHoBNEHNs 6a3 1 Moay el NporpamMmbl.

O 3agayax obHOBNEHWY

B Kaspersky Embedded Systems Security npenycmoTpeHo yeTbipe 3agaym obHoBneHns cuctembl: ObHoBNEHNE
6a3 nporpammel, O6HoBNEHNE Moaynelt nporpamMmbl, KonvposaHe o6HoBReHWin n OTkaT o6HoBNeHNs 6a3
nporpamMmbI.

Mo ymonuaruio Kaspersky Embedded Systems Security coeamHaeTcs ¢ ICTOYHMKOM OOHOBNEHWUIA — OLHUM U3
cepBepoB 06HoBNeHW "[labopaTopumn Kacnepckoro” — kaxapiii yac. Bbl MoxeTe HacTpanBaTh BCe 3aaa4u
obHoBNeHWs, kpome 3apayn OTkaT oBHoBNEeHNs 6a3 Nporpammbl. [ocne Toro Kkak Bbl USMEHUTE NapaMeTpbl 3aaaun,

Kaspersky Embedded Systems Security npuMeHUT 1x HOBble 3HaUYEHNS NPY CrefytoLem 3amnycke 3ajaqn.

Bbl He moxeTe npnocTaHaBIMBaTb U BO306HOBNATh 3agayun 0b6HOBNEHVS.

O6HoBneHne 6a3 Nporpammel

Mo ymonuaruio Kaspersky Embedded Systems Security konvpyeT 6a3bl ©3 MCTOUYHVKa OBHOBMEHW Ha YCTPOMCTBO
1 Cpasy nepexoanT K X NCNoJIb3OBaHMIO B Bbll'lOJ'IH‘;HOLLI,GMC?I 3apave [locTogHHaS 3alinTa KomMrbroTepa. 3G,EI,GLWI
NpPoBEPKM NO TPeBOBaHMIO MEPEXOAST K MCMOMb30BaHMIO OGHOBNEHHbIX 6a3 NporpaMMbl NpY NOCEAYOLLEM UX
3anycke.

Mo ymonuaruio Kaspersky Embedded Systems Security sanyckaeT 3agauy O6HoBReHVe 6a3 NporpamMmbl Kaxkablii
yac.

O6HoBneHVe Mmogyne NporpaMmbl

Mo ymonuaruio Kaspersky Embedded Systems Security npoBepsieT 4OCTYNHOCTb OBHOBEHUI Moy el
NMporpamMmbl B ICTOYHVIKE OBHOBNEHWIA. [119 MCMOb30BaHNS YCTaHOBMEHHBIX MPOrpaMMHbIX MOAYyNel TpebyeTcs
nepesarpyska salmiLaemMoro ycTpoicTea 1 / unn nepesanyck Kaspersky Embedded Systems Security.

Mo ymonuaruio Kaspersky Embedded Systems Security sanyckaeT 3agauy O6HOBREHME MOAYNen NporpaMmbl
exeHepnenbHo, no naTHuuam, B 16:00 (Bpems cornacHo pervioHanbHbIM HacTpolikaM 3aLlyLLLaeMoro ycTporicTaa). B
XOAe BbINOHEHVS 3a[a4M NMPOorpaMma NpoBepPSIET HanMumMe BaxkHbIX 1 NnaHoBbIXx 0B6HoBNeHN moayneii Kaspersky
Embedded Systems Security, He konupys nx.

KonunposaHne obHoBneHuiA

Mo ymonuaHuio B xofe BbinonHeHns 3anaumn Kaspersky Embedded Systems Security sarpy>kaeT daiinsl o6HOBNEHWIA
6a3 NporpamMmbl 1 COXPaHSET UX B YKasaHHYIO CETEBYIO UM TIOKaNbHYIO Narky, He yCTaHaBnmBas ux.

Mo yMOn4yaHutio 3agava KOI'IVIpOBaHI/Ie OBHOBNEHWI HE BbIMONHAETCS.

OTkaT 06HOBNEHNS Ba3 NpPorpamMmbl

178



B xopne BbinonHeHuns 3apaun Kaspersky Embedded Systems Security BosBpalL,aeTcs kK Mcrnosib3oBaHunto 6a3
nporpamMmbl C paHee yCTaHOBNEHHBIMN OBHOBNEHNSMM.

Mo ymonuaHuio 3agaya OTkaT 06HOBNEHNS 6a3 MPOorpamMMbl HE BbIMNOHAETCS.

O6 obHOBNEHMM MOAYNEen NPOrpamMmbl

"[NabopaTtopus Kacnepckoro" MoxeT BbinyckaTb nakeTbl 06HoBNeHW moaynei Kaspersky Embedded Systems
Security. MNakeTbl OBHOBNEHWI AENATCS HA CPOYHbIE (MW KpUTHYeCKye) U NnaHoBble. CpouHble NakeTbl OGHOBNEHNI
YCTPaHSIOT YS3BUMOCTI 1 OLLMOKM; NMaHoBble AO6aBNSAOT HOBble bYHKLIN UAW YNyYLLaIoT CYLLECTBYIOLLME.
CpouHble (KpUTUYHBIE) MakeTbl OBHOBEHNI MYBNNKYIOTCS Ha cepBepax obHoBreHW "JlabopaTopun Kacnepckoro”.
Bbl MOXeTe HaCcTPOWTb X aBTOMAaTNYECKYIO YCTaHOBKY C NMomoLubto 3aaaun OBHoBMeHVe Mogynel nporpammsl. [1o
ymonyaHuio Kaspersky Embedded Systems Security sanyckaeT 3agauy O6HOBREHVE MOAYyNel NporpaMmmbl
exeHefenbHo, No nNaTHMLam, B 16:00 (Bpems cornacHo pervioHanbHbIM HacTpolikam 3aLyLLaeMOro yCTPONCTBa).

"NabopaTopus Kacnepckoro” He NybavkyeT niaHoBble MakeTbl OBHOBNEHWI Ha cepBepax 0BHOBNEHNI AN
aBTOMaTNYEeCKOro OBHOBNEHUS; Bbl MOXETE 3arpy»aTb Ux ¢ Beb-caiiTa "JlabopaTopumn Kacnepckoro'. Bel MoxeTe
nony4yaTtb MHbOPMaLMIO O BbIxoLe nnaHoBbix obHoBneHuli Kaspersky Embedded Systems Security ¢ nomoLubsto
3apnaun OBbHoBNEHVE Moay el MPorpamMMbl.

Bbl MOXeTe 3arpy»aTb CpOYHble OBHOBNEHNS N3 MHTEPHETA Ha KaX[oe 3aLlyiiaeMoe YCTPOMCTBO Un
1CMOoMb30BaTh OLHO 3alLMLLaeMoe YCTPONCTBO B KaUECTBE NOCPEaHVIKa, KOMMPYS Ha HEro OBHOBNEHWS 6e3
YCTaHOBKM, 8 3aTeM pacrpenenss Ux Ha 3alluiLiaemMble YCTPOMCTBa B ceTU. YTOObI KOMMPOBaTb 1 COXPaHsITb
OBHOBEHWS 63 YCTaHOBKY, CMONb3YyliTe 3aaady KonnposaHue 06HOBNEHNIA.

MNepen Tem kak ycTaHOBUTL 06HOBReHWs Moayneli Kaspersky Embedded Systems Security cospnaeT pesepsHble
KOMWN MOAYnNeli, yCTaHOBMEHHbIX paHee. Ecnn oBHoBneHre moayneli nporpaMMbl IPEPBETCS U 3aBEPLLNTCS C
owwmbkoi, Kaspersky Embedded Systems Security aBTomMaT/yeckn BEpHETCS K CMOMb30BaHUIO paHee
YCTaHOBJEHHbIX MPOrpamMMHbIX Mogynei. Bbl Takxke MoxeTe oTkaTuTb OBHOBNEHNE MOAYNEN BPYYHYIO [0
npeablAyLLX YCTaHOBNEHHbIX OBHOBNEHNIA.

Ha Bpems ycTaHoBKYM nonyyeHHbIx o6HoBneHuiA cnyxbta Kaspersky Security aBTomaTuyeckn octaHaBnMBaeTcs, a
3aTeM CHOBa 3aryckaeTCs.

O6 obHoBNEHMM Bas NporpamMmbl

Basbl Kaspersky Embedded Systems Security, xpaHsiumecs Ha 3alLMLLaeMOM YCTPONCTBE, BbICTPO CTaHOBATCS
HeaKTyanbHbIMU. BupycHble aHanuTuku "Tlabopatopum Kacnepckoro” exxeaHeBHO 06HaPY>KNBaIOT COTHU HOBbIX
Yrpos, co3naloT NAeHTUGMLMPYIOLLIME KX 3anUCK 1 BKIIIOYAIOT 1X B 0BHOBNEHNS 6a3 nporpamMmbl. OBHoBneHVe 6a3
nporpamMmbl NPenCcTaBNseT COBON OOVH NN HECKOSbKO GalifioB ¢ 3anmcsamm, AEHTUPULIMPYIOLLMMM YTPO3b,
KOTOpble Bbinv BbISBNEHbI 38 BPEMS, UCTEKLLIEE C MOMEHTa CO3LaHWs MPeaplayLLLEero 06HOBMEHMS. YTobbl cBECTY
PUCK 3apaxxeHnsl yCTPOCTBa K MUHMYMY, PEKOMEHIYETCS PETYSPHO NoyyYaTb OBHOBNEHNS 6a3 NporpamMmbI.

Mo ymonuaHuio, ecnv 6a3bl Kaspersky Embedded Systems Security He 0BHOBRSIIOTCS B TeUeHVe Heaen ¢ MOMeHTa
CO3AaHVs YCTaHOBNEHHBIX OBHOBNEHUI 6a3, BO3HUKAeT cobbiTue basbl nporpamvmbl ycTapes. Ecnn 6asbl
nporpamMmbl He OBHOBNSOTCS B TEUEHME ABYX HEAE b, BO3HVKAeT cobbITUe bassl nporpammMbl CUIbHO yCTapesu.
NHdopmaums 06 akTyansHocTv 6as oTobpaxaeTcs B naHenn pesynstaTtos y3na Kaspersky Embedded Systems
Security B aepee KoHconm nporpammbl. Bbl MoxeTe ncrnonb3osaTh obLume napameTpbl Kaspersky Embedded
Systems Security, UTo6bl yka3aTb Apyroe KOnmM4yecTBO AHEV [0 BO3HUKHOBEHWS 3TVX COBbITUIA. Bbl MOXeTe Takxke
HacTPOWTb YBEAOMNEHNS aAMUHICTRaTORa 06 3TVX COBLITUSX.

Kaspersky Embedded Systems Security 3arpyxaeT obHoBneHWs 6a3 1 mogynei nporpammbl ¢ FTP- nnn HTTP-

cepBepoB obHoBNeHW "TlabopaTopun Kacnepckoro', CepBepa agMuHUCTpurpoBaHus Kaspersky Security Center
VN U3 OPYTiX ICTOUYHUKOB OBHOBEHWIA.
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Mo>HO 3arpy>aTb OBHOBNEHUS Ha KaXXA0e 3aluyiaemMoe YyCTPONCTBO N MCMOMb30BaTb OAHO 3aLlyLLaeMoe
YCTPOICTBO B KayecTBe nocpepHuka. Ha Hero ByoyT KOnMpoBaTbCs OBHOBEHWS, @ 3aTEM PacnpPOCTPaHITLCS Ha
salyaeMble yctpoiictsa. Ecnm Bbl cnonssyeTe nporpammy Kaspersky Security Center gns LeHTpanm3oBaHHOro
yrpaBneHns 3aLLMTON YCTPONCTB B OpraHn3aummn, MoXHO ncrnonb3osaTb CepBep agMuHUCTpupoBaHns Kaspersky
Security Center B kayecTBe NocpenHvka 4ns 3arpy3sku O6HOBNEHUIA.

Bbl MOXeTe 3anyckaTb 3a4aym 06HOBNEHNS 6a3 NporpamMmMbl BRYUHYHO UK MO pacnmncaHuio. 1o yMmonyaHuo
Kaspersky Embedded Systems Security 3anyckaeT 3agauy O6HoBreHe 6a3 MporpamMmbl Kaxablii Yac.

Ecnu 3arpyska 06HOBREHWI NpepBeTCs U 3aBepLumTcs ¢ owmbkoit, Kaspersky Embedded Systems Security
aBTOMAaTNYECKM BEPHETCS K MCMOMb30BaHWo 6a3 ¢ NocneHMN YCTaHOBNEHHbIMY OBHOBNEHMSIMI. B cnyuae
nospexaeHns 6as Kaspersky Embedded Systems Security Mo)HO BRYYHYO OoTKaTUTh 6a3bl 4O paHee
YCTaHOBIEHHbIX OBHOBNEHWIA.

CxeMbl 06HOBNEHMS ©a3 1 MOAYe aHTUBUPYCHbIX MPOrpamMm B
opraHn3aumm

Bbibop ncTouHrka 0GHOBNEHWIA B 3aaavax OOHOBNEHWS 3aBMCUT UCMOMb3YEMOi B OpraH13aummn cxemMbl OOHOBNEHNS
©as 1 Moayneit Nporpammbi.

Bbl MoXeTe 06HOBNSATL 6asbl 1 Mogynn Kaspersky Embedded Systems Security Ha sawyaemMbix yCTponcTBax no
CNnepyoLLIM CXeMaM:

e 3arpyaTb O6HOBNEHNS HAMPSMYIO N3 UHTEPHETA Ha Kaxaoe 3alyaemMoe YCTPocTBo (cxema 1).

e 3arpyxaTb OBHOBNEHNS U3 HTEPHETa Ha YCTPONCTBO-MOCPELHNK 1 pacrpenensaT OOHOBNEHNS Ha
3aluMLLaeMble YCTPOMCTBa C 9TOro YCTPONCTBA.

MocpenHNKOM MOXET CNy>XUTb Nto6oe YCTPONCTBO, Ha KOTOPOM YCTaHOBIEHbI CEfyoLLME NMPOrpaMmbl:
e Kaspersky Embedded Systems Security (cxema 2).
e Cepsep agMmuHucTpuposaHns Kaspersky Security Center (cxema 3).

O6HoBneHve yepes YCTpOMCTBO—HOCpeﬂHMK NMO3BONFET HE TOJIbKO CHU3UTb I/IHTepHeT—Tpaq)I/IK, HO 1 obecneunTb
LOOMNONHUTENbHYIO 6e30MacHOCTb 3aLlMLLaeMblX yCTpOI‘/JICTB B CceTun.

HepeLII/ICﬂeHHbIe CcXeMbl OBHOBNEHWI OnMcaHbl HUXe.

Cxema 1. ObHoBReHNe 6a3 1 Moaynel NporpamMmbl HaNPSMYIO N3 UHTEPHETA

Y106b1 HacTpouTb nosyyeHne obHosneHwi Kaspersky Embedded Systems Security Harnpsmyto U3 MHTEPHETa,
Ha KaX[LOM 3aLUyLLLaeMOM yCTpoCTBe B NapameTpax 3agayd ObHosneHne 6a3 nporpammbl 1 O6HOBREHNE

MoZynel MporpamMmbl YKaxkmTe cepaepbl 06HoBNeHW "labopaTopumn Kacnepckoro” B kauecTBe MCTOUHMKA
OBHOBNEHWIA.

Bbl MOXeTe ykazaTb B Ka4eCTBe NCTOUYHUKOB 0BHoBNeHWI apyre HTTP- unn FTP-cepBepbl, Ha KOTOPbIX MMeeTCs
narnka obHOBNEHIA.
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Cepeep 0GHOBNEHWI Mpokcu-cepsep, KomMnbtotep
«MNaBoparopumn CETEBON 3KpaH C YCTAHOBMEHHBIM
Kacnepckoro» Kaspersky Embedded

Systems Security

Puc. 1. O6HoBneHne 6a3 1 Mofynelt NporpamMmbl HaNpPSMYO U3 UHTEPHEeTa

Cxema 2. O6HoBneHve 6a3 1 Mogynei NporpamMMbl Yepes OAHO M3 3aLUMLLLEaEMbIX YCTPOUCTB

YTo6bI HacTpouTs ronyyYeHne obHosneHu Kaspersky Embedded Systems Security yepes ogHo 13 3aLumLaembix
YCTPOVICTB, BbINONHATE CREAYIOLLNE AEVICTBUS:

1. CkonupyiiTe 06HOBMEHNS Ha BbIbpaHHOE 3allyLLaeMoe YCTPONCTBO. [ 9TOro BbIMOMHMTE creaytoLume
OencTBug:

* Ha BbibpaHHOM 3alLuLLaEMOM YCTPOVICTBE HACTPONTE NapaMeTpbl 3agaun KonnposaHrie 06HOBIEHWIA:
a. B kauecTBe NCTOYHVIKa OBHOBNEHWIN YKaxnTe cepepbl 0bHoBNeHN "TlabopaTopun Kacnepckoro”.
b. YkaxuTe nanky obLiero gOCTyna B ka4ecTse nanku, B KOTOPO ByayT coxpaHeHbl OBHOBMNEHMS.

2. PacnpenennTe 0OHOBMEHNS Ha OCTalbHbIE 3alLMLLLaeMble YCTPOCTBA. 15 9TOro BhiNONHUTE CrefytoLLme
OecTBUS:

* Ha kax4om 3aLyiaeMom yCTpOCTBE HacTpoliTe napameTpbl 3anad O6HoBeHVE 6a3 NporpamMmbl 1
O6HoBreHWe Mogynei nporpammbl (CM. pUC. HXKE).

a. B kauecTBe UCTOYHVKA OBHOBMEHW YKaXTe Narky Ha AMCKe YCTPOMCTBa-NOCPEAHNKE, B KOTOPYIO OyayT
3arpy»aTbCs OOHOBMNEHMSI.

Kaspersky Embedded Systems Security 6yneT nonyyaTs 0GHOBNEHNS Yepe3 OOHO 13 3aLUMLLLaEMbIX YCTPOCTB.

L

Komnbtotep
C yCTAHOBNEHHbIM
Kaspersky Embedded
Systems Security

e
) s =

Cepsep 0GHOBNEHWH TpokcH-cepeep, KomnbtoTep
«NaGopatopuu CEeTeBoi aKpaH € yCTaHOBMNEHHbLIM
Kacnepckoro» Kaspersky Embedded

Systems Security

L]

KomnbtoTep
€ YCTAHOBINEHHbIM
Kaspersky Embedded
Systems Security

Puc. 2. O6HoBneHve 6a3s 1 Momynei MPorpaMmMbl Yepes OAHO U3 3allyLLLaeMblX YCTPONCTB
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Cxema 3. O6HoBREHME a3 1 Mmoaynen nporpamMmmbl Yepes CepBep agMUHUCTPUPOBAHS
Kaspersky Security Center

Ecnu Bbl uicnonbayeTe Kaspersky Security Center ons LleHTpanM3oBaHHOro ynpaBneHns aHTBMPYCHO 3aLLTO
YCTPOWCTB, MOXHO 3arpy>aTtb 06HoBNeHUs ¢ nomolubio CepBepa agMuHUCTprpoBaHus Kaspersky Security Center,
YCTaHOBIEHHOIO B JIOKASIbHOM CETU (CM. PUC. HUXE).

L]

KomnbtoTep
€ YCTAHOBNEHHLIM
Kaspersky Embedded
Systems Security

G| = e =

Ceppep 0GHOBNEHWI MpoKcK-cepeep,
«Jlaboparopum CETeBoM akpaH AOMWHUCTPMPOBaHUA
Kacnepckorox» Kaspersky Security Center

L]

KommbtoTep
€ YCTaHOBNEHHLIM
Kaspersky Embedded
Systems Security

Puc. 3. ObHoBneHve 6a3 1 mopyneli nporpavmbl Yepes Cepaep agMuHUCTpupoBaHns Kaspersky Security Center

Y1066 HacTpouTb nony4deHve obHosneHui Kaspersky Embedded Systems Security uepes Cepsep
aamuHUcTpupoBaHus Kaspersky Security Center, BbinonHUTe CreayroLme AeicTBUS:

v on

1. BarpysunTe obHOBREHNs ¢ cepBepoB 0bHoBNeHWN "JlabopaTopumn Kacnepckoro” Ha Cepaep
agMuHUCTpupoBaHus Kaspersky Security Center. [1ns 3TOro BeiInofHATE CriegytoLime AeicTBus:

* HacTtpolite 3agauy NonyyeHne obHoBneHMn CepBepomM agMMHUCTPUPOBaHNS A yka3aHHOro Habopa
3aWwmLLaeMblX YCTPONCTB:

a. B kauecTBe NCTOYHVIKa OBHOBNEHWI yKaxnTe cepBepbl 0bHoBNeHW "NlabopaTopun Kacnepckoro”.

2. PacnpepennTe 0BHOBNEHNS Ha 3alUMLLaeMble YCTPOoCTBa. [s 9TOro BbiNOMHWUTE OOHO U3 CreayoLmx
OeNCcTBUiA:

e B Kaspersky Security Center HacTpoliTe rpynnoByto 3afady 06HOBNEHWS aHTUBMPYCHbIX 6a3 (Moaynel
nporpamMmbl) Ans pacnpenenenst oObHOBNEHWI Ha 3aLUyiLLLaeMble yCTPOCTBa:

a. B pacnucaHun 3apaun ykaxumTe yacToTy 3anycka [Mocne nonyyeHns o6HoeneHnii Cepeepom
aAMVUHUCTPUPOBAHUS.

CepBep aOMUHUCTPUPOBaHNS ByOeT 3anyckaTb 3afady KaXablli pas, kak TONbKO OH MOoMyYnT OOHOBAEHMS
(aTOT cnocob sBnseTCs PpeKoMeHLyeMbIM).

YacToTy 3anycka Nocne nony4yeHns o6HoBneHuii CepBepom agMUHUCTPUPOBAHUS HEMb3s yKkasaTb B
KoHconu nporpammbi.

e HacTpoliTe Ha KaXxgoM 13 3aLyLLaeMblx yCTpoicTB 3agayun OB6HoBneHre 6a3 nporpammbl 1 OBHOBNEHVE
MoZynel nporpamMmbi;
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a. B kauecTBe ncToOUHVKa 06HOBMEHWI YkaxkuTe CepBep agMHUCTpupoBaHus Kaspersky Security Center.

b. Ecnn TpebyeTcs, HacTpoiiTe pacncaHe 3agadn.

MNpur penkrx oBHOBNEHWSIX aHTUBMPYCHbIX 6a3 Kaspersky Embedded Systems Security (oT ogHoro pasa
B MeCSiL, 0 OJHOro pasa B rofl) BePOSTHOCTb OOHAPYXKEHNS YTPO3 CHXKAETCS, MOBbILLAETCS YacToTa
NOXHbIX CpabaTbiBaHW KOMMOHEHTOB NPOrPamMMbi.

Kaspersky Embedded Systems Security 6yneT nonyyaTb o6HoBneHus yepes CepBep afiMUHNCTPUPOBaHNS
Kaspersky Security Center.

Ecnu Bbl nnaHupyeTe ncnonb3osatb Cepep anMuHUcTpupoBaHusa Kaspersky Security Center gna pacnpenenerus
OBHOBNEHWI, NpeABapUTENbHO YCTAHOBUTE Ha KaXXA0M U3 3alLMLLaeMblX YCTPOUCTB AreHT agMUHUCTPUPOBaHNS —
MPOrpPamMMHbIA KOMMOHEHT, BXOASLLMI B KoMmrnekT nocTasku Kaspersky Security Center. OH o6ecneunBaeT
B3aumogelcTeune mexay CepeepoM agMuHUcTpupoBaHuns 1 Kaspersky Embedded Systems Security Ha
3alyLaeMom ycTpoiicTtae. [NogpobHas nHbopmaLms o6 AreHTe aiMUHUCTPUPOBAHNS 1 ero HacTPOiKe C
nomotLbto Kaspersky Security Center npuseneHa B Cripaske Kaspersky Security Center.

HacTpoiika 3apay obHOBNEHNS

OTOT pasnen CoOepXXUT NHCTPYKLUMM MO HacTpolike 3agady obHoneHns Kaspersky Embedded Systems Security.

HacTtpolika napameTpoB paboTbl C UICTOYHVKaMK 0OHoBNeHW Kaspersky
Embedded Systems Security

,D,J'I‘;'I Kaxkgom 3agaun OBHOBNEHNS, KpomMe 3agavn OTkaT obHOBNEHNa 6a3 nporpamMmmbl, MOXXHO yYKa3aTb O4NH U
HECKOJbKO NCTOYHNKOB OBHOBMNEHW, )J,O6aBI/ITb NMosb30BaTeNbCKNE UCTOUHVK OBHOBEHWIA 1 HacTpOUTb
napamMmeTpbl COeaANHEHUSA C YKa3aHHbIMW NCTOYHUKaMN OBHOBNEHWIA.

MNocne nameHeHVs napaMmeTpoB 3a4a4 OBHOBMEHNS HOBbIE 3HAYEHNS HE MPUMEHAOTCS HEMEAIEHHO B
BbIMOMHSAIOLLYIXCS 3aa4ax OBHOBMEHNS. HacTpoeHHble NapaMeTpbl BCTYMST B CUTY TOMbKO MV MOceayowem
3anycke 3agau.

YTObbI yKa3aTs TV UCTOYHVIKE OOHOB/IEHU, BbIMOIHUTE CREAYIOLUME AEVICTBUS:
1. B nepeBe KoHconu nporpammbl pa3sepHuTe y3en O6HoBnEHME.
2. BelbepuTe BNOXEHHbI y3en, COOTBETCTBYIOLLMI 3a8a4e OBHOBNEHNS, KOTOPYIO Bbl XOTUTE HACTPOUTD.

3. B naHenun pe3ynbTaToB BeIGpaHHOro yana nepeiante rno ccoinke CeBolicTea.

OTkpoeTcs okHo MNapameTpbl 3apgayum Ha 3aknagke Obwue.

4. B pasgene VicTtouHnk o6HOBREHNIA BoiGepuTe TUN NCTOYHMKa 0BHoBneHnin Kaspersky Embedded Systems
Security:
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5. Ecnv TpebyeTcq, HacTpolTe OONONHUTENBbHBIE MapamMeTPbl A51s MOb30BaTENbCKUX UICTOUYHUKOB OOHOBNEHNS:
a. lNepengnte no ccoinke Opyrue HTTP-, FTP-cepBepbl nnu ceteBble pecypcbl.

1. B oTkpbiBwemcs okHe CepBepbl 0GHOBNEHWI YCTAHOBUTE U CHUMUTE PRaxki psnom ¢
MOMb30BAaTENbCKMMY UCTOYHVKAMM OBHOBMEHWIA, UTOOBI HAYaTb UM NMPEKPaTUTb X MCMONb30BaHME.

2. Haxxmute Ha kHonky OK.

b. B paspene UcTouHnk obHoBneHwii Ha 3aknagke O6wme yctaHoBUTE i cHUMKTE $naxok Vicnonbsosatb

6. B okHe MapameTpbl 3apaum BuibepuTe 3aknanky MapameTpbl coeaMHeHNs, YTOObLI HACTPOUTL NapamMeTPbI
COEAVIHEHWVSI C UICTOYHNKOM OBHOBNEHUIA:

NHbopmaums o HacTpolike AONOMHATENbHBIX NapPaMeTPOB NPOKCU-CcepBepa 1 NapamMmeTpoB
ayTeHTUdVKaLMM AN JOCTynNa K NPOKCM-cepBepy NpriBeAeHa B pasaene 3anyck 1 HacTpoiika 3anauv

ObHoBneHne 6a3 nporpamMmmbl.

7. Haxkmute Ha kHonky OK.
HacTpoeHHble napameTpbl MCTOUHKKa 0bHoBNeHW Kaspersky Embedded Systems Security 6ynyT coxpaHeHbl 1
MpVIMEHeHb! NPV MOCeAytoLeM 3anycke 3aaadn.
Bbl MOXeTe ynpaBnsaTb CAMCKOM MOb30BaTENbCKMX MCTOYHMKOB 06HOBReHMn Kaspersky Embedded Systems

Security.

YT06b! OoTPEeAaKTNPOBAaTh CrCOK MOJ/Ib30BaTe/ibCKVX NCTOYHVIKOB OBHOBIEHW rporpamMmbl, BbIMNO/IHUTe c/ieiyroLmne

AevicTens:
1. B nepee KoHconu nporpammbl pa3sepHute y3en O6HoBneHe.

2. BelbepuTe BNOXEHHbI y3€n, COOTBETCTBYIOLLMI 3a8a4e OBHOBNEHNS, KOTOPYIO Bbl XOTUTE HACTPOUTB.

3. B naHenu pesynbTaToB BbIOpaHHOro y3na nepelignte no ccoinke CeolicTaa.

OTKpoech OKHO I'Iapameprl 3agayn Ha 3aKknagke 06u.w|e.

4. MNepeiipnTe no ccoinke Opyrue HTTP-, FTP-cepBepbl unu ceTeBblie pecypchbl.

OTtkpoeTcs okHo CepBepbl 06HOBREHUIA.

B. BeinonHuTe cnepgyrouimne OencTBus:

* YTOObI OBABNTH HOBbIN MOML30BATENBCKUI UCTOYHUK OBHOBMEHNS, HAXMUTE Ha KHOMKy [o6aBuTb 11 B none
BBOAA YKaxuTe agpec nanku ¢ dpainamm obHosneHuii Ha FTP- nnn HT TP-cepBepe. YkaxuTe nokanbHyo 1
ceTesyto nanky B dopmate UNC (Universal Naming Convention). HaxxmuTte Ha knasuwy ENTER.
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Mo YMOJT4aHno nobasneHHaq nanka NCMNoJIb3yeTCH B Ka4eCTBe NCTOYHMKa OBHOBNEHWIA.

® YTOBbl OTK/IIOUNTBL UCMOSIb30BaHVE NONMb30BaTENbCKOrO NCTOUHMKE, CHUMUTE CI)J'Ia)KOK pP4aA0OM C NICTOYHNKOM B
crnmcke.

e YTO6bI BKIIOUNTb UCMO/Ib30BaHVE NOMb30BaTENbCKOrO UCTOUHMKA, yCTaHoBUTE c|>na>|<0|< pPaaOoM C NCTOYHNKOM
B Cnuncke.

e Y706bI N3MEHNTL OYepenHocTb obpalleHns Kaspersky Embedded Systems Security kK nonb3oBaTensckum
NCTOYHVKaM OBHOBIEHWI, C MOMOLLIbIO KHOMOK BBepx 1 BHU3 nepemelLalite BbIGpaHHbIA UICTOUYHVK K Hauany
W KOHLLY CMICKa B 3@BUCMMOCTM OT TOrO, KOrAa OH AOSIXKEH NCMOMNb30BaTbCH: [O UV MOCAE APYriX
NCTOYHVIKOB.

® YTOBbI N3MEHUTb MyTb K MONb30BaTe/IbCKOMY MCTOYHUKY 0BHOBNEHWIA, Bbl6€pI/ITe NCTOYHMK B CMNCKE 1N
Ha>XMNTE Ha KHOMKY NameHnTb, BbinonHUTE HY>XXHbl€ USMEHEHNA B NONe BBOAA N HAXXMUTE Ha KnaBuLLy
ENTER.

e YTOObI yOanmTb Nonb30BaTENbCKU UCTOUYHNK OBHOBNEHNI, BBIGEPUTE Er0 B CANCKE U HAXMUTE Ha KHOMKY
YoanuTtsb.

Bbl He moxeTe YAannTb €ONHCTBEHHbIN MONb30BaTENbCKUIA UCTOYHMK U3 CMICKA.

6. HaxxmuTe Ha kHonky OK.

V1ameHeHns B crnivicke nonb3oBaTeIbCKUX ICTOYHNUKOB OBHOBNEHNS nporpamMmbl 6y,EI,YT COXpaHeHbl.

OnTMn3auns AMCKOBOI NoacUCTEMbl MPY BbINONHeHU 3aga4vn OBHoBNeHe
©as nporpammbl

Mpw BbINONHeHWN 3apaun OB6HoBNeHVe 6a3 nporpammbl Kaspersky Embedded Systems Security pasveluaeT
daiinbl 0bHOBNEHNI Ha NOKaNbHOM AMCKe 3alLMLaeMoro YCTpoicTBa. Bbl MoXeTe CHU3WTL Harpy3Kky Ha AUCKOBYIO
NMOACKCTEMY 3aLLMLLAEMOro YCTPOMCTBA 3a CUeT pa3meLleHns dalinos 06HOBNEHWI Ha BUPTYanbHOM AUCKE B
onepaTVBHOM NaMsT NP BbINOMHEHWN 3a8a4v OBHOBEHNS.

OTa dyHKUMS BOCTyNHa Ans onepaLumnoHHbix cuctem Microsoft Windows 7 v Bbiue.

[Mpw ncrnonb3oBaHUK 3TON GYHKLIMN BO BpeMs BbiNonHeHUs 3apaun O6HoBNeHve 6a3 nporpammbl B
ornepaLroOHHON CUCTEME MOXET MOSBUTLCS AOMNONHUTENbHBIV TOrMYeCcKnii ANCK. DTOT NOrMYeCKniin ANCK
1ncyes3aeT 13 OnepaLIOHHON CUCTEMbI MOCE 3aBEPLUEHNS 3a4aun.

YTO6bI CHN3NTL HarpysKy Ha AVCKOBYIO NOACUCTEMY 3aLLMLLAEMOro yCTPOVICTBA Mow BbIMOTHEHVIV 384841
O6HoBreHye 6a3 MporpamMMbi, BbiNOTHUTE CEAYIOLLNE AEVICTBUS

1. B nepee KoHconu nporpammbl pa3sepHute y3en O6HoBneHe.
2. BelbepuTe BnoxeHHbI y3en O6HoBneHne 6a3 nporpamMmb..

3. B naHenu pesynbTaToB y3na O6HoBneHne 6as3 nporpammbl nepelignTe no ccoinke CeoiicTaa.

OTkpoeTcs okHo MNapameTpbl 3apaum Ha 3aknagke Obwume.
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4.B pasnene OnTMmnsaums ncnosib3oBaHUs AUCKOBOI NOACUCTEMDbI HaCTpOVITe crnepgyrouine napamMeTpbl:

e CHuMUTe nnm ycTaHoBuTe dpriaxkok CHU3UTb Harpy3Ky Ha AMCKOBYIO MOACUCTEMY

* B none O6bem onepaTuBHOI NamaTu, Ncnonb3yembliii ans ontTummusaumm (MB) ykaxunte obbem
onepaTrBHOl NamsaT B MerabaiTax. OnepaumnoHHas cucTemMa BPEMEHHO BbiAeNgeT 3TOT OObeMm
onepaTVBHON NamMaTK AN pasmMeLleHns Gpaiinos obHOBNEHUIA NP BbINOMHEHWM 3ada4u. [1o ymonyaHmo
yCTaHoBneH o6bem onepaTueHoii namaTy 512 MBb. MyHManbHO fLonyCTUMbIA 06beM onepaTrBHOM NamsaTu
400 MB.

Mpwn 3anycke 3apayn O6HOBNEHNE 6a3 NPOrpamMmMbl C BKIOUEHHON GYHKLMEN ONTUMN3aLmmn ANCKOBOM
MOACUCTEMbI, MOXET BOSHUKHYTb OfHa 13 CNeAyoLWUX CUTyaLuiA, B 3aBUCMMOCTM OT TOrO, Kakol 06bem
onepaTVBHO NaMsaTL BblAeneH s GyHKUNM:

e Ecnn ykazaHo CAMLLKOM MarieHbKoe 3HayeHne, BblaeneHHbIli 06 bem onepaTyBHON NaMSAT MOXET
0oKasaTbCs HELOCTATOYHBIM AJ15 BbINMOMHEHWS 38484 0BHOBNEHUs 6a3 nporpammbl (HanpymMep, npu
nepBOM OBHOBIEHNM), YTO MPUBEAET K 3aBEPLUEHMIO 33434 C OLLNOKOA.

B aToMm crnyyae pekomeHayeTCs BblAennTb 60MbLUMii 06beM onepaTUBHOM NamMaTy A5t yHKLN
ONTVMM3aLMM ANCKOBOW MNOACKCTEMbI.

* Ecnu yka3aHo CnvLKOM B0osbLLOe 3HaYeHme, Npu 3anycke 3aaaymn obHoBNeHNs 6a3 NporpaMMbl MOXET He
nony4YMTbCs cO34aTb BUPTYarbHbI ANCK TpebyemMoro pa3mepa B ornepaTtuBHoi namsTi. B pesynbtaTte

PYHKLMS ONTMMN3ALIN OUNCKOBOK MOACUCTEMbI aBTOMATUUYECKM OTKIIOUMNTCS 1 3aaada OOHOBNEHWs 6a3
nporpamMmbl 6yneT paboTtaTb 63 oNTUMU3aLNN.

B aTom criyyae pekomeHayeTcs BblAENNTb MEHbLUMI 06beM OnepaTBHOM NaMaT Ans dyHKLMN
ONTUMN3aLMV ANCKOBOW MOACUCTEMDI.

5. HaxxmuTte Ha kHomnky OK.

HacTpoeHHble napameTpbl 6yLyT COXpaHeHbl 1 MPVIMEHEHbI NP MOCenyoLLeM 3arnycke 3agaquln.

HacTpoiika napameTpoB 3aga4yn KonnposaHne 0OHOBNEHWI

Yrobbl HacTpouTb NapameTpsl 3aaa4v KonvpoBaHe 06HOBIEHWUV, BbIMO/IHUTE C/EAYyoLME BeCTBUS:
1. B pepeBe KoHconu nporpammbl passepHuTe ysen O6HoBNeHue.
2. BeibepuTe BNoXeHHbI y3en KonupoBaHue o6HOBAEHMWIA.

3. B naHenu pesynbTaToB y3na KonnpoBaHue o6HoBneHUMiA nepeiante no ccoinke CBolicTBa.

OTkpoeTcs okHo MapameTpbl 3apaun.

4. Ha 3aknapkax O6wwue 1 MapameTpbl coeanHeHNs HacTPOoIiTe NapamMmeTpbl PaboTbl C MCTOUHVIKaMY OBHOBAEHWI.
5. Ha 3aknapke O6wume B paspene MNapameTpbl kKonMpoBaHUs 06HOBNEHWIA BEINONHUTE CneaytoLve AeNCTBUS:
* YKaxuTe yCnoBus KONMpoBaHUs O6HOBEHMIA MPOrpaMMbl:

* KonunpoBaTb 06HOBNEHWS 6a3 NporpamMmbl
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e YkaxuTe nokasnbHYo Ui ceTeByto narky, B kotopyto Kaspersky Embedded Systems Security 6yneT
KOMMPOBaTb MOyYeHHblE OBHOBNEHNS.

6. Ha 3aknapkax PacnucaHne v JJononHUTenbHO HacTPONTe pacrnvcaHve 3anycka 3aaa4uun.

7. Ha 3aknapgke 3anyck c npaBamMu HaCcTPOMTe 3anycK 3a4ayn C UCMNoNb30BaHEM NRaB ONRENENEHHON YYETHON
3anucu.

8. HaxkmuTte Ha kHorky OK.

HacTpoeHHble napameTpbl 6yayT coxpaHeHbl 1 MPYMEHEHbI NPY NocneytoLLeM 3arnycke 3ataqn.

HacTtpolika napameTpos 3agayn O6HOBNEHNE MOoAyNnel NporpaMmbl

Y106bI HacTpouTe napameTpsi 3aaa4m O6HOBAEHE MOAY eV MPOrPaMMbl, BbIOIHATE CAEAYIOLLNE AeCTBUS:
1. B nepee KoHconu nporpammbl pa3sepHute y3en O6HoBneHue.

2. BoibepuTe BnoxeHHbIl y3en O6HoBneHMe Mmoaynei nporpamMmbl.

3. B naHenu pesynbTaToB y3na O6HoBneHne Mmoaynei nporpamMmbl nepeiaute no ccolnke CBoiicTaa.

OTkpoeTcs okHo MapameTpbl 3apgaun.

4. Ha 3aknapgkax O6wue 1 MapameTpbl coeAnHEHUs HACTPOWTE NapamMeTpbl PaboTbl C MCTOUYHUKaMY OBHOBNEHWI.

5. Ha saknapke O6wume B pasgene MapameTpbl 0GHOBNEHUS HACTPOWTE NapamMeTpbl OBHOBMIEHVS MOAY e
nporpammbi:

¢ Tosibko NPOBEPSTb HaNMYME AOCTYMHbIX KPUTUYECKUX OBHOBNIEHWIA MOAYei NporpamMmbl

6. Ha 3aknapkax PacnucaHne v [JononHuTenbHo HacTpoiTe pacnucaHve 3anycka 3agayu. [lo ymonyaHumio
Kaspersky Embedded Systems Security 3anyckaeT 3agavy OBHOBNEHNE Moaynel MporpamMmMbl eXXeHeaenbHo,
no naTHMUaMm, B 16:00 (Bpems cornacHo permoHasnbHbIM HacTPOMKaM 3aLyLLaeMoro yCTpoicTaa).

7. Ha 3aknapke 3anyck ¢ npaBamu HaCTPOUTe 3amnyck 3a4ayn C MCMOb30BaHNEM [PaB ONRENENEHHON YUYETHOV
3anucu.

8. HaxxmuTe Ha kHomnky OK.

HacTpoeHHble napameTpbl 6yLyT COXpaHeHbl 1 MPIMEHEHbI Mpv MOCenyoLLLeM 3arnycke 3ajaqun.

"TabopaTopus Kacnepckoro” He NybankyeT niaHoBble NMakeTbl OBHOBNEHWI Ha cepBepax OBHOBNEHWI Ang
aBTOMAaTNYECKOW YCTaHOBKM; Bbl MOXETE 3arpy>kaThb 1x ¢ Beb-calita "JlabopaTopun Kacnepckoro'. Bel moxeTe
HacCTPOWTb YBEAOMIIEHME aAMUHNCTPATOPa O COBLITUW [OCTYrHbI KPUTUYECKUNE U MI8HOBbIE OOHOB/IEHS, B
KOTOpOM ByaeT coaepXaTbCs afpec Beb6-CTpaHyLbl, 0OTKYOa MOXHO 3arpy3uThb NniaHoBble OBHOBEHNS.
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OTkaT obHoBneHns 6a3 Kaspersky Embedded Systems Security

MNepen npumeHeHem obHoBneHKs 6a3 Kaspersky Embedded Systems Security cosnaeT pesepBHble konun 6a3,
KOTOpbIE MCMOMb30BannCh paHee. Ecnv oBHoBneHve 6bino NpepBaHo 1v 3aBepLUnoch ¢ owmnbkoli, Kaspersky
Embedded Systems Security aBToMmaTUueck BO3BpaLLaeTCs K MCMOMb30BaHMIO paHee YCTaHOBNEHHbIX 6a3.

Ecnun nocne obHoBneHns 6a3 y Bac BO3HWKHYT NPO6GIeMb, Bbl MOXETE OTKaTUTb 6asbl 40 NPeabiayLLmX
yCTaHOBIEHHbIX OOHOBNEHWIA, 3anycTuB 3agady OTkaT obHOBNEHNS 6a3 NporpamMmbl.

Yrobbl 3anycTutb 3aaaqy OTkaT 0bHOBIeHYS 6a3 rporpammsi,

B NaHenu pesynbtatoB y3na OTkaT o6HoBneHUs 6a3 nporpamMmMbl NeperianTe No ccolike 3anycTuTb.

OTkaT 0BGHOBNEHNS NPOrPaMMHbIX MOLY e

HasBaHus napameTpoB MOryT OTNMYaTLCS B PasHblX OnepaLoHHbix cuctemax Windows.

MNepen npumeHeHnem obHOBNEHNS NporpaMMHbIx Moayneli Kaspersky Embedded Systems Security cospaet
pe3epBHble KON MOLYNEN, UCNonb3yeMblX B TEKYLLMIA MOMeHT. Ecnn obHoBneHe Mmopyneli 6bino npepBaHo nian
3aBepLunnocsk ¢ owmnbkoli, Kaspersky Embedded Systems Security aBTomaTuyeckmn BosspaliaeTcs K
MCMOMb30BaHMIO MOLYyNel C paHee yCTaHOBNEHHBIMU OBHOBNIEHNSIMU.

YTOoBbl OTKaTUTbL NPOrPaMMHbIe MOLYW, Ucronb3yliTe dyHkumo Microsoft Windows YcTaHoBka v yaaneHue
nporpamMmm.

CTaTucTtuyka 3agay obHOBNEHUS

Bo BpeM4 BbINMOJIHEHUSA 3a0aun 0BHOBNEHVS Bbl MOXeTe npocmMaTpuBaTb akTyasbHYHO |/|Hc|>op|v|a|_|,|/|+o o6 obbeme
LOaHHbIX, 3arpy>XeHHbIX C MOMEeHTa 3aryCka 3afa4du, a Tak>xxe npodyto |/|H¢op|v|au,vno O BbIMNMOJIHEHIW 3agaun.

MNMocne 3aBepLlleHnsd nnam oCTaHOBKW 3ajadn 3Ty I/IHq)OpMaLI,I/IPO MOXHO MPOCMOTPETb B XXYpPHas€e BbIMOJIHEHNSA
3agavn.

Y106bI IPOCMOTPETH CTATUCTUKY 38484V OOHOBIEHVS, BLIMO/IHUTE CReAyoLmMe AeiCTBUS:
1. B nepeBe KoHconu nporpammel pa3sepHute y3en OGHoBNEHNE.
2. BelbepuTe BNOXEHHbI y3en, COOTBETCTBYIOLLMI 3aa4e, CTaTUCTVKY KOTOPOU Bbl XOTUTE MPOCMOTPETb.

B naHenu pesynbTaToB BbiOpaHHOro y3na B 6rioke CtatucTuka otob6pasnTcs CTaTUCTVKa 3a0a4unl.

Ecnu Bol npocmaTpurBaeTe 3apady O6HoBneHne 6a3 nporpammbl v KonvposaHie 0BGHOBREHWIA, B pasaene
CraTucTuka otobpaxaeTcs obbem AaHHbIX, 3arpyeHHbix Kaspersky Embedded Systems Security Ha TekyLumia
MOMeHT ([lonyyeHHble faHHble).

Ecnu Bbl npocmaTpuriBaeTe 3agady OBHOBMNEHVE MOAy el NporpaMmMbl, 0TobpaxaeTcs nHGOpMaLLMS, ONcaHHas B
crefyolLein Tabnmue.
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NHdopmaums o 3apaye O6HOBNEHME MOAYe NporpaMmbl

Mone OnucaHune
MonyueHHble OBt 06beM NONyYEHHbIX AaHHbBIX
paHHble
JocTynHo KonnuecTBo KpUTMYECKX OBHOBNEHMI, LOCTYMHbIX LS YCTaHOBKM
KpUTUYECKNX
obHoBneHun
JocTynHo KonnuecTBo nnaHoBbIx OBHOBNEHWIA, LOCTYMHbBIX AN YCTaHOBKM
nnaHoBbIX
obHoBneHun
Owmnbok Ecnu sHayeHne aToro nons oTAMYaeTCs OT Hyssl, OBHOBMIEHNE HE BblNo NPUMEHEHO.
NpUMeHeHus HasBaHne 06HOBMEHNS, BbI3BABLUETO OLLMOKY, MOXHO MOCMOTPETb B XYyRHane
obHoBneHUN BbIMOJIHEHNS 380a4N.
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N3onmnpoBaHue 1 pesepBHOE KOMMPOBaHNE OO BHEKTOB

OTOT pasnen CoaepXnUT MHPOPMALMIO O PE3EPBHOM KOMMPOBaHN OBHaPYKEHHBIX BPELOHOCHbBIX O6bEKTOB Nepes,
VX NeYeHneM Unu yoaneHnem, a Takxe nHdopmaumio 06 N30nMpoBaHnM BO3MOXHO 3apakeHHbIX 06 beKTOB.

|/|3OJ'II/IpOBaHI/Ie BO3MOXHO 3apa>eHHbIX 0bBbEeKTOB. KapaHTVIH

oToT pasnen cogepxnTt |/|H<|>op|v|au.|/no 06 MN30MpoBaH BO3MOXHO 3apa>XeHHbIX 06bEeKTOB, TO €CTb O nomeLeHnn
9TUX OObEKTOB Ha KapaHTWH, A HaCTpOMKe napamMmeTpoB KapaHTHa.

06 N30 IMpoBaHNN BO3MOXHO 3apa>XeHHbIX 0bbeKToB

Kaspersky Embedded Systems Security nepemelaeT 06beKTbI, KOTOPbIE MPU3HAET BO3MOXHO 3apaeHHbIMU, 13
NCXOAHOIO MEeCTOMONOXEHNS B Nanky KapaHTyH. B Lensx 6e3onacHoOCT 06beKTbl, MOMELLEHHbIE Ha KapaHTYH,
XpaHsTCs B 3awmdbpoBaHHOM BUIE.

[MpocMoTp 06BEKTOB Ha KapaHTUHE

Bbl MoxeTe npocmaTpurBaTe 06beKThI Ha kKapaHTVHe B y3ne KapaHTuH KoHconu nporpammei.
Y1066l MPOCMOTPETL OOBLEKTLI HA KAPAHTVIHE, BBIMO/IHUTE CAEAYIOLUME AeHCTBUS:

1. B nepese KoHconu nporpammel pa3sepHuTe y3en XpaHunvia.

2. BoibepuTe BnoxeHHbIn y3en KapaHTuH.

NHbopmaums 06 obbekTax, MOMELLEHHbIX Ha KapaHTVH, OTOBPA3UTCS B NaHeN pe3ynbTaToB BbIGpaHHOro y3na.

YTO6bI HaViTV HYKHBIVI OB BEKT B CrICKe OOBEKTOB Ha KaPaHTIHE,

OTCORTURYMTE OBBEKTHI NN OTHUIBTRYITE UX.

CopTupoBka 0O6BbEKTOB Ha KapaHTUHE

Mo ymonyaHuo 06beKTbl Ha KapaHTVHE OTCOPTUPOBAaHbBI B Tabrvue Mo gate NoMeLLeHNs Ha KapaHTUH B 06paTHOM
XPOHOMOrMYECKOM Nopsake. YTo6bl HANTK HYXXHbIN OB BEKT, MOXHO OTCOPTMPOBaTL 06bEKTbI MO rpadam ¢
nHpopmaumeln 06 obbekTax. PesynbTaT COPTUPOBKIN COXPAHNTCS, €C/M Bbl 3aKPOETE 1 CHOBa OTKPOETE y3er
KapaHTuH nnn ecnm Bbl 3akpoeTe KoHconb NporpamMmel C coxpaHeHnem B msc-daiin 1 CHoBa OTKpoeTe ee U3 3Toro
daiina.

Y106bI OTCOPTHPOBATE O6BEKTBI, BbIMNOIHATE CAELAYIOLUNE AEVCTBYS:
1. B nepese KoHconn nporpammbl passepHuTe y3en XpaHunuia.

2. BoibepuTe BnoxeHHbIn y3en KapaHTuH.
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3. B naHenu pesynbTaTos yana KapaHTuH BbibepuiTe 3aronoBok rpadsbl, Mo KOTOPOW Bbl XOTUTE OTCOPTMPOBATb
ob6bekTbl B Tabnuue.

O6bekTbl B Tabnmue nvcke 6yoyT OTCOPTMPOBaHbI MO BbIGpaHHOMY napameTpy.

CDI/IJ'IpraLI,I/Iﬂ 0ObeKToB Ha KapaHTHe

YTO6bI HANTW HY>KHBI OB6BEKT Ha KaPaHTVHE, MOXHO OTOUNLTPOBATL O6BbEKTHI B TabnuLie — 0TOBPasnTb TOMbKO Te
06BEKTbI, KOTOPbIE YAOBNETBOPSIOT 3aAaHHbIM KpUTepusm bunbTpaumnm (dunbtpam). PesynbtaT dunbTpaumm
COXPaHUTCS, ECNN Bbl 3aKpOEeTe N CHOBa oTKpoeTe y3en KapaHTuH nnmn ecnm Bbl 3akpoeTe KoHComb nporpammbl ¢
coxpaHeHnem B msc-daiin n CHoBa oTkpoeTe ee 13 aToro daiina.

Y106bI 338aTb PUILTPLI, BbINOHATE CAEAYIOLLNE [AEVCTBUS:
1. B pepeBe KoHconu nporpammbl passepHuTe ysen XpaHunmia.
2. BelbepuTe BNOXeEHHbI y3en KapaHTuH.

3. B KOHTEKCTHOM MeHto y3na BeibepuTe NyHKT OunbTp.

OTkpoeTcs okHo MNapameTpbl dunbTpa.
4. YTobbl 06aBUTL GUIILTP, BBINOIHATE CREAyoLMe LeNCTBUS:
a. B cnucke HasBaHune nong BoibepuTe none, no KOTOPOMY BbINOMHAETCS GubTpaLms COBbITUN.

b. B cnncke Onepatop BbibepuTe ycnosre dpunbTpaummn. Yenosus GpunbTpaummn B Tabnvue MoryT pasnmyaTtbes B
3aBMCUMOCTW OT 3HaYeHWs, BbibpaHHoro B cnivicke HaseaHne nons.

c. B none 3HaueHue nons BBeOnTe 1M BoIbEPUTE B CrCKE 3HaUYEHNE GubTpa.
d. HaxxmuTte Ha kHorky Jo6aBuTb.

[obGaBneHHbii unbTp oTobpasnTcs B cnivicke GunbTpoB B okHe MapameTpbl unbTpa. lNosTopuTe Wark a-d ans
Kaxgoro gobasnsemoro ¢unbTpa. MNpn paboTe ¢ dunbTpaMm UCNoNb3yinTe cneayoLye pekoMeHaaumn:

* Y7066l 06BEANHNTE HECKOBKO PUNMBTPOB Mo norideckomy "U", BbibepurTe BapuaHT Mpn BbINONHEHN BCex
YCIOBUIA.

* YTOObI 06BEOVHNTDL HECKOMBKO GUNbTPOB Mo norndeckomy "UIN", BoibepuTte BapuaHT Mpn BeinonHeHNN
no6oro ycrnosusi.

e YToObl yoanuTb bunbTp, B crivicke GunbTpoB BbibepuTe GUbTP, KOTOPLIV Bbl XOTUTE YOAUTb, Y HAXMUTE Ha
KHOMKY YAannTb.

* YTOObI U3MEHNTb GUNLTP, BoIbepuTe GunbTp B cricke B okHe MapameTpbl dunbtpa. OTpenakTupylite
Tpebyemble 3HayeHns B nonsx HassaHune nons, Onepatop 1 3HaueHne Nons 1 HAKMUTE Ha KHOMKY
3ameHunTDb.

5. MNocne pobaeneHns Bcex GUNbTPOB HAXMUTE Ha KHOMKY MpuMeHnTb.

CospaHHble GUnbTPbl OyOyT COXpaHeHbI.

YT06bI BEPHYTH OTOBPaXxeHe Bcex 06 bekTOB Ha KapaHTVHE,
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B KOHTEKCTHOM MeHIo y3ra KapaHTuH BbibepuTe nyHKT CHATb GunbTp.

[lpoBepka 0H6BHEKTOB Ha KapPaHTUHE

No ymonuaHuio nocne kaxporo obHosneHns 6a3 Kaspersky Embedded Systems Security BbINONHSET cUCTEMHYO
3apavy lNpoBepka 06beKTOB Ha KapaHTVHe. [TapamMeTpbl 3aaaun NprBefeHsl B cnepytoLlein Tabnvue. Bel He moxeTe
N3MeHSTb NapameTpbl 3agayn [Nposepka 06bEKTOB Ha KapaHTUHE.

Mo>HO HacTpavBaTh pacnmncaHvie 3amnycka 3a4a4v, 3anyckaTb ee BPYYHYIO, a TakxXe N3MEeHSTb NpaBa yY4eTHOM
3anvicu, nop, yrpaeneHeM KOTOPOiA 3aryckaeTcs 3agava.

MNpoBepuB 06bEKTHI Ha KapaHTUHE nocre obHoBneHus 6a3, Kaspersky Embedded Systems Security moxeT
NpW3HaTb HEKOTOPbIE N3 HUX HEe3apaXkeHHbIMU: CTaTyC Takx 06bekTOB M3MeHUTCS Ha JlokHoe cpabaTbiBaHue.
Opyrre o6bekTbl Kaspersky Embedded Systems Security MoxeT nprsHaTb 3apaXkeHHbIMU U BINOMHNTD Hag, HUMM
LelicTBIMS, NpedyCMOTPeHHbIe NapameTpami 3agaqu [poBepka 06bEKTOB Ha KapaHTUHE: NeYnNTb UK YOansiTb, eCin
neyeHne HeBO3MOXHO.

MapameTpel 3agaun [NpoBepka 06HEKTOB Ha KapaHTUHe

MapameTp 3apaun MNpoBepka 06bEKTOB 3HaueHwue

Ha KapaHTuHe
ObnacTb NpoBepKy [Nanka kapaHTuHa

EnvHble ong Bceit obnacTu NpoBepKy (3HaYeHUs MPYBOASTCS B
cregnytoLen Tabnuue)

MapameTpbl 6e3onacHoOCTH

MapameTpbl 6e3onacHocTy B 3apnade [poBepka 06bEKTOB Ha KapaHTVHE

MapameTp GesonacHocTy
MNpoBepka o6beKTOB
OnTnmMmnsaums

HelicTBre Hap, 3apaXKeHHbIMY 11 ApYTMM

3HaueHue
Bce 06bekTbl 06nacTu NpoBEpKY
BbiknioueHo

JleunTs, yOanaTb, eCnv nevyeHne HeBO3MOXHO

OBHapy>KeHHbIMY 06 beKTaMm

[elicTBre Hag BOSMOXHO 3apaXeHHbIMY 06bekTaMm [NponyckaTb
WcknioyaTe 06BbEKTHI HeTt

He oBHapy>xvBaThb HeTt
OcTaHaBnMBaTb NPOBEPKY, ECMN OHa ANNTCS Boree He 3apaHo
(cek.)

He npoBepsTb 06beKTHI pasmepom bonee (MB) He 3apaHo
AnbTepHaTuBHble noTokn NTES BkntoueHa
3arpysouyHble cekTopbl anckos 1 MBR BolkntoueHo
Wcrnonb3oBaTtb TexHonoruo iChecker BoikntoueHo
Mcnonb3oBaTtb TexHonmorumo iSwift BbikntoueHo
[MpoBepsTb COCTaBHbIE OOBHEKTHI . Apxvisb*

e SFX-apxvBbl*

* YnakoBaHHble 06beKkTbl*
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¢ BnoxeHHble OLE-06bekTbl*
* MpoBepka TOMbKO HOBbIX 1 N3MEHEHHbIX
daiinoB Bbik/lOUeHa.

Mposepka nognvicu Microsoft y dainos He BbinonHsaeTcs
Vcnonb3oBaHne aBpUCTMYECKOro aHanmsaTopa BkntoueHo ¢ yposHem aHanuaa Mmy6okuia
[oBepeHHas 3oHa He npumeHseTcs

BoccTaHoBneHNe COAEPXXMMOro KapaHTMHa

Kaspersky Embedded Systems Security nomelLaeT BO3MOXHO 3apaxeHHble 0OBbeKThI B Marky KapaHT/Ha B
3aWwWndpoBaHHOM BuLe, YTOBbI NPefoXpPaHnTb 3alyLLLaeMOe YCTPONCTBO OT X BO3MOXHOMO BPeAOHOCHOMO
OericTBus.

Bbl MOXeTe BOCCTaHOBUTb Nt060I 06BEKT C KapaHTUHa. OTO MOXeT NoTpeboBaTbCs B CreyoLyx CryYasx:

® ecnu nocrne NPoBepPKM KapaHTUHa C MPUMEHEHNEM OBHOBEHHBIX 6a3 cTaTyc 0bbekTa nameHuncs Ha JloxkHoe
cpabaTbiBaHue 1 Beineue;

® ecsnu Bbl cuMTaeTe 06bekT 6e3onacHbIM As 3aLUMLLEAEMOro YCTPOWCTBA 1 XOTUTE ero NCrosb3oBaTb. YTobbl
nporpamvma Kaspersky Embedded Systems Security He nsonnposana aToT 06beKT NpY NOCNEenYOLLX
NpoBepKax, Bbl MOXETE UCKOUNTL O6BEKT N3 06paboTku B 3agade NocTosHHas 3awmTa Gpalinos 1 B 3agadax
NpoBepkM Mo TpeboBaHMto. 115 3TOro ykaxnTe 06BbEKT B KAUECTBE 3HAYEHNs napamMeTpa 6e30nacHOCTY
WckniouaTb daiinbl (Mo nmeHn daiina) unv He obHapy>xuBaTthb B 3TuX 3agadvax nnbo nobasbTe ero B
HoBepetHyto 30HY.

MNpy BocCcTaHOBNEHN O6HEKTOB MOXHO BbibpaTh, rae 6yAeT COXpaHEH BOCCTAHOBNEHHbI OBOBEKT: B ICXOLHOM
MECTOMOOXEHUM (MO YMOYaHMIO), B CrieLanbHO narnke A1 BOCCTaHOBMIEHHbIX OObEKTOB Ha 3aLLMLAEMOM
YCTPOWCTBE, B YKa3aHHOV Narnke Ha 3aLlyLLaeMOM YCTPOWCTBE, Ha KOTOPOM ycTaHoBneHa KoHCosb nporpamMmbl, in
Ha Opyrom yCTPOWCTBE B CETW.

MoxHo YKa3aTb nanky gngd XxpaHeHna BOCCTaHOB/TIEHHbIX 06bEeKToB Ha 3almaemMmom yCTpOVICTBe. Bbl MoyxeTe

YCTaHOBWTb [/151 €€ MPOBepPKU creumarbHble napaMmeTpbl 6esonacHocTU. [yTb K 3TOM nanke 3agaeTcs napameTpamin
KapaHT1Ha.

BoccTaHoBneHre o6bekToB 13 KapaHTVIHa MOXET MPUBECTM K 3apakeHMIo 3aLUyLLaeMoro ycTpolicTaa.

Bbl MOXeTe BOCCTaHOBUTb O6EKT, COXPaHMB Ero KOMuIO B Narke KapaHTyHa, YTobbl MCNoNb30BaTh €€ B
LanbHelwem, Hanprmep, YTobbI eLLe pa3 NPOBEPUTb OBBEKT Nocrie 06HOBNEHS 6as.

Ecnu o6bekT, NoMeLLeHHbI Ha KapaHTWH, BXOAUT B COCTaBHOW 06bekT (Hanpumep, B apxue), Kaspersky
Embedded Systems Security He Bk/louaeT ero B cocTaBHoOW 06bekT Npu BoccTaHoBNeHN. OBbekT,
MOMELLLEHHbIV Ha KaPaHTUH, COXPaHsIeTCs OTAENbHO B BbIOpaHHYIo narky.

Bbl MOXeTe BOCCTaHOBUTb OAVH W HECKOMbKO OB BHEKTOB.
Y106b1 BOCCTAHOBUTL OOBEKTBI C KEPAHTUHE, BHIMO/IHATE CEAYIOLUMNE AEVCTBUS:

1. B apepeBe KoHconu nporpammbl passepHuTe y3en XpaHunmia.
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2. BbibepuTe BnoxeHHbIn y3en KapaHTuH.
3. B naHenu pesynbtaToB y3na KapaHTuH BbINOMHUTE OAHO U3 CleayoLmX AeACTBIIA:

® YT106bl BOCCTAHOBUTH OANH OBBEKT, B KOHTEKCTHOM MEHIO O6BbEKTA, KOTOPbIN Bbl XOTUTE BOCCTAHOBUTD,
BbibepuTe NyHKT BoccTaHOBUTS.

® 4TOOblI BOCCTAHOBUTb HECKOJIbKO OH6BbEKTOB, BbIDEpUTE HY>KHble 06bEKTHI, NCronb3ys knasuwwy Ctrl vnm
knasuwwy Shift, saTem oTkpoliTe KOHTEKCTHOE MEHIO OLHOMO U3 BbIBPaHHbIX 06 bEKTOB 1 BbibepuTe MyHKT
BoccTaHoBuTb.

OTkpoeTcs okHo BoccTaHoBneHue obbekTa.

4. B okHe BoccTaHoBneHune o6bekTa A/1s Kaxk4oro BblbpaHHOro obbekTa ykaxuTe narky, B KoTopoli 6yneTt
COXpaHeH BOCCTaHaBMMBaEMblA OOBHEKT.

Nmsa o6bekTa oTobparxaeTcs B none O6beKT B BEpXHe YacTu OkHa. Ecnv Bbl BbIGpan HeCKObKO
06beKTOB, ByneT oTobpaxaTbCs MMs MepPBOro obbekTa B Crivcke.

5. BbiNnonH1UTe OQHO 13 CnepyroLwmx 4eNCTBIIA:

e YT106bI BOCCTAHOBUTH OOBEKT B ICXOOHOE MECTOMOIOXEHME, BbibepuTe NyHKT BoccTaHOBUTB B MCXOOHY1O
nanky.

* YTOBbl BOCCTAHOBUTHL OBBEKT B Marky, KOTOPYO Bbl 3a4an B Ka4ecTBe narnkui 419 BOCCTaHOBMEHWS B
napameTpax, BbibepuTte BoccTaHOBUTL B Nanky, UCMosib3yeMyto Mo YMOMUYaHUIo.

* YTOObI COXpaHNTb OBBEKT B APYryto Nanky Ha 3allmLaeMomM YCTPOCTBE, Ha KOTOPOM ycTaHoBneHa KoHcorb
NporpamMmMbl, NN B Nanky obLiero AocTyna, Bblbeprte BoccTaHoBUTL B Nanky Ha NokanbHOM KOMMbloTepe
WM ceTeBOM pecypce, a 3aTeM BbibepuTe Hy>KHYIO Nanky Uav yKaxuTe nyTb K Hel.

6. YTobbI coXpaHnTb Konmio obbekTa B nanke KapaHTyH Nocne ero BOCCTAHOBNEHWS, CHUMKTE ¢riaxok YaannuTb
06bEeKThI U3 XpaHWULLLA MOC/Ie BOCCTAHOBNEHNS.

7. YT06bI MPUMEHTL YKa3aHHbIe YCIOBMS BOCCTaHOBNEHNS K OCTaslbHbIM BbiBpaHHbIM 06beKkTam, yCTaHOBUTe
dnaxok MpnmeHnTb Ko Bcem BbIGpaHHbIM 06bekTam.

Bce BbIbpaHHble 06bekTbl ByayT BOCCTAaHOBEHDI 1 COXPaHEHbI B yka3aHHOe MecTornonoxexue. Ecnv Bbl
Bblbpany BoccTaHOBUTL B UCXOQHYIO NanKy, Kaxaplli 06bekT OyAeT COXpaHeH B CBOE NCXOOHOEe
MECTOMOMNOXEHME; ecnv Bbl Bbibpany BoccTaHOBWTB B Nanky, UCMONb3yemMyto Mo YMOMYaHMIO UM
BoccTaHoBUTBL B Nanky Ha flokasbHOM KOMMbIOTEPE UM CETEBOM PECYPCE, BCe O6BbEKThI ByoyT COXpaHEHbI B
O[HY YKa3aHHYIo nariky.

8. HaxkmuTte Ha kHorky OK.

Kaspersky Embedded Systems Security HauHeT BocCTaHaBMBaTb NEPBbI 13 BbIGpaHHbIX BaM 06 bEKTOB.

9. Ecnin 06bekT C TaknM MEHEM Y>e CyLLLEeCTBYET B yKa3aHHOM MECTOMOIOXEHNM, OTKPOeTCH OkHO O6bekT ¢
TaKUM NMEHEM CYLLLeCTBYeT.

a. Beibepute onHo ns cnepytowmx gerictemin Kaspersky Embedded Systems Security:
* 3amMeHUTb, YTODbI 3aMEHNTL CYLLLECTBYIOLLMI OOBEKT Ha BOCCTaHaBIMBAEMbI OOBEKT.

* [lepeumeHoBaTb, YTOObI COXPaHNTb BOCCTaHaBIMBaEMbI O6EKT Mo ApYrM MeHeM. B none Beona
BBEOVTE HOBOE MMs dpaiina BOCCTaHaBIMBAEMOro 06bekTa 1 NMOMHbIA My Tb K HEMY.
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¢ lMepenmeHoBaTb, fo6aBuB cydduke, YTobbI NepenMmeHoBaTb BOCCTaHaBMBaEMbI 06BHEKT, 06aByB K
nmeHun ero darina cybduke. Beegnte cydduke B none seofa.

b. Ecnu Bbl BbIGpan HECKONbKO 06 BHEKTOB /15 BOCCTAHOBEHWS, TO, YTOObI MPUMEHUTL BbIBGpaHHOe AeicTBIe,
Hanpumep, 3ameHnTb 1 NMepenmeHoBaTb, K OCTanbHbIM BbiBpaHHbIM 06 BbEKTaM, yCTaHOBUTE briaXok
MpumeHnTL KO Bcem BbiGpaHHbIM o6bekTam. Ecni Bl Boibpanu MNepeumeHoBaTb, dnaxok MprumeHnTb Ko
BCeM BblGpaHHbIM 06bekTam OyneT HegOCTYMEH.

c. HaxxwvuTe Ha kHonky OK.

®aiin 6ynet BoccTaHoBEH. VIHPopMaLms 06 onepaLm BOCCTaHOBNEHNS ByaeT 3aperncTprpoBaHa B XypHane
CVCTEMHOro ayamTa.

Ecnu Bbl He ycTaHoBMnM dnaxok MpumeHnTb Ko BceM BbiGpaHHbIM 06bekTam B OkHe BoccTaHoBneHne
06bekTa, To okHO BoccTaHoBneHue o6bekTa OTKpPOeTCs CHOBa. B 3TOM OKHe MOXHO yka3aTb
MeCTONMOMOXeHWMe, Kyaa byaeT BOCCTAHOBNEH CNeAyoLLMiA BbIOPaHHbIN 06BbeKT (CM. Wwar 4 3Tol MHCTPYKUMN).

[lomeLLeHre 0O bEKTOB Ha KapaHTUH

Bbl MOXeTe BpyyHyto nomeLaTb dbaiibl Ha KapaHTUH.

Y106bI MOMECTUTL arisn Ha KapaHTVIH, BbIMONHUTE C/EAYIOLME AEVICTBUS:
1. B nepese KoHconn nporpamMmbl OTKporiTe KOHTEKCTHOE MeHIo Y3na KapaHTuH.
2. BoibepuTe nyHKT [o6aBuThb.
3. B okHe OTKpbITb YkaxuTe daiin, KOTOPbI Bbl XOTUTE MOMECTUTb Ha KapPaHTUH.
4. Haxxmute Ha kHorky OK.

Kaspersky Embedded Systems Security nomMmecTuT ykasaHHbI daiin Ha KapaHTUH.

YnaneHne ob6beKTOB C KapaHTUHa

CornacHo napameTpam 3aga4n [NpoBepka 06bekToB Ha kapaHTuHe, Kaspersky Embedded Systems Security
aBTOMaTMYeCKN yaangeT U3 nanku KapaHTUHa OB BbEKTbI, CTATYC KOTOPbIX UBMEHWUNCS Ha 3apaxeHHbIv v
OBHapyXV1BaeMbIVi NPV NPOBEpPKe KapaHTVHa C NCNoNb30BaHeM 06HOBNEHHbIX 6a3, ecnn nporpammva Kaspersky
Embedded Systems Security He cmorna ux BoineunTs. Kaspersky Embedded Systems Security He ynanseT
ocTasbHble 06beKTbl U3 KapaHTnHa.

MOo>XHO yaansTb 06bekTbl C KapaHTHHa.

YT0bbl yAamTb OOBEKTBI C KAPAHTVIHE, BbIMOTHATE CREAYIOLLNE AEVICTBUS
1. B nepese KoHconu nporpammel pa3sepHuTe y3en XpaHunuvia.
2. BeibepuTe BNOXeEHHbI y3en KapaHTuH.
3. BeinonHuTe 04HO 13 cneayowmx OencTBUIA:

e YTOObI yoanmnTtb OanH OBBHEKT, B KOHTEKCTHOM MEHIO 3TOro ob6bekTa Bbl6epI/ITe MYHKT Ypanutb.
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* YTO6bl yoanuTb HECKONbKO O6BHEKTOB, BbibepuTe Hy>XHble 06bekThbl B Crincke, ncnonbays knaesvwmn CTRL n
SHIFT, 3aTem OTKpOiTe KOHTEKCTHOE MEHIO NIOBOro N3 BbIBPaHHbLIX 0GBEKTOB 1 BbIOEpUTE NYHKT YAANuUTb.

4. B okHe NoaTBepXKAEHWS HAaXXMUTe Ha KHOMKY [a, YToObl MOATBEPANTb ONepaLIo.

BbiGpaHHble 06bekTbl ByayT yaaneHbl C KapaHTuHa.

OTnpaBka BO3MOXHO 3apa)keHHbIX OOBbEKTOB Ha UCCNEAOBaHNE B
"[labopaToputo Kacnepckoro®

Ecnun noBeneHne kakoro-Hnbyapb paiina gaeT Bam OCHOBaHME NOLO3peBaTh B HEM Hanmumne yrposbl, a Kaspersky
Embedded Systems Security npusHaeT aTOT dalin He3apaXeHHbIM, TO, BO3MOXHO, Bbl BCTPETUMNCH C HOBOW,
Hen3BEeCTHOW Yrpo30li, onvcaHne KOTOpoil elle He fobaBneHo B 6a3bl. Bbl MOXeTe oThpaBuTb 3TOT daiin Ha
nccnenosaHue B "JlabopaTtopuio Kacnepckoro”. BupycHble aHanuTukuy “Jlabopatopum Kacnepckoro”
NPOaHanmM3npyLoT Ero 1, eCriv 0bHapy>XaT B HEM HOBYIO Yrpo3y, LO6aBsIT MAEHTUPULIMPYIOLLYIO ee 3anucb B 6asbl.
Bo3moxHo, koraa Bbl BHOBb NpoBepuTe 06beKT nocne obHoBneHns 6a3, Kaspersky Embedded Systems Security
NPU3HAET ero 3apaxK€HHbIM 1 CMOXET €ro BblNeYnTb. Bbl CMOXeTe He TONbKO COXPaHUTb OBBEKT, HO 1
NPEenoTBPaTUTb BUPYCHYIO 3NMAEMUIO.

Bbl MOXeTe OTrnpaBnsTh Ha NCCnefoBaHve ToNbko dalinbl ¢ kapaHTyHa. Dalinbl, HaxoaALWMecs Ha KapaHTuHe,
XpaHsaTCs B 3awbpoBaHHOM BULE W NMPY MEPECHINKE HE YOANSAOTCS aHTUBUPYCHOW MPOrpaMMOoli, yCTaHOBNEHHON Ha
MOYTOBOM CEPBEpPE.

Henb3s oTnpaensTe 06beKThI C KapaHTMHa Ha nccnenosaHve B "JlabopaToputo Kacnepckoro” nocne okoH4YaHus
Cpoka AeNcTBUS TNLIEH3NW.

Y106kl oTrpaBuTs arin Ha nccnenoBaHue B "JlabopaToputo Kacrepckoro', BbINOIHUTE CEAYIOLLNE AEVICTBUS
1. Ecnun daiin He HaxoauTCs Ha KapaHTUHE, NpeaBapuUTenbHO NoMecTuTe ero Ha KapaHTuH.

2. B y3ne KapaHTuH OTKpoWiTe KOHTEKCTHOE MeHIO daiina, KOTOPbIV Bbl XOTUTE OTMPaBUTL Ha CCnefoBaHve B
"NabopaTtoputo Kacnepckoro', n BeibepuTe NyHKT OTnpaBuTh 06bEKT Ha MCCefoBaHUE.

3.B OTKPbIBLLEMCYA OKHE NOATBEPXAOEHNSA Onepaun HaXXMUTE Ha KHOTMKY ,D,a, €Cn 0eNCTBUTENBbHO XOTUTE
OoTnpPaBnTb BbI6paHHbII7I 06BbEKT Ha nccnenoBaHue.

4. Ecnv Ha 3aLmLLaeMoM yCTpOICTBE, Ha KOTOPOM ycTaHoBMeHa KOHCob NporpamMmbl, HACTPOEH MOYTOBbIN
KNMEHT, ByaeT co34aHO HOBOE COOBLLEHNE 3MEKTPOHHO NoyThbl. [pocMoTpuTE ero, a 3aTem HaXkMUTe Ha KHOMKY
OTnpaeunTs.

MNMone MNonyuaTtenb COaepPXUT agpec anekTPOHHON NouThl "JlabopaTtopum Kacnepckoro” —
newvirus@kaspersky.com. lNone Tema cogepxunT TekcT "OB6BEKT KapaHTVHA'.

TekcT coObBLLEHNS COOEPXUT CneaytoLLyto nHpopmMaumto: "OToT daiin ByneT oTnpaBneH Ha aHanms B
JTaBopaTopuio Kacnepckoro”. B Teno coobLueHrs Bbl MOXETE BKIIIOUATL Nt0BYI0 AOMONHUTENBHYIO MHPOPMaLMIO
o ¢daiine: noyemMy OH nokasasncs BaM BO3MOXHO 3apaXKeHHbIM WS OMacHbIM, Kak OH cebs BeAeT Unm Kak BInseT
Ha cucTemy.

K coobLueHuio ByoeT NpunoxeH apxme <nmMst obbekTa>.cab. Apxvs cogepxxuT daiin <uuid> klq ¢ 3awmdposaHHbIM
ob6bekToM, daiin <uuid>txt ¢ nHpopmaLumen o6 obbekTe, nonyyeHHol 13 Kaspersky Embedded Systems
Security, a Takxxe daiin Sysinfotxt, koTopbii conepXxunT cnepytoLyto nHopmaumo o Kaspersky Embedded
Systems Security 1 onepaunoHHO CCTEME 3aLUMLLAEMOro YCTPONCTBa:

® HasBaHve 1 BepCcuto OﬂepaLLMOHHOVI CUCTEMDbI;

e HasBaHue 1 Bepcuto Kaspersky Embedded Systems Security;
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® [aTy Bbifycka NOCNeAHNX YCTaHOBNEHHbIX OBHOBNEHNI 6a3 NporpaMmbl;

® aKTMBHbIN KJIHOM.

OT1a nHPopmaLms Hy>KHa BUPYCHbIM aHanuTikam "JlabopaTtopumn Kacnepckoro®, utobbl GbicTpee 1 6onee
adPekTNBHO NpoaHanmanposaTtb daiin. OnHaKo ecnu Bbl He XOTUTe nepenaBaTh 3Ty MHGOPMALMIO, Bbl MOXETE

yoanuTb daiin Sysinfotxt 13 apxusa.
Ecnv nouToBbIi KNIMEHT He YCTaHOBNEH Ha 3aLUMLLLaEMOM YCTPONCTBE, Ha KOTOPOM ycTaHoBneHa KoHcorb
nporpamMmbl, MPOorpamMmMa NPeLNoXNUT COXPaHUTb BbIbpaHHbI 3alrdpoBaHHbIi 06bekT B dalin. OToT daiin MOoXHO
nepecnaTh B "JlabopaTopuio Kacnepckoro' caMocToaTeNbHO.
YT06bI COXpaHNTb 3aLUNPPOBaHHLIVI O6BEKT B (avis, BbINOTHUTE CAEAYIOLLNE AEVICTBUS:

1. B oTKpbIBLUEMCS OKHE C NpUrialleHemM CoxXpaHnTb 06bekT HaxmuTe Ha kHornky OK.

2. BbibepuiTe nanky Ha AUCKe 3alLmLLaeMoro YCTPOWCTBa U CETEBYIO Marky, B KOTOPYHO Bbl XOTUTE COXPaHUTb
dalin c o6bEKTOM.

Ob6bekT byneT coxpaHeH B dpaiin dopmata CAB.

HacTpolika napameTpoB kapaHTuHa

Bbl MOXeTe HacTparBaTb NapameTpbl kapaHTVHA. HoBble napameTpbl KapaHTHa NPUMEHSIOTCS cpasy nocne

COXpaHeHus.
Y106k HACTPOUTL NapPaMeTPbl KEPaHTUHE, BLINOIHATE CEAYIOLUME AEVCTBUS:
1. B nepese KoHconu nporpammel passepHuTe y3en XpaHunvia.
2. OTKpONTE KOHTEKCTHOE MEHIO BIOXEHHOTO y3na KapaHTuH.

3. BeibepuTe nyHkT CBOlCTBA.

4. B okHe CBolcTBa KapaHTUHa HAaCTPOWNTE Hy>XHbIE NapameTpbl KapaHTVHa B COOTBETCTBUM C BaLLUMWU
TpeboBaHNaMU:

e B paspene NapameTpbl KapaHTUHA:

Ecnv o6bem 06bekToB Ha KapaHTHe NpeBblillaeT 3HavYeHrne MakCnManbHOro pasmepa KapaHTmHa nnmv
npeBbILLaeT NOpPOor 4OCTYMNHOro npocTpaHcTea, Kaspersky Embedded Systems Security yegomuT Bac

06 aTOM, He nepecTtaBad nomMeliatb 06beKTbl Ha KapaHTnH.

e B paspene MapameTpbl BOCCTaHOBNEHUS 06 EKTOB:
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5. HaxxmuTte Ha kHomnky OK.

HacTpoeHHble napameTpbl KapaHTuHa ByayT COXpaHeHsbI.

CTtaTtucTtumka kapaHTMHa

Bbl MoxeTe npocmaTpurBaTh MHbOPMAaLIMIO O KoNMyecTBe O6bEKTOB Ha KapPaHTUHE — CTaTUCTVIKY KapaHTUHa.
Y106bI IPOCMOTPETH CTATUCTUKY KEPaHTIHA,

B Aepese KoHconn nporpammbl B KOHTEKCTHOM MeHto y3ana KapaHTuH BbibepuTe nyHkT CTaTucTumka.

B okHe CTaTucTuka kapaHTHa oTobpaxaeTcs MHbOopMaLms O KONMYecTBe OO bEKTOB Ha KAPaHTUHE B TEKYLLAI
MOMEHT (CM. TabmLy HUXe):

Mone OnuncaHwne
BoamoxxHo KonnuecTBo 06bekTOB, kKoTOpble Nporpamma Kaspersky Embedded Systems Security
3apa>eHHbIX npv3Hana BO3MOXHO 3apaX€HHbIMU.
0b6bekToB
Tekywmii O6wmii 06bem JaHHbIX B Marnke kapaHTuHa.
pasmep
KapaHTUHa
JoxHbIX KonnuecTBo 06BEKTOB, KOTOPLIM MPUCBOEH CTaTyC JIoXHOE cpabaTbiBaHme, MOCKOMbKY
cpabaTbiBaHuMiA NPV NpOBepKe KapaHTVHa C NpUMeHeHeM OBHOBMNEHHbBIX 6a3 OHW bl NPU3HaHDI
He3apaXeHHbIMU.
BbineueHo KonnuecTBo 06bEKTOB, KOTOPbLIM MPUCBOEH CTaTyC BhiieueH Nocrne NpoBepkun KapaHTHHa.
ob6bekToB
Bcero ObLee KoNMMYeCcTBO OOBEKTOB Ha KapaHTUHE.
ob6bekToB

PesepBHOEe KonmMpoBaHe 06bekToB. PesepBHOE XxpaHnnvLe

OTOT paspen cCoaepXXnT MHPOPMaLMIO O Pe3ePBHOM KOMUPOBaHMN OBHaPY>KEHHbIX BPeLOHOCHbLIX 06bEKTOB Nnepes,
NX NeYeHneM Unv yaaneHem, a Takxe UHCTPYKLUMM MO HAaCTPOIiKe NapaMeTpOoB Pe3epBHOro XpaHuImLLa.

O pe3epBHOM KOMMPOBaHMM OO BEKTOB NMepe, TeYeHnemM Unn yaoaneHnem

Kaspersky Embedded Systems Security coxpaHsieT 3almdppoBaHHble KON 06BEKTOB CO CTaTYCOM 38PaXEHHbIV B
nanke Pe3epBHoe xpaHuiviLe Nepes TEM, Kak BbINOMHATL IeYeHne UK yaaneHne aTux o6bekToB.

Ecnn o6bekT gBnseTcs YacTbio COCTaBHOro obbekTa (Hanpumep, BxoguT B apxuB), Kaspersky Embedded Systems
Security coxpaHsieT cocTaBHOW O6BEKT B pe3epBHOM XpaHUIMLLLE NonHOCTh0. Hanpumep, ecnn Kaspersky
Embedded Systems Security npusHaeT 3apaXeHHbIM OAVH 13 O6BEKTOB B COCTaBE MOYTOBOMN Basbl, OH COXpaHseT
KOMWIo BCe MoYTOBOM 6asbl.
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Ecnun 06bexT, koTopbiin Kaspersky Embedded Systems Security nomeliaeT B pe3epBHOE XpaHUnLLE, UMeeT
BonbLLIOI pa3mep, MOXET NPOn30TN 3ameasieHne paboTbl CUCTEMbI 1 COKPaLLLEHVE CBOBOAHOro MecTa Ha
YECTKOM JMCKE.

MokHO BocCTaHOBUTL daiinbl 13 Ppe3epPBHOro XpaHUILLLa Kak B MICXOAHYIO Marky, Tak 1 B Apyryto narnky Ha
3alLMLLLAaEMOM YCTPONCTBE UK APYroM YCTPONCTBE B JIOKaNbHOM CETU opraHnsaumnm. Bel MoXeTe BOCCTaHOBUTL
dalin 13 pe3epBHOro XpaHUINLLLA, ECNN 3apaxkeHHbIli dalin copepxan BaxHyo MHGOPMaLWMIO, HO MPY NEYEHUN 3TOro
daiina nporpamma Kaspersky Embedded Systems Security He cmorna coxpaHnTb ero LlenloCTHOCTb, B pe3ynbTaTe
yero nHdOpPMaLVs B HEM CTana HEAOCTYMHOW.

BoccTaHoBneHve alinoB 13 pe3epBHOIO XPaHUKMLLA MOXET MPUBECTY K 3aPaXXEHMIO 3aLLMLLLEAEMOrO
yCTpOWCTBa.

[lpocMOTP 06BEKTOB B PE3EPBHOM XPaHUNLLE

Bbl MOXeTe npocmaTpriBaTb 06BEKTHI B Marnke pe3epBHOrO XpaHusMLLLA TOMbKO C MOMOLLbIO Y3na PesepBHoe
xpaHunuwe KoHconu nporpammel. Bbl He MoXeTe npocMaTprBaTh NX C MOMOLLEO dhalinoBbiX MEHEOXKEPOB
Microsoft Windows.

YT06bI IPOCMOTPETL OO BEKTHI B PE3EPBHOM XPaHNLLE, BLINONHUTE CEAYIOLNE AEVICTBUS:
1. B nepese KoHconu nporpammbl passepHuTe y3en XpaHunuvia.
2. BeibepuTe BNOXEHHbI y3en PesepBHoe xpaHunuLLe.

VHbopmMaums 06 obbekTax, MOMELLLEHHBIX B PE3EPBHOE XPaHUNLLE, OTOBPAa3UTCS B MaHenn pesyrnbTaToB
BbIGpaHHOro y3na.

Y106bI HaviTV HY>KHBIVI OB BEKT B CrIYICKe OO BEKTOB B PE3EPBHOM XPaHWILLE,

OTCOPTUPYITE OBBEKTHI NN OTOUNBTPYINTE UX.

CopTuposka $aiinos B pe3epBHOM XpaHUMLLE

Mo ymonyaruto daiinbl B pe3epBHOM XpaHWUKLLLE OTCOPTUPOBAaHbI MO AaTe VX NonafaHns B pe3epBHOE XPaHUNLLE B
0BpaTHOM XPOHOMOrMYecKoM nopsake. YTobbl HaliT HY>KHbIM daiin, oTcopTUpyliTe dalinbl No CORePXUMOMY
noboli rpadbl B naHem pesynbTaTos.

PesynbTaT COPTMPOBKM COXPaHUTCS, ECNN Bbl 3aKPOETE N CHOBa OTKpoeTe y3en PeaepBHoe xpaHunuwie nnim ecnu
Bbl 3aKpoeTe KOHComnb MporpaMmMbl C coxpaHeHrem B msc-dalin n CHoBa OTKpOeTe ee 13 aToro daiina.

Y106bI OTCOPTYPOBATL Palisibl B pe3EPBHOM XPaHWTILLE, BbIMIOIHUTE CAEAYIOLME AeViCTBUS:
1. B nepese KoHconu nporpammel passepHuTe y3en XpaHunuvia.

2. BeibepuTe BNOXeEHHbI y3en PesepBHoe xpaHunuLLe.
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3. B Tabniue ¢daiinos B y3ne PeaepBHoe xpaHunumLLe BoibepriTe 3aroloBoK rpadbl, Mo COAEPXMMOMY KOTOPOW Bbl
XOTUTE OTCOPTUPOBAaTb OGBHEKTHI.

dalinbl B pe3epBHOM XpaHuvLLe 6yayT OTCOPTUPOBaHbI MO BbIBPaHHOMY KpUTEPUIO.

DunbTpaums Gainos B pe3epBHOM XPaHUMLLE

YTO6bI HANTW HY>KHBI Paiin B pe3epBHOM XPaHWUMLLE, MOXHO oTdunbTpoBaTh daiinbl — 0Tob6pa3nTb B y3ne
PesepBHoe xpaHunue Tonbko Te daiinbl, KOTopble YA0BNETBOPSIOT 3afaHHbIM YCnoBusaM GunbTpaumm (bunsTpam).

PesynbTaT COpTUPOBKM COXPaHUTCS, ECIN Bbl 3aKPOETE 11 CHOBa OTKPOETe y3en Pe3epBHOE XpaHUULLLE v €CNI
Bbl 3aKkpoeTe KoHconb nporpamMmel ¢ coxpaHeHem B msc-daiin 1 CHoBa OTKpoeTe ee 13 aToro daiina.

Y106kl OTPUILTPOBATE Pali/ibl B pE3EPBHOM XPaHWINLLE, BbIMOSHUTE CAEAYIOLUNE AEVICTBUS:

1. B nepese KoHconm nporpammbl OTKpOITe KOHTEKCTHOE MeHIO y3na Pe3epBHoe xpaHunue 1 BoibepurTe NMyHKT
dunbTp.

OTkpoeTcs okHo MapameTpbl punbTpa.
2. YTo6bl O06aBNTb GUNLTP, BEINONHUTE CNeaytoLLVe AeACTBUS:
a. B cnncke HasBaHue nons BoiGepuTe none, mo KOTOPOMY BbINOMHAETCS GUIbTPALIS COBBITUIA.

b. B cnncke OnepaTop BbibepuTe ycrnosue punbTpaumn. Yenosus GunbTpaLmn B CAMCKe MOMyT pasninyaTbCs B
3aBVICUMOCTH 3HaYeHus, BblbpaHHoro B none HassaHne nons.

c. B none 3HaueHne nong sBeanTe nnm BelbepurTe B cnivcke 3HadveHne Gunbtpa.
d. HaxxmuTte Ha kHorky [lo6aBuTb.

[ob6aBneHHbIl dunbTp oTobPasnTCs B crnincke ¢punbTpoBs B okHe MNapameTpbl punbTpa. losTopurTe 31K
LelicTBUS AN Kaxaoro fnobasnsemoro ¢unbtpa. [Npu paboTe ¢ dunbTpamm cnonb3yliTe cremyioLume
pekoMeHaaumn:

* YTOObI 06BEOVHNTE HECKOMBKO PUILTPOB MO fornyeckomy "W, Bbibepute BapraHT Npu BbinonHeHUN Bcex
YCIOBUIA.

* Y7066l 06BEANHNTE HECKOSBKO PUNBbTPOB Mo norudeckomy "VIJTA", BbibepuTe BapuaHT Mpn BeinonHeHUn
noboro ycnosus.

e YToBbl yoanuTb GbunbTp, B criicke GunbTPoB BbibepuTe GUbTP, KOTOPLIV Bbl XOTUTE YAAIUTb, Y HAXMUTE Ha
KHOMKY YBannTb.

* YT06bI OTpenakTMpoBaTb GULTP, BbIbepuTe ero B cnimcke GpunbTpoB B okHe MapameTpbl dpunbTpa,
n3meHnTe Tpebyemble 3HaueHKs B nonsx HassaHmne nonsi, OnepaTtop 1 3HaveHne Nons 1 HaxmMnUTe Ha
KHOMKY 3aMeHNTb.

MNocne Toro kak Bbl O6aBMTE BCe PUNBTPbI, HAXXMUTE Ha KHOMKY MpuMmeHuTb. B crnivicke oTobpassaTcs Tonbko
daiinbl, oTobpaHHble cornacHo 3agaHHbIM GUnbTPam.

Y106bI CHOBa OTOBPA3NTL BCE Gavisibl B Cricke PaiiyioB B pe3epBHOM XPaHILLE,

B KOHTEKCTHOM MeHIO y3na PesepBHoe xpaHunuLue Boibepute nyHKT CHATb GuabTp.
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BoccTaHoBneHune ¢aiinos n3 pe3epBHOro XpaHuImLLLa

Kaspersky Embedded Systems Security xpaHuT dalinbl B nanke pe3epBHOro XxpaHunuLLa B 3awmdpoBaHHOM BUAE,
4TOGbI NPEAOXPaHNTD 3aLLVILLLAEMOE YCTPONCTBO OT UX BO3MOXHOIO BPELLOHOCHOMO AEeNCTBYS.

Bbl MoxeTe BoccTaHaBnmBaTh daiinbl U3 pe3epBHOrO XpaHUMLLA.
Bam moxeT noTpeboBaTbCs BOCCTaHOBUTb dalin B CredyoLyx Cryyasx:

® eCl UCXOAHbIN 3apadkeHHbI dalin cogepkan BaxHyto nHbopmMaLmio 1 npu nedeHnn daiina nporpamma
Kaspersky Embedded Systems Security He cmorna CoxpaHUTb ero LenoCTHOCTb, B pe3y/ibTaTe Yero
nHdopmaLms B daline ctana HeLOCTYMHOW;

* ecnu Bbl cunTaeTe daiin 6esonacHbIM 4s 3aLUMLLEEMOro YCTPOWCTBA 1 XOTUTE ero NCronb3oBaTbh. YTobbl
nporpamma Kaspersky Embedded Systems Security He npuaHaBana daiin 3apaxxeHHbIM U BO3MOXHO
3apaXkeHHbIM NPV MOCNEAYOLLX MPOBEPKaX, Bbl MOXETE UCKIOUNTL ero n3 obpaboTku B 3anade [ocTosaHHas
3awmTa dalinos 1 B 3agadax NpoBepkr no TpebosaHmto. [1ns aToro ykaxuTte daiin B Ka4eCTBE 3HaYEHMs!
napameTpa WckniouaTb daiinbl nnv He o6HapyuBaTh COOTBETCTBYIOLLMX 3a4aY.

BoccTaHoBneHve $aiinos 13 pe3epBHOro XpaHUMLLE MOXET MPUBECTY K 3aPaXkeHMIIO 3aLLMLLAEMOrO
yCTponcTBa.

MNpwr BoccTaHoBNEHUM dalina Bbl MOXETe BbiOpaTh, KyAa OH ByAeT COXPaHEH: B ICXOOHOE MECTOMOIOXEHNE (Mo
YMOMUYaHMIo), B CrieLanbHyto narnky Ajis BOCCTaHOBNEHHbIX OOBbEKTOB Ha 3aLLVLLLAEMOM YCTPOWCTBE, B yKa3aHHY0o
nanky Ha 3aLmLLLaemMoM YCTPOCTBE, Ha KOTOPOM ycTaHoBNneHa KoHComnb nporpammbl, U Ha ApYroM YCTPOCTBE B
ceTw.

MoxxHO yKkasaTb nanky Lns XpaHeHMsl BOCCTaHOBIEHHbIX OO bEKTOB Ha 3aLLMLLLaeMOM YCTPONCTBe. Bbl MoXxeTe
YCTaHOBUTb [71s €€ MPOBEPKU creumarnbHble napameTpbl 6esonacHocTW. [yTb K 3TOM nNanke 3agaeTcs napameTpamu
PE3ERBHOrO XRaHWINLLLA.

Mo ymonuaruio, korpa Kaspersky Embedded Systems Security BoccTaHaBnmeaeT daiis, ero Konms COXpaHseTcs B
pes3epBHOM XpaHuuLLEe. Bbl MoXeTe yaanmTb konuvio daiina 13 pe3epBHOro XpaHUMLLLE MOCe ero BOCCTaHOBEHUS.

Y106bI BOCCTaHOBUTE avisibl N3 PE3EPBHOMO XPaHWVILLAE, BbIMOIHATE CAEAYIOLLNE AeCTBUS:
1. B nepese KoHconu nporpammbl passepHuTe y3en XpaHunmiia.
2. BeibepuTe BNOXEHHbI y3en PesepBHOe xpaHunuLLe.
3. B maHenu pesynbTaToB y3na PesepBHoe XxpaHUANLLE BbIMOMHUTE OAHO 13 CeayoLVX AeCTBAN:

* YTOBbI BOCCTAHOBUTL OAMH OBBEKT, B KOHTEKCTHOM MEHIO 06bEKTA, KOTOPbIN Bbl XOTUTE BOCCTAHOBUTH,
BbIbepunTe NyHKT BoccTaHoBUTS.

® 4TOObBlI BOCCTAHOBUTb HECKOJIbKO O6BbEKTOB, BbIbEepUTE HY>KHble 06beKThI, NCronb3ys knasuwwy Ctrl vnm
knaeuwy Shift, 3aTem oTkpoliTe KOHTEKCTHOE MEHIO OOHOMO U3 BbIBPaHHbIX 06 bEKTOB 1 BbIGEPUTE MYHKT
BoccTaHoBUTb.

OTkpoeTcs okHo BoccTaHoBNeHWe o6bekTa.

4. B okHe BoccTaHoBneHue o6bekTa 4ng Kaxaoro BbibpaHHOro ob6bekTa ykaxuTe narky, B KoTopol byneT
COXpaHeH BOCCTaHaBMMBaeMblii OO BHEKT.
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ms o6bekTa oTobparxaeTcs B none O6beKT B BepxHei YacTu okHa. Ecnv Bbl Boibpan HECKOMbKO
06beKTOB, ByneT oTobpaxaTbCs MS NepPBOro o6bekTa B Crincke.

5. BeinonHuTe 0gHO 13 cnenyowmx OencTBUiA:

* YTOObI BOCCTAHOBUTH OOBEKT B MICXOLHOE MECTOMONOXEHNE, BbibepuTe NyHKT BoccTaHOBUTBL B UCXOAHYIO
nanky.

* YT106bl BOCCTAHOBNTb O6BEKT B Narky, KOTOPYLO Bbl 3aAanu B Ka4ecTse nanku 419 BOCCTaHOBNEHNS B
napameTpax, BblbepuTte BoccTaHOBUTL B Nanky, UCMosib3yeMyto Mo YMONYaHUIo.

* YT106bl COXPaHUTb O6BEKT B APYTYIO Narky Ha 3aLMLLLaeMOM yCTPOICTBE, Ha KOTOPOM ycTaHoBneHa KoHcorb
nporpamMmbl, UK B Nanky obLLero 4ocTyna, BblbepnTte BoccTaHOBUTL B Nanky Ha JlIokanbHOM KOMMbloTepe
WN CETEBOM pecypce, a 3aTeM BbibeprTe HY>KHYIO Narnky Uan yKaxkmuTe nyTb K Hel.

6. Ecnu Bbl He XoTUTe coxpaHnTb konuio paiina B nanke pes3epBHOro XpaHuinLLa nocne ero BOCCTaHOBEHUS,
ycTaHoBuTe dnaxok YaanuTb 06beKTbl U3 XpaHWUULLLA NOC/e BOCCTAHOBNEHNS (MO YMONYaHnio Gnaxkok CHAT).

7. YTOOBI NPUMEHNTL YKa3aHHbIE YCIOBUSI BOCCTAaHOBMEHNS K OCTasbHbIM BblbpaHHbIM 06bekTaM, yCTaHOBUTE
dnaxok NMpumMeHUTb KO BCeM BbIGpaHHbIM 06 beKTaM.

Bce BbibpaHHble 06bekThl ByOyT BOCCTAHOBIEHDBI I COXPaHEHbl B yKa3aHHOE MeCTOMooXeHne. Ecrv bl
BblIbpan BoccTaHOBUTBL B UCXOQHYIO NankKy, KaXapli 0O6bekT ByOeT COXpaHeH B CBOE NCXOOHOE
MECTOMOMNOXEHME; eCnvi Bbl Bbibpany BoccTaHOBWTL B nanky, UICMOMb3yeMYo Mo YMOMYaHWIO VM
BoccTaHoBUTb B Nanky Ha nlokasbHOM KOMMblOTEPE U CETEBOM pecypce, Bce 06bekTbl BynyT COXpaHeHb! B
OfHY YKasaHHyo narky.

8. HaxxmuTe Ha kHonky OK.

Kaspersky Embedded Systems Security HauHeT BoccTaHaBnMBaTb NEPBbIV 13 BbIOPaHHbIX BaMy OO BEKTOB.

9. Ecnun 06bekT ¢ TaknM MMeHeM YXe CylwecCTByeT B YKa3aHHOM MECTOMOJTIOXEHUIN, OTKPOETCH OKHO O61bekT C
TakKumMm nMeHeM CyulecTByeT.

a. BoibepuTe ogHo 13 cnepytowmx gelicteumin Kaspersky Embedded Systems Security:
* 3ameHUTb, YTOObI 3aMEHNTb CyLLECTBYIOWMIA O6BEKT Ha BOCCTaHaBNBaEMbI OOBbEKT.

* [lepenmeHoBaTb, UTOGLI COXPaHUTL BOCCTaHaBNMBaEMbIi O6BEKT noa ApyrmM nmeHem. B none Beona
BBEAUTE HOBOE MM daiina BOCCTaHaBNMBaeMOro o6bekTa 1 MOMHbIA My Tb K HEMY.

¢ lMepenmeHoBaTb, fo6aBuB cydduke, YTobbl MepenMmeHoBaTb BOCCTaHaBNMBaEMbI 06BHEKT, 06aByB K
nmeHun ero daiina cybduke. Beegute cydduke B none BBoaa.

b. Ecnn Bbl BbIGpan HECKOMbKO O6BEKTOB A1 BOCCTaHOBMNEHNS, TO, UTOGbI MPUMEHNTb BbIOpaHHOE feiicTBue,
Hanpumep, 3ameHuTb Uni NepenmeHoBaTb, K OCTasbHbIM BbIBpaHHLIM O6beKTaM, yCTaHOBUTE Paxok
MpumeHnTL KO BCcem BbiGpaHHbIM o6bekTam. Ecni Bl BoiGpanu MNepeumeHoBaTtb, dnaxok MprumeHnTb Ko
BCeM Bbl6paHHbIM 06bekTam OyneT HeJOCTYMeH.

c. HaxxmunTe Ha kHomky OK.

®aiin 6yneT BoccTaHosreH. MiHdopmaums 06 onepaLm BOCCTaHOBNEHNS ByAET 3aperncTprpoBaHa B XXypHane
CUCTEMHOrO ayauTa.

Ecnu Bbl He ycTaHoBUM dpriaxok MpumMeHuTb Ko Bcem BbiGpaHHbIM 06bekTam B okHe BoccTaHoBneHne o6bekTa,
TO OKHO BoccTaHoBneHne o6bekTa OTKPOETCS CHOBA. B 9TOM OKHe MOXHO yka3aTb MecToMnonoXeHve, Kyaa oyneT
BOCCTaHOB/IEH CeAyoLWwmiA BbIOpaHHbIA 06BbeKT (CM. war 4 3To MHCTPYKLIN).
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YnaneHvie $aiinoB U3 pesepBHOro XpaHumLLa

YT06b! ynamTe aviibl 3 pe3epBHOIO XPaHWILLE, BbIOTHATE CAEAYIOLLNE [AECTBUS:
1. B nepese KoHconu nporpammel pa3sepHuTe y3en XpaHunuvia.
2. BelbepuTe BNOXeEHHbI y3en PesepBHoe xpaHunuLe.

3. BbinonH1TE 0QHO 13 cnepyroLwmx AeNCTBIIN:

* YTOObI YoannTtb OanH 06BEKT, B KOHTEKCTHOM MEHIO 3TOro o6bekTa Bbl6epVITe MYHKT YpanuTto.

e YT06bl yOaniTb HECKOMbKO OH6BEKTOB, BbIGEpUTE Hy>KHble 06BHEKTHI B Cricke, ncrnosnb3ays knasuwm CTRL n
SHIFT, 3aTem OTKpOiTe KOHTEKCTHOE MEHIO NIOBOro N3 BbIBPaHHbLIX 06BEKTOB 1 BbIOEepUTE NYHKT YAanuUTb.

4. B okHe NoATBEPXXAEHWS HaXXMUTE Ha KHOMKY [a, uToBObl MoaTBEepanTbL OrnepaLmio.

BbibpaHHble daiinbl OyayT yoaneHbl N3 pe3epBHOro XpaHumLLa.

HaCTpOIZKa napamMmeTpoB Pe3epBHOIo XxpaHunwia
YT06bI HACTPOUTB NEPAMETPLI PE3EPBHOMO XPAHNLLE, BbIOTHATE CEAYIOLLNE [AEVICTBUS:
1. B nepese KoHconu nporpammel pa3sepHuTe y3en XpaHunvia.

2. OTKpOTE KOHTEKCTHOE MEHIO BTOXEHHOTO y3ra PesepBHoe xpaHunuLe.

3. Boibepute nyHkT CBOMCTBA.

4. B okHe CBolicTBa pe3epBHOIo XpaHUIMLLAa HaCTPOWNTE Hy>KHbIE MapaMeTpPbl PE3EPBHOIO XPaHUINLLA B
COOTBETCTBUM C BaLLVMU TPeBOBaHNSMU:

B pasnene MNapameTpbl pe3epBHOro XxpaHunuLLa:

Ecnn o6bem 06beKTOB B pe3epBHOM XpaHWVLLE NMPEBbLILLAET 3HaYeHNe MakCMarnbHOro pa3vepa
pPe3epBHOro XpaHumLLLa U NpeBbllaeT Nopor LOCTYNHOro NpocTpaHcTBa, Kaspersky Embedded
Systems Security ysegomut Bac 06 aTom, He nepecTaBasi MoMeLLaTb OObEKTh B PE3EPBHOE XPaHUNLLE.

B paspene I'Iapameprl BOCCTaHOB/EHNs 06bEKTOB:

* Manka, B KOTOpPYIO BOCCTaHaB/IMBalOTCA 06DBbEKTbI [

5. Haxkmute Ha kHorky OK.

HacTpoeHHble napamMeTpbl Pe3ePBHOIO XpaHWuLLa 6oy T COXPaHEHbI.
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CTaTncTnKa pe3epBHOro XpaHuImLLa

MoxxHo npocMaTpmnBaTb |/|Hc1>op|v|au|/uo O TeKkyLweM COCTOAHNN Pe3epPBHOIo XxpaHminwa — CTaTUCTUKy pe3epBHOIro
XpaHunuia.

Y106kl MPOCMOTPETL CTATUCTYIKY PE3EPBHOIO XPaHW/TNLLA,

B Aepese KoHconm nporpamMmbl OTKPOTE KOHTEKCTHOE MeHIO y3rna Pe3epBHoe xpaHunmie 1 Boibeprte MyHKT
CraTtuctuka. OtkpoeTcs okHo CTaTUCTMKA pe3epPBHOrO XpaHUIULLLA.

B okHe CTaTucTnka pesepBHOro xpaHnnuwa otobpaxaeTcs MHGopMaLys O TEKYLLEM COCTOSHUN Pe3EPBHOrO
XpaHunuLa (Cm. TabnuLy HKe).

NHdbopmaLms o TekyLLLeM COCTOSHIN PE3EPBHOIO XPaHUINLLLA

Mone Onucanne
Texkywmia pasmep O61bem faHHbIX B Narke pe3epBHOro XpaHuUnLLa; yYnTbiBaeTcs pasmep
pes3epBHOro xpaHunmwa daiinos B 3alLMPppoBaHHOM BrAE
Bcero o6bekToB KonnuecTBo 06eKTOB B pe3€PBHOM XPaHUNLLLE B TEKYLLMIA MOMEHT

BrnoknpoBka pocTyna K ceTeBbIM pecypcam. 3abn10KMPOBaHHbIE Y3/ibl

B aTOoM pasfene onvcaHo, kak 3abokMpoBaTh YAaneHHble YCTPONCTBA 1 HACTPOUTb NapamMeTpbl XpaHUMLLA
3ab6MOKNPOBaHHBIX Y3/10B.

O xpaHnnme 3a610KNPOBaHHbIX Y3/OB

XpaHunuiie 3abnok1MpoBaHHbIX Y3/10B YCTaHaBMMBAETCS MO YMOMYaHWIO, eC YCTaHOBNEH No6oi 13 crenyowmx
KOMMOHEHTOB: [TocTosHHas 3alumTa dalinos nm 3almTa OT CETEBbIX Yrpo3. DTN KOMNOHEHTbI OBHaPYXMBaIOT
MOMbITKM YAANeHHbIX y3/10B 3alUndpoBaTh, OTKPbITb UV UCTMIONHATL daiisbl B narnkax obuiero 4ocTyna
3aLMLLLAEMOrO YCTPOWCTBA U CETEBOIO XPaHUNLLE B COOTBETCTBUM CO CMIMCKOM 3ab/IOKUPOBaHHbIX Y3MOB.
NHpopmaums o 3abnokmpoBaHHbIX Y3rax Co BCeX 3alipiLaeMbiX YCTPONCTB oTnpasnseTcs B Kaspersky Security
Center. Kaspersky Embedded Systems Security 6nokupyeT BOCTYn K nankam obL,ero ocTyna Ha 3allyLLLaeMOM
YCTPOICTBE UK K NMankam CEeTEBOro XpaHUINLLLA ANS BCEX YAaNeHHbIX Y3/10B U3 Cricka 3aboKMPOBaHHbIX Y3/10B.

XpaHunue 3abnoKMpoBaHHbIX Y3/10B 3aMOHIeTCs, KOraa MAHNUMYM OfHa 13 CredytoLyx 3a0ay 3arnyCckaeTcs B
aKTVNBHOM PEXVIME, 1 BbIMOHEHbI YKa3aHHbIE YCIIOBUS:

* [Ins 3apaum MNocTosHHas 3awyTa Gpainnos: obHapyxeHa BpeAOHOCHas akTVBHOCTb CO CTOPOHbI YCTPOMCTBA,
obpalLaloLLEerocs k ceTeBbiM GainnoBsIM pecypcam, U B napameTpax 3anaum lNocTtosHHas 3awwmta dpaiinos
ycTaHoBrneH ¢pnaxok BrnoknposaTb KOMMNbIOTEPSI, C KOTOPbIX BEAETCS BPeAOHOCHAas AEATENbHOCTb.

b ,D,J'I‘/'l 3agaun 3aluTa OT CeTEBbIX Yrpos: o6Hapy>KeHa aKTNBHOCTb, XapaKTepHay A/ CeTeBbIX aTak.

Mocne oBbHapy>eHWst BpeLOHOCHOI aKTUBHOCTM U MOMbITKY WdPOBaHWs 3agaya oTnpaenseT MHbopMaumio 06
aTakyloLweM y3ne B XpaHUmLLe 3ab10KNPOBaHHbIX Y3/10B, VI MporpaMMa cosnaeT cobbiTue [pesynpexaeHmre ons
BnoKknpoBKY y3na. Bce monbiTk AaHHOro y3ana nofyyrTh OCTYM K 3alUyLLEHHbIM CeTeBbIM Mnarnkam obLuero 4ocTyna
OynyT 3abnoKNPOBaHbI.
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Ecnn nokanbHo yHukanbHbI ngeHTudnkaTop (LUID) aTakytolero yana gobasneH B CMMCOK 3a610KNPOBaHHBIX
y3nos, Kaspersky Embedded Systems Security onpenenseT IP-agpec aToro y3na 1 Lo6aBnsgeT ero B CImMcok
3a0M10KNPOBaHHbIX Y3M10B BMECTO NTOKasbHO YHVKaNbHOMO MAEHTUdMKaTOpa aTakyoLLero yana.

Mo ymonuarumto Kaspersky Embedded Systems Security yoangaeT 3abnoknpoBaHHbIe Y3ibl 13 criicka Yepes 30
MWHYT nocne fobasneHns B cnvcok. [JocTyn k ceTeBbiM GaiinoBbiM pecypcam A5 KOMMAboTEPOB

BOCCTaHaBNMBaeTCs aBTOMAaTUUYECKM NMOCe VX YAaneHus 13 cnvcka 3abnokpoBaHHbIX Y3noB. Bbl MoxeTe ykasaTb
nepurom, nocsne KOTOPOro 3abokMpPOBaHHbIE Y3/ibl aBTOMAaTUYECKN pa3BrokMpyoTCS.

B cnyuae 3anpeTa [ocTyna K ynpaBneHuio XpaHUIMLLAaMmN KakoMy -6 o Nosb30BaTeNto, XpaHUnLLe
3a6NOKMPOBaHHBIX Y3M10B OCTaHeTCs AOCTYMHbIM. [lapaMeTpbl XpaHUMLLa 3a610KUPOBaHHbIX Y3M0B HE MOTy T
BbITb U3MEHEHbI, €CIN Y MOMb30BaTEeNs OTCYTCTBYET paspeLleHvie Tuna MiameHeHune npas ang ynpasneHus
Kaspersky Embedded Systems Security.

YnpasneHvne 3a610KMPOBaHHBIMY Y31amMuy ¢ MoMoLLbto [narnHa ynpasneHns

B aTom paspene onvicaHa HacTpolika NapamMeTpoB 3abOKNPOBaHHbIX Y3/10B C MOMOLLBIO MHTepdeiica lNnarnHa
ynpasneHus.

BkntoueHne 6n10KMpOBKN HEAOBEPEHHDIX Y3/T0B

YTobbl ,D,O6aBI/ITb Y371bl, NpogBNgoLLINE BPEeLOHOCHYIO aKTUBHOCTb U NMOMbITKN mmcbposang, B XpaHunnuiie
3abnoknpoBaHHbIe Y31bl 1 3a010KMPOBaTh 3TVM y3/1aM LOCTYM K CETEBbIM PaliioBbiM pecypcam, XoTs 6bl oOfHa 13
crefyrolmx 3aad OoMmKHa paboTaTb B aKTVBHOM PEXUME:

* [locTosiHHas 3almTa dpaiinos

e 3allnTa OT CETEBbIX YrPo3

Y106bI HacTpouTs 3ana4y [ToCTOSIHHAS 3aLunTa PaliyioB, BbIMOHUTE CAEAYIOLLMNE AEVICTBUS:

1. B nepeBe KoHconun agmuHncTpupoBarus Kaspersky Security Center passepHuTe y3en YnpaBnsiembie
yCTpOWCTBa.

2. BoibepuTe 3aknanky Monutnkn n otkpoiite <Mima nonutnkn> > NocTosiHHas 3awwmTa KomnbloTepa > HacTpoiika
B 6noke MocTosiHHag 3awmTa Ppaiinos.

OTkpoeTcs okHo MNocTosiHHag 3awWwmTa KoMmnbloTepa.

3. B pasnene NHTerpaums ¢ apyrumn KOMMOHEHTaMn ycTaHoBMTe $naxxok BHOCUTb koMnbloTepbl, ¢ KOTOPbIX
Be[eTCH BPeAOHOCHAasl akTUBHOCTb, B CMIMCOK HeA0BEPEHHbIX, eCNN TpebyeTcs, uTobbl Nporpammva Kaspersky
Embedded Systems Security 6nokunpoBana LOCTYMN Kk ceTeBbIM $aiiioBbIM pecypcam A1 KOMMbIOTEPOB, CO
CTOPOHbI KOTOPbIX B X0 paboTbl 3afaun [NocTosHHas 3almTa palinos obHapykeHa BpeooHOCHas ak TUBHOCTb.

4. Ecnn 3apava He bbina 3anylieHa, BolbeprTe 3aknanky YnpaeneHue 3agaveit:

a. YctaHoBuTe dnaxok 3anyckaTtb 3aaady no pacnmcaHuio.

b. B packpbiBatoLLiemMcs cricke Belbepute 4acToTy 3arnycka [Npu 3anycke nporpaMmmb..

5. B okHe MNMocTogHHas 3awwmTa KoMnbloTepa HaxxmumTe Ha KHorky OK.
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HacTpoeHHble napameTpbl 3agauv 6yayT COXpaHeHsbI.

HacTtpovite 3anayuy Sawumta oT ceTeBbix yrpos:

1. PassepHuTe y3en YnpaBnsemble ycTpolicTBa B AepeBe KoHconu agMuHucTpuposaHus Kaspersky Security
Center.

2. BelbepuTe rpynny agMUHUCTPUPOBAHNS, A5t KOTOPOW Bbl XOTUTE HACTPOWTL 3afaqy.
3. BuibepuTe 3aknagky Monntuku.

4. OTKpOVITe OKHO CBOWCTB NONNTVKN ABOVHBIM LLEMTUYKOM MbILLV Ha UMEHW MOSUTUKMN, KOTOPYHO Bbl XOTUTE
HaCTPOWTb.

5. B oTkpbiBlEMcs okHe CeolicTBa: <IMs nonnTuku> nepeinanTe B pasgen.

6. Haxxmute Ha kHonky HacTpolika B nogpasnene 3awmra oT ceTeBbIX Yrpos.

OTkpoeTcs OKHO 3alumTa OT CeTeBbIX Yrpo3.
7. BeibepuTe 3aknanky O6wume.

8. B pasnene Pexxum paboTbl BoibepuTe pexum BnokrupoeaTth coeanHeHna npu 06HapYXKeHUM aTakm (7.

®naXkoKk BKtOYaeT UK BbiKtoyaeT ,D,OGGBJ'IeHI/Ie Y310B, NPOABNAOLWNX aKTUBHOCTb, XapakKTepHYHO N4
CeTeBbIX aTtak, B CrnncokK 3a6J'IOKI/IpOBaHHbIX Y3110B.

Ecnun BbiBpaH aToT pexum, Kaspersky Embedded Systems Security npoBepseT BxonsLumii ceTeBoli Tpadbuk
Ha HanM4ne akTUBHOCTW, XapaKkTepPHON ANs ceTeBbIxX aTak, PUKCUPYET B XXypHane cobbiTns 0o
OBHapy>XeHHOW akTUBHOCTY 1 fobaenseT IP-agpeca y3noB, NposBASiOLLIX aKTUBHOCTb, XapakTepHYIo AJ1s
CeTeBbIX aTak, B CMNCOK 3abIOKMPOBAaHHbIX Y3/10B.

OTOT pexuM BbIOGpaH Mo yMOm4YaHuio.

Cricok 386ﬂOKI/IpOBaHHbIX Y310B MOXXHO NMPOCMOTPETb B XRaHWIVILLLE 3a610KNPOBaHHbIX Y3/10B.

Mo>Ho BOCCTaHOBUTb OOCTYn K 3a6ﬂOKI/IpOBaHHbIM y3nam, a Takxe ykasaTb KONnmM4yecTBO CYTOK, YaCoB U
MWHYT, MO NCTEYEHNN KOTOPbIX C MOMEHTa 6J'IOKI/IpOBKVI Y37bl noNy4vatoT AOCTYMN K CEeTEBbIM d)aVIﬂOBbIM
pecypcam, HaCTpomB NapaMeTpbl XpaHuanLLLa 3a6/10KNPOBAHHbIX Y3/IOB.

9. Ecnu 3apaya He Gbina 3anyLueHa, BoibepuTe 3aknaaky YnpaeneHne 3apaveii:
a. YctaHoBuTe dnaxok 3anyckaTtb 3aaady No pacnmcaHuio.
b. B packpbiBatoLLemMcs crivicke BelbepuTe YacToTy 3anycka [Npu 3anycke nporpamMmmbi.
10. B okHe HaxxmuTe Ha kHomnky OK.

11. HacTpoeHHble napameTpbl 3aga4n OyoyT COXpaHeHbI.

HacTpoiika napameTpoB xpaHnnmiLa 3abnoKMpOBaHHbIX Y3108

Y106b! HacTpouTb XpaHuiiLle 3a6ﬂOKMpOBBHHbIX Y3J/10B, BbIMNOJIHTE CriedyroLne AeVicTBUS:
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1. PasBepHuTe y3en Ynpaensemble ycTpolicTBa B fepese KoHconn agMmHUcTprpoBaHns Kaspersky Security
Center.

2. BeibepuTe rpynny agMUHUCTPUPOBAHIS, LS KOTOPOW TpebyeTcs HaCTPOUTb MapamMeTPbl MPOrpaMmb.
3. B naHenn pesynbTaToB BbIOPaHHOM rpynnbl aMUHNCTPUPOBAHNS BbIMOMHUTE OOHO U3 CenYLLIX AeACTBIIA:

® YT06bl HACTPOUTL MapaMeTpPbl MPOrpamMmMbl 4719 FPYMnbl 3aLpLLLaeMblX YCTPONCTB, BblbepuTe 3aknaaky
Monntukn n otkpoinTe okHo CeoicTBa: <MmMg nonnuTukm>.

® YT06bl HACTPOUTL MapaMeTpPbl MPOrpamMmMbl 415 OTAEbHOMO 3aLMLAEMOro YCTPOMCTBa, BblbepuTe 3aknaaky
YcTpoiicTBa 1 OTKpoiTe okHO [lapameTpbl Nporpammb..

Ecnu k ycTpoiicTBy npumeHsieTcs akTrBHas nonutiika Kaspersky Security Center, 3anpeluatoLuas
N3MeHeHNe NapamMeTPOB NPOrpamMmbl, 3TV NapamMeTPbl HEAOCTYMHbI NS 3MeHeHNs B okHe MNMapameTpbl
nporpamMmbl.

4. B paspene JononHuTenbHble BO3MOXHOCTU HaXXMUTE Ha KHOMky HacTpoiika B nogpasgene XpaHunuvwa.
OTkpoeTcs okHo MNapameTpbl XpaHUAULL,

5. B pasnene OeiicTBus Ha 3aknanke 3abnokupoBaHHbIe Y3Jibl YKaXnTe KONMMYECTBO CYTOK, YaCOB Y MUHYT, MO
NCTEYEHNM KOTOPbIX C MOMEHTa BNOKUPOBKN 3a6/10KMPOBAaHHbIE Y3I1bl MOYyYaloT LOCTYMN K CeTEBbIM $ainfioBbIM

pecypcam.

6. Haxkmute Ha kHorky OK.

anaBneHme 3a6J'IOKI/IpOBaHHbIMI/I y3namMmu C nMoOMOLLLbIO KoHnconu nporpamMmbl

B aToM pasnene onvcaHa HacTpolika napameTpoB 3ab0KMPOBaHHbIX Y3/10B C MOMOLLBO nHTepdelica KoHconn
nporpamMmbI.

BkntoueHne 6J'IOKI/IpOBKI/I HEe4OBEPEHHDbIX Y3/10B

YToBbI 4O6ABUTD Y3/1bl, MPOSBASIOLLIME BPELOHOCHYIO aKTVBHOCTb WW MOMbBITKY LUNPPOBAHNS, B XPaHUNLLLE
3abnoknpoBaHHble Y31bl 1 3a010KMPOBaTh 3TVM y3/1aM LOCTYM K ceTeBbIM PaliioBbiM pecypcam, XoTs 6bl ofHa 13
CrefylolX 3aad OomKHa paboTaTb B aKTVBHOM PEXUME:

* [locTosiHHag 3almTa pannos

e 3alumnTa OT CeTeBbIX Yrpo3

Yrobbl HacTpouTb 3anaqy [locTosHHas 3aLumTa Gavisios, BbINOIHTE CEAYIOLLNE AeVICTBUS:
1. B nepese KoHconu nporpammel pa3sepHuTe y3en NocTogHHas 3awmTa KoMnbloTepa.

2. BelbepuTe BNoxeHHbI y3en MNocTosiHHaa 3awmTa $paiinos.

3. B naHenu pesynbtaToB nepelignte no ccolnke CBolicTea.

OTkpoeTcs okHo MapameTpbl 3apaun.
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4. B pasgene UHTerpauus ¢ gpyrumm KOMNOHEHTaMn yCTaHoBUTe dnaxxok BrnoknpoBaTb KOMMblOTEpHI, C
KOTOpPbIX BEAETCS BPeAOHOCHas AeqaTeNbHOCTb, ECIM Bbl XOTUTE, UTObLI Mporpavma Kaspersky Embedded
Systems Security 6rokmpoBana y3nbl, MposBAsioLLe BPELOHOCHYO aKTUBHOCTb, BO BPEMS BbIMOMHEHWS 3aa4in
MNMocTosHHas 3almTa Painnos.

5. Ecnn 3apaua He 6bina 3anyLueHa, Bolbepute 3aknanky PacnucaHue:

a. YctaHoBuTe dnaxok 3anyckaTb 3agayvy No pacnvcaHuio.

b. B packpbiBatoLLemMcs cnivicke BelbepurTe YacToTy 3anycka [Npu 3anycke nporpamMmbi.
6. B okHe MapameTpbl 3agaun HaxxmuTe Ha kHomnky OK.

HacTpoeHHble napameTpbl 3aga4m 6yayT COXpaHeHb!.

Hactpovite 3apaqy SawmTta oT ceTeBbix yrpos:
1. B nepeBe KoHconun nporpammbl passepHuTe y3en lNocTosiHHas 3awwmuTa KomnbioTepa.
2. BelbepuTe BNOXEHHbI y3en 3aluTa oT CETEBbIX YIPO3.
3. B naHenu pesynbTaToB y3na 3awuTa oT ceTeBbIX Yrpo3 rnepeiiante no ccolike CeoiicTBa.
4. OTkpoeTcs okHo NapameTpbl 3apauu.
5. BoibepuTe 3aknapky Obwue.

6. B paznene Pexkum paboThl BhibepuTe pexunm BriokmpoBaTtb coeanHeHns npu 0GHapy KeHUN aTaku 2.

dnaxkok BKtOYaeT UK BbiKtouaeT ,uo6aBneH|/|e Y3510B, NPOABNFAOLWLNX aKTUBHOCTb, XapakKTepHYO Ond
ceTeBbIX aTak, B CrncokK 386J'IOKVIpOBaHHbIX Y310B.

Ecnun BbiGpaH aToT pexunm, Kaspersky Embedded Systems Security nposepsieT BxonsLumii ceTeBoli Tpadbuk
Ha HanM4ne akTUBHOCTW, XapaKTePHOW A ceTeBbIx aTak, UKCUPYeET B XXypHane cobbiTis 06
OBHapy>eHHOoI aKTMBHOCTU 1 fobaBnseT IP-agpeca y3noB, NposBASIOLLNX aKTUBHOCTb, XapakTEPHYIO A5
CeTeBbIX aTak, B CMMCOK 3ab10KMPOBaHHbIX Y3/10B.

OTOT pexxmm BbibpaH No yMonyaHuio.

Cnncok 3abnoKNPOBaHHBIX Y3/10B MOXHO MPOCMOTPETb B XRaHWKLLLE 3a610KMPOBaHHbIX Y3/10B.

Mo>HO BOCCTaHOBUTb AOCTYM K 3a0MOKNPOBaHHBIM Y351aM, @ TakxXe yka3aTb KONIMYeCTBO CYyTOK, YacoB U
MWHYT, MO UCTEYEHUN KOTOPLIX C MOMEHTa BIOKMPOBKI Y35ibl MOMyYatoT AOCTYMN K ceTeBbIM dalinoBbiM
pecypcam, HaCTPOVB NapaMeTRbl XPaHUINLLA 3a6TOKUPROBAHHbIX Y3/10B.

7. YcTaHOBUTE U CHUMUTE q>na>|<0|< He ocTaHaBnueaTtb aHanus Tpaduka, ecnuv 3agava He UCNoNHAeTCd (2.

Ecnun dnaxok ycTaHOBNEH, TO flaXke Npu OCTaHOBKE BbINMOIHEHWS 3aaaun 3alumTa OT CETEBbIX Yrpo3,
Kaspersky Embedded Systems Security npoBepseT BxoasLumii ceTeBol Tpaduk Ha 4ENCTBIS, XapakTepHbIe
LN CETEBbIX aTak, 1 BIOKMPYET CETEBYIO aKTUBHOCTb CO CTOPOHbI aTaKYIOLLLEro KOMMbloTEPa B BbIGpaHHOM
pexviMe 0bpaboTKu.

Ecnun dnaxok cHAT, To Npu ocTaHOBKe 3afayn 3allmTa oT ceTeBblx yrpo3s, Kaspersky Embedded Systems
Security He NpoBepseT BXxoOgLLMIA ceTeBol Tpaduk Ha OeICTBUS, XapakTepHble A7 CeTEBbIX aTak, U He
BrIOKMPYET CETEBYIO aKTMBHOCTb CO CTOPOHbI aTaKyHOLLLErO KOMMbOTEPA.

Mo ymonuaHuto $prnaxkok CHAT.
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8. Ecnv 3apaua He 6bina 3anyLieHa, BoibepuTe 3aknanky PacnucaHue:

a. YctaHoBuTe dnaxok 3anyckaTtb 3aaady No pacnmcaHuio.

b. B packpbiBatoLLemcs cnvicke BelbepuTe YacToTy 3anycka [Npu 3anycke nporpamMmmbi.
9. B okHe MapameTpbl 3agaum Haxmute Ha kHornky OK.

HacTpoeHHble napameTpbl 3agauv 6yayT COXpaHeHsbI.

HacTpoiika napameTpoB XxpaHumLLa 3abnoKNPOBaHHbIX Y3108

Y106bI HaCTPOUTE XpPaHWINLLE 38