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About activation code

An activation codeis a unique sequence of 20 alphanumeric characters. You enter an activation code to add a
license key that activates Kaspersky Endpoint Security. You receive an activation code at the email address you
specified after purchasing Kaspersky Endpoint Security.

To activate the application with an activation code, Internet access is required to connect to Kaspersky activation
servers.

When the application is activated using an activation code, the active key is added. A reserve key can be added
only by using an activation code and cannot be added using a key file.

If an activation code is lost after activating the application, you can restore the activation code. You may need an
activation code, for example, to register a Kaspersky CompanyAccount . If the activation code was lost after the
application activation, contact Kaspersky partner from whom you purchased the license.
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Scanning removable drives when they are connected to the computer
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Kaspersky Endpoint Security scans all files that you run or copy, even if the file is located on a removable drive (File
Threat Protection component). To prevent the spread of viruses and other malware, you can configure automatic
scans of removable drives when they are connected to the computer. Kaspersky Endpoint Security automatically
attempts to disinfect all infected files that are detected. If disinfection fails, Kaspersky Endpoint Security deletes
the files. The component keeps a computer secure by running scans that implement machine learning, heuristic
analysis (high level) and signature analysis. Kaspersky Endpoint Security also uses iSwift and iChecker scan
optimization technologies. The technologies are always on and cannot be disabled.

How to configure running the Removable drives scan in the Administration Console (MMC) @

1. Open the Kaspersky Security Center Administration Console.

2.In the Managed devices folder in the Administration Console tree, open the folder with the name of the
administration group to which the relevant client computers belong.

3. In the workspace, select the Policies tab.

4. Select the necessary policy and double-click to open the policy properties.

5. In the policy window, select Local Tasks — Removable drives scan.

6. In the Action when a removable drive is connected drop-down list, select Detailed Scan or Quick Scan.
7. Configure advanced options for Removable drives scan (see table below).

8. Save your changes.

How to configure running the Removable drives scan in the Web Console and Cloud Console

1. In the main window of Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Local Tasks — Removable drives scan.

5. In the Action when a removable drive is connected drop-down list, select Detailed Scan or Quick Scan.
6. Configure advanced options for Removable drives scan (see table below).

7. Save your changes.

How to configure running the Removable drives scan in the application interface
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1. In the main application window, go to the Tasks section.

2. In the task list, select the scan task and click .

3. Use the Removable drives scan toggle to enable or disable scans of removable drives upon connection to
the computer.

4. Configure advanced options for Removable drives scan (see table below).

5. Save your changes.

As a result, Kaspersky Endpoint Security runs a Removable drives scan for removable drives that are not
larger than the specified maximum size. If the Removable drives scan task is not displayed, it means the
administrator has prohibited using local tasks in the policy.

Removable drives scan task settings

Parameter

Action
when a
removable
drive is
connected

Maximum
removable
drive size

Show scan
progress

Block the

stopping
of the

scan task

Description

Detailed Scan If this item is selected, when a removable drive is connected, Kaspersky
Endpoint Security scans all files on the removable drive, including files nested in compound
objects, archives, distribution packages, and files in office formats. Kaspersky Endpoint
Security does not scan files in mail formats or password-protected archives.

Quick Scan If this option is selected, after a removable drive is connected Kaspersky Endpoint
Security scans only files of specific formats that are most vulnerable to infection, and does
not unpack compound objects.

If this check box is selected, Kaspersky Endpoint Security performs the action that is selected
in the Action when a removable drive is connected drop-down list on removable drives with a
size not more than the specified maximum drive size.

If the check box is cleared, Kaspersky Endpoint Security performs the action that is selected
in the Action when a removable drive is connected drop-down list on removable drives of
any size.

If the check box is selected, Kaspersky Endpoint Security displays the progress of removable
drives scan in a separate window and in the Tasks window.

If the check box is cleared, Kaspersky Endpoint Security performs removable drives scan in
the background.

If the check box is selected, the Stop button in the Tasks window and the Stop button in the
Virus Scan window are not available in the local interface of Kaspersky Endpoint Security.
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Adding an update source

An update sourceis a resource that contains updates for databases and application modules of Kaspersky
Endpoint Security.

Update sources include the Kaspersky Security Center server, Kaspersky update servers, and network or local
folders.

161



The default list of update sources includes Kaspersky Security Center and Kaspersky update servers. You can add
other update sources to the list. You can specify HTTP/FTP servers and shared folders as update sources.

Kaspersky Endpoint Security does not support updates from HTTPS servers unless they are Kaspersky's
update servers.

If several resources are selected as update sources, Kaspersky Endpoint Security tries to connect to them one
after another, starting from the top of the list, and performs the update task by retrieving the update package
from the first available source.
To add an update source:

1. In the main application window, go to the Update section.

2. This opens the task list; select the update task and click .

3. Click the Select update sources button.

4. |In the window, click the Add button.

5. In the window that opens, specify the address of the FTP or HTTP server, network folder or local folder that
contains the update package.

The following path format is used for update source:

e ForanFTP or HTTP server, enter its web address or IP address.
For example, http://dnl-01.geo.kaspersky.com/ or 93.191.13.103.

For an FTP server, you can specify the authentication settings within the address in the following format:
ftp://<user name>:<password>@<node>:<port>.

e For a network folder, enter the UNC path.

For example, \\ Server\Share\Update distribution.

e For alocal folder, enter the full path to that folder.

For example, C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

6. Click the Select button.

7. Configure the priorities of update sources by using the Up and Down buttons.

8. Save your changes.
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