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Kaspersky Endpoint Security for Windows Help

@ What's new in version 12.4

* The application works better as part of Kaspersky Managed Detection and Response. You no longer need to
add a configuration file to send telemetry. Also added the support of a stand-alone license for MDR (Kaspersky
Managed Detection and Response Add-on).

¢ What's new in each version of Kaspersky Endpoint Security for Windows

Getting started

* Deployment of Kaspersky Endpoint Security for Windows

¢ |nitial setup of Kaspersky Endpoint Security for Windows

¢ Licensing of Kaspersky Endpoint Security for Windows

@ Eliminating threats

¢ On workstations

e Onservers

* Reacting to detection of an Indicator of Compromise (Network isolation — Quarantine — Execution
prevention)

A
@ Using KES as part of other solutions

* Kaspersky EDR

e Kaspersky Sandbox

e Kaspersky MDR

Data provision
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* Under the End User License Agreement

¢ When using the KSN

e GDPR

What's new

Update 12.4

Kaspersky Endpoint Security 12.4 for Windows offers the following features and improvements:

1. Added new functionality to protect the connection of the computer to Kaspersky Security Center=. New
Administration Server connection protection task allows setting a password for connecting to a trusted server.
This means that it is not possible to reconnect the computer and run commands from another server without
this password.

2. For the Password Protection component, the ability to select users manually and not only from Active
Directory has been added®. That is, you can manually specify a user name and password and assign access
rights to Kaspersky Endpoint Security for this account. This way, you do not need to share your KLAdmin
password with other users or create new Active Directory accounts to control access to the application.

3. Support for Windows 11 23H2.

Update 12.3

Kaspersky Endpoint Security 12.3 for Windows offers the following features and improvements:

1. Now you can install the application in the Endpoint Detection and Response Agent® configuration. This
configuration allows installing the application with a set of components required by Detection and Response
solutions by Kaspersky: Kaspersky Managed Detection and Response, and Kaspersky Anti Targeted Attack
Platform (EDR). You can install the application in this configuration alongside third-party solutions (for example,
DrWeb, Dallas Lock, ESET). This lets you use third-party infrastructure security tools alongside Detection and
Response by Kaspersky.

2. Kaspersky Endpoint Security operation with Bluetooth devices & has been improved. Now you can configure
exclusions and restrict access to all Bluetooth devices except input devices (wireless keyboards, mice, etc).

3. The operation of Application Control component with the database of executable files has been optimized.
Kaspersky Endpoint Security now automatically removes file information from the database if the file is deleted
from the computer. This allows keeping the database up to date and saving Kaspersky Security Center
resources.

4. The level of computer protection requirements has been increased. The high protection level now requires
enabling Password protection &. Check the protection level indicator in the upper part of the policy window . If
you have a medium or low protection level, you can enable Password protection in the protection level indicator
recommendation window.

5. HTTPS protocol support has been added to enable the application to work with Kaspersky Security Network.
Enable HTTPS usage in the Administration Server properties in the KSN proxy server settings.
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Update 12.2

Kaspersky Endpoint Security 12.2 for Windows offers the following features and improvements:

1. WPAS3 protocol support has been added to control connections to Wi-Fi networks® (Device Control). Now you
can select WPA3 protocol in the trusted Wi-Fi network settings and deny connection to the network using a
less secure protocol.

2. Now you can choose a protocol and ports for Network Threat Protection exclusions 2. Now in addition to
specifying IP addresses of trusted devices, you can also select a port and protocol. This lets you exclude
individual data streams and prevent network attacks from trusted IP addresses.

3. Different order of update sources for the local Update task® if a policy is applied to the computer. The
Kaspersky Security Center server is now used by default as the first update source instead of Kaspersky
servers. This helps save traffic when the user runs the local Update task.

Update 121

Kaspersky Endpoint Security 121 for Windows offers the following features and improvements:

1. A built-in agent for the Kaspersky Anti Targeted Attack Platform solution has been added. You no longer need
Kaspersky Endpoint Agent in order to use EDR (KATA). All functions of Kaspersky Endpoint Agent will be
performed by Kaspersky Endpoint Security. To migrate Kaspersky Endpoint Agent policies, use the Migration
Wizard. After updating the application, Kaspersky Endpoint Security switches to using the built-in agent and
removes Kaspersky Endpoint Agent. Kaspersky Endpoint Agent has been added to the list of incompatible
software. Kaspersky Endpoint Security has built-in agents for all Detection and Response solutions, therefore
installing Kaspersky Endpoint Agent to integrate with those solutions is no longer necessary.

2. Azure WVD compatibility mode is now supported. This feature allows correctly displaying the state of the
Azure virtual machine in the Kaspersky Anti Targeted Attack Platform console. Azure WVD compatibility mode
allows assigning a permanent unique Sensor ID to these virtual machines.

3. Now you can configure user access to mobile devices in iTunes or similar applications. That is, you can, for
example, allow the mobile device to be used only in iTunes and block using the mobile device as a removable
drive. The application also supports these rules for the Android Debug Bridge (ADB) application.

4. Kaspersky Security Center version 11is no longer supported. Upgrade Kaspersky Security Center to the latest
version.

Update 12.0

Kaspersky Endpoint Security 12.0 for Windows offers the following features and improvements:

1. The operation of Kaspersky Endpoint Security on servers has been improved. Now you can migrate from
Kaspersky Security for Windows Server to Kaspersky Endpoint Security for Windows and use a single solution
to protect workstations and servers. To migrate the application settings, run the Policies and tasks batch
conversion wizard. The KSWS license key can be used to activate KES. After migrating to KES, you do not even
need to restart the server. For more information about migrating to KES, see Migration Guide &.

2. The licensing of the application as part of a paid virtual machine image in Amazon Machine Image (AMI) has
been improved. There is no need to activate the application separately. In this case, Kaspersky Security Center
uses the license key for the cloud environment that is already added to the application.

3. Device Control is improved:
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e For portable devices (MTP), you can configure access rules (read/write), select users or a user group that
have access to devices, or configure a device access schedule. Now you can create access rules for
portable devices in the same way as for removable drives.

* Now you can configure user access to mobile devices in Android Debug Bridge (ADB)_or similar applications.
That is, you can, for example, allow the mobile device to be used only in ADB and block using the mobile
device as a removable drive.

e Now you can recharge a mobile device by connecting it to the computer's USB port even if access to the
mobile device is blocked.

e For printers, you can now configure printing permissions for users. Kaspersky Endpoint Security supports
control over access to local and network printers. Now you can allow or block printing on local or network
printers for individual users.

e WPAS3 protocol support has been added to control connections to Wi-Fi networks. Now you can select to
use WPA3 protocol in the trusted Wi-Fi network settings and deny connection to the network using a less
secure protocol.

Update 11.11.0

1. Log Inspection component for servers has been added. Log Inspection monitors the integrity of the
protected environment based on the results of Windows event log analysis. When the application detects
signs of atypical behavior in the system, it informs the administrator, as this behavior may indicate an
attempted cyber attack.

2. Eile Integrity Monitor component for servers has been added. File Integrity Monitor detects changes to
objects (files and folders) in a given monitoring area. These changes may indicate a computer security
breach. When object changes are detected, the application informs the administrator.

3. The alert details interface for Kaspersky Endpoint Detection and Response Optimum (EDR Optimum) has
been improved. The elements of the threat development chain have been aligned, the links between the
processes in the chain no longer overlap. This makes it easier to analyze the evolution of the threat.

4. Application performance has been improved. For this purpose, network traffic processing by the Network
Threat Protection component has been optimized.

5. The option to upgrade Kaspersky Endpoint Security without a restart has been added. This lets you ensure
uninterrupted operation of servers when upgrading the application. You can upgrade the application
without a restart starting with version 1110.0. You can also install patches without a restart starting with
version 1111.0.

6. The Virus Scan task has been renamed in the Kaspersky Security Center Console. This task is now called
Malware Scan.

Update 11.10.0

17


javascript:toggleBlock('255111')
javascript:toggleBlock('246783')

Kaspersky Endpoint Security 1110.0 for Windows offers the following features and improvements:

1. Support of third-party credential providers for Single Sign-On with Kaspersky Full Disk Encryption is
added. Kaspersky Endpoint Security monitors the user’s password for ADSelfService Plus and updates the
data for Authentication Agent if the user, for example, changes his password.

2. The option to enable display of threats detected by Cloud Sandbox technology has been added. This
technology is available to users of Endpoint Detection and Response solutions (EDR Optimum or EDR
Expert). Cloud Sandbox is a technology that lets you detect advanced threats on a computer. Kaspersky
Endpoint Security automatically forwards detected files to Cloud Sandbox for analysis. Cloud Sandbox
runs these files in an isolated environment to identify malicious activity and decides on their reputation.

3. Additional information about files has been added to alert details for EDR Optimum users. Alert details now
include information about the trust group, digital signature and distribution of the file, and other
information. You will also be able to jump to the detailed file description on the Kaspersky Threat
Intelligence Portal (KL TIP) directly from alert details.

4. Application performance has been improved. To do this, we optimized the operation of the background
scan and added the ability to gueue scan tasks if scan is already running.

Update 11.9.0

Kaspersky Endpoint Security 1190 for Windows offers the following features and improvements:

1. Now you can create an Authentication Agent service account when using Kaspersky disk encryption. The
service account is necessary to gain access to the computer, for example, when the user forgets the
password. You can also use the service account as a reserve account.

2. Kaspersky Endpoint Agent distribution package is no longer part of the application distribution kit. To
support Detection and Response solutions, you can use the Kaspersky Endpoint Security built-in agent. If
necessary, you can download the Kaspersky Endpoint Agent distribution package from the Kaspersky Anti
Targeted Attack Platform distribution kit.

3. The alert details interface for Kaspersky Endpoint Detection and Response Optimum (EDR Optimum) is
improved. Threat Response features now have tooltips. A step-by-step instruction for ensuring the
security of corporate infrastructure is also displayed when indicators of compromise are detected.

4. Now you can activate Kaspersky Endpoint Security for Windows with a Kaspersky Hybrid Cloud Security.
license key.

5. New events added about establishing a connection with domains that have untrusted certificates and
encrypted connections scan errors.

Update 11.8.0
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Kaspersky Endpoint Security 11.4.0 for Windows offers the following features and improvements:

1. New design of the application icon in the taskbar notification area. The new [g is now displayed instead of
the old gicon. If the user is required to perform an action (for example, restart the computer after
updating the application), the icon will change to [ . If the protection components of the application are
disabled or have malfunctioned, the icon will change to [ or [z. If you hover over the icon, Kaspersky
Endpoint Security will display a description of the problem in computer protection.

2. Kaspersky Endpoint Agent, which is included in the distribution kit, has been updated to version 3.9.
Kaspersky Endpoint Agent 3.9 supports integration with new Kaspersky solutions. For more details about
the application, please refer to the documentation of Kaspersky solutions that support Kaspersky
Endpoint Agent.

3. Added the Not supported by license status for Kaspersky Endpoint Security components. You can view
the status of components in the component list in the main application window.

4. New events from Exploit Prevention have been added to reports.

5. Drivers for Kaspersky Disk Encryption technology are now automatically added to the Windows Recovery
Environment (WInRE) when drive encryption is started. The previous version of Kaspersky Endpoint
Security added drivers when installing the application. Adding drivers to WInRE can improve the stability of
the application when restoring the operating system on computers protected by Kaspersky Disk
Encryption technology.

The Endpoint Sensor component has been removed from Kaspersky Endpoint Security. You can still
configure Endpoint Sensor settings in a policy provided that Kaspersky Endpoint Security version 11.0.0 to
N.3.0is installed on the computer.
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Kaspersky Endpoint Security 11.5.0 for Windows offers the following features and improvements:

1. Support for Windows 10 20H2. For details about support for the Microsoft Windows 10 operating system,
please refer to the Technical Support Knowledge Base .

2. Updated application interface. Also updated the application icon in the notification area, application
notifications, and dialog boxes.

3. Improved interface of the Kaspersky Endpoint Security web plug-in for the Application Control, Device
Control, and Adaptive Anomaly Control components.

4. Added functionality for importing and exporting lists of rules and exclusions in XML format. The XML
format allows you to edit lists after they are exported. You can manage lists only in the Kaspersky Security
Center Console. The following lists are available for export/import:

e Behavior Detection (list of exclusions).

e Web Threat Protection (list of trusted web addresses).

¢ Mail Threat Protection (list of attachment filter extensions).

e Network Threat Protection (list of exclusions).

e Firewall (list of network packet rules).

e Application Control (list of rules).

e Web Control (list of rules).

* Network port monitoring (lists of ports and applications monitored by Kaspersky Endpoint Security).

e Kaspersky Disk Encryption (list of exclusions).

® Encryption of removable drives (list of rules).

5. Object MD5 information was added to the threat detection report. In previous versions of the application,
Kaspersky Endpoint Security showed only the SHA256 of an object.

6. Added capability to assign the priority for device access rules in Device Control settings. Priority
assignment enables more flexible configuration of user access to devices. If a user has been added to
multiple groups, Kaspersky Endpoint Security regulates device access based on the rule with the highest
priority. For example, you can grant read-only permissions to the Everyone group and grant read/write
permissions to the administrators group. To do so, assign a priority of O for the administrators group and
assign a priority of 1for the Everyone group. You can configure the priority only for devices that have a file
system. This includes hard drives, removable drives, floppy disks, CD/DVD drives, and portable devices
(MTP).

7. Added new functionality:

¢ Manage audio notifications.

e Cost-Aware Networking Kaspersky Endpoint Security limits its own network traffic if the Internet
connection is limited (for example, through a mobile connection).

e Manage Kaspersky Endpoint Security settings via trusted remote administration applications (such as
TeamViewer, LogMeln Pro and Remotely Anywhere). You can use remote administration applications to
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start Kaspersky Endpoint Security and manage settings in the application interface.

e Manage the settings for scanning secure traffic in Firefox and Thunderbird. You can select the
certificate storage that will be used by Mozilla: the Windows certificate storage or the Mozilla
certificate storage. This functionality is available only for computers that do not have an applied policy.
If a policy is being applied to a computer, Kaspersky Endpoint Security automatically enables use of the
Windows certificate storage in Firefox and Thunderbird.

8. Added capability to configure the secure traffic scan mode: always scan traffic even if protection
components are disabled, or scan traffic when requested by protection components.

9. Revised procedure for deleting information from reports. A user can only delete all reports. In previous
versions of the application, a user could select specific application components whose information would
be deleted from reports.

10. Revised procedure for importing a configuration file containing Kaspersky Endpoint Security settings, and
revised procedure for restoring application settings. Prior to importing or restoring, Kaspersky Endpoint
Security shows only a warning. In previous versions of the application, you could view the values of the new
settings before they were applied.

1. Simplified procedure for restoring access to a drive that was encrypted by BitLocker. After completing the
access recovery procedure, Kaspersky Endpoint Security prompts the user to set a new password or PIN
code. After setting a new password, BitLocker will encrypt the drive. In the previous version of the
application, the user had to manually reset the password in the BitLocker settings.

12. Users now have the capability to create their own local trusted zone for a specific computer. This way,
users can create their own local lists of exclusions and trusted applications in addition to the general
trusted zone in a policy. An administrator can allow or block the use of local exclusions or local trusted
applications. An administrator can use Kaspersky Security Center to view, add, edit, or delete list items in
the computer properties.

13. Added capability to enter comments in the properties of trusted applications. Comments help simplify
searches and sorting of trusted applications.

14. Managing the application through the REST API:

* There is now the capability to configure the settings of the Mail Threat Protection extension for
Outlook.

e [tis prohibited to disable detection of viruses, worms, and Trojans.
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Kaspersky Endpoint Security 11.6.0 for Windows offers the following features and improvements:

1. Support for Windows 10 21H1. For details about support for the Microsoft Windows 10 operating system,
please refer to the Technical Support Knowledge Base .

2. The Managed Detection and Response component was added. This component facilitates interaction with
the solution known as Kaspersky Managed Detection and Response. Kaspersky Managed Detection and
Response (MDR) provides round-the-clock protection from a growing number of threats capable of
bypassing automated protection mechanisms for organizations that have a difficult time finding highly
qualified experts or have limited internal resources. For detailed information about how the solution works,
please refer to the Kaspersky Managed Detection and Response Help.

Kaspersky Endpoint Agent 310 provides new features, resolves some previous issues, and has improved
stability. For more details about the application, please refer to the documentation of Kaspersky solutions
that support Kaspersky Endpoint Agent.

4. It now provides the capability to manage protection against attacks such as Network Flooding and Port
Scanning in Network Threat Protection settings.

5. Added new method of creating network rules for Firewall. You can add packet rules and application rules
for connections that are displayed in the Network Monitor window. However, network rule connection
settings will be configured automatically.

6. Network Monitor interface is now improved. Added the information about network activity: process ID, that
initiate network activity; network type (local network or the Internet); local ports. By default, the
information about network type is hidden.

7. There is now the capability to automatically create Authentication Agent accounts for new Windows
users. The Agent allows a user to complete authentication for access to drives that were encrypted using
Kaspersky Disk Encryption technology, and to load the operating system. The application checks
information about Windows user accounts on the computer. If Kaspersky Endpoint Security detects a
Windows user account that has no Authentication Agent account, the application will create a new
account for accessing encrypted drives. This means that you do not need to manually add Authentication
Agent accounts for computers with already encrypted drives.

8. There is now the capability to monitor the disk encryption process in the application interface on users'
computers (Kaspersky Disk Encryption and BitLocker). You can run the Encryption Monitor tool from the
main application window.
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Kaspersky Endpoint Security for Windows 11.7.0 offers the following new features and improvements:

1. The interface of Kaspersky Endpoint Security for Windows is updated.

2. Support of Windows 11, Windows 10 21H2 and Windows Server 2022.

3. Added new components:

¢ A built-in agent for integration with Kaspersky Sandbox was added. The Kaspersky Sandbox solution
detects and automatically blocks advanced threats on computers. Kaspersky Sandbox analyzes object
behavior to detect malicious activity and activity characteristic of targeted attacks on the IT
infrastructure of the organization. Kaspersky Sandbox analyzes and scans objects on special servers
with deployed virtual images of Microsoft Windows operating systems (Kaspersky Sandbox servers).
For details about the solution, refer to the Kaspersky Sandbox Help &.

You no longer need Kaspersky Endpoint Agent in order to use Kaspersky Sandbox. All functions of
Kaspersky Endpoint Agent will be performed by Kaspersky Endpoint Security. To migrate Kaspersky
Endpoint Agent policies, use the Migration Wizard. You need Kaspersky Security Center 13.2 for all of
the functions of Kaspersky Sandbox to work. For details about the migrating from Kaspersky Endpoint
Agent to Kaspersky Endpoint Security for Windows, please refer to the application help.

e Added the built-in agent to support the operation of the Kaspersky Endpoint Detection and Response
Optimum solution. Kaspersky Endpoint Detection and Response Optimum s a solution for protecting
the organization's IT infrastructure from advanced cyber threats. The functionality of the solution
combines automatic detection of threats with the ability to react to these threats to counteract
advanced attacks including new exploits, ransomware, fileless attacks, as well as methods using
legitimate system tools. For more information about the solution, refer to the Kaspersky Endpoint
Detection and Response Optimum Help &.

You no longer need Kaspersky Endpoint Agent in order to use Kaspersky Endpoint Detection and
Response. All functions of Kaspersky Endpoint Agent will be performed by Kaspersky Endpoint
Security. To migrate Kaspersky Endpoint Agent policies and tasks, use the Migration Wizard. To use all
the functions, Kaspersky Endpoint Detection and Response Optimum require Kaspersky Security
Center 13.2. For details about the migrating from Kaspersky Endpoint Agent to Kaspersky Endpoint
Security for Windows, please refer to the application help.

4. The Migration Wizard for Kaspersky Endpoint Agent policies and tasks was added. The Migration Wizard
creates new merged policies and tasks for Kaspersky Endpoint Security for Windows. The wizard allows
switching Detection and Response solutions from Kaspersky Endpoint Agent to Kaspersky Endpoint
Security. Detection and Response solutions include Kaspersky Sandbox, Kaspersky Endpoint Detection
and Response Optimum (EDR Optimum), and Kaspersky Managed Detection and Response (MDR).

5. Kaspersky Endpoint Agent, which is included in the distribution kit, is updated to version 311.

When upgrading Kaspersky Endpoint Security, the application detects the version and designated purpose
of Kaspersky Endpoint Agent. If Kaspersky Endpoint Agent is designated for the operation of Kaspersky
Sandbox, Kaspersky Managed Detection and Response (MDR) and Kaspersky Endpoint Detection and
Response Optimum (EDR Optimum), Kaspersky Endpoint Security switches the operation of these
solutions to the application’s built-in agent. For Kaspersky Sandbox and EDR Optimum, the application
automatically uninstalls Kaspersky Endpoint Agent. For MDR, you can uninstall Kaspersky Endpoint Agent
manually. If the application is designated for the operation of Kaspersky Endpoint Detection and Response
Expert (EDR Expert), Kaspersky Endpoint Security upgrades the version of Kaspersky Endpoint Agent. For
more details about the application, please refer to the documentation of Kaspersky solutions that support
Kaspersky Endpoint Agent.

6. BitLocker encryption functionality improved:

e Enhanced PIN can now be used with BitLocker Drive Encryption. Enhanced PIN allows using other
characters in addition to numerical characters: uppercase and lowercase Latin letters, special
characters, and spaces.
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e A feature to disable BitLocker authentication for upgrading the operating system or installing update
packages was added. Installing updates may require restarting the computer multiple times. To install
updates correctly, you can temporarily turn off BitLocker authentication and re-enable the
authentication after installing updates.

¢ Now you can set an expiration time for Bitl ocker encryption password or PIN. When the password or
PIN expires, Kaspersky Endpoint Security prompts the user for a new password.

7. Now you can configure the maximum number of keyboard authorization attempts for BadUSB Attack
Prevention. When the configured number of failed attempts to enter the authorization code is reached,
the USB device is temporarily locked.

8. Firewall functionality is improved:

* Now you can configure a range of IP addresses for Firewall packet rules. You can enter a range of
addresses in IPv4 or IPv6 format. For example, 192.168.1.1-192.168.1.100 or 12:34::2-
12:34::99.

* Now you can enter DNS names for Firewall packet rules instead of IP addresses. You should use DNS
names only for LAN computers or internal services. Interaction with cloud services (such as Microsoft
Azure) and other Internet resources should be handled by the Web Control component.

9. Web Control rule search improved. To search a web resource access rule, in addition to the name of the
rule, you can use the URL of the website, a username, a content category, or a data type.

10. The Virus Scan task was improved:

® The Virus Scantask in idle mode was improved. If you have rebooted the computer during the scan,
Kaspersky Endpoint Security automatically runs the task, continuing from the point where the scan was
interrupted.

e The Virus Scantask was optimized. By default, Kaspersky Endpoint Security runs the scan only when
the computer is idle. You can configure when the computer scan is run in task properties.

1. Now you can restrict user access to data provided by the Application Activity Monitor. Application Activity
Monitoris a tool designed for viewing information about the activity of applications on a user's computer in
real time. The administrator can hide the Application Activity Monitor from the user in application policy
properties.

12. Improved the security of managing the application through the REST API. Now Kaspersky Endpoint
Security validates the signature of requests sent via the REST API. To manage the program, you need to
install a request identification certificate.
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Kaspersky Endpoint Security 11.8.0 for Windows offers the following features and improvements:

1. Added the built-in agent to support the operation of the Kaspersky Endpoint Detection and Response
Expert solution. Kaspersky Endpoint Detection and Response Expertis a solution for protecting the
corporate IT infrastructure from advanced cyber threats. The functionality of the solution combines
automatic detection of threats with the ability to react to these threats to counteract advanced attacks
including new exploits, ransomware, fileless attacks, as well as methods using legitimate system tools. EDR
Expert offers more threat monitoring and response functionality than EDR Optimum. For more information
about the solution, refer to the Kaspersky Endpoint Detection and Response Expert Help 2.

2. Network Monitor interface is now improved. The Network Monitor now shows the UDP protocol in addition
to TCP.

3. The Virus Scan task was improved. If you have rebooted the computer during the scan, Kaspersky
Endpoint Security automatically runs the task, continuing from the point where the scan was interrupted.

4. Now you can set a limit for task execution time. You can limit the execution time for Virus Scanand IOC
Scan tasks. After the specified amount of time, Kaspersky Endpoint Security stops the task. To reduce the
Virus Scan task execution time, you can, for example, configure the scan scope or optimize the scan.

5. Limitations of server platforms are lifted for the application installed on Windows 10 Enterprise multi-
session. Kaspersky Endpoint Security now considers Windows 10 Enterprise multi-session a workstation
operating system, not a server operating system. Correspondingly, server platform limitations no longer
apply to the application on Windows 10 Enterprise multi-session. The application also uses a workstation
license key for activation instead of a server license key.

Frequently asked questions

GENERAL @ INTERNET

On what computers can Kaspersky Endpoint Does Kaspersky Endpoint Security scan encrypted

Security operate? connections (HTTPS)?

What has changed since the last version? How do | allow users to connect only to trusted Wi-Fi
2

With which other Kaspersky applications can networks?

Kaspersky Endpoint Security operate? How do I block social networks?

How can | conserve computer resources during 00

operation of Kaspersky Endpoint Security?

Qo APPLICATIONS

| ,!,o| How do | find out which applications are installed on a
DEPLOYMENT user's computer (inventory)?

How do linstall Kaspersky Endpoint Security to How do | prevent computer games from running?
all computers of an organization?

How do | verify that Application Control has been
Which installation settings can be configured in correctly configured?
the command ling?

How do | add an application to the trusted list?

How do | remotely uninstall Kaspersky Endpoint

Security? @
DEVICES

@ How do | block the use of flash drives?
UPDATE

How do | add a device to the trusted list?
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What methods are available to update the
databases?

What should | do if problems arise after an
update?

How do | update databases outside of the
corporate network?

@ SECURITY

How does Kaspersky Endpoint Security scan
email?

How do | exclude a trusted file from scans?

How do | protect a computer against viruses
from flash drives?

How can | run a malware scan that is hidden from

Is it possible to obtain access to a blocked device?

@ ENCRYPTION

Under which conditions is encryption impossible?

How do | use a password to restrict access to an
archive?

Is it possible to use smart cards and tokens with

encryption?

Is it possible to gain access to encrypted data if there is

no connection with Kaspersky Security Center?

What should | do if the computer operating system fails

but data remains encrypted?

the user?

How do | temporarily pause the protection of
Kaspersky Endpoint Security?

How do | restore a file that Kaspersky Endpoint
Security erroneously deleted?

How do | protect Kaspersky Endpoint Security
from being uninstalled by a user?

o
SUPPORT

Where is the report file stored?

How do | create a trace file?

How do | enable dump writing?
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Kaspersky Endpoint Security for Windows

Kaspersky Endpoint Security for Windows (hereinafter also referred to as Kaspersky Endpoint Security) provides
comprehensive computer protection against various types of threats, network and phishing attacks.

Threat detection technologies

@ Machine learning

Kaspersky Endpoint Security uses a model
based on machine learning. The model is
developed by Kaspersky experts.
Subsequently, the model is continuously fed
with threat data from KSN (model training).

JlL Cloud analysis

Kaspersky Endpoint Security receives threat
data from the Kaspersky Security Network.
Kaspersky Security Network (KSN)is an
infrastructure of cloud services providing
access to the online Kaspersky Knowledge
Base that contains information about the
reputation of files, web resources, and
software.

.'o'.
090

M Expert analysis

Kaspersky Endpoint Security uses threat
data added by Kaspersky virus analysts. Virus
analysts evaluate objects if the reputation of
an object cannot be determined
automatically.

Behavior analysis

Kaspersky Endpoint Security analyzes the activity of an
object inreal time.

IQ’ Automatic analysis

Kaspersky Endpoint Security receives data from the
automatic object analysis system. The system processes all
objects that are sent to Kaspersky. The system then
determines the reputation of the object and adds the data
to anti-virus databases. If the system cannot determine the
reputation of the object, the system queries Kaspersky virus
analysts.

»
é Kaspersky Sandbox

Kaspersky Endpoint Security processes the object in a
virtual machine. Kaspersky Sandbox analyzes the behavior
of the object and decides on its reputation. This technology
is available only if you are using the Kaspersky Sandbox
solution.

»
é Cloud Sandbox

Kaspersky Endpoint Security scans objects in an isolated
environment provided by Kaspersky. Cloud Sandbox
technology is permanently enabled and is available to all
Kaspersky Security Network users regardless of the type of
license they are using. If you have already deployed
Endpoint Detection and Response solution, you can enable
a separate counter for threats detected by Cloud Sandbox.

Selection tree

Each type of threat is handled by a dedicated component. Components can be enabled or disabled independently,
and their settings can be configured.

Selection tree

Section Component

Essential File Threat Protection
Threat

Protection
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The File Threat Protection component lets you prevent infection of the file system of the
computer. By default, the File Threat Protection component permanently resides in the
computer's RAM. The component scans files on all drives of the computer, as well as on
connected drives. The component provides computer protection with the help of anti-virus
databases, the Kaspersky Security Network cloud service, and heuristic analysis.

Web Threat Protection

The Web Threat Protection component prevents downloads of malicious files from the
Internet, and also blocks malicious and phishing websites. The component provides computer
protection with the help of anti-virus databases, the Kaspersky Security Network cloud
service, and heuristic analysis.

Mail Threat Protection

The Mail Threat Protection component scans the attachments of incoming and outgoing
email messages for viruses and other threats. The component provides computer protection
with the help of anti-virus databases, the Kaspersky Security Network cloud service, and
heuristic analysis.

Mail Threat Protection can scan both incoming and outgoing messages. The application
supports POP3, SMTP, IMAP, and NNTP in the following mail clients:

e Microsoft Office Outlook
* Mozilla Thunderbird
e Windows Mail
Mail Threat Protection does not support other protocols and mail clients.

Mail Threat Protection may not always be able to gain protocol-level access to messages (for
example, when using the Microsoft Exchange solution). For this reason, Mail Threat Protection
includes an extension for Microsoft Office Outlook. The extension allows scanning messages
at the level of the mail client. The Mail Threat Protection extension supports operations with
Outlook 2010, 2013, 2016, and 2019.

Network Threat Protection

The Network Threat Protection component (also called Intrusion Detection System) monitors
inbound network traffic for activity characteristic of network attacks. When Kaspersky
Endpoint Security detects an attempted network attack on the user's computer, it blocks the
network connection with the attacking computer. Descriptions of currently known types of
network attacks and ways to counteract them are provided in Kaspersky Endpoint Security
databases. The list of network attacks that the Network Threat Protection component
detects is updated during database and application module updates.

Firewall

The Firewall blocks unauthorized connections to the computer while working on the Internet
or local network. The Firewall also controls the network activity of applications on the
computer. This allows you to protect your corporate LAN from identity theft and other
attacks. The component provides computer protection with the help of anti-virus databases,
the Kaspersky Security Network cloud service, and predefined network rules.

BadUSB Attack Prevention

The BadUSB Attack Prevention component prevents infected USB devices emulating a
keyboard from connecting to the computer.

AMSI Protection
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AMSI Protection component is intended to support Antimalware Scan Interface from
Microsoft. The Antimalware Scan Interface (AMSI) allows third-party applications with AMSI
support to send objects (for example, PowerShell scripts) to Kaspersky Endpoint Security for
an additional scan and then receive the results from scanning these objects.

Kaspersky Security Network

Kaspersky Security Network (KSN)is an infrastructure of cloud services providing access to
the online Kaspersky Knowledge Base that contains information about the reputation of files,
web resources, and software. The use of data from Kaspersky Security Network ensures
faster responses by Kaspersky Endpoint Security to new threats, improves the performance
of some protection components, and reduces the likelihood of false positives. If you are
participating in Kaspersky Security Network, KSN services provide Kaspersky Endpoint
Security with information about the category and reputation of scanned files, as well as
information about the reputation of scanned web addresses.

Behavior Detection

The Behavior Detection component receives data on the actions of applications on your
computer and provides this information to other protection components to improve their
performance. The Behavior Detection component utilizes Behavior Stream Signatures (BSS)
for applications. If application activity matches a behavior stream signature, Kaspersky
Endpoint Security performs the selected responsive action. Kaspersky Endpoint Security
functionality based on behavior stream signatures provides proactive defense for the
computer.

Exploit Prevention

The Exploit Prevention component detects program code that takes advantage of
vulnerabilities on the computer to exploit administrator privileges or to perform malicious
activities. For example, exploits can utilize a buffer overflow attack. To do so, the exploit sends
a large amount of data to a vulnerable application. When processing this data, the vulnerable
application executes malicious code. As a result of this attack, the exploit can start an
unauthorized installation of malware. When there is an attempt to run an executable file from a
vulnerable application that was not performed by the user, Kaspersky Endpoint Security
blocks this file from running or notifies the user.

Host Intrusion Prevention

The Host Intrusion Prevention component prevents applications from performing actions that
may be dangerous for the operating system, and ensures control over access to operating
system resources and personal data. The component provides computer protection with the
help of anti-virus databases and the Kaspersky Security Network cloud service.

Remediation Engine

The Remediation Engine lets Kaspersky Endpoint Security roll back actions that have been
performed by malware in the operating system.

Application Control

Application Control manages the startup of applications on users' computers. This allows you
to implement a corporate security policy when using applications. Application Control also
reduces the risk of computer infection by restricting access to applications.

Device Control

Device Control manages user access to devices that are installed on or connected to the
computer (for example, hard drives, cameras, or Wi-Fi modules). This lets you protect the
computer from infection when such devices are connected, and prevent loss or leaks of data.

Web Control

Web Control manages users’ access to web resources. This helps reduce traffic and
inappropriate use of work time. When a user tries to open a website that is restricted by Web
Control, Kaspersky Endpoint Security blocks access or shows a warning.

Adaptive Anomaly Control

29



Tasks

Data

Encryption

R

Detection

and

Response

Q
H

The Adaptive Anomaly Control component monitors and blocks actions that are not typical of
the computers in a company's network. Adaptive Anomaly Control uses a set of rules to track
non-typical behavior (for example, the Start of Microsoft PowerShell from office application
rule). Rules are created by Kaspersky specialists based on typical scenarios of malicious
activity. You can configure how Adaptive Anomaly Control handles each rule and, for example,
allow the execution of PowerShell scripts that automate certain workflow tasks. Kaspersky
Endpoint Security updates the set of rules along with the application databases.

Log Inspection

Log Inspection monitors the integrity of the protected environment based on the Windows
event log analysis. When the application detects signs of atypical behavior in the system, it
informs the administrator, as this behavior may indicate an attempted cyber attack.

File Integrity Monitor

File Integrity Monitor detects changes to objects (files and folders) in a given monitoring area.
These changes may indicate a computer security breach. When object changes are detected,
the application informs the administrator.

Malware Scan

Kaspersky Endpoint Security scans the computer for viruses and other threats. Malware Scan
helps to rule out the possibility of spreading malware that was not detected by protection
components, for example, due to a low security level.

Update

Kaspersky Endpoint Security downloads updated databases and application modules.
Updating keeps the computer protected against the latest viruses and other threats. The
application is updated automatically by default, but if necessary, you can update the
databases and application modules manually.

Last update rollback

Kaspersky Endpoint Security rolls back the last update of databases and modules. This lets
you roll back the databases and application modules to their previous versions when
necessary, for example, when the new database version contains an invalid signature that
causes Kaspersky Endpoint Security to block a safe application.

Integrity check

Kaspersky Endpoint Security checks the application modules in the application installation
folder for corruption or modifications. If an application module has an incorrect digital
signature, the module is considered corrupt.

File Level Encryption

The component allows creating file encryption rules. You can select predefined folders for
encryption, select a folder manually, or select individual files by extension.

Full Disk Encryption

The component allows encrypting the hard disk using Kaspersky Disk Encryption or BitLocker
Drive Encryption.

Encryption of removable drives

The component allows protecting data on removable drives. You can use Full Disk Encryption
(FDE) or File Level Encryption (FLE).

Endpoint Detection and Response Optimum
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Built-in agent for the Kaspersky Endpoint Detection and Response Optimum solution
(hereinafter also "EDR Optimum®). Kaspersky Endpoint Detection and Responseis a solution
for protecting the corporate IT infrastructure from advanced cyber threats. The functionality
of the solution combines automatic detection of threats with the ability to react to these
threats to counteract advanced attacks including new exploits, ransomware, fileless attacks,
as well as methods using legitimate system tools. For more information about the solution,
refer to the Kaspersky Endpoint Detection and Response Optimum Help .

Endpoint Detection and Response Expert

Built-in agent for the Kaspersky Endpoint Detection and Response Expert solution
(hereinafter also "EDR Expert”). EDR Expert offers more threat monitoring and response
functionality than EDR Optimum. For more information about the solution, refer to the
Kaspersky Endpoint Detection and Response Expert Help =.

Endpoint Detection and Response (KATA)

Built-in agent for managing the Endpoint Detection and Response component that is part of
the Kaspersky Anti Targeted Attack Platform solution. Kaspersky Anti Targeted Attack
Platformis a solution designed for timely detection of sophisticated threats such as targeted
attacks, advanced persistent threats (APT), zero-day attacks, and others. Kaspersky Anti
Targeted Attack Platform includes two functional blocks: Kaspersky Anti Targeted Attack
(hereinafter also referred to as "KATA") and Kaspersky Endpoint Detection and Response
(hereinafter also referred to as "EDR (KATA)'). You can purchase EDR (KATA) separately. For
details about the solution, please refer to the Kaspersky Anti Targeted Attack Platform Help &.

Kaspersky Sandbox

Built-in agent for the Kaspersky Sandbox solution. The Kaspersky Sandbox solution detects
and automatically blocks advanced threats on computers. Kaspersky Sandbox analyzes object
behavior to detect malicious activity and activity characteristic of targeted attacks on the IT
infrastructure of the organization. Kaspersky Sandbox analyzes and scans objects on special
servers with deployed virtual images of Microsoft Windows operating systems (Kaspersky
Sandbox servers). For details about the solution, refer to the Kaspersky Sandbox Help@.

Managed Detection and Response

Built-in agent to support the operation of the Kaspersky Managed Detection and Response
solution. The Kaspersky Managed Detection and Response (MDR) solution automatically
detects and analyzes security incidents in your infrastructure. To do so, MDR uses telemetry
data received from endpoints and machine learning. MDR sends incident data to Kaspersky
experts. The experts can then process the incident and, for example, add a new entry to Anti-
Virus databases. Alternatively, the experts can issue recommendations on processing the
incident and, for example, suggest isolating computer from the network. For detailed
information about how the solution works, please refer to the Kaspersky Managed Detection
and Response Help &.

Distribution kit

The distribution kit includes the following distribution packages:

* Strong encryption (AES256)

This distribution package contains cryptographic tools that implement the AES
(Advanced Encryption Standard) encryption algorithm with an effective key length of 256 bits.

* Lite encryption (AES56)

This distribution package contains cryptographic tools that implement the AES encryption algorithm with an
effective key length of 56 bits.
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Each distribution package contains the following files:

kes win.msi

setup_kes.exe

kes_win.kud

klcfginst.msi

bases.cab

cleaner_v2.cab

cleanerapi_v2.cab
incompatible.txt

ksn_<language ID>.txt

license.txt

installer.ini
kes.cab
aes256.cab / aes56.cab

keswin_web_plugin.zip

Kaspersky Endpoint Security installation package.

Files that are required for installing the application using any of the available
methods.

File for creating installation packages for Kaspersky Endpoint Security.

Installation package for the application management plug-in in the Kaspersky
Security Center Administration Console.

Update package files that are used during installation.

Files for removing incompatible software.

File that contains a list of incompatible software.

File where you can read through the terms of participation in Kaspersky
Security Network.

File where you can read through the End User License Agreement and the
Privacy Policy.

File that contains the internal settings of the distribution kit.
Files for the graphical interface of the application.
Files for the AES cryptographic algorithm.

Archive containing the files required for installing the application web plug-in
in the Kaspersky Security Center Web Console.

It is not recommended to change the values of these settings. If you want to change installation options, use

the setup.ini file.

Hardware and software requirements

To ensure proper operation of Kaspersky Endpoint Security, your computer must meet the following requirements:
Minimum general requirements:
e 2 GB of free disk space on the hard drive;
* CPU:
e Workstation: 1 GHz;
e Server: 1.4 GHz;
e Support for the SSE2 instruction set.
* RAM:

e Workstation (x86): 1 GB;
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e Workstation (x64): 2 GB;
e Server: 2 GB;

e Server to install the application as part of Kaspersky Anti Targeted Attack Platform (EDR): 8 GB.

Workstations

Supported operating systems for workstations:

Windows 7 Home / Professional / Ultimate / Enterprise Service Pack 1or later;

Windows 8 Professional / Enterprise;

Windows 81 Professional / Enterprise;

Windows 10 Home / Pro / Pro for Workstations / Education / Enterprise / Enterprise multi-session:;

Windows 11Home / Pro / Pro for Workstations / Education / Enterprise.

For details about support for the Microsoft Windows 10 operating system, please refer to the Technical
Support Knowledge Base &.

For details about support for the Microsoft Windows 11 operating system, please refer to the Technical
Support Knowledge Base &.

Servers

Kaspersky Endpoint Security supports core components of the application on computers running the Windows
operating system for servers. You can use Kaspersky Endpoint Security for Windows instead of Kaspersky
Security for Windows Server on servers and clusters of your organization (Cluster Mode). The application also
supports Core Mode (see known issues®).

Supported operating systems for servers:

e Windows Small Business Server 2011 Essentials / Standard (64-bit);

Microsoft Small Business Server 2011 Standard (64-bit) is supported only if Service Pack 1for Microsoft
Windows Server 2008 R2 is installed.

Windows MultiPoint Server 2011 (64-bit);

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter Service Pack 1or later;

Windows Web Server 2008 R2 Service Pack 1or later;

Windows Server 2012 Foundation / Essentials / Standard / Datacenter (including Core Mode);

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter (including Core Mode);
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e Windows Server 2016 Essentials / Standard / Datacenter (including Core Mode);
e Windows Server 2019 Essentials / Standard / Datacenter (including Core Mode);

e Windows Server 2022 Standard / Datacenter / Datacenter: Azure Edition (including Core Mode).

For details about support for the Microsoft Windows Server 2016 and Microsoft Windows Server 2019
operating systems, please refer to the Technical Support Knowledge Base .

For details about support for the Microsoft Windows Server 2022 operating system, please refer to the
Technical Support Knowledge Base &.

Unsupported operating systems for servers:

Windows Server 2003 Standard / Enterprise / Datacenter SP2 or later;

Windows Server 2003 R2 Foundation / Standard / Enterprise / Datacenter SP2 or later;

Windows Server 2008 Standard / Enterprise / Datacenter SP2 or later;

Windows Server 2008 Core Standard / Enterprise / Datacenter SP2 or later;

Microsoft Small Business Server 2008 Standard / Premium SP2 or later.

Virtual platforms

Supported virtual platforms:

¢ \/Mware Workstation 17.0.2 Pro;

VMware ESXi 8.0 Update 2;

Microsoft Hyper-V Server 2019;

Citrix Virtual Apps and Desktops 7 2308;

Citrix Provisioning 2308;

Citrix Hypervisor 8.2 (Cumulative Update 1).

Terminal servers

Supported terminal server types:
e Microsoft Remote Desktop Services based on Windows Server 2008 R2 SP1;
* Microsoft Remote Desktop Services based on Windows Server 2012;

¢ Microsoft Remote Desktop Services based on Windows Server 2012 R2;
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¢ Microsoft Remote Desktop Services based on Windows Server 2016;
e Microsoft Remote Desktop Services based on Windows Server 2019;

* Microsoft Remote Desktop Services based on Windows Server 2022.

Kaspersky Security Center support

Kaspersky Endpoint Security supports operation with the following versions of Kaspersky Security Center:

Kaspersky Security Center 13

e Kaspersky Security Center 131

e Kaspersky Security Center 13.2

e Kaspersky Security Center 13.2.2

e Kaspersky Security Center 14

* Kaspersky Security Center 141

e Kaspersky Security Center 14.2

e Kaspersky Security Center Linux 14.2
e Kaspersky Security Center Linux 15

* Kaspersky Security Center Linux 151

Comparison of available application features depending on the type of
operating system

The set of available Kaspersky Endpoint Security features depends on the type of operating system: workstation
or server (see the table below).

Comparison of Kaspersky Endpoint Security features

Feature Workstation Server Core Mode server

Advanced Threat Protection

Kaspersky Security Network v v v
Behavior Detection v v v
Exploit Prevention v v v
Host Intrusion Prevention v - -
Remediation Engine v v v

Essential Threat Protection
File Threat Protection v v v
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Web Threat Protection v v -

Mail Threat Protection v v -
Firewall v v v
Network Threat Protection v v v
BadUSB Attack Prevention v v -
AMSI Protection v v v

Security Controls

Log Inspection - v -
Application Control v v v
Device Control v v v
Web Control v v -
Adaptive Anomaly Control v - -
File Integrity Monitor - v -
Cloud Discovery v - -

Data Encryption

Kaspersky Disk Encryption v - -
BitLocker Drive Encryption v v v
File Level Encryption v - -
Encryption of removable drives v - -

Detection and Response

Endpoint Detection and Response Optimum v v v
Endpoint Detection and Response Expert v v v
Endpoint Detection and Response (KATA) v v v
Kaspersky Sandbox v v v
Managed Detection and Response (MDR) v v v

Comparison of application functions depending on the management tools

The set of functions available in Kaspersky Endpoint Security depends on the management tools (see the table
below).

You can manage the application using the following consoles of Kaspersky Security Center:

e Administration Console. Microsoft Management Console (MMC) snap-in installed on the administrator's
workstation.

* Web Console. Component of Kaspersky Security Center that is installed on the Administration Server. You can
work in the Web Console through a browser on any computer that has access to the Administration Server.
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You can also manage the application by using the Kaspersky Security Center Cloud Console. The Kaspersky
Security Center Cloud Consoleis the cloud version of Kaspersky Security Center. This means that the
Administration Server and other components of Kaspersky Security Center are installed in the cloud infrastructure
of Kaspersky. For details on managing the application using the Kaspersky Security Center Cloud Console, refer to
the Kaspersky Security Center Cloud Console Help =.

Comparison of Kaspersky Endpoint Security features

Feature Kaspersky Security Center Kaspersky Security
Center
Administration Web Cloud Console
Console Console

Advanced Threat Protection

Kaspersky Security Network v v v
Kaspersky Private Security Network v v -
Behavior Detection v v v
Exploit Prevention v v v
Host Intrusion Prevention v v v
Remediation Engine v v v

Essential Threat Protection

File Threat Protection v v v
Web Threat Protection v v v
Mail Threat Protection v v v
Firewall v v v
Network Threat Protection v v v
BadUSB Attack Prevention v v v
AMSI Protection v v v

Security Controls

Log Inspection v v v
Application Control v v v
Device Control v v v
Web Control v v v
Adaptive Anomaly Control v v v
File Integrity Monitor v v v
Cloud Discovery - - v

Data Encryption

Kaspersky Disk Encryption v v -
BitLocker Drive Encryption v v v
File Level Encryption v v -
Encryption of removable drives v v -
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Detection and Response

Endpoint Detection and Response Optimum - v v
Endpoint Detection and Response Expert - - v
Endpoint Detection and Response (KATA) ¢ ¢ -
Kaspersky Sandbox - v -
Managed Detection and Response (MDR) v v v
Tasks

Add key v v v
Change application components v v v
Inventory v v v
Update v v v
Update rollback v v v
Malware Scan v v v
Integrity check v v -
Wipe data v v v
Manage Authentication Agent accounts (Kaspersky v v -
Disk Encryption)

|OC Scan (EDR) - « v
Move file to Quarantine (EDR) - v v
Get file (EDR) - v v
Delete file (EDR) - « v
Start process (EDR) - v v
Terminate process (EDR) - v v

Compatibility with other applications

Prior to the installation, Kaspersky Endpoint Security checks the computer for the presence of Kaspersky
applications. The application also checks the computer for incompatible software.

Compatibility with third-party applications

The list of incompatible software is available in the incompatible.txt file that is included in the distribution kit.

2

L— DOWNLOAD THE INCOMPATIBLE.TXT FILE &

Compatibility with Kaspersky applications

Kaspersky Endpoint Security is incompatible with the following Kaspersky applications:
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» Kaspersky Standard | Plus | Premium.
e Kaspersky Small Office Security.

e Kaspersky Internet Security.

e Kaspersky Anti-Virus.

e Kaspersky Total Security.

e Kaspersky Safe Kids.

e Kaspersky Free.

e Kaspersky Anti-Ransomware Tool.

* Endpoint Sensor as part of the Kaspersky Anti Targeted Attack Platform and Kaspersky Endpoint Detection
and Response solutions.

* Kaspersky Endpoint Agent as part of the Detection and Response solutions from Kaspersky.

Kaspersky is switching all Detection and Response to working with the Kaspersky Endpoint Security built-in
agent instead of Kaspersky Endpoint Agent. Starting with version 121, the application supports all
Detection and Response solutions.

* Kaspersky Security for Virtualization Light Agent.
e Kaspersky Fraud Prevention for Endpoint.

e Kaspersky Security for Windows Server

Starting with Kaspersky Endpoint Security 12.0, you can migrate from Kaspersky Security for Windows
Server to Kaspersky Endpoint Security for Windows and use the same solution for protecting workstations
and servers.

e Kaspersky Embedded Systems Security.

If Kaspersky applications from this list are installed on the computer, Kaspersky Endpoint Security removes these
applications. Please wait for this process to finish before continuing installation of Kaspersky Endpoint Security.

Skipping the incompatible software check

If Kaspersky Endpoint Security detects incompatible software on the computer, installation of the application will
not continue. To continue the installation, you need to remove the incompatible software. However, if the vendor of
third-party software has indicated in their documentation that their software is compatible with Endpoint
Protection Platforms (EPP), you can install Kaspersky Endpoint Security to a computer containing an application
from this vendor. For example, the Endpoint Detection and Response (EDR) solution provider may declare their
compatibility with third-party EPP systems. If this is the case, you need to start the installation of Kaspersky
Endpoint Security without running an incompatible software check. To do so, pass the following parameters to the
installer:
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e SKIPPRODUCTCHECK=1. Disable the check for incompatible software. The list of incompatible software is
available in the incompatible txt file that is included in the distribution kit. If no value is set for this parameter and
incompatible software is detected, the installation of Kaspersky Endpoint Security will be terminated.

e SKIPPRODUCTUNINSTALL=1.Disable automatic removal of detected incompatible software. If no value is set
for this parameter, Kaspersky Endpoint Security attempts to remove incompatible software.

e CLEANERSIGNCHECK=0. Disabling digital signature verification of detected incompatible software. If this
parameter is not set, verification of digital signatures is disabled when deploying the application via Kaspersky

Security Center. When the application is installed locally, digital signature verification is enabled by default.

You can pass parameters in the command line when |ocally installing the application.

Example:
C:\KES\setup_kes.exe /pEULA=1 /pPRIVACYPOLICY=1 /pKSN=0 /pSKIPPRODUCTCHECK=1

/pSKIPPRODUCTUNINSTALL=1 /pCLEANERSIGNCHECK=0 /s

To remotely install Kaspersky Endpoint Security, you need to add the appropriate parameters to the installation
package generation file named kes_win.kud in [Setup] (see below). The kes_win.kud file is included in the
distribution kit.

kes win.kud

[Setup]

UselWrapper=1

ExecutableRelPath=EXEC

Params=/s /pAKINSTALL=1 /pEULA=1 /pPRIVACYPOLICY=1 /pKSN=0 /pSKIPPRODUCTCHECK=1
/pSKIPPRODUCTUNINSTALL=1 /pCLEANERSIGNCHECK=0

Executable=setup_kes.exe

RebootDelegated = 1

RebootAllowed=1

ConfigFile=installer.ini

RelPathsToExclude=klcfginst.msi
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Installing and removing the application

Kaspersky Endpoint Security can be installed on a computer in the following ways:

e |ocally, by using the Setup Wizard.

locally from the command line.

* remotely using Kaspersky Security Center.

remotely through the Microsoft Windows Group Policy Management Editor (for more details, visit the Microsoft
Technical Support website #).

remotely, by using the System Center Configuration Manager.

You can configure the application installation settings in several ways. If you simultaneously use multiple methods
for configuring the settings, Kaspersky Endpoint Security applies the settings with the highest priority. Kaspersky
Endpoint Security uses the following order of priorities:

1. Settings received from the setup.ini file.

2. Settings received from the installer.ini file.

3. Settings received from the command line.

We recommend closing all running applications before starting the installation of Kaspersky Endpoint Security
(including remote installation).

When installing, updating or uninstalling Kaspersky Endpoint Security, errors may occur. For more information
about solving these errors, please refer to the Technical Support Knowledge Base =.

Deployment through Kaspersky Security Center

Kaspersky Endpoint Security can be deployed on computers within a corporate network in several ways. You can
choose the most suitable deployment scenario for your organization or combine several deployment scenarios at
the same time. Kaspersky Security Center supports the following main deployment methods:

* Installing the application using the Protection Deployment Wizard.

Standard installation method is convenient if you are satisfied with the default settings of Kaspersky Endpoint
Security and your organization has a simple infrastructure that does not require special configurations.

e Installing the application using the remote installation task.

Universal installation method, which allows to configure Kaspersky Endpoint Security settings and flexibly
manage remote installation tasks. Installation of Kaspersky Endpoint Security consists of the following steps:

1. Creating an installation package.

2. Creating a remote installation task.
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Kaspersky Security Center also supports other methods of installing Kaspersky Endpoint Security, such as
deployment within an operating system image. For details about other deployment methods, refer to Kaspersky
Security Center Help .

Standard installation of the application

Kaspersky Security Center provides a Protection Deployment Wizard for installing the application on corporate
computers. The Protection Deployment Wizard includes the following main actions:

1. Selecting a Kaspersky Endpoint Security installation package.

An installation packageis a set of files created for remote installation of a Kaspersky application via Kaspersky
Security Center. The installation package contains a range of settings needed to install the application and get
it running immediately after installation. The installation package is created using files with the kpd and kud
extensions included in the application distribution kit. Kaspersky Endpoint Security installation package is
common for all supported Windows versions and processor architecture types.

2. Creating the Install application remotely task of the Kaspersky Security Center Administration Server.

Tas!
Install appllcﬁtlun remotely

(EI\, R = = >

. 0 \ @
aspersky Administration Server L’l’ El'-é

Kaspersky Endpoint Security deployment

How to run the Protection Deployment Wizard in the Administration Console (MMC)

42


https://support.kaspersky.com/help/KSC/14.2/en-US/index.htm
javascript:toggleBlock('192041')

1. In the Administration Console, go to the folder Administration Server — Additional — Remote
installation.

2. Click the Deploy installation package on managed devices (workstations) link.

This will start the Protection Deployment Wizard. Follow the instructions of the Wizard.

TCP ports 139 and 445, and UDP ports 137 and 138 must be opened on a client computer.

Step 1. Selecting an installation package

Select Kaspersky Endpoint Security installation package from the list. If the list does not contain the
installation package for Kaspersky Endpoint Security, you can create the package in the Wizard.

You can configure the installation package settings in Kaspersky Security Center. For example, you can select
the application components that will be installed to a computer.

Network Agent will also be installed together with Kaspersky Endpoint Security. Network Agent facilitates
interaction between the Administration Server and a client computer. If Network Agent is already installed on
the computer, it is not installed again.

Step 2. Selecting devices for installation

Select the computers for installing Kaspersky Endpoint Security. The following options are available:

e Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

e Select computers detected by the Administration Server in the network: unassigned devices. Network
Agent is not installed on unassigned devices. In this case, the task is assigned to specific devices. The
specific devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP

addresses, and IP subnets of devices to which you want to assign the task.

Step 3. Defining remote installation task settings

Configure the following additional application settings:
e Force installation package download. Select the method of application installation:

¢ Using Network Agent. If Network Agent has not been installed on the computer, first Network Agent
will be installed using the tools of the operating system. Then Kaspersky Endpoint Security is installed
by the tools of Network Agent.

¢ Using operating system resources through distribution points. The installation package is delivered
to client computers using operating system resources via distribution points. You can select this option
if there is at least one distribution point in the network. For more details about distribution points, refer
to the Kaspersky Security Center Help &.
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¢ Using operating system resources through Administration Server. Files will be delivered to client
computers by using operating system resources through the Administration Server. You can select this
option if Network Agent is not installed on the client computer, but the client computer is in the same
network as the Administration Server.

e Behavior for devices managed through other Administration Servers. Select the Kaspersky Endpoint
Security installation method. If the network has more than one Administration Server installed, these
Administration Servers may see the same client computers. This may cause, for example, an application to
be installed remotely on the same client computer several times through different Administration Servers,
or other conflicts.

* Do not re-install application if it is already installed. Clear this check box if you want to install an earlier
version of the application, for example.

e Assign Network Agent installation in Active Directory group policies. Manually installing Network Agent
using Active Directory resources. To install Network Agent, the remote installation task must be run with
domain administrator privileges.

Step 4. Selecting a license key

Add a key to the installation package for activating the application. This step is optional. If the Administration
Server contains a license key with automatic distribution functionality, the key will be automatically added
later. You can also activate the application later by using the Add key task.

Step 5. Selecting the operating system restart setting

Select the action to be performed if a computer restart is required. Restart is not required when installing
Kaspersky Endpoint Security. Restart is required only if you have to remove incompatible applications prior to
installation. Restart may also be required when updating the application version.

Step 6. Removing incompatible applications before installing the application

Carefully read the list of incompatible applications and allow removal of these applications. If incompatible
applications are installed on the computer, installation of Kaspersky Endpoint Security ends with an error.

Step 7. Selecting an account for accessing devices

Select the account for installing Network Agent using the tools of the operating system. In this case,
administrator rights are required for computer access. You can add multiple accounts. If an account does not
have sufficient rights, the Installation Wizard uses the next account. If you install Kaspersky Endpoint Security
using Network Agent tools, you do not have to select an account.

Step 8. Starting the installation

Exit the Wizard. If necessary, select the Run the task after the Wizard finishes check box. You can monitor
the progress of the task in the task properties.

How to start the Protection Deployment Wizard in the Web Console and Cloud Console
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In the main window of the Web Console, select Discovery & Deployment — Deployment & Assignment —
Protection Deployment Wizard.

This will start the Protection Deployment Wizard. Follow the instructions of the Wizard.

TCP ports 139 and 445, and UDP ports 137 and 138 must be opened on a client computer.

Step 1. Selecting an installation package

Select Kaspersky Endpoint Security installation package from the list. If the list does not contain the
installation package for Kaspersky Endpoint Security, you can create the package in the Wizard. To create the
installation package, you do not need to search for the distribution package and save it to computer memory.
In Kaspersky Security Center, you can view the list of distribution packages residing on Kaspersky servers, and
the installation package is created automatically. Kaspersky updates the list after the release of new versions
of applications.

You can configure the installation package settings in Kaspersky Security Center. For example, you can select
the application components that will be installed to a computer.

Step 2. Selecting a license key

Add a key to the installation package for activating the application. This step is optional. If the Administration
Server contains a license key with automatic distribution functionality, the key will be automatically added
later. You can also activate the application later by using the Add key task.

Step 3. Selecting a Network Agent

Select the version of Network Agent that will be installed together with Kaspersky Endpoint Security. Network
Agent facilitates interaction between the Administration Server and a client computer. If Network Agent is
already installed on the computer, it is not installed again.

Step 4. Selecting devices for installation

Select the computers for installing Kaspersky Endpoint Security. The following options are available:

* Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

e Select computers detected by the Administration Server in the network: unassigned devices. Network
Agent is not installed on unassigned devices. In this case, the task is assigned to specific devices. The
specific devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 5. Configuring advanced settings

Configure the following additional application settings:
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e Force installation package download. Selecting the method of application installation:

¢ Using Network Agent. If Network Agent has not been installed on the computer, first Network Agent
will be installed using the tools of the operating system. Then Kaspersky Endpoint Security is installed
by the tools of Network Agent.

¢ Using operating system resources through distribution points. The installation package is delivered
to client computers using operating system resources via distribution points. You can select this option
if there is at least one distribution point in the network. For more details about distribution points, refer
to the Kaspersky Security Center Help &.

¢ Using operating system resources through Administration Server. Files will be delivered to client
computers by using operating system resources through the Administration Server. You can select this
option if Network Agent is not installed on the client computer, but the client computer is in the same
network as the Administration Server.

* Do not re-install application if it is already installed. Clear this check box if you want to install an earlier
version of the application, for example.

* Assign package installation in Active Directory group policies. Kaspersky Endpoint Security is installed
by means of Network Agent or manually by means of Active Directory. To install Network Agent, the remote
installation task must be run with domain administrator privileges.

Step 6. Selecting the operating system restart setting

Select the action to be performed if a computer restart is required. Restart is not required when installing
Kaspersky Endpoint Security. Restart is required only if you have to remove incompatible applications prior to
installation. Restart may also be required when updating the application version.

Step 7. Removing incompatible applications before installing the application

Carefully read the list of incompatible applications and allow removal of these applications. If incompatible
applications are installed on the computer, installation of Kaspersky Endpoint Security ends with an error.

Step 8. Assigning to an administration group

Select the administration group to which the computers will be moved after Network Agent is installed.
Computers need to be moved to an administration group so that policies and group tasks can be applied. If a
computer is already in any administration group, the computer will not be moved. If you do not select an
administration group, computers will be added to the Unassigned devices group.

Step 9. Selecting an account for accessing devices

Select the account for installing Network Agent using the tools of the operating system. In this case,
administrator rights are required for computer access. You can add multiple accounts. If an account does not
have sufficient rights, the Installation Wizard uses the next account. If you install Kaspersky Endpoint Security
using Network Agent tools, you do not have to select an account.

Step 10. Starting installation
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Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties.

Creating an installation package

An installation packageis a set of files created for remote installation of a Kaspersky application via Kaspersky
Security Center. The installation package contains a range of settings needed to install the application and get it
running immediately after installation. The installation package is created using files with the kpd and .kud
extensions included in the application distribution kit. Kaspersky Endpoint Security installation package is common
for all supported Windows versions and processor architecture types.

How to create an installation package in the Administration Console (MMC)

47


javascript:toggleBlock('192052')

1. In the Administration Console, go to the folder Administration Server — Additional — Remote
installation — Installation packages.

This opens a list of installation packages that have been downloaded to Kaspersky Security Center.
2. Click the Create installation package button.

The New Package Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting the installation package type

Select the Create an installation package for a Kaspersky application option.

Step 2. Defining the installation package name

Enter the name of the installation package, for example, Kaspersky Endpoint Security for Windows 12.4.

Step 3. Selecting the distribution package for installation

Click the Browse button and select the kes_win.kud file that is included in the distribution kit.

If required, update the anti-virus databases in the installation package by using the Copy updates from
repository to installation package check box.

Step 4. End User License Agreement and Privacy Policy

Read and accept the terms of the End User License Agreement and Privacy Policy.

The installation package will be created and added to Kaspersky Security Center. Using the installation
package, you can install Kaspersky Endpoint Security on corporate network computers or update the
application version. In the installation package settings, you can also select the application components and
configure the application installation settings (see the table below). The installation package contains anti-
virus databases from the Administration Server repository. You can update the databases in the installation
package to reduce traffic consumption when updating the databases after installing Kaspersky Endpoint
Security.

How to create an installation package in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Discovery & Deployment — Deployment & Assignment
— Installation packages.

This opens a list of installation packages that have been downloaded to Kaspersky Security Center.

2. Click the Add button.

The New Package Wizard starts. Follow the instructions of the Wizard.

KASPERSKY
SECURITY CENTER
res + [ View the st of stand-alone packages = Y
Name Source Application Version Language Type
Kaspersky Cepaep MOGHTLHSX YCTPORCTS . >> Kaspersky application
Kaspersky Cepeep iOS MDM
Kas er 14 Administration Agent (1400, >>  Kaspersky ArerT agmasmcTpuposaas Kas.. >>
> Kaspersky Haspersky Endpoint Security for .. >
& DISCOVERY 6 DEPLOYMENT Kaspersky Kaspersky Endpoint Agent 312 (.. >>
¢ Previous 1 Next » 20 v Resutt1-5/5total
K¢ DEPLOYMENT
INSTALLATION PACKAGES
Lab | Privacy Polic kaspersky

Step 1. Selecting the installation package type

Select the Create an installation package for a Kaspersky application option.

The Wizard will create an installation package from the distribution package residing on Kaspersky servers. The
list is updated automatically as new versions of applications are released. It is recommended to select this
option for installation of Kaspersky Endpoint Security.

You can also create an installation package from a file.
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New Package Wizard

Select installation package type
@ Create an installation package for a Kaspersky application
Create an installation package from a file

Next

Step 2. Installation packages

Select the Kaspersky Endpoint Security for Windows installation package. The installation package creation
process starts. During creation of the installation package, you must accept the terms of the End User
License Agreement and Privacy Policy.

Current application versions

Group by: Operating system (change grouping using filter) = Filter
Workstations Distribution package  Kaspersky Endpoint Security for Windows (11.7.0) (Romana) (Lite encryption) 1170669 false Windows o 11/19/2021 42553 pm  false Applical
Workstations Distribution package 1170668 false o 11/19/2021 42553 pm  false Applical
Workstations Distribution package 1170669 false tr 11/19/2021 42553 pm  false Applical
Workstations Distribution package 1170669 false tr 11/19/2021 42553 pm  false Applical,
Workstations Distribution package 1170669 false Kk 11/19/2021 42553 pm  false Applical
Workstations Distribution package 1170669 false Kk 11/19/2021 42553 pm  false Applical
Workstations Distribution package 1170669 false arsa 11/19/2021 42553 pm  false Applical
Workstations Distribution package 1170669 false arsa 11/19/2021 42553 pm  false Applical
Workstations Distribution package 1170669 false ja 11/19/2021 42555 pm  false Applical
Workstations Distribution package 1170669 false Zh-hans  11/19/202142553pm  false Applical
Workstations Distribution package 1170669 false Zhhans  11/19/202142553pm  false Applical
Workstations Distribution package 1170668 false zh-hant  11/19/202142553pm  false Applical
Workstations Distribution package 1170669 false zhhant  11/19/202142553pm  false Applicat
Workstations Distribution package 1180384  false Windows en 01/20/202254222am  false Applicat
Workstations Distribution package 1180384 false en 01/20/202254222am  false Applical
Workstations Distribution package 1180384  false fr 01/20/202254222am  false Applical
Workstations Distribution package  Kaspersky Endpoint Security.for Windows (1180 (Francais [Franc 1180384 false Windows fr 01/20/202254222am  false Applical

The installation package will be created and added to Kaspersky Security Center. Using the installation
package, you can install Kaspersky Endpoint Security on corporate network computers or update the
application version. In the installation package settings, you can also select the application components and
configure the application installation settings (see the table below). The installation package contains anti-
virus databases from the Administration Server repository. You can update the databases in the installation
package to reduce traffic consumption when updating the databases after installing Kaspersky Endpoint
Security.
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Properties: Kaspersky Endpoint Security for Windows (11.9.0) (English) (Strong

High protection level

GENERAL  SETTINGS INCOMPATIBLE APPLICATIONS  LICE!

Protection components
Advanced Threat Protection

Essential Threat Protection

Security Controls

Properties: Kaspersky Endpoint Security for Windows (11.9.0) (English) (Strong encryption)_11.9.0351

High protection level.

GENERAL  SETTINGS INCOMPATIBLE APPLICATIONS LICENSEKEY STAND-ALONE PACKAGES REVISION HISTORY

Advanced Settings

Installation settings

Add application location to environment variable %PATH

Compatibility

Do not protect the installation process

Ensure compatibility with Citrix PVS (this is only necessary when working with Citrix PVS

Pathto application installation folder

Configuration file

Add configuration file

Section Description
Protection In this section, you can select the application components that will be available. You can
components change the set of application components at a later time by using the Change application
components task.

The set of available components depends on the configuration of the application:
Full functionality

The default configuration. This configuration lets you use all components of the application,
including components that provide support for Detection and Response solutions. This
configuration is used for comprehensive protection of the computer from a variety of
threats, network attacks, and fraud. You can select the components that you want to install
at the next step of the Setup Wizard.
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License key

Incompatible
Applications

Installation
settings

The BadUSB Attack Prevention component, Detection and Response component, and data
encryption components are not installed by default. These components can be added in the
installation package settings.

If you need to install Detection and Response components, Kaspersky Endpoint Security
supports the following configurations:

* Endpoint Detection and Response Optimum only

* Endpoint Detection and Response Expert only

e Endpoint Detection and Response (KATA) only

e Kaspersky Sandbox only

e Endpoint Detection and Response Optimum and Kaspersky Sandbox
e Endpoint Detection and Response Expert and Kaspersky Sandbox

e Endpoint Detection and Response (KATA) and Kaspersky Sandbox

Kaspersky Endpoint Security verifies the selection of components before installing the
application. If the selected configuration of Detection and Response components is not
supported, Kaspersky Endpoint Security cannot be installed.

Endpoint Detection and Response Agent

In this configuration, you can only install the components that provide support for
Detection and Response solutions: Endpoint Detection and Response (KATA) or Managed
Detection and Response. This configuration is needed if a third-party Endpoint Protection
Platform (EPP) is deployed in your organization alongside a Kaspersky Detection and
Response solution. This makes Kaspersky Endpoint Security in the Endpoint Detection and
Response Agent configuration compatible with third-party EPP applications.

In this section, you can activate the application. To activate the application, you must select
a license key. Before you do that, you must add the key to the Administration Server. For
more details about adding keys to the Kaspersky Security Center Administration Server,
please refer to Kaspersky Security Center Help .

Carefully read the list of incompatible applications and allow removal of these applications.
If incompatible applications are installed on the computer, installation of Kaspersky
Endpoint Security ends with an error.

Add the path to the file avp.com to the system variable %PATH%. You can add the
installation path to the %PATH% variable for convenient use of the command line interface.

Do not protect the installation process. Installation protection includes protection against
replacement of the distribution package with malicious applications, blocking access to the
installation folder of Kaspersky Endpoint Security, and blocking access to the system
registry section containing application keys. However, if the application cannot be installed
(for example, when performing remote installation with the help of Windows Remote
Desktop), you are advised to disable protection of the installation process.

Ensure compatibility with Citrix PVS. You can enable support of Citrix Provisioning
Services to install Kaspersky Endpoint Security to a virtual machine.
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Use Azure WVD compatibility mode. This feature allows correctly displaying the state of
the Azure virtual machine in the Kaspersky Anti Targeted Attack Platform console. To
monitor the performance of the computer, Kaspersky Endpoint Security sends telemetry to
KATA servers. Telemetry includes an ID of the computer (Sensor ID). Azure WVD
compatibility mode allows assigning a permanent unique Sensor ID to these virtual
machines. If the compatibility mode is turned off, the Sensor ID can change after the
computer is restarted because of how Azure virtual machines work. This can cause
duplicates of virtual machines to appear on the console.

Path to application installation folder. You can change the installation path of Kaspersky
Endpoint Security on a client computer. By default, the application is installed in the
%ProgramFiles%\Kaspersky Lab\KES folder.

Configuration file. You can upload a file that defines the settings of Kaspersky Endpoint
Security. You can create a configuration file in the local interface of the application.

Updating databases in the installation package

The installation package contains anti-virus databases from the Administration Server repository that are up to
date when the installation package is created. After creating the installation package, you can update the anti-
virus databases in the installation package. This lets you reduce traffic consumption when updating anti-virus
databases after installing Kaspersky Endpoint Security.

To update the anti-virus databases in the Administration Server repository, use the Download updates to
Administration Server repository task of the Administration Server. For more information about updating the anti-
virus databases in the Administration Server repository, please refer to the Kaspersky Security Center Help &.

You can update the databases in the installation package only in the Administration Console and Kaspersky
Security Center Web Console. It is not possible to update the databases in the installation package in the
Kaspersky Security Center Cloud Console.

How to update the anti-virus databases in the installation package through the Administration Console (MMC)

1. In the Administration Console, go to the folder Administration Server — Additional — Remote
installation — Installation packages.

This opens a list of installation packages that have been downloaded to Kaspersky Security Center.
2. Open the properties of the installation package.
3. In the General section, click the Update databases button.

As aresult, the anti-virus databases in the installation package will be updated from the Administration
Server repository. The bases. cab file that is included in the distribution kit will be replaced by the bases
folder. The update package files will be inside the folder.

How to update anti-virus databases in an installation package through the Web Console
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1. In the main window of the Web Console, select Discovery & Deployment — Deployment & Assignment
— Installation packages.

This opens a list of installation packages downloaded to Web Console.

2. Click on the name of the Kaspersky Endpoint Security installation package in which you want to update the
anti-virus databases.

The installation package properties window opens.
3. On the General information tab, click the Update databases link.

As aresult, the anti-virus databases in the installation package will be updated from the Administration
Server repository. The bases. cab file that is included in the distribution kit will be replaced by the bases
folder. The update package files will be inside the folder.

Creating a remote installation task

The Install application remotely task is designed for remote installation of Kaspersky Endpoint Security. The Install
application remotely task allows you to deploy the installation package of the application to all computers in the
organization. Before deploying the installation package, you can update the anti-virus databases inside the
package and select the available application components in the properties of the installation package.

How to create a remote installation task in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

The list of tasks opens.
3. Click New task.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting task type

Select Kaspersky Security Center Administration Server — Install application remotely.

Step 2. Selecting an installation package

Select Kaspersky Endpoint Security installation package from the list. If the list does not contain the
installation package for Kaspersky Endpoint Security, you can create the package in the Wizard.

You can configure the installation package settings in Kaspersky Security Center. For example, you can select
the application components that will be installed to a computer.

Network Agent will also be installed together with Kaspersky Endpoint Security. Network Agent facilitates
interaction between the Administration Server and a client computer. If Network Agent is already installed on
the computer, it is not installed again.

Step 3. Additional

Select the Network Agent installation package. The selected version of Network Agent will be installed
together with Kaspersky Endpoint Security.

Step 4. Settings

Configure the following additional application settings:
* Force installation package download. Select the method of application installation:

e Using Network Agent. If Network Agent has not been installed on the computer, first Network Agent
will be installed using the tools of the operating system. Then Kaspersky Endpoint Security is installed
by the tools of Network Agent.

¢ Using operating system resources through distribution points. The installation package is delivered
to client computers using operating system resources via distribution points. You can select this option
if there is at least one distribution point in the network. For more details about distribution points, refer
to the Kaspersky Security Center Help .

* Using operating system resources through Administration Server. Files will be delivered to client
computers by using operating system resources through the Administration Server. You can select this
option if Network Agent is not installed on the client computer, but the client computer is in the same
network as the Administration Server.
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e Behavior for devices managed through other Administration Servers. Select the Kaspersky Endpoint
Security installation method. If the network has more than one Administration Server installed, these
Administration Servers may see the same client computers. This may cause, for example, an application to
be installed remotely on the same client computer several times through different Administration Servers,
or other conflicts.

* Do not re-install application if it is already installed. Clear this check box if you want to install an earlier

version of the application, for example.

Step 5. Selecting the operating system restart setting

Select the action to be performed if a computer restart is required. Restart is not required when installing
Kaspersky Endpoint Security. Restart is required only if you have to remove incompatible applications prior to
installation. Restart may also be required when updating the application version.

Step 6. Selecting the devices to which the task will be assigned

Select the computers for installing Kaspersky Endpoint Security. The following options are available:

e Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

e Select computers detected by the Administration Server in the network: unassigned devices. Network
Agent is not installed on unassigned devices. In this case, the task is assigned to specific devices. The
specific devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 7. Selecting the account to run the task

Select the account for installing Network Agent using the tools of the operating system. In this case,
administrator rights are required for computer access. You can add multiple accounts. If an account does not
have sufficient rights, the Installation Wizard uses the next account. If you install Kaspersky Endpoint Security
using Network Agent tools, you do not have to select an account.

Step 8. Configuring a task start schedule

Configure a schedule for starting a task, for example, manually or when the computer is idle.

Step 9. Defining the task name

Enter a name for the task, for example, Install Kaspersky Endpoint Security for Windows 12.4.

Step 10. Finishing task creation
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Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties. The application will be installed in silent mode. After installation,
the [g icon will be added to the notification area of the user's computer. If the icon looks like this [z, make sure

that you activated the application.

How to create a remote installation task in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.
2. Click the Add button.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Configuring general task settings

Configure the general task settings:
1. In the Application drop-down list, select Kaspersky Security Center.
2.In the Task type drop-down list, select Install application remotely.

3. In the Task name field, enter a brief description, such as Installation of Kaspersky Endpoint Security for
Managers.

4.In the Select devices to which the task will be assigned block, select the task scope.

Step 2. Selecting computers for installation

At this step, select the computers on which Kaspersky Endpoint Security will be installed according to the
selected task scope option.

Step 3. Configuring an installation package

At this step, configure the installation package:
1. Select the Kaspersky Endpoint Security for Windows (12.4) installation package.

2. Select the Network Agent installation package.

The selected version of Network Agent will be installed together with Kaspersky Endpoint Security.
Network Agent facilitates interaction between the Administration Server and a client computer. If Network
Agent is already installed on the computer, it is not installed again.

3. In the Force installation package download block, select the application installation method:

e Using Network Agent. If Network Agent has not been installed on the computer, first Network Agent
will be installed using the tools of the operating system. Then Kaspersky Endpoint Security is installed
by the tools of Network Agent.

* Using operating system resources through distribution points. The installation package is delivered
to client computers using operating system resources via distribution points. You can select this option
if there is at least one distribution point in the network. For more details about distribution points, refer
to the Kaspersky Security Center Help .

¢ Using operating system resources through Administration Server. Files will be delivered to client
computers by using operating system resources through the Administration Server. You can select this
option if Network Agent is not installed on the client computer, but the client computer is in the same
network as the Administration Server.
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4. In the Maximum number of concurrent downloads field, set a limit on the number of installation package
download requests sent to the Administration Server. A limit on the number of requests will help prevent
the network from being overload.

5. In the Maximum number of installation attempts field, set a limit on the number of attempts to install the
application. If installation of Kaspersky Endpoint Security ends with an error, the task will automatically
start the installation again.

6. If necessary, clear the Do not re-install application if it is already installed check box. It allows, for
example, to install one of the previous versions of the application.

7.1f necessary, clear the Verify operating system type before downloading check box. This lets you avoid
downloading an application distribution package if the operating system of the computer does not meet
the software requirements. If you are sure that the operating system of the computer meets the software
requirements, you can skip this verification.

8. If necessary, select the Assign package installation in Active Directory group policies check box.
Kaspersky Endpoint Security is installed by means of Network Agent or manually by means of Active
Directory. To install Network Agent, the remote installation task must be run with domain administrator
privileges.

9. If necessary, select the Prompt users to close running applications check box. Installation of Kaspersky
Endpoint Security takes up computer resources. For the convenience of the user, the Application
Installation Wizard prompts you to close running applications before starting the installation. This helps
prevent disruptions in the operation of other applications and prevents possible malfunctions of the
computer.

10. In the Behavior for devices managed through other Administration Servers block, select the Kaspersky
Endpoint Security installation method. If the network has more than one Administration Server installed,
these Administration Servers may see the same client computers. This may cause, for example, an
application to be installed remotely on the same client computer several times through different
Administration Servers, or other conflicts.

Step 4. Selecting the account to run the task

Select the account for installing Network Agent using the tools of the operating system. In this case,
administrator rights are required for computer access. You can add multiple accounts. If an account does not
have sufficient rights, the Installation Wizard uses the next account. If you install Kaspersky Endpoint Security
using Network Agent tools, you do not have to select an account.

Step 5. Completing task creation

Finish the wizard by clicking the Finish button. A new task will be displayed in the list of tasks. To run a task,
select the check box opposite the task and click the Start button. The application will be installed in silent

mode. After installation, the ¢ icon will be added to the notification area of the user's computer. If the icon
looks like this [z, make sure that you activated the application.

Installing the application locally using the Wizard

The interface of the application Setup Wizard consists of a sequence of windows corresponding to the application
installation steps.
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To install the application or upgrade the application from a previous version using the Setup Wizard:
1. Copy the distribution kit folder to the user's computer.
2.Run setup_kes.exe.

The Setup Wizard starts.

Preparing for installation

Before installing Kaspersky Endpoint Security on a computer or upgrading it from a previous version, the following
conditions are checked:

* Presence of installed incompatible software (the list of incompatible software is available in the incompatible txt
file that is included in the distribution kit).

¢ \Whether or not the hardware and software requirements are met.

* Whether or not the user has the rights to install the software product.

If any one of the previous requirements is not met, a relevant notification is displayed on the screen. For example, a
notification about incompatible software (see the figure below).

ﬁ Kaspersky Endpoint Security for Windows — X
Incompatible software

Remaving incompatible software.

Attention! Some software on your computer is incompatible with Kaspersky Endpeint Security
for Windows. To proceed with the installation, remove these applications.

Remove manually...

How can I remove the application?

© 2022 AOQ Kaspersky Lab

Removing incompatible software

If the computer meets the listed requirements, the Setup Wizard searches for Kaspersky applications that could
lead to conflicts when running at the same time as the application being installed. If such applications are found,
you are prompted to remove them manually.
If the detected applications include previous versions of Kaspersky Endpoint Security, all data that can be
migrated (such as activation data and application settings) is retained and used during installation of Kaspersky
Endpoint Security 12.4 for Windows, and the previous version of the application is automatically removed. This
applies to the following application versions:

e Kaspersky Endpoint Security 11.7.0 for Windows (build 11.7.0.669).

e Kaspersky Endpoint Security 11.8.0 for Windows (build 11.8.0.384).

e Kaspersky Endpoint Security 1190 for Windows (build 11.9.0.351).
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e Kaspersky Endpoint Security 1110.0 for Windows (build 1110.0.399).
e Kaspersky Endpoint Security 1111.0 for Windows (build 1111.0.452).
e Kaspersky Endpoint Security 12.0 for Windows (build 12.0.0.465).

e Kaspersky Endpoint Security 12.1 for Windows (build 12.1.0.506).

e Kaspersky Endpoint Security 12.2 for Windows (build 12.2.0.462).

e Kaspersky Endpoint Security 12.3 for Windows (build 12.3.0.493).

Configuration of Kaspersky Endpoint Security

ﬁ Kaspersky Endpoint Security for Windows — X

Custom installation
Select configuration type.

() Full functionality
All Kaspersky Endpoint Security protection and monitoring components are available for
installation.

(_) Endpoint Detection and Response Agent
Kaspersky Managed Detection and Response and Kaspersky Endpoint Detection and
Response (KATA) only. Compatible with third-party anti-virus applications.

© 2023 A Kaspersky Lab

Choosing the configuration of the application

Full functionality. The default configuration. This configuration lets you use all components of the application,
including components that provide support for Detection and Response solutions. This configuration is used for
comprehensive protection of the computer from a variety of threats, network attacks, and fraud. You can select
the components that you want to install at the next step of the Setup Wizard.

Endpoint Detection and Response Agent. In this configuration, you can only install the components that provide
support for Detection and Response solutions: Endpoint Detection and Response (KATA) or Managed Detection
and Response. This configuration is needed if a third-party Endpoint Protection Platform (EPP) is deployed in your
organization alongside a Kaspersky Detection and Response solution. This makes Kaspersky Endpoint Security in
the Endpoint Detection and Response Agent configuration compatible with third-party EPP applications.

Kaspersky Endpoint Security components

During the installation process, you can select the components of Kaspersky Endpoint Security that you want to
install (see the figure below). The File Threat Protection component is a mandatory component that must be
installed. You cannot cancel its installation.
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ﬂ Kaspersky Endpoint Security for Windows

Custom installation
Select the application features that you want to install.

Application kernel
Metwork Agent Connector

Full functionality

Endpoint Detection and Response Agent

Ensures the operation of the Kaspersky Endpoint Security main components and
functionalities. Required for the installation.

Feature installation requires 144 MB on the local hard drive.
Volume

| © 2023 AO Kaspersky Lab

Help Reset < Back Cancel

Selecting application components to install

By default, all application components are selected for installation except the following components:

e BadUSB Attack Prevention.

¢ Data Encryption components.

¢ Detection and Response components.

You can change the available application components after the application is installed. To do so, you need to run
the Setup Wizard again and choose to change the available components.

If you need to install Detection and Response components, Kaspersky Endpoint Security supports the following
configurations:

e Endpoint Detection and Response Optimum only

Endpoint Detection and Response Expert only

Endpoint Detection and Response (KATA) only

Kaspersky Sandbox only

Endpoint Detection and Response Optimum and Kaspersky Sandbox

Endpoint Detection and Response Expert and Kaspersky Sandbox

Endpoint Detection and Response (KATA) and Kaspersky Sandbox

Kaspersky Endpoint Security verifies the selection of components before installing the application. If the selected
configuration of Detection and Response components is not supported, Kaspersky Endpoint Security cannot be
installed.

Advanced settings
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‘ﬁ] Kaspersky Endpoint Security for Windows — X

Ready to install

Please confirm that you are ready to install the application.
Click Install to begin the installation. If you want to review or change any of your installation
settings, dick Back. Click Cancel to exit the Wizard.

Attention! Network or Internet connections may be interrupted, and operating system
notifications may be displayed during application setup.

| Attention! test product 1 will be remaved during the Kaspersky Endpaint Security for
Windows installation.

[JEnsure compatibility with Citrix PVS (this iz only necessary when working with Citrix PVS)

Recommended actions after the application installation is complete:
[ add the path to the file avp.com to the system variable S&PATH

© 2022 AQ Kaspersky Lab

< Back Install

Advanced application installation settings

Protect the application installation process. Installation protection includes protection against replacement of
the distribution package with malicious applications, blocking access to the installation folder of Kaspersky
Endpoint Security, and blocking access to the system registry section containing application keys. However, if the
application cannot be installed (for example, when performing remote installation with the help of Windows Remote
Desktop), you are advised to disable protection of the installation process.

Ensure compatibility with Citrix PVS. You can enable support of Citrix Provisioning Services to install Kaspersky
Endpoint Security to a virtual machine.

Add the path to the file avp.com to the system variable %PATH%. You can add the installation path to the
%PATH% variable for convenient use of the command line interface.

Remotely installing the application using System Center Configuration
Manager

These instructions apply to System Center Configuration Manager 2012 R2.

To remotely install an application using System Center Configuration Manager:
1. Open the Configuration Manager console.
2.In the right part of the console, in the App management block, select Packages.

3. In the upper part of the console in the control panel, click the Create package button.

This starts the New Package and Application Wizard.
4. In the New Package and Application Wizard:
a. In the Package section:
¢ In the Name field, enter the name of the installation package.

¢ Inthe Source folder field, specify the path to the folder containing the distribution package of
Kaspersky Endpoint Security.
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b. In the Application type section, select the Standard program option.
c. In the Standard program section:

¢ Inthe Name field, enter the unique name for the installation package (for example, the application name
including the version).

* |Inthe Command line field, specify the Kaspersky Endpoint Security installation options from the
command line.

* Click the Browse button to specify the path to the executable file of the application.
* Make sure that the Run mode list has the Run with administrative rights item selected.
d. In the Requirements section:

e Select the Run another program first check box if you want a different application to be started before
installing Kaspersky Endpoint Security.

Select the application from the Application drop-down list or specify the path to the executable file of
this application by clicking the Browse button.

* Select the This program can run only on specified platforms option in the Platform requirements
block if you want the application to be installed only in the specified operating systems.

In the list below, select the check boxes opposite the operating systems in which Kaspersky Endpoint
Security will be installed.

This step is optional.
e. In the Summary section, check all entered values of the settings and click Next.
The created installation package will appear in the Packages section in the list of available installation packages.

5. In the context menu of the installation package, select Deploy.

This starts the Deployment Wizard.
6. In the Deployment Wizard:
a. In the General section:

* Inthe Software field, enter the unique name of the installation package or select the installation package
from the list by clicking the Browse button.

¢ Inthe Collection field, enter the name of the collection of computers on which the application will be
installed, or select the collection by clicking the Browse button.

b. In the Contains section, add distribution points (for more detailed information, please refer to the help
documentation for System Center Configuration Manager).

c. If required, specify the values of other settings in the Deployment Wizard. These settings are optional for
remote installation of Kaspersky Endpoint Security.

d. In the Summary section, check all entered values of the settings and click Next.

After the Deployment Wizard finishes, a task will be created for remote installation of Kaspersky Endpoint
Security.
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Description of setup.ini file installation settings

The setup.ini file is used when installing the application from the command line or when using the Group Policy
Editor of Microsoft Windows. To apply settings from the setup.ini file, place this file into the folder containing the
Kaspersky Endpoint Security distribution package.

\

— DOWNLOAD THE SETUP.INI FILE =

The setup.ini file consists of the following sections:
e [Setup] - general settings of application installation.

e [Components] — selection of application components to be installed. If none of the components are specified,
all components that are available for the operating system are installed. File Threat Protection is a mandatory
component and is installed on the computer regardless of which settings are indicated in this section. The
Managed Detection and Response component is also absent from this block. To install this component, you
must activate Managed Detection and Response in the Kaspersky Security Center Console.

* [Tasks] - selection of tasks to be included in the list of Kaspersky Endpoint Security tasks. If no task is
specified, all tasks are included in the task list of Kaspersky Endpoint Security.

The alternatives to the value 1 are the values yes, on, enable, and enabled.

The alternatives to the value 0 are the values no, off, disable, and disabled.

Settings of the setup.ini file

Section Parameter Description
[Setup] InstallDir Path to the application installation folder.
ActivationCode Kaspersky Endpoint Security activation code.
EULA=1 Acceptance of the terms of the End User License Agreem:

text of the License Agreement is included in the distributio
Kaspersky Endpoint Security.

Accepting the terms of the End User License Agreemen
necessary for installing the application or upgrading the
application version.

PrivacyPolicy=1 Acceptance of the Privacy Policy. The text of the Privacy P
included in the Kaspersky Endpoint Security distribution kit

To install the application or upgrade the application versi
must accept the Privacy Policy.
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KSN

Login

Password

PasswordArea

SelfProtection

Agreement or refusal to participate in Kaspersky Security |
(KSN). If no value is set for this parameter, Kaspersky Endpc
Security will prompt to confirm your consent or refusal to
in KSN when Kaspersky Endpoint Security is first started. A
values:

* 1 - agreement to participate in KSN.
e 0 —refusal to participate in KSN (default value).

The Kaspersky Endpoint Security distribution package is of
for use with Kaspersky Security Network. If you opted not -
participate in Kaspersky Security Network, you should upd:
Kaspersky Endpoint Security immediately after the installar
complete.

Set the user name for accessing the features and settings
Kaspersky Endpoint Security (the Password protection cor
The user name is set together with the Password and
PasswordArea parameters. The user name KLAdmin is use
default.

Specify a password for accessing Kaspersky Endpoint Sec
features and settings (the password is specified together \
Login and PasswordArea parameters).

If you specified a password but did not specify a user name
Login parameter, the KLAdmin user name is used by defat

Specify the scope of the password for accessing Kaspersk
Security. When a user attempts to perform an action that i
in this scope, Kaspersky Endpoint Security prompts for the
account credentials (Login and Password parameters). U
character to specify multiple values.

Available values:

* SET — modifying application settings.
e EXIT - exiting the application.

* DISPROTECT - disabling protection components and st
scan tasks.

e DISPOLICY - disabling the Kaspersky Security Center |
® UNINST - removing the application from the computer.
* DISCTRL - disabling control components.

* REMOVELIC - removing the key.

* REPORTS - viewing reports.

For example,
PasswordArea=SET;PasswordArea=UNINST;Password/

Enabling or disabling the application installation protection
mechanism. Available values:

e 1 —the application installation protection mechanism is
(default value).
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EnableAzureSupport

Reboot=1

AddEnvironment

AMPPL

* 0 —the application installation protection mechanism is

Installation protection includes protection against replacen
distribution package with malicious applications, blocking a
the installation folder of Kaspersky Endpoint Security, and |
access to the system registry section containing applicatic
However, if the application cannot be installed (for example
performing remote installation with the help of Windows Re
Desktop), you are advised to disable protection of the instz
process.

Enabling or disabling Azure WVD compatibility mode. Availe
e 1 — Azure WVD compatibility mode is enabled.

* 0 — Azure WVD compatibility mode is disabled (default

This feature allows correctly displaying the state of the Azt
machine in the Kaspersky Anti Targeted Attack Platform cc
monitor the performance of the computer, Kaspersky Endg
Security sends telemetry to KATA servers. Telemetry incluc
the computer (Sensor ID). Azure WVD compatibility mode .
assigning a permanent unique Sensor ID to these virtual me
the compatibility mode is turned off, the Sensor ID can cha
the computer is restarted because of how Azure virtual me
work. This can cause duplicates of virtual machines to appe
console.

Automatic restart of the computer, if required after installe
upgrade of the application. If no value is set for this parame
automatic computer restart is blocked.

Restart is not required when installing Kaspersky Endpoint
Restart is required only if you have to remove incompatible
applications prior to installation. Restart may also be requir:
updating the application version.

In the %PATH% system variable, add the path to executable
located in the Kaspersky Endpoint Security setup folder. A
values:

* 1 —the %PATH% system variable is supplemented with
executable files that are located in the Kaspersky Endpc¢
Security setup folder.

* 0 —the %PATH% system variable is not supplemented v
path to executable files that are located in the Kaspersk
Security setup folder.

Enables or disables protection of the Kaspersky Endpoint ¢
processes using AM-PPL technology (Antimalware Protect
Process Light). For more details about AM-PPL technolog)
visit the Microsoft website =.

AM-PPL technology is available for Windows 10 version 17C
later, and Windows Server 2019 operating systems.

Available values:

e 1 — protection of the Kaspersky Endpoint Security proc
using AM-PPL technology is enabled.
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UPGRADEMODE

SetupReg

EnableTraces

TracesLevel

e 0 — protection of the Kaspersky Endpoint Security proc
using AM-PPL technology is disabled.

Application upgrade mode:

e Seamless means upgrading the application with a com|
restart (default value).

* Force means upgrading the application without a resta

You can upgrade the application without a restart starting"
version 1110.0. To upgrade an earlier version of the applicatit
must restart the computer. You can also install patches wit
restart starting with version 1111.0.

Restart is not required when installing Kaspersky Endpoint !
So, the upgrade mode of the application will be specified in
application settings. You can change this parameter in the :
settings or in the policy.

When upgrading already installed application, the priority o
parameter specified in the setup.ini file is higher than that ¢
parameter specified in the application settings or in the co|
For example, if Force upgrade mode is specified in the set
and Seamless mode is specified in the application setting:
upgrade will be installed without a restart (Force). If you ar
setup.ini file, where the UPGRADEMODE parameter is not spe
installer will use a default value (Seamless) and will install tl
with a computer restart.

Enable writing of registry keys from the setup.reg file to the
SetupReg: setup.reg parameter value.

Enabling or disabling application tracing. After Kaspersky Ei
Security starts, it saves trace files in the folder
%ProgramData%\Kaspersky Lab\KES.21.16\Traces./
values:

* 1 —tracing is enabled.

* 0 — tracing is disabled (default value).

Level of detail of traces. Available values:
e 100 (critical). Only messages about fatal errors.
* 200 (high). Messages about all errors, including fatal err

* 300 (diagnostic). Messages about all errors, as well as w

* 400 (important). All error messages, warnings, and addit
information.

* 500 (normal). Messages about all errors and warnings, a
detailed information about the operation of the applica
normal mode (default).

* 600 (low). All messages.
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RESTAPI

RESTAPI_User

RESTAPI_Port

RESTAPI_Certificate

[Components] ALL

MailThreatProtection
WebThreatProtection
AMSI
HostIntrusionPrevention
BehaviorDetection
ExploitPrevention
RemediationEngine
Firewall

NetworkThreatProtection

Managing the application through the REST API. To manage
application through the REST API, you must specify the ust
(RESTAPI_User parameter).

Available values:

* 1 —management via REST APl is allowed.
* 0 —management via REST APl is blocked (default value

To manage the application through the REST API, managen
administrative systems must be allowed. To do so, set the
AdminKitConnector=1 parameter. If you manage the app
through the REST AP, it is impossible to manage the applic
the administration systems of Kaspersky.

User name of the Windows domain account used for mana,
application through the REST API. Management of the app
through the REST APl is available only to this user. Enter th
name in the format <DOMAIN>\<UserName> (for example,
RESTAPI_User=COMPANY\Administrator). You can selec
user to work with the REST APL.

Adding a user name is a prerequisite for managing the appli
through the REST APL

Port used for managing the application through the REST /
6782 is used by default. Make sure that the portis free.

Certificate for identifying requests (for example,

RESTAPI Certificate=C:\cert.pem). Secure interactic
Kaspersky Endpoint Security with the REST client requires
request identification. To do so, you must install a certificat
subsequently sign the payload of each request.

Installation of all components. If the parameter value 1 is sj
components will be installed regardless of the installation s
individual components.

Because of the way Detection and Response solutions a
supported, Endpoint Detection and Response Optimum
as Kaspersky Sandbox components are installed on the
computer. The Endpoint Detection and Response Expert
component is not compatible with this configuration.

Mail Threat Protection.
Web Threat Protection.
AMSI Protection.

Host Intrusion Prevention.
Behavior Detection.
Exploit Prevention.
Remediation Engine.
Firewall.

Network Threat Protection.
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WebControl

DeviceControl
ApplicationControl
AdaptiveAnomaliesControl
LogInspector
FileIntegrityMonitor
FileEncryption
DiskEncryption
BadUSBAttackPrevention

EDR

EDRCloud

AntiAPTFeature

SB

AdminKitConnector

[Tasks] ScanMyComputer

Web Control.

Device Control.

Application Control.
Adaptive Anomaly Control.
Log Inspection

File Integrity Monitor

File Level Encryption libraries.
Full Disk Encryption libraries.
BadUSB Attack Prevention.

Endpoint Detection and Response Optimum (EDR Optimun

The component is not compatible with EDR Expert (EDR(
and EDR KATA (EDRKATA) components.

Endpoint Detection and Response Expert (EDR Expert).

The component is not compatible with EDR Optimum (El
EDR KATA (EDRKATA) components.

Endpoint Detection and Response (KATA).

The component is not compatible with EDR Expert (EDR(
and EDR Optimum (EDR) components.

Kaspersky Sandbox.

Application management using administration systems. Adl
systems include, for example, Kaspersky Security Center. Ir
to Kaspersky administration systems, you can use third-patr
solutions. Kaspersky Endpoint Security provides an API for
purpose.

Available values:

* 1 — application management with the help of administre
systems is allowed (default value).

* 0 - application management is allowed only through the
interface.

Full Scan task. Available values:

* 1 —the taskis included in the list of Kaspersky Endpoint
tasks.

* 0 —the task is not included in the list of Kaspersky Endg
Security tasks.
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ScanCritical Critical Areas Scan task. Available values:

e 1 —the taskis included in the list of Kaspersky Endpoint
tasks.

* 0 —the task is not included in the list of Kaspersky Endg
Security tasks.

Updater Update task. Available values:

* 1 —the taskisincluded in the list of Kaspersky Endpoint
tasks.

* 0 — the task is not included in the list of Kaspersky Endg
Security tasks.

Change application components

During installation of the application, you can select the components that will be available. You can change the
available application components in the following ways:

e Locally, by using the Setup Wizard.

Application components are changed by using the normal method for a Windows operating system, which is
through the Control Panel. Run the Application Setup Wizard and select the option to change the application
components that are available. Follow the instructions on the screen.

* Remotely using Kaspersky Security Center.

The Change application components task allows you to change the components of Kaspersky Endpoint
Security after the application is installed.

Please take into account the following special considerations when changing the application components:

* On computers running Windows Server, you cannot install all components of Kaspersky Endpoint Security (for
example, the Adaptive Anomaly Control component is not available).

e [f the hard drives on your computer are protected by Full Disk Encryption (EDE), you cannot remove the Full
Disk Encryption component. To remove the Full Disk Encryption component, decrypt all the hard drives of the
computer.

impossible to access the files and removable drives after the Data Encryption components are removed. You
can access the files and removable drives by reinstalling the Data Encryption components.

How to add or remove application components in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

The list of tasks opens.
3. Click New task.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting task type

Select Kaspersky Endpoint Security for Windows (12.4) — Select components to install.

Step 2. Task settings for changing application components

Select the configuration of the application:

* Full functionality. The default configuration. This configuration lets you use all components of the
application, including components that provide support for Detection and Response solutions. This
configuration is used for comprehensive protection of the computer from a variety of threats, network
attacks, and fraud. You can select the components that you want to install at the next step of the Setup
Wizard.

e Endpoint Detection and Response Agent. In this configuration, you can only install the components that
provide support for Detection and Response solutions: Endpoint Detection and Response (KATA) or
Managed Detection and Response. This configuration is needed if a third-party Endpoint Protection
Platform (EPP) is deployed in your organization alongside a Kaspersky Detection and Response solution.
This makes Kaspersky Endpoint Security in the Endpoint Detection and Response Agent configuration
compatible with third-party EPP applications.

Select the application components that will be available on the user's computer.

Configure the advanced settings for the task (see the table below).

Step 3. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. The following options are available:

* Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

* Select computers detected by the Administration Server in the network: unassigned devices. The specific
devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 4. Configuring a task start schedule

Configure a schedule for starting a task, for example, manually or when the computer is idle.
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Step 5. Defining the task name

Enter a name for the task, for example, Add the Application Control component.

Step 6. Completing task creation

Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties.

As aresult, the set of Kaspersky Endpoint Security components on users' computers will be changed in silent
mode. The settings of available components will be displayed in the local interface of the application. The
components that were not included in the application are disabled, and the settings of these components are
not available.

How to add or remove application components in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.
2. Click the Add button.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Configuring general task settings

Configure the general task settings:
1. In the Application drop-down list, select Kaspersky Endpoint Security for Windows (12.4).
2.In the Task type drop-down list, select Change application components.
3. In the Task name field, enter a brief description, for example, Add the Application Control component.

4.In the Select devices to which the task will be assigned block, select the task scope.

Step 2. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. For example, select a separate administration
group or build a selection.

Step 3. Completing task creation

Select the Open task details when creation is complete check box and finish the Wizard.
In the task properties, select the Application Settings tab. Next, select the configuration of the application:

* Full functionality. The default configuration. This configuration lets you use all components of the
application, including components that provide support for Detection and Response solutions. This
configuration is used for comprehensive protection of the computer from a variety of threats, network
attacks, and fraud. You can select the components that you want to install at the next step of the Setup
Wizard.

* Endpoint Detection and Response Agent. In this configuration, you can only install the components that
provide support for Detection and Response solutions: Endpoint Detection and Response (KATA) or
Managed Detection and Response. This configuration is needed if a third-party Endpoint Protection
Platform (EPP) is deployed in your organization alongside a Kaspersky Detection and Response solution.
This makes Kaspersky Endpoint Security in the Endpoint Detection and Response Agent configuration
compatible with third-party EPP applications.

Select the application components that will be available on the user's computer.
Configure the advanced settings for the task (see the table below).

As aresult, the set of Kaspersky Endpoint Security components on users’ computers will be changed in silent
mode. The settings of available components will be displayed in the local interface of the application. The
components that were not included in the application are disabled, and the settings of these components are
not available.
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When installing, updating or uninstalling Kaspersky Endpoint Security, errors may occur. For more information
about solving these errors, please refer to the Technical Support Knowledge Base .

Advanced Settings of the task

Parameter Description
Remove The list of incompatible applications can be viewed in incompatible.txt, whichis
incompatible included in the distribution kit. If incompatible applications are installed on the computer,
third-party installation of Kaspersky Endpoint Security ends with an error.

applications

Use Administrators typically enable Password protection to restrict access to Kaspersky

password for Endpoint Security. That is, to modify the selection of application components, you must

modifying enter credentials of a user that has the Remove / modify / restore the application

the set of permission. For example, you can use the KLAdmin account.

application

components

Use Azure This feature allows correctly displaying the state of the Azure virtual machine in the

WVD Kaspersky Anti Targeted Attack Platform console. To monitor the performance of the

compatibility computer, Kaspersky Endpoint Security sends telemetry to KATA servers. Telemetry

mode includes an ID of the computer (Sensor ID). Azure WVD compatibility mode allows assigning
a permanent unique Sensor ID to these virtual machines. If the compatibility mode is turned
off, the Sensor ID can change after the computer is restarted because of how Azure virtual
machines work. This can cause duplicates of virtual machines to appear on the console.

Use the Administrators typically enable Password protection in settings of these tasks to restrict

password to access to Kaspersky Endpoint Agent (KEA) and Kaspersky Security for Windows Server

uninstall (KSWS). That is, if you are migrating from the [KES+KEA] configuration to [KES+built-in

Kaspersky agent], or if you are migrating from KSWS to KES, you must enter a password to remove

Endpoint these applications.

Agent and

Kaspersky

Security for

Windows

Server

Upgrading from a previous version of the application

When you update a previous version of the application to a newer version, consider the following:
* The localization of the new version of Kaspersky Endpoint Security must match the localization of the installed

version of the application. If localizations of the applications do not match, the application upgrade will
complete with an error.

* We recommend quitting all active applications before starting the update.

* Before updating, Kaspersky Endpoint Security blocks the Full Disk Encryption functionality. If Full Disk
Encryption could not be locked, the upgrade installation will not start. After updating the application, the Full
Disk Encryption functionality will be restored.

Kaspersky Endpoint Security supports updates for the following versions of the application:

e Kaspersky Endpoint Security 11.7.0 for Windows (build 11.7.0.669).
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e Kaspersky Endpoint Security 11.8.0 for Windows (build 11.8.0.384).
e Kaspersky Endpoint Security 1190 for Windows (build 11.9.0.351).

e Kaspersky Endpoint Security 1110.0 for Windows (build 1110.0.399).
e Kaspersky Endpoint Security 1111.0 for Windows (build 1111.0.452).
e Kaspersky Endpoint Security 12.0 for Windows (build 12.0.0.465).

e Kaspersky Endpoint Security 12.1 for Windows (build 12.1.0.506).

e Kaspersky Endpoint Security 12.2 for Windows (build 12.2.0.462).

e Kaspersky Endpoint Security 12.3 for Windows (build 12.3.0.493).

When installing, updating or uninstalling Kaspersky Endpoint Security, errors may occur. For more information
about solving these errors, please refer to the Technical Support Knowledge Base .

Application upgrade methods

Kaspersky Endpoint Security can be updated on the computer in the following ways:
* |ocally, by using the Setup Wizard.
e |ocally from the command line.

* remotely using Kaspersky Security Center.

e remotely through the Microsoft Windows Group Policy Management Editor (for more details, visit the Microsoft
Technical Support website ).

* remotely, by using the System Center Configuration Manager.

If the application that is deployed in the corporate network features a set of components other than the default
set, updating the application through the Administration Console (MMCQC) is different from updating the application
through the Web Console and Cloud Console. When you update Kaspersky Endpoint Security, consider the
following:

e Kaspersky Security Center Web Console or Kaspersky Security Center Cloud Console.

If you created an installation package for the new version of the application with the default set of
components, then the set of components on a user's computer will not be changed. To use Kaspersky Endpoint
Security with the default set of components, you need to open the installation package properties, change the
set of components, then revert to the original set of components and save the changes.

e Kaspersky Security Center Administration Console.

The set of application components after the update will match the set of components in the installation
package. That is, if the new version of the application has the default set of components, then, for example,
BadUSB Attack Prevention will be removed from the computer, since this component is excluded from the
default set. To continue using the application with the same set of components as before the update, select
the required components in the installation package settings.
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Upgrading the application without a restart

Upgrading the application without a restart provides uninterrupted server operation when the application version
is updated.

Upgrading the application without a restart has the following limitations:

* You can upgrade the application without a restart starting with version 1110.0. To upgrade an earlier version of
the application, you must restart the computer.

* You can install patches without a restart starting with version 1111.0. To install patches for earlier versions of the
application, a computer restart may be required.

e Upgrading the application without a restart is not available on computers with enabled data encryption
(Kaspersky encryption (FDE), BitLocker, File Level Encryption (FLE)). To upgrade the application on computers
with enabled data encryption, the computer must be restarted.

* After changing application components or repairing the application, you must restart the computer.

How to select the application upgrade mode in the Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.
4. In the policy window, select General settings — Application settings.

5. In the Advanced settings block, select or clear the Install application updates without restart check box
to configure the application upgrade mode.

6. Save your changes.

How to select the application upgrade mode in the Web Console

1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to General settings — Application Settings.

5. In the Advanced settings block, select or clear the Install application updates without restart check box
to configure the application upgrade mode.

6. Save your changes.

How to select the application upgrade mode in the application interface
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1. In the main application window, click the & button.

2.In the application settings window, select General settings — Application settings.

Kaspersky < Monitoring
Endpoint Security

Application settings

DnI:Iu Monitoring

Operating mode
Launch Kaspersky Endpoint Security at computer startup (recommended)
Use Advanced Disinfection technology (requires considerable computer resources)

Install updates without computer restart

Performance

Postpone scheduled tasks while running on battery power

Concede resources to other applications

Self-Defense

Self-Defense provides additional security for your computer.

Enable Self-Defense

By enablin ck all attempts to modify or delete curity files, memory
pri et

Server Name

Enable external management of system services (@)

Debug information

3. In the Operating mode block, select or clear the Install updates without computer restart check box to
configure the application upgrade mode.

4. Save your changes.

As aresult, after upgrading the application without a restart, two versions of the application will be installed on the
computer. The installer installs the new version of the application to separate subfolders in the Program Files and
Program Data folders. The installer also creates a separate registry key for the new version of the application. You
do not have to manually remove the previous version of the application. The previous version will be removed
automatically when the computer is restarted.

You can check the Kaspersky Endpoint Security upgrade using the Kaspersky application version report in the
Kaspersky Security Center console.

Removing the application

Removing Kaspersky Endpoint Security leaves the computer and user data unprotected against threats.
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When installing, updating or uninstalling Kaspersky Endpoint Security, errors may occur. For more information
about solving these errors, please refer to the Technical Support Knowledge Base =.

Removing the application remotely using Kaspersky Security Center

You can remotely uninstall the application by using the Uninstall application remotely task. When performing the
task, Kaspersky Endpoint Security downloads the application uninstall utility to the user's computer. After
completing uninstallation of the application, the utility will be automatically removed.

How to remove the application through the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

The list of tasks opens.
3. Click New task.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting task type

Select Kaspersky Security Center Administration Server — Additional — Uninstall application remotely.

Step 2. Selecting the application to be removed

Select Uninstall application supported by Kaspersky Security Center.

Step 3. Task settings for application uninstallation

Select Kaspersky Endpoint Security for Windows (12.4).

Step 4. Uninstall utility settings

Configure the following additional application settings:
e Force download of the uninstallation utility. Select the utility delivery method:

¢ Using Network Agent. If Network Agent has not been installed on the computer, first Network Agent
will be installed using the tools of the operating system. Kaspersky Endpoint Security is then uninstalled
by the tools of Network Agent.

* Using operating system resources through Administration Server. The utility will be delivered to
client computers by using operating system resources through the Administration Server. You can
select this option if Network Agent is not installed on the client computer, but the client computer is in
the same network as the Administration Server.

¢ Using operating system resources through distribution points. The utility is delivered to client
computers using operating system resources via distribution points. You can select this option if there
is at least one distribution point in the network. For more details about distribution points, refer to the
Kaspersky Security Center Help®.

e Verify operating system type before downloading. If necessary, clear this check box. This lets you avoid
downloading the uninstall utility if the operating system of the computer does not meet the software
requirements. If you are sure that the operating system of the computer meets the software requirements,
you can skip this verification.

If the application uninstallation operation is password protected, do the following:

1. Select the Use uninstallation password check box.
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2. Click the Edit button.

3. Enter the KLAdmin account password.

Step 5. Selecting the operating system restart setting

After uninstalling the application, a restart is required. Select the action that will be performed to restart the
computer.

Step 6. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. The following options are available:

* Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

* Select computers detected by the Administration Server in the network: unassigned devices. The specific
devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 7. Selecting the account to run the task

Select the account for installing Network Agent using the tools of the operating system. In this case,
administrator rights are required for computer access. You can add multiple accounts. If an account does not
have sufficient rights, the Installation Wizard uses the next account. If you uninstall Kaspersky Endpoint
Security using Network Agent tools, you do not have to select an account.

Step 8. Configuring a task start schedule

Configure a schedule for starting a task, for example, manually or when the computer is idle.

Step 9. Defining the task name

Enter a name for the task, such as Remove Kaspersky Endpoint Security 12.4.

Step 10. Finishing task creation

Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties.

The application will be uninstalled in silent mode.

How to remove the application through the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.
2. Click the Add button.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Configuring general task settings

Configure the general task settings:
1. In the Application drop-down list, select Kaspersky Security Center.
2.In the Task type drop-down list, select Uninstall application remotely.

3. In the Task name field, enter a brief description, for example, Uninstall Kaspersky Endpoint Security from
Technical Support computers.

4.In the Select devices to which the task will be assigned block, select the task scope.

Step 2. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. For example, select a separate administration
group or build a selection.

Step 3. Configuring application uninstallation settings

At this step, configure the application uninstallation settings:
1. Select Uninstall managed application.
2. Select Kaspersky Endpoint Security for Windows (12.4).
3. Force download of the uninstallation utility. Select the utility delivery method:

¢ Using Network Agent. If Network Agent has not been installed on the computer, first Network Agent
will be installed using the tools of the operating system. Kaspersky Endpoint Security is then uninstalled
by the tools of Network Agent.

¢ Using operating system resources through Administration Server. The utility will be delivered to
client computers by using operating system resources through the Administration Server. You can
select this option if Network Agent is not installed on the client computer, but the client computer is in
the same network as the Administration Server.

¢ Using operating system resources through distribution points. The utility is delivered to client
computers using operating system resources via distribution points. You can select this option if there
is at least one distribution point in the network. For more details about distribution points, refer to the
Kaspersky Security Center Help®.

4. In the Maximum number of concurrent downloads field, set a limit on the number of requests sent to the
Administration Server to download the application uninstall utility. A limit on the number of requests will
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help prevent the network from being overload.

5. In the Maximum number of uninstallation attempts field, set a limit on the number of attempts to uninstall
the application. If uninstallation of Kaspersky Endpoint Security ends with an error, the task will
automatically start the uninstallation again.

6. If necessary, clear the Verify operating system type before downloading check box. This lets you avoid
downloading the uninstall utility if the operating system of the computer does not meet the software
requirements. If you are sure that the operating system of the computer meets the software requirements,
you can skip this verification.

Step 4. Selecting the account to run the task

Select the account for installing Network Agent using the tools of the operating system. In this case,
administrator rights are required for computer access. You can add multiple accounts. If an account does not
have sufficient rights, the Installation Wizard uses the next account. If you uninstall Kaspersky Endpoint
Security using Network Agent tools, you do not have to select an account.

Step 5. Completing task creation

Finish the wizard by clicking the Finish button. A new task will be displayed in the list of tasks.

To run a task, select the check box opposite the task and click the Start button. The application will be
uninstalled in silent mode. After uninstallation is complete, Kaspersky Endpoint Security shows a prompt to
restart the computer.

If the application uninstallation operation is password protected, enter the KLAdmin account password in
the properties of the Uninstall application remotely task. Without the password, the task will not be
performed.

To use the KLAdmin account password in the Uninstall application remotely task:

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the Kaspersky Security Center task Uninstall application remotely.

The task properties window opens.
3. Select the Application settings tab.
4. Select the Use uninstallation password check box.
5. Enter the KLAdmin account password.

6. Save your changes.

Restart the computer to complete the uninstallation. To do so, Network Agent displays a pop-up window.

Removing the application remotely using Active Directory
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You can remotely uninstall the application using a Microsoft Windows group policy. To uninstall the application, you
need to open the Group Policy Management Console (gpmc.msc) and use the Group Policy Editor to create an
application removal task (for more details, please visit the Microsoft Technical Support website ).

If the application uninstallation operation is password protected, you need to do the following:

1. Create a BAT file with the following contents:
msiexec.exe /x<GUID> KLLOGIN=<user name> KLPASSWD=<password> /gn

<GUID> is the unique ID of the application. You can find out the GUID of the application by using the following
command:

wmic product where "Name like '%Kaspersky Endpoint Security%'" get Name,

IdentifyingNumber

Example:
msiexec.exe /x{6BB76C8F-365E-4345-83ED-6D7AD612AF76} KLLOGIN=KLAdmin

KLPASSWD=!Passwordl /gn

2. Create a new Microsoft Windows policy for the computers in the Group Policy Management Console
(gpme.msc).

3. Use the new policy to run the created BAT file on the computers.

Removing the application locally

You can remove the application locally using the Setup Wizard. Kaspersky Endpoint Security is removed using the
normal method for a Windows operating system, which is through the Control Panel. The Setup Wizard starts.
Follow the instructions on the screen.

ﬁ Kaspersky Endpoint Security for Windows — X

Modify, Repair, or Remove application
Select the operation that you want to perform.

Modify
Allows to change the makeup of application modules on your computer,

Repair
Repairs errors, fixes corrupt files, shortcuts, and registry keys.

Remove
Remaves Kaspersky Endpeint Security for Windows from your computer,

© 2022 AO Kaspersky Lab

Selecting the application removal operation

You can specify which of the data that is used by the application you want to save for future use, during the next
installation of the application (such as when upgrading to a newer version of the application). If you do not specify
any data, the application will be completely removed (see the figure below).
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‘ﬂ Kaspersky Endpoint Security for Windows — X
Saving objects

Select the objects that you want to save.

You can either fully remove the application data or save some data. The saved objects can be
used later by the Setup Wizard.

[Badkup files
[ operational settings of the application
[Local storage of encryption keys

© 2022 AD Kaspersky Lab

Saving data after removal

You can save the following data:

e Activation data, which lets you avoid having to activate the application again. Kaspersky Endpoint Security
automatically adds a license key if the license term has not expired prior to installation.

e Backup files — files that are scanned by the application and placed in Backup.

Backup files that are saved after removal of the application can be accessed only from the same version
of the application that was used to save those files.

If you plan to use Backup objects after removal of the application, you must restore those objects before
removing the application. However, Kaspersky experts do not recommend restoring objects from Backup
because this may harm the computer.

* Operational settings of the application — values of application settings that are selected during application
configuration.

* Local storage of encryption keys — data that provides access to files and drives that were encrypted before
removal of the application. To ensure access to encrypted files and drives, make sure that you selected data
encryption functionality when reinstalling Kaspersky Endpoint Security. No further action is required for access
to previously encrypted files and drives.

You can also delete the application locally using the command line.
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Application licensing

This section provides information about general concepts related to Kaspersky Endpoint Security licensing.

About the End User License Agreement

The End User License Agreement is a binding agreement between you and AO Kaspersky Lab stipulating the terms
on which you may use the application.

We recommend carefully reading the terms of the License Agreement before using the application.

You can view the terms of the License Agreement in the following ways:

¢ When installing Kaspersky Endpoint Security in interactive mode.

* By reading the license.txt file. This document is included in the application distribution kit and is also located in
the application installation folder %ProgramFiles (x86)%\Kaspersky Lab\KES\Doc\<locale>\KES.

By confirming that you agree with the End User License Agreement when installing the application, you signify your
acceptance of the terms of the End User License Agreement. If you do not accept the terms of the End User
License Agreement, you must abort the installation.

About the license

A licenseis a time-limited right to use the application, granted under the End User License Agreement.

The license entitles you to use the application in accordance with the terms of the End User License Agreement,
and to receive technical support. The list of available features and application usage term depend on the type of
license under which the application was activated.

The following license types are provided:

* Trial - a free license intended for trying out the application.

A trial license usually has a short term. When the trial license expires, all Kaspersky Endpoint Security features
become disabled. To continue using the application, you must purchase a commercial license.

You can activate the application under a trial license only once.

e Commercial - a paid license that is provided when you purchase Kaspersky Endpoint Security.

Application functionality available under the commercial license depends on the choice of product. The
selected product is indicated in the License Certificate. Information on available products may be found on the
Kaspersky website &.

When the commercial license expires, key features of the application become disabled. To continue using the
application, you must renew your commercial license. If you are not planning to renew your license, you must
remove the application from your computer.

About the license certificate
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A license certificateis a document transferred to the user together with a key file or activation code.
The license certificate contains the following license information:

* License key or order number.

* Details of the user to whom the license is granted.

e Details of the application that can be activated using the license.

e Limitation on the number of licensed units (for example, the number of devices on which the application can be
used under the license).

e License term start date.
e License expiration date or license term.

* |icense type.

About subscription

A subscription for Kaspersky Endpoint Security is a purchase order for the application with specific parameters
(such as the subscription expiry date and number of devices protected). You can order a subscription for
Kaspersky Endpoint Security from your service provider (such as your ISP). A subscription can be renewed
manually or automatically, or you may cancel your subscription. You can manage your subscription on the website
of the service provider.

Subscription can be limited (for one year, for example) or unlimited (without an expiry date). To keep Kaspersky
Endpoint Security working after the limited subscription term expires, you need to renew your subscription.
Unlimited subscription is renewed automatically if the vendor's services have been prepaid on time.

When a limited subscription expires, you may be provided a subscription renewal grace period during which the
application continues to function. The availability and duration of such a grace period is decided by the service
provider.

To use Kaspersky Endpoint Security under a subscription, you need to apply the activation code received from the
service provider. After the activation code is applied, the active key is added. The active key determines the license
for using the application under the subscription. You cannot activate the application under the subscription using a
key file. The service provider can only provide an activation code. It is not possible to add a reserve key under a
subscription.

Activation codes purchased under subscription may not be used to activate previous versions of Kaspersky
Endpoint Security.

About license key

A license keyis a sequence of bits that you can use to activate and then use the application in accordance with
the terms of the End User License Agreement.
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A license certificate is not provided for a key that is added under a subscription.

You can add a license key to the application by either applying a key file or entering an activation code.

The key can be blocked by Kaspersky if the terms of the End User License Agreement are violated. If the key has
been blocked, you need to add a different key to continue using the application.

There are two types of keys: active and reserve.

An active keyis a key that is currently used by the application. A trial or commercial license key can be added as
the active key. The application cannot have more than one active key.

A reserve key is a key that entitles the user to use the application, but is not currently in use. At the expiry of the
active key, a reserve key automatically becomes active. A reserve key can be added only if the active key is
available.

A key for a trial license can be added only as an active key. It cannot be added as the reserve key. A trial license
key cannot replace the active key to a commercial license.

If a key is added to the list of prohibited keys, the application functionality defined by the license used to activate
the application remains available for eight days. The application notifies the user that the key has been added to
the list of prohibited keys. After eight days, application functionality becomes limited to the functionality level that
is available after license expiry. You can use protection and control components and run a scan using the
application databases that were installed before the license expired. The application also continues to encrypt files
that had been modified and encrypted before license expiration, but does not encrypt new files. Use of Kaspersky
Security Network is not available.

About activation code

An activation code s a unique sequence of 20 alphanumeric characters. You enter an activation code to add a
license key that activates Kaspersky Endpoint Security. You receive an activation code at the email address you
specified after purchasing Kaspersky Endpoint Security.

To activate the application with an activation code, Internet access is required to connect to Kaspersky activation
servers.

When the application is activated using an activation code, the active key is added. A reserve key can be added
only by using an activation code and cannot be added using a key file.

If an activation code is lost after activating the application, you can restore the activation code. You may need an
activation code, for example, to register a Kaspersky CompanyAccount . If the activation code was lost after the
application activation, contact Kaspersky partner from whom you purchased the license.

About the key file

A key fileis a file with the .key extension that you receive from Kaspersky. The purpose of a key file is to add a
license key that activates the application.

You receive a key file at the email address that you provided when you purchased Kaspersky Endpoint Security or
ordered the trial version of Kaspersky Endpoint Security.
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You do not need to connect to Kaspersky activation servers in order to activate the application with a key file.

You can recover a key file if it has been accidentally deleted. You may need a key file to register a Kaspersky
CompanyAccount, for example.

To recover a key file, do one of the following:
* Contact the license seller.
e Obtain a key file on the Kaspersky website = based on your existing activation code.

When the application is activated using a key file, an active key is added. A reserve key can be added only by using
a key file and cannot be added using an activation code.

Comparison of application functionality depending on license type for
workstations

The set of Kaspersky Endpoint Security functionality available on workstations depends on the license type (see
table below).

See also the comparison of application functionality for servers

Comparison of Kaspersky Endpoint Security features

Feature Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kasp

Endpoint  Endpoint Total Endpoint  Optimum  Endpoint Hybrid Hyt
Security Security Security  Detection  Security = Detection Cloud Clc
for for and and Security Secl
Business = Business Response Response Standard Enter
Select Advanced Optimum Expert

Advanced

Threat

Protection

Kaspersky v v v v v v v

Security

Network

Behavior v v v v v v v

Detection

Exploit v v v v v v v

Prevention

Host v v v v v v v

Intrusion

Prevention

Remediation v v v v v v v

Engine

Essential

Threat

Protection

File Threat v v v v v v v

Protection
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Web Threat
Protection

Mail Threat
Protection

Firewall

Network
Threat
Protection

BadUSB
Attack
Prevention

AMSI
Protection

Security
Controls

Log
Inspection

Application
Control

Device
Control

Web
Control

Adaptive
Anomaly
Control

File Integrity
Monitor

Data
Encryption

Kaspersky
Disk
Encryption

BitLocker
Drive
Encryption

File Level
Encryption

Encryption
of
removable
drives

Detection
and
Response

Endpoint
Detection
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and
Response
Optimum

Endpoint - - - - - v -
Detection

and

Response

Expert

Kaspersky v v v v v v v .
Sandbox

(Kaspersky
Sandbox
license must
be
purchased
separately)

Comparison of application functionality depending on license type for
servers

The set of Kaspersky Endpoint Security functionality available on servers depends on the license type (see table
below).

See also the comparison of application functionality for workstations

Comparison of Kaspersky Endpoint Security features

Feature Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kasp

Endpoint  Endpoint Total Endpoint  Optimum  Endpoint Hybrid Hyt
Security Security Security  Detection  Security = Detection Cloud Clc
for for and and Security Secl
Business Business Response Response Standard Enter
Select Advanced Optimum Expert

Advanced

Threat

Protection

KaSperSkY v v v v v v v N

Security

Network

Behavior v v v v v v v .

Detection

Exploit v v v v v v v .

Prevention

Host - - - - - - -

Intrusion

Prevention

Remediation v v v v v v v N

Engine

Essential

Threat
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Protection

File Threat
Protection

Web Threat
Protection

Mail Threat
Protection

Firewall

Network
Threat
Protection

BadUSB
Attack
Prevention

AMSI
Protection

Security
Controls

Log
Inspection

Application
Control

Device
Control

Web
Control

Adaptive
Anomaly
Control

File Integrity
Monitor

Data
Encryption

Kaspersky
Disk
Encryption

BitLocker
Drive
Encryption

File Level
Encryption

Encryption
of
removable
drives

Detection
and
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Response

Endpoint - - - v v - -
Detection

and

Response

Optimum

Endpoint - - - - - v -
Detection

and

Response

Expert

Kaspersky v v v v v v v
Sandbox

(Kaspersky
Sandbox
license must
be
purchased
separately)

Activating the application

Activationis the process of activating a license that allows you to use a fully functional version of the application
until the license expires. The application activation involves adding a license key.

You can activate the application in one of the following ways:

* Locally from the application interface, by using the Activation Wizard. You can add both the active key and the
reserve key in this way.

* Remotely using the Kaspersky Security Center software suit.

e Using the Add key task.

This method lets you add a key to a specific computer or to computers that are part of an administration
group. You can add both the active key and the reserve key in this way.

e By distributing a key stored on the Kaspersky Security Center Administration Server to the computers.

This method lets you automatically add a key to computers that are already connected to Kaspersky
Security Center, and to new computers. To use this method, you need to first add the key to the Kaspersky
Security Center Administration Server. For more details about adding keys to the Kaspersky Security
Center Administration Server, please refer to Kaspersky Security Center Help 2.

The activation code purchased under subscription is distributed in the first place.

e By adding the key to the Kaspersky Endpoint Security installation package.

This method lets you add the key in Installation package properties during Kaspersky Endpoint Security
deployment. The application is automatically activated after the installation.

* Using the command line.
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It may take some time for the application to be activated with an activation code (during either remote or
non-interactive installation) due to load distribution across activation servers of Kaspersky. If you need to
activate the application right away, you may interrupt the ongoing activation process and start activation
using the Activation Wizard.

Activating the application

How to activate the application in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

The list of tasks opens.
3. Click New task.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting task type

Select Kaspersky Endpoint Security for Windows (12.4) — Add key.

Step 2. Adding a key

Enter an activation code or select a key file.

For more details about adding keys to the Kaspersky Security Center repository, please refer to the Kaspersky
Security Center Help .

Step 3. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. The following options are available:

* Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

* Select computers detected by the Administration Server in the network: unassigned devices. The specific
devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 4. Configuring a task start schedule

Configure a schedule for starting a task, for example, manually or when the computer is idle.

Step 5. Defining the task name

Enter a name for the task, such as Activate Kaspersky Endpoint Security for Windows.

Step 6. Completing task creation

Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties. As a result, Kaspersky Endpoint Security will be activated on
users' computers in silent mode.
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How to activate the application in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.
2. Click the Add button.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Configuring general task settings

Configure the general task settings:
1. In the Application drop-down list, select Kaspersky Endpoint Security for Windows (12.4).
2.In the Task type drop-down list, select Add key.

3. In the Task name field, enter a brief description, such as Activation of Kaspersky Endpoint Security for
Windows.

4.n the Select devices to which the task will be assigned block, select the task scope. Go to the next step.

Step 2. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. The following options are available:

* Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

e Select computers detected by the Administration Server in the network: unassigned devices. The specific
devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 3. Selecting alicense

Select the license that you want to use to activate the application. Go to the next step.

You can add keys to the Web Console (Operations — Licensing).

Step 4. Completing task creation

Finish the wizard by clicking the Finish button. A new task will be displayed in the list of tasks. To run a task,
select the check box opposite the task and click the Start button. As a result, Kaspersky Endpoint Security
will be activated on users' computers in silent mode.

How to activate the application in the application interface
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1. In the main application window, go to the License section.

2. Click Activate the application using a new license.
The Application Activation Wizard starts. Follow the instructions of the Activation Wizard.

Kaspersky < License

Activation Wizard

[1]m]
oo Activate with an activation code

an activation code, yo ¥
11111 0 B e 1111X
ivatio 1d paste itinto the ield without typing characters manually.
Activate
License Activate with a key file
file
Select key file

Activate trial version

Evaluate a fully functional version of the application before purchasing it.

Activate

In the properties of the Add key task, you can add a reserve key to the computer. A reserve key becomes active
when the active key expires or is deleted. The availability of a reserve key lets you avoid application functionality

limitations when a license expires.

How to automatically add a license key to computers through the Administration Console (MMC) @
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1. In the Administration Console, go to the folder Kaspersky Licenses.

A list of license keys opens.
2. Open the license key properties.

3. In the General section, select the Automatically distribute license key to managed devices check box.

4. Save your changes.

As a result, the key will be automatically distributed to the appropriate computers. During automatic
distribution of a key as an active or a reserve key, the licensing limit on the number of computers (set in the
key properties) is taken into account. If the licensing limit is reached, distribution of this key to computers
ceases automatically. You can view the number of computers to which the key has been added and other
datain the key properties in the Devices section.

How to automatically add a license key to computers through the Web Console and Cloud Console

1. In the main window of the Web Console, select Operations — Licensing — Kaspersky Licenses.

A list of license keys opens.
2. Open the license key properties.
3. On the General tab, switch on the Deploy license key automatically toggle button.
4. Save your changes.
As a result, the key will be automatically distributed to the appropriate computers. During automatic
distribution of a key as an active or a reserve key, the licensing limit on the number of computers (set in the
key properties) is taken into account. If the licensing limit is reached, distribution of this key to computers

ceases automatically. You can view the number of computers to which the key has been added and other
data in the key properties on the Devices tab.

License usage monitoring

You can monitor the use of licenses in the following ways:

View the Key usage report for the organization's infrastructure (Monitoring and reporting — Reports).

View the statuses of computers on the Managed devices — Devices tab. If the application is not activated,
the computer will have the » Application is not activated status.

View license information in the computer properties.

View the key properties (Operations — Licensing).

Specifics of activating the application as a part of Kaspersky Security Center Cloud Console
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A trial version is provided for Kaspersky Security Center Cloud Console. The trial versionis a special version of
Kaspersky Security Center Cloud Console designed to familiarize a user with the features of the application. In this
version, you can perform actions in a workspace for a period of 30 days. All managed applications are automatically
run under a trial license for Kaspersky Security Center Cloud Console, including Kaspersky Endpoint Security.
However, you cannot activate Kaspersky Endpoint Security using its own trial license when the trial license for
Kaspersky Security Center Cloud Console expires. For detailed information about Kaspersky Security Center
licensing, please refer to the Kaspersky Security Center Cloud Console Help .

The trial version of Kaspersky Security Center Cloud Console does not allow you to subsequently switch to a
commercial version. Any trial workspace will be automatically deleted with all its contents after the 30-day
period expires.

Viewing license information

To view information about a license:

In the main application window, go to the License section (see the figure below).

Kaspersky < License

Activation completed successfully.

Kaspersky Endpoint Security for workstations and
file servers

365 days left until the license expires.
I
acti

tivated ]
/13/2023 9/12/2024 3:00 AM

Finish SB4F6070-483F-4230-AA45-9C0947E95DFC

The section displays the following details:

e Key status. Several keys can be stored on a computer. There are two types of keys: active and reserve. The
application cannot have more than one active key. A reserve key can become active only after the active key
expires or after the active key is deleted by clicking Delete.
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e Application name. Full name of the purchased Kaspersky application.
* License type. The following types of licenses are available: trial and commercial.

e functionality. Application features that are available under your license. Features may include Protection,
Security Controls, Data Encryption, and others. The list of available features is also provided in the License
Certificate.

e Additional information about the license. Start date and end date of the license term (only for the active key),
remaining duration of the license term.

License expiration time is displayed according to the time zone configured in the operating system.

Key. A key is a unique alphanumeric sequence that is generated from an activation code or a key file.
In the Licensing window, you can also do one of the following:

* Buy license / Renew license. Opens the Kaspersky online store website, where you can purchase or renew a
license. To do so, please enter your company information and pay for the order.

* Activate the application using a new license. Starts the Application Activation Wizard. In this Wizard you can

add a key using an activation code or a key file. The Application Activation Wizard allows you to add an active
key and only one reserve key.

Purchasing a license

You may purchase a license after installing the application. On purchasing a license, you receive an activation code
or a key file for activating the application.

To purchase a license:
1. In the main application window, go to the License section.
2. Do one of the following:
¢ If no keys have been added or a key for trial license has been added, click the Buy license button.
e |f the key for a commercial license is added, click the Renew license button.

A window will open with the website of the Kaspersky online store, where you can purchase a license.

Renewing subscription

When you use the application under subscription, Kaspersky Endpoint Security automatically contacts the
activation server at specific intervals until your subscription expires.

If you use the application under unlimited subscription, Kaspersky Endpoint Security automatically checks the
activation server for renewed keys in background mode. If a key is available on the activation server, the application
adds it by replacing the previous key. In this way, unlimited subscription for Kaspersky Endpoint Security is renewed
without user involvement.
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If you are using the application under a limited subscription, on the expiration date of the subscription (or on the
expiration date of the subscription renewal grace period), Kaspersky Endpoint Security notifies you about this and
stops attempting to renew the subscription automatically. In this case, Kaspersky Endpoint Security behaves in the
same way as it does when a commercial license for the application expires: the application operates without
updates and the Kaspersky Security Network is unavailable.

You can renew subscription on the website of the service provider.

To visit the website of the service provider from the application interface:
1. In the main application window, go to the License section.
2. Click Contact your subscription provider.

You can update subscription status manually. This may be required if the subscription has been renewed after
the grace period and the application has not updated the subscription status automatically.

Kaspersky License
CURRENT LICENSES

o Kaspersky Endpoint Security for workstations and é
file servers 2

Subscription for updates
FI

Subscription is active. Expiration date 9/7/2023.

ac d e ;
9/7/2022 9/7/2023 3:00 AM

License

17A0473C-53AF-4621-AFBA-TA4B02FD39CE
Update subscription status
Contact your subscription provider

Delete
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Data provision

Data provision under the End User License Agreement

If an activation code & is applied to activate Kaspersky Endpoint Security, you agree to periodically send Kaspersky
the following information automatically for the purposes of verifying correct use of the application:

* type, version, and localization of Kaspersky Endpoint Security;

e versions of installed updates for Kaspersky Endpoint Security;

e |D of the computer and ID of the specific Kaspersky Endpoint Security installation on the computer;
* serial number and active key identifier;

* type, version and bit rate of the operating system, and name of the virtual environment (if Kaspersky Endpoint
Security is installed in a virtual environment);

* |Ds of Kaspersky Endpoint Security components that are active when the information is transmitted.

Kaspersky may also use this information to generate statistics on the dissemination and use of Kaspersky
software.

By using an activation code, you agree to automatically transmit the data listed above. If you do not agree to
transmit this information to Kaspersky, you should use a key file to activate Kaspersky Endpoint Security.

By accepting the terms of the End User License Agreement, you agree to automatically transmit the following
information:

e When upgrading Kaspersky Endpoint Security:

version of Kaspersky Endpoint Security;

ID of Kaspersky Endpoint Security;

* active key;

unique ID of the upgrade task start;

unigue ID of the Kaspersky Endpoint Security installation.

* When following links from the Kaspersky Endpoint Security interface:

version of Kaspersky Endpoint Security;

e version of the operating system;

e Kaspersky Endpoint Security activation date;
e license expiration date;

* key creation date;
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Kaspersky Endpoint Security installation date;
ID of Kaspersky Endpoint Security;
ID of the detected vulnerability in the operating system;

ID of the last update installed for Kaspersky Endpoint Security;

hash of the detected file with a threat, and the name of this threat according to the Kaspersky

classification;

Kaspersky Endpoint Security activation error category;
Kaspersky Endpoint Security activation error code;

number of days until key expiration;

number of days that have elapsed since the key was added;
number of days that have elapsed since the license expired:
number of computers on which the current license is applied;
active key;

Kaspersky Endpoint Security license term;

current status of the license;

type of current license;

application type;

unique ID of the upgrade task start;

unique ID of the Kaspersky Endpoint Security installation on the computer;

Kaspersky Endpoint Security interface language.

Received information is protected by Kaspersky in accordance with the law and the requirements and applicable
regulations of Kaspersky. Data is transmitted over encrypted communication channels.

Read the End User License Agreement and visit the Kaspersky website = to learn more about how we receive,
process, store, and destroy information about application usage after you accept the End User License
Agreement and consent to the Kaspersky Security Network Statement. The license.txt and ksn_<language ID>.txt
files contain the text of the End User License Agreement and Kaspersky Security Network Statement and are

included in the application distribution kit.

Data provision when using Kaspersky Security Network

The set of data that Kaspersky Endpoint Security sends to Kaspersky depends on the type of license and the

Kaspersky Security Network usage settings.

Use of KSN under license on no more than 4 computers
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By accepting the Kaspersky Security Network Statement, you agree to automatically transmit the following
information:

e information about KSN configuration updates: identifier of the active configuration, identifier of the
configuration received, error code of the configuration update;

¢ information about files and URL addresses to be scanned: checksums of the scanned file (MD5, SHA2-256,
SHAT) and file patterns (MDY), the size of the pattern, type of the detected threat and its name according to
Rightholder's classification, identifier for the anti-virus databases, URL address for which the reputation is
being requested, as well as the referrer URL address, the connection’s protocol identifier and the number of the
port being used;

¢ |D of the scan task that detected the threat;

* information about digital certificates being used needed to verify their authenticity: the checksums (SHA256)
of the certificate used to sign the scanned object and the certificate’s public key;

e identifier of the Software component performing the scan;

* IDs of the anti-virus databases and of the records in these anti-virus databases;

* Information about activation of the Software on the Computer: signed header of the ticket from the activation
service (identifier of the regional activation center, checksum of the activation code, checksum of the ticket,
ticket creation date, unique identifier of the ticket, ticket version, license status, start/end date and time of

ticket validity, unique identifier of the license, license version), identifier of the certificate used to sign the ticket
header, checksum (MD5) of the key file;

¢ Information about the Rightholder's Software: full version, type, version of the protocol used to connect to

Kaspersky services.

Use of KSN under license on 5 or more computers

By accepting the Kaspersky Security Network Statement, you agree to automatically transmit the following
information:

If the Kaspersky Security Network check box is selected and the Enable extended KSN mode check box is
cleared, the application sends the following information:

* information about KSN configuration updates: identifier of the active configuration, identifier of the
configuration received, error code of the configuration update;

¢ information about files and URL addresses to be scanned: checksums of the scanned file (MD5, SHA2-256,
SHAT) and file patterns (MDY), the size of the pattern, type of the detected threat and its name according to
Rightholder's classification, identifier for the anti-virus databases, URL address for which the reputation is
being requested, as well as the referrer URL address, the connection's protocol identifier and the number of the
port being used;

e |D of the scan task that detected the threat;

* information about digital certificates being used needed to verify their authenticity: the checksums (SHA256)
of the certificate used to sign the scanned object and the certificate’s public key;

e identifier of the Software component performing the scan;

¢ |Ds of the anti-virus databases and of the records in these anti-virus databases;
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Information about activation of the Software on the Computer: signed header of the ticket from the activation
service (identifier of the regional activation center, checksum of the activation code, checksum of the ticket,
ticket creation date, unique identifier of the ticket, ticket version, license status, start/end date and time of
ticket validity, unique identifier of the license, license version), identifier of the certificate used to sign the ticket
header, checksum (MD5) of the key file;

Information about the Rightholder's Software: full version, type, version of the protocol used to connect to
Kaspersky services.

If the Enable extended KSN mode check box is selected in addition to the Kaspersky Security Network check
box, the application sends the following information in addition to the information listed above:

information about the results of categorization of the requested web-resources, which contains the processed
URL and IP address of the host, the version of the Software’'s component that performed the categorization,
the method of categorization and set of the categories defined for the web-resource;

information about the software installed on the Computer: names of the software applications and software
vendors, registry keys and their values, information about files of the installed software components
(checksums (MD5, SHA2-256, SHAT), name, path to the file on the Computer, size, version and the digital
signature);

information about the state of anti-virus protection of the Computer: the versions and the release timestamps
of the anti-virus databases being used, the ID of the task and the ID of Software that performs scanning;

information about files being downloaded by the End User: the URL and IP addresses of the download and the
download pages, download protocol identifier and connection port number, the status of the URLs as malicious
or not, file's attributes, size and checksums (MD5, SHA2-256, SHAT), information about the process that
downloaded the file (checksums (MD5, SHA2-256, SHAT), creation/build date and time, autoplay status,
attributes, names of packers, information about signatures, executable file flag, format identifier, and entropy),
file name and its path on the Computer, the file's digital signature and timestamp of its generation, the URL
address where detection occurred, the script's number on the page that appears to be suspicious or harmful,
information about HTTP requests generated and the response to them;

information about the running applications and their modules: data about processes running on the system
(process ID (PID), process name, information about the account the process was started from, the application
and command that started the process, the sign of trusted program or process, the full path to the process's
files and their checksums (MD5, SHA2-256, SHAT), and the starting command line, level of the process's
integrity, a description of the product that the process belongs to (the name of the product and information
about the publisher), as well as digital certificates being used and information needed to verify their
authenticity or information about the absence of a file's digital signature), and information about the modules
loaded into the processes (their names, sizes, types, creation dates, attributes, checksums (MD5, SHA2-256,
SHAT), the paths to them on the Computer), PE-file header information, names of packers (if the file was
packed);

information about all potentially malicious objects and activities: name of the detected object and full path to
the object on the computer, checksums of processed files (MD5, SHA2-256, SHAT1), detection date and time,
names and sizes of infected files and paths to them, path template code, executable file flag, indicator of
whether the object is a container, names of the packer (if the file was packed), file type code, file format ID, list
of actions performed by malware and the decision made by the software and user in response to them, IDs of
the anti-virus databases and of the records in these anti-virus databases that were used to make the decision,
indicator of a potentially malicious object, the name of the detected threat according to the Rightholder’s
classification, the level of danger, the detection status and detection method, reason for inclusion into the
analyzed context and sequence number of the file in the context, checksums (MD5, SHA2-256, SHAT), the name
and attributes of the executable file of the application through which the infected message or link was
transmitted, depersonalized IP addresses (IPv4 and IPv6) of the host of the blocked object, file entropy, file
autorun indicator, time when the file was first detected in the system, the number of times the file has been run
since the last statistics were sent, information about the name, checksums (MD5, SHA2-256, SHA1) and size of
the mail client through which the malicious object was received, ID of the software task that performed the
scan, indicator of whether the file reputation or signature was checked, file processing result, checksum (MD5)
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of the pattern collected for the object, the size of the pattern in bytes, and the technical specifications of the
applied detection technologies;

information about scanned objects: the assigned trust group to which and/or from which the file has been
placed, the reason the file was placed in that category, category identifier, information about the source of the
categories and the version of the category database, the file's trusted certificate flag, name of the file's vendor,
file version, name and version of the software application which includes the file;

information about vulnerabilities detected: the vulnerability ID in the database of vulnerabilities, the vulnerability
danger class;

information about emulation of the executable file: file size and its checksums (MD5, SHA2-256, SHA), the
version of the emulation component, emulation depth, an array of properties of logical blocks and functions
within logical blocks obtained during the emulation, data from the executable file's PE headers;

the IP addresses of the attacking computer (IPv4 and IPvé), the number of the port on the Computer that the
network attack is directed at, identifier of the protocol of the IP packet containing the attack, the attack's
target (organization name, website), flag for the reaction to the attack, the attack’s weight, trust level;

information about attacks associated with spoofed network resources, the DNS and IP addresses (IPv4 and
IPv6) of visited websites;

DNS and IP addresses (IPv4 or IPv6) of the requested web resource, information about the file and web client
accessing the web resource, the name, size and checksums (MD5, SHA2-256, SHAT1) of the file, full path to the
file and path template code, the result of checking its digital signature, and its status in KSN;

information about rollback of malware actions: data on the file whose activity was rolled back (name of the file,
full path to the file, its size and checksums (MD5, SHA2-256, SHAT)), data on successful and unsuccessful
actions to delete, rename and copy files and restore the values in the registry (names of registry keys and their
values), and information about system files modified by malware, before and after rollback;

Information about the exclusions set for the Adaptive Anomaly Control component: the ID and status of the
rule that was triggered, the action performed by the Software when the rule was triggered, the type of user
account under which the process or the thread performs suspicious activity, information about the process
that performed or was subject to the suspicious activity (script ID or process file name, full path to the process
file, path template code, checksums (MD5, SHA2-256, SHAT1) of the process file); information about the object
that performed the suspicious actions and about the object that was subject to the suspicious actions
(registry key name or file name, full path to the file, path template code, and checksums (MD5, SHA2-256, SHAT)
of the file).

information about loaded software modules: name, size and checksums (MD5, SHA2-256, SHAT) of the module
file, full path to it and the path template code, digital signature settings of the module file, data and time of
signature creation, name of the subject and organization that signed the module file, ID of the process in which
the module was loaded, name of the module supplier, and the sequence number of the module in the loading
queue;

information about the quality of Software interaction with the KSN services: start and end date and time of the
period when the statistics were generated, information about the quality of requests and connection to each
of the KSN services used (KSN service ID, number of successful requests, number of requests with responses
from cache, number of unsuccessful requests (network problems, KSN being disabled in the Software settings,
incorrect routing), time spread of the successful requests, time spread of the cancelled requests, time spread
of the requests with exceeded time limit, number of connections to KSN taken from cache, number of
successful connections to KSN, number of unsuccessful connections to KSN, number of successful
transactions, number of unsuccessful transactions, time spread of the successful connections to KSN, time
spread of the unsuccessful connections to KSN, time spread of the successful transactions, time spread of the
unsuccessful transactions);
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if a potentially malicious object is detected, information is provided about data in the processes’ memory:
elements of the system object hierarchy (ObjectManager), data in UEFI BIOS memory, names of registry keys
and their values;

information about events in the systems logs: the event's timestamp, the name of the log in which the event
was found, type and category of the event, name of the event's source and the event's description;

information about network connections: version and checksums (MD5, SHA2-256, SHAT1) of the file from which
process was started that opened the port, the path to the process's file and its digital signature, local and
remote IP addresses, numbers of local and remote connection ports, connection state, timestamp of the port's
opening;

information about the date of Software installation and activation on the Computer: the ID of the partner that
sold the license, the serial number of the license, the signed header of the ticket from the activation service
(the ID of a regional activation center, the checksum of the activation code, the checksum of the ticket, the
ticket creation date, the unique ID of the ticket, the ticket version, the license status, the ticket start/end date
and time, the unique ID of the license, the license version), the ID of the certificate used to sign the ticket
header, the checksum (MD5) of the key file, the unique ID of Software installation on the Computer, the type
and ID of the application that gets updated, the ID of the update task;

information about the set of all installed updates, and the set of most recently installed/removed updates, the
type of event that caused the update information to be sent, duration since the installation of last update,
information about any currently installed anti-virus databases;

information about software operation on the computer: data on CPU usage, data on memory usage (Private
Bytes, Non-Paged Pool, Paged Pool), number of active threads in the software process and pending threads,
and the duration of software operation prior to the error;

number of software dumps and system dumps (BSOD) since the Software was installed and since the time of
the last update, the identifier and version of the Software module that crashed, the memory stack in the
Software's process, and information about the anti-virus databases at the time of the crash;

data on the system dump (BSOD): a flag indicating the occurrence of the BSOD on the Computer, the name of
the driver that caused the BSOD, the address and memory stack in the driver, a flag indicating the duration of
the OS session before the BSOD occurred, memory stack of driver that crashed, type of stored memory dump,
flag for the OS session before BSOD lasted more than 10 minutes, unique identifier of the dump, timestamp of
the BSOD;

information about errors or performance problems that occurred during operation of the Software
components: the status ID of the Software, error type, code and cause as well of the time when the error
occurred, the IDs of the component, module and process of the product in which the error occurred, the ID of
the task or update category during which the error occurred, logs of drivers used by the Software (error code,
module name, name of the source file and the line where the error occurred);

information about updates of anti-virus databases and Software components: the name, date and time of
index files downloaded during the last update and being downloaded during the current update;

information about abnormal termination of the Software operation: the creation timestamp of the dump, its
type, the type of event that caused the abnormal termination of the Software operation (unexpected power-
off, third-party application crash), date and time of the unexpected power-off;

information about the compatibility of Software drivers with hardware and Software: information about OS
properties that restrict the functionality of Software components (Secure Boot, KPTI, WHQL Enforce,
BitLocker, Case Sensitivity), type of download Software installed (UEFI, BIOS), Trusted Platform Module (TPM)
identifier, TPM specification version, information about the CPU installed on the Computer, operating mode
and parameters of Code Integrity and Device Guard, operating mode of drivers and reason for use of the
current mode, version of Software drivers, software and hardware virtualization support status of the
Computer;
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¢ information about third-party applications that caused the error: their name, version and localization, the error
code and information about the error from the system log of applications, the address of the error and memory
stack of the third-party application, a flag indicating the occurrence of the error in the Software component,
the length of time the third-party application was in operation before the error occurred, checksums (MD5,
SHA2-256, SHAT) of the application process image, in which the error occurred, path to the application process
image and template code of the path, information from the system log with a description of the error
associated with the application, information about the application module, in which an error occurred
(exception identifier, crash memory address as an offset in the application module, name and version of the
module, identifier of the application crash in the Rightholder's plug-in and memory stack of the crash, duration
of the application session before crash);

* version of the Software updater component, number of crashes of the updater component while running
update tasks over the lifetime of the component, ID of the update task type, number of failed attempts of the
updater component to complete update tasks;

e information about the operation of the Software system monitoring components: full versions of the
components, date and time when the components were started, code of the event that overflowed the event
queue and number of such events, the total number of queue overflow events, information about the file of the
process of the initiator of the event (file name and its path on the Computer, template code of the file path,
checksums (MD5, SHA2-256, SHAT) of the process associated with the file, file version), identifier of the event
interception that occurred, the full version of the interception filter, identifier of the type of the intercepted
event, size of the event queue and the number of events between the first event in the queue and the current
event, number of overdue events in the queue, information about the file of the process of the initiator of the
current event (file name and its path on the Computer, template code of the file path, checksums (MD5, SHA2-
256, SHA1) of the process associated with the file), duration of the event processing, maximum duration of the
event processing, probability of sending statistics, information about OS events for which the processing time
limit was exceeded (date and time of the event, number of repeated initializations of anti-virus databases, date
and time of the last repeated initialization of anti-virus databases after their update, event processing delay
time for each system monitoring component, number of queued events, number of processed events, number
of delayed events of the current type, total delay time for the events of the current type, total delay time for all
events);

e information from the Windows event tracing tool (Event Tracing for Windows, ETW) in the event of Software
performance problems, suppliers of SysConfig / SysConfigkx / WinSATAssessment events from Microsoft:
information about the Computer (model, manufacturer, form factor of the housing, version), information about
Windows performance metrics (WIinSAT assessments, Windows performance index), domain name, information
about physical and logical processors (number of physical and logical processors, manufacturer, model,
stepping level, number of cores, clock frequency, CPUID, cache characteristics, logic processor characteristics,
indicators of supported modes and instructions), information about RAM modules (type, form factor,
manufacturer, model, capacity, granularity of memory allocation), information about network interfaces (IP and
MAC addresses, name, description, configuration of network interfaces, breakdown of number and size of
network packages by type, speed of network exchange, breakdown of number of network errors by type),
configuration of IDE controller, IP addresses of DNS servers, information about the video card (model,
description, manufacturer, compatibility, video memory capacity, screen permission, number of bits per pixel,
BIOS version), information about plug-and-play devices (name, description, device identifier [PnP, ACPI],
information about disks and storage devices (number of disks or flash drives, manufacturer, model, disk
capacity, number of cylinders, number of tracks per cylinder, number of sectors per track, sector capacity,
cache characteristics, sequential number, number of partitions, configuration of SCSI controller), information
about logical disks (sequential number, partition capacity, volume capacity, volume letter, partition type, file
system type, number of clusters, cluster size, number of sectors per cluster, number of empty and occupied
clusters, letter of bootable volume, offset address of partition in relation to the start of the disk), information
about BIOS motherboard (manufacturer, release date, version), information about motherboard (manufacturer,
model, type), information about physical memory (shared and free capacity), information about operating
system services (name, description, status, tag, information about processes [name and PID]), energy
consumption parameters for the Computer, configuration of interrupt controller, path to Windows system
folders (Windows and System32), information about the OS (version, build, release date, name, type, installation
date), size of page file, information about monitors (number, manufacturer, screen permission, resolution
capacity, type), information about video card driver (manufacturer, release date, version);
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information from ETW, suppliers of EventTrace / EventMetadata events from Microsoft: information on the
sequence of system events (type, time, date, time zone), metadata about the file with tracing results (name,
structure, tracing parameters, breakdown of number of trace operations by type), information about the OS
(name, type, version, build, release date, start time);

information from ETW, suppliers of Process / Microsoft Windows Kernel Process / Microsoft Windows Kernel
Processor Power events from Microsoft: information about started and completed processes (name, PID, start
parameters, command line, return code, power management parameters, start and completion time, access
token type, SID, SessionID, number of descriptors installed), information about changes in thread priorities (TID,
priority, time), information about disk operations of the process (type, time, capacity, number), history of
changes to the structure and capacity of usable memory processes;

information from ETW, suppliers of StackWalk / Perfinfo events from Microsoft: information about
performance counters (performance of individual code sections, sequence of function calls, PID, TID, addresses
and attributes of ISRs and DPCs);

information from ETW, supplier of KernelTraceControl-ImagelD events from Microsoft: information on
executable files and dynamic libraries (name, image size, full path), information on PDB files (name, identifier),
VERSIONINFO resource data for executable files (name, description, creator, localization, application version
and identifier, file version and identifier);

information from ETW, suppliers of Filelo / Disklo / Image / Windows Kernel Disk events from Microsoft:
information on file and disk operations (type, capacity, start time, completion time, duration, completion status,
PID, TID, driver function call addresses, /O Request Packet (IRP), Windows file object attributes), information
about files involved in file and disk operations (name, version, size, full path, attributes, offset, image checksum,
open and access options);

information from ETW, supplier of PageFault events from Microsoft: information on memory page access errors
(address, time, capacity, PID, TID, attributes of Windows file object, memory allocation parameters);

information from ETW, supplier of Thread events from Microsoft: information on thread creation/completion,
information on threads started (PID, TID, size of stack, priorities and allocation of CPU resources, |/O resources,
memory pages between threads, stack address, address of init function, address of Thread Environment Block
(TEB), Windows service tag);

information from ETW, supplier of Microsoft Windows Kernel Memory events from Microsoft: information about
memory management operations (completion status, time, quantity, PID), memory allocation structure (type,
capacity, SessionID, PID);

information about Software operation in the event of performance problems: Software installation identifier,
type and value of drop in performance, information about the sequence of events within the Software (time,
time zone, type, completion status, Software component identifier, Software operating scenario identifier, TID,
PID, function call addresses), information about network connections to be checked (URL, direction of the
connection, size of network package), information about PDB files (name, identifier, image size of executable
file), information about files to be checked (name, full path, checksum), Software performance monitoring
parameters;

information about the last unsuccessful OS restart: the number of unsuccessful restarts since OS installation,
data on the system dump (code and parameters of an error, name, version and checksum (CRC32) of the
module that caused an error in the OS operation, error address as an offset in the module, checksums (MD5,
SHA2-256, SHAT) of the system dump);

information to verify authenticity of digital certificates being used to sign files: the certificate’s fingerprint, the
checksum algorithm, the certificate's public key and serial number, the name of the issuer of the certificate, the
result of certificate validation and the certificate's database identifier;

information about the process executing the attack on the Software's self-defense: the name and size of the
process file, its checksums (MD5, SHA2-256, SHA), the full path to the process file and the template code of
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the file path, the creation/build timestamps, executable file flag, attributes of the process file, information
about the certificate used to sign the process file, code of the account used to launch the process, ID of
operations performed to access the process, type of resource with which the operation is performed (process,
file, registry object, FindWindow search function), name of resource with which the operation is performed, flag
indicating success of the operation, the status of the file of the process and its signature according to the KSN;

information about the Rightholder's Software: full version, type, localization and operation state of Software
used, versions of the installed Software components and their operation state, information about the installed
Software updates, the value of the TARGET filter, the version of the protocol used to connect to the
Rightholder's services;

information about hardware installed on the Computer: type, name, model name, firmware version, parameters
of built-in and connected devices, the unique identifier of the Computer with the installed Software;

information about the versions of the operating system and installed updates, the word size, edition and
parameters of the OS run mode, version and checksums (MD5, SHA2-256, SHA1) of the OS kernel file, and OS
startup date and time;

executable and non-executable files, either entirely or partly;

portions of the Computer's RAM;

sectors involved in the process of booting the OS;

network traffic data packets;

web pages and emails containing suspicious and malicious objects;
description of the classes and instances of classes of the WMI repository;
application activity reports:

e the name, size and version of the file being sent, its description and checksums (MD5, SHA2-256, SHAY), file
format identifier, the name of the file's vendor, the name of the product to which the file belongs, full path to
the file on the Computer, template code of the path, the creation and modification timestamps of the file;

e start and end date/time of the validity period of the certificate (if the file has a digital signature), the date
and the time of the signature, the name of the issuer of the certificate, information about the certificate
holder, the fingerprint, the certificate's public key and appropriate algorithms, and the certificate's serial
number;

* the name of the account from which the process is running;
e checksums (MD5, SHA2-256, SHAT) of the name of the Computer on which the process is running;
e titles of the process windows;

e |dentifier for the anti-virus databases, name of the detected threat according to the Rightholder's
classification;

e data about the installed license, its identifier, type and expiration date;
* |ocal time of the Computer at the moment of the provision of information;
e names and paths of the files that were accessed by the process;

* names of registry keys and their values that were accessed by the process;
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¢ URL and IP addresses that were accessed by the process;

e URL and IP addresses from which the running file was downloaded.

Data provision when using Detection and Response solutions

On computers with Kaspersky Endpoint Security installed, data prepared for automatic sending to Kaspersky
Endpoint Detection and Response, Kaspersky Sandbox and Kaspersky Anti Targeted Attack Platform serversis
stored. Files are stored on computers in plain, non-encrypted form.

The specific set of data depends on the solution within which Kaspersky Endpoint Security is used.

Kaspersky Endpoint Detection and Response

All data that the application stores locally on the computer, is deleted from the computer when Kaspersky
Endpoint Security is uninstalled.

Data received as a result of IOC Scan task execution (standard task)

Kaspersky Endpoint Security automatically submits data on the /OC Scan task execution results to Kaspersky
Security Center.

The data in the /OC Scan task execution results may contain the following information:

IP address from the ARP table

* Physical address from the ARP table

* DNS record type and name

¢ |P address of the protected computer
e Physical address (MAC-address) of the protected computer
* |dentifier in the event log entry

e Data source name in the log

* Logname

e Event time

e MD5 and SHA256 hashes of the file

e Full name of the file (including path)

¢ File size
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Remote IP address and port to which connection was established during scan
Local adapter IP address

Port open on the local adapter

Protocol as a number (in accordance with the IANA standard)
Process name

Process arguments

Path to the process file

Windows identifier (PID) of the process

Windows identifier (PID) of the parent process

User account that started the process

Date and time when the process was started
Service name

Service description

Path and name of the DLL service (for svchost)
Path and name of the service executable file
Windows identifier (PID) of the service

Service type (for example, a kernel driver or adapter)
Service status

Service launch mode

User account name

Volume name

Volume letter

Volume type

Windows registry value

Registry hive value

Registry key path (without hive and value name)
Registry setting

System (environment)
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¢ Name and version of the operating system that is installed on the computer
e Network name of the protected computer

e Domain or group the protected computer belongs to

* Browser name

* Browser version

e Time when the web resource was last accessed

e URL from the HTTP request

* Name of the account used for the HTTP request

¢ File name of the process that made the HTTP request

e Full path to the file of the process that made the HTTP request

e Windows identifier (PID) of the process that made the HTTP request

e HTTP referer (HTTP request source URL)

¢ URI of the resource requested over HTTP

e Information about the HTTP user agent (the application that made the HTTP request)

e HTTP request execution time

Unique identifier of the process that made the HTTP request

Data for creating a threat development chain

Data for creating a threat development chain is stored for seven days by default. The data is automatically sent to
Kaspersky Security Center.

Data for creating a threat development chain may contain the following information:

Incident date and time

* Detection name

* Scan mode

e Status of the last action related to the detection
* Reason why the detection processing failed

e Detected object type

* Detected object name

e Threat status after the object is processed
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e Reason why execution of actions on the object failed
e Actions performed to roll back malicious actions
¢ Information about the processed object:
¢ Unique identifier of the process
¢ Unique identifier of the parent process
¢ Unique identifier of the process file
e Windows process identifier (PID)
* Process command line
e User account that started the process
e Code of the logon session in which the process is running
* Type of the session in which the process is running
* Integrity level of the process being processed
* Membership of the user account that started the process in the privileged local and domain groups
¢ |dentifier of the processed object
e Full name of the processed object
e |dentifier of the protected device
e Full name of the object (local file name or downloaded file web address)
e MD5 or SHA256 hash of the processed object
e Type of the processed object
* Creation date of the processed object
e Date when the processed object was last modified
e Size of the processed object
e Attributes of the processed object
¢ Organization that signed the processed object
e Result of the processed object digital certificate verification
e Security identifier (SID) of the processed object
¢ Time zone identifier of the processed object

e Web address of the processed object download (only for files on disk)
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¢ Name of the application that downloaded the file

e MD5 and SHA256 hashes of the application that downloaded the file

e Name of the application that last modified the file

e MDb5 and SHA256 hashes of the application that last modified the file

e Number of processed object starts

e Date and time when the processed object was first started

¢ Unique identifiers of the file

¢ Full name of the file (local file name or downloaded file web address)

e Path to the processed Windows registry variable

* Name of the processed Windows registry variable

* Value of the processed Windows registry variable

e Type of the processed Windows registry variable

e |ndicator of the processed registry key membership in the autorun point
e Web address of the processed web request

¢ | ink source of the processed web request

* User agent of the processed web request

e Type of the processed web request (GET or POST)

e | ocalIP port of the processed web request

e Remote IP port of the processed web request

e Connection direction (inbound or outbound) of the processed web request

¢ |dentifier of the process into which the malicious code was embedded

Kaspersky Sandbox

All data that the application stores locally on the computer, is deleted from the computer when Kaspersky
Endpoint Security is uninstalled.
Service data

Kaspersky Endpoint Security stores the following data processed during automatic response:
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* Processed files and data entered by the user during configuration of the built-in agent of Kaspersky Endpoint
Security:

* Quarantined files
e Public key of the certificate used for integration with Kaspersky Sandbox

* Cache of the built-in agent of Kaspersky Endpoint Security:

Time when scan results were written to the cache

MD5 hash of the scan task

Scan task identifier

Scan result for the object
* Queue of object scan requests:
¢ |D of the object in the queue
¢ Time when the object was placed in the queue
e Processing status of the object in the queue
e |D of the user session in the operating system where the object scan task was created
e System identifier (SID) of the operating system user whose account was used to create the task
e MDD5 hash of the object scan task

* Information about the tasks for which the built-in agent of Kaspersky Endpoint Security is awaiting scan results
from Kaspersky Sandbox:

¢ Time when the object scan task was received

* Object processing status

¢ |D of the user session in the operating system where the object scan task was created

¢ |dentifier of the object scan task

e MDD5 hash of the object scan task

e System identifier (SID) of the operating system user whose account was used to create the task
e XML schema of the automatically created IOC

e MD5 or SHA256 hash of the scanned object

® Processing errors

* Names of the objects for which the task was created

e Scan result for the object
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Data in requests to Kaspersky Sandbox

The following data from requests from the built-in agent of Kaspersky Endpoint Security to Kaspersky Sandbox is
stored locally on the computer:

¢ MD5 hash of the scan task
e Scan task identifier

e Scanned object and all related files

Data received as a result of IOC Scan task execution (stand-alone task)

Kaspersky Endpoint Security automatically submits data on the /OC Scan task execution results to Kaspersky
Security Center.

The data in the /OC Scan task execution results may contain the following information:
e |P address from the ARP table
* Physical address from the ARP table
e DNS record type and name
e |P address of the protected computer
* Physical address (MAC-address) of the protected computer
e |dentifier in the event log entry
e Data source name in the log
* Logname
e Event time
* MD5 and SHA256 hashes of the file
e Full name of the file (including path)
e File size
* Remote IP address and port to which connection was established during scan
* Local adapter IP address
* Port open on the local adapter
* Protocol as a number (in accordance with the IANA standard)
* Process name

* Process arguments
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Path to the process file

Windows identifier (PID) of the process

Windows identifier (PID) of the parent process

User account that started the process

Date and time when the process was started
Service name

Service description

Path and name of the DLL service (for svchost)
Path and name of the service executable file
Windows identifier (PID) of the service

Service type (for example, a kernel driver or adapter)
Service status

Service launch mode

User account name

Volume name

Volume letter

Volume type

Windows registry value

Registry hive value

Registry key path (without hive and value name)
Registry setting

System (environment)

Name and version of the operating system that is installed on the computer
Network name of the protected computer

Domain or group the protected computer belongs to
Browser name

Browser version

Time when the web resource was last accessed
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e URL from the HTTP request

e Name of the account used for the HTTP request

e File name of the process that made the HTTP request

e Full path to the file of the process that made the HTTP request

e Windows identifier (PID) of the process that made the HTTP request

e HTTP referer (HTTP request source URL)

* URI of the resource requested over HTTP

* Information about the HTTP user agent (the application that made the HTTP request)
e HTTP request execution time

e Unique identifier of the process that made the HTTP request

Kaspersky Anti Targeted Attack Platform (EDR)

All data that the application stores locally on the computer, is deleted from the computer when Kaspersky
Endpoint Security is uninstalled.

Service data

The built-in agent of Kaspersky Endpoint Security stores the following data locally:

* Processed files and data entered by the user during configuration of the built-in agent of Kaspersky Endpoint
Security:

* Quarantined files

e Settings of the built-in agent of Kaspersky Endpoint Security:
e Public key of the certificate used for integration with Central Node
¢ License data

* Data required for integration with Central Node:

e Telemetry event packet queue

* Cache of IOC file identifiers received from Central Node

* Objects to be passed to the server within the Get file task

e The Get forensic task results reports
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Data in requests to KATA (EDR)

When integrating with Kaspersky Anti Targeted Attack Platform, the following data is stored locally on the
computer:

Data from the built-in agent of Kaspersky Endpoint Security requests to the Central Node component:
* In synchronization requests:
e Unique ID
e Basic part of the server web address
e Computer name
e Computer IP address
e Computer MAC address
¢ | ocal time on the computer
e Self-defense status of Kaspersky Endpoint Security
* Name and version of the operating system that is installed on the computer
e \ersion of Kaspersky Endpoint Security
e \ersions of the application settings and task settings
e Task statuses: identifiers of tasks, execution statuses, error codes

* Inrequests for obtaining files from the server:

Unique identifiers of files

¢ Unique Kaspersky Endpoint Security identifier

Unique identifiers of certificates

* Basic part of the web address of the server with the Central Node component installed

Host IP address
* |nthe reports on task execution results:

¢ Host IP address

Information about the objects detected during an IOC scan or YARA scan

Flags of the additional actions performed upon completion of tasks

Task execution errors and return codes

Task completion statuses
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e Task completion time

* \lersions of the settings used for execution of the tasks

¢ Information about the objects submitted to the server, quarantined objects, and objects restored from
quarantine: paths to objects, MD5 and SHA256 hashes, identifiers of quarantined objects

¢ Information about the processes started or stopped on a computer at the server's request: PID and
UniquePID, error code, MD5 and SHA256 hashes of the objects

¢ Information about the services started or stopped on a computer at the server's request: service name,
startup type, error code, MD5 and SHA256 hashes of file images of the services

e Information about the objects for which a memory dump was made for a YARA scan (paths, dump file

identifier)

e Files requested by the server

* Telemetry packets

* Data on running processes:

Executable file name, including full path and extension
Process autorun parameters

Process ID

Login session ID

Login session name

Date and time when the process was started

MD5 and SHA256 hashes of the object

e Data on files:

File path

File name

File size

File attributes

Date and time when the file was created
Date and time when the file was last modified
File description

Company name

MD5 and SHA256 hashes of the object
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* Registry key (for autorun points)

e Datain errors that occur when information about objects was retrieved:
e Full name of the object that was processed when an error occurred
e Error code

e Telemetry data:

® Host IP address

* Data type in the registry prior to the committed update operation

e Datain the registry key prior to the committed change operation

¢ The text of the processed script or a part of it

e Type of the processed object

e Way of passing a command to the command interpreter

Data from requests of the Central Node component to the built-in agent of Kaspersky Endpoint Security:
* Task settings:

e Task type

¢ Task schedule settings

* Names and passwords of the accounts under which the tasks can be run

e \ersions of settings

¢ |dentifiers of quarantined objects

* Paths to the objects

e MDb5 and SHA256 hashes of the objects

e Command line to start the process with the arguments

e Flags of the additional actions performed upon completion of tasks

e |OC file identifiers to be retrieved from the server

e |OC files

e Service name

e Service startup type

e Folders for which the results of the Get forensic task must be received

e Masks of the object names and extensions for the Get forensic task

122



* Network isolation settings:
e Types of settings
e \ersions of settings

e | ists of network isolation exclusions and exclusion settings: traffic direction, IP addresses, ports, protocols,
and full paths to executable files

e Flags of the additional actions
e Time of automatic isolation disabling

* Execution prevention settings

Types of settings

Versions of settings

Lists of execution prevention rules and rule settings: paths to objects, types of objects, MD5 and SHA256
hashes of objects

Flags of the additional actions
* Event filtering settings:
* Module names
e Full paths to objects
e MDb5 and SHA256 hashes of the objects
¢ |dentifiers of the entries in Windows event log
* Digital certificate settings
* Traffic direction, IP addresses, ports, protocols, full paths to executable files
* User names
e User logon types

e Types of telemetry events for which filters are applied

Data in YARA scan results

The built-in agent of Kaspersky Endpoint Security automatically transfers YARA scan results to Kaspersky Anti
Targeted Attack Platform to build a threat development chain.

The data is temporarily stored locally in the queue for sending task execution results to the Kaspersky Anti
Targeted Attack Platform server. The data is deleted from the temporary storage once it has been sent.

YARA scan results contain the following data:

e MD5 and SHA256 hashes of the file
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e Full name of the file

* File path

e File size

* Process name

* Process arguments

e Path to the process file

e Windows identifier (PID) of the process

* Windows identifier (PID) of the parent process
e User account that started the process

e Date and time when the process was started

Compliance with European Union legislation (GDPR)

Kaspersky Endpoint Security may transmit data to Kaspersky under the following scenarios:

Using Kaspersky Security Network.

e Activating the application with an activation code.

Updating application modules and anti-virus databases.

Following links in the application interface.
* Dump writing.

Irrespective of the data classification and territory from which the data is received, Kaspersky adheres to high
standards for data security and employs various legal, organizational and technical measures to protect the data
of users, to guarantee data security and confidentiality, and also to ensure the fulfilment of users' rights as
guaranteed by applicable legislation. The text of the Privacy Policy is included in the application distribution kit and
is available on the Kaspersky website &.

Prior to using Kaspersky Endpoint Security, please carefully read the description of transmitted data in the End
User License Agreement and Kaspersky Security Network Statement. If specific data transmitted from Kaspersky
Endpoint Security under any of the described scenarios may be classified as personal data according to your local
legislation or standard, you must ensure that such data is processed legally and obtain the consent of end users
for the collection and transmission of such data.

Read the End User License Agreement and visit the Kaspersky website to learn more about how we receive,
process, store, and destroy information about application usage after you accept the End User License
Agreement and consent to the Kaspersky Security Network Statement. The licensetxt and ksn_<language ID>txt
files contain the text of the End User License Agreement and Kaspersky Security Network Statement and are
included in the application distribution kit.

If you do not want to transmit data to Kaspersky, you can disable data provision.
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Using Kaspersky Security Network

By using Kaspersky Security Network, you agree to automatically provide the data listed in the Kaspersky Security,
Network Statement. If you do not agree to provide this data to Kaspersky, use Kaspersky Private Security Network
(KPSN) or disable the use of KSN. For more details about KPSN, please refer to the documentation on Kaspersky
Private Security Network.

Activating the application with an activation code

By using an activation code, you agree to automatically provide the data listed in the End User License Agreement.
If you do not agree to provide this data to Kaspersky, use a key, file to activate Kaspersky Endpoint Security.

Updating application modules and anti-virus databases

By using Kaspersky servers, you agree to automatically provide the data listed in the End User License Agreement.
Kaspersky requires this information to verify that Kaspersky Endpoint Security is being legitimately used. If you do
not agree to provide this information to Kaspersky, use Kaspersky Security Center for database updates or
Kaspersky Update Utility.

Following links in the application interface

By using links in the application interface, you agree to automatically provide the data listed in the End User
License Agreement. The precise list of data transmitted in each specific link depends on where the link is located in
the application interface and which problem it aims to resolve. If you do not agree to provide this data to
Kaspersky, use the simplified application interface or hide the application interface.

Dump writing

If you have enabled dump writing, Kaspersky Endpoint Security will create a dump file that will contain all memory
data from application processes at the moment when this dump file was created.
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Getting started

After installing Kaspersky Endpoint Security, you can manage the application using the following interfaces:

¢ Local application interface.

e Kaspersky Security Center Administration Console.
e Kaspersky Security Center Web Console.

e Kaspersky Security Center Cloud Console.

Kaspersky Security Center Administration Console

Kaspersky Security Center lets you remotely install and uninstall, start and stop Kaspersky Endpoint Security,
configure application settings, change the set of available application components, add keys, and start and stop
update and scan tasks.

The application can be managed via Kaspersky Security Center using the Kaspersky Endpoint Security
Management Plug-in.

For more details on managing the application through Kaspersky Security Center, refer to the Kaspersky Security
Center Help =.

Kaspersky Security Center Web Console and Kaspersky Security Center Cloud Console

Kaspersky Security Center Web Console (hereinafter also referred to as Web Console) is a web application
intended for centrally performing the main tasks to manage and maintain the security system of an organization's
network. Web Console is a Kaspersky Security Center component that provides a user interface. For detailed
information about Kaspersky Security Center Web Console, please refer to the Kaspersky Security Center Help =.

Kaspersky Security Center Cloud Console (hereinafter also referred to as the "Cloud Console") is a cloud-based
solution for protecting and managing an organization's network. For detailed information about Kaspersky Security
Center Cloud Console, please refer to the Kaspersky Security Center Cloud Console Help &.

Web Console and Cloud Console let you do the following:
e Monitor the status of your organization's security system.
¢ Install Kaspersky applications on devices within your network.
* Manage installed applications.
* View reports on the security system status.

Management of Kaspersky Endpoint Security through the Web Console, Cloud Console, and Kaspersky Security
Center Administration Console all provide different management capabilities. The available components and tasks
also vary for the different Consoles.

About the Kaspersky Endpoint Security for Windows Management Plug-in
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The Kaspersky Endpoint Security for Windows Management Plug-in enables interaction between Kaspersky
Endpoint Security and Kaspersky Security Center. The Management Plug-in lets you manage Kaspersky Endpoint
Security by using policies, tasks, and local application settings. Interaction with Kaspersky Security Center Web
Console is provided by the web plug-in.

The version of the Management Plug-in may differ from the version of Kaspersky Endpoint Security
application installed on the client computer. If the installed version of the Management Plug-in has less
functionality than the installed version of Kaspersky Endpoint Security, the settings of the missing functions
are not regulated by the Management Plug-in. These settings can be modified by the user in the local
interface of Kaspersky Endpoint Security.

The web plug-in is not installed by default in Kaspersky Security Center Web Console. In contrast to the
Management Plug-in for the Kaspersky Security Center Administration Console, which is installed on the
administrator workstation, the web plug-in must be installed on a computer that has Kaspersky Security Center
Web Console installed. The functionality of the web plug-in is available to all administrators that have access to
Web Console in a browser. You can view the list of installed web plug-ins in Web Console interface: Console
settings — Web plug-ins. For more details about the compatibility of web plug-in versions and Web Console,
refer to the Kaspersky Security Center Help©.

Installing the web plug-in

You can install the web plug-in as follows:

* |nstall web plug-in using Quick Start Wizard of Kaspersky Security Center Web Console.

Web Console automatically prompts you to run the Quick Start Wizard when connecting Web Console to the
Administration Server for the first time. You can also run the Quick Start Wizard in the Web Console interface
(Discovery & Deployment — Deployment & Assignment — Quick Start Wizard). The Quick Start Wizard can
also check if the installed web plug-ins are up to date and download the necessary updates. For more details on
the Quick Start Wizard for Kaspersky Security Center Web Console, please refer to the Kaspersky Security
Center Help .

* Install web plug-in from the list of available distribution packages in Web Console.

To install the web plug-in, select the distribution package of the Kaspersky Endpoint Security web plug-in in the
Web Console interface: Console settings — Web plug-ins. The list of available distribution packages is
updated automatically after new versions of Kaspersky applications are released.

* Download the distribution package to the Web Console from an external source.

To install the web plug-in, add the ZIP-archive of the distribution package for the Kaspersky Endpoint Security
web plug-in in the Web Console interface: Console settings — Web plug-ins. The distribution package of the
web plug-in can be downloaded on the Kaspersky website, for example.

Updating the Management Plug-in

To update the Kaspersky Endpoint Security for Windows Management Plug-in, download the latest version of the
plug-in (included in distribution kit) and run the plug-in installation wizard.

If a new version of the web plug-in becomes available, Web Console will display the notification Updates are
available for utilized plug-ins. You can proceed to update the web plug-in version from this Web Console
notification. You can also manually check for new web plug-in updates in the Web Console interface (Console
settings — Web plug-ins). The previous version of the web plug-in will be automatically removed during the
update.
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When the web plug-in is updated, already existing items (for example, policies or tasks) are saved. The new
settings of items implementing new functions of Kaspersky Endpoint Security will appear in existing items and
will have the default values.

You can update the web plug-in as follows:

e Update the web plug-in in the list of web plug-ins in online mode.

To update the web plug-in, you must select the distribution package of the Kaspersky Endpoint Security web
plug-in in the Web Console interface (Console settings — Web plug-ins). Web Console checks for available
updates on Kaspersky servers and downloads the relevant updates.

e Update the web plug-in from a file.

To update the web plug-in, you must select the ZIP-archive of the distribution package for the Kaspersky
Endpoint Security web plug-in in the Web Console interface: Console settings — Web plug-ins. The
distribution package of the web plug-in can be downloaded on the Kaspersky website, for example. You can
update the Kaspersky Endpoint Security web plug-in only to a more recent version. The web plug-in cannot be
updated to an older version.

If any item is opened (such as a policy or task), the web plug-in checks its compatibility information. If the version
of the web plug-in is equal to or later than the version specified in the compatibility information, you can change
the settings of this item. Otherwise, you cannot use the web plug-in to change the settings of the selected item. It
is recommended to update the web plug-in.

Special considerations when working with different versions of management
plug-ins

You can manage Kaspersky Endpoint Security via Kaspersky Security Center only if you have a Management Plug-
in whose version is equal to or later than the version specified in the information regarding the compatibility of
Kaspersky Endpoint Security with the Management Plug-in. You can view the minimum required version of the
Management Plug-in in the installer.ini file included in the distribution kit.

If any item is opened (such as a policy or task), the Management Plug-in checks its compatibility information. If
the version of the Management Plug-in is equal to or later than the version specified in the compatibility
information, you can change the settings of this item. Otherwise, you cannot use the Management Plug-in to
change the settings of the selected item. It is recommended to upgrade the Management Plug-in.

If the Kaspersky Endpoint Security Management Plug-in is installed in the Administration Console, please consider
the following when installing a new version of the Management Plug-in:

* The previous version of the Kaspersky Endpoint Security Management Plug-in will be removed.

* The new version of the Kaspersky Endpoint Security Management Plug-in supports management of the
previous version of Kaspersky Endpoint Security for Windows on users’ computers.

* You can use the new version of the Management Plug-in to change the settings in policies, tasks, and other
items created by the previous version of the Management Plug-in.

* For new settings, the new version of the Management Plug-in assigns the default values when a policy, policy
profile, or task are saved for the first time.
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After the Management Plug-in is upgraded, it is recommended to check and save the values of the new
settings in policies and policy profiles. If you do not do this, the new groups of Kaspersky Endpoint Security
settings on the user's computer will take the default values and can be edited (the uf attribute). It is
recommended to check the settings starting with policies and policy profiles at the top level of the
hierarchy. It is also recommended to use the user account that has access rights to all functional areas of
Kaspersky Security Center.

To learn about the new capabilities of the application, please refer to the Release Notes or the application
help.

e |f anew parameter has been added to a group of settings in the new version of the Management Plug-in, the
previously defined status of the @ / uf attribute for this group of settings is not changed.

Special considerations when using encrypted protocols for interacting with
external services

Kaspersky Endpoint Security and Kaspersky Security Center uses an encrypted communication channel with TLS
(Transport Layer Security) to work with external services of Kaspersky. Kaspersky Endpoint Security uses external
services for the following functions:

* updating databases and application software modules;
* activating the application with an activation code (activation 2.0);
* using Kaspersky Security Network.
Use of TLS secures the application by providing the following features:
* Encryption. The contents of messages are confidential and are not disclosed to third-party users.

* Integrity. The message recipient is certain that the message contents have not been modified since the
message was forwarded by the sender.

e Authentication. The recipient is certain that communication is established only with a trusted Kaspersky server.

Kaspersky Endpoint Security uses public key certificates for server authentication. A public key infrastructure (PKI)
is required for working with certificates. A Certificate Authority is part of a PKI. Kaspersky uses its own Certificate
Authority because Kaspersky services are highly technical and not public. In this case, when root certificates of
Thawte, VeriSign, GlobalTrust and others are revoked, the Kaspersky PKI remains operational without disruptions.

Environments that have MITM (software and hardware tools that support parsing of the HTTPS protocol) are
considered to be unsafe by Kaspersky Endpoint Security. Errors may be encountered when working with Kaspersky
services. For example, there may be errors regarding the use of self-signed certificates. These errors may occur
because an HTTPS Inspection tool from your environment does not recognize the Kaspersky PKI. To rectify these
problems, you must configure exclusions for interacting with external services.

Application interface
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Kaspersky

Monitoring

Monitoring

No active threats
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® Managed by security policy

@ Anti-malware databases:
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Reports Backup D) Threatdetection @
’ technologies

Kaspersky Security Network Application Activity
e o . Monitor

s informati

Encryption Monitor
- s
1,644,992,581

2,287.436,398 Network Monitor

Reports. View events that occurred during operation of the application, individual
components and tasks.

Backup. View a list of saved copies of infected files that the application has deleted.

Threat detection technologies. VView information about threat detection technologies
and the number of threats detected by these technologies.

Kaspersky Security Network. Status of the connection between Kaspersky Endpoint
Security and Kaspersky Security Network, and global KSN statistics. Kaspersky Security
Network (KSN)is an infrastructure of cloud services providing access to the online
Kaspersky Knowledge Base that contains information about the reputation of files, web
resources, and software. The use of data from Kaspersky Security Network ensures faster
responses by Kaspersky Endpoint Security to new threats, improves the performance of
some protection components, and reduces the likelihood of false positives. If you are
participating in Kaspersky Security Network, KSN services provide Kaspersky Endpoint
Security with information about the category and reputation of scanned files, as well as
information about the reputation of scanned web addresses.

Application Activity Monitor. View information about the operation of installed
applications. System Watcher keeps track of the file, registry, and operating system events
associated with an application.

Network Monitor. View information about network activity of the computer in real time.

Encryption Monitor. Monitors the disk encryption or decryption process in real time.
Encryption Monitor is available if the Kaspersky Disk Encryption component or BitLocker
Drive Encryption component is installed.
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Security

Update

Tasks

License

Operating status of installed components. You can also proceed to configuring components
or viewing reports.

Manage Kaspersky Endpoint Security update tasks. You can update anti-virus databases and
application modules and roll back the last update. An administrator can hide the section from
the user or restrict task management.

Manage Kaspersky Endpoint Security scan tasks. You can run a malware scan and application
integrity check. An administrator can hide tasks from a user or restrict management of tasks.

Application licensing. You can purchase a license, activate the application or renew a
subscription. You can also view information about the current license.

Configure application settings. An administrator can prohibit changes to settings in Kaspersky
Security Center.

Information about the application: current version of Kaspersky Endpoint Security, database
release date, key, and other information. You can also proceed to Kaspersky information
resources that provide useful information, recommendations, and answers to frequently asked
questions on how to purchase, install, and use the application.

Messages containing information about available updates and requests for access to
encrypted files and devices.

Application icon in the taskbar notification area

Immediately after installation of Kaspersky Endpoint Security, the application icon appears in the Microsoft
Windows taskbar notification area.

If the application icon in the taskbar notification area is hidden, the administrator has disabled the display of
the application interface in the policy.

The icon serves the following purposes:

* [tindicates application activity.

* |t acts as a shortcut to the context menu and main window of the application.

The following application icon statuses are provided for displaying application operating information:

* The [g icon signifies that critically important protection components of the application are enabled. Kaspersky
Endpoint Security will display a warning g if the user is required to perform an action, for example, restart the
computer after updating the application.

e The |; icon signifies that critically important protection components of the application are disabled or have
malfunctioned. Protection components may malfunction, for example, if the license has expired or as a result of
an application error. Kaspersky Endpoint Security will display a warning [z with a description of the problemin
computer protection.

The context menu of the application icon contains the following items:

e Kaspersky Endpoint Security for Windows. Opens the main application window. In this window, you can adjust
the operation of application components and tasks, and view the statistics of processed files and detected

threats.
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e Pause protection / Resume protection. Pause the operation of all protection and control components that are
not marked by a lock (@) in the policy. Prior to performing this operation, it is recommended to disable the
Kaspersky Security Center policy.

Prior to pausing the operation of protection and control components, the application requests the password
for accessing Kaspersky Endpoint Security (account password or temporary password). You can then select
the pause period: for a specific amount of time, until a restart, or upon user request.

This context menu item is available if Password Protection is enabled. To resume the operation of protection
and control components, click Resume protection in the context menu of the application.

Pausing the operation of protection and control components does not affect the performance of update
and malware scan tasks. The application also continues using Kaspersky Security Network.

e Disable policy / Enable policy. Disables a Kaspersky Security Center policy on the computer. All Kaspersky
Endpoint Security settings are available for configuration, including settings that have a closed lock in the policy
(account password or temporary password). This context menu item is available if Password Protection is -
enabled. To enable the policy, select Enable policy in the context menu of the application.

e Settings. Opens the application settings window.

e Support. This opens a window containing the information necessary for contacting Kaspersky Technical
Support.

e About. This item opens an information window with application details.

e Exit. This item quits Kaspersky Endpoint Security. Clicking this context menu item causes the application to be
unloaded from the computer RAM.
Kaspersky Endpoint Security for Windows
Pause protection...
Settings
Support

About
Exit

Application icon context menu

Simplified application interface

If a Kaspersky Security Center policy configured to display the simplified application interface is applied to a client
computer on which Kaspersky Endpoint Security is installed, the main application window is not available on this
client computer. Right-click to open the context menu of the Kaspersky Endpoint Security icon (see the figure
below) containing the following items:

¢ Disable policy / Enable policy. Disables a Kaspersky Security Center policy on the computer. All Kaspersky
Endpoint Security settings are available for configuration, including settings that have a closed lock in the policy
(=). If the policy is disabled, the application requests the password for accessing Kaspersky Endpoint Security,
(account password or temporary password). This context menu item is available if Password Protection is
enabled. To enable the policy, select Enable policy in the context menu of the application.

e Tasks. Drop-down list containing the following items:

* Integrity check.
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Rollback of databases to their previous version.

Full Scan.

Custom Scan.

Critical Areas Scan.

Update.

* Support. This opens a window containing the information necessary for contacting Kaspersky Technical
Support.

e Exit. This item quits Kaspersky Endpoint Security. Clicking this context menu item causes the application to be
unloaded from the computer RAM.
Disable policy
Tasks >

Support
Exit

Context menu of the application icon when displaying the simplified interface

Configuring the display of the application interface

You can configure the application interface display mode for a user. The user can interact with the application in
the following ways:

¢ Display simplified interface. On a client computer, the main application window is inaccessible, and only the
icon in the Windows notification area is available. In the context menu of the icon, the user can perform a limited
number of operations with Kaspersky Endpoint Security. Kaspersky Endpoint Security also displays
notifications above the application icon.

e Display user interface. On a client computer, the main window of Kaspersky Endpoint Security and the icon in
the Windows notification area are available. In the context menu of the icon, the user can perform operations
with Kaspersky Endpoint Security. Kaspersky Endpoint Security also displays notifications above the
application icon.

* Do not display. On a client computer, no signs of Kaspersky Endpoint Security operation are displayed. The
icon in the Windows notification area and notifications are not available.

How to configure the application interface display mode in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.
4. In the policy window, select General settings — Interface.

5. In the Interaction with user block, do one of the following:

e Select the Display user interface check box if you want the following interface elements to be

displayed on the client computer:
e Folder containing the application name in the Start menu

o Kaspersky Endpoint Security icon in the Microsoft Windows taskbar notification area

* Pop-up notifications

If this check box is selected, the user can view and, depending on the available rights, change
application settings from the application interface.

¢ Clear the Display user interface check box if you want to hide all signs of Kaspersky Endpoint Security

on the client computer.

6. In the Interaction with user block, select the Display simplified interface check box if you want the
simplified application interface to be displayed on a client computer that has Kaspersky Endpoint Security

installed.

How to configure the application interface display mode in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to General settings — Interface.
5. In the Interaction with user block, configure how the application interface will be displayed:

e With simplified interface. On a client computer, the main application window is inaccessible, and only
the icon in the Windows notification area is available. In the context menu of the icon, the user can
perform a limited number of operations with Kaspersky Endpoint Security. Kaspersky Endpoint Security
also displays notifications above the application icon.

e With full interface. On a client computer, the main window of Kaspersky Endpoint Security and the icon
in the Windows notification area are available. In the context menu of the icon, the user can perform
operations with Kaspersky Endpoint Security. Kaspersky Endpoint Security also displays notifications
above the application icon.

¢ Nointerface. On a client computer, no signs of Kaspersky Endpoint Security operation are displayed.
The icon in the Windows notification area and notifications are not available.

6. Save your changes.

Getting started

After deploying the application on client computers, to work with Kaspersky Endpoint Security from Kaspersky
Security Center Web Console you need to perform the following actions:

¢ Create and configure a policy.

You can use policies to apply identical Kaspersky Endpoint Security settings to all client computers within an
administration group. The Quick Start Wizard of Kaspersky Security Center automatically creates a policy for
Kaspersky Endpoint Security.

* Create the Update and Malware Scan tasks.

The Update task is required for keeping computer security up to date. When the task is performed, Kaspersky
Endpoint Security updates the anti-virus databases and application modules. The Update task is created
automatically by the Administration Server quick start wizard. To create the Update task, install the Kaspersky
Endpoint Security for Windows Management Plug-in while running the Wizard.

The Malware Scan task is required for the timely detection of viruses and other malware. You need to manually
create the Malware Scan task.

How to create a Malware Scan task in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

The list of tasks opens.
3. Click New task.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting task type

Select Kaspersky Endpoint Security for Windows (12.4) — Malware Scan.

Step 2. Scan scope

Create the list of objects that Kaspersky Endpoint Security will scan while performing a scan task.

Step 3. Kaspersky Endpoint Security action

Choose the action on threat detection:

e Disinfect, delete if disinfection fails. If this option is selected, the application automatically attempts to
disinfect all infected files that are detected. If disinfection fails, the application deletes the files.

* Disinfect, inform if disinfection fails. If this option is selected, Kaspersky Endpoint Security automatically
attempts to disinfect all infected files that are detected. If disinfection is not possible, Kaspersky Endpoint
Security adds the information about the infected files that are detected to the list of active threats.

* Inform. If this option is selected, Kaspersky Endpoint Security adds the information about infected files to
the list of active threats on detection of these files.

* Run Advanced Disinfection immediately. If the check box is selected, Kaspersky Endpoint Security uses
the Advanced Disinfection technology to treat active threats during the scan.

Advanced disinfection technology is aimed at purging the operating system of malicious applications that
have already started their processes in RAM and that prevent Kaspersky Endpoint Security from removing
them by using other methods. The threat is neutralized as a result. While Advanced Disinfection is in
progress, you are advised to refrain from starting new processes or editing the operating system registry.
The advanced disinfection technology uses considerable operating system resources, which may slow
down other applications. After the advanced disinfection is complete, Kaspersky Endpoint Security will
restart the computer without asking the user for confirmation.

Configure the task run mode using the Run only when the computer is idle. This check box enables / disables
the function that suspends the Malware Scantask when computer resources are limited. Kaspersky Endpoint
Security pauses the Malware Scan task if the screensaver is off and the computer is unlocked.

Step 4. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. The following options are available:
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e Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

e Select computers detected by the Administration Server in the network: unassigned devices. The specific
devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 5. Selecting the account to run the task

Select an account to run the Malware Scan task. By default, Kaspersky Endpoint Security starts the task with
the rights of a local user account. If the scan scope includes network drives or other objects with restricted
access, select a user account with the sufficient access rights.

Step 6. Configuring a task start schedule

Configure a schedule for starting a task, for example, manually or after anti-virus databases are downloaded
to the repository.

Step 7. Defining the task name

Enter a name for the task, for example, Daily full scan.

Step 8. Completing task creation

Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties. As a result, the Malware Scan task will be executed on the user
computers in accordance to the specified schedule.

How to create a Malware Scan task in the Web Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click Add.
The Task Wizard starts.

3. Configure the task settings:
a. In the Application drop-down list, select Kaspersky Endpoint Security for Windows (12.4).
b. In the Task type drop-down list, select Malware Scan.
c. In the Task name field, enter a brief description, for example, Weekly scan.
d. In the Select devices to which the task will be assigned block, select the task scope.
4. Select devices according to the selected task scope option. Go to the next step.

5. Select an account to run the task. By default, Kaspersky Endpoint Security starts the task with the rights
of alocal user account.

6. Exit the Wizard.
A new task will be displayed in the list of tasks.

7. To configure the task schedule, go to the task properties.

It is recommended to schedule the task to run at least once a week.
8. Select the check box next to the task.

9. Click the Run button.

You can monitor the status of the task, and the number of devices on which the task was completed
successfully or completed with an error.

As a result, the Malware Scan task will be executed on the user computers in accordance to the specified
schedule.

Managing policies

A policyis a collection of application settings that are defined for an administration group. You can configure
multiple policies with different values for one application. An application can run under different settings for
different administration groups. Each administration group can have its own policy for an application.

Policy settings are sent to client computers by Network Agent during synchronization. By default, the
Administration Server performs synchronization immediately after policy settings are changed. UDP port 15000 on
the client computer is used for synchronization. The Administration Server performs synchronization every 15
minutes by default. If synchronization fails after policy settings were changed, the next synchronization attempt
will be performed according to the configured schedule.

Active and inactive policy
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A policy is intended for a group of managed computers and can be active or inactive. The settings of an active
policy are saved on client computers during synchronization. You cannot simultaneously apply multiple policies to
one computer, therefore only one policy may be active in each group.

You can create an unlimited number of inactive policies. An inactive policy does not affect application settings on
computers in the network. Inactive policies are intended as preparations for emergency situations, such as a virus
attack. If there is an attack via flash drives, you can activate a policy that blocks access to flash drives. In this case,
the active policy automatically becomes inactive.

Out-of-office policy

An out-of-office policy is activated when a computer leaves the organization network perimeter.

Settings inheritance

Policies, like administration groups, are arranged in a hierarchy. By default, a child policy inherits settings from the
parent policy. Child policy is a policy for nested hierarchy levels, that is a policy for nested administration groups
and secondary Administration Servers. You can disable the inheritance of settings from the parent policy.

Each policy setting has the g attribute, which indicates if the settings can be modified in the child policies or in the
local application settings. The g attribute is applicable only if inheritance of parent policy settings is enabled for
the child policy. Out-of-office policies do not affect other policies through the hierarchy of administration groups.

Kaspersky Security Center Web Console

Parent policy -
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Settings inheritance

The rights to access policy settings (read, write, execute) are specified for each user who has access to the
Kaspersky Security Center Administration Server and separately for each functional scope of Kaspersky Endpoint
Security. To configure the rights to access policy settings, go to the Security section of the properties window of
the Kaspersky Security Center Administration Server.

Creating a policy

How to create a policy in the Administration Console (MMC)@
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1. Open the Kaspersky Security Center Administration Console.

2. In the Managed devices folder in the Administration Console tree, select the folder with the name of the
administration group to which the relevant client computers belong.

3. In the workspace, select the Policies tab.

4. Click the New policy button.
The Policy Wizard starts.

5. Follow the instructions of the Policy Wizard.

How to create a policy in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Policies & Profiles.

2. Click the Add button.
The Policy Wizard starts.

3. Select Kaspersky Endpoint Security and click Next.
4. Please read and accept the terms of the Kaspersky Security Network (KSN) Statement and click Next.
5. On the General tab, you can perform the following actions:

e Change the policy name.

e Select the policy status:

e Active. After the next synchronization, the policy will be used as the active policy on the computer.
* Inactive. Backup policy. If necessary, an inactive policy can be switched to active status.

* Out-of-office. The policy is activated when a computer leaves the organization network perimeter.

e Configure the inheritance of settings:

¢ Inherit settings from parent policy. If this toggle button is switched on, the policy setting values are
inherited from the top-level policy. Policy settings cannot be edited if 4 is set for the parent policy.

e Force inheritance of settings in child policies. If the toggle button is on, the values of the policy
settings are propagated to the child policies. In the properties of the child policy, the Inherit
settings from parent policy toggle button will be automatically switched on and cannot be
switched off. Child policy settings are inherited from the parent policy, except for the settings
marked with 5 . Child policy settings cannot be edited if 4 is set for the parent policy.

6. On the Application settings tab, you can configure the Kaspersky Endpoint Security policy settings.

7. Save your changes.
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As a result, Kaspersky Endpoint Security settings will be configured on client computers during the next
synchronization. You can view information about the policy that is being applied to the computer in the Kaspersky
Endpoint Security interface by clicking the @ button on the main screen (for example, the policy name). To do so, in
the settings of the Network Agent policy, you need to enable the receipt of extended policy data. For more details
about a Network Agent policy, please refer to the Kaspersky Security Center Help®.

Security level indicator

The security level indicator is displayed in the upper part of the Properties: <Policy name> window. The indicator
can take one of the following values:

e High protection level. The indicator takes this value and turns green if all components from the following
categories are enabled:

e Critical. This category includes the following components:
e File Threat Protection.
* Behavior Detection.
* Exploit Prevention.
* Remediation Engine.
e Important. This category includes the following components:
e Kaspersky Security Network.

¢ Web Threat Protection.

Mail Threat Protection.

Host Intrusion Prevention.

Password protection.

* Medium protection level. The indicator takes this value and turns yellow if one of the important components is
disabled.

* Low protection level. The indicator takes this value and turns red in one of the following cases:
* One or multiple critical components are disabled.
* Two ore more important components are disabled.

If the indicator has the Medium protection level or Low protection level value, a link that opens the Component
selection window appears to the right of the indicator. In this window, you can enable any of the recommended
protection components.

Task management

You can create the following types of tasks to administer Kaspersky Endpoint Security through Kaspersky Security
Center:
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e Local tasks that are configured for an individual client computer.
* Group tasks that are configured for client computers within administration groups.
* Tasks for a selection of computers.

You can create any number of group tasks, tasks for a selection of computers, or local tasks. For more details
about working with administration groups and selections of computers, please refer to Kaspersky Security Center
Helpe.

Kaspersky Endpoint Security supports the following tasks:

* Malware Scan. Kaspersky Endpoint Security scans the computer areas specified in the task settings for
viruses and other threats. The Malware Scan task is required for the operation of Kaspersky Endpoint Security
and is created during the Quick Start Wizard. It is recommended to schedule the task to run at least once a
week.

* Add key. Kaspersky Endpoint Security adds a key for activating applications, including an additional key. Before
running the task, make sure that the number of computers, on which the task is to be executed, does not
exceed the number of computers allowed by the license.

e Change application components. Kaspersky Endpoint Security installs or removes components on client
computers according to the list of components specified in the task settings. The File Threat Protection
component cannot be removed. The optimal set of Kaspersky Endpoint Security components helps to
conserve computer resources.

¢ Inventory. Kaspersky Endpoint Security receives information about all application executable files that are
stored on computers. The Inventory task is performed by the Application Control component. If the
Application Control component is not installed, the task will end with an error.

* Update. Kaspersky Endpoint Security updates databases and application modules. The Update task is required
for the operation of Kaspersky Endpoint Security and is created during the Quick Start Wizard. It is
recommended to configure a schedule that runs the task at least once per day.

* Wipe data. Kaspersky Endpoint Security deletes files and folders from users' computers immediately or if there
is no connection with Kaspersky Security Center for a long time.

e Update rollback. Kaspersky Endpoint Security rolls back the last update of databases and application modules.
This may be necessary if, for example, new databases contain incorrect data that could cause Kaspersky
Endpoint Security to block a safe application.

* Integrity check. Kaspersky Endpoint Security analyzes application files, checks files for corruption or
modifications, and verifies the digital signatures of application files.

* Manage Authentication Agent accounts. Kaspersky Endpoint Security configures the Authentication Agent
account settings. An Authentication Agent is needed for working with encrypted drives. Before the operating
system is loaded, the user needs to complete authentication with the Agent.

Tasks are run on a computer only if Kaspersky Endpoint Security is running.

Add a new task

How to create a task in the Administration Console (MMC)®
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1. Open the Kaspersky Security Center Administration Console.
2. Select the Tasks folder in the Administration Console tree.

3. Click the New task button.
The Task Wizard starts.

4. Follow the instructions of the Task Wizard.

How to create a task in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click Add.
The Task Wizard starts.

3. Configure the task settings:
a. In the Application drop-down list, select Kaspersky Endpoint Security for Windows (12.4).
b. In the Task type drop-down list, select the task that you want to run on user computers.
c. In the Task name field, enter a brief description.
d. In the Select devices to which the task will be assigned block, select the task scope.
4. Select devices according to the selected task scope option. Go to the next step.

5. Select an account to run the task. By default, Kaspersky Endpoint Security starts the task with the rights
of alocal user account.

6. Exit the Wizard.

A new task will be displayed in the list of tasks. The task will have the default settings. To configure the task
settings, you need to go to the task properties. To run a task, you need to select the check box opposite the task
and click the Start button. After the task has started, you can pause the task and resume it later.

In the list of tasks, you can monitor the task results, which include the task status and the statistics for task
performance on computers. You can also create a selection of events to monitor the completion of tasks
(Monitoring and reporting — Event selections). For more details on event selection, refer to the Kaspersky
Security Center Help@. Task execution results are also saved locally in Windows event log and in Kaspersky
Endpoint Security reports.

Task access control
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The rights to access Kaspersky Endpoint Security tasks (read, write, execute) are defined for each user who has
access to Kaspersky Security Center Administration Server, through the settings of access to functional areas of
Kaspersky Endpoint Security. To configure access to the functional areas of Kaspersky Endpoint Security, go to
the Security section of the properties window of Kaspersky Security Center Administration Server. For more
details on task management through Kaspersky Security Center, please refer to the Kaspersky Security Center

Help=.

You can configure users' rights to access tasks using a policy (task management mode). For example, you can hide
group tasks in the Kaspersky Endpoint Security interface.

How to configure the task management mode in the Kaspersky Endpoint Security interface through the
Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.
4. In the policy window, select Local Tasks — Task management.

5. Configure the task management mode (see the table below).

6. Save your changes.

How to configure the task management mode in the Kaspersky Endpoint Security interface through the Web
Console

1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Local Tasks — Task management.
5. Configure the task management mode (see the table below).

6. Save your changes.

Task management settings

Parameter Description
Allow use of If the check box is selected, local tasks are displayed in the Kaspersky Endpoint Security
local tasks local interface. When there are no additional policy restrictions, the user can configure and

run tasks. However, configuring task run schedule remains unavailable for the user. The user
can run tasks only manually.

If the check box is cleared, use of local tasks is stopped. In this mode, local tasks do not run
according to schedule. Tasks cannot be started or configured in the local interface of
Kaspersky Endpoint Security, or when working with the command line.
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A user can still start a scan of a file or folder by selecting the Scan for viruses option in the
context menu of the file or folder. The scan task is started with the default values of
settings for the custom scan task.

Allow group If the check box is selected, group tasks are displayed in the Kaspersky Endpoint Security
tasks to be local interface. The user can view the list of all tasks in the application interface.
displayed If the check box is cleared, Kaspersky Endpoint Security displays an empty task list.
Allow If the check box is selected, users can start and stop group tasks specified in Kaspersky
management Security Center. Users can start and stop tasks in the application interface or in the

of group simplified application interface.

tasks

If the check box is cleared, Kaspersky Endpoint Security starts scheduled tasks
automatically, or the administrator starts tasks manually in Kaspersky Security Center.

Configuring local application settings

In Kaspersky Security Center, you can configure Kaspersky Endpoint Security settings on a particular computer.
They are the local application settings. Some settings may be inaccessible for editing. These settings are locked by
the g attribute in the policy properties.

How to configure the local application settings in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2. In the Managed devices folder of the Administration Console tree, open the folder with the name of the
administration group to which the relevant client computer belongs.

3. In the workspace, select the Devices tab.
4. Select the computer for which you want to configure Kaspersky Endpoint Security settings.

5. In the context menu of the client computer, select Properties.

A client computer properties window opens.

6. In the client computer properties window, select the Applications section.

A list of Kaspersky applications that are installed on the client computer appears in the right part of the
client computer properties window.

7. Select Kaspersky Endpoint Security.

8. Click the Properties button under the list of Kaspersky applications.

This opens the Kaspersky Endpoint Security for Windows application settings window.

9. In the General Settings section, configure Kaspersky Endpoint Security as well as Reports and Storage.

The other sections of the Kaspersky Endpoint Security for Windows application settings window are
standard for Kaspersky Security Center. A description of these sections is provided in the Kaspersky
Security Center Help.

If an application is subject to a policy that prohibits changes to specific settings, you will not be able to
edit them while configuring application settings in the General settings section.

10. Save your changes.

How to configure the local application settings in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Managed devices.

2. Select the computer for which you want to configure local application settings.

This opens the computer properties.
3. Select the Applications tab.

4. Click Kaspersky Endpoint Security for Windows.

This opens the local application settings.
5. Select the Application settings tab.
6. Configure the local application settings.

7. Save your changes.

Local application settings are the same as policy settings, except for encryption settings.

Starting and stopping Kaspersky Endpoint Security

After installing Kaspersky Endpoint Security to a user's computer, the application is started automatically. By
default, Kaspersky Endpoint Security is started after operating system startup. It is not possible to configure

automatic startup of the application in the operating system settings.

Downloading Kaspersky Endpoint Security anti-virus databases after the operating system starts can take up
to two minutes depending on the capabilities of the computer. During this time, the level of computer
protection is reduced. The downloading of anti-virus databases when Kaspersky Endpoint Security is started
on an already started operating system does not cause a reduction in the level of computer protection.

How to configure the startup of Kaspersky Endpoint Security in the Administration Console (MMC) @

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.
4. In the policy window, select General settings — Application settings.

5. Use the Start Kaspersky Endpoint Security on computer startup (recommended) check box to
configure the application startup.

6. Save your changes.

How to configure the startup of Kaspersky Endpoint Security in the Web Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to General settings — Application Settings.

5. Use the Start Kaspersky Endpoint Security on computer startup (recommended) check box to
configure the application startup.

6. Save your changes.

How to configure the startup of Kaspersky Endpoint Security in the application interface @

1. In the main application window, click the & button.

2.In the application settings window, select General settings — Application settings.

Kaspersky < Monitoring

Application settings

Endpoint Security
DnI:Iu Monitoring .
Operating mode
O Launch Kaspersky Endpoint Security at computer startup (recommended)
Use Advanced Disinfection technology (requires considerable computer resources)

Install updates without computer restart

Performance
Postpone scheduled tasks while running on battery power

Concede resources to other applications

Self-Defense
Self-Defense provides additional security for your computer.
Enable Self-Defense

block all attempts to modify or dele sky ol ity files, memory

Enable external management of system services ®

Debug information

3. Use the Start Kaspersky Endpoint Security on computer startup (recommended) check box to
configure the application startup.

4. Save your changes.
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Kaspersky experts recommend against manually stopping Kaspersky Endpoint Security because doing so
exposes the computer and your personal data to threats. If necessary, you can pause computer protection for
as long as you need to, without stopping the application.

You can monitor the application status by using the Protection Status widget.

How to start or stop Kaspersky Endpoint Security in the Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the Managed devices folder of the Administration Console tree, open the folder with the name of the
administration group to which the relevant client computer belongs.

3. In the workspace, select the Devices tab.
4. Select the computer on which you want to start or stop the application.
5. Right-click to display the context menu of the client computer and select Properties.

6. In the client computer properties window, select the Applications section.

A list of Kaspersky applications that are installed on the client computer appears in the right part of the
client computer properties window.

7. Select Kaspersky Endpoint Security.

8. Do the following:

e To start the application, click the "\« | button to the right of the list of Kaspersky applications.

e To stop the application, click the Q button to the right of the list of Kaspersky applications.

How to start or stop Kaspersky Endpoint Security in the Web Console

1. In the main window of the Web Console, select Devices — Managed devices.

2. Click the name of the computer on which you want to start or stop Kaspersky Endpoint Security.

The computer properties window opens.
3. Select the Applications tab.
4. Select the check box opposite Kaspersky Endpoint Security for Windows.

5. Click the Start or Stop button.

How to start or stop Kaspersky Endpoint Security from the command line

149


javascript:toggleBlock('196495')
javascript:toggleBlock('196534')
javascript:toggleBlock('196510')

1. Run the command line interpreter (cmd.exe) as an administrator.

2. Go to the folder where the Kaspersky Endpoint Security executable file is located.
You can add path to the executable file to the %PATH% system variable during application installation.

3. To start the application from the command line, enter klpsm.exe start_avp_service.

4. To stop the application from the command line, enter klpsm.exe stop_avp_service.

To stop the application from the command line, enable external management of system services.

BN Administrator: Command Prompt

Pausing and resuming computer protection and control

Pausing computer protection and control means disabling all protection and control components of Kaspersky
Endpoint Security for some time.

The application status is displayed using the application icon in the taskbar notification area.
* The [ icon signifies that computer protection and control are paused.
* The [g icon signifies that computer protection and control are enabled.

Pausing or resuming computer protection and control does not affect scan or update tasks.

If any network connections are already established when you pause or resume computer protection and control, a
notification about the termination of these network connections is displayed.

To pause computer protection and control:
1. Right-click to bring up the context menu of the application icon that is in the taskbar notification area.

2.In the context menu, select Pause protection (see the figure below).

This context menu item is available if Password Protection is enabled.

3. Select one of the following options:

¢ Pause for <time period> — computer protection and control will resume after the amount of time that is
specified in the drop-down list below.
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¢ Pause until application restart — computer protection and control will resume after you restart the
application or restart the operating system. Automatic startup of the application must be enabled to use

this option.

* Pause — computer protection and control will resume when you decide to re-enable them.

4. Click Pause protection.

Kaspersky Endpoint Security will pause the operation of all protection and control components that are not
marked by a lock (@) in the policy. Prior to performing this operation, it is recommended to disable the Kaspersky

Security Center policy.

Kaspersky Endpoint Security for Windows
Pause protection...

Settings

Support

About

Exit

Application icon context menu

To resume computer protection and control:

1. Right-click to bring up the context menu of the application icon that is in the taskbar notification area.

2. In the context menu, select Resume protection.

You can resume computer protection and control at any time, regardless of the computer protection and
control pause option that you selected previously.

Creating and using a configuration file

A configuration file with Kaspersky Endpoint Security settings lets you accomplish the following tasks:

e Perform local installation of Kaspersky Endpoint Security via the command line with predefined settings.

To do so, you must save the configuration file in the same folder where the distribution package is located.

e Perform remote installation of Kaspersky Endpoint Security via Kaspersky Security Center with predefined
settings.

* Migrate Kaspersky Endpoint Security settings from one computer to another (see the instructions below).

To create a configuration file:

1. In the main application window, click the & button.

2.In the application settings window, select General settings — Manage settings.

3. Click Export.

4. In the window that opens, specify the path to where you want to save the configuration file, and enter its name.
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To use the configuration file for local or remote installation of Kaspersky Endpoint Security, you must name

it install.cfg.

5. Save the file.

To import Kaspersky Endpoint Security settings from a configuration file:

1. In the main application window, click the £ button.

2.In the application settings window, select General settings — Manage settings.

3. Click Import.

4. In the window that opens, enter the path to the configuration file.

5. Open the file.

All values of Kaspersky Endpoint Security settings will be set according to the selected configuration file.

Kaspersky < Monitoring

Manage settings

Monitoring
ky Endpoint Security as a file and use them later on another

You can save the current settings of K

Y
computer or after an unintended change of the settings. You can also restore the default settings atany

moment.
Import
yath for a pre application settings file.
g the current application settin,

Restore

Restore default values.

Restoring the default application settings

You can restore the application settings recommended by Kaspersky at any time. When the settings are restored,
the Recommended security level is set for all protection components.
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To restore the default application settings:

1. In the main application window, click the # button.

2.In the application settings window, select General settings — Manage settings.

3. Click Restore.

4. Save your changes.

Kaspersky < Monitoring

Manage settings

Monitoring
You can save the current settings of Kaspersky Endpoint Security as a file and use them later on another
computer or after an unintended change of the settings. You can also restore the default settings at any

moment.

Restore

Restore defaultv
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Malware Scan

Malware scan is vital to computer security. Regularly run malware scans to rule out the possibility of spreading
malware that is undetected by protection components due to a low security level setting or for other reasons.

Kaspersky Endpoint Security does not scan files whose contents are located in OneDrive cloud storage, and
creates log entries stating that these files have not been scanned.

Full Scan

A thorough scan of the entire computer. Kaspersky Endpoint Security scans the following objects:

Kernel memory;

Objects that are loaded at startup of the operating system

Boot sectors;

e Operating system backup

All hard and removable drives

Kaspersky experts recommend that you do not change the scan scope of the Full Scan task.

To conserve computer resources, it is recommended to use a background scan task instead of a full scan task.
This will not affect the security level of the computer.

Critical Areas Scan

By default, Kaspersky Endpoint Security scans the kernel memory, running processes, and disk boot sectors.

Kaspersky experts recommend that you do not change the scan scope of the Critical Areas Scan task.

Custom Scan

Kaspersky Endpoint Security scans the objects that are selected by the user. You can scan any object from the
following list:

* System memory
* Objects that are loaded at startup of the operating system
* Operating system backup

¢ Microsoft Outlook mailbox
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¢ Hard, removable, and network drives

* Any selected file

Background scan

Background scanis a scan mode of Kaspersky Endpoint Security that does not display notifications for the user.
Background scan requires less computer resources than other types of scans (such as a full scan). In this mode,
Kaspersky Endpoint Security scans startup objects, the boot sector, system memory, and the system partition.

Integrity check

Kaspersky Endpoint Security checks the application modules for corruption or modifications.

Scanning the computer

A scanis vital to computer security. Regularly run malware scans to rule out the possibility of spreading malware
that is undetected by protection components due to a low security level setting or for other reasons. The
component provides computer protection with the help of anti-virus databases, the Kaspersky Security Network
cloud service, and heuristic analysis.

Kaspersky Endpoint Security has the following standard tasks predefined: Full Scan, Critical Areas Scan, Custom
Scan. If your organization has the Kaspersky Security Center administration system deployed, you can create a
Malware Scan task and configure the scan. The Background scantask is also available in Kaspersky Security
Center. The background scan cannot be configured.

How to run a scan task in the Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.
2.In the console tree, select Tasks.

3. Select the scan task and double-click to open the task properties.

If necessary, create the Malware Scan task.
4. In the task properties window, select the Settings section.

5. Configure the scan task (see the table below).

If necessary, configure the scan task schedule.

6. Save your changes.
7.Run the scan task.
Kaspersky Endpoint Security will start scanning the computer. If the user has interrupted the execution of

the task (for example by powering off the computer), Kaspersky Endpoint Security automatically runs the
task, continuing from the point where the scan was interrupted.
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How to run a scan task in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the scan task.

The task properties window opens.
3. Select the Application settings tab.

4. Configure the scan task (see the table below).

If necessary, configure the scan task schedule.

5. Save your changes.

6. Run the scan task.
Kaspersky Endpoint Security will start scanning the computer. If the user has interrupted the execution of

the task (for example by powering off the computer), Kaspersky Endpoint Security automatically runs the
task, continuing from the point where the scan was interrupted.

How to run a scan task in the application interface

1. In the main application window, go to the Tasks section.
2. In the task list, select the scan task and click .

3. Configure the scan task (see the table below).

If necessary, configure the scan task schedule.

4. Save your changes.

5. Run the scan task.

Kaspersky Endpoint Security will start scanning the computer. The application will show the scan progress,
the number of scanned files, and the scan time remaining. You can stop the task at any time by clicking the
Stop button. If the scan task is not displayed, it means the administrator has prohibited the use of local

tasks in the policy.

As aresult, Kaspersky Endpoint Security scans the computer and if a threat is detected, executes the action
configured in application settings. Typically the application attempts to disinfect infected files. As a result, the
infected files can receive the following statuses:

* Postponed. The infected file could not be disinfected. The application deletes the infected file after computer
restart.

* Logged. The infected file could not be disinfected. The application adds information about detected infected
files to the list of active threats.
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e Write not supported or Write error. The infected file could not be disinfected. The application has no write

access.

e Already processed. The application detected an infected file earlier. The application disinfects or deletes the
infected file after computer restart.

Scan settings

Parameter

Security level

Action on
threat
detection

Run
Advanced
Disinfection
immediately

Description

Kaspersky Endpoint Security can use different groups of settings for running a scan.
These groups of settings that are stored in the application are called security levels:

e High. Kaspersky Endpoint Security scans all types of files. When scanning
compound files, the application also scans mail-format files.

e Recommended. Kaspersky Endpoint Security scans only the specified file formats
on all hard drives, network drives, and removable storage media of the computer, and
also embedded OLE objects. The application does not scan archives or installation
packages.

e Low. Kaspersky Endpoint Security scans only new or modified files with the
specified extensions on all hard drives, removable drives, and network drives of the
computer. The application does not scan compound files.

You can select one of the preset security levels or manually configure security level
settings. If you change the security level settings, you can always revert back to the
recommended security level settings.

Disinfect, delete if disinfection fails. If this option is selected, the application
automatically attempts to disinfect all infected files that are detected. If disinfection
fails, the application deletes the files.

Disinfect, block if disinfection fails. If this option is selected, Kaspersky Endpoint
Security automatically attempts to disinfect all infected files that are detected. If
disinfection is not possible, Kaspersky Endpoint Security adds the information about
the infected files that are detected to the list of active threats.

Inform. If this option is selected, Kaspersky Endpoint Security adds the information
about infected files to the list of active threats on detection of these files.

Before attempting to disinfect or delete an infected file, the application creates a
backup copy of the file in case you need to restore the file or if it can be
disinfected in the future.

On detection of infected files that are part of the Windows Store application,
Kaspersky Endpoint Security attempts to delete the file.

Advanced Disinfection during a virus scan task on a computer is performed only if
the Advanced Disinfection feature is enabled in the properties of the policy applied
to this computer.
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(available only
in the
Kaspersky
Security
Center
Console)

Scan scope

Scan
schedule

Postpone
running after
application
startup for N
minutes

Run skipped
tasks

Run only
when the
computer is
idle

Run scan as

File types

If the check box is selected, Kaspersky Endpoint Security disinfects the active infection
immediately after it is detected during the execution of the virus scan task. After the
active infection is disinfected, Kaspersky Endpoint Security reboots the computer
without prompting the user.

If the check box is cleared, Kaspersky Endpoint Security does not disinfect the active
infection immediately after it is detected during the execution of the virus scan task.
Kaspersky Endpoint Security generates active infection events in local application
reports and on the Kaspersky Security Center side. The active infection can be
disinfected when the virus scan task is run again with the Advanced Disinfection
feature turned on. In this way, the system administrator can choose the appropriate
time to do Advanced Disinfection and subsequently reboot the computers
automatically.

List of objects that Kaspersky Endpoint Security scans while performing a scan task.
Objects within the scan scope can include the kernel memory, running processes, boot
sectors, system backup storage, mail databases, hard drive, removable drive or network
drive, folder or file.

Manually. Run mode in which you can start scan manually at a time when it is
convenient for you.

By schedule. In this scan task run mode, the application starts the scan task in
accordance with the schedule that you create. If this scan task run mode is selected,
you can also start the scan task manually.

Postponed start of the scan task after application startup. At operating system
startup, many processes are running, therefore it is advantageous to postpone running
the scan task instead of running it immediately after Kaspersky Endpoint Security
startup.

If the check box is selected, Kaspersky Endpoint Security starts the skipped scan task
as soon as it becomes possible. The scan task may be skipped, for example, if the
computer was off at the scheduled scan task start time. If the check box is cleared,
Kaspersky Endpoint Security does not run skipped scan tasks. Instead, it carries out the
next scan task in accordance with the current schedule.

Postponed start of the scan task when computer resources are busy. Kaspersky
Endpoint Security starts the scan task if the computer is locked or if the screen saver is
on. If you have interrupted the execution of the task, for example by unlocking the
computer, Kaspersky Endpoint Security automatically runs the task, continuing from
the point where it was interrupted.

By default the scan task is run in the name of the user with whose rights you are
registered in the operating system. The protection scope may include network drives or
other objects that require special rights to access. You can specify a user that has the
required rights in the application settings and run the scan task under this user's
account.

Kaspersky Endpoint Security considers files without an extension as executable
ones. The application always scans executable files regardless of the file types that
you select for scanning.

All files. If this setting is enabled, Kaspersky Endpoint Security checks all files without
exception (all formats and extensions).

Files scanned by format. If this setting is enabled, the application scans infectable files
‘@ only. Before scanning a file for malicious code, the internal header of the file is
analyzed to determine the format of the file (for example, txt, .doc, or .exe). The scan

also looks for files with particular file extensions.
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Scan only
new and
modified files

Skip file that
is scanned
for longer
than N
seconds

Do not run
multiple scan
tasks at the
same time

Scan archives

Scan
distribution
packages

Scan files in
Microsoft
Office
formats

Scan email
format files

By default, Kaspersky Endpoint Security scans files by their format. Scanning files by
extension is less safe because a malicious file can have an extension that is not on the
list of potentially infectable (for example, .123).

Scans only new files and those files that have been modified since the last time they
were scanned. This helps reduce the duration of a scan. This mode applies both to
simple and to compound files.

This sets a time limit for scanning a single object. After the specified amount of time,
the application stops scanning a file. This helps reduce the duration of a scan.

Postponed start of scan tasks if a scan is already running. Kaspersky Endpoint Security
will enqueue new scan tasks if the current scan continues. This helps optimize the load
on the computer. For example, let's assume that the application has started a Full Scan
task according to the schedule. If a user attempts to start a quick scan from the
application interface, Kaspersky Endpoint Security will enqueue this quick scan task and
then automatically start this task after the Full Scan task is finished.

However, Kaspersky Endpoint Security immediately starts a scan task even if one of the
following scan tasks is running:

e Scan of removable drives on connection.

¢ Scan from Context Menu.

e Critical Areas Scan that was started upon detection of an Indicator of Compromise
(IoC).

If this check box is cleared, Kaspersky Endpoint Security lets you run multiple scan tasks
at the same time. Running multiple scan tasks requires more computer resources.

Scanning ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE, and other archives. The
application scans archives not only by extension, but also by format. When checking
archives, the application performs a recursive unpacking. This allows to detect threats
inside multi-level archives (archive within an archive).

This check box enables/disables scanning of third-party distribution packages.

Scans Microsoft Office files (DOC, DOCX, XLS, PPT and other Microsoft extensions).
Office format files include OLE objects as well. Kaspersky Endpoint Security scans
office format files that are smaller than 1MB, regardless of whether the check box is
selected or not.

Scanning email format files and the email database. The application scans PST and OST
files used by MS Outlook and Windows Mail mail clients as well as EML files.

Kaspersky Endpoint Security does not support the 64-bit version of MS Outlook
email client. This means that Kaspersky Endpoint Security does not scan MS
Outlook files (PST and OST files) if a 64-bit version of MS Outlook is installed on
the computer, even if mail is included in the scan scope.

If the check box is selected, Kaspersky Endpoint Security splits the mail-format file into
its components (header, body, attachments) and scans them for threats.
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Scan
password-
protected
archives

Do not
unpack large
compound
files

Machine
learning and
signature
analysis

Heuristic
Analysis

iSwift
Technology

(available only
in the
Administration
Console
(MMC) and in
the Kaspersky
Endpoint
Security
interface)

iChecker
Technology

(available only
in the
Administration
Console
(MMC) and in
the Kaspersky
Endpoint
Security
interface)

If this check box is cleared, Kaspersky Endpoint Security scans the mail-format file as a
single file.

If the check box is selected, the application scans password-protected archives. Before
files in an archive can be scanned, you are prompted to enter the password.

If the check box is cleared, the application skips scanning of password-protected
archives.

If this check box is selected, the application does not scan compound files if their size
exceeds the specified value.

If this check box is cleared, the application scans compound files of all sizes.

The application scans large files that are extracted from archives regardless of whether
the check box is selected or not.

The machine learning and signature analysis method uses the Kaspersky Endpoint
Security databases that contain descriptions of known threats and ways to neutralize
them. Protection that uses this method provides the minimum acceptable security level.

Based on the recommendations of Kaspersky experts, machine learning and signature
analysis is always enabled.

The technology was developed for detecting threats that cannot be detected by using
the current version of Kaspersky application databases. It detects files that may be
infected with an unknown virus or a new variety of a known virus.

When scanning files for malicious code, the heuristic analyzer executes instructions in
the executable files. The number of instructions that are executed by the heuristic
analyzer depends on the level that is specified for the heuristic analyzer. The heuristic
analysis level ensures a balance between the thoroughness of searching for new
threats, the load on the resources of the operating system, and the duration of
heuristic analysis.

This technology allows increasing scan speed by excluding certain files from scanning.
Files are excluded from scans by using a special algorithm that takes into account the
release date of Kaspersky Endpoint Security databases, the date when the file was last
scanned, and any modifications to the scan settings. The iSwift technology is an
advancement of the iChecker technology for the NTFS file system.

This technology allows increasing scan speed by excluding certain files from scanning.
Files are excluded from scans by using a special algorithm that takes into account the
release date of Kaspersky Endpoint Security databases, the date when the file was last
scanned, and any modifications to the scan settings. There are limitations to iChecker
Technology: it does not work with large files and applies only to files with a structure
that the application recognizes (for example, EXE, DLL, LNK, TTF, INF, SYS, COM, CHM,
ZIP, and RAR).
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Scanning removable drives when they are connected to the computer

Kaspersky Endpoint Security scans all files that you run or copy, even if the file is located on a removable drive (File
Threat Protection component). To prevent the spread of viruses and other malware, you can configure automatic
scans of removable drives when they are connected to the computer. Kaspersky Endpoint Security automatically
attempts to disinfect all infected files that are detected. If disinfection fails, Kaspersky Endpoint Security deletes
the files. The component keeps a computer secure by running scans that implement machine learning, heuristic
analysis (high level) and signature analysis. Kaspersky Endpoint Security also uses iSwift and iChecker scan
optimization technologies. The technologies are always on and cannot be disabled.

How to configure running the Removable drives scan in the Administration Console (MMC) @

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Local Tasks — Removable drives scan.

5. In the Action when a removable drive is connected drop-down list, select Detailed Scan or Quick Scan.
6. Configure advanced options for Removable drives scan (see table below).

7. Save your changes.

How to configure running the Removable drives scan in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Local Tasks — Removable drives scan.

5. In the Action when a removable drive is connected drop-down list, select Detailed Scan or Quick Scan.
6. Configure advanced options for Removable drives scan (see table below).

7. Save your changes.

How to configure running the Removable drives scan in the application interface
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1. In the main application window, go to the Tasks section.

2. In the task list, select the scan task and click .

3. Use the Removable drives scan toggle to enable or disable scans of removable drives upon connection to
the computer.

4. Configure advanced options for Removable drives scan (see table below).

5. Save your changes.

As a result, Kaspersky Endpoint Security runs a Removable drives scan for removable drives that are not
larger than the specified maximum size. If the Removable drives scan task is not displayed, it means the
administrator has prohibited the use of local tasks in the policy.

Removable drives scan task settings

Parameter

Action
when a
removable
drive is
connected

Maximum
removable
drive size

Show scan
progress

Block the

stopping
of the
scan task

Description

Detailed Scan. If this item is selected, when a removable drive is connected, Kaspersky
Endpoint Security scans all files on the removable drive, including files nested in compound
objects, archives, distribution packages, and files in office formats. Kaspersky Endpoint
Security does not scan files in mail formats or password-protected archives.

Quick Scan. If this option is selected, after a removable drive is connected Kaspersky
Endpoint Security scans only files of specific formats that are most vulnerable to infection,
and does not unpack compound objects.

If this check box is selected, Kaspersky Endpoint Security performs the action that is selected
in the Action when a removable drive is connected drop-down list on removable drives with a
size not more than the specified maximum drive size.

If the check box is cleared, Kaspersky Endpoint Security performs the action that is selected
in the Action when a removable drive is connected drop-down list on removable drives of
any size.

If the check box is selected, Kaspersky Endpoint Security displays the progress of removable
drives scan in a separate window and in the Tasks section.

If the check box is cleared, Kaspersky Endpoint Security performs removable drives scan in
the background.

If this check box is selected, then for the removable drives scan task in the local interface of
Kaspersky Endpoint Security, the Stop button in the Tasks section and the Stop button in the
removable drives scan window are not available.

Background scan

Background scanis a scan mode of Kaspersky Endpoint Security that does not display notifications for the user.
Background scan requires less computer resources than other types of scans (such as a full scan). In this mode,
Kaspersky Endpoint Security scans startup objects, the boot sector, system memory, and the system partition.
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To conserve computer resources, it is recommended to use a background scan task instead of a full scan task. This
will not affect the security level of the computer. These tasks have the same scan scope. To optimize the load on
the computer, the application does not run a Full Scan task and a Background Scan task at the same time. If you
have already ran a Full Scan task, Kaspersky Endpoint Security will not start a Background Scan task for seven
days after the Full Scan task is completed.
A background scan is started in the following cases:

e After an anti-virus database update.

¢ 30 minutes after Kaspersky Endpoint Security is started.

e Every six hours.

* When the computer is idling for five minutes or more (the computer is locked or the screensaver is on).

Background scan when the computer is idling is interrupted when any of the following conditions are true:

* The computer went into active mode.

If the background scan has not been run for more than ten days, the scan is not interrupted.

* The computer (laptop) has switched to battery mode.

When performing a background scan, Kaspersky Endpoint Security does not scan files whose contents are
located in OneDrive cloud storage.

How to enable background scanning in the Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Local Tasks — Background scan.

5. Use the Enable background scan check box to enable or disable background scanning.

6. Save your changes.

How to enable background scanning in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Local Tasks — Background scan.

5. Use the Enable background scan check box to enable or disable background scanning.

6. Save your changes.

How to enable background scanning in the application interface

1. In the main application window, go to the Tasks section.
2. In the task list, select the scan task and click #.
3. Use the Background scan toggle to enable or disable background scans.

4. Save your changes.

If the Background scanis not displayed, it means the administrator has prohibited using local tasks in the

policy.

Scan from context menu

Kaspersky Endpoint Security lets you run a scan of individual files for viruses and other malware from the context
menu (see the figure below).

When performing a scan from the context menu, Kaspersky Endpoint Security does not scan files whose
contents are located in OneDrive cloud storage.

. . Open
im_not_a_virus e
Print

Edit

I( Scan for viruses
|( Check reputation in KSN
I< New encrypted package...

Properties

Scan from context menu

How to configure Scan from Context Menu in Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Local Tasks — Scan from Context Menu.

5. Configure Scan from Context Menu (see the table below).
6. Save your changes.

How to configure Scan from Context Menu in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.

3. Select the Application settings tab.
4. Go to Local Tasks — Scan from Context Menu.

5. Configure Scan from Context Menu (see the table below).
6. Save your changes.

How to configure Scan from Context Menu in the application interface

1. In the main application window, go to the Tasks section.
2.In the task list, select the scan task and click #.

3. Configure Scan from Context Menu (see the table below).

4. Save your changes.

If the Scan from Context Menu task is not displayed, it means the administrator has prohibited the use of

local tasks in the policy.

Scan from Context Menu task settings

Parameter Description
Security Kaspersky Endpoint Security can use different groups of settings for running a scan. These
level groups of settings that are stored in the application are called security levels:

* High. Kaspersky Endpoint Security scans all types of files. When scanning compound files,
the application also scans mail-format files.
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Action on
threat
detection

File types

Scan only
new and
modified
files

Skip file
that is
scanned
for longer
than N
seconds

Scan
archives

Scan
distribution
packages

Scan files

* Recommended. Kaspersky Endpoint Security scans only the specified file formats on all
hard drives, network drives, and removable storage media of the computer, and also
embedded OLE objects. The application does not scan archives or installation packages.

e Low. Kaspersky Endpoint Security scans only new or modified files with the specified
extensions on all hard drives, removable drives, and network drives of the computer. The
application does not scan compound files.

Disinfect, delete if disinfection fails. If this option is selected, the application automatically
attempts to disinfect all infected files that are detected. If disinfection fails, the application
deletes the files.

Disinfect, block if disinfection fails. If this option is selected, Kaspersky Endpoint Security
automatically attempts to disinfect all infected files that are detected. If disinfection is not
possible, Kaspersky Endpoint Security adds the information about the infected files that are
detected to the list of active threats.

Inform. If this option is selected, Kaspersky Endpoint Security adds the information about
infected files to the list of active threats on detection of these files.

Kaspersky Endpoint Security considers files without an extension as executable ones.
The application always scans executable files regardless of the file types that you select
for scanning.

All files. If this setting is enabled, Kaspersky Endpoint Security checks all files without
exception (all formats and extensions).

only. Before scanning a file for malicious code, the internal header of the file is analyzed to
determine the format of the file (for example, txt, .doc, or .exe). The scan also looks for files
with particular file extensions.

only. The file format is then determined based on the file's extension.

By default, Kaspersky Endpoint Security scans files by their format. Scanning files by
extension is less safe because a malicious file can have an extension that is not on the list of
potentially infectable (for example, .123).

Scans only new files and those files that have been modified since the last time they were
scanned. This helps reduce the duration of a scan. This mode applies both to simple and to
compound files.

This sets a time limit for scanning a single object. After the specified amount of time, the
application stops scanning a file. This helps reduce the duration of a scan.

Scanning ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE, and other archives. The
application scans archives not only by extension, but also by format. When checking archives,
the application performs a recursive unpacking. This allows to detect threats inside multi-
level archives (archive within an archive).

The check box enables or disables scanning of distribution packages.

Scans Microsoft Office files (DOC, DOCX, XLS, PPT and other Microsoft extensions). Office
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password-
protected
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Do not
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large
compound
files

Machine
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and
signature
analysis

Heuristic
Analysis

iSwift
Technology

iChecker
Technology

format files include OLE objects as well. Kaspersky Endpoint Security scans office format
files that are smaller than 1MB, regardless of whether the check box is selected or not.

Scanning email format files and the email database. The application scans PST and OST files
used by MS Outlook and Windows Mail mail clients as well as EML files.

Kaspersky Endpoint Security does not support the 64-bit version of MS Outlook email
client. This means that Kaspersky Endpoint Security does not scan MS Outlook files
(PST and OST files) if a 64-bit version of MS Outlook is installed on the computer, even if
mail is included in the scan scope.

If the check box is selected, Kaspersky Endpoint Security splits the mail-format file into its
components (header, body, attachments) and scans them for threats.

If this check box is cleared, Kaspersky Endpoint Security scans the mail-format file as a single
file.

If the check box is selected, the application scans password-protected archives. Before files
in an archive can be scanned, you are prompted to enter the password.

If the check box is cleared, the application skips scanning of password-protected archives.

If this check box is selected, the application does not scan compound files if their size
exceeds the specified value.

If this check box is cleared, the application scans compound files of all sizes.

The application scans large files that are extracted from archives regardless of whether the
check box is selected or not.

The machine learning and signature analysis method uses the Kaspersky Endpoint Security
databases that contain descriptions of known threats and ways to neutralize them.
Protection that uses this method provides the minimum acceptable security level.

Based on the recommendations of Kaspersky experts, machine learning and signature
analysis is always enabled.

The technology was developed for detecting threats that cannot be detected by using the
current version of Kaspersky application databases. It detects files that may be infected with
an unknown virus or a new variety of a known virus.

When scanning files for malicious code, the heuristic analyzer executes instructions in the
executable files. The number of instructions that are executed by the heuristic analyzer
depends on the level that is specified for the heuristic analyzer. The heuristic analysis level
ensures a balance between the thoroughness of searching for new threats, the load on the
resources of the operating system, and the duration of heuristic analysis.

This technology allows increasing scan speed by excluding certain files from scanning. Files
are excluded from scans by using a special algorithm that takes into account the release date
of Kaspersky Endpoint Security databases, the date when the file was last scanned, and any
modifications to the scan settings. The iSwift technology is an advancement of the iChecker
technology for the NTFS file system.

This technology allows increasing scan speed by excluding certain files from scanning. Files
are excluded from scans by using a special algorithm that takes into account the release date
of Kaspersky Endpoint Security databases, the date when the file was last scanned, and any
modifications to the scan settings. There are limitations to iChecker Technology: it does not
work with large files and applies only to files with a structure that the application recognizes
(for example, EXE, DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP, and RAR).
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Application Integrity Control

Kaspersky Endpoint Security checks the application modules for corruption or modifications. For example, if an
application library has an incorrect digital signature, the library is considered corrupt. The Integrity check task is
intended for checking application files. Run the Integrity check task if Kaspersky Endpoint Security detected a
malicious object but did not neutralize it.

You can create the Integrity check task both in the Kaspersky Security Center Web Console and in the
Administration Console. It is not possible to create a task in the Kaspersky Security Center Cloud Console.

Application integrity breaches may occur in the following cases:

e A malicious object modified files of Kaspersky Endpoint Security. In this case, perform the procedure for
restoring Kaspersky Endpoint Security using the tools of the operating system. After restoration, run a full scan
of the computer and repeat the integrity check.

e The digital signature expired. In this case, update Kaspersky Endpoint Security.

How to run an application integrity check through the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

The list of tasks opens.
3. Click New task.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting task type

Select Kaspersky Endpoint Security for Windows (12.4) — Integrity check.

Step 2. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. The following options are available:

* Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

e Select computers detected by the Administration Server in the network: unassigned devices. The specific
devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

Step 3. Configuring a task start schedule

Configure a schedule for starting a task, for example, manually or when a virus outbreak is detected.

Step 4. Defining the task name

Enter a name for the task, for example, Integrity check after the computer was infected.

Step 5. Completing task creation

Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties. As a result, Kaspersky Endpoint Security will check the
integrity of the application. You can also configure an application integrity check schedule in the task
properties (see the table below).

How to run an application integrity check through the Web Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click Add.
The Task Wizard starts.

3. Configure the task settings:
a. In the Application drop-down list, select Kaspersky Endpoint Security for Windows (12.4).
b. In the Task type drop-down list, select Integrity check.

c. In the Task name field, enter a brief description, for example, Check the integrity of the application
after a computer infection.

d. In the Select devices to which the task will be assigned block, select the task scope.
4. Select devices according to the selected task scope option. Go to the next step.

5. Select an account to run the task. By default, Kaspersky Endpoint Security starts the task with the rights
of alocal user account.

6. Exit the Wizard.
A new task will be displayed in the list of tasks.

7. Select the check box next to the task.

As a result, Kaspersky Endpoint Security will check the integrity of the application. You can also configure an
application integrity check schedule in the task properties (see the table below).

How to run an integrity check in the application interface

1. In the main application window, go to the Tasks section.
2. This opens the task list; select the Integrity check task and click Run.

As a result, Kaspersky Endpoint Security will check the integrity of the application. You can also configure an
application integrity check schedule in the task properties (see the table below). If the Integrity check task
is not displayed, it means the administrator has prohibited the use of local tasks in the policy.

Integrity check task settings

Parameter Description
Scan Manually. Run mode in which you can start scan manually at a time when it is convenient for
schedule you.

By schedule. In this scan task run mode, the application starts the scan task in accordance
with the schedule that you create. If this scan task run mode is selected, you can also start the
scan task manually.

Run If the check box is selected, Kaspersky Endpoint Security starts the skipped scan task as soon
skipped as it becomes possible. The scan task may be skipped, for example, if the computer was off at
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tasks the scheduled scan task start time. If the check box is cleared, Kaspersky Endpoint Security
does not run skipped scan tasks. Instead, it carries out the next scan task in accordance with
the current schedule.

Run only Postponed start of the scan task when computer resources are busy. Kaspersky Endpoint

when the Security starts the scan task if the computer is locked or if the screen saver is on. If you have

computer interrupted the execution of the task, for example by unlocking the computer, Kaspersky

is idle Endpoint Security automatically runs the task, continuing from the point where it was
interrupted.

Editing the scan scope

The Scan scopeis a list of paths to folders and paths that Kaspersky Endpoint Security scans when executing the
task. Kaspersky Endpoint Security supports environment variables and the * and ? characters when entering a
mask.

To edit the scan scope, we recommend using the Custom Scan task. Kaspersky experts recommend that you
do not change the scan scope of the Full Scanand Critical Areas Scan tasks.

Kaspersky Endpoint Security has the following predefined objects as part of the scan scope:

e My email.
Files relevant to the Outlook mail client: data files (PST), offline data files (OST).

e System memory.

e Startup Objects.

Memory occupied by processes and application executable files that are run at system startup.

¢ Disk boot sectors.

Hard disk and removable disk boot sectors.

* System Backup.

Contents of the System Volume Information folder.
e All external devices.
e All hard drives.

¢ All network drives.

We recommend creating a separate scan task for scanning network drives or shared folders. In the
settings of the Malware Scan task, specify a user that has write access to this drive; this is necessary to
mitigate detected threats. If the server where the network drive is located has its own security tools, do
not run the scan task for that drive. In this way, you can avoid checking object twice and improve the
performance of the server.

To exclude folders or files from the scan scope, add the folder or file to the trusted zone.

How to edit a scan scope in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.
2.In the console tree, select Tasks.

3. Select the scan task and double-click to open the task properties.

If necessary, create the Malware Scan task.
4. In the task properties window, select the Settings section.
5. In the Scan scope section, click Settings.
6. In the window that opens, select the objects that you want to add to the scan scope or exclude from it.
7.1f you want to add a new object to the scan scope:
a. Click Add.

b. In the Object field, enter the path to the folder or file.

Use masks:

e The * (asterisk) character, which takes the place of any set of characters, except the \ and /
characters (delimiters of the names of files and folders in paths to files and folders). For example,
the mask C:\*\*.txt willinclude all paths to files with the TXT extension located in folders on the
C: drive, but not in subfolders.

* Two consecutive * characters take the place of any set of characters (including an empty set) in
the file or folder name, including the \ and / characters (delimiters of the names of files and folders
in paths to files and folders). For example, the mask C:\Folder\**\*.txt wil include all paths to
files with the TXT extension located in folders nested within the Folder, except the Folder itself.
The mask must include at least one nesting level. The mask C: \**\*.txt is not a valid mask.

* The ? (question mark) character, which takes the place of any single character, except the \ and /
characters (delimiters of the names of files and folders in paths to files and folders). For example,
the mask C:\Folder\???.txt wilinclude paths to all files residing in the folder named Folder
that have the TXT extension and a name consisting of three characters.

You can use masks anywhere in a file or folder path. For example, if you want the scan scope to include
the Downloads folder for all user accounts on the computer, enter the C:\Users\*\Downloads\

mask.

You can exclude an object from scans without deleting it from the list of objects in the scan scope. To do
so, clear the check box next to the object.

8. Save your changes.

How to edit a scan scope in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the scan task.

The task properties window opens. If necessary, create the Malware Scan task.
3. Select the Application settings tab.
4.In the Scan scope section, select the objects that you want to add to the scan scope or exclude fromiit.

5. If you want to add a new object to the scan scope:
a. Click the Add button.

b. In the File or folder name or mask field, enter the path to the folder or file.

Use masks:

e The * (asterisk) character, which takes the place of any set of characters, except the \ and /
characters (delimiters of the names of files and folders in paths to files and folders). For example,
the mask C:\*\*. txt willinclude all paths to files with the TXT extension located in folders on the
C: drive, but not in subfolders.

e Two consecutive * characters take the place of any set of characters (including an empty set) in
the file or folder name, including the \ and / characters (delimiters of the names of files and folders
in paths to files and folders). For example, the mask C: \Folder\**\*. txt wil include all paths to
files with the TXT extension located in folders nested within the Folder, except the Folder itself.
The mask must include at least one nesting level. The mask C: \**\*.txt is not a valid mask.

* The ? (question mark) character, which takes the place of any single character, except the \ and /
characters (delimiters of the names of files and folders in paths to files and folders). For example,
the mask C:\Folder\???.txt willinclude paths to all files residing in the folder named Folder
that have the TXT extension and a name consisting of three characters.

You can use masks anywhere in a file or folder path. For example, if you want the scan scope to include
the Downloads folder for all user accounts on the computer, enter the C:\Users\*\Downloads\

mask.

You can exclude an object from scans without deleting it from the list of objects in the scan scope. To do
so, set the toggle switch next to it to the off position.

6. Save your changes.

How to edit a scan scope in the application interface
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1. In the main application window, go to the Tasks section.

2. This opens the task list; select the Custom Scan task and click Select.

You can also edit the scan scope for other tasks. Kaspersky experts recommend that you do not change
the scan scope of the Full Scan and Critical Areas Scan tasks.

3. In the window that opens, select the objects that you want to add to the scan scope.
4. Save your changes.

If the scan task is not displayed, it means the administrator has prohibited the use of local tasks in the policy.

Running a scheduled scan

Fully scanning the computer takes some time and resources of the computer. You should choose the optimum
time to run a computer scan to avoid adversely impacting the performance of other software. Kaspersky Endpoint
Security lets you configure a normal schedule for scanning the computer. This is convenient if your organization
has a work schedule. You can configure a computer scan to run at night or on weekends. If it is impossible to run
the scan task for any reason (for example, the computer is off at that time), you can configure the skipped task to
be run automatically as soon as this becomes possible.

If configuring an optimum scan schedule proves impossible, Kaspersky Endpoint Security lets you run a computer
scan when the following special conditions are met:

e After a database update.

Kaspersky Endpoint Security runs the computer scan with the updated signature databases.

* After application startup.

Kaspersky Endpoint Security runs a computer scan when a specified amount of time elapses after application
startup. At operating system startup, many processes are running, therefore it is advantageous to postpone
running the scan task instead of running it immediately after Kaspersky Endpoint Security startup.

e Wake-on-LAN.

Kaspersky Endpoint Security runs a computer scan on schedule even if the computer is powered off. To do so,
the application uses the Wake-on-LAN feature of the operating system. The Wake-on-LAN feature allows
remotely powering on the computer by sending a special signal over the local network. To use this feature, you
must enable Wake-on-LAN in BIOS settings.

You can configure running the scan using Wake-on-LAN only for the Malware Scan task in Kaspersky Security
Center. You cannot enable Wake-on-LAN for scanning the computer in the application interface.

* When the computer is idling.

Kaspersky Endpoint Security runs a computer scan on schedule when the screensaver is active or the screenis
locked. If the user unlocks the computer, Kaspersky Endpoint Security pauses the scan. This means that it may
take several days for the application to complete a full computer scan.

How to configure the scan schedule in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

3. Select the scan task and double-click to open the task properties.

If necessary, create the Malware Scan task.

4. In the task properties window, select the Schedule section.

5. Configure the scan task schedule.

6. Depending on the selected frequency, configure advanced settings that specify the task run schedule (see
the table below).

7. Save your changes.

How to configure the scan schedule in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the scan task.

The task properties window opens.
3. Select the Schedule tab.

4. Configure the scan task schedule.

5. Depending on the selected frequency, configure advanced settings that specify the task run schedule (see
the table below).

6. Save your changes.

How to configure the scan schedule in the application interface
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You can configure the scan schedule only if a policy is not applied to the computer. For computers under
policy, you can configure the Malware Scan task schedule in Kaspersky Security Center.

1. In the main application window, go to the Tasks section.

2.In the task list, select the scan task and click ¢s.

You can configure a schedule for running a Full Scan, a Critical Areas Scan, or an Integrity Check. You can
only run a Custom Scan manually.

3. Click Scan schedule.

4. In the window that opens, configure the scan task run schedule.

5. Depending on the selected frequency, configure advanced settings that specify the task run schedule (see
the table below).

6. Save your changes.

Scan schedule settings

Parameter

Scan
schedule

Postpone
running after
application
startup for N
minutes

Run skipped
tasks

Run only when

the computer
isidle

Use
automatically
randomized
delay for task
starts

Description

Manually. Run mode in which you can start scan manually at a time when it is convenient
for you.

By schedule. In this scan task run mode, the application starts the scan task in accordance
with the schedule that you create. If this scan task run mode is selected, you can also start
the scan task manually.

Postponed start of the scan task after application startup. At operating system startup,
many processes are running, therefore it is advantageous to postpone running the scan
task instead of running it immediately after Kaspersky Endpoint Security startup.

If the check box is selected, Kaspersky Endpoint Security starts the skipped scan task as
soon as it becomes possible. The scan task may be skipped, for example, if the computer
was off at the scheduled scan task start time. If the check box is cleared, Kaspersky
Endpoint Security does not run skipped scan tasks. Instead, it carries out the next scan
task in accordance with the current schedule.

Postponed start of the scan task when computer resources are busy. Kaspersky Endpoint
Security starts the scan task if the computer is locked or if the screen saver is on. If you
have interrupted the execution of the task, for example by unlocking the computer,
Kaspersky Endpoint Security automatically runs the task, continuing from the point where
it was interrupted.

If the check box is selected, the task is not run strictly on schedule, but randomly within a
certain interval, that is, the start times of the task are spread out. Randomized start times
help avoid a great number of computers simultaneously accessing the Administration
Server when the task is run on schedule.

The range of randomized start times is automatically calculated when the task is created,
depending on the number of computers that have the task assigned. Subsequently, the
task is always run at its calculated start time. However, whenever task settings are
modified or the task is run manually, the calculated start time changes.
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(available only
in the
Kaspersky
Security
Center
Console)

Stop task if it
has been
running longer
than N (min)

(available only
in the
Kaspersky
Security
Center
Console)

Activate the
device before
the task is
started
through
Wake-on-LAN
(min)

(available only
in the
Kaspersky
Security
Center
Console)

If the check box is cleared, the task is run exactly at scheduled time.

Limiting the task execution time After the specified amount of time, Kaspersky Endpoint
Security stops the task. The task is not marked as completed. Next time Kaspersky
Endpoint Security runs the task, it will be run from the beginning and on schedule.

To reduce the task execution time, you can, for example, configure the scan scope or
optimize the scan.

If the check box is selected, the operating system of the computer is given a specified lead
time to complete startup before the task is run. The default lead time is 5 minutes.

Select the check box if you want to run the task on all computers including powered off
computers.

Running a scan as a different user

By default the scan task is run in the name of the user with whose rights you are registered in the operating
system. The protection scope may include network drives or other objects that require special rights to access.
You can specify a user that has the required rights in the application settings and run the scan task under this

user's account.

You can run the following scans as a different user:

e Critical Areas Scan.

e Full Scan.

e Custom Scan.

e Scan from Context Menu.

You cannot configure user rights to run a Removable drives scan, a Background scan, or an Integrity check.

How to run a scan as a different user in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2. In the Managed devices folder in the Administration Console tree, open the folder with the name of the
administration group to which the relevant client computers belong.

3. In the workspace, select the Tasks tab.
4. Select the scan task and double-click to open the task properties.
5. In the task properties window, select the Account section.

6. Enter the account credentials of the user whose rights you want to use to run a scan task.

7. Save your changes.

How to run a scan as a different user in Web Console or Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the scan task.

The task properties window opens.
3. Select the Settings tab.

4. In the Account block, click Settings.

5. Enter the account credentials of the user whose rights you want to use to run a scan task.

6. Save your changes.

How to run a scan as a different user in the application interface

1. In the main application window, go to the Tasks section.
2. In the task list, select the scan task and click .
3. In the task properties, select Advanced settings — Run scan as.

4. In the window that opens, enter the account credentials of the user whose rights you want to use to run a
scan task.

5. Save your changes.

If the scan task is not displayed, it means the administrator has prohibited the use of local tasks in the policy.
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Scan optimization

You can optimize file scanning: reduce scan time and increase the operating speed of Kaspersky Endpoint Security.
This can be achieved by scanning only new files and those files that have been modified since the previous scan.
This mode applies both to simple and to compound files. You can also set a limit for scanning a single file. When the
specified time interval expires, Kaspersky Endpoint Security excludes the file from the current scan (except
archives and objects that include several files).

A common technique of concealing viruses and other malware is to implant them in compound files, such as
archives or databases. To detect viruses and other malware that are hidden in this way, the compound file must be
unpacked, which may slow down scanning. You can limit the types of compound files to be scanned and thereby
speed up scanning.

You can also enable the iChecker and iSwift technologies. The iChecker and iSwift technologies optimize the
speed of scanning files, by excluding files that have not been modified since the most recent scan.

How to optimize scanning in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.
2.In the console tree, select Tasks.

3. Select the scan task and double-click to open the task properties.

If necessary, create the Malware Scan task.
4. In the task properties window, select the Settings section.

5. In the Security level block, click the Settings button.

This opens the scan task settings window.
6. In the Optimization block, configure the scan settings:

e Scan only new and modified files. Scans only new files and those files that have been modified since
the last time they were scanned. This helps reduce the duration of a scan. This mode applies both to
simple and to compound files.

You can also configure scanning new files by type. For example, you can scan all distribution packages
and scan only new archives and office format files.

e Skip files that are scanned for longer than N sec. This sets a time limit for scanning a single object.
After the specified amount of time, the application stops scanning a file. This helps reduce the duration
of a scan.

¢ Do not run multiple scan tasks at the same time. Postponed start of scan tasks if a scan is already
running. Kaspersky Endpoint Security will enqueue new scan tasks if the current scan continues. This
helps optimize the load on the computer. For example, let's assume that the application has started a
Full Scan task according to the schedule. If a user attempts to start a quick scan from the application
interface, Kaspersky Endpoint Security will enqueue this quick scan task and then automatically start
this task after the Full Scan task is finished.

7. Click Additional.

This opens the compound files scanning settings window.

8. In the Size limit block, select the Do not unpack large compound files check box. This sets a time limit for
scanning a single object. After the specified amount of time, the application stops scanning a file. This
helps reduce the duration of a scan.

Kaspersky Endpoint Security scans large files that are extracted from archives, regardless of whether
the Do not unpack large compound files check box is selected.

9. Click OK.
10. Select the Additional tab.

11. In the Scan technologies block, select the check boxes next to the names of technologies that you want
to use during a scan:

* iSwift Technology. This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scans by using a special algorithm that takes into account the release
date of Kaspersky Endpoint Security databases, the date when the file was last scanned, and any
modifications to the scan settings. The iSwift technology is an advancement of the iChecker
technology for the NTFS file system.
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e iChecker Technology. This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scans by using a special algorithm that takes into account the release
date of Kaspersky Endpoint Security databases, the date when the file was last scanned, and any
modifications to the scan settings. There are limitations to iChecker Technology: it does not work with
large files and applies only to files with a structure that the application recognizes (for example, EXE,
DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP, and RAR).

12. Save your changes.

How to optimize scanning in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the scan task.

The task properties window opens. If necessary, create the Malware Scan task.
3. Select the Application settings tab.

4.In the Action on threat detection block, select the Scan only new and modified files check box. Scans
only new files and those files that have been modified since the last time they were scanned. This helps
reduce the duration of a scan. This mode applies both to simple and to compound files.

You can also configure scanning new files by type. For example, you can scan all distribution packages and
scan only new archives and office format files.

5. In the Optimization block, select the Do not unpack large compound files check box. This sets a time limit
for scanning a single object. After the specified amount of time, the application stops scanning a file. This
helps reduce the duration of a scan.

Kaspersky Endpoint Security scans large files that are extracted from archives, regardless of whether
the Do not unpack large compound files check box is selected.

6. Select the Do not run multiple scan tasks at the same time check box. Postponed start of scan tasks if a
scan is already running. Kaspersky Endpoint Security will enqueue new scan tasks if the current scan
continues. This helps optimize the load on the computer. For example, let's assume that the application has
started a Full Scan task according to the schedule. If a user attempts to start a quick scan from the
application interface, Kaspersky Endpoint Security will enqueue this quick scan task and then automatically
start this task after the Full Scan task is finished.

7.In the Advanced settings block, select the Skip file that is scanned for longer than N sec check box. This
sets a time limit for scanning a single object. After the specified amount of time, the application stops
scanning a file. This helps reduce the duration of a scan.

8. Save your changes.

How to optimize scanning in the application interface
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1. In the main application window, go to the Tasks section.
2.In the task list, select the scan task and click £

3. Click Advanced settings.

4. In the Optimization block, configure the scan settings:

e Scan only new and modified files. Scans only new files and those files that have been modified since
the last time they were scanned. This helps reduce the duration of a scan. This mode applies both to
simple and to compound files.

You can also configure scanning new files by type. For example, you can scan all distribution packages
and scan only new archives and office format files.

e Skip file that is scanned for longer than N seconds. This sets a time limit for scanning a single object.
After the specified amount of time, the application stops scanning a file. This helps reduce the duration
of a scan.

¢ Do not run multiple scan tasks at the same time. Postponed start of scan tasks if a scan is already
running. Kaspersky Endpoint Security will enqueue new scan tasks if the current scan continues. This
helps optimize the load on the computer. For example, let's assume that the application has started a
Full Scan task according to the schedule. If a user attempts to start a quick scan from the application
interface, Kaspersky Endpoint Security will enqueue this quick scan task and then automatically start
this task after the Full Scan task is finished.

5. In the Size limit block, select the Do not unpack large compound files check box. This sets a time limit for
scanning a single object. After the specified amount of time, the application stops scanning a file. This
helps reduce the duration of a scan.

Kaspersky Endpoint Security scans large files that are extracted from archives, regardless of whether
the Do not unpack large compound files check box is selected.

6. In the Scan technologies block, select the check boxes next to the names of technologies that you want
to use during a scan:

¢ iSwift Technology. This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scans by using a special algorithm that takes into account the release
date of Kaspersky Endpoint Security databases, the date when the file was last scanned, and any
modifications to the scan settings. The iSwift technology is an advancement of the iChecker
technology for the NTFS file system.

¢ iChecker Technology. This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scans by using a special algorithm that takes into account the release
date of Kaspersky Endpoint Security databases, the date when the file was last scanned, and any
modifications to the scan settings. There are limitations to iChecker Technology: it does not work with
large files and applies only to files with a structure that the application recognizes (for example, EXE,
DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP, and RAR).

7. Save your changes.

If the scan task is not displayed, it means the administrator has prohibited the use of local tasks in the policy.
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Updating databases and application software modules

Updating the databases and application modules of Kaspersky Endpoint Security ensures up-to-date protection
on your computer. New viruses and other types of malware appear worldwide on a daily basis. Kaspersky Endpoint
Security databases contain information about threats and ways of neutralizing them. To detect threats quickly, you
are urged to regularly update the databases and application modules.

Regular updates require a license in effect. If there is no current license, you will be able to perform an update
only once.

Your computer must be connected to the Internet to successfully download the update package from Kaspersky
update servers. By default, the Internet connection settings are determined automatically. If you are using a proxy
server, you need to configure the proxy server settings.

Updates are downloaded over the HTTPS protocol. They may also be downloaded over the HTTP protocol
when it is impossible to download updates over the HTTPS protocol.

While performing an update, the following objects are downloaded and installed on your computer:

* Kaspersky Endpoint Security databases. Computer protection is provided using databases that contain
signatures of viruses and other threats and information on ways to neutralize them. Protection components
use this information when searching for and neutralizing infected files on your computer. The databases are
constantly updated with records of new threats and methods for counteracting them. Therefore, we
recommend that you update the databases regularly.

In addition to the Kaspersky Endpoint Security databases, the network drivers that enable the application's
components to intercept network traffic are updated.

e Application modules. In addition to the databases of Kaspersky Endpoint Security, you can also update the
application modules. Updating the application modules fixes vulnerabilities in Kaspersky Endpoint Security, adds
new functions, or enhances existing functions.

While updating, the application modules and databases on your computer are compared against the up-to-date
version at the update source. If your current databases and application modules differ from their respective up-
to-date versions, the missing portion of the updates is installed on your computer.

If the databases are obsolete, the update package may be large, which may cause additional Internet traffic
(up to several dozen MB).

Information about the current state of the Kaspersky Endpoint Security databases is displayed in the main
application window or the tooltip that you see when you hover the cursor over the icon of the application in the
notification area.

Information on update results and on all events that occur during the performance of the update task is logged in
the Kaspersky Endpoint Security report.

Database and application module update scenarios
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Updating the databases and application modules of Kaspersky Endpoint Security ensures up-to-date protection
on your computer. New viruses and other types of malware appear worldwide on a daily basis. Kaspersky Endpoint
Security databases contain information about threats and ways of neutralizing them. To detect threats quickly, you
are urged to regularly update the databases and application modules.

The following objects are updated on users' computers:

* Anti-virus databases. Anti-virus databases include databases of malware signatures, description of network
attacks, databases of malicious and phishing web addresses, databases of banners, spam databases, and other
data.

* Application modules. Module updates are intended for eliminating vulnerabilities in the application and to
improve computer protection methods. Module updates may change the behavior of application components
and add new capabilities.

Kaspersky Endpoint Security supports the following scenarios for updating databases and application modules:

* Update from Kaspersky servers.

Kaspersky update servers are located in various countries throughout the world. This ensures high reliability of
updates. If an update cannot be performed from one server, Kaspersky Endpoint Security switches over to the
next server.

J
Kaspersky Update Servers E’l'-al ;vlr-é

Update from Kaspersky servers

e Centralized update.

Centralized update reduces external Internet traffic, and provides for convenient monitoring of the update.

Centralized update consists of the following steps:

1. Download the update package to a repository within the organization's network.

The update package is downloaded to the repository by the Administration Server task named Download
updates to Administration Server repository.

2. Download the update package to a shared folder (optional).

You can download the update package to a shared folder by using the following methods:

¢ Using Kaspersky Endpoint Security Update task. The task is intended for one of the computers in the
local company network.

¢ Using the Kaspersky Update Utility. For detailed information about using Kaspersky Update Utility, refer to
the Kaspersky Knowledge Base &.

3. Distribute the update package to client computers.

The update package is distributed to client computers by the Kaspersky Endpoint Security Update task. You
can create an unlimited number of update tasks for each administration group.

184


https://support.kaspersky.com/kuu4-for-windows

Task Task
Download updates to the repository of Update

CfE\) Administration Server h EI / EL_OI R ;i—el
'__ 0 s | Igl |
Kaspersky Update Servers Administration Server Eo ;e

Updating from a server repository

Task
Download updates to the repository of Task Task
E Administration Server El U pdate lﬂ U pdate lﬂ
"Lo Lo Co

Kaspersky Update Serwvers Administration Server Task

Update (1)

5 o, %
5 g

Updating from a shared folder

Task

Download updates to the repository of
E Administration Server
Eé

Ce 'y
Kaspersky Update Utility Task
U pdate

e o 7}
Co o

Kaspersky Update Servers Administration Server

Updating using Kaspersky Update Utility

For Kaspersky Security Center, the default list of update sources contains the Kaspersky Security Center
Administration Server and Kaspersky update servers. For the Kaspersky Security Center Cloud Console, the
default list of update sources contains distribution points and Kaspersky update servers. For more details about
distribution points, refer to the Kaspersky Security Center Cloud Console Help=. You can add other update
sources to the list. You can specify HTTP/FTP servers and shared folders as update sources. If an update cannot
be performed from an update source, Kaspersky Endpoint Security switches over to the next one.

Updates are downloaded from Kaspersky update servers or from other FTP- or HTTP servers over standard
network protocols. If connection to a proxy server is required for accessing the update source, specify the proxy
server settings in Kaspersky Endpoint Security policy settings.

Updating from a server repository

To conserve Internet traffic, you can configure updates of databases and application modules on computers of
the organization's LAN from a server repository. For this purpose, Kaspersky Security Center must download an
update package to the repository (FTP- or HTTP server, network or local folder) from Kaspersky update servers.
Other computers on the organization's LAN will be able to receive the update package from the server repository.
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Configuring database and application module updates from a server repository consists of the following steps:

1. Configure download of an update package to the Administration Server repository (the Download updates to
the Administration Server repository task).
The Download updates to the Administration Server repository task is created automatically by the
Administration Server quick start wizard, and this task may only have one single instance. By default, Kaspersky
Security Center copies the update package to folder \\<server name>\KLSHARE\Updates.For more
information about downloading updates to the Administration Server repository, please refer to the Kaspersky

Security Center Help=.

2. Configure database and application module updates from the specified server repository to the remaining
computers on the organization's LAN (Update task).
How to configure Kaspersky Endpoint Security update from the specified server storage in the Administration
Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

In the console tree, select Tasks.

2. Click the Update task of Kaspersky Endpoint Security.
The task properties window opens.

The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running
the Wizard.

3. In the task properties window, select the Settings section.

B <Property sheet caption>
<Kateropum> Settings

Application databases and modules update settings
Update settings for local mode
Update sources: By default

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

|:| Copy updates to folder

Update settings for mobile mode
Update sources: Specified by user Settings

Drownload updates of application modules
O Install critical and approved updates
@ Install only approved updates

[1 copy updates to folder

Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows
policy.
(i) You can confirm updates in the “Software updates” section.

<0k= <Cancel> <TPUMEHUTE =

Update task settings
4. In the Update settings for local mode block, click the Settings button.

5. In the list of update sources, make sure that the update from the Kaspersky Security Center source is
enabled. Additionally, the Kaspersky Security Center source must have the highest priority.

6. If necessary, add the update sources:
a. In the list of update sources, click the Add button.
b. In the Update sources field, specify the address of the FTP- or HTTP server, network folder or local

folder where Kaspersky Security Center will copy the update package received from Kaspersky
servers.
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The address of the update source must match the address you specified in the Folder for
storing updates field when you configured download of updates to the server storage (the
Download updates to the Administration Server repository task).

c. Click OK.

You can exclude the update source without removing it from the list of update sources. To do so, clear
the check box next to the object.

[WLES

Update sources
+ Add lff::: X Remove @ uUp & Down

Kaspersky Security Center
|:| Kaspersky update servers

@ Detect automatically
(O select from the list:

Afghanistan

OK Close

Sources of update

7. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security
automatically switches over to the next source.

8. In the task properties window, select the Schedule section and configure the task run mode.
9. By default, Kaspersky Endpoint Security runs the task in manual mode.

10. Save your changes.

How to configure Kaspersky Endpoint Security update from the specified server storage in the Web Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the Update task of Kaspersky Endpoint Security.

The task properties window opens.

The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running

the Wizard.
3. Select the Application settings tab — Local mode.

4. In the list of update sources, make sure that the update from the Kaspersky Security Center source is
enabled. Additionally, the Kaspersky Security Center source must have the highest priority.

5. If necessary, add the update sources:
a. In the list of update sources, click the Add button.
b. In the Web address or path to a local or network folder field, specify the address of the FTP- or

HTTP server, network folder or local folder where Kaspersky Security Center will copy the update
package received from Kaspersky servers.

The address of the update source must match the address you specified in the Folder for
storing updates field when you configured download of updates to the server storage
(Download updates to the Administration Server repository task).

c. Click OK.

You can exclude the update source without removing it from the list of update sources. To do so, set
the toggle switch next to it to the off position.

189



3) Update

General Results Settings Application settings  Schedule  Revision history

Local mode Mobile mode

Update sources

+ Add
Update source Status
Kaspersky Security Center @D Enzbled
Kaspersky update servers Disabled

£\ Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows policy.

Update settings

Software updates list [4

@ Install approved application module updates

Automatically install critical application module updates

Copy updates to folder

6. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security
automatically switches over to the next source.

7.In the task properties window, select the Schedule section and configure the task run mode.
8. By default, Kaspersky Endpoint Security runs the task in manual mode.

9. Save your changes.

How to configure Kaspersky Endpoint Security update from the specified server storage in the application
interface®
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You cannot configure the Update group task in the application interface. Only a local update task,
Update of databases and application modules, is available to the user. If the Update of databases and
application modules task is not displayed, it means the administrator has prohibited the use of local
tasks in the policy.

1. In the main application window, go to the Update section.

Kaspersky Update

Update of databases and application modules

MNever run
Manually

Run update

Update

Rollback of databases to their previous version

< Neverrun

Roll back

2. This opens the task list; select the Update of databases and application modules task and click &.

The task properties window opens.
3. In the task properties window, click Select update sources.

4. In the list of update sources, make sure that the update from the Kaspersky Security Center source is
enabled. Additionally, the Kaspersky Security Center source must have the highest priority.

5. If necessary, add the update sources:

a. In the list of update sources, click the Add button.
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Kaspersky < Update settings

Update sources

Monitoring

(+ Add ]

Source Status

Kaspersky update servers @® Enabled

Kaspersky Security Center @® Enabled

Cancel

a. Specify the address of the FTP- or HTTP server, network folder or local folder where Kaspersky
Security Center will copy the update package received from Kaspersky update servers.

The address of the update source must match the address you specified in the Folder for
storing updates field when you configured download of updates to the server storage (the
Download updates to the Administration Server repository task).

b. Click Select.

You can exclude the update source without removing it from the list of update sources. To do so, set
the toggle switch next to it to the off position.

6. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security
automatically switches over to the next source.

If a computer is managed by Kaspersky Security Center, it is not possible to configure the run
mode for the Update of databases and application modules task. You can only run the task
manually.

7. Save your changes.
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Updating from a server repository

Updating from a shared folder

To conserve Internet traffic, you can configure updates of databases and application modules on computers of
the organization's LAN from a shared folder. For this purpose, one of the computers on the organization's LAN
must receive update packages from the Kaspersky Security Center Administration Server or from Kaspersky
update servers and then copy the received update package to the shared folder. Other computers on the
organization's LAN will be able to receive the update package from this shared folder.

The version and localization of the Kaspersky Endpoint Security application that copies the update package
to a shared folder must match the version and localization of the application that updates databases from the
shared folder. If versions or localizations of the applications do not match, the database update may end with
an error.

Configuring database and application module updates from a shared folder consists of the following steps:

1. Configuring database and application module updates from a server repository.

2. Enabling the copying of an update package to a shared folder on one of the computers on the local area
network.
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Tasks.

The Update task must be assigned for one computer that will serve as the source of updates.

3. Click the Update task of Kaspersky Endpoint Security.
The task properties window opens.

The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running
the Wizard.

4. In the task properties window, select the Settings section.

B <Property sheet caption>
<Kateropuu> Settings

Application databases and modules update settings
Update settings for local mode
Update sources: By default

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

D Copy updates to folder

Update settings for mobile mode
Update sources: Specified by user Settings

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

[] Copy updates to folder

Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows
policy.
(i) You can confirm updates in the “Software updates” section.

<0k= <Cancel> <TPUMEHUTE =

Update task settings
5. In the Update settings for local mode block, click the Settings button.

6. Configure the sources of updates.

The sources of updates can be Kaspersky update servers, Kaspersky Security Center Administration
Server, other FTP- or HTTP servers, local folders, or network folders.

7. Select the Copy updates to folder check box.

8. In the Folder path field, enter the UNC path to the shared folder (for example, \\<server
name>\KLSHARE\Updates).
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If the field is left blank, Kaspersky Endpoint Security will copy the update package to the folder
C:\Documents and Settings\All Users\Application Data\Kaspersky Lab\AVP12\Update
distribution)\.

9. Save your changes.

How to enable copying of the update package to the shared folder in Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

The Update task must be assigned for one computer that will serve as the source of updates.

2. Click the Update task of Kaspersky Endpoint Security.

The task properties window opens.

3. The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running
the Wizard.

4. Select the Application settings tab — Local mode.

5. Configure the sources of updates.

The sources of updates can be Kaspersky update servers, Kaspersky Security Center Administration
Server, other FTP- or HTTP servers, local folders, or network folders.

6. Select the Copy updates to folder check box.

7.In the Path field, enter the UNC path to the shared folder (for example, \\<server
name>\KLSHARE\Updates).

If the field is left blank, Kaspersky Endpoint Security will copy the update package to the folder
C:\Documents and Settings\All Users\Application Data\Kaspersky Lab\AVP12\Update
distribution\.

8. Save your changes.

How to enable copying of the update package to the shared folder in the application interface
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1. In the main application window, go to the Update section.

Kaspersky Update

Update of databases and application modules

pdate: Newverrun
Manually

Run update

Rollback of databases to their previous version

ack: Newverrun

Roll back

2. This opens the task list; select the Update of databases and application modules task and click &.

The task properties window opens.
3. In the Distributing updates block, select the Copy updates to folder check box.

4. Enter the UNC path to the shared folder (for example, \\<server name>\KLSHARE\Updates).

Save your changes.

3. Configure database and application module updates from the specified shared folder to the remaining
computers on the organization's LAN.

How to configure updates from the shared folder in the Administration Console (MMC) @
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click Add.
The Task Wizard starts.

3. Configure the task settings:
a. In the Application drop-down list, select Kaspersky Endpoint Security for Windows (12.4).
b. In the Task type drop-down list, select Update.

4. Open the Kaspersky Security Center Administration Console.

5. In the console tree, select Tasks.

The list of tasks opens.
6. Click New task.

The Task Wizard starts. Follow the instructions of the Wizard.

Step 1. Selecting task type

Select Kaspersky Endpoint Security for Windows (12.4) — Update.

Step 2. Selecting update sources

Add a new update source: a shared folder. The source address must match the address that you previously
specified in the Folder path field when you configured copying of the update package to the shared folder.
Configure the priorities of update sources by using the Up and Down buttons.

Step 3. Selecting the devices to which the task will be assigned

Select the computers on which the task will be performed. The following options are available:

* Assign the task to an administration group. In this case, the task is assigned to computers included in a
previously created administration group.

* Select computers detected by the Administration Server in the network: unassigned devices. The
specific devices can include devices in administration groups as well as unassigned devices.

e Specify device addresses manually, or import addresses from a list. You can specify NetBIOS names, IP
addresses, and IP subnets of devices to which you want to assign the task.

The Update task must be assigned to the computers of the organization's LAN, except the computer
that serves as the update source.
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Step 4. Selecting the account to run the task

Select an account to run the Update task. By default, Kaspersky Endpoint Security starts the task with the
rights of a local user account.

Step 5. Configuring a task start schedule

Configure a schedule for starting a task, for example, manually or after anti-virus databases are
downloaded to the repository.

Step 6. Defining the task name

Enter the name of the task, for example, Updating from a shared folder.

Step 7. Completing task creation

Exit the Wizard. If necessary, select the Run the task after the wizard finishes check box. You can monitor
the progress of the task in the task properties. As a result, the update task will be executed on users’
computers according to the specified schedule.

How to configure updates from the shared folder in Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click Add.
The Task Wizard starts.

3. Configure the task settings:
a. In the Application drop-down list, select Kaspersky Endpoint Security for Windows (12.4).
b. In the Task type drop-down list, select Update.
c. In the Task name field, enter a brief description, for example, Updating from a shared folder.

d.In the Select devices to which the task will be assigned block, select the task scope.

The Update task must be assigned to the computers of the organization's LAN, except the
computer that serves as the update source.

4. Select devices according to the selected task scope option and go to the next step.

5. Exit the Wizard.
A new task will be displayed in the table of tasks.

6. Click the newly created Update task.

The task properties window opens.
7. Select the Application settings — Local mode tab.
8. In the Update sources block, click the Add button.

9.In the Web address or path to a local or network folder field, enter the path to the shared folder.

The source address must match the address that you previously specified in the Path field when
you configured copying of the update package to the shared folder (see the instructions above).

10. Click OK.
1. Configure the priorities of update sources by using the Up and Down buttons.

12. Save your changes.

How to configure updates from the shared folder in the application interface
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1. In the main application window, go to the Update section.

Kaspersky Update

Update of databases and application modules

MNever run
Manually

Run update

Update

Rollback of databases to their previous version

ack: Newverrun

Roll back

2. This opens the task list; select the Update of databases and application modules task and click &.

The task properties window opens.
3. Click Select update sources.
4. In the window that opens, click the Add button.

5. In the window that opens, enter the path to the shared folder.

The source address must match the address that you previously specified when you configured
copying of the update package to the shared folder (see the instructions above).

6. Click Select.

7. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security
automatically switches over to the next source.

8. Save your changes.
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Updating from a shared folder

Updating using Kaspersky Update Utility

To conserve Internet traffic, you can configure updates of databases and application modules on computers of
the organization's LAN from a shared folder using the Kaspersky Update Utility. For this purpose, one of the
computers on the organization's LAN must receive update packages from the Kaspersky Security Center
Administration Server or from Kaspersky update servers and then copy the received update packages to the
shared folder using the utility. Other computers on the organization's LAN will be able to receive the update
package from this shared folder.

The version and localization of the Kaspersky Endpoint Security application that copies the update package
to a shared folder must match the version and localization of the application that updates databases from the
shared folder. If versions or localizations of the applications do not match, the database update may end with
an error.

Configuring database and application module updates from a shared folder consists of the following steps:

1. Configuring database and application module updates from a server repository.

2. Install the Kaspersky Update Utility on one of the computers of the organization's LAN.

3. Configure copying of the update package to the shared folder in the Kaspersky Update Utility settings.

You can download the Kaspersky Update Utility distribution package from the Kaspersky Technical Support
website @. After installing the utility, select the update source (for example, the Administration Server
repository) and the shared folder to which the Kaspersky Update Utility will copy update packages. For detailed
information about using Kaspersky Update Utility, refer to the Kaspersky Knowledge Base .

4. Configure database and application module updates from the specified shared folder to the remaining
computers on the organization's LAN.

How to configure updates from the shared folder in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.
2.In the console tree, select Tasks.

3. Click the Update task of Kaspersky Endpoint Security.
The task properties window opens.

The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running
the Wizard.

4. In the task properties window, select the Settings section.

B <Property sheet caption>
<Kateropun> Settings

Application databases and modules update settings
Update settings for local mode
Update sources: By default

Drownload updates of application modules
O Install critical and approved updates
@ Install only approved updates

[ copy updates to folder

Update settings for mobile mode
Update sources: Specified by user Settings

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

|:| Copy updates to folder

Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows
policy.
(i) You can confirm updates in the “Software updates™ section.

<0k> <Cancel> <MPUMEHUTE =

Update task settings
5. In the Update settings for local mode block, click the Settings button.
6. In the list of update sources, click the Add button.

7.In the Source field, enter the UNC path to the shared folder (for example, \\<server
name>\KLSHARE\Updates).

The source address must match the address indicated in the Kaspersky Update Utility settings.

8. Click OK.

9. Configure the priorities of update sources by using the Up and Down buttons.
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If an update cannot be performed from the first update source, Kaspersky Endpoint Security
automatically switches over to the next source.

10. Save your changes.

How to configure updates from the shared folder in Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the Update task of Kaspersky Endpoint Security.
The task properties window opens.

The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running
the Wizard.

3. Select the Application settings tab — Local mode.
4. In the list of update sources, click the Add button.

5.In the Web address or path to a local or network folder field, enter the UNC path to the shared folder
(for example, \\<server name>\KLSHARE\Updates).

The source address must match the address indicated in the Kaspersky Update Utility settings.

6. Click OK.

7. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security
automatically switches over to the next source.

8. Save your changes.

How to configure updates from the shared folder in the application interface
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You cannot configure the Update group task in the application interface. Only a local update task,
Update of databases and application modules, is available to the user. If the Update of databases and
application modules task is not displayed, it means the administrator has prohibited the use of local
tasks in the policy.

1. In the main application window, go to the Update section.

Kaspersky Update

Update of databases and application modules

MNever run
Manually

Run update

Rollback of databases to their previous version

ack: Newverrun

Roll back

2. This opens the task list; select the Update of databases and application modules task and click &.

The task properties window opens.
3. In the task properties window, click Select update sources.

4. n the list of update sources, click the Add button.
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Kaspersky < Update settings

Update sources

Monitoring

(+ Add ]

Source Status

Kaspersky update servers @® Enabled

Kaspersky Security Center @® Enabled

Cancel

5. Enter the UNC path to the shared folder (for example, \\<server name>\KLSHARE\Updates).

The source address must match the address indicated in the Kaspersky Update Utility settings.

6. Click Select.

7. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security
automatically switches over to the next source.

8. Save your changes.

Task

Download updates to the repository of
Administration Server
"Lo Lo Y

Kaspersky Update Utility Task
U pdate

5 o, %
Ge G

Kaspersky Update Servers Administration Server
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Updating in mobile mode

Mobile mode is the mode of Kaspersky Endpoint Security operation, when a computer leaves the organization
network perimeter (offline computer). For more details about working with offline computers and out-of-office
users, refer to the Kaspersky Security Center Help .

An offline computer outside of the organization's network cannot connect to the Administration Server to update
databases and application modules. By default, only Kaspersky update servers are used as update source for
updating databases and application modules in mobile mode. The use of a proxy server to connect to the Internet
is determined by a special out-of-office policy. The out-of-office policy must be created separately. When
Kaspersky Endpoint Security is switched to mobile mode, the update task is started every two hours.

How to configure the update settings for mobile mode in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.
2.In the console tree, select Tasks.

3. Click the Update task of Kaspersky Endpoint Security.

The task properties window opens.

The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running the

Wizard.

4. In the task properties window, select the Settings section.

B ' <Property sheet caption=
<Kateropum> Settings

G | L -
Snera Application databases and modules update settings
Settings Update settings for local mode
Update sources: By default Settings

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

[ copy updates to folder

Update settings for mobile mode
Update sources: Specified by user Settings

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

|:| Copy updates to folder

Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows
policy.
(i) You can confirm updates in the “Software updates” section.

<0k> <Cancel> <TTPHMEHWTE =

Update task settings
5. In the Update settings for mobile mode block, click the Settings button.

6. Configure the sources of updates. The sources of updates can be Kaspersky update servers, other FTP-
and HTTP servers, local folders, or network folders.

7. Save your changes.

How to configure the update settings for mobile mode in Web Console and Cloud Console @
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the Update task of Kaspersky Endpoint Security.
The task properties window opens.

The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running the

Wizard.

3. Select the Application settings tab — Mobile mode.

4. Configure the sources of updates. The sources of updates can be Kaspersky update servers, other FTP-
and HTTP servers, local folders, or network folders.

5. Save your changes.

As aresult, the databases and application modules will be updated on user computers when they switch to mobile
mode.

Starting and stopping an update task

Regardless of the selected update task run mode, you can start or stop a Kaspersky Endpoint Security update
task at any time.

To start or stop an update task:
1. In the main application window, go to the Update section.

2.In the Update of databases and application modules tile, click the Update button if you want to start the
update task.

Kaspersky Endpoint Security will start updating the application modules and databases. The application will
display the task progress, the size of the downloaded files, and the update source. You can stop the task at any

time by clicking the Stop update button.

To start or stop the update task when the simplified application interface is displayed:
1. Right-click to bring up the context menu of the application icon that is in the taskbar notification area.
2.In the Tasks drop-down list in the context menu, do one of the following:
® select a non-running update task to start it
e select a running update task to stop it

e select a paused update task to resume or restart it

Starting an update task under the rights of a different user account
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By default, the Kaspersky Endpoint Security update task is started on behalf of the user whose account you have
used to log in to the operating system. However, Kaspersky Endpoint Security may be updated from an update
source that the user cannot access due to a lack of required rights (for example, from a shared folder that
contains an update package) or an update source for which proxy server authentication is not configured. In the
application settings, you can specify a user that has such rights and start the Kaspersky Endpoint Security update
task under that user account.

To start an update task under a different user account:

1. In the main application window, go to the Update section.

Kaspersky Update

Update of databases and application modules

te: Mewverrun
[UELIVEY

Run update

Update

Rollback of databases to their previous version

ollback: Never run

Roll back

2. This opens the task list; select the Update of databases and application modules task and click &.

The task properties window opens.
3. Click Run database updates with user rights.
4. In the window that opens, select Other user.
5. Enter the account credentials of a user with the necessary permissions to access the update source.

6. Save your changes.

Selecting the update task run mode

If it is not possible to run the update task for any reason (for example, the computer is not on at that time), you can
configure the skipped task to be start automatically as soon as this becomes possible.
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You can postpone starting the update task after the application starts if you select the By schedule update task
run mode, and if the start time of Kaspersky Endpoint Security matches the update task start schedule. The
update task can only be run after the specified time interval elapses after the startup of Kaspersky Endpoint
Security.

To select the update task run mode:

1. In the main application window, go to the Update section.

Kaspersky Update

Update of databases and application modules

te: Neverrun
Manually

Run update

Update

Rollback of databases to their previous version

rollback: Newver run

Roll back

2. This opens the task list; select the Update of databases and application modules task and click &.

The task properties window opens.
3. Click Run mode.
4. In the window that opens, select the update task run mode:

e |f you want Kaspersky Endpoint Security to run the update task depending on whether or not an update
package is available from the update source, select Automatically. The frequency of checks by Kaspersky
Endpoint Security for update packages increases during virus outbreaks and is less at other times.

e |f you want to start an update task manually, select Manually.

e |f you want to configure a schedule for running the update task, select other options. Configure the
advanced settings for starting the update task:

* |nthe Postpone running after application startup for N minutes field, enter the time interval by which
you want to postpone the start of the update task after the startup of Kaspersky Endpoint Security.
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e Select the Run scheduled scan on the next day if computer is turned off if you want Kaspersky
Endpoint Security to run missed update tasks at the first opportunity.

5. Save your changes.

Adding an update source

An update sourceis a resource that contains updates for databases and application modules of Kaspersky
Endpoint Security.

Update sources include the Kaspersky Security Center server, Kaspersky update servers, and network or local
folders.

The default list of update sources includes Kaspersky Security Center and Kaspersky update servers. You can add
other update sources to the list. You can specify HTTP/FTP servers and shared folders as update sources.

Kaspersky Endpoint Security does not support updates from HTTPS servers unless they are Kaspersky's
update servers.

If several resources are selected as update sources, Kaspersky Endpoint Security tries to connect to them one
after another, starting from the top of the list, and performs the update task by retrieving the update package
from the first available source.

By default, Kaspersky Endpoint Security uses the Kaspersky Security Center server as the first update source.
This helps conserve traffic when updating. If a policy is not applied to the computer, Kaspersky servers are
selected as the first update source in the settings of the Update local task because the application may not have
access to the Kaspersky Security Center server.

How to add an update source in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

In the console tree, select Tasks.

2. Click the Update task of Kaspersky Endpoint Security.
The task properties window opens.

3. The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running the
Wizard.

4. In the task properties window, select the Settings section.

B ' <Property sheet caption=
<Kateropum> Settings

G | L -
Snera Application databases and modules update settings
Settings Update settings for local mode
Update sources: By default Settings

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

[ copy updates to folder

Update settings for mobile mode
Update sources: Specified by user Settings

Download updates of application modules
O Install critical and approved updates
@ Install only approved updates

|:| Copy updates to folder

Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows
policy.
(i) You can confirm updates in the “Software updates” section.

<0k> <Cancel> <TTPHMEHWTE =

Update task settings

5. In the Update settings for local mode block, click the Settings button.
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Update

Update sources

+ Add g2 Edit X Remove § Up & Down
Kaspersky Security Center
|:| Kaspersky update servers

(® Detect automatically
() select from the list:

Afghanistan

oK Close

Sources of update
6. In the list of update sources, click the Add button.

7.In the Update sources field, specify the address of the FTP or HTTP server, network folder or local folder
that contains the update package.

The following path format is used for update source:

e ForanFTP or HTTP server, enter its web address or IP address.
For example, http://dnl-01.geo.kaspersky.com/ or 93.191.13.103.

For an FTP server, you can specify the authentication settings within the address in the following
format: ftp://<user name>:<password>@<node>:<port>.

e For anetwork folder, enter the UNC path.

For example, \\Server\Share\Update distribution.

e Foralocal folder, enter the full path to that folder.

For example, C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

You can exclude the update source without removing it from the list of update sources. To do so, clear the
check box next to the object.

8. Click OK.

9. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security automatically
switches over to the next source.

10. If necessary, add an update source for mobile mode. Mobile mode is the mode of Kaspersky Endpoint
Security operation, when a computer leaves the organization network perimeter (offline computer).

1. Save your changes.

How to add an update source in Web Console and Cloud Console®
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1. In the main window of the Web Console, select Devices — Tasks.

The list of tasks opens.

2. Click the Update task of Kaspersky Endpoint Security.
The task properties window opens.

3. The Update task is created automatically by the Administration Server quick start wizard. To create the
Update task, install the Kaspersky Endpoint Security for Windows Management Plug-in while running the
Wizard.

4. Select the Application settings tab — Local mode.

%) Update

General Results Settings Application settings Schedule  Revision history

Local mode Mobile mode

Update sources

+ Add

Update source Status

Kaspersky Security Center @ Enzbled

Kaspersky update servers Disabled

Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows policy.

Update settings

Software updates list a

@ Install approved application module updates

Automatically install critical application medule updates

Copy updates to folder

5. In the list of update sources, click the Add button.

6. In the window that opens, specify the address of the FTP or HTTP server, network folder or local folder
that contains the update package.

The following path format is used for update source:

e ForanFTP or HTTP server, enter its web address or IP address.
For example, http://dnl-01.geo.kaspersky.com/ or 93.191.13.103.
For an FTP server, you can specify the authentication settings within the address in the following
format: ftp://<user name>:<password>@<node>:<port>.
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e For anetwork folder, enter the UNC path.

For example, \\Server\Share\Update distribution.

e For alocal folder, enter the full path to that folder.

For example, C: \Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

You can exclude the update source without removing it from the list of update sources. To do so, set the
toggle switch next to it to the off position.

7. Click OK.

8. Configure the priorities of update sources by using the Up and Down buttons.

If an update cannot be performed from the first update source, Kaspersky Endpoint Security automatically
switches over to the next source.

9. If necessary, add an update source for mobile mode. Mobile mode is the mode of Kaspersky Endpoint
Security operation, when a computer leaves the organization network perimeter (offline computer).

10. Save your changes.

How to add an update source in the application interface
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1. In the main application window, go to the Update section.

Kaspersky Update

omitor Update of databases and application modules
vionitoring

te: Newerrun
Manually

Run update

Update

Rollback of databases to their previous version

ck: Neverrun

Roll back

2. This opens the task list; select the Update of databases and application modules task and click £.

The task properties window opens.
3. Click Select update sources.

4. In the window that opens, click the Add button.
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Kaspersky < Update settings

Update sources

Monitoring

[+ 2]

Source Status

Kaspersky update servers @® Enabled

Kaspersky Security Center @® Enabled

Cancel

5. In the window that opens, specify the address of the FTP or HTTP server, network folder or local folder
that contains the update package.

The following path format is used for update source:

e ForanFTP or HTTP server, enter its web address or IP address.
For example, http://dnl-01.geo.kaspersky.com/ or 93.191.13.103.

For an FTP server, you can specify the authentication settings within the address in the following
format: ftp://<user name>:<password>@<node>:<port>.

e For a network folder, enter the UNC path.

For example, \\Server\Share\Update distribution.

* For alocal folder, enter the full path to that folder.

For example, C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

6. Click Select.
7. Configure the priorities of update sources by using the Up and Down buttons.

8. Save your changes.

Updating application modules
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Application module updates fix errors, improve performance, and add new features. When a new application
module update becomes available, you need to confirm installation of the update. You can confirm installation of an
application module update either in the application interface or in Kaspersky Security Center. Whenever an update
is available, the application displays a notification in the main window of Kaspersky Endpoint Security: £. If
application module updates require reviewing and accepting the terms of the End User License Agreement, the
application installs updates after the terms of the End User License Agreement have been accepted. For details
about keeping track of application module updates and confirming an update in Kaspersky Security Center, please
refer to the Kaspersky Security Center Help .

After installing an application update, you may be required to restart your computer.

To configure application module updates:

1. In the main application window, go to the Update section.

Kaspersky Update

Update of databases and application modules

te: Neverrun
(UELIVENY

Run update

Rollback of databases to their previous version

vack: Never run

Roll back

2. This opens the task list; select the Update of databases and application modules task and click £.

The task properties window opens.

3. In the Downloading and installing updates of application modules block, select the Download updates of
application modules check box.

4. Select the application module updates that you want to install.

e Install critical and approved updates. If this option is selected, when application module updates are
available Kaspersky Endpoint Security installs critical updates automatically and all other application module
updates only after their installation is approved locally via the application interface or on the side of
Kaspersky Security Center.
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¢ Install only approved updates. If this option is selected, when application module updates are available
Kaspersky Endpoint Security installs them only after their installation is approved locally via the application
interface or on the side of Kaspersky Security Center. This option is selected by default.

5. Save your changes.

Using a proxy server for updates

You may be required to specify proxy server settings to download database and application module updates from
the update source. If there are multiple update sources, proxy server settings are applied for all sources. If a proxy
server is not needed for some update sources, you can disable use of a proxy server in the policy properties.
Kaspersky Endpoint Security will also use a proxy server to access Kaspersky Security Network and activation
servers.

To configure a connection to update sources through a proxy server:

1. In the main window of the Web Console, click .

The Administration Server properties window opens.
2. Go to the Configuring Internet access section.
3. Select the Use proxy server check box.

4. Configure the proxy server connection settings: proxy server address, port, and authentication settings (user
name and password).

5. Save your changes.
To disable use of a proxy server for a specific administration group:
1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.

4. Go to General settings — Network settings.
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Network settings

Some known websites use a new root certificate now. We believe connections with these websites are secure. Here you can add this certificate tothe listof & Enforce @D
trusted certificates or delete it

Trusted root certificates

Proxy server 4 Enforce @D

Proxy server settings
Do not use proxy server
® Automatically detect proxy server settings

Use specified proxy server settings

@ Bypass proxy serverfor local addresses

Monitored ports O Enforce ‘)

Monitor all network ports

® Monitor selected network ports only

39 ports selected
Monitor all ports for specified applications
0 applications selected

Monitor all ports for the applications from the list recommended by Kaspersky [

Encrypted connections scan & Enforce @D

Kaspersky Endpoint Security for Windows network settings.
5. In the Proxy server settings block, select Bypass proxy server for local addresses.
6. Save your changes.
To configure the proxy server settings in the application interface:

1. In the main application window, click the & button.

2.In the application settings window, select General settings — Network settings.
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Kaspersky < Monitoring
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3. In the Proxy server block, click the Proxy server settings link.
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4. In the window that opens, select one of the following options for determining the proxy server address:

e Automatically detect proxy server settings.

This option is selected by default. Kaspersky Endpoint Security uses the proxy server settings that are
defined in the operating system settings.

¢ Use specified proxy server settings.

If you selected this option, configure the settings for connecting to the proxy server: proxy server address
and port.

5. If you want to enable authentication on the proxy server, select the Use proxy server authentication check
box and provide your user account credentials.

6. If you want to disable proxy server use when updating databases and application modules from a shared folder,
select the Bypass proxy server for local addresses check box.

7. Save your changes.

As aresult, Kaspersky Endpoint Security will use the proxy server to download application module and database
updates. Kaspersky Endpoint Security will also use the proxy server to access KSN servers and Kaspersky
activation servers. If authentication is required on the proxy server but the user account credentials were not
provided or are incorrect, Kaspersky Endpoint Security will prompt you for the user name and password.

Last update rollback

After the databases and application modules are updated for the first time, the function of rolling back the
databases and application modules to their previous versions becomes available.

Each time that a user starts the update process, Kaspersky Endpoint Security creates a backup copy of the
current databases and application modules. This lets you roll back the databases and application modules to their
previous versions when necessary. Rolling back the last update is useful, for example, when the new database
version contains an invalid signature that causes Kaspersky Endpoint Security to block a safe application.

To roll back the last update:

1. In the main application window, go to the Update section.
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Kaspersky Update

Update of databases and application modules

te: Newverrun
(UELIVETLY

Run update

Update

Rollback of databases to their previous version

rollback: Newver run

Roll back

2.In the Rollback of databases to their previous version tile, click the Roll back button.

Kaspersky Endpoint Security will start rolling back the last database update. The application will display the
rollback progress, the size of the downloaded files, and the update source. You can stop the task at any time by
clicking the Stop update button.

To start or stop a rollback task when the simplified application interface is displayed:
1. Right-click to bring up the context menu of the application icon that is in the taskbar notification area.
2.In the Tasks drop-down list in the context menu, do one of the following:
e Select a non-running rollback task to start it.
* Select a running rollback task to stop it.

e Select a paused rollback task to resume or restart it.
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Working with active threats

Kaspersky Endpoint Security logs information about files that it has not processed for some reason. This
information is recorded in the form of events in the list of active threats (see the figure below). To work with active
threats, Kaspersky Endpoint Security uses the Advanced Disinfection technology. Advanced Disinfection works
differently for workstations and servers. You can configure advanced disinfection in Malware Scan task settings
and in application settings.
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Disinfection of active threats on workstations

To work with active threats on workstations, enable the Advanced Disinfection technology in the application
settings. Next, configure the user experience in the Malware Scan task properties. There is a Run Advanced
Disinfection immediately check box in the task properties. If the flag is set, Kaspersky Endpoint Security will
perform disinfection without notifying the user. When the disinfection is complete, the computer will be rebooted.
If the flag is unset, Kaspersky Endpoint Security will display a notification about active threats (see the figure
below). You cannot close this notification without processing the file.

Advanced Disinfection during a virus scan task on a computer is performed only if the Advanced Disinfection
feature is enabled in the properties of the policy applied to this computer.

224



sky Endpoint Security

Malware detected

atyou close all running programs and

he computer

This method does not guarantee complete disinfection.

Apply to all objects of this type

Disinfection of active threats on servers

To work with active threats on servers, you need to do the following:

* enable the Advanced Disinfection technology in the application settings;

e enable immediate Advanced Disinfection in the Malware Scan task properties.

If Kaspersky Endpoint Security is installed on a computer running Windows for Servers, Kaspersky Endpoint
Security does not show the notification. Therefore, the user cannot select an action to disinfect an active
threat. To disinfect a threat, you need to enable Advanced Disinfection technology in application settings and
enable immediate Advanced Disinfection in Malware Scan task settings. Then you need to start a Malware
Scan task.

Enabling or disabling Advanced Disinfection technology

If Kaspersky Endpoint Security cannot halt the execution of a piece of malware, you can use the Advanced
Disinfection technology. By default, Advanced Disinfection is disabled because this technology uses a significant
amount of computing resources. Therefore, you can enable Advanced Disinfection only when working with active
threats.

Advanced Disinfection works differently for workstations and servers. To use the technology on servers, you
must enable immediate advanced disinfection in the properties of the Malware Scan task. This prerequisite is
not necessary to use the technology on workstations.

How to enable or disable the Advanced Disinfection technology in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select General settings — Application settings.

5. In the Operating mode block, select or clear the Enable Advanced Disinfection technology check box to
enable or disable Advanced Disinfection technology.

6. Save your changes.

How to enable or disable the Advanced Disinfection technology in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.

4. Select General settings — Application Settings.

5. In the Operating mode block, select or clear the Enable Advanced Disinfection technology check box to
enable or disable Advanced Disinfection technology.

6. Save your changes.

How to enable or disable the Advanced Disinfection technology in the application interface
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1. In the main application window, click the & button.

2.In the application settings window, select General settings — Application settings.

Kaspersky < Monitoring
Endpoint Security

Application settings

EIDI:I Monitoring

Operating mode
Launch Kaspersky Endpoint Security at computer startup (recommended)
Use Advanced Disinfection technology (requires considerable computer resources)

Install updates without computer restart

Performance

Postpone scheduled tasks while running on battery power

Concede resources to other applications

Self-Defense
Self-Defense provides additional security for your computer.
Enable Self-Defense
By enablin ck all attempts to modify or delete curity files, memory

or

Server Name

Enable external management of system services (@)

Debug information

3. In the Operating mode block, select or clear the Use Advanced Disinfection technology (requires
considerable computer resources) check box to enable or disable Advanced Disinfection technology.

4. Save your changes.

As aresult, the user cannot use most operating system features while Active Disinfection is in progress. When the
disinfection is complete, the computer will be rebooted.

Processing of active threats

Aninfected file is considered processedif Kaspersky Endpoint Security disinfected the file or removed the threat
as part of scanning the computer for viruses and other malware.

Kaspersky Endpoint Security moves the file to the list of active threats if, for any reason, Kaspersky Endpoint
Security failed to perform an action on this file according to the specified application settings while scanning the
computer for viruses and other threats.

This situation is possible in the following cases:

¢ The scanned file is unavailable (for example, it is located on a network drive or on a removable drive without
write privileges).
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* Inthe Malware Scan task settings, the action on threat detection is set to Inform. Then, when the infected file
notification was displayed on the screen, the user selected Ignore.

If there are any unprocessed threats, Kaspersky Endpoint Security changes the icon to Jg. In the main application
window, the threat notification is displayed (see the figure below). In the Kaspersky Security Center console, the
status of the computer is changed to Critical— (.

How to process a threat in the Administration Console (MMC) @

1. In the Administration Console, go to the folder Administration Server — Additional — Repositories —
Active threats.

The list of active threats opens.
2. Select the object that you want to process.
3. Choose how you want to handle the threat:

* Disinfect. If this option is selected, the application automatically attempts to disinfect all infected files
that are detected. If disinfection fails, the application deletes the files.

e Delete.

How to process a threat in the Web Console and Cloud Console

1. In the main window of the Web Console, select Operations — Repositories — Active threats.

The list of active threats opens.
2. Select the object that you want to process.
3. Choose how you want to handle the threat:

¢ Disinfect. If this option is selected, the application automatically attempts to disinfect all infected files
that are detected. If disinfection fails, the application deletes the files.

¢ Delete.

How to process a threat in the application interface
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1. In the main application window, in the Monitoring section, click the Protection is at risk tile.

The list of active threats opens.
2. Select the object that you want to process.
3. Choose how you want to handle the threat:

* Resolve. If this option is selected, the application automatically attempts to disinfect all infected files
that are detected. If disinfection fails, the application deletes the files.

e Add to exclusions. If this action is selected, Kaspersky Endpoint Security suggests adding the file to
the list of scan exclusions. Settings of the exclusion are configured automatically. If adding an exclusion
is not available, it means that the administrator has disabled adding exclusions in policy settings.

e Ignore. If this option is selected, Kaspersky Endpoint Security deletes the entry from the list of active
threats. If there are no active threats remaining on the list, the computer status will be changed to OK. If
the object is detected again, Kaspersky Endpoint Security will add a new entry to the list of active
threats.

* Open containing folder. If this option is selected, Kaspersky Endpoint Security opens the folder
containing the object in the file manager. You can then manually delete the object or move the object to
a folder that is not within the protection scope.

e |Learn more. If this option is selected, Kaspersky Endpoint Security opens the Kaspersky Virus
Encyclopedia website &.

Kaspersky

Security is atrisk >

Meonitoring
® Managed by security policy

@ Anti-virus databases:
Version: 8272021 311:40 PM

Reports Backup D) 'I;h reat
detection
technologies

Kaspersky Security Network Application Activity
A d= that o Sims inf

s information about the reputation of files, Monitor

cts in the world
4,672,183,300
Encryption Monitor

1,644,992,581

2,287,436,398 Network Monitor
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Computer protection

File Threat Protection

The File Threat Protection component lets you prevent infection of the file system of the computer. By default,
the File Threat Protection component permanently resides in the computer's RAM. The component scans files on
all drives of the computer, as well as on connected drives. The component provides computer protection with the
help of anti-virus databases, the Kaspersky Security Network cloud service, and heuristic analysis.

The component scans the files accessed by the user or application. If a malicious file is detected, Kaspersky
Endpoint Security blocks the file operation. The application then disinfects or deletes the malicious file, depending
on the settings of the File Threat Protection component.

When attempting to access a file whose contents are stored in the OneDrive cloud, Kaspersky Endpoint
Security downloads and scans the file contents.

Enabling and disabling File Threat Protection

By default, the File Threat Protection component is enabled and runs in the mode recommended by Kaspersky
experts. For File Threat Protection, Kaspersky Endpoint Security can apply different groups of settings. These
groups of settings that are stored in the application are called security levels: High, Recommended, Low. The
Recommended security level settings are considered to be the optimal settings recommended by Kaspersky
experts (see the table below). You can select one of the preset security levels or manually configure security level
settings. If you change the security level settings, you can always revert back to the recommended security level
settings.

To enable or disable the File Threat Protection component:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
3. Use the File Threat Protection toggle to enable or disable the component.
4. If you enabled the component, do one of the following in the Security level block:

* |f you want to apply one of the preset security levels, select it with the slider:

e High. When this file security level is selected, the File Threat Protection component takes the strictest
control of all files that are opened, saved, and started. The File Threat Protection component scans all
file types on all hard drives, removable drives, and network drives of the computer. It also scans archives,
installation packages, and embedded OLE objects.

* Recommended. This file security level is recommended by Kaspersky Lab experts. The File Threat
Protection component scans only the specified file formats on all hard drives, removable drives, and
network drives of the computer, and embedded OLE objects. The File Threat Protection component
does not scan archives or installation packages. The values of settings for the recommended security
level are provided in the table below.
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* Low. The settings of this file security level ensure maximum scanning speed. The File Threat Protection
component scans only files with specified extensions on all hard drives, removable drives, and network
drives of the computer. The File Threat Protection component does not scan compound files.

e |f you want to configure a custom security level, click the Advanced Settings button and define your own
component settings.

You can restore the values of preset security levels by clicking the Restore recommended security level

button.

5. Save your changes.

File Threat Protection settings recommended by Kaspersky experts (recommended security level)

Parameter

File types

Heuristic
Analysis

Scan only
new and
modified
files

Use iSwift
technology

Use
iChecker
technology

Scan files
in
Microsoft
Office
formats

Scan mode

Value

Files
scanned by
format

Light scan

On

On

Smart
mode

Description

scanning a file for malicious code, the internal header of the file is analyzed
to determine the format of the file (for example, .txt, doc, or .exe). The scan
also looks for files with particular file extensions.

The technology was developed for detecting threats that cannot be
detected by using the current version of Kaspersky application databases.
It detects files that may be infected with an unknown virus or a new variety
of a known virus.

When scanning files for malicious code, the heuristic analyzer executes
instructions in the executable files. The number of instructions that are
executed by the heuristic analyzer depends on the level that is specified for
the heuristic analyzer. The heuristic analysis level ensures a balance
between the thoroughness of searching for new threats, the load on the
resources of the operating system, and the duration of heuristic analysis.

Scans only new files and those files that have been modified since the last
time they were scanned. This helps reduce the duration of a scan. This
mode applies both to simple and to compound files.

This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scanning by using a special algorithm that
takes into account the release date of Kaspersky Endpoint Security
databases, the date that the file was last scanned on, and any
modifications to the scanning settings. The iSwift technology is an
advancement of the iChecker technology for the NTFS file system.

This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scans by using a special algorithm that
takes into account the release date of Kaspersky Endpoint Security
databases, the date when the file was last scanned, and any modifications
to the scan settings. There are limitations to iChecker Technology: it does
not work with large files and applies only to files with a structure that the
application recognizes (for example, EXE, DLL, LNK, TTF, INF, SYS, COM,
CHM, ZIP, and RAR).

Scans Microsoft Office files (DOC, DOCX, XLS, PPT and other Microsoft
extensions). Office format files include OLE objects as well. Kaspersky
Endpoint Security scans office format files that are smaller than 1MB,
regardless of whether the check box is selected or not.

In this mode, File Threat Protection scans an object based on an analysis of
actions taken on the object. For example, when working with a Microsoft
Office document, Kaspersky Endpoint Security scans the file when it is first
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opened and last closed. Intermediate operations that overwrite the file do
not cause it to be scanned.

Action on Disinfect, If this option is selected, the application automatically attempts to
threat delete if disinfect all infected files that are detected. If disinfection fails, the
detection disinfection  application deletes the files.

fails

Automatic pausing of File Threat Protection

You can configure File Threat Protection to automatically pause at a specified time or when working with specific
applications.

File Threat Protection should be paused only as a last resort when it conflicts with some applications. If any

conflicts arise while a component is running, you are advised to contact Kaspersky Technical Support=. The
support experts will help you set up the File Threat Protection component to run simultaneously with other

applications on your computer.

To configure automatic pausing of File Threat Protection:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
3. Click Advanced Settings.
4. In the Pause File Threat Protection block, click the Pause File Threat Protection link.
5. In the window that opens, configure the settings for pausing File Threat Protection:
a. Configure a schedule for automatically pausing File Threat Protection.

b. Create a list of applications whose operation should cause File Threat Protection to pause its activities.

6. Save your changes.

Changing the action taken on infected files by the File Threat Protection
component

By default, the File Threat Protection component automatically tries to disinfect all infected files that are
detected. If disinfection fails, the File Threat Protection component deletes these files.

To change the action taken on infected files by the File Threat Protection component:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
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3. In the Action on threat detection block, select the relevant option:

¢ Disinfect, delete if disinfection fails. If this option is selected, the application automatically attempts to
disinfect all infected files that are detected. If disinfection fails, the application deletes the files.

¢ Disinfect, block if disinfection fails. If this option is selected, Kaspersky Endpoint Security automatically
attempts to disinfect all infected files that are detected. If disinfection is not possible, Kaspersky Endpoint
Security adds the information about the infected files that are detected to the list of active threats.

¢ Block. If this option is selected, the File Threat Protection component automatically blocks all infected files
without attempting to disinfect them.

Before attempting to disinfect or delete an infected file, the application creates a backup copy of the file
in case you need to restore the file or if it can be disinfected in the future.

4. Save your changes.

Forming the protection scope of the File Threat Protection component

The protection scope refers to the objects that the component scans when enabled. The protection scopes of
different components have different properties. The location and type of files to be scanned are properties of the
protection scope of the File Threat Protection component. By default, the File Threat Protection component

When selecting the type of files to scan, consider the following:

1. There is a low probability of introducing malicious code into files of certain formats and its subsequent
activation (for example, TXT format). At the same time, there are file formats that contain executable code
(such as .exe, dll). The executable code may also be contained in files of formats that are not intended for this
purpose (for example, the DOC format). The risk of intrusion and activation of malicious code in such files is
high.

2. Aniintruder may send a virus or another malicious application to your computer in an executable file that has
been renamed with the txt extension. If you select scanning of files by extension, the application skips this file
during scanning. If scanning of files by format is selected, Kaspersky Endpoint Security analyzes the file header
regardless of its extension. If this analysis reveals that the file has the format of an executable file (for example,
EXE), the application scans it.

To create the protection scope:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
3. Click Advanced Settings.
4. In the File types block, specify the type of files that you want the File Threat Protection component to scan:

e All files. If this setting is enabled, Kaspersky Endpoint Security checks all files without exception (all formats
and extensions).
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scanning a file for malicious code, the internal header of the file is analyzed to determine the format of the
file (for example, txt, .doc, or .exe). The scan also looks for files with particular file extensions.

format is then determined based on the file's extension.

5. Click the Edit protection scope link.

6. In the window that opens, select the objects that you want to add to the protection scope or exclude fromit.
You cannot remove or edit objects that are included in the default protection scope.

7.If you want to add a new object to the protection scope:

a. Click Add.

The folder tree opens.
b. Select an object to add to the protection scope.

You can exclude an object from scans without deleting it from the list of objects in the scan scope. To do so,
clear the check box next to the object.

8. Save your changes.

Using scan methods

Kaspersky Endpoint Security uses a scanning technique called Machine learning and signature analysis. During
signature analysis, Kaspersky Endpoint Security matches the detected object with records in its database. Based
on the recommendations of Kaspersky experts, machine learning and signature analysis is always enabled.

To increase the effectiveness of protection, you can use heuristic analysis. When scanning files for malicious code,
the heuristic analyzer executes instructions in the executable files. The number of instructions that are executed
by the heuristic analyzer depends on the level that is specified for the heuristic analyzer. The heuristic analysis level
ensures a balance between the thoroughness of searching for new threats, the load on the resources of the
operating system, and the duration of heuristic analysis.

To configure the use of heuristic analysis in the operation of the File Threat Protection component:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.

3. Click Advanced Settings.
4. If you want the application to use heuristic analysis for protection against file threats, select the Heuristic
Analysis check box in the Scan methods block. Then use the slider to set the heuristic analysis level: Light

scan, Medium scan or Deep scan.

5. Save your changes.

234


javascript:void(0)
javascript:void(0)

Using scan technologies in the operation of the File Threat Protection
component

To configure the use of scan technologies in the operation of the File Threat Protection component:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
3. Click Advanced Settings.

4.In the Scan technologies block, select the check boxes next to the names of technologies that you want to use
for file threat protection:

* Use iSwift technology. This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scanning by using a special algorithm that takes into account the release
date of Kaspersky Endpoint Security databases, the date that the file was last scanned on, and any
modifications to the scanning settings. The iSwift technology is an advancement of the iChecker
technology for the NTFS file system.

e Use iChecker technology. This technology allows increasing scan speed by excluding certain files from
scanning. Files are excluded from scans by using a special algorithm that takes into account the release date
of Kaspersky Endpoint Security databases, the date when the file was last scanned, and any modifications
to the scan settings. There are limitations to iChecker Technology: it does not work with large files and
applies only to files with a structure that the application recognizes (for example, EXE, DLL, LNK, TTF, INF,
SYS, COM, CHM, ZIP, and RAR).

5. Save your changes.

Optimizing file scanning

You can optimize the file scanning that is performed by the File Threat Protection component by reducing the scan
time and increasing the operating speed of Kaspersky Endpoint Security. This can be achieved by scanning only
new files and those files that have been modified since the previous scan. This mode applies both to simple and to
compound files.

You can also enable the use of the iChecker and iSwift technologies that optimize the speed of file scanning by
excluding files that have not been modified since the most recent scan.

To optimize file scanning:

1. In the main application window, click the £ button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
3. Click Advanced Settings.
4. In the Optimization block, select the Scan only new and modified files check box.

5. Save your changes.
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Scanning compound files

A common technique of concealing viruses and other malware is to implant them in compound files, such as
archives or databases. To detect viruses and other malware that are hidden in this way, the compound file must be
unpacked, which may slow down scanning. You can limit the types of compound files to be scanned and thereby
speed up scanning.

The method used to process an infected compound file (disinfection or deletion) depends on the type of file.

The File Threat Protection component disinfects compound files in the ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB,
LHA, JAR and ICE formats and deletes files in all other formats (except mail databases).

To configure scanning of compound files:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
3. Click Advanced Settings.

4.In the Scan of compound files block, specify the types of compound files that you want to scan: archives,
distribution package, or files in office formats.

5. If scanning only new and modified files is disabled, configure the settings for scanning each type of compound
file: scan all files of this type or only new files.

If scanning only new and modified files is enabled, Kaspersky Endpoint Security scans only new and modified
files of all types of compound files.

6. Configure the advanced settings for scanning compound files.

¢ Do not unpack large compound files.

If this check box is selected, Kaspersky Endpoint Security does not scan compound files if their size
exceeds the specified value.

If this check box is cleared, Kaspersky Endpoint Security scans compound files of all sizes.

Kaspersky Endpoint Security scans large files that are extracted from archives, regardless of whether
the Do not unpack large compound files check box is selected.

e Unpack compound files in the background.

If the check box is selected, Kaspersky Endpoint Security provides access to compound files that are larger
than the specified value before these files are scanned. In this case, Kaspersky Endpoint Security unpacks
and scans compound files in the background.

Kaspersky Endpoint Security provides access to compound files that are smaller than this value only after
unpacking and scanning these files.

If the check box is not selected, Kaspersky Endpoint Security provides access to compound files only after
unpacking and scanning files of any size.

7. Save your changes.
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Changing the scan mode

Scan moderefers to the condition that triggers file scanning by the File Threat Protection component. By default,
Kaspersky Endpoint Security scans files in smart mode. In this file scan mode, the File Threat Protection
component decides whether or not to scan files after analyzing operations that are performed with the file by the
user, by an application on behalf of the user (under the account that was used to log in or a different user
account), or by the operating system. For example, when working with a Microsoft Office Word document,
Kaspersky Endpoint Security scans the file when it is first opened and last closed. Intermediate operations that
overwrite the file do not cause it to be scanned.

To change the file scan mode:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — File Threat Protection.
3. Click Advanced Settings.

4. In the Scan mode block, select the required mode:

e Smart mode. In this mode, File Threat Protection scans an object based on an analysis of actions taken on
the object. For example, when working with a Microsoft Office document, Kaspersky Endpoint Security
scans the file when it is first opened and last closed. Intermediate operations that overwrite the file do not
cause it to be scanned.

* On access and modification. In this mode, File Threat Protection scans objects whenever there is an
attempt to open or modify them.

* On access. In this mode, File Threat Protection scans objects only upon an attempt to open them.
¢ On execution. In this mode, File Threat Protection only scans objects upon an attempt to run them.

5. Save your changes.

Web Threat Protection

The Web Threat Protection component prevents downloads of malicious files from the Internet, and also blocks
malicious and phishing websites. The component provides computer protection with the help of anti-virus
databases, the Kaspersky Security Network cloud service, and heuristic analysis.

Kaspersky Endpoint Security scans HTTP-, HTTPS- and FTP-traffic. Kaspersky Endpoint Security scans URLs and
IP addresses. You can specify the ports that Kaspersky Endpoint Security will monitor, or select all ports.

For HTTPS traffic monitoring, you need to enable encrypted connections scan.

When a user tries to open a malicious or phishing website, Kaspersky Endpoint Security will block access and show
a warning (see the figure below).
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Enabling and disabling Web Threat Protection

By default, the Web Threat Protection component is enabled and runs in the mode recommended by Kaspersky
experts. For Web Threat Protection, the application can apply different groups of settings. These groups of
settings that are stored in the application are called security levels: High, Recommended, Low. The
Recommended web traffic security level settings are considered to be the optimal settings recommended by
Kaspersky experts (see the table below). You can select one of the pre-installed security levels for web traffic that
is received or transmitted via the HTTP and FTP protocols, or configure a custom web traffic security level. If you
change the web traffic security level settings, you can always revert to the recommended web traffic security level
settings.

You can select or configure the security level only in Administration Console (MMC) or the local interface of
the application. You cannot select or configure the security level in Web Console or Cloud Console.

How to enable or disable the Web Threat Protection component in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.
2.In the console tree, select Policies.
3. Select the necessary policy and double-click to open the policy properties.
4. In the policy window, select Essential Threat Protection — Web Threat Protection.
5. Use the Web Threat Protection check box to enable or disable the component.
6. If you enabled the component, do one of the following in the Security level block:
¢ |f you want to apply one of the preset security levels, select it with the slider:

e High. The security level under which the Web Threat Protection component performs maximum
scanning of web traffic that the computer receives over the HTTP and FTP protocols. Web Threat
Protection performs detailed scanning of all web traffic objects by using the full set of application
databases, and performs the deepest possible heuristic analysis [z

* Recommended. The security level that provides the optimal balance between the performance of
Kaspersky Endpoint Security and the security of web traffic. The Web Threat Protection
component performs heuristic analysis at the medium scan level. This web traffic security level is
recommended by Kaspersky specialists. The values of settings for the recommended security level
are provided in the table below.

* Low. The settings of this web traffic security level ensure the maximum web traffic scanning speed.
The Web Threat Protection component performs heuristic analysis at the light scan level.

e |f you want to configure a custom security level, click the Settings button and define your own
component settings.

You can restore the values of preset security levels by clicking the By default button.

7.In the Action on threat detection block, select the action that Kaspersky Endpoint Security performs on
malicious web traffic objects:

* Block. If this option is selected and an infected object is detected in web traffic, the Web Threat
Protection component blocks access to the object and displays a message in the browser.

* Inform. If this option is selected and an infected object is detected in web traffic, Kaspersky Endpoint
Security allows this object to be downloaded to the computer but adds information about the infected

object to the list of active threats.

8. Save your changes.

How to enable or disable the Web Threat Protection component in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Web Threat Protection.
5. Use the Web Threat Protection toggle to enable or disable the component.

6. In the Action on threat detection block, select the action that Kaspersky Endpoint Security performs on
malicious web traffic objects:

e Block. If this option is selected and an infected object is detected in web traffic, the Web Threat
Protection component blocks access to the object and displays a message in the browser.

¢ Inform. If this option is selected and an infected object is detected in web traffic, Kaspersky Endpoint
Security allows this object to be downloaded to the computer but adds information about the infected

object to the list of active threats.

7. Save your changes.

How to enable or disable the Web Threat Protection component

240


javascript:toggleBlock('228457')

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Web Threat Protection.
3. Use the Web Threat Protection toggle to enable or disable the component.
4. If you enabled the component, do one of the following in the Security level block:
¢ |f you want to apply one of the preset security levels, select it with the slider:
e High. The security level under which the Web Threat Protection component performs maximum
scanning of web traffic that the computer receives over the HTTP and FTP protocols. Web Threat

Protection performs detailed scanning of all web traffic objects by using the full set of application
databases, and performs the deepest possible heuristic analysis .

* Recommended. The security level that provides the optimal balance between the performance of
Kaspersky Endpoint Security and the security of web traffic. The Web Threat Protection
component performs heuristic analysis at the medium scan level. This web traffic security level is
recommended by Kaspersky specialists. The values of settings for the recommended security level
are provided in the table below.

* Low. The settings of this web traffic security level ensure the maximum web traffic scanning speed.
The Web Threat Protection component performs heuristic analysis at the light scan level.

e |f you want to configure a custom security level, click the Advanced Settings button and define your
own component settings.

You can restore the values of preset security levels by clicking the Restore recommended security
level button.

5. In the Action on threat detection block, select the action that Kaspersky Endpoint Security performs on
malicious web traffic objects:

* Block. If this option is selected and an infected object is detected in web traffic, the Web Threat
Protection component blocks access to the object and displays a message in the browser.

¢ Inform. If this option is selected and an infected object is detected in web traffic, Kaspersky Endpoint
Security allows this object to be downloaded to the computer but adds information about the infected

object to the list of active threats.

6. Save your changes.

Web Threat Protection settings recommended by Kaspersky experts (recommended security level)

Parameter Value Description

Checkthe On Scanning the links to determine whether they are included in the database of
web malicious web addresses allows you to track websites that have been added to
address denylist. The database of malicious web addresses is maintained by Kaspersky,
against included in the application installation package, and updated during Kaspersky
the Endpoint Security database updates.

database

of

malicious

web

addresses
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Check the On
web

The database of phishing web addresses includes the web addresses of currently
known websites that are used to launch phishing attacks. Kaspersky supplements

address this database of phishing links with addresses obtained from the international

against organization known as the Anti-Phishing Working Group. The database of phishing

the addresses is included in the application installation package and supplemented with

database Kaspersky Endpoint Security database updates.

of

phishing

web

addresses

Use Medium  The technology was developed for detecting threats that cannot be detected by

Heuristic scan using the current version of Kaspersky application databases. It detects files that

Analysis may be infected with an unknown virus or a new variety of a known virus.

(Web When web traffic is scanned for viruses and other applications that present a

Threat . threat, the heuristic analyzer performs instructions in the executable files. The

Protection) number of instructions that are executed by the heuristic analyzer depends on the
level that is specified for the heuristic analyzer. The heuristic analysis level ensures a
balance between the thoroughness of searching for new threats, the load on the
resources of the operating system, and the duration of heuristic analysis.

Use On The technology was developed for detecting threats that cannot be detected by

Heuristic using the current version of Kaspersky application databases. It detects files that

Analysis may be infected with an unknown virus or a new variety of a known virus.

(Anti-

Phishing)

Action on Block If this option is selected and an infected object is detected in web traffic, the Web

threat Threat Protection component blocks access to the object and displays a message

detection in the browser.

Configuring malicious web address detection methods

Web Threat Protection detects malicious web addresses using anti-virus databases, the Kaspersky Security
Network cloud service, and heuristic analysis.

You can select malicious web address detection methods only in Administration Console (MMC) or the local
interface of the application. You cannot select malicious web address detection methods in Web Console or
Cloud Console. The default option is checking web addresses against the database of malicious addresses
with heuristic analysis (medium scan).

Scanning using the database of malicious addresses

Scanning the links to determine whether they are included in the database of malicious web addresses allows you
to track websites that have been added to denylist. The database of malicious web addresses is maintained by
Kaspersky, included in the application installation package, and updated during Kaspersky Endpoint Security
database updates.
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Kaspersky Endpoint scans all links to determine if they are listed in databases of malicious web addresses. The
application's secure connection scan settings do not affect the link scanning functionality. In other words, if
encrypted connections scan is disabled, Kaspersky Endpoint Security checks links against databases of
malicious web addresses even if network traffic is transmitted over an encrypted connection.

How to enable or disable the checking of web addresses against the database of malicious web addresses using
the Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Web Threat Protection.

5. In the Security level block, click the Settings button.

6. In the window that opens, in the Scan methods block, select or clear the Check the web address against
the database of malicious web addresses check box to enable or disable the checking of addresses
against the database of malicious web addresses.

7. Save your changes.

How to enable or disable the checking of addresses against the malicious address database in the application

interface

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Web Threat Protection.

3. Click Advanced Settings.

4. In the Scan methods block, select or clear the Check the web address against the database of
malicious web addresses check box to enable or disable the checking of addresses against the database

of malicious web addresses.

5. Save your changes.

Heuristic analysis

During heuristic analysis, Kaspersky Endpoint Security analyzes the activity of applications in the operating system.
Heuristic analysis can detect threats for which there are currently no records in the Kaspersky Endpoint Security

databases.
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When web traffic is scanned for viruses and other applications that present a threat, the heuristic analyzer
performs instructions in the executable files. The number of instructions that are executed by the heuristic
analyzer depends on the level that is specified for the heuristic analyzer. The heuristic analysis level ensures a
balance between the thoroughness of searching for new threats, the load on the resources of the operating
system, and the duration of heuristic analysis.

How to enable or disable the use of heuristic analysis in the Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Web Threat Protection.
5. In the Security level block, click the Settings button.

6. In the Scan methods block, select the Use Heuristic Analysis check box if you want the application to use
heuristic analysis when scanning web traffic for viruses and other malware.

7. Use the slider to set the heuristic analysis level: light scan, medium scan or deep scan.

When web traffic is scanned for viruses and other applications that present a threat, the heuristic analyzer
performs instructions in the executable files. The number of instructions that are executed by the heuristic
analyzer depends on the level that is specified for the heuristic analyzer. The heuristic analysis level
ensures a balance between the thoroughness of searching for new threats, the load on the resources of
the operating system, and the duration of heuristic analysis.

8. Save your changes.

How to enable or disable the use of heuristic analysis in the application interface

1. In the main application window, click the £ button.

2.In the application settings window, select Essential Threat Protection — Web Threat Protection.

3. Click Advanced Settings.

4.In the Scan methods block, select the Use Heuristic Analysis check box if you want the application to use
heuristic analysis when scanning web traffic for viruses and other malware.

When web traffic is scanned for viruses and other applications that present a threat, the heuristic analyzer
performs instructions in the executable files. The number of instructions that are executed by the heuristic
analyzer depends on the level that is specified for the heuristic analyzer. The heuristic analysis level
ensures a balance between the thoroughness of searching for new threats, the load on the resources of

the operating system, and the duration of heuristic analysis.

5. Save your changes.
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Anti-Phishing

Web Threat Protection checks links to see if they belong to phishing web addresses. This helps prevent phishing
attacks. A phishing attack can be disguised, for example, as an email message supposedly from your bank with a
link to the official website of the bank. By clicking the link, you go to an exact copy of the bank's website and can
even see its real web address in the browser, even though you are on a counterfeit site. From this point forward, all
of your actions on the site are tracked and can be used to steal your money.

Because links to phishing websites may be received not only in an email message but also from other sources such
as messengers, the Web Threat Protection component monitors attempts to access a phishing website at the
web traffic scan level and blocks access to such websites. Lists of phishing URLs are included with the Kaspersky
Endpoint Security distribution kit.

You can configure Anti-Phishing only in Administration Console (MMC) or the local interface of the
application. You cannot configure Anti-Phishing in Web Console or Cloud Console. By default, Anti-Phishing
with heuristic analysis is enabled.

How to enable or disable Anti-Phishing in the Administration Console (MMC) @

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Web Threat Protection.
5. In the Security level block, click the Settings button.

6. In the window that opens, in the Anti-Phishing settings block, select or clear the Check the web address
against the database of phishing web addresses check box to enable or disable Anti-Phishing.

The database of phishing web addresses includes the web addresses of currently known websites that are
used to launch phishing attacks. Kaspersky supplements this database of phishing links with addresses
obtained from the international organization known as the Anti-Phishing Working Group. The database of
phishing addresses is included in the application installation package and supplemented with Kaspersky
Endpoint Security database updates.

7. Select the Use Heuristic Analysis check box if you want the application to use heuristic analysis when
scanning web pages for phishing links.

During heuristic analysis, Kaspersky Endpoint Security analyzes the activity of applications in the operating
system. Heuristic analysis can detect threats for which there are currently no records in the Kaspersky
Endpoint Security databases.

To scan links, in addition to anti-virus database and heuristic analysis, you can use Kaspersky Security
Network reputation databases.

8. Save your changes.

How to enable or disable Anti-Phishing in the application interface
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1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Web Threat Protection.

3. Click Advanced Settings.

4. If you want the Web Threat Protection component to check links against the databases of phishing web
addresses, select the Check the web address against the database of phishing web addresses check
box in the Anti-Phishing block. The database of phishing web addresses includes the web addresses of
currently known websites that are used to launch phishing attacks. Kaspersky supplements this database
of phishing links with addresses obtained from the international organization known as the Anti-Phishing
Working Group. The database of phishing addresses is included in the application installation package
and supplemented with Kaspersky Endpoint Security database updates.

5. Select the Use Heuristic Analysis check box if you want the application to use heuristic analysis when
scanning web pages for phishing links.
During heuristic analysis, Kaspersky Endpoint Security analyzes the activity of applications in the operating
system. Heuristic analysis can detect threats for which there are currently no records in the Kaspersky
Endpoint Security databases.

To scan links, in addition to anti-virus database and heuristic analysis, you can use Kaspersky Security
Network reputation databases.

6. Save your changes.

Creating the list of trusted web addresses

In addition to malicious and phishing websites, Web Threat Protection can block other websites. For example, Web
Threat Protection blocks HTTP traffic that does not satisfy RFC standards. You can create a list of URLs whose
content you trust. The Web Threat Protection component does not analyze information from trusted web
addresses to check them for viruses or other threats. This option may be useful, for example, if the Web Threat
Protection component interferes with the downloading of a file from a known website.

A URL may be the address of a specific web page or the address of a website.

How to add a trusted web address using Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Web Threat Protection.
5. In the Security level block, click the Settings button.

6. In the window that opens, select the Trusted web addresses tab.

7. Select the Do not scan web traffic from trusted web addresses check box.

If the check box is selected, the Web Threat Protection component does not scan the content of web
pages or websites whose addresses are included in the list of trusted web addresses. You can add both the
specific address and the address mask of a web page/website to the list of trusted web addresses.

8. Create a list of URLs / web pages whose content you trust.

Kaspersky Endpoint Security supports the * and ? characters when entering a mask.

You can also import a list of trusted web addresses from an XML file.

9. Save your changes.

How to add a trusted web address in the Web Console and Cloud Console

1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Web Threat Protection.

5. In the Trusted web addresses block, select the Do not scan web traffic from trusted web addresses
check box.

If the check box is selected, the Web Threat Protection component does not scan the content of web
pages or websites whose addresses are included in the list of trusted web addresses. You can add both the
specific address and the address mask of a web page/website to the list of trusted web addresses.

6. Create a list of URLs / web pages whose content you trust.
Kaspersky Endpoint Security supports the * and ? characters when entering a mask.

You can also import a list of trusted web addresses from an XML file.

7. Save your changes.

How to add a trusted web address in the application interface
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1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Web Threat Protection.

3. Click Advanced Settings.

4. Select the Do not scan web traffic from trusted URLs check box.

If the check box is selected, the Web Threat Protection component does not scan the content of web
pages or websites whose addresses are included in the list of trusted web addresses. You can add both the
specific address and the address mask of a web page/website to the list of trusted web addresses.

5. Create alist of URLs / web pages whose content you trust.
Kaspersky Endpoint Security supports the * and ? characters when entering a mask.

You can also import a list of trusted web addresses from an XML file.

6. Save your changes.

As aresult, Web Threat Protection does not scan traffic of trusted web addresses. The user always can open a
trusted website and download a file from that website. If you could not gain access to the website, check the
settings of Encrypted connections scan, Web Control, and Network ports monitoring components. If Kaspersky
Endpoint Security detects a file downloaded from a trusted website as malicious, you can add this file to
exclusions.

You can also create a general list of exclusions for encrypted connections. In this case, Kaspersky Endpoint
Security does not scan HTTPS traffic of trusted web addresses when Web Threat Protection, Mail Threat
Protection, Web Control components are doing their work.

Exporting and importing the list of trusted web addresses

You can export the list of trusted web addresses to an XML file. Then you can modify the file to, for example, add a
large number of web addresses of the same type. You can also use the export/import function to back up the list
of trusted web addresses or to migrate the list to a different server.

How to export and import a list of trusted web addresses in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.
3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Web Threat Protection.

5. In the Security level block, click the Settings button.

6. In the window that opens, select the Trusted web addresses tab.

7. To export the list of trusted web addresses:

a. Select the trusted web addresses that you want to export. To select multiple ports, use the CTRL or
SHIFT keys.
If you did not select any trusted web address, Kaspersky Endpoint Security will export all web
addresses.

b. Click the Export link.

c. In the window that opens, specify the name of the XML file to which you want to export the list of
trusted web addresses, and select the folder in which you want to save this file.

d. Save the file.
Kaspersky Endpoint Security exports the entire list of trusted web addresses to the XML file.

8. To import the list of trusted addresses:

a. Click the Import link.
In the window that opens, select the XML file from which you want to import the list of trusted

addresses.
b. Open the file.

If the computer already has a list of trusted addresses, Kaspersky Endpoint Security will prompt you to
delete the existing list or add new entries to it from the XML file.

9. Save your changes.

How to export and import a list of trusted web addresses in the Web Console and Cloud Console

249


javascript:toggleBlock('202088')

1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Web Threat Protection.
5. To export the list of exclusions in the Trusted web addresses block:
a. Select the trusted web addresses that you want to export.

b. Click the Export link.

c. In the window that opens, specify the name of the XML file to which you want to export the list of
trusted web addresses, and select the folder in which you want to save this file.

d. Save the file.
Kaspersky Endpoint Security exports the entire list of trusted web addresses to the XML file.

6. To import the list of exclusions in the Trusted web addresses block:

a. Click the Import link.

In the window that opens, select the XML file from which you want to import the list of trusted
addresses.

b. Open the file.

If the computer already has a list of trusted addresses, Kaspersky Endpoint Security will prompt you to
delete the existing list or add new entries to it from the XML file.

7. Save your changes.

Mail Threat Protection

The Mail Threat Protection component scans the attachments of incoming and outgoing email messages for
viruses and other threats. The component provides computer protection with the help of anti-virus databases, the
Kaspersky Security Network cloud service, and heuristic analysis.

Mail Threat Protection can scan both incoming and outgoing messages. The application supports POP3, SMTP,
IMAP, and NNTP in the following mail clients:

¢ Microsoft Office Outlook
¢ Mozilla Thunderbird
¢ Windows Mail

Mail Threat Protection does not support other protocols and mail clients.
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Mail Threat Protection may not always be able to gain protocol-level access to messages (for example, when using
the Microsoft Exchange solution). For this reason, Mail Threat Protection includes an extension for Microsoft
Office Outlook. The extension allows scanning messages at the level of the mail client. The Mail Threat Protection
extension supports operations with Outlook 2010, 2013, 2016, and 2019.

The Mail Threat Protection component does not scan messages if the mail client is open in a browser.

When a malicious file is detected in an attachment, Kaspersky Endpoint Security adds information about the
performed action to the message subject, for example, [Message has been processed] <message subject>.

Enabling and disabling Mail Threat Protection

By default, the Mail Threat Protection component is enabled and runs in the mode recommended by Kaspersky
experts. For Mail Threat Protection, Kaspersky Endpoint Security applies different groups of settings. These
groups of settings that are stored in the application are called security levels: High, Recommended, Low. The
Recommended mail security level settings are considered to be the optimal settings recommended by Kaspersky
experts (see the table below). You can select one of the pre-installed email security levels or configure a custom
email security level. If you have changed the email security level settings, you can always revert to the
recommended email security level settings.

When working with the Mozilla Thunderbird mail client, the Mail Threat Protection component does not scan
messages that are transmitted via the IMAP protocol for viruses and other threats if filters are used to move
messages from the Inbox folder.

To enable or disable the Mail Threat Protection component:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Mail Threat Protection.
3. Use the Mail Threat Protection toggle to enable or disable the component.
4. If you enabled the component, do one of the following in the Security level block:

e |f you want to apply one of the preset security levels, select it with the slider:

* High. When this email security level is selected, the Mail Threat Protection component scans email
messages most thoroughly. The Mail Threat Protection component scans incoming and outgoing email
messages, and performs deep heuristic analysis. The High mail security level is recommended for high-
risk environments. An example of such an environment is a connection to a free email service from a
home network that is not guarded by centralized email protection.

* Recommended. The email security level that provides the optimal balance between the performance of
Kaspersky Endpoint Security and email security. The Mail Threat Protection component scans incoming
and outgoing email messages, and performs medium-level heuristic analysis. This mail traffic security
level is recommended by Kaspersky specialists. The values of settings for the recommended security
level are provided in the table below.

* Low. When this email security level is selected, the Mail Threat Protection component only scans
incoming email messages, performs light heuristic analysis, and does not scan archives that are attached
to email messages. At this mail security level, the Mail Threat Protection component scans email
messages at maximum speed and uses a minimum of operating system resources. The Low mail security
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level is recommended for use in a well-protected environment. An example of such an environment might
be an enterprise LAN with centralized email security.

e |f you want to configure a custom security level, click the Advanced Settings button and define your own
component settings.

You can restore the values of preset security levels by clicking the Restore recommended security level

button.

5. Save your changes.

Mail Threat Protection settings recommended by Kaspersky experts (recommended security level)

Parameter

Protection
scope

Connect
Microsoft
Outlook
extension

Scan
attached
archives

Scan
attached
files of
Microsoft
Office
formats

Attachment
filter

Heuristic
analysis

Action on

Value

Incoming
and
outgoing
messages

On

Rename
attachments
of selected

types

Medium
scan

Disinfect,

Description

The Protection scopeincludes objects that the component checks when
it is run: incoming and outgoing messages or incoming messages only.

In order to protect your computers, you need only scan incoming
messages. You can turn on scanning for outgoing messages to prevent
infected files from being sent in archives. You can also turn on the
scanning of outgoing messages if you want to prevent files in particular
formats from being sent, such as audio and video files, for example.

If the check box is selected, scanning of email messages transmitted via
the POP3, SMTP, NNTP, IMAP protocols is enabled on the side of the
extension integrated into Microsoft Outlook.

If mail is scanned using the extension for Microsoft Outlook, it is
recommended to use Cached Exchange Mode. For more detailed
information about Cached Exchange Mode and recommendations on its
use, refer to the Microsoft Knowledge Base.

Scanning ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE, and other
archives. The application scans archives not only by extension, but also by
format. When checking archives, the application performs a recursive
unpacking. This allows to detect threats inside multi-level archives
(archive within an archive).

Scans Microsoft Office files (DOC, DOCX, XLS, PPT and other Microsoft
extensions). Office format files include OLE objects as well. Kaspersky
Endpoint Security scans office format files that are smaller than 1 MB,
regardless of whether the check box is selected or not.

If this option is selected, the Mail Threat Protection component will
replace the last extension character found in the attached files of the
specified types with the underscore character (for example,
attachment.doc_). Thus, in order to open the file, the user must rename
the file.

The technology was developed for detecting threats that cannot be
detected by using the current version of Kaspersky application
databases. It detects files that may be infected with an unknown virus or
a new variety of a known virus.

When scanning files for malicious code, the heuristic analyzer executes
instructions in the executable files. The number of instructions that are
executed by the heuristic analyzer depends on the level that is specified
for the heuristic analyzer. The heuristic analysis level ensures a balance
between the thoroughness of searching for new threats, the load on the
resources of the operating system, and the duration of heuristic analysis.

When an infected object is detected in an inbound or outbound message,
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threat delete if Kaspersky Endpoint Security attempts to disinfect the detected object.
detection disinfection The user will be able to access the message with a safe attachment. If
fails the object cannot be disinfected, Kaspersky Endpoint Security deletes
the infected object. Kaspersky Endpoint Security adds information about
the performed action to the message subject, for example, [Message has
been processed] <message subject>.

Changing the action to take on infected email messages

By default, the Mail Threat Protection component automatically attempts to disinfect all infected email messages
that are detected. If disinfection fails, the Mail Threat Protection component deletes the infected email messages.

To change the action to take on infected email messages:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Mail Threat Protection.

3. In the Action on threat detection block, select the action for Kaspersky Endpoint Security to perform when an
infected message is detected:

¢ Disinfect, delete if disinfection fails. When an infected object is detected in an inbound or outbound
message, Kaspersky Endpoint Security attempts to disinfect the detected object. The user will be able to
access the message with a safe attachment. If the object cannot be disinfected, Kaspersky Endpoint
Security deletes the infected object. Kaspersky Endpoint Security adds information about the performed
action to the message subject, for example, [Message has been processed] <message subject>.

¢ Disinfect, block if disinfection fails. When an infected object is detected in an inbound message,
Kaspersky Endpoint Security attempts to disinfect the detected object. The user will be able to access the
message with a safe attachment. If the object cannot be disinfected, Kaspersky Endpoint Security adds a
warning to the message subject. The user will be able to access the message with the original attachment.
When an infected object is detected in an outbound message, Kaspersky Endpoint Security attempts to
disinfect the detected object. If the object cannot be disinfected, Kaspersky Endpoint Security blocks
transmission of the message, and the mail client shows an error.

e Block. If aninfected object is detected in an inbound message, Kaspersky Endpoint Security adds a warning
to the message subject. The user will be able to access the message with the original attachment. If an
infected object is detected in an outbound message, Kaspersky Endpoint Security blocks transmission of
the message, and the mail client shows an error.

4. Save your changes.

Forming the protection scope of the Mail Threat Protection component
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Protection scope refers to the objects that are scanned by the component when it is active. The protection
scopes of different components have different properties. The properties of the protection scope of the Mail
Threat Protection component include the settings for integrating the Mail Threat Protection component into mail
clients, and the type of email messages and email protocols whose traffic is scanned by the Mail Threat Protection
component. By default, Kaspersky Endpoint Security scans both incoming and outgoing email messages and
traffic of the POP3, SMTP, NNTP, and IMAP protocols, and is integrated into the Microsoft Office Outlook mail
client.

To form the protection scope of the Mail Threat Protection component:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Mail Threat Protection.
3. Click Advanced Settings.
4. In the Protection scope block, select the messages to scan:

¢ Incoming and outgoing messages.

* Incoming messages only.

In order to protect your computers, you need only scan incoming messages. You can turn on scanning for
outgoing messages to prevent infected files from being sent in archives. You can also turn on the scanning of
outgoing messages if you want to prevent files in particular formats from being sent, such as audio and video
files, for example.

If you choose to scan only incoming messages, it is recommended that you perform a one-time scan of all
outgoing messages because there is a chance that your computer has email worms that are being spread
over email. This helps to avoid problems resulting from unmonitored mass emailing of infected messages
from your computer.

5. In the Connectivity block, do the following:

¢ |f you want the Mail Threat Protection component to scan messages that are transmitted via the POP3,
SMTP, NNTP, and IMAP protocols before they are received on the user's computer, select the Scan POP3,
SMTP, NNTP, and IMAP traffic check box.

If you do not want the Mail Threat Protection component to scan messages that are transmitted via the
POP3, SMTP, NNTP, and IMAP protocols before they arrive on the user's computer, clear the Scan POP3,
SMTP, NNTP, and IMAP traffic check box. In this case, messages are scanned by the Mail Threat Protection
extension embedded in the Microsoft Office Outlook mail client after they are received on the user
computer if the Connect Microsoft Outlook extension check box is selected.

If you use a mail client other than Microsoft Office Outlook, the Mail Threat Protection component
does not scan messages that are transmitted via the POP3, SMTP, NNTP, and IMAP protocols, when the
Scan POP3, SMTP, NNTP, and IMAP traffic check box is cleared.

e |f you want to allow access to Mail Threat Protection component settings from Microsoft Office Outlook
and enable scanning of messages that are transmitted via the POP3, SMTP, NNTP, IMAP, and MAPI protocols
after they arrive on the computer using the extension that is embedded into Microsoft Office Outlook,
select the Connect Microsoft Outlook extension check box.
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If you want to block access to Mail Threat Protection component settings from Microsoft Office Outlook
and disable scanning of messages that are transmitted via the POP3, SMTP, NNTP, IMAP, and MAPI
protocols after they arrive on the computer using the extension that is embedded into Microsoft Office
Outlook, clear the Connect Microsoft Outlook extension check box.

The Mail Threat Protection extension is embedded in the Microsoft Office Outlook mail client during
installation of Kaspersky Endpoint Security.

6. Save your changes.

Scanning compound files attached to email messages

You can enable or disable scanning of message attachments, limit the maximum size of message attachments to
be scanned, and limit the maximum message attachment scan duration.

To configure scanning of compound files attached to email messages:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Mail Threat Protection.
3. Click Advanced Settings.
4. In the Scan of compound files block, configure the scan settings:

e Scan attached files of Microsoft Office formats. Scans Microsoft Office files (DOC, DOCX, XLS, PPT and
other Microsoft extensions). Office format files include OLE objects as well. Kaspersky Endpoint Security
scans office format files that are smaller than 1MB, regardless of whether the check box is selected or not.

e Scan attached archives. Scanning ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE, and other archives.
The application scans archives not only by extension, but also by format. When checking archives, the
application performs a recursive unpacking. This allows to detect threats inside multi-level archives (archive
within an archive).

If during the scan, Kaspersky Endpoint Security detects a password for an archive in the text of the
message, this password will be used to scan the content of the archive for malicious applications. In this
case, the password is not saved. An archive is unpacked during scan. If an application error occurs
during the unpacking process, you can manually delete the unpacked files that are saved to the
following path: %systemroot%\temp. The files have the PR prefix.

* Do not scan archives larger than N MB. If this check box is selected, the Mail Threat Protection component
excludes archives attached to email messages from scanning if their size exceeds the specified value. If the
check box is cleared, the Mail Threat Protection component scans email attachment archives of any size.

* Limit the time for checking archives to N sec. If the check box is selected, the time that is allocated for
scanning archives attached to email messages is limited to the specified period.

5. Save your changes.
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Email messages attachment filtering

The attachment filtering functionality is not applied to outgoing email messages.

Malicious applications can be distributed in the form of attachments in email messages. You can configure filtering
based on the type of message attachments so that files of the specified types are automatically renamed or
deleted. By renaming an attachment of a certain type, Kaspersky Endpoint Security can protect your computer
against automatic execution of a malicious application.

To configure filtering of attachments:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Mail Threat Protection.
3. Click Advanced Settings.
4. In the Attachment filter block, do one of the following:

* Disable filtering. If this option is selected, the Mail Threat Protection component does not filter files that
are attached to email messages.

¢ Rename attachments of selected types. If this option is selected, the Mail Threat Protection component
will replace the last extension character found in the attached files of the specified types with the
underscore character (for example, attachment.doc_). Thus, in order to open the file, the user must rename
the file.

e Delete attachments of selected types. If this option is selected, the Mail Threat Protection component
deletes attached files of the specified types from email messages.

5. If you selected the Rename attachments of selected types option or the Delete attachments of selected
types option during the previous step, select the check boxes opposite the relevant types of files.

6. Save your changes.

Exporting and importing extensions for attachment filtering

You can export the list of attachment filter extensions to an XML file. You can use the export/import function to
back up the list of extensions or to migrate the list to a different server.

How to export and import a list of attachment filter extensions in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

2. In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Mail Threat Protection.
5. In the Security level block, click the Settings button.

6. In the window that opens, select the Attachment filter tab.

7. To export the list of extensions:

a. Select the extensions that you want to export. To select multiple ports, use the CTRL or SHIFT keys.

b. Click the Export link.

c. In the window that opens, specify the name of the XML file to which you want to export the list of
extensions, and select the folder in which you want to save this file.

d. Save the file.
Kaspersky Endpoint Security exports the entire list of extensions to the XML file.

8. To import the list of extensions:

a. Click the Import link.

b. In the window that opens, select the XML file from which you want to import the list of extensions.
c. Open the file.
If the computer already has a list of extensions, Kaspersky Endpoint Security will prompt you to delete

the existing list or add new entries to it from the XML file.

9. Save your changes.

How to export and import a list of attachment filter extensions in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Mail Threat Protection.
5. To export the list of extensions in the Attachment filter block:
a. Select the extensions that you want to export.

b. Click the Export link.

c. In the window that opens, specify the name of the XML file to which you want to export the list of
extensions, and select the folder in which you want to save this file.

d. Save the file.
Kaspersky Endpoint Security exports the entire list of extensions to the XML file.

6. To import the list of extensions in the Attachment filter block:
a. Click the Import link.
b. In the window that opens, select the XML file from which you want to import the list of extensions.

c. Open the file.

If the computer already has a list of extensions, Kaspersky Endpoint Security will prompt you to delete
the existing list or add new entries to it from the XML file.

7. Save your changes.

Scanning emails in Microsoft Office Outlook

During installation of Kaspersky Endpoint Security, the Mail Threat Protection extension is embedded into
Microsoft Office Outlook (hereinafter also referred to as Outlook). The extension allows scanning messages at the
level of a mail client instead of the protocol level. In addition to messages, the extension lets you scan objects
received through the MAPI interface from Microsoft Exchange repositories (for example, objects in the Calendar).
This scanning takes place in the mail client.

You can open the Mail Threat Protection component settings from within Outlook, and specify when email
messages are to be scanned for viruses and other threats.

The Mail Threat Protection extension supports operations with Outlook 2010, 2013, 2016, and 2019.
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In Outlook, incoming messages are first scanned by the Mail Threat Protection component (if the Scan POP3
SMTP, NNTP, and IMAP traffic check box is selected in the interface of Kaspersky Endpoint Security) and then by
the Mail Threat Protection extension for Outlook. If the Mail Threat Protection component detects a malicious
object in a message, it notifies you about this event.

The Mail Threat Protection component settings can be configured directly in Outlook if the Microsoft Outlook
extension is connected in the Kaspersky Endpoint Security interface (see the figure below).

Email protection

Mail Threat Protection protects all incoming and outgoing email messages
from viruses and other malicious programs.

Email protection is enabled.

‘¥ou can disable and configure email protection by dicking the Settings
button.

Settings

Settings
Scan when receiving
[15can when reading

Scan when sending

Mail Threat Protection component settings in Outlook

Outgoing messages are first scanned by the Mail Threat Protection extension for Outlook, and are then scanned
by the Mail Threat Protection component.

If mail is scanned using the Mail Threat Protection extension for Outlook, it is recommended to use Cached
Exchange Mode. For more detailed information about Cached Exchange Mode and recommendations on its
use, refer to the Microsoft Knowledge Base .

To configure the operating mode of the Mail Threat Protection extension for Outlook:
1. Open the Kaspersky Security Center Administration Console.
2. In the console tree, select Policies.
3. Select the necessary policy and double-click to open the policy properties.
4. In the policy window, select Essential Threat Protection — Mail Threat Protection.
5. In the Security level block, click the Settings button.
6. In the Connectivity block, click the Settings button.

7.In the Email protection window, do the following:

e Select the Scan when receiving check box if you want the Mail Threat Protection extension for Outlook to
scan incoming messages as they arrive to the mailbox.

e Select the Scan when reading check box if you want the Mail Threat Protection extension for Outlook to
scan incoming messages when the user opens them.
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e Select the Scan when sending check box if you want the Mail Threat Protection extension for Outlook to
scan outgoing messages as they are sent.

8. Save your changes.

Network Threat Protection

The Network Threat Protection component (also called Intrusion Detection System) monitors inbound network
traffic for activity characteristic of network attacks. When Kaspersky Endpoint Security detects an attempted
network attack on the user's computer, it blocks the network connection with the attacking computer.
Descriptions of currently known types of network attacks and ways to counteract them are provided in Kaspersky
Endpoint Security databases. The list of network attacks that the Network Threat Protection component detects
is updated during database and application module updates.

Enabling and disabling Network Threat Protection

By default, Network Threat Protection is enabled and running in the optimal mode. Kaspersky Endpoint Security
monitors inbound network traffic for activity characteristic of network attacks and blocks the attacks.

How to enable or disable Network Threat Protection in the Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Network Threat Protection.
5. Use the Network Threat Protection check box to enable or disable the component.

6. Save your changes.

How to enable or disable Network Threat Protection in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Network Threat Protection.
5. Use the Network Threat Protection toggle to enable or disable the component.

6. Save your changes.

How to enable or disable Network Threat Protection in the application interface @

1. In the main application window, click the £ button.

2.In the application settings window, select Essential Threat Protection — Network Threat Protection.

Kaspersky < Monitoring

Network Threat Protection settings

Endpoint Security

Monitoring

Network Threat Protection
Protects against dangerous network activity and attacks.

@® Treat port scanning and network flooding as attacks
@® Block attacking devices for

80 = min

Manage exclusions

List of IP add om which network at will not be blocked.

@® MAC Spoofing Protection

address of a network devi

On detecting a MAC spoofing attack

Server Name

Inform

® Block

3. Use the Network Threat Protection toggle to enable or disable the component.

4. Save your changes.
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Blocking an attacking computer

If the Network Threat Protection component is enabled, Kaspersky Endpoint Security automatically blocks
network threats. Additionally, the application can block the attacking computer and restrict the sending of network
packets for a certain length of time. By default, Kaspersky Endpoint Security blocks the computer for one hour.

How to block an attacking computer in Administration Console (MMC) @

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Network Threat Protection.

5. Under Network Threat Protection settings, select the Block attacking devices for N min check box.

If the option is enabled, the Network Threat Protection component adds the attacking computer to the
blocked list. This means that the Network Threat Protection component blocks the network connection
with the attacking computer after the first network attack attempt for the specified amount of time. This
block automatically protects the user's computer against possible future network attacks from the same
address. The minimum time an attacking computer must spend in the block list is one minute. The maximum
time is 999 minutes.

6. Set a different blocking duration for an attacking computer in the field to the right of the Block attacking
devices for N min check box.

7. Save your changes.

How to block an attacking computer in Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.

3. Select the Application settings tab.
4. Go to Essential Threat Protection — Network Threat Protection.

5. Under Network Threat Protection settings, select the Block attacking devices for N min check box.

If the option is enabled, the Network Threat Protection component adds the attacking computer to the
blocked list. This means that the Network Threat Protection component blocks the network connection
with the attacking computer after the first network attack attempt for the specified amount of time. This
block automatically protects the user's computer against possible future network attacks from the same
address. The minimum time an attacking computer must spend in the block list is one minute. The maximum

time is 999 minutes.

6. Set a different blocking duration for an attacking computer in the field below the Block attacking devices
for N min check box.

7. Save your changes.

How to block an attacking computer in the user interface of the application
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1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Network Threat Protection.

Kaspersky < Monitoring

Network Threat Protection settings

DDDD Monitoring

Network Threat Protection
Protects against dangerous network activity and attacks.

@® Treat port scanning and network flooding as attacks
@® Block attacking devices for

60 = min

Manage exclusions

List of IP adc om which network
@® MAC Spoofing Protection

etwork card). As a result, the &
On detecting a MAC spoofing attack

Inform

® Block

3. Turn on the Block attacking devices for N min toggle switch.

If the option is enabled, the Network Threat Protection component adds the attacking computer to the
blocked list. This means that the Network Threat Protection component blocks the network connection
with the attacking computer after the first network attack attempt for the specified amount of time. This
block automatically protects the user's computer against possible future network attacks from the same
address. The minimum time an attacking computer must spend in the block list is one minute. The maximum
time is 999 minutes.

4. Set a different blocking duration for an attacking computer in the field below the Block attacking devices
for N min toggle switch.

5. Save your changes.

As a result, when Kaspersky Endpoint Security detects an attempted network attack launched against the user's
computer, it will block all connections with the attacking computer. Kaspersky Endpoint Security creates the
Network attack detected event. The event contains information about the attacking computer: IP and MAC
addresses.

You can view the MAC address of the attacking computer only in the application interface. The MAC address
of the attacking computer is not available in the Kaspersky Security Center console.
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sky Endpoint Security
Protection

Network attack detected

Mot processed

Details

Kaspersky Endpoint Security unblocks the computer when the specified time runs out. The Kaspersky Security
Center console does not provide tools for monitoring blocked computers other than Network attack detected
events in the report. You can only view a list of blocked computers in the interface of the application. This
functionality is provided by the Network Monitor tool. You can also use the Network Monitor tool to unblock a
computer.

To unblock a computer:
1. In the main application window, in the Monitoring section, click the Network Monitor tile.

2. Select the Blocked computers tab.

This opens a list of blocked computer (see figure below).

Kaspersky Endpoint Security clears the block list when the application is restarted and when the Network
Threat Protection settings are changed.

3. Select the computer that you want to unblock and click Unblock.

¢ Network Monitor

Network activity Blocked computers

Disabled

Blocked computers Computer address Time when blocking started

: 192168.01 9/13/2023 6:10:35 PM

19216802 9132023 610:35 PM

Unblock all computers
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Configuring addresses of exclusions from blocking

Kaspersky Endpoint Security can recognize a network attack and block an unsecured network connection that is
transmitting a large number of packets (for example, from surveillance cameras). To work with trusted devices, you
can add the IP addresses of these devices to the list of exclusions. You can also select the protocol and port that
are used for communication and allow specific network activities.

The ability to select protocols and ports for exclusions was added in Kaspersky Endpoint Security 12.2. Make
sure the application and the management plug-in are updated to version 12.2 or later. If you are using an earlier
version of the application or the management plug-in, Kaspersky Endpoint Security can allow network
activities only by IP address.

How to configure addresses of exclusions from blocking in Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2. In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Network Threat Protection.
5. In the Network Threat Protection settings block, click the Exclusions button.

6. In the window that opens, click the Add button.

7. Enter the IP address of the computer from which network attacks must not be blocked.

If required, select the protocol and ports through which data is transmitted.

8. Save your changes.

How to configure addresses of exclusions from blocking in Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Network Threat Protection.
5. In the Network Threat Protection settings block, click the Exclusions link.
6. In the window that opens, click the Add button.

7. Enter the IP address of the computer from which network attacks must not be blocked.

If required, select the protocol and ports through which data is transmitted.

8. Save your changes.

How to configure addresses of exclusions from blocking in the user interface of the application
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1. In the main application window, click the # button.

2.In the application settings window, select Essential Threat Protection — Network Threat Protection.

Kaspersky < Monitoring

Network Threat Protection settings

DDDD Monitoring

Network Threat Protection
Protects against dangerous network activity and attacks.

@® Treat port scanning and network flooding as attacks
@® Block attacking devices for

60 = min

Manage exclusions

List of IP adc om which network
@® MAC Spoofing Protection

etwork card). As a result, the &
On detecting a MAC spoofing attack

Inform

® Block

3. Click the Manage exclusions link.
4. In the window that opens, click the Add button.

5. Enter the IP address of the computer from which network attacks must not be blocked.

If required, select the protocol and ports through which data is transmitted.

6. Save your changes.

Exporting and importing the list of exclusions from blocking

You can export the list of exclusions to an XML file. Then you can modify the file to, for example, add a large number
of addresses of the same type. You can also use the export/import function to back up the list of exclusions or to
migrate the list to a different server.

How to export and import a list of exclusions in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Network Threat Protection.
5. In the Network Threat Protection settings block, click the Exclusions button.

6. To export the list of rules:

a. Select the exclusions that you want to export. To select multiple ports, use the CTRL or SHIFT keys.

If you did not select any exclusion, Kaspersky Endpoint Security will export all exclusions.

b. Click the Export link.

c. In the window that opens, specify the name of the XML file to which you want to export the list of
exclusions, and select the folder in which you want to save this file.

d. Save the file.
Kaspersky Endpoint Security exports the entire list of exclusions to the XML file.

7. To import the list of exclusions:

a. Click Import.

b. In the window that opens, select the XML file from which you want to import the list of exclusions.
c. Open the file.
If the computer already has a list of exclusions, Kaspersky Endpoint Security will prompt you to delete

the existing list or add new entries to it from the XML file.

8. Save your changes.

How to export and import a list of exclusions in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Network Threat Protection.

5. In the Network Threat Protection settings block, click the Exclusions link.

The list of exclusions opens.
6. To export the list of rules:
a. Select the exclusions that you want to export.
b. Click Export.
c. Confirm that you want to export only the selected exclusions, or export the entire list of exclusions.

d. In the window that opens, specify the name of the XML file to which you want to export the list of
exclusions, and select the folder in which you want to save this file.

e. Save the file.
Kaspersky Endpoint Security exports the entire list of exclusions to the XML file.

7. To import the list of exclusions:

a. Click Import.

b. In the window that opens, select the XML file from which you want to import the list of exclusions.

c. Open the file.

If the computer already has a list of exclusions, Kaspersky Endpoint Security will prompt you to delete
the existing list or add new entries to it from the XML file.

8. Save your changes.

Configuring protection against network attacks by type

Kaspersky Endpoint Security lets you manage protection against the following types of network attacks:

* Network Floodingis an attack on network resources of an organization (such as web servers). This attack
consists of sending a large number of requests to overload the bandwidth of network resources. When this
happens, users are unable to access the network resources of the organization.

e A Port Scanning attack consists of scanning UDP ports, TCP ports, and network services on the computer. This
attack allows the attacker to identify the degree of vulnerability of the computer before conducting more
dangerous types of network attacks. Port Scanning also enables the attacker to identify the operating system
on the computer and select the appropriate network attacks for this operating system.
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* A MAC spoofing attack consists of changing the MAC address of a network device (network card). As a result,
an attacker can redirect data sent to a device to another device and gain access to this data. Kaspersky
Endpoint Security lets you block MAC Spoofing attacks and receive notifications about the attacks.

You can disable detection of these types of attacks in case some of your allowed applications perform operations
that are typical for these types of attacks. This will help avoid false alarms.

By default, Kaspersky Endpoint Security does not monitor Network Flooding, Port Scanning, and MAC spoofing
attacks.

How to configure network threat protection by type in Administration Console (MMC)

1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Network Threat Protection.

5. Use the Treat port scanning and network flooding as attacks check box to enable or disable the
detection of these attacks.

If this functionality is enabled, Kaspersky Endpoint Security monitors network traffic for port scanning and
network flooding. If such behavior is detected, the application notifies the user and sends the
corresponding event to Kaspersky Security Center. The application provides information about the
computer that is making the requests. This information is necessary for a timely response. However,
Kaspersky Endpoint Security does not block the computer that is making the requests because such
traffic may be a normal occurrence on the corporate network.
6. In the MAC spoofing protection mode block, select one of the following options:
* Do not track MAC spoofing
* Inform

¢ Block.

7. Save your changes.

How to configure network threat protection by type in Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Go to Essential Threat Protection — Network Threat Protection.

5. Use the Treat port scanning and network flooding as attacks check box to enable or disable the
detection of these attacks.

If this functionality is enabled, Kaspersky Endpoint Security monitors network traffic for port scanning and
network flooding. If such behavior is detected, the application notifies the user and sends the
corresponding event to Kaspersky Security Center. The application provides information about the
computer that is making the requests. This information is necessary for a timely response. However,
Kaspersky Endpoint Security does not block the computer that is making the requests because such
traffic may be a normal occurrence on the corporate network.

6. Use the Network Threat Protection ENABLED toggle switch to enable the detection of these attacks.
Select one of the following options:

¢ Inform.
¢ Block.

7. Save your changes.

How to configure network threat protection by type in the application interface
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1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Network Threat Protection.

Kaspersky < Monitoring
Endpoint Security

Network Threat Protection settings

DDDD Monitoring

Network Threat Protection
Protects against dangerous network activity and attacks.

@® Treat port scanning and network flooding as attacks
@® Block attacking devices for

60 = min

Manage exclusions

List of IP adc om which network att:

@® MAC Spoofing Protection
etwork card). As a result, the &
On detecting a MAC spoofing attack

Inform

® Block

3. Use the toggle Treat port scanning and network flooding as attacks to enable or disable the detection of
these attacks.

If this functionality is enabled, Kaspersky Endpoint Security monitors network traffic for port scanning and
network flooding. If such behavior is detected, the application notifies the user and sends the
corresponding event to Kaspersky Security Center. The application provides information about the
computer that is making the requests. This information is necessary for a timely response. However,
Kaspersky Endpoint Security does not block the computer that is making the requests because such
traffic may be a normal occurrence on the corporate network.

4. Use the toggle MAC Spoofing Protection to enable or disable the detection of these attacks.
5. In the On detecting a MAC spoofing attack block, select one of the following options:

* Inform.

e Block.

6. Save your changes.

Firewall
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The Firewall blocks unauthorized connections to the computer while working on the Internet or local network. The
Firewall also controls the network activity of applications on the computer. This allows you to protect your
corporate LAN from identity theft and other attacks. The component provides computer protection with the help
of anti-virus databases, the Kaspersky Security Network cloud service, and predefined network rules.

Network Agent is used for interaction with Kaspersky Security Center. Firewall automatically creates network
rules required for the application and the Network Agent to work. As a result, the Firewall opens several ports
on the computer. Which ports are opened depends on computer's role (for example, distribution point). To
learn more about the ports that will be opened on the computer, refer to the Kaspersky Security Center
Help®.

Network rules

You can configure network rules at the following levels:

e Network packet rules. Network packet rules impose restrictions on network packets, regardless of the
application. Such rules restrict inbound and outbound network traffic through specific ports of the selected
data protocol. Kaspersky Endpoint Security has predefined network packet rules with permissions
recommended by Kaspersky experts.

* Application network rules. Application network rules impose restrictions on the network activity of a specific
application. They factor in not only the characteristics of the network packet, but also the specific application
to which this network packet is addressed or which issued this network packet.

Controlled access of applications to operating system resources, processes and personal data is provided by
the Host Intrusion Prevention component by using application rights.

During the first startup of the application, the Firewall performs the following actions:
1. Checks the security of the application using downloaded anti-virus databases.

2. Checks the security of the application in Kaspersky Security Network.

You are advised to participate in Kaspersky Security Network to help the Firewall work more effectively.

3. Places the application in one of the trust groups: Trusted, Low Restricted, High Restricted, Untrusted.

A trust group defines the rights that Kaspersky Endpoint Security refers to when controlling application
activity. Kaspersky Endpoint Security places an application in a trust group depending on the level of danger
that this application may pose to the computer.

Kaspersky Endpoint Security places an application in a trust group for the Firewall and Host Intrusion
Prevention components. You cannot change the trust group only for the Firewall or Host Intrusion
Prevention.

If you refused to participate in KSN or there is no network, Kaspersky Endpoint Security places the
application in a trust group depending on the settings of the Host Intrusion Prevention component. After
receiving the reputation of the application from KSN, the trust group can be changed automatically.

4. It blocks network activity of the application depending on the trust group. For example, applications in the High
Restricted trust group are not allowed to use any network connections.
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The next time the application is started, Kaspersky Endpoint Security checks the integrity of the application. If the
application is unchanged, the component uses the current network rules for it. If the application has been
modified, Kaspersky Endpoint Security analyzes the application as if it were being started for the first time.

Network Rule Priorities

Each rule has a priority. The higher a rule is on the list, the higher its priority. If network activity is added to several
rules, the Firewall regulates network activity according to the rule with the highest priority.

Network packet rules have a higher priority than network rules for applications. If both network packet rules and
network rules for applications are specified for the same type of network activity, the network activity is handled
according to the network packet rules.

Network rules for applications work in a particular way. Network rule for applications includes access rules based
on the network status: Public network, Local network, Trusted network. For example, applications in the High
Restricted trust group are not allowed any network activity in networks of all statuses by default. If a network rule
is specified for an individual application (parent application), then the child processes of other applications will run
according to the network rule of the parent application. If there is no network rule for the application, the child
processes will run according to network access rule of the application’s trust group.

For example, you have prohibited any network activity in networks of all statuses for all applications, except
browser X. If you start browser Y installation (child process) from browser X (parent application), then browser Y
installer will access the network and download the necessary files. After installation, browser Y will be denied any
network connections according to the Firewall settings. To prohibit network activity of browser Y installer as a child
process, you must add a network rule for the installer of browser V.

Network connection statuses

The Firewall allows you to control network activity depending on the status of the network connection. Kaspersky
Endpoint Security receives the network connection status from the computer's operating system. The status of
the network connection in the operating system is set by the user when setting up the connection. You can change
the status of the network connection in the Kaspersky Endpoint Security settings. The Firewall will monitor
network activity depending on the network status in the Kaspersky Endpoint Security settings, and not in the
operating system.

The network connection can have one of the following status types:

e Public network. The network is not protected by antivirus applications, firewalls, or filters (such as Wi-Fiin a
cafe). When the user operates a computer that is connected to such a network, Firewall blocks access to files
and printers of this computer. External users are also unable to access data through shared folders and remote
access to the desktop of this computer. Firewall filters the network activity of each application according to
the network rules that are set for it.

Firewall assigns Public network status to the Internet by default. You cannot change the status of the Internet.

¢ Local network. Network for users with restricted access to files and printers on this computer (such as for a
corporate LAN or home network).

* Trusted network. Safe network in which the computer is not exposed to attacks or unauthorized data access
attempts. Firewall permits any network activity within networks with this status.

Enabling or disabling Firewall
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By default, Firewall is enabled and functions in the optimal mode.

To enable or disable Firewall:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Firewall.
3. Use the Firewall toggle to enable or disable the component.

4. Save your changes.

As aresult, if the Firewall is enabled, Kaspersky Endpoint Security controls network activity and blocks
unauthorized network connections to your computer, as well as blocks unauthorized network activity of
applications on your computer. Network activity is also controlled by the Network Threat Protection component.
The Network Threat Protection component scans inbound network traffic for activity that is typical of network

attacks.

Kaspersky Endpoint Security logs network attack events in its reports irrespective of the Firewall settings.
Even if the Firewall blocks the network connection using rules and thus prevents a network attack, the
Network Threat Protection component registers network attack events. It is required to generate statistical
information about network attacks on the computers in your organization.

Changing the network connection status
Firewall assigns Public network status to the Internet by default. You cannot change the status of the Internet.

To change the network connection status:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Firewall.

3. Click Available networks.
4. Select the network connection whose status you want to change.
5. In the Network type column, select the status of the network connection:

® Public network. The network is not protected by antivirus applications, firewalls, or filters (such as Wi-Fiin a
cafe). When the user operates a computer that is connected to such a network, Firewall blocks access to
files and printers of this computer. External users are also unable to access data through shared folders and
remote access to the desktop of this computer. Firewall filters the network activity of each application

according to the network rules that are set for it.

e Local network. Network for users with restricted access to files and printers on this computer (such as for a
corporate LAN or home network).

* Trusted network. Safe network in which the computer is not exposed to attacks or unauthorized data
access attempts. Firewall permits any network activity within networks with this status.

6. Save your changes.
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Managing network packet rules

You can perform the following actions while managing network packet rules:

e Create a new network packet rule.

You can create a new network packet rule by creating a set of conditions and actions that is applied to network
packets and data streams.

e Enable or disable a network packet rule.

All network packet rules that are created by Firewall by default have Enabled status. When a network packet
rule is enabled, Firewall applies this rule.

You can disable any network packet rule that is selected in the list of network packet rules. When a network
packet rule is disabled, Firewall temporarily does not apply this rule.

A new custom network packet rule is added to the list of network packet rules by default with Enabled
status.

e Edit the settings of an existing network packet rule.

After you create a new network packet rule, you can always return to editing its settings and modify them as
needed.

* Change the Firewall action for a network packet rule.

In the list of network packet rules, you can edit the action that is taken by Firewall on detecting network activity
that matches a specific network packet rule.

* Change the priority of a network packet rule.

You can raise or lower the priority of a network packet rule that is selected in the list.

e Remove a network packet rule.

You can remove a network packet rule to stop Firewall from applying this rule on detecting network activity
and to stop this rule from showing in the list of network packet rules with Disabled status.

Creating a network packet rule

You can create a network packet rule in the following ways:

e Use the Network Monitor tool.

Network Monitor is a tool designed for viewing information about the network activity of a user's computer in
real time. This is convenient because you do not need to configure all the rule settings. Some Firewall settings
will be inserted automatically from Network Monitor data. Network Monitor is available only in the application
interface.

* Configure the Firewall settings.

This lets you fine-tune the Firewall settings. You can create rules for any network activity, even if there is no
network activity at the current time.
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When creating network packet rules, remember that they have priority over network rules for applications.

How to use the Network Monitor tool to create a network packet rule in the application interface

1. In the main application window, in the Monitoring section, click the Network Monitor tile.

2. Select the Network activity tab.

The Network activity tab shows all currently active network connections with the computer. Both
outbound and inbound network connections are displayed.

3. In the context menu of a network connection, select Create network packet rule.

This opens the network rule properties.
4. Set the Active status for the packet rule.
5. Manually enter the name of the network service in the Name field.

6. Configure the network rule settings (see the table below).

You can select a predefined rule template by clicking the Network rule template link. Rule templates
describe the most frequently used network connections.

All network rule settings will be filled in automatically.
7.If you want the actions of the network rule to be reflected in the report, select the Log events check box.

8. Click Save.

The new network rule will be added to the list.
9. Use the Up / Down buttons to set the priority of the network rule.

10. Save your changes.

How to use Firewall settings to create a network packet rule in the application interface

278


javascript:toggleBlock('208708')
javascript:toggleBlock('208704')

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Firewall.

3. Click Packet rules.

This opens the list of default network rules that are set by the Firewall.

4. Click Add.

This opens the network rule properties.
5. Set the Active status for the packet rule.
6. Manually enter the name of the network service in the Name field.

7. Configure the network rule settings (see the table below).

You can select a predefined rule template by clicking the Network rule template link. Rule templates
describe the most frequently used network connections.

All network rule settings will be filled in automatically.

8. If you want the actions of the network rule to be reflected in the report, select the Log events check box.

9. Click Save.

The new network rule will be added to the list.
10. Use the Up / Down buttons to set the priority of the network rule.

1. Save your changes.

How to create a network packet rule in the Administration Console (MMC) @
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1. Open the Kaspersky Security Center Administration Console.

2.In the console tree, select Policies.

3. Select the necessary policy and double-click to open the policy properties.
4. In the policy window, select Essential Threat Protection — Firewall.

5. In the Firewall settings block, click the Settings button.

This opens the list of network packet rules and the list of application network rules.

6. Select the Network packet rules tab.

This opens the list of default network rules that are set by the Firewall.

7. Click Add.

This opens the packet rule properties.
8. Manually enter the name of the network service in the Name field.

9. Configure the network rule settings (see the table below).

You can select a predefined rule template by clicking the @& button. Rule templates describe the most
frequently used network connections.

All network rule settings will be filled in automatically.
10. If you want the actions of the network rule to be reflected in the report, select the Log events check box.
1. Save the new network rule.
12. Use the Up / Down buttons to set the priority of the network rule.

13. Save your changes.

The Firewall will control network packets according to the rule. You can disable a packet rule from Firewall
operation without deleting it from the list. To do so, clear the check box next to the object.

How to create a network packet rule in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.
3. Select the Application settings tab.
4. Select Essential Threat Protection — Firewall.

5. In the Firewall Settings block, click the Network packet rules link.

This opens the list of default network rules that are set by the Firewall.

6. Click Add.

This opens the packet rule properties.
7. Manually enter the name of the network service in the Name field.

8. Configure the network rule settings (see the table below).

You can select a predefined rule template by clicking the Select template link. Rule templates describe the
most frequently used network connections.

All network rule settings will be filled in automatically.
9. If you want the actions of the network rule to be reflected in the report, select the Log events check box.

10. Save the network rule.

The new network rule will be added to the list.
1. Use the Up / Down buttons to set the priority of the network rule.
12. Save your changes.

The Firewall will control network packets according to the rule. You can disable a packet rule from Firewall
operation without deleting it from the list. Use the toggle in the Status column to enable or disable the
packet rule.

Network packet rule settings

Parameter Description

Action Allow.
Block.

By application rules. If this option is selected, Firewall applies the application network rules to
the network connection.

Protocol Control network activity over the selected protocol: TCP, UDP, ICMP, ICMPvé, IGMP and GRE.
If ICMP or ICMPVé is selected as the protocol, you can define the ICMP packet type and code.

If TCP or UDP is selected as the protocol type, you can specify the comma-delimited port
numbers of the local and remote computers between which the connection is to be monitored.

Direction Inbound (packet). Firewall applies the network rule to all inbound network packets.

Inbound. Firewall applies the network rule to all network packets sent via a connection that was
initiated by a remote computer.
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Network
adapters

Time to
live (TTL)

Remote
address

Local
address

Inbound / Outbound. Firewall applies the network rule to both inbound and outbound network
packets, regardless of whether the user's computer or a remote computer initiated the
network connection.

Outbound (packet). Firewall applies the network rule to all outbound network packets.

Outbound. Firewall applies the network rule to all network packets sent via a connection that
was initiated by the user's computer.

The TCP protocol establishes a connection. For TCP, use the Inbound, Outbound and
Inbound / Outbound directions. All other protocols do not establish connections, but
they send packets. For all other protocols, use the Inbound (packet), Outbound (packet),
and Inbound / Outbound directions.

Network adapters that can send and/or receive network packets. Specifying the settings of
network adapters makes it possible to differentiate between network packets sent or received
by network adapters with identical IP addresses.

Restrict control of network packets based on their time to live (TTL).

Network addresses of remote computers that can send and receive network packets. Firewall
applies the network rule to the specified range of remote network addresses. You can include
all IP addresses in a network rule, create a separate list of IP addresses, specify a range of IP
addresses, or select a subnet (Trusted networks, Local networks, Public networks). You can
also specify a DNS name of a computer instead of its IP address. You should use DNS names
only for LAN computers or internal services. Interaction with cloud services (such as Microsoft
Azure) and other Internet resources should be handled by the Web Control component.

Kaspersky Endpoint Security supports DNS names starting from version 11.70. If you
specify a DNS name for version 11.6.0 or older, Kaspersky Endpoint Security may apply the
relevant rule to all addresses.

If in the network packet rule, you added a DNS name for which the IP address could not be
determined, Kaspersky Endpoint Security will display a warning. In the list of network
packet rules in Web Console, a Warning column is added with a description of the error. In
Administration Console (MMC), the error description is not available. Such packet rules are
highlighted in color.

Network addresses of computers that can send and receive network packets. Firewall applies a
network rule to the specified range of local network addresses. You can include all IP addresses
in a network rule, create a separate list of IP addresses, or specify a range of IP addresses.

Kaspersky Endpoint Security supports DNS names starting from version 11.70. If you
specify a DNS name for version 11.6.0 or older, Kaspersky Endpoint Security may apply the
relevant rule to all addresses.

Sometimes the local address cannot be obtained for applications. If this is the case, this
parameter is ignored.
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Enabling or disabling a network packet rule

To enable or disable a network packet rule:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Firewall.

3. Click Packet rules.

This opens a list of default network packet rules that are set by Firewall.
4. Select the necessary network packet rule in the list.

5. Use the toggle in the Status column to enable or disable the rule.

6. Save your changes.

Changing the Firewall action for a network packet rule

To change the Firewall action that is applied to a network packet rule:

1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Firewall.

3. Click Packet rules.

This opens a list of default network packet rules that are set by Firewall.

4. Select it in the list of network packet rules and click the Edit button.

5. In the Action drop-down list, select the action to be performed by Firewall on detecting this kind of network
activity:

e Allow.

¢ Block.

e By application rules. If this option is selected, Firewall applies the application network rules to the network
connection.

6. Save your changes.

Changing the priority of a network packet rule

The priority of a network packet rule is determined by its position in the list of network packet rules. The topmost
network packet rule in the list of network packet rules has the highest priority.
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Every manually created network packet rule is added to the end of the list of network packet rules and is of the
lowest priority.

Firewall executes rules in the order in which they appear in the list of network packet rules, from top to bottom.
According to each processed network packet rule that applies to a particular network connection, Firewall either
allows or blocks network access to the address and port that are specified in the settings of this network
connection.

To change the network packet rule priority:

1. In the main application window, click the £ button.

2.In the application settings window, select Essential Threat Protection — Firewall.

3. Click Packet rules.

This opens a list of default network packet rules that are set by Firewall.
4. In the list, select the network packet rule whose priority you want to change.
5. Use the Up / Down buttons to set the priority of the network rule.

6. Save your changes.

Exporting and importing network packet rules

You can export the list of network packet rules to an XML file. Then you can modify the file to, for example, add a
large number of rules of the same type. You can use the export/import function to back up the list of network
packet rules or to migrate the list to a different server.

How to export and import a list of network packet rules in the Administration Console (MMC)
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1. Open the Kaspersky Security Center Administration Console.
2.In the console tree, select Policies.
3. Select the necessary policy and double-click to open the policy properties.

4. In the policy window, select Essential Threat Protection — Firewall.

5. In the Firewall settings block, click the Settings button.
This opens the list of network packet rules and the list of application network rules.

6. Select the Network packet rules tab.

7. To export the list of network packet rules:

a. Select the rules that you want to export. To select multiple ports, use the CTRL or SHIFT keys.

If you did not select any rule, Kaspersky Endpoint Security will export all rules.

b. Click the Export link.

c. In the window that opens, specify the name of the XML file to which you want to export the list of rules,
and select the folder in which you want to save this file.

d. Save the file.
Kaspersky Endpoint Security exports the list of rules to the XML file.

8. To import a list of network packet rules:

a. Click the Import link.
In the window that opens, select the XML file from which you want to import the list of rules.

b. Open the file.
If the computer already has a list of rules, Kaspersky Endpoint Security will prompt you to delete the

existing list or add new entries to it from the XML file.

9. Save your changes.

How to export and import a list of network packet rules in the Web Console and Cloud Console
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1. In the main window of the Web Console, select Devices — Policies & profiles.

2. Click the name of the Kaspersky Endpoint Security policy.

The policy properties window opens.

3. Select the Application settings tab.
4. Select Essential Threat Protection — Firewall.
5. In the Firewall Settings block, click the Network packet rules link.
6. To export the list of network packet rules:

a. Select the rules that you want to export.

b. Click Export.

c. Confirm that you want to export only the selected rules, or export the entire list.

d. Save the file.
Kaspersky Endpoint Security exports the list of rules to an XML file in the default downloads folder.

7. To import a list of network packet rules:

a. Click the Import link.
In the window that opens, select the XML file from which you want to import the list of rules.

b. Open the file.

If the computer already has a list of rules, Kaspersky Endpoint Security will prompt you to delete the
existing list or add new entries to it from the XML file.

8. Save your changes.

Defining network packet rules in XML

Firewall allows exporting network packet rules in XML format. Then you can modify the file to, for example, add a
large number of rules of the same type.

The XML file contains two main nodes: Rules and Resources. The Rules node lists network packet rules. This
node contains rules configured by default (predefined rules) as well as rules added by the user (custom rules).

Network packet rule markup

<key name="0000">
<tDWORD name="RuleId">100</tDWORD>
<tDWORD name="RuleState">1</tDWORD>
<tDWORD name="RuleTypeId">4</tDWORD>
<tQWORD name="AppIdEx">0</tQWORD>
<tDWORD name="ResIdEx">812</tDWORD>
<tDWORD name="ResIdEx2">0</tDWORD>
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<tDWORD name="AccessFlag">2</tDWORD>
</key>

Network packet rule settings in XML format

Parameter Description

<key Priority of the rule. The lower the value, the
name="0000"> higher the priority.

RuleId ID of the rule.

RuleState Status of the rule.
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Value

Integer

The priority value must consist of 4
digits. The nodes in the XML file must
be arranged by priority value, starting
with ©000.

Predefined rules

100 — Requests to DNS server over
TCP.

101 — Requests to DNS server over
UDP.

102 - Sending email messages.

110 - Any network activity (Trusted
networks).

125 - Any network activity (Local
networks).

130 — Remote Desktop network
activity.

131 - TCP connections through
local ports.

132 - UDP connections through
local ports.

133 - Incoming TCP stream.
134 - Incoming UDP stream.

137 - ICMP Destination
Unreachable incoming responses.

138 — ICMP Echo Reply incoming
packets.

140 - ICMP Time Exceeded
incoming responses.

142 - Incoming ICMP stream.

266 — ICMPv6 Echo Request
incoming packets.

0 — predefined rule is disabled
1 - predefined rule is enabled
2 — custom rule is disabled

3 — custom rule is enabled
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RuleTypeld ID of the rule type. 4 — network packet rule.

AppIdEx ID of the application to which the network If the rule does not belong to any
packet rule belongs. application, the value is @.
ResIdEx Main ID of the resource with rule settings. Integer

You can use this identifier to locate a block
with rule settings in the Resources node.

ResIdEx2 ID of the network type. 0 — Any address.
50 — Trusted networks.
51 — Local networks.
52 — Public networks.

<Network Identifier> — Addresses
from the list (addresses are defined
manually).

AccessFlag Value of the Action parameter. 0 — Allow.
2 — By application rules.
3 - Block.

4 — Allow and Log events.

6 — By application rules and Log events.

7 - Block and Log events.

</key>

The Resources node contains network packet rule settings. Custom network packet rule settings are listed in the
<key name="0004"> block.

Custom network packet rule markup

<key name="0026">
<key name="Data">
<key name="RemotePorts"> </key>
<key name="LocalPorts"> </key>
<key name="AdapterBindings">
<key name="0000">
<key name="IpAddresses">
<key name="0000">
<key name="IP">
<key name="V6">

<tQWORD
name="Hi">0</tQWORD>
<tQWORD
name="Lo" >0</tQWORD>
<tDWORD
name="Zone" >0</tDWORD>
<tSTRING
name="ZoneStr"/>
</key>
<tBYTE
name="Version">4</tBYTE>
<tDWORD

name="V4" >16909060< /tDWORD>
<tBYTE name="Mask">32</tBYTE>
</key>
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<key name="AddressIP"> </key>
<tSTRING name="Address"/>
</key>
</key>
<key name="MacAddresses">
<key name="0000">
<tDWORD name="Type">0</tDWORD>
<tQWORD

name="AddressData®">1108152157446</tQWORD>

</key>

</key>

CtTYPE_

<tBYTE
<tBYTE
<tBYTE
<tBYTE

<tQWORD name="AddressDatal">0</tQWORD>
</key>
</key>
<tSTRING name="AdapterName">ADAPTER TEST 123</tSTRING>
<tDWORD name="InterfaceType">3</tDWORD>
</key>

ID name="unique">3213697024</tTYPE_ID>
name="Proto">2</tBYTE>
name="Direction">2</tBYTE>
name="IcmpType">0</tBYTE>
name="IcmpCode">0</tBYTE>

<tDWORD name="Flags">1</tDWORD>

<tBYTE

name="TTL">255</tBYTE>

<key name="Childs"> </key>

<tDWORD name="Id">1073747214</tDWORD>
<tDWORD name="ParentID">7</tDWORD>
<tDWORD name="Flags">38</tDWORD>
<tSTRING name="Name">TEST1</tSTRING>

</key>

Custom network packet rule settings

Parameter

<key
name="Data">
RemotePorts

LocalPorts

AdapterBindings

Description Value
ID of the parameter block. Integer
Value of the Remote ports List of remote port ranges.
parameter.
Value of the Local ports List of local port ranges.
parameter.
Value of the Network adapters IpAddresses — value of the IP addresses
parameter. parameter.

MacAddresses — value of the MAC addresses
parameter.

AdapterName — name of the network adapter.

InterfaceType - value of the Interface type
parameter:

* 0 — Other.

* 1 - LoopBack.

e 2 — Wired network (Ethernet).
e 3 — Wireless network (Wi-Fi).
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unique Internal ID of the structure.

Proto Value of the Protocol parameter.

Direction Value of the Direction parameter.

IcmpType Value of the ICMP type
parameter.
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4 — Tunnel.

5 — PPP connection.

6 — PPPoE connection.

7 — VPN connection.

8 — Modem connection.

Integer

It is recommended to leave this parameter
unchanged.

0 — disabled.
1 -ICMP.

2 —IGMP.

6 — TCP.

17 — UDP.

47 - GRE.

58 — ICMPvé.

1 - Inbound (packet).

2 — Outbound (packet).
3 —Inbound / Outbound.
4 — Inbound.

5 — Outbound.

ICMP protocol
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@ — Echo Reply (ICMP) or disabled.

3 — Destination Unreachable (ICMP).
4 — Source Quench.

5 — Redirect.

6 — Alternate Host Address.

8 — Echo Request.

9 — Router Advertisement.

10 — Router Solicitation.

11 - Time Exceeded.

12 — Parameter Problem.

13 - Timestamp.

14 - Timestamp Reply.

15 - Information Request.

16 — Information Reply.

17 — Address Mask Request.

18 — Address Mask Reply.

30 — Traceroute.

31 — Datagram Conversion Error.
32 — Mobile Host Redirect.

33 — IPv6 Where-Are-You.

34 - IPv6 I-Am-Here.

35 — Mobile Registration Request.
36 — Mobile Registration Reply.
37 — Domain Name Request.

38 — Domain Name Reply.

40 — Photuris.

ICMPvé6 protocol
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1 - Destination Unreachable.

2 — Packet Too Big.

3 — Time Exceeded.

4 — Parameter Problem.

128 — Echo Request.

129 - Echo Reply.

130 — Multicast Listener Query.
131 - Multicast Listener Report.
132 - Multicast Listener Done.
133 - Router Solicitation.

134 - Router Advertisement.
135 - Neighbor Solicitation.

136 — Neighbor Advertisement.
137 — Redirect Message.

138 — Router Renumbering.

139 - ICMP Node Information Query.

141 - Inverse Neighbor Discovery
Solicitation Message.

142 - Inverse Neighbor Discovery
Advertisement Message.

143 - Version 2 Multicast Listener Report.

144 — Home Agent Address Discovery
Request Message.

145 — Home Agent Address Discovery
Reply Message.

146 — Mobile Prefix Solicitation.
147 — Mobile Prefix Advertisement.

148 — Certification Path Solicitation
Message.

149 - Certification Path Advertisement
Message.
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151 — Multicast Router Advertisement.

152 — Multicast Router Solicitation.

153 — Multicast Router Termination.

IcmpCode Value of the ICMP code 0 — Code O or disabled.
parameter. 1 — Code .
2 —Code 2.
Flags Structure attribute pointer. Integer

It is recommended to leave this parameter

unchanged.
TTL Value of the Time to live (TTL) Value in seconds. If disabled, the value is 0.
parameter.
</key>
Id Main ID of the resource (see the Integer
Rules node).
ParentID ID of the parent group. Integer
It is recommended to leave this parameter
unchanged.
Flags Status of the rule. 6 — the rule is disabled.
38 —therule is enabled.
Name Name of the network packet rule. String

Managing application network rules

By default, Kaspersky Endpoint Security groups all applications that are installed on the computer by the name of
the vendor of the software whose file or network activity it monitors. Application groups are in turn categorized
into trust groups. All applications and application groups inherit properties from their parent group: application
control rules, application network rules, and their execution priority.

Like the Host Intrusion Prevention component, by default the Firewall component applies the network rules for an
application group when filtering the network activity of all applications within the group. The application group
network rules define the rights of applications within the group to access different network connections.

By default, Firewall creates a set of network rules for each application group that is detected by Kaspersky
Endpoint Security on the computer. You can change the Firewall action that is applied to the application group
network rules that are created by default. You cannot edit, remove, disable, or change the priority of
application group network rules that are created by default.
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You can also create a network rule for an individual application. Such a rule will have a higher priority than the
network rule of the group to which the application belongs.

Creating an application network rule

By default, application activity is controlled by network rules that are defined for the trust group to which
Kaspersky Endpoint Security assigned the application when it started the first time. If necessary, you can create
network rules for an entire trust group, for an individual application, or for a group of applications that are within a
trust group.

Manually defined network rules have a higher priority than network rules that were determined for a trust group. In
other words, if manually defined application rules differ from the application rules determined for a trust group,
Firewall controls application activity according to the manually defined rules for applications.

By default, Firewall creates the following network rules for each application:
* Any network activity in Trusted networks.
* Any network activity in Local networks.
* Any network activity in Public networks.

Kaspersky Endpoint Security controls the network activity of applications according to predefined network rules
as follows:

e Trusted and Low Restricted: all network activity is allowed.

* High Restricted and Untrusted: all network activity is blocked.
Predefined application rules cannot be edited or deleted.
You can create an application network rule in the following ways:

¢ Use the Network Monitor tool.

Network Monitoris a tool designed for viewing information about the network activity of a user's computer in
real time. This is convenient because you do not need to configure all the rule settings. Some Firewall settings
will be inserted automatically from Network Monitor data. Network Monitor is available only in the application
interface.

* Configure the Firewall settings.

This lets you fine-tune the Firewall settings. You can create rules for any network activity, even if there is no
network activity at the current time.

When creating network rules for applications, remember that network packet rules have priority over
application network rules.

How to use the Network Monitor tool to create an application network rule in the application interface
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1. In the main application window, in the Monitoring section, click the Network Monitor tile.

2. Select the Network activity or Open ports tab.

The Network activity tab shows all currently active network connections with the computer. Both
outbound and inbound network connections are displayed.

The Open ports tab lists all open network ports of the computer.

3. In the context menu of a network connection, select Create an application network rule.

The application rules and properties window opens.

4. Select the Network rules tab.

This opens the list of default network rules that are set by the Firewall.

5. Click Add.

This opens the network rule properties.
6. Manually enter the name of the network service in the Name field.

7. Configure the network rule settings (see the table below).

You can select a predefined rule template by clicking the Network rule template link. Rule templates
describe the most frequently used network connections.

All network rule settings will be filled in automatically.
8. If you want the actions of the network rule to be reflected in the report, select the Log events check box.

9. Click Save.

The new network rule will be added to the list.
10. Use the Up / Down buttons to set the priority of the network rule.

1. Save your changes.

How to use Firewall settings to create an application network rule in the application interface
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1. In the main application window, click the & button.

2.In the application settings window, select Essential Threat Protection — Firewall.

3. Click Rules for applications.

This opens the list of default network rules that are set by the Firewall.

4. In the list of applications, select the application or application group for which you want to create a
network rule.

5. Right-click to open the context menu and select Details and rules.

The application rules and properties window opens.
6. Select the Netwo