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N&i dung

C6 gimai

Cac cau hoi thuong gap
Kaspersky Endpoint Security cho Windows

Cac ché d6 cda ng dung: Tiéu chudn, EDR Agent, Light Agent

G6i phan phéi

Céc yéu cau vé phan clrng va phan mém

So sanh céc tinh ndng rng dung_c6 san tuy thudc vao loai hé diéu hanh

Viéc so sanh cac chirc ndng ng dung_phu thudc vao cac cong_cu quan ly

Kha nang tuang thich véi cac irng dung khac

Cai dat va g& bd ng_dung

Trién khai thong qua Kaspersky Security Center
Ban cai dat tiéu chuan cda ing dung

Tao mot goi cai dat

Cap nhat co s@ dir liéu trong goi cai dat

Tao mot tac vu cai dat tir xa

Cai dat ing dung mét cach cuc bé bang Trinh hudng dan

Cai dat &'ng dung tur xa s&r dung Trinh Quan ly Cau hinh Trung tdm Hé théng

MOd ta thiét |ap cai dat clia tap tin setup.ini

Thay déi thanh phan (rng dung

Nang_cap tu phién ban trudc cda ing dung
Néng cdp i'ng dung ma khéng can khéi dong lai

Ban cép nhat SMU cdia i'ng dung

G& bd ng dung
Cap gidy phép rng dung

Thong tin vé Thda thudn gidy phép nguedi dung cubi

Thong. tin vé gidy phép

Théng tin vé chirng chi gidy phép

Thong tin vé khda gidy phép

Théng_tin vé ma kich hoat

Théng_tin vé tap tin khoéa

So sanh chirc ndng rng_ dung_tuy thudc vao loai gidy phép cho may tram

So sanh chirc nang rng dung tuy thudc vao loai gidy phép cho méay chu

Xba khoa gidy phép

Xem théng tin gidy phép

Gia han g6i dang ky
Cung cdp dit liéu

Cung_cap dit liéu theo Thda thuan gidy phép ngudi dung cudi

Cung_cap dit liéu khi s&r dung Kaspersky Security Network

Cung cap dit liéu khi str dung_gidi phap Detection and Response

Kaspersky Endpoint Detection and Response

Kaspersky Sandbox
Kaspersky Anti Targeted Attack Platform (EDR)




Tuan thd luat cda Lién minh chdu Au (GDPR)
Bat dau
Théng tin vé Tién ich Quan ly Kaspersky Endpoint Security cho Windows

Cac can nhac dac biét khi lam viéc véi cac phién ban khac nhau cda tién ich quan ly
Nhirng luu y dac biét khi str dung_cac giao thirc dugc ma héa dé tuang tac véi cac dich vu bén ngoai

Giao dién irng dung

Biéu tugng rng dung trong khu virc théng bao trén thanh tac vu

Giao dién &*ng dung don gidn hda

C4u hinh viéc hién thj giao dién &rng dung

Bat dau
Quan ly chinh sach

Tao mo6t chinh sach
Chi bdo mirc d6 bdo mét

Quan ly tac vu
Cau hinh cac thiét 1ap cuc b6 clia ing dung

Bat dau va dirng Kaspersky Endpoint Security

Tam ngung va khéi phuc tinh ndng_bao vé va ki€ém soat may tinh

Tao va sir dung_ mét tap tin thiét l1ap

Quét phan mém ddc hai

Quét may tinh
Quét 8 dia di déng khi ching dugc két ndi véi may tinh

Quét trong nén
Quét tr menu ng canh
Ki€ém tra tinh toan ven cda (rng dung

Chinh sira pham vi quét

Chay tac vu quét dugc [én lich

Chay quét véi dudi quyén ngudi dung khac
T6i vu hda quét
Cép nhat co s& dit liéu va cac mé-dun phan mém ng dung

Cac kich ban cap nhat moé-dun &rng dung_va co s& dit liéu

Cap nhét str dung Kaspersky Update Utility

Cap nhat trong_ché d6 di dong

Bat dau va dirng mdt tdc vu cdp nhat

Bat dau mot tac vu cap nhat theo quyén cdia mét tai khodn ngudi dung khac
Chon ché d chay tac vu cap nhat

B6 sung mdt nguon cap nhat
Cap nhat mé-dun &ng dung

S&r dung mét may chd proxy dé cap nhat

Lan hoan tac ban cap nhat gan nhat
Lam viéc véi cdc méi de doa dang hoat déng

Khir ma doc cdc moi de doa dang_hoat dong trén may tram

Khir méa doc cadc moi de doa dang_hoat dong_trén may chu

Bat hodac tat Cong_.nghé khir ma doc ndng_cao
XU ly cdc moi de doa dang hoat dong

Bdo vé may tinh




Bat va tat Bdo vé méi de doa tap tin

Ty déng tam ngung Bao vé moéi de doa tap tin

Thay d6i hanh d6ng x(r Iy tap tin bi nhiém ctia thanh phan Bao vé méi de doa tap tin

St dung_cac phuong thic quét

S&r dung.céng_nghé quét trong_hoat déng_clia thanh phan Bao vé méi de doa tap tin

T6i vu quét tap tin

Quét cac tap tin phdc hgp

Thay dbi ché d6 quét
Quét container
Bao vé mdbi de doa web

Bat va tat Bao vé méi de doa web

Cau hinh cac phuaong phép phat hién dia chi web déc hai

Chéng Ilra dao
Tao danh sach cac dia chi web dugc tin tudng

Xuét va nhap danh séach dia chi web dugc tin tudng
Bdo vé méi de doa thu dién tu

Thay d6i hanh déng.xr Iy cdc email bi nhiém

Cau hinh pham vi bdo vé clia thanh phan Bao vé méi de doa thu dién tir
Quét cac tap tin phdc hgp dugc dinh kém email

Xudt va nhap phan m& rong dé loc tap tin dinh kém
Quét email trong_Microsoft Office Qutlook

Bao vé méi de doa mang

Bat va tat Bao vé moi de doa mang

Chan mdy tinh tén céng
C4u hinh céc dia chi dugc loai trir khdi quy téc chan
Xuét va nhap danh sach cac loai trir khdi hoat d6ng chan

Cau hinh bdo vé ngan cac cudc tdn cdbng_mang.theo loai
Tudnglra

Thay déi kiéu két n6i mang

Quan ly cac quy tac goi tin mang

Tao mot quy tac goéi tin mang

Bat hoac tat mét quy tac gdi tin mang
Thay d6i hanh déng_cta Tudng Ira cho mét quy tac goi tin mang

Thay d6i mirc 6 uu tién clia mot quy tac goi tin mang

Xuat va nhap quy tac géi tin mang

Dinh nghia quy tac géi tin mang trong XML

Quan ly cac quy tac mang cho &rng dung

Tao mot quy tdc mang cho rng dung

Bat va tat mét quy tdc mang cho (rng dung

Thay d6i hanh déng clia Tudng Ira cho mét quy tdc mang cho ng dung

Thay d6i mirc do wu tién cia mét quy tdc mang_cho ng dung

Giam sat mang
Phong chéng Tén cdng BadUSB




Bat va tat Phong chéng Tan céng BadUSB

Sr dung Ban phim 4o dé xac thurc cac thiét bj USB
Bao vé AMSI

Bat va tat Bao vé AMSI

Str dung Bao vé AMSI dé quét cac tap tin hdn hap

Phong chéng khai thac

Bat va tat Phong chéng_khai thac

Bao vé b6 nhé& clia tién trinh hé théng
Phat hién hanh vi
Bat va tat Phat hién hanh vi

Chon hanh déng dé thuc hién khi phat hién hoat déng ca phan mém doc hai

Bao vé thu muc dugc chia sé chéng lai ma hoéa tir bén ngoai

Bat hodac tat bdo vé thu muc dugc chia sé chéng lai ma hda tlr bén ngoai

Cau hinh thdgi gian chan clia may tinh khéng dugc tin tudng

Chinh s(ra pham vi gidm sat

Thém may tinh dugc tin tudng d€ ma hoa dir liéu bén ngoai

Xuét va nhap danh séch loai trir tir Bat tinh nang bao vé thu muc dugc chia sé chéng lai méa hoéa tlr bén ngoai

Phong._chéng xadm nhip may chd

Bat va tat Phong chéng xam nhap may chd

Quan ly cdc nhém tin tudng ng dung

Thay d6i nh6ém tin tudng_cda mét rng dung

Cau hinh quyén cta nhém tin tudng

Chon mét nhém tin tudng cho cac rng dung dugc khai dong trudc Kaspersky Endpoint Security

Chon mot nhém tin tudng cho cac irng dung khdng xac dinh
Chon mét nhém tin tudng cho cac ng dung dugc ky bang chir ky s6

Quan ly cac quyén cda ing dung

Bao vé tai nguyén hé diéu hanh va di liéu cd nhan

Xba théng tin vé cac ing dung khdng str dung
Giam sat Phong ch6ng xam nhap méy chd

Bao vé quyén truy cap am thanh va video

Kaspersky Security Network

Bat va tat s&r dung Kaspersky Security Network

Han ché clia Kaspersky Private Security Network

Bat va tat ché d6 dam may cho cac thanh phan bao vé

Thiét 1ap Proxy KSN

Ki€ém tra danh ti€ng_clia mot tap tin trong Kaspersky Security Network
Quét két ndi dugc ma hda

Bat quét két ndi dugc ma hda
Cai dat chirng_chi géc dugc tin tudng

Quét cac két néi dugc méa hda bang chirng chi khéng dugc tin tudng

Thém chirng chi Kaspersky vao kho chirng chi riéng

Loai trir cac két n6i khdi tac vy quét

Xba sach dit liéu

Kiém soat may tinh

Kiém soat Web

B& sung mot quy tac truy cap tai nguyén web

Loc theo dia chi tai nguyén web




Loc theo ndi dung tai nguyén web

Ki€ém tra cac quy tac truy cap tai nguyén web

Xudt va nhap cac Quy tac kim soat web

Xudt va nhap dia chi tai nguyén web clta quy tac Kiém soat web

Giam sat hoat dong truy cap Internet clia ngudi dung
Slra mau théng diép Kiém soat Web

Stra mat na cho cac dia chi tai nguyén web

Kiém soat web cho may do
Kiém soat Thiét bj
BAat va tat Kiém soat thiét bi

Thong tin vé quy tac truy cap

Stra d6i mot quy tac truy cap thiét bi

Stra mot quy tac truy cap bus két nGi

Quan ly quyén truy cap thiét bj di d6ng

Quan ly quyén truy cap thiét bj Bluetooth

Kiém soéat in

Kiém soat cac két néi Wi-Fi

Giam sat viéc sir dung 6 dia di dong

Thay déi thoi gian luwu vao bd nhé dém
Hanh dong_vdi cac thiét bi dugc tin tudng
B6 sung mot thiét bj vao danh sach Bugc Tin tudng tir giao dién (rng dung
B& sung_mot thiét bi vao danh sach Bugc Tin tudng tir Kaspersky Security Center

Ché db tryc tuyén dé cdp quyén truy cap

Ché dd ngoai tuyén dé cap quyén truy cap

Stra mau théng_diép Kiém soat thiét bi

Anti-Bridging
Bat Anti-Bridging
Thay d6i trang_thai cia mot quy tac két noi

Thay d6i mirc d6 wu tién cia mot quy tac két nbi

Kiém soat thich ing sy c6
Bat va tat mét quy tac Kiém soat thich irng su ¢
Slra hanh déng_dugc thuc hién khi mét quy tac Kiém soat thich irng su ¢ dugc kich hoat

Tao loai trir cho mét quy tac Kiém sodt thich (rng su ¢
Xudt va nhap cac loai trir cho quy tac Ki€ém soat thich trng su c6

Ap dung ban cip nhat cho cac quy tic clia Kiém soét thich &ng sy ¢6

Chinh stra khuén mau tin nhan Kiém soét thich ng su c6

Xem cac bédo cdo Kiém soét thich rng su cb

Kiém soat rng_dung
Gidi han chirc nang cda Kiém soat ing dung
Truy xudt théng tin vé cac 'ng dung dugc cai dét trén may tinh cdia ngudi dung

Bat va tat Kiém soat (rng dung

Chon ché d6 Kiém soét (rng dung

Quan ly cac Quy tac Kiém soat irng dung
B6 sung mot diéu kién kich hoat cho quy téc Kiém soat trng dung
BG sung_cac tap tin thuec thi tir thu muc Tap tin thuc thi dén danh muc &ng dung
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Thém mét Quy tac kiém soat irng dung
Thay déi trang_thai ctia mot quy tac Kiém soat rng dung qua Kaspersky Security Center

Xudt va nhap cac Quy tac kiém soat ing dung

Xem mot bao cdo vé cac irng dung bichan

Kiém tra cac Quy tac Kiém soat (rng dung
Bat va tat kiém tra quy tac Kiém soat irng dung

Xem bdo cdo vé cac irng_dung_bi_chin trong_ché dé kiém tra

Quan ly hoat d6ng rng dung

Quy tac tao dai dién tén cho tap tin hoac thu muc

Slra mau théng diép Kiém soat trng dung
Bién phap t6t nhat dé trién khai danh sach cac irng dung dugc phép
Cau hinh ché d§ danh sach dugc phép cho cac i'ng dung

Ki€ém tra ché d6 danh sach dugc phép
H6 trg cho ché d6 danh sach dugc phép

Gidm sat cong mang

Bét tinh nang_giam sat tat cd céng_ mang
Tao mot danh sach céng mang bi gidm sat
Tao mot danh sach rng dung dugc gidm sat tat ca céng_mang

Xuét va nhap danh séch cac c8ng dugc gidm sat

Kiém tra nhat ky
Cau hinh quy tac dinh trudc
Thém quy tac tuy chinh

Giam sat tinh toan ven clia hé théng
Gidi thiéu vé quy tac Gidm sat tinh toan ven cta hé thong

Ki€m tra tinh toan ven clia hé théng theo yéu cau
Xuéat va nhap quy tac Gidm sét tinh toan ven hé théng

Xem bao cdo Gidam sat tinh toan ven clia hé thong

Cloud Discovery
Khu vuc tin tudng
Tao mot loai trir quét

Chon cac loai d6i tugng_c6 thé dugce phéat hién

Stra danh sach cac ing dung dugc tin tudng
Tao vung_cuc bd dugc tin tudng

Xudt va nhap vung dugc tin tudng

S dung 6 luu trir chirng chi hé théng dugc tin tudng

Phu luc. Cac loai trir quét dugce dinh san va cac irng dung dugc tin tudng
May chd SQL
May chl Microsoft Exchange

System Center Configuration Manager
Citrix

VMware

Quan ly Sao luu
Cau hinh thei gian luu tri téi da cho cac tap tin trong Sao luu
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Cau hinh kich c& téi da ctia Sao luu
Khéi phuc cac tap tin tr Sao luu

Xba ban sao luu cda tap tin khédi Sao luu

Dich vu théng bao

Cau hinh viéc hién thiva truyén tai thdng bao

C4u hinh viéc hién thi cdnh béo vé trang.thai 'ng dung_trong khu vuc théng_béo

Nhan tin gitta ngudi dung.va quan trj vién

Quan ly bao céo
Xem bédo cao
Cau hinh thoi gian luu trir bdo cdo tdi da

Cau hinh kich c& t6i da cla tép tin bao cédo

Luu mot bdo cdo ra tap tin

Xda ndi dung bao céo

Tu bao vé cho Kaspersky Endpoint Security

Bat va tat Tu bao vé
Bat va tat hé trg AM-PPL
Bao vé cac dich vu irng dung_trudc hoat dé6ng quan ly bén ngoai

H6 trg cac irng dung_quan tri tir xa

Bao vé bang.mat khiu

Bat Bao vé bang mat khau

Cap quyeén truy cap cho ngudi dung.cd nhan hodc nhém

St dung mét mat khau tam thdi dé cdp quyén truy cap
Cac khia canh d&c biét clia quyén truy cap dugc Bao vé bang mat khau
Pt lai mat khdu KLAdmin

Bdo vé két n6i May chd quan tri

Két qua hoat déng va tinh tuong thich véi cac iing dung khac ctia Kaspersky Endpoint Security

Bat hoac tat tinh ndng nhudng tai nguyén cho cac irng dung khéac

Cac phuong phéap tét nhat dé téi uu hda hiéu ndng cla Kaspersky Endpoint Security
Ma héa d liéu

Han ché cda chirc ndng mé hoéa
Thay déi d6 dai ctia kh6a ma héda (AES56 | AES256)
Kaspersky Disk Encryption

Cac tinh ndng dac biét cia mad héa 6 SSD

Khdi chay Kaspersky Disk Encryption

Xudt va nhap mot danh sach cac 6 dia cirng dugc loai trir khdi tdc vu ma hoa

Bat cdng nghé Single Sign-On (SSO)

Quan ly tai khodn Authentication Agent

St dung token va thé théng minh v&i Authentication Agent

Gidi ma 6 cing
Khoi phuc quyén truy cap vao 6 dia dugc bao vé bdi cdng nghé Kaspersky Disk Encryption

DBang nhap bang tai khodn dich vu Authentication Agent
Cap nhat hé diéu hanh

Chon cap d6 truy vét Authentication Agent

Chinh stra van ban trg gitp Authentication Agent




Quan ly BitLocker
Khdi chay BitLocker Drive Encryption

Gidi ma 6 cing_dugc bdo vé bang BitLocker

Khéi phuc quyén truy cip 6 dia dugc bdo vé bang BitLocker
Tam dirng bao vé BitLocker dé cap nhat phan mém

Ma hda murc d6 tap tin trén cac 6 dia may tinh cuc bd

M3 hda cac tip tin trén 6 dia ndi bd cdia may tinh

Tao quy tac truy cap tap tin dugc ma hda cho ing dung
M3 héa nhirng tap tin dugc tao hodc slra d6i bdi nhirng rng dung_cu thé

Tao mot quy tac gidi ma

Gidi ma cac tap tin trén 6 dia ndi bo trén may tinh

Tao cdc g6i ma héa

Khoi phuc quyén truy cdp vao cac tap tin dugc ma héa
Khoi phuc truy cap dén di liéu dugc ma héa sau khi hdng hé diéu hanh

Slra mau thong diép truy cap tap tin dugc ma hoéa
M3 hoa 6 dia di dong
Bat dau ma héa 6 dia di déng

Thém mot quy tdc ma hoa cho 8 dia di dong
Xudt va nhap danh sach cac quy tdc ma hoa cho 6 dia di dong

Ché d6 di dong dé truy cap cac tap tin dugc ma hda trén 6 dia di déng

Giai ma 6 dia di dong

Xem chi tiét ma hoéa di liéu
Xem trang thai ma héa
Xem théng ké ma hda trén cac bang diéu khién clia Kaspersky Security Center

Xem 16i ma hda tap tin trén cac 6 dia ndi bd trén may tinh
Xem bdo cdo ma hoéa dit liéu
Lam viéc vdi cac thiét bi dugc méa hda khi khéng cé truy cadp dén chidng
Khéi phyc dir liéu bang_cach st dung Tién ich khoi phuc FDERT
Tao mot dia cru hd cho hé diéu hanh

Céc gidi phap Detection and Response

Chuyén cau hinh [KES+KEA] sang cdu hinh [KES+built-in agent]
Chuyén déi chinh sach va tac vu cho Kaspersky Endpoint Agent

Endpoint Detection and Response Agent
Cai dat EDR Agent
Tich hgp EDR Agent v&i MDR
Tich hgp EDR Agent véi KATA (EDR)
Tich hgp EDR Agent véi KATA (NDR)
Kha néng tuong thich véi cdc tng dung EPP cliia bén thir ba

Managed Detection and Response
Tich hgp tac nhan tich hgp véi MDR
Hudng dan chuyén KEA sang KES cho MDR
Endpoint Detection and Response
Tich hgp tac nhan tich hgp véi EDR Optimum / EDR Expert
Quét cac dau hiéu vé sur xadm nhap (tac vu tiéu chuan)

Di chuyén tap tin dén Khu virc cach ly




Cach ly mang may tinh

Cloud Sandbox

Hudng_dan chuyén KEA sang KES cho EDR Optimum
Kaspersky Sandbox

Tich hop tac nhan tich hgp v&i Kaspersky Sandbox
Quét cac dau hiéu vé sy xdm nhap (tac vu doc lap)

Huéng_ dan chuyén KEA sang KES cho Kaspersky Sandbox

Kaspersky Anti Targeted Attack Platform
Tich hgp tac nhan tich hgp véi EDR / NDR (KATA)
Cau hinh do tir xa
Loai trir do tur xa
KATA Sandbox
Tich hgp tac nhan tich hgp v&i KATA Sandbox

Hudng.dan chuyén KEA sang KES cho EDR (KATA)
Quaén ly Khu vy cach ly
Cau hinh kich thudc téi da cho Khu vuc cach ly

GUi dit liéu vé cac tap tin dugc cach ly téi Kaspersky Security Center
Khi phuc cac tap tin tr Khu vuc cach ly
Kaspersky Unified Monitoring_ and Analysis Platform (KUMA)
Tich hgp Kaspersky Endpoint Security v&i KUMA
Phu luc. Su kién nhat ky Windows dugc giri dén KUMA
Hudéng dan chuyén tir KSWS sang KES
Sy tuong hgp cla thanh phan cda KSWS va KES
Sy tuong hop cla thiét 1ap KSWS va KES
Chuyén cac thanh phan KSWS
Chuyén d6i cac tac vu va chinh sach cdia KSWS
Chuyén ving dugc tin tudng cia KSWS

Chuyén cac quy tac Kiém soat khéi chay irng dung KSWS

Cai dat KES thay vi KSWS

Chuyén cau hinh [KSWS+KEA] sang_cdu hinh [KES+built-in agent]

Dam bdo rang Kaspersky Security for Windows Server dd dugc g& bé thanh cong
Kich hoat KES bang kh6a KSWS

Cac can nhic d3c biét 8 chuyén cdc may chii cd murc tdi cao

Chuyén tir [KSWS+KEA] sang_[KES+tac nhan tich hap]
Ché d6 Light Agent dé bao vé may o

Nh{rng can nhac dac biét cho ché dé Light Agent

Cau hinh so b6 clia may do

Kha néng tuong thich véi cdng nghé Citrix App Layering

Kha nang tuong thich véi cdng nghé Citrix Provisioning (Citrix Provisioning Services)
Kha nang tuong_thich v&i cdng nghé VMware App Volumes
Cai dat Light Agent
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Két nGi Light Agent véi SVM
Kham pha SVM
Cau hinh thuét todn chon SVM cho Light Agent
Phéan phdi cac két néi ctia Light Agents tdi SVM (thé)
Bao vé két ndi gitra Light Agent va SVM
Kich hoat Light Agent
Hudéng dan chuyén tir KSVLA Light Agent sang KES Light Agent
Cai dat KES Light Agent thay vi KSVLA Light Agent
Tinh tuong_(rng clia cac thanh phan KSVLA Light Agent va KES Light Agent
Chuyén cac tac vu va chinh sach KSVLA Light Agent
Chuyén cau hinh [KSVLA Light Agent+KEA] sang cdu hinh [KES Light Agent+tac nhan tich hgp]
Quan ly ing_dung tlr dong_lénh

Setup. Cai dat &'ng dung
Setup /x. G& bo rng dung
Cac lénh AVP
SCAN. Quét phan mém doc hai

UPDATE. Cap nhat co s& dit liéu va cdc mé-dun phan mém rng dung
ROLLBACK. Lan hoan tac ban cap nhat gan nhat
TRACES. Truy vét

START. Bat dau mét hoé so

STOP. Dung_ mot ho so

STATUS. Trang thai hoé so

STATISTICS. Théng ké hoat dong.cua ho sg
RESTORE. Khdi phuc cac tap tin tu Sao luu
EXPORT. Xuét thiét 1ap ing dung

IMPORT. Nhap thiét 1ap &rng dung

ADDKEY. Ap dung_ mét tap tin khéa

LICENSE. Cap gidy phép

RENEW. Mua gidy phép
PBATESTRESET. Dat lai két qua kiém tra 6 dia trudc khi ma hoa 6 dia
EXIT. Thoat irng dung
EXITPOLICY. Tat chinh sach
STARTPOLICY. Bat chinh sach
DISABLE. Tét bao vé
SPYWARE. Phat hién phan mém gian diép
KSN. Chuyén qua lai gitra KSN / KPSN
SERVERBINDINGDISABLE. Tat bdo vé két n6i may chd
Cac lénh KESCLI

Scan. Quét phan mém déc hai

GetScanState. Trang thai hoan thanh tac vu quét

GetlLastScanTime. Xac dinh thoi gian hoan thanh tdc vu quét

UpdateDefinitions. Cap nhat co s& dit liéu va cadc mb-dun phan mém &ng dung

GetDefinitionState. Xac dinh ngay thang va thdi gian phat hanh cta co sé& dit liéu
EnableRTP. Bat bao vé

GetRealTimeProtectionState. Trang thai cla thanh phan Bao vé mdi de doa tap tin

GetEncryptionState. Trang thai ma hoa 6 dia

Version. Xac dinh phién ban cda ng dung
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Lénh quan ly Detection and Response
SANDBOX. Quan ly Sandbox
PREVENTION. Quan ly phong_chéng_thurc thi
ISOLATION. Quan ly cach ly mang
RESTORE. Khdi phuc cac tap tin t Khu vuc cach ly
IOCSCAN. Quét cac dau hiéu vé sy xdm nhap (I0C)
MDRLICENSE. Kich hoat MDR
EDRKATA. Tich hgp vGi EDR (KATA)
Céc |énh quan ly Light Agent
KSVLAINFO. Xac dinh ché dg Light Agent
VIISINFO. Trang thai két néi Light Agent véi May chd tich hgp
SVMINFO. Trang thai két néi clia Light Agent v&i Maycht bao vé
Cac ma 16i

Quan ly irng dung théng_qua REST API
Cai dat 'ng_.dung_véi REST API
Lam viéc véi API

Cac nguén thdéng tin vé trng_ dung

No6i dung va bd nhé clia tap tin truy vét

Truy vét hoat d6ng_cta rng_dung

Truy vét hiéu ndng cdia irng dung
Ghi két xuat
Bao vé tap tin két xuat va tap tin dau vét

Han ché& va canh bao

Thuat ngr

Authentication Agent

Béao dong gia

Chiing nhan gidy phép

Cloud Discovery

Co s dit liéu diét virus

Co sa dir liéu vé cac dia chi web dbc hai

Co s& dir liéu vé cac dia chi web lira dao

DPai dién

Dang_chudn hoa cla dia chi cia mot tai nguyén web
DaGi tugng OLE
DBan vj cap chirng_chi

May cha tich hgp
M&-dun Nén tdng Tin tudng

Network Agent

Nhém quan tri
OpenlIOC
Pham vi bdo vé

Pham vi quét
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Tap tin bi nhiém

Tap tin c6 thé gay nhiém
Tap tin IOC
Tap tin nén

Trinh quan ly tap tin di dong

Phu luc

Phu luc 1. Thiét 1ap &rng_dung

Bdo vé m&i de doa web

Bdo vé méi de doa thu dién tir

Bao vé méi de doa mang

Tudnglda

Phong ch6ng Tan céng BadUSB
Bao vé AMSI

Phong_chéng khai thac

Phat hién hanh vi

Phong ch6ng xdm nhap méy chd

Cong_cu khac phuc

Kaspersky Security Network

Kiém tra nhat ky
Kiém soat Web
Ki€ém soat Thiét bi
Kiém soat (rng dung

Kiém soét thich 'ng su cb

Giam sat tinh toan ven clia hé thong

Endpoint Sensor
Sandbox
Managed Detection and Response

Endpoint Detection and Response

Network Detection and Response (KATA)

M3 hoéa toan bd 6 dia

Mé& héa muirc d6 tap tin
M3 hoa 6 dia di déng
Mau (m3 héa dit lidu)

Loai tru
Thiét 1ap &rng dung

Cac bdo cdo va luu triy

Thiét 1ap mang
Giao dién
Quan ly thiét lap

Cap nhét co sa dir liéu va cac mé-dun phan mém (rng dung
Phu luc 2. Cdc nhém tin tudng clia 'ng_dung

Phu luc 4. Cac loai tap tin cho b loc dinh kém Bao vé méi de doa thu dién tir

Phu luc 5. Thiét 1ap mang dé tuong tac véi cac dich vu bén ngoai
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Nghiém trong

Lbi chirc nang

Canh bao

Théng bao théng tin
Phu luc 7. Cac phan m& réng tap tin dugc hd trg cho Phong chéng thurc thi
Phu luc 8. Trinh théng dich tap l1énh dugc hé trg dé Phong chdng thuc thi
Phu luc 9. Pham vi quét I0C trong registry (Registryltem)

Phu luc 10. Cac yéu cau cta tap tin I0C

Phu luc 11. Tai khodn ngudi dung trong quy tac thanh phan &rng dung

Théng.tin vé m& clia bén thr ba

Théng bdo thuong hiéu
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Kaspersky Endpoint Security cho Windows Help

@ C6 gl m&i trong phién ban 12.8

e B4y gid ban co thé cai dat Kaspersky Endpoint Security & ché do Light Agent. Diéu nay cho phép ban
sir dung irng dung nhu mét phan cua giai phap Kaspersky Security for Virtualization Light Agent 6.2.
Gidi phap Kaspersky Security for Virtualization Light Agent la gidi phap tich hgp, gitp bao vé toan dién
cho may ao trudc nhiéu loai méi de doa bao mat thong tin, tdn céng mang va tan céng lira dao.

e Da thém tuy chon quét tap tin trong cac container Docker.

e C6 gi méi trong_.mbi phién ban cda Kaspersky Endpoint Security cho Windows

7°) Bit dau

O

e Trién khai Kaspersky Endpoint Security cho Windows

e Thiét lap ban dau Kaspersky Endpoint Security cho Windows

e Cap gidy phép cho Kaspersky Endpoint Security cho Windows

@ Loai bd cac méi de doa

e Trén may tram
e Trén may chu

e Phan irng khi phat hién mét Dau hiéu vé su xam nhéap (Cach ly mang - Khu vuc cach ly - Phong
chéng thurc thi)

@ St dung KES nhu mot phan cla cac giai phap khac

e Kaspersky EDR

o Kaspersky Sandbox

e Kaspersky MDR
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Cung cap dir liéu

e Trong_muc Théa thuan gidy phép ngudi dung_cudi

e Khi str dung KSN

e GDPR

Cé gl mai

Y&

Ban cap nhat 12.8

Kaspersky Endpoint Security 12.8 cho Windows cung cap cac tinh nang va cdi tién sau day:

1.

Ung dung hién d3 hé trg Ché dd Light Agent d& bao vé moi trudng d0=. Bay gi®y ban cé thé trién khai
Ung dung dudi dang Light Agent nhu mét phan cla gidi phap Kaspersky Security for Virtualization
Light Agent 6.2.

. Pa hé trg chan hoat dong_cda tap tin trong_cac container Docker trén may chd . Container |a moi

trudng biét 1ap, trong d6 ing dung c6 thé chay ma khdng can tuong tac truc ti€p vai hé diéu hanh.
Kaspersky Endpoint Security sé quét cac tap tin bén trong container ma ngudi dung c6 quyén truy
cap. Khi phat hién mét maoi de doa, cac irng dung sé chan hoat déng doc hai nay va c6 gang khir ma
doc tap tin bén trong container. Néu khéng thé khir ma ddc tap tin, 'ng dung sé dirng container.

. Bay gi& ban c6 thé xac dinh pham vi bao vé dé bdo vé cac thu muc dugc chia sé chéng_lai m& hda tir

bén ngoaiz (thanh phan Phat hién hanh vi). By gi® ban c6 thé chi dinh cac thu muc chia sé ma ing
dung phai theo ddi hoat ddng d6i vai tap tin. Ban cling c6 thé loai trir cac tap tin khoi pham vi bao vé.
Trong cac phién ban trudc cla rng dung, thanh phan Phat hién hanh vi sé theo d&i moi thu muc
dugc chia sé dé biét hoat dong déi vai tap tin.

. Bay gi& ban c6 thé cdu hinh cdc nhém thanh phan khac nhau cho cac loai hé diéu hanh khac nhau

trong_goi cai dat=. Gid day, ban c6 thé trién khai rng dung té&i cdc mdy tram va may chd bang cung
mot gobi cai dat. Cac thanh phan khong kha dung véi mot loai hé diéu hanh nhat dinh sé tu dong bi
loai trr trong thudc tinh gdi cai dat.

quét dugc dinh san va cac 'ng dung dugc tin tudng cho phép cau hinh nhanh viing dang tin cdy cho
Ung dung trong méi trudong ao (Citrix, VMware). Vi du: cac loai trir nhu vay bao géom cac tap tin may
40 VHD va VHDX. C6 thé thém loai trir khi tao g6i cai dat 'ng dung, tao mot chinh sach hoac khi cai
dat Kaspersky Endpoint Security.

. DUt liéu do ludng tir xa clia EDR da bao gom cac su kién cho hoat ddng vdi thiét bi dugc két ndi USB.

Ban cling c6 thé thém nhirng su kién nay vao muc loai trir khoi dir liéu do ludng tir xa clia EDR.

. Khi phat trién phién ban Kaspersky Endpoint Security cho Windows nay, ching téi da két hgp cac thay

déi cé trong cac ban va riéng sau: PF10053, PF10054, PF10360, PF10362, PF10363, PF12120, PF12121,
PF12122, PF13115, PF13118, PF13119, PF14061, PF14062, PF14064, PF14065, PF15054, PF15056,
PF15058, PF16052, PF16053, PF16055, PF16056, PF17027, PF17029, PF17039, PF17041, PF17043,
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PF18010, PF18011, PF18014, PF18015, PF18020, PF18021, PF18022, PF18023, PF18024, PF18028,
PF19003, PF19016, PF19018.

Ban cap nhat 12.7

Kaspersky Endpoint Security 12.7 cho Windows cung cap cac tinh nang va cadi tién sau day:

1

4.

. Bay gi& ban c6 thé gidi han s dung tai nguyén CPU cho cac tac vu Quét phdn mém déc hai. D€ thuc

hién, trong thiét 1ap ing dung, hay chi dinh phan trdm mrc tdi CPU t&i da cho tat ca cac 16i c6 thé
dugc str dung_trong khi quét may tinh .

. Bay gi& ban c6 thé guri tap tin dé€ quét trong KATA Sandboxz theo cach thd cong. KATA Sandbox la

moét thanh phan cldia Kaspersky Anti Targeted Attack Platform, chay cac tap tin trén anh do clia hé diéu
hanh. Sandbox sé phan tich hanh vi clia d6i tugng dé phat hién hoat dong déc hai va hoat déng dac
trung clia cac cubc tan cdng cé chd dich vao ca s& ha tang CNTT cla té chirc. Sandbox sé& phén tich va
quét cac doi tugng trén cac may chi dac biét chira cac anh may do dugc trién khai clia hé diéu hanh
Microsoft Windows (cac may chi Sandbox). D& giri tap tin can quét t&i KATA Sandbox, hdy chon 1énh
lién quan trong menu ng{ canh cda tap tin.

. Bay gi& ban c6 thé thiét 1ap tich hgp vai gidi phap bdo vé mang LAN cia doanh nghiép, Kaspersky

Network Detection and Response®. Kaspersky Network Detection and Response (NDR) la mot phan
cla Kaspersky Anti Targeted Attack Platform. Ban c6 thé cdu hinh tuong tac véi NDR & ché dé tiéu
chuan cling nhu ché d6 EDR Agent.

D3 thém hé trg cho irng dung email Microsoft Office Outlook phién ban 2021 vao phan md rong Bao
vé méi de doa thu dién tir=. Phan md rong cho phép quét thu & cap do (rng dung thu dién td thay vi
cap d6 giao thirc. Ngoai thu, phan md rong cho phép ban quét cac do6i tugng nhan dugc qua giao
dién MAPI tur kho Iuu trir Microsoft Exchange (vi du: cac déi tugng trong Lich). Qua trinh quét nay
dién ra trong (ng dung thu dién tdr.

. Khi phat trién phién ban nay cla Kaspersky Endpoint Security cho Windows, chiing téi da két hgp

nhirng thay d6i c6 trong cac ban va riéng sau: PF10049, PF10355, PF12114, PF13109, PF14056, PF15038,
PF15045, PF16037, PF16042, PF16047, PF17014, PF17018, PF17021, PF17024, PF18006, PF18007.

Ban cap nhat 12.6

Kaspersky Endpoint Security 12.6 cho Windows cung cap cac tinh nang va cadi tién sau day:

1.

Chirc nang tich hgp véi gidi phdp Kaspersky SIEM = - Kaspersky Unified Monitoring and Analysis
Platform; KUMA - da dugc thém. Bay gi¢r c6 thé guri su kién tlr nhat ky su kién Windows téi bd thu
thap KUMA. Diéu nay cho phép KUMA nhan cac su kién Windows (ho trg mot bd EventID giGi han) tir
tat cd cdc may tinh dugc cai dat Kaspersky Endpoint Security ma khéng can cai dat tdc nhan KUMA
trén cac may tinh nay.

. Da thém thanh phan mai Gidm sét tinh toan ven cda hé théng= dé thay thé thanh phan Giam sat tinh

toan ven cula tap tin. Thanh phan Giam sat tinh toan ven clia hé théng bao gém tat ca chirc nang cla
Giam sat tinh toan ven cua tap tin va ngoai ra con cho phép giam sat cac thay déi cla registry va két
ndi cla cac thiét bj bén ngoai. Thanh phan Gidm sét tinh toan ven clia hé théng sé gidm sat nhirng
thay déi trong hé diéu hanh, c6 thé cho biét cac hanh vi xdm nhap bdo mat may tinh. Khi phat hién
nhirng thay do6i nhu vay, Kaspersky Endpoint Security sé tao ra cac su kién tuong (rng va canh bao
cho quan trj vién. Gidm sat tinh toan ven ctlia tap tin khdng con la mét phan clia &'ng dung. Cai dat
Giam sat tinh toan ven cua tap tin sé ty déng chuyén sang Giam sat tinh toan ven cta hé théng khi
ban cap nhat 'ng dung. D€ dam bao tinh ndng Gidm sat tinh toan ven clia hé thong hoat dong dung,
cad ng dung Kaspersky Endpoint Security va tién ich quan ly déu phai dugc cap nhat I1én phién ban
12.6.
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. Da thém trang thai clia tdc nhan EDR tich hgp (KATA)2 dugc cai dat vao thudc tinh may tinh trong
bang diéu khién Kaspersky Security Center. Bay gi®, néu ban da cai dat tdc nhan EDR (KATA) tich hap,
cOt Trang thai cdm bién diém cudi sé& hién thij trang thai hién tai ctia thanh phan (vi du: Bang chay,
D4 durng, Khéng duoc hé tro bdi gidy phép, v.v.).

dung dugc tin tudng va loai trir quét dugc dinh san sé gitp nhanh chéng cdu hinh viing dugc tin
tudng khi s&r dung irng dung trén may chd SQL, mdy chi Microsoft Exchange va System Center
Configuration Manager. Vi du: cac loai trir nhu vay bao géom cac tap tin co s& dir liéu MDF va LDF. C6
thé thém loai trir khi tao chinh sach mdi, stra d6i chinh sach hién c6 hoac khi cai dat Kaspersky
Endpoint Security.

. Viéc hién thj thong tin chi tiét cia canh bdo cho Kaspersky Endpoint Detection and Response
Optimum®e @3 dugc chuyén tir tién ich quan ly Kaspersky Endpoint Security sang mot tién ich quan ly
Kaspersky Endpoint Detection and Response riéng biét. Tién ich quan ly EDR la mét tién ich duy nhat
dé lam viéc véGi cac tac nhan trén hé diéu hanh Windows, Mac va Linux. Gi& day, khi lam viéc véi EDR
Optimum, ban sé& can tién ich quan ly Kaspersky Endpoint Security dé tao cac tac vu ng phoé vai méi
de doa va tién ich quan ly EDR dé xem thong tin chi tiét cia canh bao.

. H6 trg cho Windows 11 24H2.

. Khi phat trién phién ban Kaspersky Endpoint Security cho Windows nay, chiing téi da két hgp cac thay
déi cé trong cac ban va riéng sau: pf10048, pf10353, pf12106, pf12107, pf12108, pf13090, pf13100,
pf15031, pf15034, pf15036, pf16021, pf16023, pf16029, pf17002.
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Kaspersky Endpoint Security 12.5 cho Windows cung cép céc tinh ndng va cai tién sau day:

1.

Tuy chon dé ciu hinh loai trir do ludng tir xaz da dugc thém. DT liéu do tr xa la danh sach cac su
kién da xay ra trén may tinh dugc bao vé. DT liéu do ludng tlr xa dugc Kaspersky Anti Targeted
Attack Platform (EDR) str dung dé giam sat va bao vé ca s& ha tang CNTT cla té chirc. C4u hinh
loai trir do lwong tur xa cho phép nang cao hiéu nang may tinh va t6i wu héa viéc truyén dit liéu
dén may chtd Do luong tur xa.

. Giao dién vlng tin tudng cla irng dung da dugc cai tién. Gio day, Kaspersky Endpoint Security sé

an cac doi tugng cdia vung tin tudng déi véi ngudi dung néu quan tri vién d& cdm ngudi dung
thém cac tuy chon loai trir quét (cuc bd) va cac rng dung dugc tin tudng cla ho. Biéu nay sé
ngan ké xam nhap truy cap trai phép vao vung tin tudng, tdng mdrc 46 bdo mat may tinh.

. ba thém tuy chon quét luu lugng truy cap cho cac ing dung thu MyOffice Mail va R7-Office

Organizer. Thanh phan Bao vé méi de doa thu dién tirz gid day khong chi quét cac tép tin dinh
kém thu khi tai xuéng ma con quét ca cac thu dugc guri va nhan.

. M6t danh muc tai nguyén web méi Céng cu Al tao sinh da dugc thém. Ban c6 thé cau hinh quyén

truy cap cac trang web tir danh muc méi bang cach sir dung Kiém soat web.

. Bay gi ban c6 thé chon vi_tri cia quy tac géi mang_trong danh sach Tudng Itraz. Vi tri cda quy

tac géi tin mang trong danh sach sé xac dinh mdc d uu tién cla quy tac dé. Trong cac phién ban
trudc cha ing dung, chi c6 thé thém quy tac mdi vao cudi danh sach, sau d6 ban phai di chuyén
quy tac d6 trong danh sach theo cach thd cong dé uu tién quy tac d6. Bay gid, khi thém quy tac,
ban c6 thé chon dat quy tac d6 & dau, & cudi danh sach hay bén canh quy tac da chon.

. Trong quy tac clia cac thanh phan Kaspersky Endpoint Security, gi day ban c6 thé chon ngudi

dung® khong chi tlr Active Directory ma con tir danh sach ngudi dung trong Kaspersky Security
Center. Ban cling c6 thé nhap dir liéu tai khodn ngudi dung cuc bd theo cach thi cdng. Kha ndng
nay da dugc thém vao cho cac quy tac cda nhirng thanh phan sau: Kiém soat (rng dung, Kiém
soat thiét bi, Kiém soat web, Kiém soat thich (rng su cd va Kiém tra nhat ky.

. Bay git bdo cdo phat hién tdn cdng mang da c6 mot cdt cé Dia chi MAC cda mdy tinh tdn cong®

(thanh phan Bao vé m6i de doa mang). B&n canh dia chi IP, bay gi ban c6 thé thay dia chi MAC
clia may tinh tan cong trong bdo cao. Tinh nang nay rat hiru ich cho viéc diéu tra su c¢6. Cac bao
cdo chira dia chi MAC clia may tinh tadn cong ciing sé c6 trong bang diéu khién Kaspersky Security
Center Linux phién ban 15.1 trg |én.

. Da tdng mrc do yéu cau bao vé may tinh. Gig day, mirc dé bao vé cao da yéu cau kich hoat Bao vé

cac dich vu irng dung trudc su quan ly bén ngoai. Kiém tra chi bdo mirc d6 bdo mat= trong phan
trén cla clra s6 chinh sach. Néu ban c6 mirc d6 bdo mat trung binh hodc thap, ban c6 thé bat Bao
vé dich vu 'ng dung trudc sy quan ly bén ngoai trong ctra s6 dé xudt chi bdo mirc d6 bado mat.

. Pa thém ho trg cac su kién phat hién d6i tugng mdi khi irng dung dang chay trong Cau hinh

Endpoint Detection and Response Agent (EDR Agent)=. Nhirng su kién nay da duoc ho trg trong
cau hinh [KES+tac nhan tich hop].

. Khi phat trién phién ban Kaspersky Endpoint Security cho Windows nay, chiing toi da két hgp cac

thay déi cé trong cac ban va riéng sau: pf9640, pf9830, pfa831, pf10047, pf10351, pf12102,
pf12105, pf13084, pf13089, pf14040, pf14047, pf15026, pf15028, pf16013.

19


https://support.kaspersky.com/help/KESWin/12.8/vi-VN/270557.htm
https://support.kaspersky.com/help/KESWin/12.8/vi-VN/34268.htm
https://support.kaspersky.com/help/KESWin/12.8/vi-VN/123451.htm
https://support.kaspersky.com/help/KESWin/12.8/vi-VN/266452.htm
https://support.kaspersky.com/help/KESWin/12.8/vi-VN/133746.htm
https://support.kaspersky.com/help/KESWin/12.8/vi-VN/176976.htm
https://support.kaspersky.com/help/KESWin/12.8/vi-VN/256811.htm
javascript:toggleBlock('291284')

Kaspersky Endpoint Security 12.4 cho Windows cung cép céc tinh ndng va cai tién sau day:

1.

D3 thém chirc nang méi dé bao vé két ndi cla may tinh vdi Kaspersky Security Center.= Tac vu
Bdo vé két ndi My chd quan tri cho phép dat mat khau dé két ngi véi may chd dugc tin tudng.
Diéu nay c6 nghia la khéng thé két néi lai may tinh va chay cac Iénh tlr may ch khac néu khong
c6 mat khau nay.

. D&i véi thanh phan Bao vé bang_mat khau, d3 thém kha nang_chon ngudi dung_theo cach thi

c6ng_chon ngoai Active Directory®. C6 nghia la ban c6 thé chi dinh theo cach thd céng tén ngudi
dung va mat khau cing nhu gan quyén truy cap Kaspersky Endpoint Security cho tai khoan nay.
Bang cach nay, ban khdng can chia sé mat khau KLAdmin cia minh véi ngudi dung khac hoac tao
tai khoan Active Directory mé&i dé ki€ém soat quyén truy cap ¢ng dung.

3. H6 trg cho Windows 11 23H2.

Ban cap nhat 12.3¢

Kaspersky Endpoint Security 12.3 cho Windows cung cap cac tinh nang va cai tién sau day:

1.

Bay gid ban c6 thé cai dat (rng dung trong cau hinh Endpoint Detection and Response Agent&.
Cau hinh nay cho phép cai dat ing dung v&i mot bd thanh phan dugc yéu cau badi cac giai phap
Detection and Response cla Kaspersky: Kaspersky Managed Detection and Response va
Kaspersky Anti Targeted Attack Platform (EDR). Ban c6 thé cai dat i'ng dung trong cau hinh nay
cung véi cac gidi phap ctia bén thir ba (vi du: Dr.Web, Dallas Lock, ESET). Diéu nay cho phép ban
st dung cac cong cu bao mat co s& ha tang clia bén thr ba cuing véi tinh nang Detection and
Response by Kaspersky.

. Da cai tién kha nang hoat déng cla Kaspersky Endpoint Security véi cac thiét bi Bluetooth®. Bay

gi& ban c6 thé cdu hinh loai trir va han ché quyén truy cap vao tat ca cac thiét bj Bluetooth ngoai
trir thiét bi dau vao (ban phim khéng day, chudt, v.v.).

. Pa t6i uu hda hoat ddng clia thanh phan Kiém soat irng dung véi co s& dir liéu cac tap tin thuc

thi. Gig day Kaspersky Endpoint Security sé tu dong xdéa théng tin cla tap tin khéi co s& dit liéu
néu tap tin dé bi x6a khoi may tinh. Diéu nay cho phép cap nhat co s& dir liéu va tiét kiém tai
nguyén clia Kaspersky Security Center.

mat khaue. Kiém tra chi bdo mdc d6 bdo mat trong phan trén cda clra sé chinh sachz. Néu c6
murc bdo vé trung binh hoac thap, ban cé thé bat Bdo vé bang mat khau trong clra sé dé xuat chi
bdo muirc d6 bao mat.

. Da thém ho trg giao thirc HTTPS dé cho phép rng dung hoat déng vai Kaspersky Security

Network. Cho phép str dung HTTPS trong thudc tinh May chud quan tri trong Thiét 1ap may chu
proxy KSN.

Ban cap nhat 12.2p
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Kaspersky Endpoint Security 12.2 cho Windows cung cdp céc tinh ndng va cai tién sau day:

1. B3 thém hé trg giao thirc WPA3 vao kiém soat két néi véi mang Wi-Fiz (Kiém soat thiét bi). Bay
gi& ban c6 thé chon giao thirc WPA3 trong thiét 1dp mang Wi-Fi dugc tin tudng va tir chéi két noi
v&i mang bang giao thirc kém bdo mat hon.

2. Bay gio ban c6 thé chon giao thirc va cdng_cho cac loai trir cia Bdo vé mdi de doa mang . Bay gid
ngoai viéc chi dinh dia chi IP cla cac thiét bi dugc tin tudng, ban cling c6 thé chon mot céng va
giao thirc. Diéu nay cho phép ban loai trir cac luéng di liéu riéng |é va ngan cac cudc tan cong
mang tUr cac dia chi IP dugc tin tudng.

3. Th(& tu khac nhau clia cdc nguon cap nhat cho tac vu Cap nhit co' sé di liéu va mé-dun tng dung

dugc sir dung theo mac dinh lam nguon cap nhat dau tién thay vi may chd Kaspersky. biéu nay
gitp tiét kiém luu lugng khi nguai dung chay tac vu Cap nhét co' sé dir liéu va mé-dun ung dung
cuc bo.

Kaspersky Endpoint Security 12.1 cho Windows cung cap cac tinh nang va cai tién sau day:

1. Da thém tac nhan tich hgp cho giai phdp Kaspersky Anti Targeted Attack Platform. Ban khdng con
can Kaspersky Endpoint Agent dé s&r dung EDR (KATA) nira. Tat ca cac chirc nang clia Kaspersky
Endpoint Agent sé dugc thuc hién bdi Kaspersky Endpoint Security. D& chuyén cac chinh sach cla
Kaspersky Endpoint Agent, hdy s&r dung Trinh huéng dan chuyén d6i. Sau khi cap nhat irng dung,
Kaspersky Endpoint Security s& chuyén sang s dung tac nhan tich hgp va g& bé Kaspersky
Endpoint Agent. Da thém Kaspersky Endpoint Agent vao danh sadch phan mém khéng tuong
thich. Kaspersky Endpoint Security cé cac tadc nhan tich hgp san cho moi gidi phap Detection and
Response, do d6 ban khéng can cai dat Kaspersky Endpoint Agent dé tich hgp véi cac giadi phap
do nira.

2. Pa ho trg ché d6 tuang_thich Azure WVD. Tinh ndng nay cho phép hién thi chinh xac trang thai
cla may do Azure trong bang diéu khién Kaspersky Anti Targeted Attack Platform. Ché do tuong
thich Azure WVD cho phép gan ID cam bién duy nhat vinh vién cho cac may ao nay.

3. Bay_gi¢ ban c6 thé cdu hinh quyén truy cap ctia ngudi dung_ vao thiét bi di ddng_trong_iTunes
hoac cac irng dung tuong tu. Vi du: ban c6 thé cho phép thiét bi di déng chi dugc str dung trong
iTunes va chan st dung thiét bi di dong lam 6 dia di déng. Ung dung nay ciing hé trg cac quy tc
nay cho rng dung Android Debug Bridge (ADB).

4, Kaspersky Security Center phién ban 11 khéng_con dugc hd trg nita. Hay nang cdp Kaspersky
Security Center |én phién ban md&i nhat.

Ban cap nhat 12.0
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Kaspersky Endpoint Security 11.4.0 cho Windows cung cdp cac tinh ndng va cai tién sau day:

1.

Thiét ké mdi clia biéu tugng_rng_dung_trong ving thdng_bao cda thanh tac vu. Bay gi¢ biéu
tugng g mai da dugc hién thi thay vi biéu tugng g cl. Néu ngudi dung phai thyc hién mét hanh
déng (vi du: khéi déng lai may tinh sau khi cap nhat &rng dung), biéu tuogng nay sé thay doi thanh
k- Néu cac thanh phan bao vé clia 'ng dung bi tat hodc bi truc trac, biéu tugng sé thay doi thanh
I hodc 5. Néu ban di con tré chudt qua trén biéu tugng, Kaspersky Endpoint Security sé hién thi
mo ta sy cO vé bao vé may tinh.

. Kaspersky Endpoint Agent, dugc kém theo trong géi phan phéi, da dugc cap nhat Ién phién ban
3.9. Kaspersky Endpoint Agent 3.9 ho trg tich hop véi cac gidi phap mai clia Kaspersky. D€ biét
thém chi tiét vé (rng dung, vui long tham khao tai liéu vé cac gidi phap cla Kaspersky ho trg
Kaspersky Endpoint Agent.

. Thém trang thai Khéng duoc gidy phép hé tro cho cac thanh phan Kaspersky Endpoint Security.

Ban c6 thé xem trang thai cGia cac thanh phan trong danh sach thanh phan trong cra sé chinh
cla Ung_dung.

. Cac su kién méi tir Phong chéng khai thac da dugc thém vao bao cdo.

. By gi& cac 6 dia cho céng nghé Kaspersky Disk Encryption d& dugc thém tu dong vao Windows

Recovery Environment (WinRE) khi bat dau ma hoéa 6 dia. Phién ban trudc clia Kaspersky
Endpoint Security da thém cac 6 dia khi cai dat irng dung. Viéc thém 6 dia vao WInRE c6 thé tang
tinh &n dinh cda ang dung khi khéi phuc hé diéu hanh trén cac may tinh dugc bao vé bang céng
nghé Kaspersky Disk Encryption.

Thanh phan Endpoint Sensor da bi xéa khdi Kaspersky Endpoint Security. Ban van c6 thé ciu
hinh thiét 1ap Endpoint Sensor trong chinh sach vé&i diéu kién Kaspersky Endpoint Security phién
ban 11.0.0 dén 11.3.0 dugc cai dat trén may tinh.
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Kaspersky Endpoint Security 11.5.0 cho Windows cung cdp cac tinh ndng va cai tién sau day:

1. H6 trg cho Windows 10 20H2. P& biét thém chi tiét vé viéc hd trg cho hé diéu hanh Microsoft
Windows 10, vui Iong tham khao Kién thirc co ban cdia H6 trg k§ thuat=.

2. Giao dién &rng_dung dugc cap nhat. Ngoai ra, biéu tugng_rng_ dung_trong vung_thdng_béo, théng
bdo ctia 'ng dung va cac hép thoai cling dugc cap nhat.

3. Cai tién giao dién cla tién ich web Kaspersky Endpoint Security cho cac thanh phan Kiém soat
irng dung, Kiém soat thiét bj va Kiém soat thich &rng sy co.

4. Thém chirc ndng dé nhap va xuat danh sach cac quy tac va loai trir theo dinh dang XML. Binh
dang XML cho phép ban chinh stra danh sach sau khi ching dugc xuat. Ban chi c6 thé quan ly cac
danh sach trong Bang diéu khién Kaspersky Security Center. Ban c6 thé xudt/nhép cac danh sach
sau day:

e Phat hién hanh vi (danh sach loai trir).

e Bao vé méi de doa web (danh sach cac dia chi web duagc tin tudng).

e Bao vé méi de doa thu dién t&r (danh sach phan mé& rong bo loc tap tin dinh kém).

e Bdo vé mdi de doa mang_(danh sach loai trir).

e Tudng_Itra (danh sach cac quy tac goéi tin mang).

e Kiém soat irng dung_(danh sach quy tac).

e Kiém soat Web (danh sach quy tac).

¢ Giam sat céng_ mang_(danh sach céng va ing dung_dugc Kaspersky Endpoint Security giam
sét).

e Kaspersky Disk Encryption (danh sach loai trr).

e M3 héa & dia di ddng_(danh sach quy tac).

5. Théng tin MD5 cla doi tugng da dugc thém vao bao cdo phat hién méi de doa. Trong cac phién
ban trudc cda ing dung, Kaspersky Endpoint Security chi hién thi gia tri SHA256 cla mot doi
tugng.

6. Pa thém kha nang gan murc uu tién cho cac quy tac truy cap thiét bi trong thiét |ap Kiém soat
thiét bi. Gdn muirc vu tién cho phép cau hinh quyén truy cap clia ngudi dung vao thiét bi linh hoat
hon. Néu mot ngudi dung da dugc thém vao nhiéu nhém, Kaspersky Endpoint Security sé diéu
chinh quyén truy cap cua thiét bj dua trén quy tac c6 mdc uu tién cao nhat. Vi du: ban c6 thé cap
quyén chi doc cho nhém Moi ngudi va cap quyén doc/ghi cho nhom quan tri vién. BE lam nhu
vay, hdy gan murc uu tién bang 0 cho nhém quan tri vién va gadn mdrc uu tién bang 1 cho nhém
Moi ngudi. Ban chi cé thé cau hinh mirc uu tién cho cac thiét bi c6 hé thong tap tin. Chidng bao
gébm 6 dia cirng, 6 dia di dong, 6 dia mém, 6 CD/DVD va thiét bi di ddng (MTP).

7. Ba thém chlrc nang mai:

e Quan ly théng bdo bang dm thanh.

e T6i wu chi phi mang clia Kaspersky Endpoint Security gigi han luvu lugng mang ctia chinh né
néu két néi Internet bi han ché (vi du: théng qua két n6i di déng).
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10.

11.

12.

13.

14.

e Quan ly thiét 1ap Kaspersky Endpoint Security théng_qua cac ng dung_quan tri tr xa dugc tin
tudng (vi du nhu rng dung TeamViewer, LogMeln va Remotely Anywhere). Ban c6 thé sir dung
cac i'ng dung quan tri tir xa dé khdi dong Kaspersky Endpoint Security va quan ly thiét 1ap
trong giao dién Ung dung.

e Quan ly thiét |ap dé quét luu lugng_bdo mat trong Firefox va Thunderbird. Ban c6 thé chon
kho chirng chi sé dugc Mozilla s&r dung: kho chirng chi Windows hodac kho chirng chi Mozilla.
Chlrc nang nay chi kha dung cho cac may tinh khéng cé chinh sach dugc ap dung. Néu mot
chinh sach dang dugc ap dung cho may tinh, Kaspersky Endpoint Security sé tuy ddng cho
phép st dung kho chirng chi Windows trong Firefox va Thunderbird.

. Da thém kha nang cadu hinh ché d6 quét luu lvgng bdo mat: ludn quét luu lugng ngay ca khi cac

thanh phan bo vé bj tat hoac quét luu lugng khi cac thanh phan bdo vé yéu cau.

. D& slra doi quy trinh xéa thong_tin khdi bdo cdo. Mot ngudi dung chi c6 thé xda tat ca cac bao

cdo. Trong cac phién ban trudc clia 'ng dung, ngudi dung c6 thé chon cac thanh phan &rng dung
cu thé c6 thong tin bi xéa khdi bao céo.

Da slra doi quy trinh nhap tap tin cdu hinh chira thiét |ap Kaspersky Endpoint Security va stra d6i
quy trinh khoi phuc thiét [ap &'ng_ dung. Trudc khi nhap hodc khdi phuc, Kaspersky Endpoint
Security s& chi hién thj cdnh bdo. Trong cac phién ban trudc cda irng dung, ban cé thé xem cac
gia tri cda thiét 1ap méi trude khi ching dugc ap dung.

Pon gian hda guy trinh khoi phuc quyén truy cap vao 6 dia da dugc ma héa bang BitLocker. Sau
khi hoan tat quy trinh khoi phuc quyén truy cap, Kaspersky Endpoint Security sé nhac ngudi dung
dat mat khdu hodc ma PIN mdi. Sau khi dat mat khau mdi, BitLocker sé ma héa 6 dia. Trong phién
ban trudc cda i'ng dung, ngudi dung phai dat lai mat khau theo cach thd céng trong thiét 1ap cla
BitLocker.

Gio day, ngudi dung c6 kha nang tao vung tin twdng cuc bd cla riéng ho cho mot may tinh cu
thé. Bang cach nay, ngudi dung c6 thé tao danh sach loai trir cuc bd cla riéng ho va cac ting
dung_dugc tin tudng ngoai vung tin tudng chung trong mét chinh sach. Quan trij vién c6 thé cho
phép hodc chan viéc sir dung cac loai trir cuc bé hoac cac ing dung dugc tin tudng cuc bd. Quan
tri vién c6 thé sir dung Kaspersky Security Center dé xem, thém, chinh sira hoac xéa cac muc
danh sach trong thudc tinh may tinh.

Da thém kha ndang nhap nhan xét trong thudc tinh cdia &’ng_ dung duagc tin tudng. Nhan xét gitp
don gidn hoa viéc tim kiém va sap xép cac irng dung dugc tin tudng.

Quan ly &'ng dung_théng_ qua REST API:

e Bay gid ban cé thé cdu hinh thiét |ap ca phan mad rong Bao vé méi de doa thu dién t&r cho
Outlook.

e Khéng dugc phép tat tinh nang phat hién vi rat, sau va Trojan.
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Kaspersky Endpoint Security 11.6.0 cho Windows cung cdp cac tinh ndng va cai tién sau day:

1.

H6 trg cho Windows 10 21H1. D& biét thém chi tiét vé viéc hé trg cho hé diéu hanh Microsoft
Windows 10, vui Iong tham khao Kién thirc co ban cdia H6 trg k§ thuat=.

. Da thém thanh phan Managed Detection and Response. Thanh phan nay hé trg tuong tac vdi giai

phap cé tén la Managed Detection and Response clia Kaspersky. Managed Detection and
Response (MDR) clia Kaspersky cung cap kha nang bao vé lién tuc trudc cac moi de doa ngay
cang nhiéu va ching cé kha nang vugt qua co ché bao vé tu dong. Pay la giai phap danh cho cac
t6 chirc gap kho khan trong viéc tim kiém cac chuyén gia c6 trinh dé cao hoac cé nguon luc noi
bd han ché. Dé biét théng tin chi tiét vé cach hoat dong cla gidi phap nay, vui long tham khao Trg
gilp cda Managed Detection and Response clia Kaspersky.

3. Kaspersky Endpoint Agent, dugc kém theo trong goéi phan phoi, da dugc cap nhat 1én phién ban

3.10. Kaspersky Endpoint Agent 3.10 cung cap cac tinh nang mdi, gidi quyét mot s6 van dé phat
sinh trudc d6 va tang cuong tinh 6n dinh. D& biét thém chi tiét vé (ing dung, vui long tham khao
tai liéu vé cac giadi phap clia Kaspersky ho trg Kaspersky Endpoint Agent.

. By gi& i'ng dung cung cap kha nang quéan ly bdo vé dé chéng lai cac cudc téan céng nhu Lam

ngh&n mang va Quét céng trong Thiét |1ap Bao vé mdi de doa mang.

. Da thém phuong phap méi dé tao quy tdc mang cho Tudng Ira. Ban cé thé thém quy tac géi tin

va quy tac irng_dung cho cac két néi dugc hién thj trong clra s6 Gidm sat mang. Tuy nhién, cac
thiét 1ap két ndi clia quy tac mang sé dugc cau hinh ty dong.

. Giao dién Gidm st mang da dugc cai tién. Da thém thong tin vé hoat ddng mang: ID tién trinh

khdi tao hoat ddng mang; loai mang (mang cuc bd hay mang Internet); cong cuc bd. Theo mac
dinh, théng tin vé loai mang bi an.

. Bay gi¢ rng dung da c6 kha nang tu déng tao tai khoan Authentication Agent cho nguai dung

Windows méi. Agent cho phép ngudi dung hoan tat xac thuc dé truy cap vao cac 6 dia da dugc
ma héa bdng_céng nghé Kaspersky Disk Encryption va nap hé diéu hanh. Ung dung sé kiém tra
thong tin vé tai khoan ngudi dung Windows trén may tinh. Néu Kaspersky Endpoint Security phat
hién tai khoan ngudi dung Windows khong cé tai khoan Authentication Agent, irng dung sé tao
mot tai khodn mai dé truy cap cac 6 dia dugc ma hoa. Piéu nay c6 nghia rang ban khong can phai
thém tai khodn Authentication Agent theo cach thd cong cho cac may tinh cé 6 dia da dugc ma
héa.

. By gi& &'ng dung d& c6 kha nang giam sat qua trinh ma hoéa 6 dia trong giao dién (ng dung trén

may tinh clia ngudi dung (Kaspersky Disk Encryption va BitLocker). Ban c6 thé chay c6ng cu Giam
sat ma hoéa tir clra sé chinh clia 'ng_dung.
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Kaspersky Endpoint Security cho Windows 11.7.0 cung cap cac tinh ndng mdi va cdi tién sau day:

1. Giao dién ctia Kaspersky Endpoint Security cho Windows dugc cap nhat.

2. H6 tro Windows 11, Windows 10 21H2 va Windows Server 2022.

3. ba thém cac thanh phan méi méi:

e D3 thém Mot tac nhan tich hgp dé tich hgp vai Kaspersky Sandbox. Gidi phdp Kaspersky
Sandbox phat hién va ty dong chan cac méi de doa nang cao trén may tinh. Kaspersky
Sandbox sé& phan tich hanh vi cda déi tugng dé phat hién hoat dong doc hai va hoat déng dac
trung cla cac cudc tdn cdng cd chi dich vao co s& ha tang CNTT cua té chirc. Kaspersky
Sandbox sé phan tich va quét cac déi tugng trén cac may chu dac biét chira cac anh may ao
dugc trién khai cGa hé diéu hanh Microsoft Windows (may chd Kaspersky Sandbox). DE biét
chi tiét vé giai phap nay, hdy tham khao Trg gilp cta Kaspersky Sandbox®.

Ban khong con can Kaspersky Endpoint Agent dé sir dung Kaspersky Sandbox nira. Tat ca cac
chirc nang clia Kaspersky Endpoint Agent sé dugc thuc hién bdi Kaspersky Endpoint Security.
Dé chuyén cac chinh sach cta Kaspersky Endpoint Agent, hdy sir dung Trinh huéng dan
chuyén déi. Ban can Kaspersky Security Center 13.2 dé tat ca cac chirc nang clia Kaspersky
Sandbox hoat déng. D& biét chi tiét vé viéc chuyén doi tlr Kaspersky Endpoint Agent sang
Kaspersky Endpoint Security cho Windows, vui long tham khao trg gidp cda ing_dung.

e D3 thém tac nhan tich hgp dé hé trg hoat déng_cta gidi phap Kaspersky Endpoint Detection
and Response Optimum. Kaspersky Endpoint Detection and Response Optimum la mot gidi
phap dé bao vé co sd ha tang CNTT cla t6 chirc trude cdc méi de doa mang nang cao. Chirc
nang cla giadi phap nay két hgp tinh nang tu dong phat hién cac maéi de doa vdi kha nang
phan (rng trudc cac maéi de doa nay dé chéng lai cac cudce tdn cong nang cao, bao géom cac
cudc tan cdng khai thac mai, phan mém téng tién, cac cudc tan cdng khéng dung tap tin, cling
nhu cac phuang phap s dung cac cong cu hé théng hgp phap. Dé biét thém théng tin vé giai
phap nay, hdy xem Trg giup cua Kaspersky Endpoint Detection and Response Optimum .

Ban khong con can Kaspersky Endpoint Agent dé sir dung Kaspersky Endpoint Detection and
Response n{ra. Tat ca cac chirc ndng ctia Kaspersky Endpoint Agent sé dugc thurc hién bdi
Kaspersky Endpoint Security. D& chuyén cac chinh sach va tac vu clia Kaspersky Endpoint
Agent, hay sir dung Trinh huéng dan chuyén déi. D€ sir dung tat cd cac chirc nang, Kaspersky
Endpoint Detection and Response Optimum can c6 Kaspersky Security Center 13.2. D€ biét chi
tiét vé viéc chuyén déi tir Kaspersky Endpoint Agent sang Kaspersky Endpoint Security cho
Windows, vui long tham khao trg gidp ctia ing_dung.

4. Ba thém Trinh hudng dan chuyén ddi cho cac chinh sach va tac vu cda Kaspersky Endpoint Agent.
Trinh hudng dan chuyén déi sé tao cac chinh sach va tac vu mai dugc gép cho Kaspersky
Endpoint Security cho Windows. Trinh hudng dan cho phép chuyén Detection and Response
solutions tur Kaspersky Endpoint Agent sang Kaspersky Endpoint Security. Cac giadi phap cla
Detection and Response bao gom Kaspersky Sandbox, Kaspersky Endpoint Detection and
Response Optimum (EDR Optimum) va Kaspersky Managed Detection and Response (MDR).

5. Kaspersky Endpoint Agent kem theo trong go6i phan phoi, dugc cap nhat [én phién ban 3.11.

Khi nang cap Kaspersky Endpoint Security, 'ng dung sé phat hién phién ban va muc dich dugc
chi dinh cda Kaspersky Endpoint Agent. Néu Kaspersky Endpoint Agent dugc chi dinh cho hoat
déng cta Kaspersky Sandbox, Kaspersky Managed Detection and Response (MDR) va Kaspersky
Endpoint Detection and Response Optimum (EDR Optimum) thi Kaspersky Endpoint Security sé
chuyén hoat déng cla tat ca cac gidi phap nay sang tac nhan tich hgp cda ing dung. Déi Vi
Kaspersky Sandbox va EDR Optimum, (rng dung sé tu déng g& bé Kaspersky Endpoint Agent. Boi
vGi MDR, ban c6 thé g& bo Kaspersky Endpoint Agent theo cach thi cong. Néu ing dung dugc chi
dinh cho hoat dong clia Kaspersky Endpoint Detection va Response Expert (EDR Expert) thi
Kaspersky Endpoint Security s& nang cap phién ban clia Kaspersky Endpoint Agent. D€ biét thém
chi tiét vé irng dung, vui I6ng tham khao tai liéu vé cac gidi phap cla Kaspersky hé trg Kaspersky
Endpoint Agent.
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6.

7.

Chirc nang ma hoéa BitLocker dugc cai tién:

e B4y git ban co6 thé s&r dung ma PIN cai tién vdi BitLocker Drive Encryption. M4 PIN cdi tién cho
phép str dung cac ky tu khac ngoai ky tu so6: chir cai Latinh viét hoa va viét thudng, ky tu dac
biét va dau cach.

¢ D& thém mot tinh ndng dé tat xac thuc BitLocker dé nang_cap hé diéu hanh hodac cai dat cac

cai dé-t dL’Jn.g cach cac ban cap nhat, ban cé thé tam thai tat xac thuc BitLocker va bat lai xac
thure sau khi cai dat cac ban cap nhat.

e Bay gi® ban c6 thé dat thai gian hét han cho mat khdu hodc méa PIN mé& hda BitLocker. Khi mat
khau hoac ma PIN hét han, Kaspersky Endpoint Security s& nhac ngudi dung nhap mat khau
mdi.

Bay gi® ban c6 thé cau hinh sé lan t6i da cdp phép cho ban phim dé Phong chéng Tan céng
BadUSB. Khi dat dén s6 lugt thir nhap ma cap phép khong thanh céng dugc cau hinh, thiét bi USB
sé tam thoi bi khéa.

. Chlrc nang Tudng Ilra dugc cai tién:

e Bay gi& ban c6 thé cdu hinh mot dai dia chi IP cho Quy tac gdi tin Tudng Ira. Ban c6 thé nhap
mot dai dia chi theo dinh dang IPv4 hodc IPv6. Vidy, 192.168.1.1-192.168.1.100 hoac
12:34::2-12:34::99.

e Bay gid ban c6 thé nhap tén DNS cho Quy tac gdi tin Tudng Itra thay vi dia chi IP. Ban chi nén
sir dung tén DNS cho cac mdy tinh mang LAN hoac cac dich vu ndi bd. Tuong tac vai cac dich
vu ddm may (nhu Microsoft Azure) va cac tai nguyén Internet khac nén dugc xtr ly bdi thanh
phan Kiém soat Web.

9. Tim ki€m Quy tac kiém soat web dugc cdi tién. DE tim ki€ém quy tac truy cap tai nguyén web,

10.

11.

12.

ngoai tén cla quy tac, ban c6 thé sir dung URL cla trang web, tén ngudi dung, danh muc noi
dung hodc ki€u d liéu.

Tac vu Quét virus da dugc cai tién:

e Tac vu Quét virus & ché do ranh da dugc cdi tién. Néu ban da khai ddng lai may tinh trong qua
trinh quét, Kaspersky Endpoint Security sé& tu ddng chay tac vy, ti€p tuc tir thoi diém tac vu
quét bi gian doan.

e Tac vu Quét virus da dugc toi uu hdéa. Theo mac dinh, Kaspersky Endpoint Security chi chay
quét khi may tinh dang ranh. Ban cé thé cau hinh thdi diém chay tac vu quét may tinh trong
thudc tinh tac vu.

Bay gi® ban c6 thé han ché& quyén truy cap clia ngudi dung vao dir liéu dugc cung cdp bdi cdng cu
Giam sat hoat d6ng_rng_dung. Gidm sat hoat déng trng dung la mot cong cu dugc thiét ké dé

xem théng tin vé hoat dong clia cac irng dung trén may tinh ngudi dung theo thai gian thurc.
Quan trj vién c6 thé an cdng cu Giam sat hoat dong (rng dung khoi ngudi dung trong thudc tinh
chinh sach &ng dung.

Da cdi tién tinh bdo mat quan ly tng dung théng_qua REST API. Gi¢ day Kaspersky Endpoint

Security sé& kiém chuan chir ky cta cac yéu cau dugc glri qua REST APL D& quan ly chuong trinh,
ban can cai dat mot chirng chi nhan dang yéu cau.
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Kaspersky Endpoint Security 11.8.0 cho Windows cung cdp cac tinh ndng va cai tién sau day:

1. P thém tac nhan tich hgp dé ho trg hoat ddng_clha gidi phap Kaspersky Endpoint Detection and

Response Expert. Kaspersky Endpoint Detection and Response Expert|a mot gidi phap dé bao vé
co s& ha tang CNTT cua doanh nghiép truéc cdc moi de doa mang nang cao. Chirc nang cla giai
phap nay két hop tinh nang ty dong phat hién cac méi de doa véi kha nang phan rng trudc cac
m&i de doa nay dé chéng lai cac cudc tdn cdng nang cao, bao gébm cac cudc tan cong khai thac
mdi, phan mém téng tién, cac cudc tan cong khong dung tép tin, cling nhu cac phuong phap st
dung cac céng cu hé théng hop phap. EDR Expert cung cap nhiéu chirc nang giam sat va phan
irng trudc maéi de doa hon EDR Optimum. DE biét thém théng tin vé gidi phap nay, hdy xem Trg
giup cla Kaspersky Endpoint Detection and Response Expert®.

. Giao dién Giam sat mang dd dugc cai tién. Gidam sat mang hién hién thi giao thirc UDP ngoai giao

thirc TCP.

. Tac vu Quét virus da dugc cai tién. Néu ban da khai dong lai may tinh trong qua trinh quét,

Kaspersky Endpoint Security sé tu déng chay tac vu, tiép tuc tir thdi diém tac vu quét bi gian
doan.

. Bay gi& ban c6 thé dat gidi han cho thoi gian thuc thi tac vu. Ban cé thé gidi han thoi gian thuc thi

cho tac vu Quét virus va Quét IOC. Sau mét khoang thai gian dugc quy dinh, Kaspersky Endpoint
Security s& dirng tac vu d6. Vi du nhu dé gidm thaoi gian thuc thi tadc vu Quét virus, ban c6 thé: cadu
hinh pham vi quét hodc téi uu tac vu quét.

. Cac han ché clia nén tang may chd dugc dd bo doi vdi iing dung dugc cai dat trén Windows 10

Enterprise da phién. Gio day Kaspersky Endpoint Security coi Windows 10 Enterprise da phién la
mot hé diéu hanh mdy tram, khéng phai la hé diéu hanh may chu. Tuong Ung véi diéu d6, cac
han ché cdia nén tang mdy chd khéng con dugc ap dung cho irng dung trén Windows 10
Enterprise da phién. Ung dung ciing s&r dung mét khéa gidy phép dé kich hoat cho mdy tram thay
vi khéa gidy phép cho may chd.

Kaspersky Endpoint Security 11.9.0 cho Windows cung cap cac tinh nang va cai tién sau day:

1.

Bay gi® ban c6 thé tao tai khoan dich vu Authentication Agent khi sir dung Kaspersky Disk
Encryption. Can c6 tai khoan dich vu dé cé quyén truy cap vao may tinh, nhu khi ngudi dung quén
mat khau. Ban cling c6 thé s dung tai khoan dich vu nhu tai khoan du trir.

. Goi phan phai Kaspersky Endpoint Agent khéng con thudc géi phan phéi 'ng_dung. Ban cé thé

str dung tac nhan tich hgp clia Kaspersky Endpoint Security dé hé trg cac gidi phap Detection and
Response. Néu can, ban cé thé tai xuéng goi phan phéi Kaspersky Endpoint Agent tir goi phan
phoi Kaspersky Anti Targeted Attack Platform.

. Giao dién thong tin chi tiét phat hién cho Kaspersky Endpoint Detection and Response Optimum

(EDR Optimum), dugc cdi tién. Cac tinh nang Phan hoéi vé méi de doa hién da c6 chu gidi cong cu.
Huéng dan tirng budc dé dam bao kha nang bado mat cho co s& ha tang cda céng ty cling dugc
hién thj khi phat hién cac dau hiéu xam nhap.

. Bay gi& ban c6 thé kich hoat Kaspersky Endpoint Security cho Windows bang khéa gidy phép cta

Kaspersky Hybrid Cloud Security.

. Da thém cac su kién mdi vé thiét 1ap két noi vdi cdc mién cé chirng chi khéng dugc tin tudng va

cac 16i quét két néi dugc ma hoa.
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Kaspersky Endpoint Security 11.10.0 cho Windows cung cdp céc tinh ndng va cai tién sau day:

1.

Thém hd trg clia cadc nha cung_cdp théng tin xac thuc bén thir ba cho Pang nhap mot 1an véi tinh
ndng_Ma héa toan bd & dia clia Kaspersky. Kaspersky Endpoint Security sé giam sat mat khau cda
ngudi dung cho ADSelfService Plus va cap nhat dir liéu cho Authentication Agent vi du nhu néu
ngudi dung thay déi mat khau cda minh.

. Da thém tuy chon cho phép hién thi cac maéi de doa dugc phat hién bai cdng nghé Cloud

Sandbox. Céng nghé nay kha dung véi ngudi dung gidi phap Endpoint Detection and Response
(EDR Optimum hoac EDR Expert). Cloud Sandboxla céng nghé cho phép ban phat hién cac moi
de doa nang cao trén may tinh. Kaspersky Endpoint Security sé ty déng chuyén tiép cac tap tin
dugc phat hién téi Cloud Sandbox dé phan tich. Cloud Sandbox sé chay cac tap tin nay trong mot
moi trudng cach ly dé xac dinh hoat déng déc hai va quyét dinh danh ti€ng cla chuing.

. Da thém théng tin bé sung vé tap tin vao chi tiét cdnh bao cho ngudi dung EDR Optimum. Bay gid

chi tiét canh bao da bao gém théng tin vé nhém tin tudng, chi ky s6 va phan phéi tin tap cling
nhu cac théng tin khac. Ban cling sé c6 thé chuyén dén phan mé ta tap tin chi tiét trén the
Kaspersky Threat Intelligence Portal (KL TIP) truc ti€p tir chi tiét canh bao.

. Hiéu nang ctia ing dung da dugc nang cao. Dé dat dugc diéu nay, ching téi da téi wu hda hoat

dong cla tac vu quét trong_nén va thém kha nang xép hang_chd cho céc tac vu quét néu cé tac vu
quét dang chay.

. Thanh phan Kiém tra nhat ky cho cdc mdy chd da dugc thém. Kiém tra nhat ky s& giam sat tinh

toan ven cla moi truong dugc bao vé dua trén két qua phan tich Nhat ky su kién ctia Windows.
Khi 'ng dung phat hién cac ddu hiéu cda hanh vi bat thudng trong hé théng, ing dung sé thong
bdo cho quan tri vién, vi hanh vi nay c6 thé chi bdo mot n6 luc tdn céng mang.

. Thanh phan Gidm sat tinh toan ven cla tap tin cho may chd da dugc thém. Gidm sat tinh toan ven

cla tap tin phat hién cac thay déi déi véi cac doi tugng (tap tin va thu muc) trong mot khu vuc
giam sat nhat dinh. Nhirng thay d6i nay c6 thé chi bdo mot vi pham bdo mat may tinh. Khi phat
hién cac thay d6i d6i tugng, ing dung sé& théng bao cho quan tri vién.

. Giao dién théng tin chi tiét vé cdnh bao cho Kaspersky Endpoint Detection and Response

Optimum (EDR Optimum) d& dugc cai tién. Cac yéu t6 cla chudi phat trién méi de doa da dugc
gan két, lién két gilta cac tién trinh trong chudi khdng con chéng chéo. biéu nay gitp viéc phan
tich dién bién clla moi de doa trd nén dé dang hon.

. Hiéu nang cta rng dung da dugc nang cao. Vi muc dich nay, x& ly luu lvgng mang bang thanh

phan Bao vé méi de doa mang da duoc téi uu hoéa.

cho phép ban ddm bao hoat dong clia may chd khéng bi gian doan khi nang cé’E u’_né dung. Ban
c6 thé nang cdp ing dung ma khéng can khai dong lai ké tir phién ban 11.10.0. Ban ciing c6 thé
cai dat cac ban va ma khong can khéi déng lai ké tir phién ban 11.11.0.

. Tac vy Quét virus da dugc déi tén trong Bang diéu khién Kaspersky Security Center. Bay gid tac

vu nay co tén la Quét phan mém doc hai.
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Kaspersky Endpoint Security 12.0 cho Windows cung cép céc tinh ndng va cai tién sau day:

1. Hoat ddng cta Kaspersky Endpoint Security trén may ch( da dugc cai tién. Bay gi& ban c6 thé
chuyén tir Kaspersky Security for Windows Server sang Kaspersky Endpoint Security cho Windows
va sir dung mot giai phap duy nhat dé bao vé may tram va may chl. D& chuyén thiét 1ap (ng
dung, hay chay trinh huéng dan chuyén déi hang loat Chinh sach va tac vu. Ban c6 thé str dung
khoéa gidy phép KSWS dé kich hoat KES. Sau khi chuyén sang KES, tham chi ban khéng can phai
khai dong lai may chu. BE biét thém thong tin vé viéc chuyén sang KES, hdy xem Huéng_ dan
chuyén sang®.

2. Viéc cap phép tng dung dudi dang mét phan cdia danh may do tra phi trong Amazon Machine
Image (AMI) da dugc cai tién. Khdng can phai kich hoat irng dung riéng biét. Trong trudng hop
nay, Kaspersky Security Center sé st dung_khda gidy phép cho madi truogng ddm may da dugc
thém vao Ung_dung.

3. Kiém soat thiét bi dugc cai tién:

e DGi véi thiét bj di ddng (MTP), ban cé thé cau hinh quy tac truy cép (doc/ghi), chon ngudi dung
hodc nhém ngudi dung c6 quyén truy cap vao thiét bi hodc cau hinh lich truy cap thiét bi. Bay
gid ban c6 thé tao quy tac truy cdp cho thiét bi di d6ng theo cach tuong tu nhu déi vai 6 dia di
dong.

e Bay gid ban cé thé cdu hinh quyén truy cap cta ngudi dung_vao thiét bi di déng_trong Android
Debug Bridge (ADB)_hodc cac irng_dung_ tuong_tu. Vi du: ban c6 thé cho phép thiét bi di dong
chi dugc s&r dung trong ADB va chan st dung thiét bj di dong lam & dia di déng.

e Bay gid ban cé thé sac lai thiét bi di déng_bang_cach két ndi thiét bi d6 vdi cong USB cda may
tinh ngay ca khi quyén truy cap vao thiét bi di ddng bi chan.

* DGiv6i may in, bay gid ban cé thé cau hinh quyén in cho ngudi ding. Kaspersky Endpoint
Security ho trg kiém soat quyén truy cap vao may in qua mang va may in cuc bd. Bay gid ban
6 thé cho phép hodc chan in trén mdy in cuc bd hodc mdy in qua mang_cho ngudi dung ca
nhan.

e D& thém ho trg giao thirc WPA3 dé kiém soat cac két ndi vdi mang Wi-Fi. Bay gid ban c6 thé
chon str dung giao thirc WPA3 trong thiét Iap mang Wi-Fi dugc tin tudng va tir choi két néi véi
mang bang giao thirc kém bdo mat hon.

Cac cau hoi thuong gap

TONG QUAT

Kaspersky Endpoint Security c6 thé hoat d6ng_trén cdc mdy. tinh

@ INTERNET

Kaspersky Endpoint Security c6 quét cac két néi dugc ma hoa

nao?

Phién ban gan day nhat da cé nhitng thay ddi gi?

Kaspersky Endpoint Security c6 thé hoat ddng véi cac (rng dung
nao khac clia Kaspersky?

Lam cach nao dé toi tiét kiém tai nguyén may tinh trong qua
trinh hoat dong_cla Kaspersky Endpoint Security?

EO TRIEN KHAI
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(HTTPS) khéng?

Lam cach nao dé t6i cho phép ngudi dung_chi dugc két ndi vdi
cac mang Wi-Fi dugc tin tudng?

Lam cach nao dé tdi chan mang xa hoi?

00
00 NHU'NG UNG DUNG

Lam cach nao dé tdi biét dugc nhitng 'ng dung_nao dugc cai
dat trén may tinh cla ngudi dung_(ki€ém ké)?

Lam cach nao dé tdi chan hoat déng_cla céc trd choi may tinh?
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Lam cach nao dé toi cai dat Kaspersky Endpoint Security 1én tit
cad méy tinh clia mét t6 chirc?

C6 thé ciu hinh cac thiét 1ap cai 4t nao trong.dong 1énh?

Lam cach nao dé t6i g& bd hoan toan Kaspersky Endpoint
Security?

&/ CAP NHAT
Cé nhitng_phuong thirc kha dung ndo @& cap nhat co s dir
ligu?

T6i nén lam gi néu c6 van dé phat sinh sau mot ban cap nhat?

Lam cach nao dé téi cAp nhéat cd s& dit liéu bén ngoai mang clia
doanh nghiép?

Cé thé sir dung.may chi proxy dé cap nhat hay khéng?

@ BAO MAT

Kaspersky Endpoint Security quét email bang_cach nao?

Lam cach nao dé t6i loai trir mot tap tin dugc tin twdng.ra khéi
tac vu quét?

Lam cach nao dé tbi bdo vé mdt may tinh khéng_bi nhiém virus
tir 6 dia flash?

Lam cach nao t6i c6 thé chay tac vu quét phan mém doc hai bi
an déi v6i ngudi dung?

Lam céch nao dé tbi tam dirng_chirc ndng_bao vé clia Kaspersky,
Endpoint Security?

Endpoint Security x6a nham?

Lam cach nao dé téi khdi phuc mot tap tin bj Kaspersky

Lam cach nao dé t6i ngdn moét ngudi dung g& bd Kaspersky
Endpoint Security?
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Lam cach nao dé tdi xac minh Kiém soat (rng_ dung_da dugc cdu
hinh ddng?

Lam cach nao dé t6i thém mét (rng dung.vao danh sach dugc
tin tudng?

QD‘ THIET BI

Lam cach nao dé chan str dung_cac 8 dia flash?

Lam cach nao dé t6i thém mét thiét bi vao danh sach dugc tin
tudng?

C6 thé 18y quyén truy cap dén mét thiét bj bj chan khong?

@ MA HOA

Trong.nhitng_diéu kién nao thi khéng thé ma hoa?

Lam cach nao dé t6i s&r dung mét mat khau dé han ché truy cap

C6 thé sir dung_thé théng_minh va token vdi tinh ndng_.ma héa
hay khéng?

Co thé 18y quyén truy cap di liéu dugc ma hda néu khong cd két

T6i nén lam gi néu hé diéu hanh cdia may tinh b 16i trong_khi dir
lieu van dugc ma héa?

@ HO TRQ

Tap tin bdo cdo dugc luu trir & dau?

Lam cach nao dé t6i cho phép ghi tap tin két xuat?




Kaspersky Endpoint Security cho Windows

Kaspersky Endpoint Security cho Windows (sau day con dugc goi la Kaspersky Endpoint Security) cung
cap bao vé may tinh toan dién chéng lai nhiéu maoi de doa, tan cdng mang va tan cong Ira dao khac
nhau.

Ung dung nay khéng nhdm muc dich str dung trong cac quy trinh cdng nghé lién quan dén hé théng
diéu khién tu dong. D& bao vé cac thiét bi trong cac hé théng nhu vay, ban nén sr dung ng dung
Kaspersky Industrial CyberSecurity for Nodes®@.

Cac cong nghé phat hién moi de doa

@ May hoc

Kaspersky Endpoint Security sé str dung mot mé hinh
dya trén may hoc. Mé hinh nay dugc phat trién béi
cac chuyén gia Kaspersky. Sau d6, mo hinh lién tuc
dugc nap dir liéu vé méi de doa tir KSN (hudn luyén
md hinh).

JlL Phan tich ddm may

Kaspersky Endpoint Security sé nhan di liéu vé mai
de doa tlr Kaspersky Security Network. Kaspersky
Security Network (KSN)1a mot ha tang dich vu dam
may cung cap truy cap dén Co s& Tri thirc trurc tuyén
cUa Kaspersky, cé chira thdng tin vé danh tiéng tap
tin, tai nguyén web va phan mém.

o.o.o
0Qo

X  Pphantich chuyén gia

Kaspersky Endpoint Security sé s& dung dir liéu vé
mdi de doa dugc bd sung bdi chuyén gia phan tich
virus clia Kaspersky. Cac chuyén gia phéan tich virus
s& danh gia cac déi tugng néu khéng thé xac dinh
danh tiéng ctia mot déi tvgng mot cach ty déng.

" Phan tich hanh vi

Kaspersky Endpoint Security sé phan tich hoat ddng clia d6i twgng theo
thdoi gian thuc.

Iﬁj Phan tich tu ddéng

Kaspersky Endpoint Security sé nhan dit liéu tir hé thong phan tich doi
tugng tu déng. Hé thong sé x(r ly tat ca cac d6i tugng dugc glri dén
Kaspersky. Sau dé, hé théng sé xac dinh danh tiéng clia déi tugng va thém
dir liéu vao co s& dir liéu chdng virus. Néu khdng thé xac dinh danh tiéng
cla d6i tugng, hé théng sé tham van chuyén gia phan tich virus cla
Kaspersky.

&
Kaspersky Endpoint Security sé xtr ly d6i tugng trén mot may do. Kaspersky
Sandbox s& phan tich hanh vi clia déi tugng va quyét dinh theo danh tiéng
cla d6i tugng dé. Cong nghé nay chi kha dung néu ban dang st dung giai
phap Kaspersky Sandbox.

&
é Cloud Sandbox

Kaspersky Endpoint Security sé quét cac doi tugng trong moi trudng cach
ly do Kaspersky cung cdp. Cdng nghé Cloud Sandbox dugc bat vinh vién va
kha dung cho tt ca ngudi dung Kaspersky Security Network bat ké ho
dang sir dung loai gidy phép nao. Néu da trién khai gidi phap Endpoint
Detection and Response, ban c6 thé bat mot bod dém riéng cho cac méi de
doa dugc Cloud Sandbox phat hién.

Sandbox

Cay lya chon

Mbi loai mé&i de doa déu dugc xtr ly bdi mot thanh phan chuyén dung. Cac thanh phan cé thé dugc bat
hodc tat doc 1ap, va cac thiét 1ap cta ching c6 thé dugc cau hinh.

Cay luya chon
Phan Thanh phan
Bao vé Bao vé mdi de doa tap tin
:inooal f:ié't Thanh phan Bao vé méi de doa tap tin cho phép ban ngan chdn nguy ca nhiém ma doc cho hé théng tap tin ciia may

z tinh. Theo mac dinh, thanh phan Bao vé méi de doa tap tin sé chay thudng truc trong RAM clia mdy tinh. Thanh phan
yeu nay quét cac tap tin trén tat ca cac 6 dia ciia may tinh cling nhu trén cac 6 dia dugc két néi. Thanh phan nay gitp bao
vé may tinh vdi su trg gitp clia co s& dit liéu diét virus, dich vu ddm may ctia Kaspersky Security Network va phan tich

@ theo hanh vi.
Bao vé mdi de doa web
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Bao vé
mai de
doa nang
cao

&)

Thanh phan Bdo vé moi de doa web ngan cac ban tai xuéng tap tin doc hai tr mang Internet va cling chan cac website

cUa Kaspersky Security Network va phan tich theo hanh vi.

Bao vé mdéi de doa thu dién tlr

Thanh phan Bo vé méi de doa thu dién tlr s& quét cac tap tin dinh kém cda email dén va di dé phat hién virus va cac

cua Kaspersky Security Network va phan tich theo hanh vi.

Bao vé méi de doa thu dién tir c6 thé quét ca thu dén va thu di. Ung dung nay hd trg POP3, SMTP, IMAP va NNTP
trong cac ing dung thu dién tlr sau:

e Microsoft Office Outlook

Mozilla Thunderbird

Windows Mail

MyOffice Mail

R7-Office Organizer

DE quét luu lugng truy cap trong irng dung thu Mozilla Thunderbird, MyOffice Mail va R7-Office Organizer, ban
can phai thém chiing chi Kaspersky vao kho chirng chi va chon kho ching chi riéng.

Bdo vé méi de doa thu dién tir khdng hé trg cac giao thirc va ing dung thu dién tdr khac.

Bdo vé méi de doa thu dién tir c6 thé khéng phai ltic nao cling c6 dugc quyén truy cap cp dé giao thucvao thu (vi du:
khi str dung gidi phap Microsoft Exchange). Do d6, Bdo vé méi de doa thu dién tlr c6 mét phan md rong cho Microsoft
Office Outlook. Phan mé& rong nay cho phép quét thu & cdp do cia tng dung thu dién t. Phan m& rong Bao vé moi
de doa thu dién tir hé trg hoat ddng vdi Outlook 2010, 2013, 2016, 2019 va 2021.

Bao vé mdi de doa mang

Thanh phan Bdo vé méi de doa mang (con dugc goi la Hé théng phat hién xdm nhap, IDS) sé gidm sat luu lugng truy
cap mang dén dé biét hoat dong dac trung cla cac cude tan cdng mang. Khi Kaspersky Endpoint Security phat hién
mdt nd luc tdn cdng mang vao may tinh cla ngudi dung, ing dung s& chan két néi mang véi may tinh tan céng. Mé ta
vé cac hinh thirc tdn cong mang da biét va cac cach dé chéng lai chiing dugc cung cap trong co s& dit liéu cla
Kaspersky Endpoint Security. Danh sach cac cudc tan cong mang dugc thanh phan Bao vé moi de doa mang phéat hién
sé dugc cap nhat trong ban cap nhat co sé dit liéu va mé-dun &ng dung.

Tudng Ira

Tuong Ilra chan cac két noi trai phép dén may tinh khi dang lam viéc trén Internet hodc mang cuc bé. Tudng Itra cling
kiém soat hoat ddng mang clia cac 'ng dung trén may tinh. Diéu nay cho phép ban bdo vé mang LAN céng ty trudc
hanh vi trém danh tinh va cac cudc tan céng khac. Thanh phan nay gitp bdo vé may tinh véi su trg gilip cda co sé dir
liu diét virus, dich vu d&dm may clia Kaspersky Security Network va cac quy tac mang dugc xac dinh trudc.

Phong chdng Tan céng BadusB

Thanh phan Phong chéng Tan cdng BadUSB sé& ngan cac thiét bi USB bj nhiém gid lam mat ban phim khoi két néi dén
may tinh.

Bao vé AMSI

Thanh phan Bao vé AMSI dugc danh dé hé trg Antimalware Scan Interface clia Microsoft. Antimalware Scan Interface
(AMSI) cho phép céc ing dung thudc bén thir ba cé hé trg AMSI glri cac d8i tuong (vi du nhu kich ban PowerShell) dén
Kaspersky Endpoint Security d& quét b& sung va sau d6 nhan két qua tir viéc quét cho cac déi tugng nay.

Kaspersky Security Network

Kaspersky Security Network (KSN)1a mét ha tang dich vu ddm may cung cap truy cap dén Ca s& Tri thire truc tuyén
cla Kaspersky, cé chira thong tin vé danh tiéng tap tin, tai nguyén web va phan mém. Viéc s&r dung dir liéu tir
Kaspersky Security Network ddm bao thai gian phan rng nhanh hon cho Kaspersky Endpoint Security khi gap phai cac
moGi de doa mdi, cdi thién hiéu nang clia mot sé thanh phan bao vé, va lam gidm nguy co phat hién sai. Néu ban dang
tham gia vao Kaspersky Security Network, cac dich vu KSN sé& cung cap cho Kaspersky Endpoint Security théng tin vé
danh muc va danh tiéng clia cac tap tin dugc quét, cling nhu théng tin vé danh tiéng clia cac dia chi trang web dugc
quét.

Phat hién hanh vi

Thanh phan Phat hién hanh vi nhan di liéu vé hanh déng cla cac irng dung trén may tinh cia ban va cung cap théng
tin nay dén cac thanh phan bao vé khac dé ci thién hiéu quéa ctia ching. Thanh phan Phat hién hanh vi sir dung D&u
hiéu dong hanh vi (BSS) cho cac ing dung. Néu hoat ddng ctia ing dung khép véi mot ddu hiéu dong hanh vi cu thé,
Kaspersky Endpoint Security sé thuc hién hanh ddéng phan &rng dugc chon. Chirc nang clia Kaspersky Endpoint
Security dya trén cac dau hiéu dong hanh vi cung cap chi dong bao vé cho may tinh.

Phong chéng khai thac
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Tacvu

Thanh phan Phong chéng khai thac s& phat hién ma chuong trinh lgi dung cac 16 héng trén may tinh dé khai thac
quyén cla quan trj vién hodc thuc hién cac hoat déng déc hai. Vi du nhu ma khai thac cé thé sir dung mét cudc tan
cong tran bd dém. D& thuc hién, ma khai thac s& guri s lugng 16n dir liéu dén mét ing dung chira 16 héng. Khi x{r ly
dir liéu nay, ing dung chira 16 hdng bado mat sé& thuc thi ma ddc. Két qua cla cudc tan cdng nay |a ma khai thac c6 thé
ti€én hanh cai dat trai phép phan mém ddc hai. Khi c6 mdt nd luc chay mét tap tin thuc thi tir mdt &ng dung ¢é 16 héng
bdo mat khong dugc thuc hién bdi nguai dung, Kaspersky Endpoint Security sé chan viéc khdi chay tap tin d6 hoac
thdéng bao cho ngudi dung.

Phong chdng xam nhap may chi

Thanh phan Phong chéng xam nhdp may ch ngan chan cac ing dung khai viéc thuc hién cac hanh dong co thé gay
nguy hiém cho hé diéu hanh va dam bao ki€ém soat quyén truy cap vao cac tai nguyén hé diéu hanh cling nhu dir liéu
ca nhan. Thanh phan nay gitp bdo vé may tinh v&i su trg gilp cla co s& dir liéu diét virus va dich vu ddm may cla
Kaspersky Security Network.

Cdng cu khac phuc

Céng cu khac phuc cho phép Kaspersky Endpoint Security c6 thé hoan tac cac hanh déng da dugc thuc hién bai phan
mém doc hai trong hé diéu hanh.

Kiém soat trng dung

Thanh phan Kiém soat 'ng dung quan ly viéc khdi déong ing dung trén may tinh clia ngudi dung. Diéu nay cho phép
ban thuc hién chinh sach bdo mat clia cong ty khi sir dung cac irng dung. Thanh phan Kiém soat irng dung cling lam
gidm nguy co lay nhiém may tinh bang cach han ché quyén truy cap vao cac ing dung.

Ki€m soat thiét bi

Kiém soat thiét bi quan ly quyén truy cap cla ngudi dung dén cac thiét bi dugc cai dat trén may tinh hodc két néi vdi
may tinh (vi du, 6 cirng, camera, hodc mé-dun Wi-Fi). Viéc nay cho phép ban bao vé may tinh khai bj nhiém déc khi cac
thiét bj d6 dugc két n6i, va ngan that thoat hoac ro ri dir liéu.

Ki€m soat Web

Ki€ém soat Web quan ly quyén truy cap clia ngudi duing d6i vdi cac tai nguyén web. Digu nay gitp gidm luu lugng va
viéc str dung khdng hop ly thai gian 1am viéc. Khi ngudi dung ¢8 md mot trang web bi han ché béi thanh phan Kiém
soat Web thi Kaspersky Endpoint Security s& chan quyén truy cap hoac hién thi mét cdnh bao.

Ki€m soat thich &rng su c&

Thanh phan Kiém soat thich ing sy ¢ s& giam sat va chan cac hanh dong ma cac may tinh trong mang céng ty it c6
kha ndng thuc hién. Kiém soat thich ing su ¢8 s&r dung mdt bd quy tac dé theo ddi cac hanh vi khéng dién hinh (vi dy,
quy tac Khdi chay Microsoft PowerShell tir t'ng dung office). Cac quy tac nay dugc tao bai cac chuyén gia cla
Kaspersky dua trén cac tinh huéng hoat dong doc hai thong thudng. Ban c6 thé cdu hinh cach Kiém soat thich tng sy
¢ xur ly tirng quy tac va, chang han, cho phép thuc thi cac kich ban PowerShell tu ddng hdéa mot sé tac vu dong cdng
viéc nhat dinh. Kaspersky Endpoint Security cap nhat 6 quy tac cing véi cac co s& dit liéu ing dung.

Kiém tra nhat ky

Kiém tra nhat ky s& gidm sat tinh toan ven cia moi trudng dugc bao vé dua trén phan tich nhat ky su kién cla
Windows. Khi trng dung phat hién cac du hiéu clia hanh vi bat thudng trong hé théng, ing dung sé thong bao cho
quan trj vién, vi hanh vi nay c6 thé chi bAo mot né lyc tdn cong mang.

Giam sat tinh toan ven ctia hé théng

Thanh phan Gidm sat tinh toan ven cla hé théng sé& giam sat nhirng thay déi trong hé diéu hanh, c6 thé cho biét cac
hanh vi xdm nhap bdo mat may tinh. Khi phat hién nhirng thay déi nhu vay, Kaspersky Endpoint Security s& tao ra cac
su kién tuong (rng va canh bdo cho quan tri vién.

Quét phan mém doc hai

Kaspersky Endpoint Security s& quét may tinh dé tim virus va cac méi de doa khac. Tac vu Quét phan mém ddc hai nay
gilip loai trir nguy co phan tan phan mém ddc hai khong dugc phat hién bai cac thanh phan bao vé, chang han nhu
do cau hinh bdo mat thap.

Cap nhat co s& dir liéu va mé-dun &rng dung

Kaspersky Endpoint Security sé tai vé cac ban cap nhat cho co s& dir liéu va mé-dun (ng dung. Viéc cap nhat gidp may
tinh luén dugc bao vé chong lai cac virus mai nhat cung cac méi de doa khac. Ung dung sé tu dong dugc cap nhat
theo mac dinh, nhung néu can thiét, ban c6 thé cap nhat co s& dit liéu va cac mé-dun rng dung mét cach thi céng.

Lan hoan tac ban cap nhat gan nhat
Kaspersky Endpoint Security sé khéi phuc lai ban cap nhéat co s& dit liéu va md-dun gan nhat. Biéu nay cho phép ban

hoan tac co s& dir liéu va mé-dun ng dung vé phién ban trudc do khi can thiét, chang han nhu khi phién ban co s@
di lieu méi chira moét chir ky khong hgp 1€ khién Kaspersky Endpoint Security chan mét (irng dung an toan.

Ki€m tra tinh toan ven cta irng dung

Kaspersky Endpoint Security s& kiém tra mé-dun irng dung trong thu muc cai dat &rng dung dé phat hién hu hong
hodc stra d6i. Néu mét md-dun ing dung cé mét chir ky dién tlr sai, mé-dun dé sé dugc coi la bi hdng.
File Level Encryption

Thanh phan nay cho phép tao cac quy tdc ma héa tap tin. Ban cé thé chon cac thu muc dugc xac dinh trudec d€ ma
héa, chon mét thu muc theo cach thd cong hoac chon riéng tirng tap tin theo phan mé& réng.

M3a héa toan bd & dia

Thanh phan nay cho phép ma héa 6 dia cirng bang cach str dung Kaspersky Disk Encryption hoac BitLocker Drive
Encryption.

Encryption of removable drives
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Thanh phan nay cho phép bao vé dir liéu trén cac 6 dia di déng. Ban c6 thé sir dung Ma hoa toan bé dia (FDE) hoac Ma
héa mdrc d6 tap tin (FLE).

Detection Endpoint Detection and Response Optimum

and Tac nhan tich hgp cho gidi phap Kaspersky Endpoint Detection and Response Optimum (sau day goi la "EDR

Response Optimum"). Kaspersky Endpoint Detection and Response 1a mot gidi phap dé bdo vé co s& ha tdng CNTT clia doanh

nghiép trudc cdc mo6i de doa mang nang cao. Chirc nang cla giai phap nay két hgp tinh ndng ty dong phat hién cac

Q méi de doa véi khad nang phan (ng trudc cdc méi de doa nay dé chéng lai cac cudc tdn cdng nang cao, bao gém cac
FHE cudc tan cong khai thac mdi, phan mém téng tién, cac cudc tan cong khéng dung tap tin, cling nhu cac phuong phap

str dung cac cong cu hé théng hgp phap. BE biét thém thong tin vé gidi phap nay, hdy xem Trg giup ctia Kaspersky
Endpoint Detection and Response Optimum .

Endpoint Detection and Response Expert

Tac nhan tich hgp cho gidi phap Kaspersky Endpoint Detection and Response Expert (sau day goi la "EDR Expert").
EDR Expert cung cap nhiéu chirc ndng giam sat va phan irng trudc méi de doa han EDR Optimum. Dé biét thém théng
tin vé gidi phap nay, hay xem Trg gitip clia Kaspersky Endpoint Detection and Response Expert & .

Endpoint Detection and Response (KATA) va Network Detection and Response (KATA)
Cac tac nhan tich hgp dé quan ly thanh phan Network Detection and Response, |a mét phan cla gidi phap Kaspersky
Anti Targeted Attack Platform. Kaspersky Anti Targeted Attack Platform 1a mét gidi phap dugc thiét k& dé phat hién kip
thoi cdc méi de doa tinh vi, chdng han nhu cac cudc tén cdng chu dich, cac méi de doa dai ddng nang cao (APT), cac
cudc tan cong zero-day, v.v. Kaspersky Anti Targeted Attack Platform bao gém ba don vi chirc nang:

e Kaspersky Anti Targeted Attack Platform (KATA)

e Kaspersky Endpoint Detection and Response (EDR (KATA))

e Network Detection and Response (NDR (KATA))

Ban c6 thé mua tat ca cac don vi chirc nang hodc mua riéng tirng don vi chirc nang. D& biét chi tiét vé giai phap nay,
vui long tham khao Trg gilp clia Kaspersky Anti Targeted Attack Platform & .

Sandbox

Tac nhan tich hgp cho Sandbox. Thanh phan Sandbox phat hién va ty déng chdn cac méi de doa nang cao trén may
tinh. Sandbox sé& phan tich hanh vi cia déi tugng dé phat hién hoat déng déc hai va hoat déng dac trung clia cac cudc
tan cong c6 cha dich vao co s& ha tang CNTT clia té chirc. Sandbox s& phan tich va quét cac d8i tuong trén cac may
chd d&c biét chra cac &nh may do dugc trién khai cda hé digu hanh Microsoft Windows (cac may ch Sandbox). Dé
biét chi tiét vé giai phap nay, vui long tham khao Tro gilp clia Kaspersky Sandbox @ va Trg gitip ctia Kaspersky Anti
Targeted Attack Platform@.

Managed Detection and Response

Tac nhan tich hgp dé hé trg hoat déng cla gidi phap Managed Detection and Response clia Kaspersky. Gidi phap
Managed Detection and Response (MDR) cda Kaspersky s& tu déng phat hién va phan tich cac su ¢6 bdo mat trong co
s& ha tang cda ban. D& thuc hién, MDR s dung dif liéu do tir xa nhan dugc tir cac diém cudi va cdng nghé may hoc.
MDR s& gri dir liéu su ¢8 cho cac chuyén gia clia Kaspersky. Sau d6, cac chuyén gia cé thé xr ly su ¢6, vi du nhu thém
mot muc méi vao Co s& dit liéu chéng virus. Ngoai ra, cac chuyén gia cé thé dua ra cac khuyén nghj vé cach xtr ly su
6, vi du nhu dé xudt cach ly may tinh khoi mang. DE biét théng tin chi tiét vé cach hoat déng ctia gidi phap nay, vui
Iong tham khdo Trg gitp cia Managed Detection and Response clia Kaspersky & .

Cac ché d6 clia ing dung: Tiéu chuan, EDR Agent, Light Agent

Kaspersky Endpoint Security cho Windows la mét phan cla nhiéu giadi phap Kaspersky. Tuy thudc vao gidi
phap, ban can chon ché do cho Ung dung.

: Ché& db tiéu chuan

Pay 1a ch& dd chinh va mac dinh cda (rng dung. Ban c6 thé cai dat ing dung & ché& dd nay nhu mét phan cta gidi phap
Kaspersky EPP (Endpoint Protection Platform). Vi du: Kaspersky Endpoint Security & Ché dé tiéu chuan la mét phan cta
Kaspersky Endpoint Security for Business. Kaspersky Endpoint Security cho phép bao vé toan dién cho may tram va may
chd trudgc nhiéu méi de doa, tdn cdng mang va ltra dao.

.: EDR Agent
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Ché dd nay cho phép trién khai cac giai phap Kaspersky Detection and Response cuing vdi cac gidi phap EPP cla bén thir
ba. Cac giadi phap Detection and Response, bao gém Kaspersky Managed Detection and Response (MDR) va Kaspersky
Anti Targeted Attack Platform (KATA). EDR Agent ciing hé trg gidi phap Kaspersky SIEM, Kaspersky Unified Monitoring and
Analysis Platform (KUMA).

& ché dd nay, cac thanh phan bao vé tiéu chuan nhu Bao vé chéng méi de doa tap tin hodc Bao vé chdng méi de doa web
khéng kha dung. Gidi phap EPP cta bén th(r ba cung cdp kha ndng bao vé tiéu chudn cho may tinh. EDR Agent lién tuc
giam sat cac tién trinh dang chay trén cdc may tinh nay, cac két ndi mang mé va cac tap tin dang dugc sra déi, dong thoi
tuong tac véi cac gidi phap Detection and Response.

Light Agent

Ché dd nay dugc sir dung dé bao vé méi trudng do. Kaspersky Endpoint Security & ché dd Light Agent 1a mot phan cua
gidi phap Kaspersky Hybrid Cloud Security. Light Agent bao vé cac may do cé hé diéu hanh khach cho may tram va may
chd.. Cac thanh phan bao vé va kiém soat c6 san & ché dd nay giéng nhu & ché dd Tiéu chudn. Su khac biét 1a cac d6i
tugng dugc quét virus va phan mém doc hai khac bang mot thanh phan gidi phap dac biét dugc cai dat trén mét may do
riéng biét, SVM (Secure Virtual Machine). Do d, Light Agent str dung tai nguyén cla SVM dé& dam bao tinh bado mat clia co
s& ha tang thay vi tai nguyén ctia may o.

Go6i phan phoi
B cong cu phan phéi bao gom cac goi phan phéi sau:

e Ma héa manh (AES256)

G6i phan phai nay chira cac cdng cu mat ma dé trién khai thuat toan ma hoa AES (Tiéu chudn ma héa
nang cao) véi do dai khda hiéu qua la 256 bit.

e Ma héa nhe (AES56)

G6i phan phéi nay chira cac cong cu mat ma dé trién khai thuat todn ma héda AES véi do dai khoa hiéu
qua la 56 bit.

M&i g6i phan phdi chira cac tap tin sau:

kes_win.msi Goi cai dat Kaspersky Endpoint Security.

setup_kes.exe

kes_win.kud CAac tap tin dé€ tao mot goi cai dat cho Kaspersky Endpoint Security.

klcfginst.msi Géi cai dat cho tién tich quan ly ing dung trong Bang diéu khién quan tri Kaspersky Security Center.

bases.cab Cac tap tin trong goi cap nhat dugc str dung trong qua trinh cai dat.

cleaner_v2.cab Cac tap tin d€ g& bdé phan mém khéng tuong thich.

cleanerapi_v2.cab
Tap tin chra danh sach phan mém c6 thé gay ra su ¢ tuong thich vdi Kaspersky Endpoint Security.

Kaspersky khong ddm bdo kha nang tuong thich clia Kaspersky Endpoint Security véi phan mém trong
danh sach nay.

incompatible.txt

ksn_<language ID>.txt Tap tin trong do6 ban co thé doc cac diéu khoan tham gia vao Kaspersky Security Network.

license.txt

Tap tin noi ban 6 thé doc toan bo Thda thuan gidy phép ngudi dung cudi va Chinh sach quyén riéng
tu.

installer.ini
kes.cab
aes256.cab [/ aes56.cab

keswin_web_plugin.zip

Tap tin chira cadu hinh néi bé clia go6i phan phoi.
Cac tap tin cho giao dién d6 hoa cda (rng dung.
Cac tap tin cho thuat toan ma hoéa AES.

Tap tin nén chira cac tap tin can thiét dé cai dat tién ich web (rng dung trong Bang diéu khién web cla
Kaspersky Security Center.
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Ban khéng nén thay déi cac gia tri cia nhitng cdu hinh nay. Néu ban mudn thay déi tly chon cai dat,
hady st dung tap tin setup.ini.

Cac yéu cau vé phan clrng va phan mém

P& dam bao Kaspersky Endpoint Security c6 thé hoat déng diing cach, may tinh cia ban phai dap rng
dugc cac yéu cau sau day:

C4u hinh t6i thiéu:
e 2 GB khdng gian dia trong trén & dia cing;
e CPU:

e May tram: 1 GHz;

e Mday cha: 1.4 GHz;

e H6 trg tap Iénh SSE2.
Kién trac Arm khéng dugc hé tro.

e RAM:
e May tram (x86): 1 GB;
e May tram (x64): 2 GB;
e May chu: 2 GB;
e May chi dé cai dat ing dung véi mét tac nhan tich hgp dé tich hgp véi Kaspersky Anti Targeted
Attack Platform: 8 GB.
May tram
Cac hé diéu hanh dugc hé trg cho may tram:
e Windows 7 Home / Professional / Ultimate / Enterprise Service Pack 1 hoac m&i hon;
e Windows 8 Professional / Enterprise;
e Windows 8.1 Professional / Enterprise;
e Windows 10 Home / Pro / Pro for Workstations / Education / Enterprise / Enterprise multi-session;

e - Windows 11 Home / Pro / Pro for Workstations / Education / Enterprise.
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Khéng thé cai dat Kaspersky Endpoint Security trén Microsoft Windows 7 néu khong cai dat ban cap
nhat hé diéu hanh: KB4490628 (12 thang 3 nam 2019) va KB4474419 (23 thang 9 nam 2019). Dé biét
thong tin chi tiét, hdy tham khdo Co sd tri thirc HS trg ki thuat®=.

D& biét thém chi tiét vé viéc ho trg cho hé diéu hanh Microsoft Windows 10, vui long tham khao Kién
thirc co ban cia Ho trg ki thuate.

P& biét thém chi ti§5t vé viéc ho trg cho hé diéu hanh Microsoft Windows 11, vui long tham khao Kién
thirc co ban clia Ho trg ky thuate.

May chu

Kaspersky Endpoint Security h6 trg cho cac thanh phan c6t 18i cda irng dung trén may tinh chay hé diéu
hanh Windows danh cho may chl. Ban c6 thé st dung Kaspersky Endpoint Security for Windows thay vi
Kaspersky Security for Windows Server trén cdc may chdi va cum may chi trong té chirc cdia ban (Ché do
cum). Ung dung cting hé trg ché do Server Core (xem cac van dé d3 biéte).

Cac hé diéu hanh dugc hd trg cho may cha:

e Windows Small Business Server 2011 Essentials / Standard (64-bit);

Microsoft Small Business Server 2011 Standard (64-bit) chi duoc hé trg néu Service Pack 1 cho
Microsoft Windows Server 2008 R2 dugc cai dat.

e Windows MultiPoint Server 2011 (64-bit);

e Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter Service Pack 1 hodac méi
hon;

e Windows Web Server 2008 R2 Service Pack 1 hoac md&i hon;
e Windows Server 2012 Foundation / Essentials / Standard / Datacenter (bao gém ché dé Server Core);

e Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter (bao gom ché do Server
Core);

e Windows Server 2016 Essentials / Standard / Datacenter (bao gom ché do Server Core);
e Windows Server 2019 Essentials / Standard / Datacenter (bao gém ché d6 Server Core);

e Windows Server 2022 Standard / Datacenter / Datacenter: Azure Edition (bao gém ché d6 Core
Server).

Khong thé cai dat Kaspersky Endpoint Security trén Microsoft Windows Server 2008 R2 néu khdng cai
dat ban cap nhat hé diéu hanh: KB4490628 (12 thang 3 nam 2019) va KB4474419 (23 thang 9 nam
2019).
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Dé& biét thém chi tiét vé viéc ho trg cho hé diéu hanh Microsoft Windows Server 2016 va Microsoft
Windows Server 2019, vui long tham khao Kién thirc co ban cla HO trg ki thuate.

DE biét thém chi tiét vé viéc hé trg cho hé diéu hanh Microsoft Windows Server 2022, vui Iong tham
khao Kién thirc co ban cla Hb trg k§ thuate.

Cac hé diéu hanh cho may chd khéng dugc hé tro:

e Windows Server 2003 Standard / Enterprise / Datacenter SP2 hodc mai hon;

Windows Server 2003 R2 Foundation / Standard / Enterprise / Datacenter SP2 hoac mai hon;

Windows Server 2008 Standard / Enterprise / Datacenter SP2 hodc mdi hon;

Windows Server 2008 Core Standard / Enterprise / Datacenter SP2 hodc md&i hon;

Microsoft Small Business Server 2008 Standard / Premium SP2 hodac mdi hon.

Nén tang ao
Cac nén tang do dugc ho tro:

e VVMware Workstation 17.5.2;

VMware ESXi 8.0 Update 2;

Microsoft Hyper-V Server 2019;

Citrix Virtual Apps va Desktops 7 2009;

Citrix Provisioning 2009;

Citrix Hypervisor 8.2 LTSR.

May chu dau cudi

Cac loai may chu dau cudi dugc hé trg:

e Microsoft Remote Desktop Services dua trén Windows Server 2008 R2 SP1;
e Microsoft Remote Desktop Services dua trén Windows Server 2012;

e Microsoft Remote Desktop Services dua trén Windows Server 2012 R2;

e Microsoft Remote Desktop Services dua trén Windows Server 2016;

e Microsoft Remote Desktop Services dua trén Windows Server 2019;

e Microsoft Remote Desktop Services dua trén Windows Server 2022.
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HO trg Kaspersky Security Center

Kaspersky Endpoint Security ho trg hoat ddng vdi cac phién ban sau clda Kaspersky Security Center:
e Kaspersky Security Center 13

e Kaspersky Security Center 13.1

e Kaspersky Security Center 13.2

o Kaspersky Security Center 13.2.2

e Kaspersky Security Center 14

e Kaspersky Security Center 14.1

e Kaspersky Security Center 14.2

e Kaspersky Security Center Linux 14.2

o Kaspersky Security Center Linux 15

e Kaspersky Security Center Windows 15.1
e Kaspersky Security Center Linux 15.1

e Kaspersky Security Center Linux 15.2

So sanh cac tinh nang trng dung c6 san tuy thudc vao loai hé diéu
hanh

Nhoém tinh nang Kaspersky Endpoint Security kha dung tuy thuéc vao loai hé diéu hanh: may tram hoac
may chu (xem bang dudi day).

K& tir Kaspersky Endpoint Security12.8 cho Windows, ban c6 thé cdu hinh cdc nhém thanh phan khac
nhau cho cac loai hé diéu hanh khac nhau trong goi cai dat. Tdrc la ban cé thé trién khai ('ng dung tdi cac

may tram va may chd bang cing mot goi cai dat.

So sanh cac tinh nang cda Kaspersky Endpoint Security

Tinh nang May tram Maychd  Ché do Server Core

Bao vé mdi de doa ndng cao

Kaspersky Security Network v v v
Phat hién hanh vi v v v
Phong chdng khai thac v v v
Phong chdng xdm nhap may chd v - -
Céng cu khac phuc v v v

Bao vé mdi de doa thiét yéu

B&o vé moi de doa tap tin v v v
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Bdo vé maoi de doa web v v -

Bdo vé ma6i de doa thu dién tr v v -
Tuong Iira v v v
Bao vé moi de doa mang v v v
Phong chéng Tan cong BadUSB v v -
Bao vé AMSI v v v

Kiém soat bdo mat

Kiém tra nhat ky - v -
Ki€ém soat irng dung v v v
Kiém soéat thiét bi v v v
Kiém soat Web v v -
Kiém soat thich ing su c8 v - -
Giadm sét tinh toan ven ctia hé théng - v -
Cloud Discovery v - -

Ma héa dir liéu

Kaspersky Disk Encryption v - -
BitLocker Drive Encryption s v v
Ma héa murc do tap tin v - -
Ma héa 6 dia di déng v - -

Detection and Response

Endpoint Detection and Response Optimum v v v
Endpoint Detection and Response Expert v v v
Endpoint Detection and Response (KATA) v v v
Network Detection and Response (KATA) v v v
Sandbox v v v
Managed Detection and Response (MDR) v v v
Tich hgp KUMA v v v

Viéc so sanh cac chirc nang ing dung phu thudc vao cac céng cu
quan ly

Nhém chirc nang kha dung trong Kaspersky Endpoint Security phu thudc vao cac céng cu quan ly (xem
bang bén dudi).

Ban c6 thé quan ly &'ng dung bang cac bang diéu khién sau clia Kaspersky Security Center:

e Bang diéu khién quan tri. Phan dinh kém cta Microsoft Management Console (MMC) dugc cai dat
trén may tram cla quan trj vién.

e Bang diéu khién web. Thanh phan clia Kaspersky Security Center dugc cai dat trén May ch quan tri.

Ban cling c6 thé lam viéc trén Bang diéu khién web thong qua mot trinh duyét trén bat ky may tinh
nao c6 quyeén truy cap dén May chu quan tri.
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Ban cling c6 thé quan ly 'ng dung bang cach st dung Bang diéu khién dam may Kaspersky Security
Center. Bang diéu khién dam mday Kaspersky Security Center 1a phién ban ddm may cia Kaspersky
Security Center. Diéu nay cé nghia la May chd quan tri va cac thanh phan khac clia Kaspersky Security
Center dugc cai dat trong co s& ha tang ddm may cla Kaspersky. D€ biét théng tin chi tiét vé quan ly irng
dung bang Bang diéu khién dam may Kaspersky Security Center, hdy tham khao Trg gilp cta Bang_ diéu
khién dam may Kaspersky Security Center®.

Kaspersky Endpoint Security la mét phan cta gidi phap Kaspersky Next Pro View. D€ biét thém thong tin
vé cac tinh nang irng dung c6 san khi né hoat ddng dudi dang mot phan cla gidi phap nay, hdy xem Trg
giup Kaspersky Next e,

So sanh cac tinh nang cda Kaspersky Endpoint Security

Tinh nang Kaspersky Security Center Kaspersky Security
Center
Bang diéu khién Bang diéu khién Bang diéu khién dam
quan tri web may

Bao vé méi de doa ndng cao

Kaspersky Security Network v v v
Mang bdo mat riéng clia Kaspersky v v -
Phat hién hanh vi v v v
Phong chéng khai thac v v v
Phong chdng xam nhap may chu v v v
Céng cu khac phuc v v v

Bao vé mdi de doa thiét yéu

Bao vé maoi de doa tap tin « v v
Bdo vé ma6i de doa web v v v
Bdo vé ma6i de doa thu dién tr v v v
Tuong Iira v v v
Bao vé moi de doa mang v v v
Phong chéng Tan cong BadUSB v v v
Bdo vé AMSI v v v

Ki€m soat bao mat

Kiém tra nhat ky v v v
Ki€ém soat irng dung v v v
Kiém soéat thiét bi v Ve v
Kiém soat Web v v v
Ki€ém soat thich ing su c6 v v v
Giadm sét tinh toan ven ctia hé théng ¢ v v
Cloud Discovery - - v

Ma héa dir liéu

Kaspersky Disk Encryption v v -
BitLocker Drive Encryption v v e
Ma héa murc dd tap tin v v -
Ma héa 6 dia di déng v v -

Detection and Response
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Endpoint Detection and Response Optimum - v v

Endpoint Detection and Response Expert - - v
Endpoint Detection and Response (KATA) v v -
Network Detection and Response (KATA) v v -
Sandbox - v -
Managed Detection and Response (MDR) v v v
Tich hgp KUMA v v v
Tac vu

Thém khéa v v v
Thay d6i thanh phan rng dung v v v
Kho v v v
Cap nhat v v v
Hoan tac ban cap nhat v v v
Quét phan mém doéc hai v v v
Ki€m tra tinh toan ven ctia ing dung v v -
Xba sach dit liéu v v v
Quan ly tai khodn Authentication Agent (Kaspersky Disk v v -
Encryption)

Quét I0C (EDR) - v N
Di chuyén tap tin dén Khu vuc cach ly (EDR) - v v
Lay tap tin (EDR) - v v
Xba tap tin (EDR) - v v
Bat dau tién trinh (EDR) - v v
Cham dut tién trinh (EDR) - v v

Kha nang tuong thich véi cac rng dung khac

Kaspersky Endpoint Security khdng tuong thich vdi mot s6 rng dung clia Kaspersky cling nhu mét so
(ng dung cta bén thir ba. Do d06, trudc khi cai dat, Kaspersky Endpoint Security s& quét may tinh dé xem
c6 Ung dung nao nhu vay khong.

Kha nang tuong thich véi cac ing dung cla bén thir ba

Kaspersky Endpoint Security khéng tuong thich véi cac rng dung thudc hé théng bao vé diém cudi clia
bén thir ba (Endpoint Protection Platform, EPP). Kaspersky Endpoint Security cling cé thé gap phai su cd
tuong thich véi cac irng dung khac. Bé xac dinh kha nang tuang thich, Kaspersky Endpoint Security sé&
tham khdo danh sach phan mém do Kaspersky chuan bi. Danh sach nay dugc chira trong tap tin
incompatible.txt. Tap tin nay dugc kem theo géi phan phdi.

Kaspersky khéng dam bao kha nang tuong thich ctia Kaspersky Endpoint Security v&i phan mém trong
danh sach nay. Néu phat hién mét ing dung trong danh sach, trinh cai dat sé dirng trién khai Kaspersky
Endpoint Security. Trinh cai dat c6 thé tu déng x6a mét s6 ing dung khdi danh sach. Néu ban san sang
bd qua nhirng rdi ro va mudn cai dat Kaspersky Endpoint Security cung mdt phan mém trong danh sach
trén cing mot may tinh, ban c6 thé bd qua viéc kiém tra may tinh (xem huéng dan bén dudi).
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¢

1 TAI XUONG TAP TIN INCOMPATIBLE.TXT &

Kha nang tinh tuong thich véi cac irng dung cla Kaspersky

Kaspersky Endpoint Security khong tuong thich véi cac ing dung sau day cla Kaspersky:
e Kaspersky Standard | Plus | Premium.

e Kaspersky Small Office Security.

e Kaspersky Internet Security.

e Kaspersky Anti-Virus.

e Kaspersky Total Security.

e Kaspersky Safe Kids.

e Kaspersky Free.

e Kaspersky Anti-Ransomware Tool.

e Endpoint Sensor nhu mot phan ctia Kaspersky Anti Targeted Attack Platform va cac gidi phap
Kaspersky Endpoint Detection and Response.

e Kaspersky Endpoint Agent nhu mét phan cula cac giai phap Detection and Response clia Kaspersky.

Kaspersky dang chuyén tat ca tinh ndng Detection and Response sang hoat déng vdi tac nhan
tich hgp cla Kaspersky Endpoint Security thay vi Kaspersky Endpoint Agent. K& tir phién ban 12.1,
irng dung sé& ho trg tat ca cac gidi phap Detection and Response.

e Kaspersky Security for Virtualization Light Agent.
e Kaspersky Fraud Prevention for Endpoint.

e Kaspersky Security for Windows Server

K& tir Kaspersky Endpoint Security 12.0, ban c6 thé chuyén tir Kaspersky Security for Windows
Server sang Kaspersky Endpoint Security cho Windows va str dung cing mét giai phap dé bao vé
may tram va may chu.

Kaspersky Embedded Systems Security.

Néu cac irng dung Kaspersky tlr danh sach nay dugc cai dat trén may tinh, Kaspersky Endpoint Security
s& g& bo cac irng dung nay. Vui long chd tién trinh nay hoan tat trudc khi tiép tuc cai dat Kaspersky
Endpoint Security.

Viéc bd qua kiém tra phan mém c6 thé gay ra su cd tuong thich
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Néu Kaspersky Endpoint Security phat hién phan mém trong danh sach incompatible.txt, qua trinh cai
dat ing dung sé bi cham durt. PE tiép tuc cai dat, ban phai g& bo &rng dung dé. Tuy nhién, néu nha cung
cap phan mém bén th ba da néu trong tai liéu cdia ho rang phan mém cda ho tuong thich véi cdc Nén
tang bao vé diém cudi (EPP), ban cé thé cai dat Kaspersky Endpoint Security vao may tinh cé irng dung
tUr nha cung cap nay. Vi du: nha cung cap gidi phap Endpoint Detection and Response (EDR) c6 thé tuyén
b6 kha nang tuong thich clia ho véi cac hé théng EPP clia bén thi ba. Néu dung nhu vay, ban can tién
hanh cai dat Kaspersky Endpoint Security ma khéng can chay kiém tra phan mém da cai dat. D€ lam nhu
vay, hady truyén cac tham s6 sau vao trinh cai dat:

e SKIPPRODUCTCHECK=1. Tat ki€ém tra phan mém da cai dat. Danh sach phan mém cé thé gay ra su cé
tuong thich cé trong tap tin incompatible.txt c6 trong géi phan phoi. Néu khong c6 gia tri nao dugc
dat cho tham sé nay va phan mém trong danh sach dugc phat hién thi qua trinh cai dat Kaspersky
Endpoint Security sé bi cham dut.

e SKIPPRODUCTUNINSTALL=1. Tat tinh nang tu déng g& bd phan mém dugc phat hién khdi danh sach
incompatible.txt. Néu khéng cé gia tri nao dugc dat cho tham s6 nay, Kaspersky Endpoint Security sé
c6 gang g& bo phan mém c6 thé gay ra sy ¢ tuong thich.

e CLEANERSIGNCHECK=0. Tat xac minh chit ky s6 clia cac irng dung dugc tim thay théng qua kiém tra.
Né&u tham s6 nay khéng dugc dat, xac minh chir ky s6 sé bi tat khi trién khai ('ng dung théng qua
Kaspersky Security Center. Khi irng dung dugc cai dat cuc bd, xac minh chir ky s6 dugc bat theo mac
dinh.

Vi du:
C:\KES\setup_kes.exe /pEULA=1 /pPRIVACYPOLICY=1 /pKSN=0 /pSKIPPRODUCTCHECK=1 /pSKIPPRODUCTUNINSTALL=1

/PCLEANERSIGNCHECK=0 /s

Dé cai dat Kaspersky Endpoint Security tir xa, ban can thém cac tham s6 thich hgp vao tap tin tao géi cai
dat cé tén kes_win.kud trong [Setup] (xem bén dudi). Cac tap tin kes_win.kud dugc kém theo gdéi
phan phoi.

kes_win.kud

[Setup]

UseWrapper=1

ExecutableRelPath=EXEC

Params=/s /pAKINSTALL=1 /pEULA=1 /pPRIVACYPOLICY=1 /pKSN=0 /pSKIPPRODUCTCHECK=1 /pSKIPPRODUCTUNINSTALL=1
/pCLEANERSIGNCHECK=0

Executable=setup_kes.exe

RebootDelegated = 1

RebootAllowed=1

ConfigFile=installer.ini

RelPathsToExclude=klcfginst.msi
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Cai dat va g& bo (rng dung
Ban c thé cai dat Kaspersky Endpoint Security trén mot may tinh theo cac cach sau:

e cuc bd bang cach str dung Trinh huéng dan cai dat.

e cuc bd tir dong_lénh.

e tU xathdng qua Kaspersky Security Center.

e tlr xa thong qua Microsoft Windows Group Policy Management Editor (d€ biét thém théng tin, hay
truy cap trang_ web H6 trg k§ thuat clia Microsoftz).

e tlr xa s&r dung Trinh Quan |y cdu hinh trung tdm hé théng.

Ban cé thé cau hinh thiét 1ap cai dat ing dung theo mot sé cach. Néu ban st dung déng thdi nhiéu
phuang thirc dé cau hinh thiét 1ap thi Kaspersky Endpoint Security sé& ap dung thiét |ap c6 mdrc d6 vu
tién cao nhat. Kaspersky Endpoint Security sé s&r dung th(r ty uu tién sau:

1. Thiét 1ap nhan dugc tr tap tin setup.ini.

2. Thiét Iap nhan dugc tur tap tin installer.ini.
3. Thiét 1ap nhan dugc tur tap tin dong_Iénh.

4. Cac thiét 1ap nhan dugc tur tap tin cau hinh (install.cfg).

Chang t6i khuyén nghi ban déng tat cd cac ing dung dang chay trudc khi bat dau cai dat Kaspersky
Endpoint Security (bao géom cai dat tir xa).

Khi cai dat Kaspersky Endpoint Security, hé diéu hanh c6 thé hién thj théng bao riéng. Két néi mang
va Internet cling c6 thé bi gian doan khi (rng dung dang dugc cai dat.

LAi ¢ thé xay ra khi cai dat, cap nhat hodc g& bo Kaspersky Endpoint Security. D€ biét thém thong
tin vé cach xur ly cac 1oi nay, vui long tham khao Co sé& tri thirc ho trg ki thuat=.

Trién khai thong qua Kaspersky Security Center

Kaspersky Endpoint Security c6 thé dugc trién khai trén cac may tinh trong mét mang doanh nghiép
bang nhiéu cach. Ban c6 thé chon tinh huéng trién khai pht hgp nhéat cho t6 chirc cia minh hoac két hgp
nhiéu tinh huéng trién khai khac nhau cung lic. Trudc khi cai dat irng dung, ban phai ddm béo rang
Kaspersky Security Center Network Agent da dugc cai dat trén may tinh. Network Agent gitp xUc tién
tuong tac gitra May chd quan tri va mot may khach.

Kaspersky Security Center ho trg cac phuong thire trién khai chinh sau day:

e Cai dat irng dung st dung Trinh huéng dan Trién khai tinh nang bao vé.
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Phuang thirc cai dat tiéu chudn rat tién Igi néu ban hai long vai cac thiét 1ap mac dinh clda Kaspersky
Endpoint Security va té chirc cia ban c6 mot ha tang don gian, khéng doi hoi cau hinh dac biét.

e Cai dat ing dung str dung tac vu cai dat tir xa.

Phuong thirc cai dat da nang, cho phép cau hinh cac thiét lap clia Kaspersky Endpoint Security va
quan ly linh hoat cac tac vu cai dat tir xa. Viéc cai dat Kaspersky Endpoint Security bao gém cac budc
sau:

1. Tao mot goi cai dat.

2. Tao mot tac vu cai dat tir xa.

Kaspersky Security Center cling hé trg cac phuong thirc cai dat Kaspersky Endpoint Security khac, vi du
nhu trién khai trong mét dnh hé diéu hanh. Dé biét thém théng tin vé cac phuong thirc trién khai khac,
hay tham khdo Trg gitp cla Kaspersky Security Center .

Ban cai dat tiéu chuan clia (rng dung

Kaspersky Security Center cung cdp mot Trinh huéng dan Trién khai tinh nang bao vé dé cai dat irng
dung trén cadc may tinh doanh nghiép. Trinh huéng dan Trién khai tinh nang bao vé bao gém cac hanh
déng chinh sau:

1. Chon mét goi cai dat Kaspersky Endpoint Security.
Mot gdi cai datla mot nhom tap tin dugc tao dé cai dat tir xa (rng dung Kaspersky qua Kaspersky
Security Center. Goi cai dat ch&ra mot khoang thiét 1ap can thiét dé cai dat (rng dung va chay né ngay
sau khi cai dat. Goi cai dat dugc tao str dung tap tin véi phan mé rong .kpd va .kud dugc bao gom
trong goi phan phaéi rng dung. Géi cai dat Kaspersky Endpoint Security c6 thé dugc str dung trén tat
ca cac phién ban Windows va cac loai cau tric bo vi x{r ly dugc hé trg.

2. Tao tac vu Install application remotely thudc May chu quan tri Kaspersky Security Center.

Tacwu
Cai dat ing dung tir xa

B m wy G

K Lo=——""7 J
aspersky May chi quan tri L’l'-é g'l'-é

Trién khai Kaspersky Endpoint Security

Cach chay Trinh huéng dan Trién khai tinh ndng_bao vé trong Bdng diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Advanced - Remote installation.

3. Nhan vao lién két Deploy installation package on managed devices (workstations).
Thao tac nay sé khadi chay Trinh huéng dan Trién khai tinh nang bao vé. Lam theo chi dan cda

Trinh hudng dan.

Cac céng TCP 139 va 445, va cac cng UDP 137 va 138 phai dugc md trén mot may khach.

Budc 1. Lua chon mot gdi cai dat

Chon goi cai dat Kaspersky Endpoint Security tir danh sach. Néu danh sach khong chira goi cai dat
cla Kaspersky Endpoint Security, ban c6 thé tao géi nay trong Trinh hudng dan.

Ban c6 thé cau hinh thiét 13p ctia goi cai dat trong Kaspersky Security Center. Vi dy, ban cé thé chon
cac thanh phan (ng dung c6 thé dugc cai dat 1én mot may tinh.

Network Agent cling s& dugc cai dat cung véi Kaspersky Endpoint Security. Network Agent giup xuc
tién tuong tac gitra May chu quan tri va moét mdy khach. Néu Network Agent da dugc cai dat trén
mot may tinh, né sé khdng dugc cai dat lai.

Budc 2. Chon nguon goi cai dat

Chon nguén Deploy Kaspersky Security Center package.

Budc 3. Chon cac thiét bj dé cai dat

Chon cac may tinh dé cai dat Kaspersky Endpoint Security. Cac ty chon sau cé thé dugc sir dung:

e Gan tac vu vao mdt nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gom trong mét nhém quan tri da dugc tao trudc do.

e Chon cac may tinh dugc May chi quan tri phat hién trong mang - cdc thiét bj chua dugc gan.
Network Agent sé khéng dugc cai dat trén cac thiét bi chua dugc gan. Trong trudng hgp nay, tac
vu sé dugc gan cho cac thiét bi dugc quy dinh. Cac thiét bi dugc quy dinh cé thé bao gém cac
thiét bi trong nhém quan tri cling nhu cac thiét bi chua dugc gan.

e Nhap vao thd céng dia chi cda thiét bi, hodc nhap cac dia chi tir moét danh sach. Ban c6 thé quy
dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.

Budc 4. Xac dinh thiét 1ap tac vu cai dat tir xa

Cau hinh cac thiét 1ap irng dung bé sung sau:

¢ Force installation package download. Chon phuaong thirc cai dat i'ng dung:
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¢ Using Network Agent. Néu Network Agent chua dugc cai dat trén may tinh, trudc tién,
Network Agent sé dugc cai dat sir dung cac cdng cu clia hé diéu hanh. Sau do, Kaspersky
Endpoint Security sé dugc cai dat bdi cac cong cu ciia Network Agent.

¢ Using operating system resources through distribution points. Goi cai dat dugc guri dén
may khach sr dung tai nguyén hé diéu hanh théng qua cac diém phan phai. Ban c6 thé chon
tuy chon nay néu c6 it nhat mot diém phan phéi trong mang. Dé biét thém chi tiét vé cac diém
phan phoi, hdy tham khao Trg gilp cda Kaspersky Security Center®.

¢ Using operating system resources through Administration Server. Cac tap tin sé dugc gui
dén may khach bang tai nguyén cdia hé diéu hanh théng qua May chd quan tri. Ban cé thé
chon tuy chon nay néu Network Agent khong dugc cai dat trén mdy khach, nhung may khach
két ndi dén cung mang ludi véi May chu quan tri.

e Behavior for devices managed through other Administration Servers. Chon phuong thirc cai
dat Kaspersky Endpoint Security. Néu mang cai dat nhiéu hon mot May chd quan tri, cdc May chu
quan tri nay cé thé thdy cac may khach giéng nhau. Diéu nay c6 thé khién, vi du, mot irng dung
dugc cai dat tur xa trén mot may khach nhiéu lan thong qua cac Mday chd quan tri khac nhau, hay
cac xung dot khac.

e Do not re-install application if it is already installed. X6a hép kiém nay néu ban muén cai dat
moét phién ban cl hon cda ng dung.

e Assign Network Agent installation in Active Directory group policies. Cai dat thi cong
Network Agent bang tai nguyén Active Directory. Dé cai dat Network Agent, tac vu cai dat tir xa
phai chay vé&i dac quyén quan trj vién clia tén mién.

Budc 5. Chon mét khoéa gidy phép

Thém mot khéa vao goi cai dat dé kich hoat irng dung. Budc nay la khéng bat budc. NEu May chil
quan tri c6 mét khda gidy phép cé chirc nang phan phoi tu déng, khda dé sé dugc thém ty dong sau

Budc 6. Chon thiét Iap khdi ddng lai hé diéu hanh

Chon hanh déng dé thuc hién néu can khéi déng lai may tinh. Khéng can khai dong lai khi cai dat
Kaspersky Endpoint Security. Chi can khdi ddng lai néu ban da g& bé cac irng dung khéng tuong
thich trudc khi cai dat. Cé thé can khdi déng lai khi cap nhat phién ban &rng dung.

Budc 7. Xb6a cac i'ng dung khéng tuong thich trudce khi cai dat 'ng dung

Doc ky danh sach cac ing dung khong tuong thich va cho phép g& bo cac irng dung nay. Néu cac
rng dung khdéng tuong thich dugc cai dat trén mét may tinh, quy trinh cai dat Kaspersky Endpoint
Security sé& két thuc véi mét 16i.

Budc 8. Chon mot tai khodn dé truy cap cac thiét bi

Chon tai khoan dung dé cai dat Network Agent str dung cac cong cu cla hé diéu hanh. Trong trudng
hop nay, can c6 quyén quan trj vién dé truy cap may tinh. Ban c6 thé thém nhiéu tai khoan. Néu mot
tai khoan khéng c6 da quyén, Trinh hudng dan Cai dat sé str dung tai khoan ti€p theo. Néu ban cai
dat Kaspersky Endpoint Security s&r dung cac cong cu Network Agent, ban khong phai chon mot tai
khoan.
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Budc 9. Bat dau qua trinh cai dat

Thodat Trinh huéng dan. Néu can, hdy chon hop kiém Run the task after the wizard finishes. Ban
c6 thé giam sat tién dé cla tac vu trong thudc tinh tac vu.

Céch kh&i déng Trinh huéng dan Trién khai tinh ndng bao vé trong Bang diéu khién web va Badng diéu
khién ddm may @
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Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Discovery & Deployment —. Deployment &
Assignment - Protection Deployment Wizard.

Thao tac nay sé khai chay Trinh huéng dan Trién khai tinh ndng bao vé. Lam theo chi dan cda Trinh
hudéng dan.

Cac c6ng TCP 139 va 445, va cac cng UDP 137 va 138 phai dugc md trén mot may khach.

Budc 1. Lua chon mot gdi cai dat

Chon géi cai dat Kaspersky Endpoint Security tr danh sach. Néu danh sach khéng chira goéi cai dat
cla Kaspersky Endpoint Security, ban c6 thé tao géi nay trong Trinh hudng dan. P& tao goi cai dat,
ban khéng can tim ki€ém goi phan phdi va luu goéi d6 vao bd nhé may tinh. Trong Kaspersky Security
Center, ban c6 thé xem danh sach cac go6i phan phéi co trén may chd Kaspersky va goi cai dat sé
dugc tao tu dong. Kaspersky sé cap nhat danh sach sau khi phat hanh cac phién ban méi ctia irng
dung.

Ban c6 thé cau hinh thiét 13p ctia goi cai dat trong Kaspersky Security Center. Vi dy, ban cé thé chon
cac thanh phan (ng dung c6 thé dugc cai dat 1Ién mot may tinh.

Budc 2. Chon moét khda gidy phép

Thém mét khéa vao goi cai dat dé kich hoat irng dung. Budc nay la khéng bat budc. Néu May chd
quan tri c6 mét khoa gidy phép cé chirc nang phan phéi tu déng, khda dé sé dugc thém ty déng sau

Budc 3. Chon mot Network Agent

Chon phién ban Network Agent sé dugc cai dat cung véi Kaspersky Endpoint Security. Network
Agent gilp xuc tién tuong tac gitra May chd quan tri va mot may khach. Néu Network Agent da duoc
cai dat trén mét may tinh, né sé khong dugc cai dat lai.

Budc 4. Chon cac thiét bj dé cai dat

Chon cac may tinh dé cai dat Kaspersky Endpoint Security. Cac ty chon sau cé thé dugc sir dung:

e Gan tac vu vao modt nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cadc may tinh
dugc bao gom trong mét nhém quan tri da dugc tao trudc dé.

e Chon cac mdy tinh dugc Mdy chi quan tri phat hién trong mang - cdc thiét bj chua duoc gan.
Network Agent sé khéng dugc cai dat trén cac thiét bi chua dugc gan. Trong trudng hop nay, tac
vu sé& dugc gan cho cac thiét bi dugc quy dinh. Cac thiét bi dugc quy dinh cé thé bao gém cac
thiét bi trong nhém quan tri cling nhu cac thiét bj chua dugc gan.

e Nhap vao thd céng dia chi cda thiét bi, hodc nhap cac dia chi tir moét danh sach. Ban c6 thé quy
dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudén gan tac vu.

Budc 5. Thiét 1ap cau hinh nang cao
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Cau hinh cac thiét lap ing dung b6 sung sau:
¢ Force installation package download. Chon phuong thirc cai dat i'ng dung:

e Using Network Agent. Néu Network Agent chua dugc cai dat trén may tinh, trudc tién,
Network Agent sé dugc cai dat sir dung cac cdng cu clia hé diéu hanh. Sau d6, Kaspersky
Endpoint Security sé dugc cai dat bdi cac cong cu clia Network Agent.

¢ Using operating system resources through distribution points. Goi cai dat dugc guri dén
may khach sr dung tai nguyén hé diéu hanh théng qua cac diém phan phéi. Ban cé thé chon
tuy chon nay néu cé it nhat mét diém phan phdi trong mang. D€ biét thém chi tiét vé cac diém
phan phoi, hdy tham khdo Trg gitp cda Kaspersky Security Center@.

¢ Using operating system resources through Administration Server. Cac tap tin sé dugc guUi
dén may khach bang tai nguyén cta hé diéu hanh théng qua May chd quan tri. Ban c6 thé
chon tuy chon nay néu Network Agent khong dugc cai dat trén mdy khach, nhung may khach
két n6i dén cung mang ludi véi May chd quan tri.

* Do not re-install application if it is already installed. X6a hdp ki€m nay néu ban mudn cai dat
mo&t phién ban cl hon cda Ung dung.

¢ Assign package installation in Active Directory group policies. Kaspersky Endpoint Security sé&
dugc cai dat thong qua Network Agent hodc th( céng qua Active Directory. Dé cai dat Network
Agent, tac vu cai dat tlr xa phai chay véi dac quyén quan tri vién cla tén mién.

Budc 6. Chon thiét lap khadi dong lai hé diéu hanh

Chon hanh déng dé thuc hién néu can khéi déng lai may tinh. Khéng can khai dong lai khi cai dat
Kaspersky Endpoint Security. Chi can khéi déng lai néu ban da g& bé cac irng dung khéng tuong
thich trudc khi cai dat. Cé thé can khéi déng lai khi cap nhat phién ban &rng dung.

Budc 7. Xb6a cac i'ng dung khéng tuong thich trudce khi cai dat i'ng dung

DPoc ky danh sach cac ing dung khong tuong thich va cho phép g& bo cac irng dung nay. Néu cac
trng dung khdéng tuong thich dugc cai dat trén moét may tinh, quy trinh cai dat Kaspersky Endpoint
Security s& két thuc véi mét 16i.

Budc 8. Gan vao mot nhém quan tri

Chon nhém quan tri c6 cac may tinh sé& dugc di chuyén vao khi Network Agent dugc cai dat. My tinh
can dugc chuyén vao mot nhém quan tri dé c6 thé ap dung cac chinh sach va tac vu nhém. Néu mét
may tinh da nam trong bat ky nhém quan tri nao, may tinh d6 sé khong dugc di chuyén. Néu ban
khéng chon mot nhém quan tri, cdc may tinh sé dugc thém vao nhém Unassigned devices.

Budc 9. Chon mot tai khodn dé truy cap cac thiét bi

Chon tai khoan dung dé cai dat Network Agent str dung cac cong cu cla hé diéu hanh. Trong trudng
hop nay, can c6 quyén quan trj vién dé truy cap may tinh. Ban c6 thé thém nhiéu tai khoan. Néu mot
tai khodn khéng c6 da quyén, Trinh hudng dan Cai dat sé str dung tai khoan ti€p theo. Néu ban cai
dat Kaspersky Endpoint Security s&r dung cac cong cu Network Agent, ban khong phai chon mot tai
khoan.
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Budc 10. Bat dau cai dat

Thodat Trinh huéng dan. Néu can, hdy chon hop kiém Run the task after the wizard finishes. Ban
c6 thé giam sat tién dé cla tac vu trong thudc tinh tac vu.

Tao mét gbi cai dat

Mot gdi cai ddtla mét nhom tap tin dugc tao dé cai dat tir xa 'ng dung Kaspersky qua Kaspersky
Security Center. G6i cai dat chira mot khoang thiét |ap can thiét dé cai dat irng dung va chay né ngay sau
khi cai dat. Goi cai dat dugc tao sir dung tap tin vé&i phan mé rong .kpd va .kud dugc bao gom trong géi
phan phdi ing dung. Géi cai dat Kaspersky Endpoint Security c6 thé dugc stir dung trén tat ca cac phién
ban Windows va cac loai cdu tric bé vi x{r ly dugc hb tro.

Cach tao mét géi cai dat trong Bang diéu khién quan tri (MMC)®
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1. Trong Bang diéu khién quan tri, hdy vao thu muc Administration Server . Advanced -
Remote installation - Installation packages.

Thao tac nay sé mé danh sach cac géi cai dat da dugc tai vé Kaspersky Security Center.
2. Nhan vao Create installation package.

Trinh hudng dan Goi tin méi sé khéi chay. Lam theo chi dan cda Trinh huéng dan.

Budc 1. Chon loai gdi cai dat

Hay chon tuy chon Create an installation package for a Kaspersky application.

Budc 2. Bat tén cho géi cai dat

Nhéap tén clia goi cai dat, vi du nhu Kaspersky Endpoint Security cho Windows 12.8.

Budc 3. Chon gdéi phan phéi dé cai dat

Nhan vao nut Duyét va chon tap tin kes_win.kud kem theo géi phan phdi.

Néu duoc yéu cau, hay cap nhat co sé& dit liéu diét virus trong goi cai dat bang cach sir dung hép
kiém Copy updates from repository to installation package.

Budc 4. Thoa thuan gidy phép ngudi dung cudi va Chinh sach quyén riéng tu

Doc va chap nhan cac diéu khoan cta Thda thuan gidy phép ngudi dung cudi va Chinh sach quyén
riéng tu.

Géi cai dat sé dugc tao va dugc thém vao Kaspersky Security Center. S& dung géi cai dat, ban cé thé
cai dat Kaspersky Endpoint Security trén cac may tinh mang doanh nghiép hodc cap nhat phién ban
ng dung.

Trong thiét 1ap cdia goi cai dat, ban co thé chon cac thanh phan &rng dung cho cac loai hé diéu hanh
khac nhau. Tirc la g6i cai dat bao gém hai nhém thanh phan: danh cho may tram va danh cho may

ch. Trudc khi trién khai goi cai dat, trinh cai dat sé phat hién loai hé diéu hanh va chi cai dat nhirng
thanh phan ing dung ma ban da chon cho loai hé diéu hanh dé. Theo dé, ban c6 thé str dung cling
mot gdbi cai dat cho may tram va may chu.

cd s& dir liéu trong_gdi cai dat dé giam murc st dung luu lugng khi cdp nhat co sé dir liéu sau khi cai
dat Kaspersky Endpoint Security.

Céach tao géi cai dat trong Bang diéu khién web va Bang diéu khién dam may
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1. Trong ctra s6 chinh cta Bang diéu khién web, hdy chon Discovery & deployment . Deployment
& assignment - Installation packages.

Thao tac nay sé mé danh sach cac gdi cai dat da dugc tai vé Kaspersky Security Center.
2. Nhan vao Add.

Trinh hudng dan Géi tin méi sé khai chay. Lam theo chi dan cda Trinh huéng dan.

KASPERSKY
SECURITY CENTER

+ % View the st of stand-alone packages = Y

Name Source Application Version Language Type

Kaspersky Cepeep MobwIbHsX yCTpOACTS . >>  14.0.0.10902 Kaspersky application

Cepsep iOS MDM

atma Kas.. >> 140

Haspersky Endpoint Security for .. >

Kaspersky Kaspersky Endpoint Agent 312 (. >> 3120382 en Kaspersky application

¢ Previous 1 Next » 20 v Resutt1-5/5toml

INSTALLATION PACKAGES

Lab | Privacy Polic kaspersky

Budc 1. Chon loai goi cai dat

Hay chon tuy chon Create an installation package for a Kaspersky application.

Trinh hudng dan sé& tao mot goi cai dat tir goi phan phéi dugc luu trir trén cdc may chl Kaspersky.
Danh sach nay dugc cap nhat tuw dong khi cac phién ban méi clia i'ng dung dugc phat hanh. Ban
dugc khuyén céo chon tly chon nay dé cai dat Kaspersky Endpoint Security.

Ban cling c6 thé tao mot gébi cai dat tir mot tap tin.
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New Package Wizard

Select installation package type
@ Create an installation package for a Kaspersky application
Create an installation package from a file

Next

Budc 2. Cac gobi cai dat

Chon géi cai dat Kaspersky Endpoint Security cho Windows. Tién trinh tao goéi cai dat sé dugc bat

dau. Trong qua trinh tao goi cai dat, ban phai chap nhan cac diéu khodn cdia Thda thuan gidy phép
ngudi dung cudi va Chinh sach quyén riéng tu.

Current application versions

Group by: Operating system (change grouping using filter) = Filter
Workstations Distribution package false Windows o 11/19/2021 42553 pm  false
Workstations Distribution package false Windows o 11/19/2021 42553 pm  false
Workstations Distribution package false Windows tr 11/19/2021 42553 pm  false Applical
Workstations Distribution package false Windows tr 11/19/2021 42553 pm  false
Workstations Distribution package false Windows Kk 11/19/2021 42553 pm  false Applical
Workstations Distribution package false Windows Kk 11/19/2021 42553 pm  false Applical
Workstations Distribution package false Windows arsa 11/19/2021 42553 pm  false Applical
Workstations Distribution package false Windows arsa 11/19/2021 42553 pm  false
Workstations Distribution package false Windows ja 11/19/2021 42555 pm  false Applical
Workstations Distribution package false Windows Zh-hans  11/19/202142553pm  false Applical
Workstations Distribution package false Windows Zhhans  11/19/202142553pm  false Applicat
Workstations Distribution package false Windows zh-hant  11/19/202142553pm  false
Workstations Distribution package false Windows zhhant  11/19/202142553pm  false Applicat
Workstations Distribution package false Windows en 01/20/202254222am  false Applicat
Workstations Distribution package false Windows en 01/20/202254222am  false
Workstations Distribution package 1 false Windows fr 01/20/202254222am  false
Workstations Distribution package 1180384 false Windows fr 01/20/202254222am  false

GOi cai dat sé dugc tao va dugc thém vao Kaspersky Security Center. S&r dung géi cai dat, ban cé thé
cai dat Kaspersky Endpoint Security trén cac may tinh mang doanh nghiép hodc cap nhat phién ban
ng dung.
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Trong thiét 1ap cdia goi cai dat, ban c6 thé chon cac thanh phan &rng dung cho cac loai hé diéu hanh
khac nhau. Tirc la goi cai dat bao gom hai nhém thanh phan: danh cho mdy tram va danh cho may

ch. Trudc khi trién khai goi cai dat, trinh cai dat sé phat hién loai hé diéu hanh va chi cai dat nhirng
thanh phan (ng dung ma ban da chon cho loai hé diéu hanh dé. Theo dé, ban c6 thé sir dung cling
mot gdéi cai dat cho may tram va may chu.

co s& dir liéu trong_gdi cai dat dé gidm murc st dung luu lugng khi cap nhat co sé dir liéu sau khi cai

dat Kaspersky Endpoint Security.

Properties: KES

High protection level

General Settings  License key

Protection components

Installation settings

Stand-alone packages  Revision history

Select the mode in which the application will be used on protected devices

(@ Standard mode to protect workstations and servers
n this mode, all the protection and control components of Kaspersky Endpoint Security are available

() Endpoint Detection and Response Agentto protect against advanced threats and targeted attacks
n this mode, the application is compatible with third-party anti-virus applications.

Component selection

Reset to default

Advanced Threat Protection
Behavior Detection
Exploit Prevention
Remediation Engine

Host Intrusion Prevention (for workstations only)

@ Essential Threat Protection v
¥ File Threat Protection
Mail Threat Protection
Web Threat Protection
Network Threat Protection
Firewall

BadUSB Attack Prevention

AMSI Protection

@ Security Controls v
Web Control
Application Control
Device Control
Adaptive Anomaly Control (for workstations only)
File Integrity Monitor (for file servers only)

Log Inspection (for file servers only)
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Properties: KES

High protection level

General Settings Licensekey Stand-alone packages Revision history

Protection components
Advanced Settings

Installation settings L . . X | |
Add application location to environment variable %PATH%

Compatibility

@ Protectthe installation process
Use Azure WVD compatibility mode
Ensure compatibility with Citrix PVS

Application installation folder

Configuration file

Add configuration file

m Cancel

Thiét 1ap cai dat clia goi cai dat

Cau hinh géi cai dat

Phan Mé ta
Thanh phan Ché dd tiéu chudn. Cdu hinh mac dinh. Cdu hinh nay cho phép ban sr dung tat ca cac thanh phan cla (ng dung,
bao vé bao gém cac thanh phan cung cap hé trg cho cac giai phap Detection and Response. C4u hinh nay dugc st dung

dé bao vé may tinh toan dién trudc nhiéu moi de doa, tdn cong mang va gian lan.

Endpoint Detection and Response Agent. Trong cdu hinh nay, ban chi cé thé cai dat cac thanh phan hé trg cho
cac gidi phap Detection and Response: Endpoint Detection and Response (KATA), Managed Detection and
Response (MDR), Network Detection and Response (KATA), cling nhu Kaspersky Unified Monitoring_and Analysis
Platform (KUMA). D4y la cdu hinh can thiét néu Endpoint Protection Platform (EPP) cGia bén th(r ba dugc trién khai
trong té chirc clia ban cung vai gidi phap Kaspersky Detection and Response. Diéu nay lam cho Kaspersky
Endpoint Security trong cau hinh Endpoint Detection and Response Agent tuang thich véi cac irng dung EPP cla
bén thu ba.

Light Agent d& bao vé mai trwdng do. Cau hinh nay dugc danh cho irng dung dugc st dung nhu mét phan cda
gidi phap Kaspersky Security for Virtualization Light Agent. Phai cai dat Light Agent trén méi may do can dugc bao
vé bang gidi phap nay. Trong cdu hinh nay, ban khéng thé sir dung cac thanh phan cac thanh phan Ma héa dit liéu
hodc Kiém soat thich ing su ¢6. Néu ban dang cai dat Light Agent trén mét mau may do sé& dugc sir dung dé tao
may do khéng Iuu céc thay ddi, hdy chon hdp kiém Bao vé ha tang VDI (VDI chif 1a viét tat clia Virtual Desktop
Infrastructure). Ché& d6 bdo vé VDI gilip t6i wu hda hiéu nang clia Kaspersky Endpoint Security trén cac may ao
khong luu cac thay dsi. & ché @6 nay, Light Agent tir chéi cac ban cap nhat g dung doi héi khéi dong lai may 3o.
Khi nhan dugc cac ban cap nhat ing dung yéu cau khai dong lai, Light Agent sé tao mot su kién vé viéc can cap
nhat mau cla cadc may do dugc bao vé.

Loai tror Ké& tir Kaspersky Endpoint Security 12.6 cho Windows, loai trir quét va (rng dung_dugc tin tudng dugc thém vao
khu vurc tin tudng. Cac rng dung dugc tin tudng va loai trir quét dugc xac dinh trudc gidp nhanh chdng cau hinh
Kaspersky Endpoint Security trén may chd SQL, may cht Microsoft Exchange va System Center Configuration
Manager. Diéu nay c6 nghia la ban khéng can thiét Iap khu vuec tin tudng theo cach thi cdng cho ing dung trén
may chd.

Ké tir Kaspersky Endpoint Security 12.8 cho Windows, ban c6 thé cai dat irng dung & ché d6 Light Agent dé bao vé
mdi trudng do. Cac loai trir quét dugc dinh sén va cac irng dung dugc tin tudng c6 thé gitip ban nhanh chéng cdu
hinh Kaspersky Endpoint Security trong cac moi trudng may o Citrix va YMware.
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Lua chon
thanh phan
dé cai dat

License key

Incompatible
applications

Installation
settings

Ban cling c6 thé& cdu hinh khu vuc tin tudng sau trong thudc tinh chinh sach: loai trir quét va irng dung dugc tin
tudng.

Trong phan nay, ban c6 thé chon cac thanh phan &rng dung c6 thé dugc sir dung. Ban cé thé thay d6i bd thanh
phan (rng dung sau nay bang cach sir dung tac vu Thay déi thanh phan &ng dung task.

Ban c6 thé tao cac nhdm thanh phan riéng biét cho may tram va may cha. Trudce khi trién khai goi cai dat, trinh cai
dat sé phat hién loai hé diéu hanh va chi cai dat nhirng thanh phan rng dung ma ban da chon cho loai hé diéu
hanh d6. Theo d6, ban c6 thé str dung cing mét géi cai dat cho may tram va may chu.

Tap hop cac thanh phan kha dung sé tuy thudc vao cau hinh cdia ing dung:

Ché& dd tiéu chuan

Thanh phan Phong chéng Tan cdéng BadUSB, thanh phan Detection and Response va cac thanh phan ma héa dr
lieu khéng dugc cai dat theo mac dinh. Ban c6 thé thém cac thanh phan nay trong thiét 1ap géi cai dat.

Né&u ban can cai dat cac thanh phan Detection and Response thi Kaspersky Endpoint Security s& hd trg cac cdu
hinh sau:

e Chi Endpoint Detection and Response Optimum

e Chi Endpoint Detection and Response Expert

e Chi Endpoint Detection and Response (KATA)

e Chi Network Detection and Response (KATA)

e Chi Sandbox

e Endpoint Detection and Response Optimum va Sandbox

e Endpoint Detection and Response Expert va Sandbox

e Endpoint Detection and Response (KATA) va Sandbox

e Network Detection and Response (KATA) va Endpoint Detection and Response (KATA)

e Network Detection and Response (KATA) va Managed Detection and Response
Kaspersky Endpoint Security s& xac minh viéc chon cac thanh phé~n trudc khi cai dat ing dung. Néu cdu hinh da
chon clia cac thanh phan Detection and Response khéng dugc hé trg thi khéng thé cai dat Kaspersky Endpoint

Security.

Endpoint Detection and Response Agent

Trong cau hinh nay, chi c6 cac tadc nhan tich hgp cho gidi phap Kaspersky Detection and Response mdi kha dung.
Light Agent d€ bao vé mai trudng o

Trong cdu hinh ndy, ban c6 thé sir dung hau hét cac thanh phan irng dung cé san trong cdu hinh Ché dé tiéu
chuan, ngoai trir cac thanh phan ma hoa dir liéu va Kiém soat thich &rng su c6.

Trong phan nay, ban c6 thé kich hoat &rng dung. D& kich hoat ing dung, ban phai chon mét khéa gidy phép. Trudc
khi thuc hién diéu d6, ban phai thém khoa vao May chd quan tri. D& biét thém chi tiét vé viéc thém khoa vao May
cht quan tri Kaspersky Security Center, vui long tham khdo Trg gilp cta Kaspersky Security Center i.

Doc ki danh sach cac rng dung khéng tuong thich va cho phép g& bd cac irng dung nay. Néu cac irng dung khéng
tuong thich dugc cai dit trén mot may tinh, quy trinh cai dat Kaspersky Endpoint Security s& két thuc véi mét 16i.

Thém dudng dan vao tap tin avp.com véi bién hé théng %PATH%. Ban c6 thé thém dudng dan cai dat vao bién
s6 %PATH% dé tién sir dung_giao dién dong_lénh.

Protect the installation process. Bdo vé qua trinh cai dat bao goém tinh nang bdo vé chéng lai nguy co thay thé
gbi phan phéi bang cac ing dung doc hai, chan truy cap dén thu muc cai dat clia Kaspersky Endpoint Security, va
chan truy cap dén phan registry hé théng c6 chira cac khéa cdia rng dung. Tuy nhién, néu irng dung khéng thé
duogc cai dat (vi dy, khi thurc hién cai dat tir xa vdi sy trg gilip cdia Windows Remote Desktop), ban nén tat chirc
nang bao vé quy trinh cai dat.

Pam bao kha ning tuwong thich véi Citrix PVS. Ban c6 thé bat hé trg Citrix Provisioning Services dé cai dat
Kaspersky Endpoint Security Ién mot may tinh do.

S&r dung ché& dd twong thich Azure WVD. Tinh nang nay cho phép hién thj chinh xac trang thai ciia may o Azure
trong bang diéu khién Kaspersky Anti Targeted Attack Platform. D& theo d6i hiéu nang clia may tinh, Kaspersky
Endpoint Security sé glri thong tin do tir xa dén cac may chi KATA. Thong tin do tir xa chra mét ID clia may tinh
(Sensor ID). Ché& d6 tuang thich Azure WVD cho phép gan Sensor ID duy nhat vinh vién cho cac may do nay. Néu
ché d6 tuong thich bj tat thi Sensor ID cé thé thay d6i sau khi may tinh dugc khai déng lai do cach may do Azure
hoat ddng. Biéu nay c6 thé khién cac may do trung lap xuat hién trén bang diéu khién.

Application installation folder. Ban c6 thé thay déi dudng dan cai dat cia Kaspersky Endpoint Security trén mét
may khach. Theo mdc dinh, &ng dung dugc cai dat trong thu muc %ProgramFiles(x86)%\Kaspersky
Lab\KES.12.8.
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Configuration file. Cai dat 'ng dung bang cac thiét 1ap dugc dinh sén. D& thuc hién, ban can tai lén mot tap tin
dinh nghta thiét Iap cta Kaspersky Endpoint Security. Ban ¢6 thé tao mét tap tin cdu hinh trong_giao dién cuc b
cla rng_ dung.

Cap nhat co s& dir liéu trong goi cai dat

Goi cai dat chira co s& dir liéu diét virus tur kho luu trir cila May chd quan tri dugc cap nhat khi goi cai dat
dugc tao. Sau khi tao goi cai dat, ban cé thé cdp nhat co s& dit liéu diét virus trong goéi cai dat. Diéu nay
cho phép ban gidam murc s&r dung luu lugng khi cap nhat co sé& dir liéu diét virus sau khi cai dat Kaspersky
Endpoint Security.

P& cap nhat co s& dir liéu diét virus trong kho luu trir cdia May chii quan tri, hdy s&r dung tac vu
Download updates to the Administration Server repository cia May ch quan tri. D€ biét thém théng tin
Ve viéc cap nhat co s& dir liéu diét virus trong kho luu trir May chd quan tri, vui long tham khado Trg gitp
cla Kaspersky Security Centerz.

Ban chi cé thé cap nhat co s& dir liéu trong goi cai dat trong Bang diéu khién quan tri va Bang diéu
khién web Kaspersky Security Center. Ban khéng thé cap nhat co s& dit liéu trong géi cai dat trong
Bang diéu khién dam may Kaspersky Security Center.

Cach cap nhat co s& dir liéu diét virus trong géi cai dat thdng_qua Bang diéu khién quan tri (MMC) @

1. M& Bang diéu khién quan trj Kaspersky Security Center.

2. Trong cdy bang diéu khién, hay chon thu muc Advanced — Remote installation - Installation
packages.

Thao tac nay sé mé danh sach cac géi cai dat da dugc tai vé Kaspersky Security Center.
3. M thudc tinh cta géi cai dat.
4. Trong muc General, hdy nhan Update databases.
Do d6, co s& dir liéu diét virus trong goi cai dat sé dugc cap nhat tir kho luu trir ciia May chd quan

tri. Tap tin bases.cab kém theo géi phan phoi sé dugc thay thé bang thu muc bases. Cac tap tin
cla gdéi cap nhat sé & trong thu muc dé.

Cach cap nhat co s& dir liéu diét virus trong_géi cai dat théng qua Bang diéu khién web®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Discovery & deployment . Deployment
& assignment - Installation packages.

Viéc nay sé mé& ra danh sach cac géi cai dat da duoc tai vé Bang diéu khién web.
2. Nhan vao tén cla goi cai dat Kaspersky Endpoint Security ma ban mudn cap nhat co sé dir liéu
diét virus.

Clra s6 thudc tinh cda géi cai dat sé dugc mé ra.
3. Trén thé General information, hdy nhan vao lién két Update databases.

Do d6, co s& dir liéu diét virus trong goi cai dat sé dugc cap nhat tir kho luu trir ciia May chd quan
tri. Tap tin bases.cab kém theo g6i phan phoi sé dugc thay thé bang thu muc bases. Cac tap tin
cla gdéi cap nhat sé & trong thu muc do.

Tao mot tac vu cai dat tu xa

Tac vu Install application remotely dugc thiét ké dé cai dat Kaspersky Endpoint Security tir xa. Tac vu
Install application remotely cho phép ban trién khai géi cai dat ciia rng_dung cho tat ca cdc may tinh
trong t6 chirc. Trudc khi trién khai goi cai dat, ban c6 thé cap nhat co s& dit liéu diét virus bén trong goi
va chon cac thanh phan &rng dung kha dung trong thudc tinh ctia géi cai dat.

Cach tao tac vu cai dat tir xa trong Badng diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.
Danh sach tac vu sé ma.

3. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cla Trinh huéng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Security Center Administration Server - Install application remotely.

Budc 2. Lua chon mot gdi cai dat

Chon géi cai dat Kaspersky Endpoint Security tr danh sach. Néu danh sach khéng chira goéi cai dat
cla Kaspersky Endpoint Security, ban c6 thé tao géi nay trong Trinh hudng dan.

Ban c6 thé cau hinh thiét 13p ctia goi cai dat trong Kaspersky Security Center. Vi dy, ban cé thé chon
cac thanh phan (ng dung c6 thé dugc cai dat 1Ién mot may tinh.

Network Agent cling s€ dugc cai dat cung vé&i Kaspersky Endpoint Security. Network Agent giup xuc
tién tuong tac gitra May chu quan tri va moét mdy khach. Néu Network Agent da dugc cai dat trén
mot may tinh, n6 sé khdng dugc cai dat lai.

Budc 3. B6 sung

Chon goi cai dat Network Agent. Phién ban Network Agent dugc chon sé dugc cai dat cung véi
Kaspersky Endpoint Security.

Budc 4. Cau hinh

Cau hinh cac thiét lap ing dung b6 sung sau:
¢ Force installation package download. Chon phuong thirc cai dat i'ng dung:

¢ Using Network Agent. Néu Network Agent chua dugc cai dat trén may tinh, trudc tién,
Network Agent sé dugc cai dat sir dung cac cdng cu clia hé diéu hanh. Sau d6, Kaspersky
Endpoint Security sé dugc cai dat bdi cac cong cu clia Network Agent.

¢ Using operating system resources through distribution points. Goi cai dat dugc guri dén
may khach s dung tai nguyén hé diéu hanh théng qua cac diém phan phéi. Ban cé thé chon
tuy chon nay néu cé it nhat mét diém phan phdi trong mang. D€ biét thém chi tiét vé cac diém
phan phoi, hdy tham khdo Trg gitp cda Kaspersky Security Center@.

¢ Using operating system resources through Administration Server. Cac tap tin sé dugc gui
dén may khach bang tai nguyén cda hé diéu hanh théng qua My chidi quan tri. Ban c6 thé
chon tuy chon nay néu Network Agent khong dugc cai dat trén mdy khach, nhung may khach
két néi dén cung mang ludi véi May chu quan tri.

62


https://support.kaspersky.com/help/KSC/15.1/en-US/index.htm

e Behavior for devices managed through other Administration Servers. Chon phuong thirc cai
dat Kaspersky Endpoint Security. Néu mang cai dat nhiéu hon mét May cha quan tri, cac May cha
quan tri nay cé thé thdy cac may khach giong nhau. Diéu nay c6 thé khién, vi du, mot irng dung
dugc cai dat tu xa trén mot may khach nhiéu lan thong qua cac Mdy chu quan tri khac nhau, hay
cac xung dot khac.

¢ Do not re-install application if it is already installed. X6a hép kiém nay néu ban muén cai dat
mot phién ban cl hon clda ng dung.

Budc 5. Chon thiét lap khadi dong lai hé diéu hanh

Chon hanh déng dé thuc hién néu can khédi déng lai may tinh. Khéng can khai dong lai khi cai dat

Kaspersky Endpoint Security. Chi can khdi déng lai néu ban da g& bé cac irng dung khéng tuong
thich trudc khi cai dat. Cé thé can khéi dong lai khi cap nhat phién ban rng dung.

Budc 6. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh dé cai dat Kaspersky Endpoint Security. Cac tly chon sau cé thé dugc sir dung:

e Gan tac vu vao mot nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gém trong mét nhém quan tri da dugc tao trudc do.

e Chon cac may tinh dugc May chl quan tri phat hién trong mang - cdc thiét bj chua duoc gan.
Network Agent sé khong dugc cai dat trén cac thiét bi chua dugc gan. Trong trudng hgp nay, tac
vu sé dugc gan cho cac thiét bi dugc quy dinh. Cac thiét bi dugc quy dinh ¢ thé bao gom cac
thiét bj trong nhém quan trj cling nhu cac thiét bj chua dugc gan.

e Nhap vao thd cong dia chi cta thiét bi, hoac nhap cac dia chi tir mét danh sach. Ban cé thé quy

dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.

Budc 7. Chon tai khodn dé chay tac vu

Chon tai khoan dung dé cai dat Network Agent s&r dung cac cdng cu cia hé diéu hanh. Trong trudng
hop nay, can c6 quyén quan trj vién dé truy cap may tinh. Ban c6 thé thém nhiéu tai khoan. Néu mot
tai khoan khéng c6 da quyén, Trinh hudng dan Cai dat sé str dung tai khoan ti€p theo. Néu ban cai
dat Kaspersky Endpoint Security s&r dung cac cong cu Network Agent, ban khong phai chon mot tai
khoan.

Budc 8. Cau hinh lich khai chay tac vu

Cau hinh lich khai chay mot tac vy, vi du nhu khéi chay thi cong hoac khi may tinh ranh.

Budc 9. Xac dinh tén tac vu

Nhap tén cho tac vy, vi du nhu Cai dat Kaspersky Endpoint Security cho Windows 12.8.

Budc 10. Hoan thanh tao tac vu
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Thoat Trinh hudng dan. Néu can, hdy chon hdp kiém Run the task after the wizard finishes. Ban
c6 thé giam sat tién dd clia tac vu trong thudc tinh tac vu. Ung dung sé dugc cai dat trong ché d6 im
lang. Sau khi cai dat, biéu tugng g sé dugc thém vao khu vuc théng bao clia may tinh ngudi dung.
Néu biéu tugng nhin giéng nhu thé nay |, ddm bdo rang ban da kich hoat rng dung.

Cach tao tac vu cai dat tir xa trong Badng diéu khién web va Bang diéu khién ddm may
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1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Tasks.

Danh sach tac vu sé ma.
2. Nhan vao Add.

Trinh hudng dan Tac vu s& dugc bat dau. Lam theo chi dan cta Trinh huéng dan.

Budc 1. Cau hinh thiét 1ap tac vu téng quat

C&u hinh thiét 1ap cla tac vu tong quat:
1. Trong danh sach tha xuéng Application, hdy chon Kaspersky Security Center.
2. Trong danh sach tha xuéng Task type, hdy chon Install application remotely.

3. Trong trudng Task name, nhap mét mé td ngan gon, vi du nhu Cai dat Kaspersky Endpoint
Security cho ngudi quan ly.

4. Trong phan Devices to which the task will be assigned, chon pham vi tac vu.

Budc 2. Chon may tinh dé cai dat

O budc nay, hay chon cac may tinh dé cai dat Kaspersky Endpoint Security theo tlly chon pham vi tac
vu dugc chon.

Budéc 3. Cau hinh mot géi cai dat
O budc nay, hay cau hinh géi cai dat:
1. Chon goi cai dat Kaspersky Endpoint Security cho Windows (12.8).

2. Chon gdi cai dat Network Agent.

Phién ban Network Agent dugc chon sé dugc cai dat cung vdi Kaspersky Endpoint Security.
Network Agent gilip xUc tién tuong tac gitta May chd quan tri va mét may khach. Néu Network
Agent da dugc cai dat trén mdét may tinh, n6 sé khéng dugc cai dat lai.

3. Trong muc Force installation package download, hdy chon phuong thirc cai dat ing dung:

¢ Using Network Agent. Néu Network Agent chua dugc cai dat trén may tinh, trudc tién,
Network Agent sé dugc cai dat sir dung cac cong cu clia hé diéu hanh. Sau d6, Kaspersky
Endpoint Security sé dugc cai dat badi cac cong cu cia Network Agent.

¢ Using operating system resources through distribution points. Géi cai dat dugc gliri dén
may khach s(r dung tai nguyén hé diéu hanh théng qua cac diém phan phéi. Ban c6 thé chon
tuy chon nay néu cé it nhat mét diém phan phdi trong mang. Dé biét thém chi tiét vé cac diém
phan phéi, hdy tham khdo Trg gilp cla Kaspersky Security Center 2.

¢ Using operating system resources through Administration Server. Cac tap tin sé dugc gui
dén may khach bang tai nguyén cdia hé diéu hanh théng qua May chd quan tri. Ban cé thé
chon tuy chon nay néu Network Agent khéng dugc cai dat trén mdy khach, nhung mday khach
két n6i dén cung mang ludi véi May chu quan tri.
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4. Trong trudng Maximum number of concurrent downloads, thiét |ap gi&i han vé s6 yéu cau tai
vé goi cai dat dugc glri dén May chudl quan tri. Gidi han s6 yéu cau sé ngan mang khai bi qua tai.

5. Trong trudng Maximum number of installation attempts, thiét Iap gi&i han vé s6 nd luc cai dat
trng dung. Néu quy trinh cai dat Kaspersky Endpoint Security két thuc véi mét 10i, tac vu nay sé tu
déng bat dau lai qua trinh cai dat.

6. Néu can, hay x6a hop kiém Do not re-install application if it is already installed. N6 cho phép
ban cai dat mot phién ban cl cda ing dung, néu can.

7. Néu can, hay x6a hop kiém Verify operating system type before downloading. Viéc nay cho
phép ban tranh tai vé mét géi phan phéi i'rng dung néu hé diéu hanh ctia may tinh khéng dap
(rng cac yéu cau vé phan mém. Néu ban chac chan rang hé diéu hanh cda may tinh dap (rng cac
yéu cau vé phan mém, ban c6 thé bd qua budc xac minh nay.

8. Néu can, hay chon hép kiém Assign package installation in Active Directory group policies.
Kaspersky Endpoint Security sé dugc cai dat thong qua Network Agent hoac thi cong qua Active
Directory. D€ cai dat Network Agent, tac vu cai dat tlr xa phai chay véi dac quyén quan tri vién cla
tén mién.

9. Néu can, hay chon hop kiém Prompt users to close running applications. Viéc cai dat Kaspersky
Endpoint Security s& sir dung tai nguyén may tinh. D€ tién lgi, Trinh hudng dan Cai dat rng dung
sé nhac ban déng cac irng dung dang chay trudc khi bat dau viéc cai dat. Diéu nay tranh gay gian
doan trong hoat déng clia cac ing dung khac va ngan hdng héc cé thé xay ra cho may tinh.

10. Trong muc Behavior for devices managed through other Administration Servers, hay chon
phuong thirc cai dat Kaspersky Endpoint Security. Néu mang cai dat nhiéu hon mét May cha
quan tri, cdc May chl quan tri nay c6 thé thay cac may khach giéng nhau. Diéu nay co6 thé khién,
vi du, mot irng dung dugc cai dat tir xa trén mot may khach nhiéu lan thong qua cac May chu
quan tri khac nhau, hay cac xung doét khac.

Budc 4. Chon tai khoan dé chay tac vu

Chon tai khoan dung dé cai dat Network Agent sir dung cac céng cu clia hé diéu hanh. Trong trudng
hgp nay, can c6 quyén quan tri vién dé truy cap may tinh. Ban c6 thé thém nhiéu tai khoan. Néu mot
tai khodn khéng c6 da quyén, Trinh hudng dan Cai dat sé str dung tai khoan ti€p theo. Néu ban cai
dat Kaspersky Endpoint Security s&r dung cac cong cu Network Agent, ban khong phai chon mét tai
khoan.

Budc 5. Hoan tat viéc tao tac vu

Hoan tat trinh hudng dan bang cach nhan ndt Finish. Mét tac vu méi sé dugc hién thi trong danh

sach cac tac vu. Bé thuc hién mot tac vy, chon hop kiém canh tac vu d6 va nhan ndt Start. U’ng dung
sé dugc cai dat trong ché do im lang. Sau khi cai dat, biéu tugng g sé dugc thém vao khu vuc thong
bdo clia may tinh ngudi dung. Néu biéu tugng nhin giéng nhu thé nay ., ddm bao rang ban da kich

Cai dat 'rng dung mét cach cuc bd bang Trinh hudng dan

Giao dién cda Trinh huéng dan Cai dat irng dung bao gém mét chudi cac clra s6 tuong Urng véi cac budc
cai dat ing dung.
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PE cai dat img dung hodc ndng cap ung dung tor mét phién ban cd vdi Trinh hudng dan cai dat:
1. Sao chép thu muc géi phan phdi vao may tinh clia ngudi dung.
2. Chay setup_kes.exe.

Trinh hudng dan cai dat sé dugc bat dau.

Chuan bj cai dat

Trudc khi cai dat Kaspersky Endpoint Security trén mét mdy tinh hodc nang cdp &rng dung tr mét phién
ban cd, cac diéu kién sau s& dugc kiém tra:

e su hién dién ca phan mém ma Kaspersky Endpoint Security c6 thé gap van dé tuang thich (danh
sach phan mém cé san trong incompatible.txt c6 trong géi phan phéi).

e Liéu cac yéu cau vé phan cirng.va phan mém c6 dugc dap rng hay khong.

e Liéu ngudi dung c6 dd quyén dé cai dat san phdm phan mém hay khong.

NéEu bat ky diéu kién nao & trudc khéng dugc dap irng, mot thong bao lién quan sé dugc hién thij trén
man hinh. Vi du: mét thong bao vé phan mém khong tuong thich (xem hinh bén dudi).

‘E] Kaspersky Endpoint Security cho Windows — X
Cac phdan mém khéng tu'dng thich

G bd cAc phan mém khdng turong thich.

Chi ! M&t s phan m&m trén may tinh clia ban khéng tuong thich vdi Kaspersky Endpoint
Security cho Windows. D€ ti€p tuc cai dit, hdy of bé cac (rng dung nay.

Gd ba theo cach thd céng...
Lam thé nao d& thi g bd (ma dung?

© 2024 AD Kaspersky Lab

<Quayia iy b

GG& bd cac phan mém khong tuong thich

NE&u may tinh dap irng dugc yéu cau duogc liét ké, Trinh hudng dan cai dat sé phat hién cac irng dung
Kaspersky c6 thé gay xung dét khi chay & cing mot thai diém véi trinh cai dat 'ng dung. Néu cac ing
dung d6 dugc phat hién, ban sé dugc nhac g& bd ching mét cach thd cong.

Néu cac ing dung dugc phat hién bao gom cac phién ban trudc day cla Kaspersky Endpoint Security,
moi dir liéu c6 thé dugc di chuyén (vi du dir liéu kich hoat va thiét 1ap irng dung) déu sé& dugc gitr lai va
sir dung trong qua trinh cai dat Kaspersky Endpoint Security 12.8 cho Windows, va phién ban truéc day
clia ing dung sé tu dong dugc g& bd. Chinh sach nay dugc ap dung cho cac phién ban (rng dung sau
day:

e Kaspersky Endpoint Security 11.10.0 cho Windows (ban dung 11.10.0.399).
e Kaspersky Endpoint Security 11.11.0 cho Windows (ban dung 11.11.0.452).

e Kaspersky Endpoint Security 12.0 cho Windows (ban dung 12.0.0.465).
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e Kaspersky Endpoint Security 12.1 cho Windows (ban dung 12.1.0.506).
e Kaspersky Endpoint Security 12.2 cho Windows (ban dung 12.2.0.462).
e Kaspersky Endpoint Security 12.3 cho Windows (ban dung 12.3.0.493).
e Kaspersky Endpoint Security 12.4 cho Windows (ban dung 12.4.0.467).
e Kaspersky Endpoint Security 12.5 cho Windows (ban dung 12.5.0.539).
e Kaspersky Endpoint Security 12.6 cho Windows (ban dung 12.6.0.438).

e Kaspersky Endpoint Security 12.7 cho Windows (ban dung 12.7.0.533).

Cau hinh cta Kaspersky Endpoint Security

‘ﬁ] Kaspersky Endpoint Security cho Windows — X

Cai dat tiry chinh
Chon ché d3 s(r dung (g dung.

(_) Ch& d6 tidu chudn d& bao vé& may tram va may cha
O ch& d6 nay, tit ca cac thanh phian bao vEé va kiEm sodt clia Kaspersky Endpaint
Security d&u kha dung.

O Endpoint Detection and Raennse Agent d& bao vé trudc cac méi de doa nang
cao va cac cudc tan cong nham muc tigu
& ché di nay, (g dung tuang thich véi cic img dung chiing virus cia bén thir ba,

() Light Agent d& bao vé& méi truéing 3o

& ch& dé nay, (g dung dugc str dung nhu mdt phan cla gidi phdp Kaspersky Security
for Virtualization Light Agent d€ bao vé cc may &o chay hé di2u hanh khach Windows.

Bao vé ha téng VDI

© 2024 AD Kaspersky Lab
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Lua chon cau hinh &rng dung

Ché d6 tiéu chuan. Cau hinh mac dinh. Cau hinh nay cho phép ban st dung tét ca cac thanh phan cla
rng dung, bao gém cac thanh phan cung cap ho trg cho cac gidi phap Detection and Response. Cau hinh
nay dugc sir dung dé bado vé may tinh toan dién trudc nhiéu méi de doa, tdn cdng mang va gian lan.

Endpoint Detection and Response Agent. Trong ciu hinh nay, ban chi c¢6 thé cai dat cac thanh phan ho
trg cho cac gidi phap Detection and Response: Endpoint Detection and Response (KATA), Managed
Detection and Response (MDR), Network Detection and Response (KATA), cling nhu Kaspersky Unified
Monitoring_.and Analysis Platform (KUMA). Day la cau hinh can thiét néu Endpoint Protection Platform
(EPP) ctia bén thi ba dugc trién khai trong té chirc clia ban cling véi gidi phap Kaspersky Detection and
Response. Diéu nay lam cho Kaspersky Endpoint Security trong cau hinh Endpoint Detection and
Response Agent tuong thich véi cac irng dung EPP cla bén thir ba.

Light Agent dé& bdo vé méi truwdng do. Cau hinh nay dugc danh cho rng dung dugc sir dung nhu mét
phan cla gidi phap Kaspersky Security for Virtualization Light Agent. Phai cai dat Light Agent trén moi
may 4o can dugc bao vé bang gidi phap nay. Trong cdu hinh nay, ban khéng thé s&r dung cac thanh phan
cac thanh phan Ma hoa dir liéu hoac Kiém soat thich irng su ¢6. Néu ban dang cai dat Light Agent trén
mot mau may do sé dugc sir dung dé tao mdy do khéng luu céc thay déi, hdy chon hop kiém Bao vé ha
tang VDI (VDI chir |a viét tat cla Virtual Desktop Infrastructure). Ché dé bao vé VDI gilp toi uu hda hiéu
nang clia Kaspersky Endpoint Security trén cdc may do khong luu cac thay d6i. O ché do nay, Light Agent
tlr ch6i cac ban cap nhat ing dung doi hoi khai dong lai mdy do. Khi nhan dugc cac ban cap nhat irng
dung yéu cau khai dong lai, Light Agent s& tao mét su kién vé viéc can cap nhat mau clda cac may ao
duoc bao vé.
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Cac thanh phan Kaspersky Endpoint Security

Trong tién trinh cai dat nay, ban c6 thé chon cac thanh phan Kaspersky Endpoint Security ma ban mudn
cai dat (xem hinh bén dudi). Thanh phan Bdo vé mai de doa tap tin la mét thanh phan bat buéc phai
dudgc cai dat. Ban khong thé hiy bo viéc cai dat no.

‘ﬂ Kaspersky Endpoint Security cho Windows

Cai dat tiry chinh

Lira chon cac tinh néng (g dung ma ban mudn cai dat.

Bao vé mdi de doa mang

Bao vé mdi de doa tap tin

Bao vé méi de doa thu dién b
Bao vé mdi de doa web

Bao vé AMSI

Phong chdng t&n céng BadUsB
b Tudng Ira

Bao v& mdi de doa thigt yéu

Vigc cai d&t tinh ning yéu cAu 1KB. Tinh ndng cd & / 7 tinh néng phu & dia
dirgc chon. Viéc cai d&t cac tinh nang phu yéu Gu 36 MB.

| © 2024 AO Kaspersky Lab

Tra gitp Dt lai < Quay lai Hiy bd

Lua chon cac thanh phan irng dung dé cai dat
Theo mac dinh, tat ca cac thanh phan (rng dung déu dugc chon dé cai dat ngoai trir cac thanh phan sau:

e Phong.ch6ngTan céng BadUSB.

e Cac thanh phan ma héa dir liéu.

e Cac thanh phan Detection and Response.

ban can chay lai Trinh huéng dan cai dat va chon thay déi cac thanh phan kha dung.

NE&u ban can cai dat cac thanh phan Detection and Response thi Kaspersky Endpoint Security sé hé trg
cac cau hinh sau:

¢ Chi Endpoint Detection and Response Optimum

¢ Chi Endpoint Detection and Response Expert

e Chi Endpoint Detection and Response (KATA)

e Chi Network Detection and Response (KATA)

e ChiSandbox

e Endpoint Detection and Response Optimum va Sandbox

e Endpoint Detection and Response Expert va Sandbox

e Endpoint Detection and Response (KATA) va Sandbox

e Network Detection and Response (KATA) va Endpoint Detection and Response (KATA)

e Network Detection and Response (KATA) va Managed Detection and Response
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Kaspersky Endpoint Security s& xac minh viéc chon cac thanh phan trudc khi cai dat (rng dung. Néu cau
hinh da chon cla cac thanh phan Detection and Response khéng dugc hé trg thi khong thé cai dat
Kaspersky Endpoint Security.

Chon thu muc dé cai dat irng dung

Ban c6 thé thay déi dudng dan cai dat clia Kaspersky Endpoint Security trén mot may khach. Theo mac
dinh, 'ng dung dugc cai dat trong thu muc %ProgramFiles(x86)%\Kaspersky Lab\KES.12.8.

Cau hinh khu vurc tin tuéng

K& tlr Kaspersky Endpoint Security 12.6 cho Windows, loai trir quét va rng_dung_dugc tin tudng dugc
thém vao khu vuc tin tudng. Cac rng dung dugc tin tudng va loai trir quét dugc xac dinh trudc gilp
nhanh chéng cau hinh Kaspersky Endpoint Security trén may chd SQL, mdy chd Microsoft Exchange va
System Center Configuration Manager. Biéu nay c6 nghia la ban khdng can thiét 1ap khu vurc tin tudng
theo cach thu céng cho (rng dung trén may chu.

Ké tlr Kaspersky Endpoint Security 12.8 cho Windows, ban c6 thé cai dat 'ng dung & ché do Light Agent
dé bao vé mai truding do. Cac loai trir quét dugc dinh san va cac irng dung dugc tin tudng co thé gitp
ban nhanh chéng cau hinh Kaspersky Endpoint Security trong cac mdi trudng may ao Citrix va VMware.

Ban cling c6 thé cau hinh khu vurc tin tudng sau trong thudc tinh chinh sach: loai trir quét va ing_dung
duagc tin tudng.

Thiét lap nang cao

‘E] Kaspersky Endpoint Security cho Windows — X

San sang dé cai dat

Vui 16ng x&c nhan ban d3 s&n sang d& cai d&t img dung.

Chon Cai g5t d€ bat d8u cai dat. N&u ban mudn xem lai hodc thay ddi bat ky thist Iap cai dat
nao, nhan Quay lai. Chon Hiy bé d& thodt khai Trinh hudng dan.

K&t ndi mang hoAc Internet cd thé bi gian doan va cac thing bao cla hé digu hanh b thé hién
thi trong qua trinh cai 83t (mg dunig.

[15&m béo kha néng trong thich vdi Citrix PVS

Hanh déng durgc khuyén nghi sau khi hoan tat cai d5t ing dung:
[ Thém duréng dan vao tap tin avp.com vdi bién hé thing ePATH:

{c) 2024 AO Kaspersky Lab

<quayia iy b

Thiét I3p cai dat ing dung ndng cao

Bao vé tién trinh cai dat irng dung. Bao vé qua trinh cai dat bao gém tinh nang bao vé chéng lai nguy
co thay thé g6i phan phoi bang cac i'ng dung ddc hai, chan truy cap dén thu muc cai dat clia Kaspersky
Endpoint Security, va chan truy cap dén phan registry hé thdng cé chira cac khéa ctda irng dung. Tuy
nhién, néu ing dung khéng thé dugc cai dat (vi du, khi thuc hién cai dat tir xa vdi su trg gitip cda
Windows Remote Desktop), ban nén tat chirc nang bao vé quy trinh cai dat.

Pam bdo kha nang twong thich véi Citrix PVS. Ban c6 thé bat hé trg Citrix Provisioning Services dé cai
dat Kaspersky Endpoint Security Ién mét may tinh ao.
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Thém duéng dan vao tap tin avp.com v&i bién hé théng %PATH%. Ban c6 thé thém dudng dan cai
dat vao bién s6 %PATH% dé tién s&r dung_ giao dién dong_lénh.

Cai dat rng dung tir xa s&r dung Trinh Quan ly Cau hinh Trung tam Hé
thong

Cac hudng dan nay danh cho Trinh Quan ly C4u hinh Trung tdm Hé théng 2012 R2.

Dé cai dat tir xa mot ing dung str dung Trinh Quéan ly Cdu hinh Trung tdm Hé théng:
1. M& bang diéu khién cta Trinh Quan ly Cau hinh.
2. Trong phan bén phai ctia bang diéu khién, trong muc App management, chon Packages.

3. Trong phan trén cdia bang diéu khién, trong bang kiém soat, nhan nut Create package.
Viéc nay sé bat dau Trinh hudng dan Ung dung va Géi tin M.

4. Trong Trinh huéng dan Ung dung va Goi tin Mdi:
a. Trong muc Package:
e Trong trudng Name, nhap tén cla goi cai dat.

e Trong trudng Source folder, hay chi dinh dudng dan dén thu muc chira go6i phan phéi cla
Kaspersky Endpoint Security.

b. Trong muc Application type, chon Standard program.
c. Trong muc Standard program:

e Trong trudng Name, nhap tén dac trung cho goi cai dat (vi du, tén rng dung bao gém ca phién
ban).

e Trong trudng Command line, nhap tuy chon cai dat ctia Kaspersky Endpoint Security tir dong
[énh.

e Nhan nut Browse dé nhap dudng dan dén tap tin thuc thi ciia ing dung.
e Dam bdo danh sach Run mode c6 muc Run with administrative rights dugc chon.
d. Trong muc Requirements:

e Chon hop kiém Run another program first néu ban muén mot &rng dung khac dugc khdi chay
trudc khi cai dat Kaspersky Endpoint Security.

Chon (rng dung tir danh sach tha xuéng Application hodc nhap dudng dan dén tap tin thuc thi
clia ing dung nay véi nat Browse.

e Chon tuy chon This program can run only on specified platforms trong muc Platform
requirements néu ban muén rng dung chi dugc cai dat trong cac hé diéu hanh dugc quy dinh.

& danh sach dudi day, chon hép ki€m d6i dién cac hé diéu hanh s& c6 thé cai dat Kaspersky
Endpoint Security.
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Budc nay la khdong bat budc.
e. Trong muc Summary, kiém tra tat ca cac gia tri dugc nhap cda ciu hinh va nhan Next.
Goi cai dat dugc tao sé xuat hién trong muc Packages trong danh sach cac goi cai dat kha dung.

5. Trong menu ng{f canh clia géi cai dat, chon Deploy.
Viéc nay sé bat dau Trinh hudng dan Trién khai.

6. Trong Trinh hudng dan Trién khai:
a. Trong muc General:

e Trong trudng Software, nhap tén dac trung cla goi cai dat hodc chon goéi cai dat tir danh sach
vG6i n(t Browse.

e Trong trudng Collection, nhap tén cia nhém mady tinh ma trén dé sé cai dat ng dung, hodc
chon nhém nay v&i nut Browse.

b. Trong muc Contains, b6 sung cac diém phan phdi (dé biét thém chi tiét, vui long tham khao tai
liéu trg gitp cho Trinh Quan ly Cau hinh Trung tam Hé théng).

c. Néu can thiét, nhap gia tri cho cac cdu hinh khac trong Trinh hudng dan Trién khai. Cac cau hinh
nay la khéng bat budc dé cai dat tir xa Kaspersky Endpoint Security.

d. Trong muc Summary, kiém tra tat ca cac gia tri dugc nhap cda cdu hinh va nhan Next.

Sau khi Trinh hudng dan Trién khai d& két thic, mot tac vu sé dugc tao dé cai dat tir xa Kaspersky
Endpoint Security.

M6 ta thiét [ap cai dat cda tap tin setup.ini

Tap tin setup.ini sé dugc sir dung khi cai dat rng dung tr dong lénh, hoac khi str dung Group Policy
Editor ca Microsoft Windows. D& ap dung thiét |ap tir tap tin setup.ini, hdy dat tap tin nay vao thu muc
chira g6i phan phoi Kaspersky Endpoint Security.

Chi str dung tap tin setup.ini khi cai dat 'ng dung trong ché d6 im lang.

i

— TAI XUONG TAP TIN SETUP.INI=

Tap tin setup.ini bao gém cac phan sau:
e [Setup] - thiét Iap tong quat cho ban cai dat rng dung.

e [Components] - lua chon cac thanh phan irng dung sé& dugc cai dat & ché do Tiéu chuan. Néu khéng
c6 thanh phan nao dugc quy dinh, tat ca cac thanh phan kha dung cho hé diéu hanh déu sé dugc cai
dat. Bdo vé mai de doa tap tin la mét thanh phan bat budc va dugc cai dat trén may tinh bat ké thiét
lap dugc chi dinh trong phan nay.

e [Tasks] -lua chon cac tac vu dugc bao gom trong danh sach tac vu clia Kaspersky Endpoint Security.
Néu khéng c6 tac vu nao dugc quy dinh, tat ca cac tac vu déu dugc bao gém trong danh sach tac vu
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cla Kaspersky Endpoint Security.

Cac gia tri thay thé cho 1 la cac gia tri yes, on, enable, enabled, va true. Cac gi tri thay thé cho @
la cac gia tri no, off, disable, disabled, va false.

Cac thiét [ap cla tap tin setup.ini

Phan Tham sé
[Setup] InstallDir
ActivationCode
EULA=1

PrivacyPolicy=1

KSN

Login

Password

PasswordArea

Mo ta
Pudng dan dén thu muc cai dat irng dung.
Ma kich hoat Kaspersky Endpoint Security.
Chap nhéan cac diéu khoan cda Thda thuan gidy phép ngudi dung cudi. Van ban

cla Thoa thuan Gidy phép dugc bao gém trong gdi phan phdi clia Kaspersky
Endpoint Security.

Viéc chap nhan cac diéu khodn ctia Théa thuan gidy phép ngudi dung cudi la
can thiét dé cai dat ng dung hodc nang cap phién ban ng dung.

Chap nhan Chinh sach quyén riéng tu. Van ban cda Chinh sach quyén riéng tu
dugc bao géom trong goi phan phoi clia Kaspersky Endpoint Security.

DE cai dat ing dung hodc nang cdp ing dung phién ban ng dung, ban phai
chap nhan Chinh sach quyén riéng tu.

Dong y hodc tlr chdi tham gia Kaspersky Security Network (KSN). Néu khéng cé gia
tri ndo dugc thiét 1ap cho tham sé nay, Kaspersky Endpoint Security sé nhac ban
xac nhan su dong y hoac tlr chéi tham gia KSN khi Kaspersky Endpoint Security
dugc khéi dong lan dau. Gia tri kha dung:

e 1 -do6ngy tham gia KSN.
e 0 - tir chdi tham gia KSN (gia tri mac dinh).

Goi phan phéi Kaspersky Endpoint Security dugc t6i uu cho viéc st dung vdi
Kaspersky Security Network. Néu ban khéng chon tham gia Kaspersky Security
Network, ban nén cap nhat Kaspersky Endpoint Security ngay sau khi hoan tat cai
dat.

Thiét 1ap tén ngudi dung dé truy cap cac tinh nang va thiét 1ap cia Kaspersky
Endpoint Security (thanh phan Mat khdu). Tén ngudi dung dugc quy dinh cling véi
cac thiét 1ap Password va PasswordArea. Tén ngudi dung KLAdmin dugc sir dung
theo mac dinh.

Quy dinh mét mat khau dé truy cap cac tinh nang va cdu hinh ctia Kaspersky
Endpoint Security (mat khau dugc quy dinh cing véi cac tham s6 Login va
PasswordArea).

Néu ban quy dinh mét mat khau nhung khéng quy dinh tén ngudi dung véi tham
s6 Login, tén ngudi dung mac dinh KLAdmin sé dugc s dung.

Quy dinh pham vi ctia mat khau dé truy cap Kaspersky Endpoint Security. Khi
ngudi dung ¢ gang thuc hién modt hanh ddng cé trong pham vi nay, Kaspersky
Endpoint Security s& hdi thdng tin tai khodn clia ngudi dung (cac tham sé Login
va Password). SUrdung ky tu " ; " d€ nhap nhiéu gia tri.

Gia tri kha dung:
e SET - s(ra ddi thiét 1ap ing dung.

e EXIT -thoat ing dung.

e DISPROTECT - tat thanh phan bao vé va dirng tac vu quét.
e DISPOLICY - tat chinh sach Kaspersky Security Center.

e UNINST - g& bod irng dung khdi may tinh.

e DISCTRL - tat cac thanh phan diéu khién.
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SelfProtection

EnableAzureSupport

Reboot=1

AddEnvironment

AMPPL

UPGRADEMODE

e REMOVELIC - g& bd khoa.
e REPORTS - xem bao cao.

Vi du: PasswordArea=SET;PasswordArea=UNINST;PasswordArea=EXIT.

B4t hodc tat co cdu bao vé cai dat irng dung. Gia tri kha dung:
e 1 - Cocdu bdo vé cai dat ing dung dugc bat (gia tri mac dinh).

e 0 - Cocdu bdo vé cai dat irng dung bij tat.

Bao vé qua trinh cai dat bao géom tinh nang bao vé chdng lai nguy co thay thé géi
phan phdi bang cac ing dung doc hai, chan truy cap dén thu muc cai dat cta
Kaspersky Endpoint Security, va chan truy cap dén phan registry hé théng cé chira
cac khoa clia ing dung. Tuy nhién, néu (rng dung khéng thé dugc cai dat (vi dy,
khi thuc hién cai dat tir xa vdi sy trg gitp ctia Windows Remote Desktop), ban nén
tat chirc nang bao vé quy trinh cai dat.

Bat hoac tat ché dé tuong thich Azure WVD. Gia tri kha dung:
e 1 - Ché d6 tuong thich Azure WVD dugc bat.

e 0 - Ché do tuong thich Azure WVD bij tat (gia tri mac dinh).

Tinh nang nay cho phép hién thj chinh xac trang thai cia may do Azure trong bang
diéu khién Kaspersky Anti Targeted Attack Platform. D& theo d&i hiéu nang cuia
may tinh, Kaspersky Endpoint Security s& giri thong tin do tir xa dén cac may chu
KATA. Thong tin do tir xa chira m6t ID cla may tinh (Sensor ID). Ché d0 tuong
thich Azure WVD cho phép gén Sensor ID duy nhéat vinh vién cho cadc may 4o nay.
Néu ché dd tuong thich bj tat thi Sensor ID c6 thé thay d6i sau khi may tinh dugc
khai déng lai do cach may do Azure hoat ddng. Biéu nay c6 thé khién cac may do
trung 1ap xuat hién trén bang diéu khién.

Tu dong khdi ddng lai may tinh néu can thiét sau khi cai dat hodc nang cap tng
dung. Néu khdng c6 gié tri nao dugc dat cho tham sé nay thi viéc tu dong khéi
dong lai mady tinh sé& bj chan.

Khong can khai dong lai khi cai dat Kaspersky Endpoint Security. Chi can khéi
ddng lai néu ban da g& bd cac ing dung khéng tuong thich trudc khi cai dat. Co
thé can khai dong lai khi cap nhat phién ban ng dung.

Trong bi€n hé théng %PATH%, b8 sung dudng dan dén cac tap tin thuc thi trong
thu muc cai dat Kaspersky Endpoint Security. Gia tri kha dung:

e 1 - Bién hé thdng %PATH% sé& dugc b sung dudng dan dén cac tap tin thuc
thi trong thu muc cai dat Kaspersky Endpoint Security.

e 0 - Bién hé théng %PATH% s& khdng dugc bé sung dudng dan dén cac tap tin
thurc thi trong thu muc cai dat Kaspersky Endpoint Security.

Bat hodc tat tinh nang bdo vé cac tién trinh Kaspersky Endpoint Security bang
c6ng nghé AM-PPL (Antimalware Protected Process Light). D& biét thém chi tiét vé
cdng nghé AM-PPL, vui 1dng truy cap website Microsoft .

C6ng nghé AM-PPL c6 s8n trén hé diéu hanh Windows 10 phién ban 1703 (RS2)
hodac mé&i hon va Windows Server 2019.

Gia tri kha dung:

e 1 -Tinh ndng bao vé cac tién trinh Kaspersky Endpoint Security bang cong
nghé AM-PPL duogc bat.

e 0 -Tinh nang bdo vé cac tién trinh Kaspersky Endpoint Security bang cong
nghé AM-PPL bj tat.

Ché d6 nang cap Urng dung:
e Seamless nghia la nang cdp ing dung bang cach khéi dong lai may tinh (gia
tri mac dinh).

e Force c6 nghiala nadng cap irng dung ma khong can khai dong lai.

Ban c6 thé nang cdp ing dung ma khdng can khai dong lai ké tir phién ban
11.10.0. Ban phai khai déng lai may tinh dé nang cdp phién ban c hon cta ting
dung. Ban cling c6 thé cai dat cac ban va ma khéng can khédi dong lai ké tir phién
ban 11.11.0.
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ConfigPath

SetupReg

EnableTraces

TracesLevel

RESTAPI

RESTAPI_User

RESTAPI_Port

RESTAPI_Certificate

StandaloneMode

Khoéng can khai dong lai khi cai dat Kaspersky Endpoint Security. Vi vay, ché do
nang cap clia 'ng dung sé dugc chi dinh trong thiét Iap ing dung. Ban c6 thé thay
d6i tham s8 nay trong thiét 18p (rng dung_hoac trong_chinh sach.

Khi ndng cap &ng dung da dugc cai dat, mdrc vu tién cda tham s6 dugc chi dinh
trong tap tin setup.ini cao hon mdc uu tién cdia tham s6 dugc chi dinh trong thiét
lap 'ng_dung hodc trong dong 1énh. Vi du: néu ché d6 nang cap Force dugc chi
dinh trong tap tin setup.ini va ché d6 Seamless dugc chi dinh trong thiét Iap trng
dung thi ban nang cap sé dugc cai dat ma khong khéi déng lai may tinh (Force).
Néu ban dang str dung tap tin setup.ini trong d6 tham s6 UPGRADEMODE khdéng
dugc chi dinh thi trinh cai dat sé st dung gia tri mac dinh (Seamless) va sé cai dat
ban nang cap khi khéi dong lai may tinh.

Cai dat ing dung badng cac thiét 1ap dugc dinh san. D& thuc hién, ban can tai lén
mot tap tin dinh nghta thiét 1ap cta Kaspersky Endpoint Security. Ban c6 thé tao
mot tap tin cdu hinh trong giao dién cuc bd clia ng dung.

Cho phép ghi cac khéa registry tir tap tin setup.reg vao registry. SetupReg:
setup.reg gia tri tham so.

Bat hodc tat truy vét irng dung. Sau khi Kaspersky Endpoint Security khdi chay,
Urng dung sé luu cac tap tin dau vét vao thu muc %ProgramData%\Kaspersky
Lab\KES.21.20\Traces. Gia tri kha dung:

e 1 -truy vét dugc bat.
e 0 - truy vét bj tat (gia tri mac dinh).
Cap chi tiét du vét. Gia tri kha dung:
e 100 (nghiém trong). Chi théng bao vé cac 16i nghiém trong.
e 200 (cao). Théng bao vé tat ca cac 16i, bao gém 16i nghiém trong.
e 300 (chan doan). Thdong bao vé tat ca cac 16i va canh bao.

e 400 (quan trong). T4t c& cac thdng béo 16i, cdnh béo va théng tin bé sung.

500 (binh thudng). Théng bédo vé tat ca cac 16i va canh bdo, cling nhu théng
tin chi tiét vé hoat ddng clia &rng dung trong ché dd binh thuong (mac dinh).

e 600 (thap). Tat ca cac théng bao.

Quan ly rng dung théng qua REST APL D& quan ly ing dung théng qua REST API,
ban phai chi dinh tén ngudi dung (tham s6 RESTAPI_User ).

Gié tri kha dung:
e 1 -quanlythéng qua REST API dugc cho phép.

e 0 -quan ly théng qua REST API bi chan (gia tri mac dinh).

PE quan ly ing dung théng qua REST API, ban phai cho phép quan ly bang cac hé
théng quan tri. D& thuc hién, hdy dit tham s6 AdminKitConnector=1. N&u ban
quéan ly ing dung théng qua REST API, ban khéng thé quan ly (rng dung bang cac
hé théng quan tri clia Kaspersky.

Tén nguoi dung cda tai khodn mién Windows dugc str dung dé quan ly (rng dung
théng qua REST APL Quan ly ing dung thong qua REST API chi kha dung cho
ngudi dung nay. Nhap tén ngudi dung theo dinh dang <DOMAIN>\<UserName> (vi
du: RESTAPI_User=COMPANY\Administrator). Ban chi cé thé chon mét ngudi dung
dé lam viéc v4i REST APL

Thém tén ngudi dung 1a diéu kién tién quyét d€ quan ly ing dung théng qua REST
APL

C6ng dugc sir dung dé quan ly &'ng dung théng qua REST APL Céng 6782 dugc st
dung theo mac dinh. Dam bdo rang céng chua dugc sir dung.

Chirng chi dé xac dinh cac yéu cau (vi du: RESTAPI_Certificate=C:\cert.pem).
Tuong tac bao mat clia Kaspersky Endpoint Security vGi may khach REST yéu cau
dinh c&u hinh nhan dang yéu cau. D& thuc hién, ban phai cai dat chirng mot chi va
sau dé ky vao tai trong ctia méi yéu cau.

Cai dat ing dung & ché do Endpoint Detection and Response Agent (EDR Agent).
Endpoint Detection and Response Agentla mot irng dung dugc cai dat trén cac
may tram va may chu riéng |é trong co s& ha tdng CNTT cua t6 chirc d€ hé trg cac
giadi phap Kaspersky Managed Detection and Response va Kaspersky Anti Targeted
Attack Platform. EDR Agent tuong thich véi cac (rng dung EPP clia bén thit ba.
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KSVLAMode

InstallOnVvDI

KESExcusions

LAExclusions

EnableUniqueSensorID

Diéu nay cho phép ban sir dung cac cong cu bdo mét co sd ha tang cla bén thir ba
cung vdi tinh nang Detection and Response by Kaspersky.

DE cai dat EDR Agent, trong phan [Components], hdy chon thanh phan
StandaloneKATA, StandaloneNDR hodc StandaloneMDR. EDR Agent khéng hé trg
cac thanh phan &rng dung khéc.
Gia tri kha dung:

e 1 dé& cai dat ing dung & ché dd EDR Agent.

e 0 dé cai dat 'ng dung & ché dé Tiéu chudn (mac dinh).

Cai dat irng dung & ché dd Light Agent. Cau hinh nay dugc danh cho &rng dung
dugc str dung nhu mot phan clia gidi phap Kaspersky Security for Virtualization
Light Agent. Phai cai dat Light Agent trén méi mdy do can dugc bao vé bang giai
phap nay.
Gié tri kha dung:

e 1 dé cai dat 'ng dung & ché dé Light Agent.

e 0 d€ cai dat 'ng dung & ché dé Tiéu chuan (mac dinh).

Bat ché dé bao vé VDI khi cai dat &r'ng dung & ché do Light Agent (KSVLAMode=1).
Ché dé bao vé VDI gilp t6i uu hda hiéu ndng clia Kaspersky Endpoint Security trén
cac may 3o khdng luu cac thay déi. & ché dd nay, Light Agent tir chéi cac ban cap
nhat 'ng dung doi héi khdi déng lai may do. Khi nhan dugc cac ban cap nhat ing
dung yéu cau khdi déng lai, Light Agent sé tao mot sy kién vé viéc can cap nhat
mau clia cac may do dugc bao vé.

Gia tri kha dung:

e 1 débat ché dd bao vé VDL

e 0 détat ché dd bdo vé VDI (mac dinh).

Thém loai trir quét dinh sdn va (rng_ dung_dugc tin tudng khi cai dat ing dung trén
may chu. Cac 'ng dung dugc tin tudng va loai trir quét dugc xac dinh trudc gitp

Microsoft Exchange va System Center Configuration Manager. Vi du: cac loai trir
quét dugc xac dinh trudc cho mdy chi SQL bao gém cac tap tin co s& dir liéu MDF
va LDF. biéu nay cé nghia la ban khong can thiét 1ap khu vuc tin tudng theo cach
thdi cdng cho (ng dung trén may cha.

Gia tri kha dung:

e 1 bat céc loai trir quét dugc dinh sdn va cac irng dung dugc tin tudng.

e 0 tt cac loai trir quét dugc dinh sdn va cac ing dung dugc tin tudng.

Thém loai trir quét dugc dinh san v (rng_dung dugc tin tudng khi cai dat ing dung
trén may do (ché& dé Light Agent). Cac loai trir quét dugc dinh san va cac irng dung
dugc tin tudng co thé gilip ban nhanh chong cdu hinh Kaspersky Endpoint
Security trong cac méi trudng may ao Citrix va VMware.

Gia tri kha dung:
e 1 bat cac loai trir quét dugc dinh sdn va cac irng dung dugc tin tudng.

e 0 tt cac loai trir quét dugc dinh sdn va cac ing dung dugc tin tudng.

Tao dinh danh may tinh duy nhat (Sensor ID) trong qua trinh cai dat hoac cap nhat
Urng dung. Sensor ID dugc sir dung trong gidi phap Kaspersky Anti Targeted
Attack Platform dé xac dinh cac may tinh glri dir liéu tir xa dén may chd. Khi tao
Sensor ID, rng dung sé& s&r dung mét thuat toan c6 can nhac dén cau hinh cla
may tinh nhu sé sé-ri cla bo mach chd. Trong mét sé truong hop, vi du nhu khi s
dung trng dung trong maéi trudng &o, Sensor ID c6 thé bij triing l&p. Do do,
Kaspersky Anti Targeted Attack Platform khéng thé xac dinh dugc may tinh nao da
gui dir liéu tir xa. D& tao mot Sensor ID duy nhét, ban can dit tham sé
EnableUniqueSensorID=1. K&t qua la ing dung sé st dung mot thut toan khéac
dé tao Sensor ID, thuat toan nay sé can nhac dén cac dir liéu khac vé may tinh.
Lam vay sé& dam bao c6 mét Sensor ID duy nhat.

Theo mac dinh, tham s6 nay khéng dugc dat. Ung dung ké thira Sensor ID trong
cac truong hop sau:

e Cap nhat phién ban ctia 'ng dung;
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[Components]

ALL

MailThreatProtection
WebThreatProtection
AMSI
HostIntrusionPrevention
BehaviorDetection
ExploitPrevention
RemediationEngine
Firewall
NetworkThreatProtection
WebControl
DeviceControl
ApplicationControl
AdaptiveAnomaliesControl
CloudDiscovery
LogInspector
SystemIntegrityMonitor
FileEncryption
DiskEncryption
BadUSBAttackPrevention

EDR

EDRCloud

AntiAPTFeature

SB

e chuyén cdu hinh [KES+KEA] sang cdu hinh [KES+tac nhan tich hgp].

La mot phan clia qua trinh slra irng dung, do dé trng dung c6 géng ké thira Sensor

ID. Néu khong thé khoi phuc Sensor ID, (rng dung s& tao ra mét Sensor ID mdi.

Cai dat tat ca cac thanh phan. Néu gié tri tham s6 1 dugc quy dinh, tat ca cac
thanh phan sé& dugc cai dat bat ké cdu hinh cai dat clia cac thanh phan riéng Ié.

Do cach cac gidi phap Detection and Response dugc hé trg, Endpoint
Detection and Response Optimum ciing nhu cac thanh phan clia Kaspersky
Sandbox dugc cai dat trén may tinh. Thanh phan Endpoint Detection and
Response Expert khong tuong thich véi cau hinh nay.

Bdo vé maéi de doa thu dién tir.
Bdo vé maéi de doa web.

Bao vé AMSI.

Phong chdng xdm nhap may chd.
Phat hién hanh vi.

Phong chong khai thac.

Cdng cu khac phuc.

Tuong Ilra.

Bao vé moi de doa mang.

Ki€ém soat Web.

Kiém soat thiét bi.

Kiém soat irng dung.

Kiém soat thich &rng sy cé.

Cloud Discovery.

Kiém tra nhat ky

Giam sat tinh toan ven cla hé théng.
Thu vién Ma héa mirc d6 tap tin.
Thu vién Ma héa toan bd & dia.
Phong chdng Tén cong BadUSB.

Endpoint Detection and Response Optimum (EDR Optimum).

Thanh phan nay khéng tuong thich véi cac thanh phan EDR Expert
(EDRCloud) va EDR KATA ( EDRKATA).

Endpoint Detection and Response Expert (EDR Expert).

Thanh phan nay khéng tuong thich véi cac thanh phan EDR Optimum (EDR)
va EDR KATA (EDRKATA).

Endpoint Detection and Response (KATA).

Thanh phan nay khéng tuong thich vgi cac thanh phan EDR Expert
(EDRCloud) va EDR Optimum (EDR).

Kaspersky Sandbox hodc KATA Sandbox.
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Kaspersky Sandbox la gidi phap Detection and Response solution déc 1ap cta
Kaspersky. KATA Sandbox la mot thanh phan cla gidi phap Kaspersky Anti
Targeted Attack Platform.

MDR Managed Detection and Response.

NDR Network Detection and Response (KATA).

Thanh phan nay khéng tuong thich véi cac thanh phan EDR Expert
(EDRCloud) va EDR Optimum (EDR).

AdminKitConnector Quan ly i'ng dung bang cac hé théng quan tri. Kaspersky Security Center la mét vi
du vé hé théng quan tri. Ngoai cac hé théng quan trj clia Kaspersky, ban c6 thé sir
dung cac gidi phap cla bén thr ba. Kaspersky Endpoint Security cung cap mét API
cho muc dich nay.

Gia tri kha dung:
e 1 -cho phép quan ly ing dung vdi su trg gitp clia cac hé thong quan tri (gia
tri mac dinh).

e 0 - chicho phép quan ly 'ng dung qua giao dién cuc bd.

KUMAIntegration Tich hgp véi KUMA.

StandalonekATA Cai dat irng dung & ché dé Endpoint Detection and Response Agent (EDR Agent)
dé tich hop véi Kaspersky Anti Targeted Attack Platform (EDR).

StandaloneMDR Cai dat irng dung & ché dé Endpoint Detection and Response Agent (EDR Agent)
dé tich hop véi Kaspersky Managed Detection and Response.

StandaloneNDR Cai dat ing dung & ché do Endpoint Detection and Response Agent (EDR Agent)
dé tich hop vdi Kaspersky Anti Targeted Attack Platform (NDR).

[Tasks] ScanMyComputer Tac vu Quét toan bd. Gia tri kha dung:

e 1 -Tacvu nay sé dugc bao gdm trong danh sach tac vu clia Kaspersky
Endpoint Security.

e 0 - Tac vu nay khéng dugc bao gém trong danh sach tac vu cta Kaspersky

Endpoint Security.

ScanCritical Tac vu Quét khu vuc quan trong. Gié tri kha dung:

e 1 -Tacvu nay sé dugc bao gém trong danh sach tac vu clia Kaspersky
Endpoint Security.

e 0 -Tac vu nay khéng dugc bao gom trong danh séach tac vu cla Kaspersky

Endpoint Security.

Updater Tac vu cap nhat. Gia tri kha dung:

e 1 -Tacvu nay sé dugc bao gém trong danh sach tac vu clia Kaspersky
Endpoint Security.

e 0 - Tac vu nay khéng dugc bao gém trong danh sach tac vu clia Kaspersky
Endpoint Security.

Thay d6i thanh phan irng dung

Trong qua trinh cai dat irng dung, ban c6 thé chon cac thanh phan sé kha dung. Ban c6 thé thay d6i cac
thanh phan &ng dung kha dung theo cac cach sau:

e Cuc bd bang cach sir dung Trinh hudng dan cai dat.

78



Cac thanh phan cdia 'ng dung dugc thay d6i bang phuong thic thong thudng danh cho hé diéu
hanh Windows, théng qua Control Panel. Chay Trinh hudng dan cai dat rng dung va chon tuy chon
dé thay d6i cac thanh phan rng dung kha dung. Lam theo chi dan trén man hinh.

Phuong phéap nay khong kha dung néu irng dung dugc cai dat qua Kaspersky Security Center.
Ban chi cé thé thay d6i bd thanh phan ng dung trong Control Panel sau khi cai dat 'ng_dung_cuc
bo.

e TU xa thdng qua Kaspersky Security Center.
Tac vu Thay d6i thanh phan g dung cho phép ban thay d6i cac thanh phan cda Kaspersky Endpoint
Security sau khi cai dat &ng dung.

Vui long luu y cac diém can nhac dac biét sau day khi thay d6i thanh phan &rng dung:

e Trén cac may tinh chay Windows Server, ban khéng thé cai dat tat ca cac thanh phan cda Kaspersky,
Endpoint Security (vi du: thanh phan Kiém soét thich ng su cé sé khéng kha dung).

e NE&u cac 6 dia cirng trén may tinh cla ban dugc bao vé bdi Ma hda toan bd 6 dia (FDE) thi ban khdong
thé x6a thanh phan M3 héa toan b6 6 dia. D& x6a thanh phan Ma hoa toan bd 6 dia, hay gidi ma tat ca
cac 6 dia cirng cGia may tinh.

e Néu may tinh c6 cac tap tin dugc ma héa (FLE) hoac ngudi dung st dung cac 6 di déng dugc ma hoa
(FDE hoac FLE) thi ban s& khéng thé truy cap cac tap tin va 6 dia di dong sau khi cac thanh phan Ma
hoéa dir liéu bi x6a. Ban c6 thé truy cap cac tap tin va 6 dia di dong bang cach cai dat lai cac thanh
phan Ma héa dtr liéu.

e Né&u rng dung dugc cai dat & ché do Light Agent trong_co s& ha tang VDI thi viéc thay d6i cac thanh
phan thiét 1ap khéng dugc ho trg.

Cach thém hoéc x6a cac thanh phan &rng dung trong Badng diéu khién quan tri (MMC) ®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.
Danh sach tac vu sé ma.

3. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cla Trinh huéng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Endpoint Security for Windows (12.8) . Lua chon thanh phan dé cai dat.

Budc 2. Thiét 1ap tac vu dé thay d6i cac thanh phan (ng dung
Chon cau hinh cta irng dung:

e Ché d6 tiéu chuan dé bao vé may tram va may chu. Cau hinh mac dinh. Cu hinh nay cho phép
ban sir dung tat ca cac thanh phan cla &rng dung, bao gom cac thanh phan cung cép hé trg cho
cac gidi phap Detection and Response. C4u hinh nay dugc sir dung dé bao vé may tinh toan dién
trudc nhiéu moi de doa, tdn cong mang va gian lan.

e Endpoint Detection and Response Agent dé bao vé truéc cdc méi de doa ndng cao va cac
cudc tdn c6ng nham muc tiéu. Trong cdu hinh nay, ban chi c6 thé cai dat cac thanh phan hé trg
cho cac giai phap Detection and Response: Endpoint Detection and Response (KATA), Managed
Detection and Response (MDR), Network Detection and Response (KATA), cling nhu Kaspersky
Unified Monitoring_ and Analysis Platform (KUMA). Day la cau hinh can thiét néu Endpoint
Protection Platform (EPP) cGia bén th(r ba dugc trién khai trong t6 chirc cdia ban cling véi gii
phap Kaspersky Detection and Response. Diéu nay lam cho Kaspersky Endpoint Security trong
cau hinh Endpoint Detection and Response Agent tuang thich v&i cac i'ng dung EPP clia bén thur
ba.

e Light Agent dé bao vé mai trwéng do. Cau hinh nay dugc danh cho &rng dung dugc st dung
nhu mot phan clia gidi phap Kaspersky Security for Virtualization Light Agent. Phai cai dat Light
Agent trén moi may do can dugc bdo vé bang gidi phap nay. Trong cdu hinh nay, ban khéng thé
str dung cac thanh phan cac thanh phan Ma hoéa dir liéu hoac Kiém soat thich irng su c6. Néu ban
dang cai dat Light Agent trén mét mau may do sé& dugc str dung dé tao mdy do khéng luu cac
thay d6i, hdy chon hép kiém Bao vé ha tang VDI (VDI chir |3 viét tat cla Virtual Desktop
Infrastructure). Ché dd bao vé VDI gilp t6i uu hda hiéu ndng clia Kaspersky Endpoint Security
trén cac may 3o khang luu cac thay déi. O ché dd nay, Light Agent tir chéi cac ban cap nhat ing
dung doi hdéi khéi dong lai may do. Khi nhan dugc cac ban cap nhat irng dung yéu cau khéi dong
lai, Light Agent s& tao mét su kién vé viéc can cap nhat mau clia cdc may do dugc bdo vé.

Chon cac thanh phan irng dung sé kha dung trén may tinh clia ngudi dung. Cau hinh thiét Iap nang

cao cho tac vu (xem bang bén dudi).

Budc 3. Chon cac thiét bj sé dugc gan tac vu

Chon cac may tinh s& dugc thuc hién tac vu trén dé. Cac tlly chon sau cé thé dugc sir dung:

e Gan tac vu vao mot nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gém trong mét nhém quan tri da dugc tao trudc dob.
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e Chon cac may tinh dugc Mdy chl quan tri phat hién trong mang - cdc thiét bj chua duoc gan. Cac
thiét bi dugc quy dinh cé thé bao gém cac thiét bi trong nhdém quan tri cling nhu cac thiét bi chua
duoc gan.

e Nhap vao thd céng dia chi cda thiét bi, hodc nhap cac dia chi tir moét danh sach. Ban c6 thé quy
dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudén gan tac vu.

Budc 4. Cau hinh lich khai chay tac vu

Cau hinh lich khé&i chay mot tac vy, vi du nhu khéi chay thd cdng hodc khi may tinh ranh.

Budc 5. Xac dinh tén tac vu

Nhéap tén cho tac vy, vi du: Thém thanh phdn Kiém sodt (g dung.

Budc 6. Hoan tat viéc tao tac vu

Thodat Trinh huéng dan. Néu can, hdy chon hop kiém Run the task after the wizard finishes. Ban
c6 thé giam sat tién dé cta tac vu trong thudc tinh tac vu.

K&t qua la nhém cac thanh phan Kaspersky Endpoint Security trén may tinh ngudi dung sé dugc
thay déi trong ché do im lang. Thiét 1ap cda cac thanh phan kha dung sé dugc hién thi trong giao
dién cuc bé clia ing dung. Cac thanh phan chua dugc bao gém trong irng dung sé bj tat, va khdng
thé thiét 1ap cho cac thanh phan nay.

Cach thém hodc x6a cac thanh phan &rng dung trong Bang diéu khién web va Bang diéu khién dam
may @
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1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao Add.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cda Trinh hudng dan.

Budc 1. Cau hinh thiét |ap tac vu tong quat

Cau hinh thiét 1ap cda tac vu tong quat:

1. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for Windows
(12.8.0).

2. Trong danh sach tha xuéng Task type, hdy chon Change application components.

3. Trong trudng Task name, nhap mét mé ta ngan, vi du nhu Thém thanh phén Kiém sodt ung
dung.

4. Trong phan Devices to which the task will be assigned, chon pham vi tac vu.

Budc 2. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh sé dugc thuc hién tac vu trén dé. Vi du: chon mét nhém quan tri riéng hoac xay
dung mét bo.

Budc 3. Hoan tat viéc tao tac vu

Chon hop kiém Open task details when creation is complete va két thdc trinh hudng dan.

Trong phan thudc tinh tac vy, hdy chon thé Application settings. Ti€p theo, hdy chon cau hinh cla
ng dung:

e Standard mode to protect workstations and servers. Cau hinh mac dinh. Cau hinh nay cho
phép ban str dung tat ca cac thanh phan cda irng dung, bao gém cac thanh phan cung cip ho trg
cho cac giadi phap Detection and Response. Cau hinh nay dugc sir dung dé bao vé may tinh toan
dién trudc nhiéu moi de doa, tdn cong mang va gian lan.

e Endpoint Detection and Response Agent to protect against advanced threats and targeted
attacks. Trong cdu hinh nay, ban chi cé thé cai dat cac thanh phan hd trg cho cac giai phap
Detection and Response: Endpoint Detection and Response (KATA), Managed Detection and
Response (MDR), Network Detection and Response (KATA), cling nhu Kaspersky Unified
Monitoring_and Analysis Platform (KUMA). Day la cdu hinh can thiét néu Endpoint Protection
Platform (EPP) clia bén th(r ba dugc trién khai trong t6 chirc clia ban cuing vdi gidi phap
Kaspersky Detection and Response. Diéu nay lam cho Kaspersky Endpoint Security trong cau hinh
Endpoint Detection and Response Agent tuong thich véi cac i'ng dung EPP clia bén thir ba.

¢ Light Agent to protect virtual environments. Cau hinh nay dugc danh cho &rng dung dugc st
dung nhu mét phan cla gidi phap Kaspersky Security for Virtualization Light Agent. Phai cai dat
Light Agent trén méi may do can dugc bao vé bang giai phap nay. Trong cdu hinh nay, ban khéng
thé s&r dung cac thanh phan cac thanh phan Ma hoéa dir liéu hoac Kiém soat thich (rng su c6. Néu

82



ban dang cai dat Light Agent trén mot mau may do sé dugc sir dung dé tao mdy do khéng luu céc
thay d6i, hdy chon hép kiém Protect VDI infrastructure (VDI chit la viét tat cda Virtual Desktop
Infrastructure). Ché d6 bao vé VDI gilp t6i uu hda hiéu ndng clia Kaspersky Endpoint Security
trén cac may 3o khang luu cac thay déi. O ché dd nay, Light Agent tir chéi cac ban cap nhat ting
dung doi hdi khéi dong lai may do. Khi nhan dugc cac ban cap nhat irng dung yéu cau khéi dong
lai, Light Agent s& tao mét su kién vé viéc can cap nhat mau clia cdc may do dugc bdo vé.

Chon cac thanh phan irng dung sé kha dung trén may tinh clia ngudi dung. Cau hinh thiét Iap nang
cao cho tac vu (xem bang bén dudi).

K&t qua la nhém cac thanh phan Kaspersky Endpoint Security trén may tinh ngudi dung sé dugc
thay déi trong ché do im lang. Thiét 1ap cda cac thanh phan kha dung sé dugc hién thi trong giao
dién cuc bé clia ing dung. Cac thanh phan chua dugc bao gém trong irng dung sé bj tat, va khdng
thé thiét 1ap cho cac thanh phan nay.

LOi c6 thé xdy ra khi cai dat, cap nhat hodc g& bd Kaspersky Endpoint Security. D€ biét thém théng
tin vé cach xutr ly cac 16i nay, vui long tham khao Ca sd tri thirc ho trg ki thuate.

Tham sé

Loai tror

Ché dd riéng /
Ché d6 két hop

G& bd irng
dung khdng
tuong thich
ctia héng thi
ba

Str dung mat
khau dé chinh
stra bd thanh
phéan irng
dung

Str dung ché
do tuong thich
Azure WVD

S&r dung mat
khau dé g& cai
dat Kaspersky
Endpoint
Agent va
Kaspersky
Security for
Windows
Server

Thiét 1ap nang cao cla tac vu

Mé ta

K& tir Kaspersky Endpoint Security 12.6 cho Windows, loai trir quét va (rng_ dung dugc tin tudng dugc thém vao
khu vurc tin tudng. Cac irng dung dugc tin tudng va loai trir quét dugc xac dinh trudc gitip nhanh chéng cau
hinh Kaspersky Endpoint Security trén mdy chi SQL, méy cha Microsoft Exchange va System Center
Configuration Manager. Biéu nay c6 nghia la ban khéng can thiét 1ap khu vuc tin tudng theo cach thd cdng cho
Urng dung trén may chd.

Ké tir Kaspersky Endpoint Security 12.8 cho Windows, ban cé thé cai dat irng dung & ché dd Light Agent dé bao
vé mdi trudng do. Cac loai trir quét dugc dinh sdn va cac ing dung dugc tin tudng cé thé giup ban nhanh chéng
cau hinh Kaspersky Endpoint Security trong cac maoi trudng may o Citrix va VMware.

Ban cling c6 thé cdu hinh khu vuc tin tudng sau trong thudc tinh chinh séach: loai trir quét va (rng dung_dugc tin
tudng.

Ban c6 thé tao cac nhom thanh phan riéng biét cho may tram va may ch - Ché& dé riéng. Trudc khi trién khai
gdi cai dat, trinh cai dat sé phat hién loai hé diéu hanh va chi cai dat nhirng thanh phan &rng dung ma ban da
chon cho loai hé diéu hanh do6. Theo d6, ban cé thé sir dung cing mét géi cai dat cho may tram va may chd.

Ché do két hop cung cap danh sach cac thanh phan chung cho may tram va may chd. Tinh kha dung cla tirng
thanh phan phu thudc vao loai hé diéu hanh. O ché dé nay, ban nén tao goi cai dat riéng cho may tram va goi cai
dat rieng cho may chdi. Ban chi c6 thé cdu hinh danh sach cac thanh phan chung trong goi cai dat & ché do Tiéu
chuan.

Trudc khi cai dat, Kaspersky Endpoint Security s& ki€ém tra may tinh dé xac dinh su hién dién cia phan mém tur
danh sach incompatible.txt. Kaspersky khéng dadm bao kha nang tuong thich cia Kaspersky Endpoint Security
vGi phan mém trong danh sach nay. Néu phat hién mot irng dung trong danh sach, trinh cai dat sé dirng trién
khai Kaspersky Endpoint Security.

Quan trj vién thudng bat Bdo vé bang mat khau dé han ché quyén truy cap vao Kaspersky Endpoint Security.
Nghfa |, dé slra d&i lua chon cac thanh phan ing dung, ban phai nhap théng tin dang nhap clia ngudi dung c6
quyén G& bé / thay d6i / khdi phuc trng dung. Vi du: ban c6 thé sir dung tai khoan KLAdmin.

Tinh nang nay cho phép hién thj chinh xac trang thai cia may do Azure trong bang diéu khién Kaspersky Anti
Targeted Attack Platform. D& theo d6i hiéu nang clia may tinh, Kaspersky Endpoint Security s& gri théng tin do
tlr xa dén cac may chii KATA. Thong tin do tir xa chra mét ID clia may tinh (Sensor ID). Ché d6 tuong thich Azure
WVD cho phép gan Sensor ID duy nhat vinh vién cho cac may o nay. Néu ché dd tuong thich bj tat thi Sensor ID
6 thé thay ddi sau khi may tinh dugc khéi dong lai do cach mdy do Azure hoat dong. Digu nay c6 thé khién cac
may do trung lap xuat hién trén bang diéu khién.

Quan trj vién thudng bat Bdo vé bang mat khau trong thiét 1ap cla cac tac vu nay dé han ché quyén truy cap vao
Kaspersky Endpoint Agent (KEA) va Kaspersky Security for Windows Server (KSWS). Nghia 13, néu ban dang
chuyén tlr cdu hinh [KES+KEA] sang [KES+tac nhan tich hgp] hodc néu ban dang chuyén tir KSWS sang KES thi
ban phai nhap mat khdu dé g& bo cac ing dung nay.
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Nang cap tU phién ban trudc cia i'ng dung

Khi ban cap nhat mét phién ban cl cia rng dung 1én mot phién ban méi hon, hdy can nhac nhirng diéu
sau:

e Ngon ng{r ban dia hdéa cia phién ban méi cia Kaspersky Endpoint Security phai khép v&i ngdn nglr
ban dia héa ctia phién ban (rng dung da dugc cai dat. Néu ngén nglr ban dia héa cla cac irng dung
khéng khdp, ban cap nhat co s& dir liéu cé thé két thac kem mot 16i.

e Chung t6i khuyén nghi ban thoat tat ca cac rng dung dang hoat dong trudc khi bat dau cap nhat.

e Trudc khi cap nhat, Kaspersky Endpoint Security s& chan chirc nang Ma hoa toan bo 6 dia. Néu Ma
hoa toan bd 6 dia khong thé bi khoa, tac vu cai dat ban nang cap sé& khong thé bat dau. Sau khi cap
nhat &rng dung, chdc nang Ma hoa toan bd 6 dia sé dugc khéi phuc.

Kaspersky Endpoint Security hd trg cac ban cap nhat cho cac phién ban sau cta ing dung:

e Kaspersky Endpoint Security 11.10.0 cho Windows (ban dung 11.10.0.399).

e Kaspersky Endpoint Security 11.11.0 cho Windows (ban dung 11.11.0.452).

e Kaspersky Endpoint Security 12.0 cho Windows (ban dung 12.0.0.465).

e Kaspersky Endpoint Security 12.1 cho Windows (ban dung 12.1.0.506).

e Kaspersky Endpoint Security 12.2 cho Windows (ban dung 12.2.0.462).

e Kaspersky Endpoint Security 12.3 cho Windows (ban dung 12.3.0.493).

e Kaspersky Endpoint Security 12.4 cho Windows (ban dung 12.4.0.467).

e Kaspersky Endpoint Security 12.5 cho Windows (ban dung 12.5.0.539).

e Kaspersky Endpoint Security 12.6 cho Windows (ban dung 12.6.0.438).

e Kaspersky Endpoint Security 12.7 cho Windows (ban dung 12.7.0.533).

LAi ¢ thé xay ra khi cai dat, cap nhat hoac g& bd Kaspersky Endpoint Security. D€ biét thém thong
tin vé cach xtr ly cac 16i nay, vui long tham khao Ca sd tri thirc ho trg ki thuate.

Cac phuong phap nang cap &rng dung
Kaspersky Endpoint Security c6 thé dugc cap nhat trén mot may tinh theo cac cach sau:

e SUr dung dich vu cap nhat ctia Kaspersky (Seamless Update - SMU).

e cuc bd bang cach str dung Trinh huéng dan cai dat.

e cuc bd tr dong_lénh.
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e tur xa théng qua Kaspersky Security Center.

* tlrxa thong qua Microsoft Windows Group Policy Management Editor (d€ biét thém thong tin, hay
truy cap trang web HO trg ki thuat ctia Microsoft ).

e tr xa str dung Trinh Quan |y cdu hinh trung tam hé théng.

Néu ing dung dugc trién khai trong mang céng ty c6 mét nhom cac thanh phan khac véi nhém mac
dinh, thi viéc cap nhat ing dung qua Bang diéu khién quan tri (MMC) sé& khac vdi viéc cap nhat ing dung
qua Bang diéu khién web va Bang diéu khién dam may. Khi ban cap nhat Kaspersky Endpoint Security,
hay can nhac cac diéu sau:

e Bang diéu khién web Kaspersky Security Center hoac Badng diéu khién dam may Kaspersky Security

Center.

Néu ban da tao gdi cai dat cho phién badn méi cia ing dung bang nhém thanh phan mac dinh thi
nhém thanh phan trén may tinh cda ngudi dung sé khong bi thay déi. D& sir dung Kaspersky
Endpoint Security véi nhom thanh phan mac dinh, ban can md thudc tinh géi cai dat, thay d6i nhém
thanh phan, sau d6 khoi phuc lai nhém thanh phan ban dau va luu cac thay doi.

Bang diéu khién quan tri Kaspersky Security Center.

Nhém thanh phan irng dung sau khi cap nhat sé khdp véi nhém thanh phan trong géi cai dat. biéu
nay c6 nghia la néu phién ban mdi clia i'ng dung c6 nhém thanh phan mac dinh thi thanh phan nhu
Phong chéng Tan cdng BadUSB sé bi x6a khdi may tinh, vi thanh phan nay dugc loai trir khdi nhém
mac dinh. D& tiép tuc str dung &rng dung c6 cing nhém thanh phan nhu trude khi cdp nhét, hdy chon
cac thanh phan bat budc trong thiét 1ap gdi cai dat.

Nang cap rng dung ma khéng can khai déng lai

Nang cap ng dung ma khong can khdi dong lai cung cho phép may chidi hoat dong khéng bi gian doan
khi phién ban irng dung dugc cap nhat.

Nang cdp rng dung ma khdng can khdi déng lai c6 cac han ché sau:

Ban c6 thé nang cap ing dung ma khéng can khdi dong lai ké tir phién ban 11.10.0. Ban phai khdi
déng lai may tinh dé nang cap phién ban cl hon cla &ng dung.

Ban c6 thé cai dat cac ban va ma khdng can khédi déng lai ké tir phién ban 11.11.0. D& cai dat cac ban
va cho cac phién ban trudc cla irng dung, ban cé thé phai khdi dong lai may tinh.

Nang cap ung dung ma khdng can khai dong lai khéng kha dung trén may tinh da bat ma héa dr liéu
(ma héa cta Kaspersky (FDE), BitLocker, M& h6a murc dé tap tin (FLE)). D€ nang cdp (ng dung trén cac
may tinh dugc bat ma héa dir liéu, may tinh phai dugc khéi déng lai.

Khong thé nang cap (ng dung trén may ado néu khéng khéi ddng lai. Ban phai khai dong lai may do
dé nang cap ing dung trén may o.

Sau khi thay d6i cac thanh phan &rng dung hodc stra chira 'ng dung, ban phai kh&i dong lai may tinh.

Cach chon ché& d6 nang cap rng dung trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé ma cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Thiét 1ap téng quat - Thiét 1ap irng dung.

5. Trong muc Thiét Iap ndng cao, hdy chon hoadc x6a hép kiém Cai dat cac ban cap nhat irng
dung ma khéng can khéi déng lai dé cau hinh ché d6 nang cap irng dung.

6. Luu cac thay déi cda ban.

Cach chon ché d6 nang cap rng dung trong Bang diéu khién web®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao General settings - Application Settings.

Application Settings

General 4 Enforce @D
@ Startthe application on computer startup (recommended)

Enable Advanced Disinfection technology

Use Kaspersky Security Center as proxy server for activation
(@ Notapplicable if the application is being used in Light Agent mode.
Self-Defense & Enforce @D

@ Enable Self-Defense

@ Block external management of system services [T

Performance 4 Enforce @D
@ Postpone scheduled tasks while running on battery power

Concede resources to other applications

Limit CPU usage for scan tasks

pper limit 100

Debug information & Enforce @D

@ Enable dump writing
@ Enable dump and trace files protection

Computer status when settings are applied & Enforce @D

In case of errorwhen applying policy

Critical v
In case of error when executing task

Critical v

Advanced settings & Enforce @D

Thiét Iap Kaspersky Endpoint Security cho Windows

5. Trong muc Advanced settings, hay chon hoac xéa hop kiém Install application updates
without restart dé cau hinh ché do nang cap rng dung.

6. Luu cac thay déi cda ban.

Cach chon ché d6_ nang cap rng dung_trong giao dién irng dung®
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1. Trong ctra s6 chinh clia tng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hay chon Thiét 1ap téng quat - Thiét 1ap irng dung.

Kaspersky < Giam sat

Thiét 1ap Ung dung

ODDD Gidm sat Ta'ng qua-t
Khai chay ting dung khi may tinh khai déng (khuyén ding)

Sir dung céng nghé Khirma ddc nang cao (can tai nguyén may tinh dang k&)

Cai dit cdc ban cap nhit nhung khdng khai déng lai may tinh
Hiéu nang
Hodn céc tdc vu theo lich trong khi dang sir dung ngudn pin

MNhudng tai nguyén cho cac ing dung khac

Han ch& mire sir dung CPU cho céc tdc vu quét

100 v | %

Tu bao vé

Tu bdo vé cung c8p cac tinh nang bdo vé b8 sung cho may tinh ciia ban.

tap tin, tién trinh bd nhd

5 bao vé chéng lai phin m&m déc hai va ngdn chin mét sé tinh

3. Trong muc Téng quat, hdy chon hodc x6a hop kiém Cai dat cac ban cap nhat nhung khéng
khé&i ddng lai may tinh dé cdu hinh ché d6 nang cap rng dung.

4. Luu cac thay doi cda ban.

K&t qua la sau khi nang cap &rng dung ma khéng can khdi dong lai, hai phién ban ctia &rng dung sé dugc
cai dat trén may tinh. Trinh cai dat sé cai dat phién ban mdi cia ing dung dé tach cac thu muc con trong
thu muc Program Files va Program Data. Trinh cai dat cling tao mot khoa registry riéng cho phién ban
mdi cla rng dung. Ban khdng phai g& bo phién ban trudc clia ing dung theo cach thi céng. Phién ban
trudc dé sé ty dong dugc g& bd khi may tinh dugc khéi déng lai.

Ban c6 thé kiém tra ban nang cap Kaspersky Endpoint Security bang cach str dung bao cdo phién ban
irng dung Kaspersky trong bang diéu khién Kaspersky Security Center.

Ban cap nhat SMU cda irng dung

Dé cap nhat &rng dung bang dich vu cap nhat clia Kaspersky (Seamless Update; SMU), ban khéng can
phai chay trinh cai dat, trai v&i cac phuong thirc cap nhat khac. Kaspersky Endpoint Security tai phién
ban méi clia rng dung cung co s& di liéu diét virus tlr cing mét nguon.
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Ban cap nhat SMU cho phép cap nhat 'ng dung trén tat cd may tinh trong té chirc cda ban Ién phién
ban mé&i nhat. Trudc khi dp dung ban cap nhat SMU, ban nén th nghiém phién ban méi cda irng
dung trén mot vai may tinh. D& thuc hién, ban phai cap nhat &'ng dung trén cac may tinh nay theo
cach tha céng (vi du: cuc bé bang Trinh huéng dan cai dat). Ban khéng thé chon tirng may tinh khi
thuc hién cap nhat SMU.

Lich cap nhat &'ng dung sé dugc nhan vién cla Kaspersky quyét dinh. D€ dam bao phién ban mdi cta
Urng dung chay tron tru, Kaspersky sé cung cap cac ban cap nhat theo tirng budc. Biéu nay c6 nghia la
ban c6 thé nhan dugc ban cap nhat SMU mudn hon téi hai thang so vdi thai diém phat hanh phién ban
mdi.

Ban c6 thé quan ly ban cap nhat SMU clia ing dung bang cach st dung tac vu Cip nhét co s dit liéu va
mé-dun ung_dung. D€ phién ban mdi ciia i'ng dung dugc kém theo trong cing mot géi véi co sé dir liéu
diét virus, ban phai cho phép cap nhat mé-dun ding dung trong thiét lap tac vu_Cip nhdt co' sé dix liéu va
mé-dun tng_dung. Cling trong thiét |ap tac vu Cdp nhat co' sé di liéu va mé-dun g dung, ban c6 thé

Cac budc cap nhat ing dung cdia SMU

© Sau khi phién ban méi clia rng dung duoc phat hanh, Kaspersky sé phan phoi ban cap nhat.

©® Nguoidung chap thuan cap nhat irng dung.

Néu may tinh dugc két n6i véi Kaspersky Security Center, ban cap nhat sé kha dung trong Kaspersky
Security Center, trong phan Update of Kaspersky databases and application modules. D€ biét thém
chi tiét vé viéc chap thuan cac ban cap nhat, hdy tham khao Trg giup Kaspersky Security Centere.

Néu may tinh khong dugc két noi véi Kaspersky Security Center, ban cap nhat sé kha dung trong phan
thong bao clia giao dién ing dung: gi. D& chap thuan ban cap nhat, hdy chon phién ban ing dung va
chap nhéan cac diéu khoan va diéu kién clia thda thuan (xem hinh bén duéi).

© Kaspersky Endpoint Security sé chay tac vu Cap nhat co’ so dir liéu va mé-dun trng dung theo
dung lich dugc cau hinh.

Két qua la Kaspersky Endpoint Security sé cap nhat 'ng dung & ché do "yén lang".

89


https://support.kaspersky.com/ksc/14.2/180195

Kaspersky < Gigm sat
Ban cap nhat idng dung

Gidm sat Pangco cd dp nhat md-dun ung dung cho Kaspersky Endpoint Security cho Windows. Vui ldng chon
céc ban cdp nhat d& ap dung.

Tén banva Loai théa thudn
v Cac ban cép nhat hién c6
Mock Patch Name Thoa thudn gidy phép ngudi ding cudi
[ Mock Patch Name Thoa thud 5P dung cudi

Mock Patch Name Thoa thuan gidy phép ngudi dung cudi

[f] MockPatch Name Thoa thuan gidy udi

Cac ban cip nhat dugc hoan tac

Mock Patch Name Thoa thudn gidy phép ngudi dung cudi

GO bo Ung dung

Viéc g& bo Kaspersky Endpoint Security sé khién may tinh va dit liéu ngudi dung khéng dugc bao vé
chéng lai cdc moi de doa.

LAi c6 thé xay ra khi cai dat, cap nhat hoac g& bd Kaspersky Endpoint Security. Dé biét thém thong
tin vé cach xtr ly cac 16i nay, vui long tham khao Co s& tri thirc ho trg ki thuat=.

G& bo rng dung tur xa thong qua Kaspersky Security Center

Ban c6 thé g& bo rng dung tir xa théng qua tac vu Uninstall application remotely. Khi thuc hién tac vu
nay, Kaspersky Endpoint Security sé tai tién ich g& bo (rng dung vé may tinh clla ngudi dung. Sau khi
hoan tat g& bd irng dung, tién ich nay sé dugc x6a tu déng.

Cach g& bo (rng dung théng_qua Bang diéu khién quan tri (MMC) 3
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.
Danh sach tac vu sé ma.

3. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cda Trinh hudng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Security Center Administration Server — Advanced - Uninstall application
remotely.

Budc 2. Chon Urng dung can g& bé

Chon Uninstall application supported by Kaspersky Security Center.

Budc 3. Thiét 1ap tac vu dé g& bd (rng dung

Chon Kaspersky Endpoint Security for Windows (12.8).

Budc 4. GG bd thiét lap tién ich
Cau hinh cac thiét 1ap irng dung bé sung sau:
¢ Force download of the uninstallation utility. Chon phuong thirc giri tién ich:

¢ Using Network Agent. Néu Network Agent chua dugc cai dat trén may tinh, trudc tién,
Network Agent sé dugc cai dat s&r dung cac cong cu ctia hé diéu hanh. Khi do, Kaspersky
Endpoint Security sé dugc g& bo bdi cac cong cu cia Network Agent.

¢ Using operating system resources through Administration Server. Tién ich sé dugc guri
dén may khach bang tai nguyén cta hé diéu hanh théng qua May chd quan tri. Ban c6 thé
chon tuy chon nay néu Network Agent khong dugc cai dat trén mdy khach, nhung may khach
két n6i dén cung mang ludi véi May chd quan tri.

¢ Using operating system resources through distribution points. Tién ich dugc gui dén cac
may khach s(r dung tai nguyén hé diéu hanh théng qua cac diém phan phéi. Ban cé thé chon
tuy chon nay néu cé it nhat mét diém phan phdi trong mang. D€ biét thém chi tiét vé cac diém
phan phoi, hdy tham khdo Trg gitp cda Kaspersky Security Center@.

¢ Verify operating system type before downloading. X6a hép kiém nay néu can. Viéc nay cho
phép ban tranh tai vé tién ich g& bo néu hé diéu hanh clia may tinh khéng dap (rng cac yéu cau
vé phan mém. Néu ban chac chan rang hé diéu hanh ctia may tinh dap rng cac yéu cau vé phan
meém, ban c6 thé bd qua budc xac minh nay.

Né&u hoat déng g& bo rng dung dugc bao vé bang mat khdu, hay lam nhu sau:

1. Chon hop kiém Use uninstallation password.
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2. Nhan nut Edit.

3. Nhap mat khau cda tai khoan KLAdmin.

Budc 5. Chon thiét 1ap khéi déng lai hé diéu hanh

Sau khi g& bd rng dung, ban can phai khdi dong lai. Chon hanh déng sé dugc thuc hién dé khdi
dong lai may tinh.

Budc 6. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh sé& dugc thuc hién tac vu trén d6. Cac tly chon sau c6 thé dugc sir dung:

e Gan tac vu vao mot nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gom trong mét nhém quan tri da dugc tao trudc do.

e Chon cac mdy tinh dugc Mdy chi quan tri phat hién trong mang - cdc thiét bj chua duoc gan. Cac
thiét bi dugc quy dinh cé thé bao gém cac thiét bi trong nhém quan tri cling nhu cac thiét bi chua
dugc gan.

e Nhap vao thd céng dia chi cda thiét bi, hodc nhap cac dia chi tir moét danh sach. Ban c6 thé quy

dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.

Budc 7. Chon tai khodn dé chay tac vu

Chon tai khoan dung dé cai dat Network Agent sir dung cac céng cu clia hé diéu hanh. Trong trudng
hgp nay, can c6 quyén quan tri vién dé truy cdp may tinh. Ban cé thé thém nhiéu tai khodn. Néu mot
tai khodn khéng c6 dd quyén, Trinh hudng dan Cai dat sé str dung tai khoan tiép theo. Néu ban g&
bd Kaspersky Endpoint Security bang cac cong cu Network Agent, ban khéng phai chon mot tai
khoan.

Budc 8. Cau hinh lich khai chay tac vu

Cau hinh lich khé&i chay mot tac vy, vi du nhu khéi chay thd cdng hoac khi may tinh ranh.

Budc 9. Xac dinh tén tac vu

Nhap tén cho tac vy, vi du nhu G& bé Kaspersky Endpoint Security 12.8.

Budc 10. Hoan thanh tao tac vu

Thoat Trinh hudng dan. Néu can, hdy chon hdp kiém Run the task after the wizard finishes. Ban
c6 thé giam sat tién dé cta tac vu trong thudc tinh tac vu.

Ung dung sé& dugc g& bd trong ché dé im 1ang.

Cach g& bé (rng dung théng qua Bang diéu khién web va Bang diéu khién dam may
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1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao Add.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cda Trinh hudng dan.

Budc 1. Cau hinh thiét |ap tac vu tong quat

Cau hinh thiét 1ap cda tac vu tong quat:
1. Trong danh sach tha xuéng Application, hdy chon Kaspersky Security Center.
2. Trong danh sach tha xuéng Task type, hdy chon Uninstall application remotely.

3. Trong trudng Task name, nhap mét mod ta ngan gon, vi du nhu G& bé Kaspersky Endpoint
Security khéi cdc mdy tinh cia boé phan Hé tro ky thuét.

4. Trong phan Devices to which the task will be assigned, chon pham vi tac vu.

Budc 2. Chon cac thiét bj sé dugc gan tac vu

Chon cac may tinh sé dugc thuc hién tac vu trén dé. Vi du: chon mét nhém quan tri riéng hoac xay
dung mét bo.

Budc 3. Cau hinh thiét 1ap g& bd ing dung
O budc nay, hay cau hinh thiét 1ap g& bé ¢ng dung:
1. Chon loai Uninstall managed application.
2. Chon Kaspersky Endpoint Security for Windows.
3. Force download of the uninstallation utility. Chon phuong thirc giri tién ich:
¢ Using Network Agent. Néu Network Agent chua dugc cai dat trén may tinh, trudc tién,
Network Agent sé dugc cai dat sir dung cac cdng cu clia hé diéu hanh. Khi do6, Kaspersky
Endpoint Security sé dugc g& bo bdi cac cong cu ciia Network Agent.
¢ Using operating system resources through Administration Server. Tién ich sé dugc guUi
dén may khach bang tai nguyén cdia hé diéu hanh théng qua May chd quan tri. Ban cé thé
chon tuy chon nay néu Network Agent khong dugc cai dat trén mdy khach, nhung may khach
két n6i dén cung mang ludi véi May chd quan tri.
¢ Using operating system resources through distribution points. Tién ich dugc gui dén cac
may khach s(r dung tai nguyén hé diéu hanh théng qua cac diém phan phéi. Ban c6 thé chon

tuy chon nay néu co it nhat mot diém phan phéi trong mang. DE biét thém chi tiét vé cac diém
phan phéi, hdy tham khdo Trg gilp cla Kaspersky Security Center 2.

4. Trong trudng Maximum number of concurrent downloads, hdy dat gigi han s6 lugng yéu cau
dugc glri dén May ch quan tri dé tai vé tién ich g& bo (rng dung. Gidi han s6 yéu cau sé ngan
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mang khai bi qua tai.

5. Trong trudng Maximum number of uninstallation attempts, hdy thiét Iap giGi han vé sé lugt
thlr g& cai dat i'ng dung. Néu qua trinh g& bd Kaspersky Endpoint Security két thuc véi mét 10i,
tac vu nay sé tu dong khéi chay lai qua trinh g& bo.

6. Néu can, hay x6a hop kiém Verify operating system type before downloading. Viéc nay cho
phép ban tranh tai vé tién ich g& bd néu hé diéu hanh cdia may tinh khéng dap irng cac yéu cau
vé phan mém. Néu ban chac chan rang hé diéu hanh cdia may tinh dap rng cac yéu cau vé phan
mém, ban c6 thé bo qua budc xac minh nay.

Budc 4. Chon tai khodn dé chay tac vu

Chon tai khoan dung dé cai dat Network Agent s&r dung cac cong cu cla hé diéu hanh. Trong trudng
hgp nay, can c6 quyén quan tri vién dé truy cdp may tinh. Ban c6 thé thém nhiéu tai khodn. Néu mot
tai khodn khéng c6 du quyén, Trinh hudng dan Cai dat sé sir dung tai khoan tiép theo. Néu ban g&
bd Kaspersky Endpoint Security bang cac cong cu Network Agent, ban khéng phai chon mot tai
khoan.

Budc 5. Hoan tat viéc tao tac vu

Hoan tat trinh hudng dan bang cach nhan ndt Finish. Mét tac vu méi sé dugc hién thi trong danh
sach cac tac vu.

Dé thuc hién mot tac vy, chon hop kiém canh tac vu dé va nhan nut Start. L'J’ng dung sé dugc g& bd
trong ché& d6 im lang. Sau khi qua trinh g& bd hoan tat, Kaspersky Endpoint Security sé hién thj yéu
cau khai dong lai may tinh.

Né&u hoat déng g& bo rng dung dugc bao vé bang mat khdu, hdy nhap mét khiu cla tai khoan
KLAdmin vao thudc tinh cta tac vu Uninstall application remotely. Néu khéng c6 mét khau, tac
vy sé khong dugc thyc hién.

D€ str dung mat khdu cda tai khodn KLAdmin trong tac vu Uninstall application remotely:

1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.

Danh sach tac vu sé ma.

2. Nhan vao tac vu Uninstall application remotely Kaspersky Security Center.
Clra s6 thudc tinh tac vu sé dugc mé ra.

3. Chon thé Application settings.
4. Chon hop kiém Use uninstallation password.
5. Nhap mat khau cua tai khoan KLAdmin.

6. Luu cac thay déi cda ban.

Kh&i dong lai may tinh dé hoan tat qua trinh g& cai dat. D& thuc hién, Network Agent s& hién thi mot clra
s noi lén.
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G bd irng dung tr xa thong qua Active Directory

Ban c6 thé g& bo rng dung tir xa bang chinh sach nhém cda Microsoft Windows. Dé g& bo (rng dung,
ban can m& Bang diéu khién quan ly Chinh sadch nhém (gpmc.msc) va st dung Trinh chinh sira Chinh
sach nhom dé tao mot tac vu g& bd ing dung (d€ biét thém chi tiét, vui long truy cap Website ho trg ki
thuat ctia Microsoftz).

Néu hoat déng g& bd rng dung dugc bao vé bang mat khau, ban can lam nhu sau:

1. Tao mot tap tin BAT chira ndi dung sau:
msiexec.exe /x<GUID> KLLOGIN=<user name> KLPASSWD=<password> /qgn
<GUID> va ID duy nhat cia i'ng dung. Ban c6 thé tim ra GUID cda ng dung bang Iénh sau:

wmic product where "Name like '%Kaspersky Endpoint Security%'" get Name,
IdentifyingNumber

Vi du:
msiexec.exe /x{6BB76C8F-365E-4345-83ED-6D7AD612AF76} KLLOGIN=KLAdmin KLPASSWD=samplePassword /qgn

2. Tao chinh sach Microsoft Windows méi cho may tinh trong Bang diéu khién quan ly Chinh sadch nhom
(gpmc.msc).

3. S&r dung chinh sach méi dé chay tap tin BAT dugc tao trén may tinh.

G& bd irng dung cuc bd

Ban c6 thé g& bo rng dung trén may bang Trinh huéng dan cai dat. Kaspersky Endpoint Security dugc
gd bo bang phuong thirc thong thuong danh cho hé diéu hanh Windows, théng qua Control Panel. Trinh
hudng dan cai dat sé dugc bat dau. Lam theo chi dan trén man hinh.

‘ﬁ Kaspersky Endpoint Security cho Windows — X

Thay dai, Sira chiia, hodc G bé iing dung
Lira chon hanh d&ng ma ban mudn thuc hign.

Thay dai
Cho phép thay dai thanh phan mé-dun cia (g dung trén may tinh.

Sira chifa
Sira chifa 18i, sira 18i t3p tin bi héng, duwdng dan tat va khéa registry.

Gd bo
Gd bd Kaspersky Endpoint Security cho Windows khéi may tinh clia ban.

(c) 2024 AQ Kaspersky Lab

Lua chon hoat ddong g& bd Urng dung

Ban c6 thé chi dinh phan dit liéu nao dugc ing dung sir dung ma ban muén luu dé str dung sau nay,
trong qua trinh cai dat irng dung lan t&i (nhu khi cap nhat 1én phién ban rng dung méi hon). Néu ban
khong chi dinh dir liéu nao, ing dung sé bi g& bo hoan toan (xem hinh bén dudi).
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‘ﬁ Kaspersky Endpoint Security cho Windows — X

Lufu cac ddi tu'gng
Lira chon cac ddi turgng ban mudn luu.

Ban cd thé gt bé hoan todn dif liéu g dung hodc luu lai mét s& dif liéu, Cac 48 trang durgc
Iuru | o6 thé durgc s dung trong qua trinh cai d&t ima dung & Bn sau (i du nhur khi cai dat
mét phién ban mdi hon cla (ng dung).

Luu cAc d8i tugng

L5

O

[ Thi€t 1&p hoat déng cho tng dung

[T mgi I trif khéa m3 héa

© 2024 AD Kaspersky Lab

Luu dit liéu sau khi x6a

Ban c6 thé luu cac dir liéu sau:

e Dir liéu kich hoat, cho phép ban khéng can phai kich hoat lai ('ng dung. Kaspersky Endpoint Security
sé ty dong thém mot ma khoéa gidy phép néu nhu thdi han gidy phép chua hét han trudc khi cai dat.

e Tap tin sao lwu - cac tép tin dugc quét bai rng dung va chuyén vao muc Sao luu.

Cac tap tin Sao luu dugc luu sau khi g& bd irng dung chi c6 thé dugc truy cap tlr cing mot phién
ban rng dung da dugc s&r dung dé luu cac tap tin do.

Néu ban du dinh st&r dung cac d6i tugng Sao luu sau khi g& bd irng dung, ban phai khéi phuc cac
doéi tugng d6 trudc khi g& boé irng dung. Tuy nhién, cac chuyén gia Kaspersky khéng khuyén nghi
viéc khoi phuc cac déi tuogng tir Sao luu bdi diéu d6 cé thé gay hai cho may tinh.

e Thiét lap hoat dong cho trng dung - gia tri clia cac cdu hinh ing dung dugc chon trong qua trinh
thiét Iap rng dung.

e Noi luu trir khéa ma héa - dir liéu cho phép truy cap cac tap tin va 6 dia dugc ma héa trude khi g&
bd rng dung. D& chac chan c6 quyén truy cap dén cac tap tin va 6 dia dugc ma hda, ddm bao rang
ban da chon chirc ndang ma hoa dir liéu khi cai dat lai Kaspersky Endpoint Security. Ban khéng can
thuc hién hanh dong nao nita dé c6 quyén truy cap cac tap tin va 6 dia dugc ma hoa.

Kaspersky Endpoint Security luu dit liéu trong thu muc C:\ProgramData\Kaspersky Lab\KES.21.20\QB.

Ban cling c6 thé xda rng dung cuc bd bang dong_lénh.
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Cap gidy phép rng dung

Muc nay cung cap thdéng tin vé cac khai niém chung lién quan dén cap phép st dung Kaspersky Endpoint
Security.

Thong tin vé Thoa thuan gidy phép ngudi dung cudi

Thda thudn gidy phép ngudi dung cudila mét thda thuan phap ly ki két gitra ban va AO Kaspersky Lab,
quy dinh cac diéu khoan str dung rng dung.

Hay doc k§ cac diéu khodn cldia Thoa thuan Gidy phép trudc khi sir dung Urng dung.

Ban c6 thé xem cac diéu khodn clia Thda thuan Gidy phép bang cac cach sau:

¢ Khi cai dat Kaspersky Endpoint Security trong_ ché d6 tuong_tac.

e Bang cach doc tap tin license.txt. Tai liéu nay dugc kém theo gdi phan phéi irng_dung va cling dugc
dua vao thu muc cai dat 'ng dung %ProgramFiles(x86)%\Kaspersky Lab\KES\Doc\<locale>\KES.

Bang cach xac nhan rang ban déng y véi Théa thuan gidy phép ngudi dung cudi khi cai dat irng dung,
ban thé hién su chdp nhan d6i véi cac diéu khoan clia Thoa thuén gidy phép ngudi dung cudi. Néu ban
khéng dong y véi cac diéu khoan cta Thda thuan gidy phép ngudi dung cudi, ban phai hdy bo viéc cai
dat.

Thong tin vé gidy phép

Mot gidy phép la quyén stir dung irng dung c6 gidi han thai gian, dugc cap theo Thda thuan gidy phép
ngudi dung cubi.

Gidy phép trao cho ban quyén sir dung ing dung theo cac diéu khodn cia Thda thuan gidy phép nguai
dung cudi va dugc nhan ho trg ki thuat. Danh sach tinh nang kha dung va diéu khoan sr dung (ng
dung tuy thudc vao kiéu gidy phép theo d6 ma irng dung da dugc kich hoat.

Cac kiéu gidy phép sau dugc cung cap:

e Dung thir- mot gidy phép mién phi c6 muc dich dé dung thir irng dung.

Gidy phép dung thir thuong cé mét thai han ngan. Khi gidy phép dung thdr hét han, tat ca cac tinh
nang clia Kaspersky Endpoint Security sé& bi tat. Dé ti€p tuc s&r dung rng dung, ban can mua mét gidy
phép thuong mai.

Ban chi c6 thé kich hoat irng dung theo gidy phép dung th&r mét 1an duy nhat.

e Thuong mai- mot gidy phép cé phi dugc cung cap khi ban mua Kaspersky Endpoint Security.
Chtrc ndng ng dung dugc cung cap theo gidy phép thuong mai tly thudc vao loai san pham. San
pham dugc chon dugc ghi trong Chirng_chi gidy phép. Thong tin vé cac san pham kha dung co thé
dugc tim thay trén trang web Kaspersky .

Khi gidy phép thuong mai hét han, cac tinh nang chinh ctia ing dung sé bi vé hiéu. DEé tiép tuc sl
dung Ung dung, ban phai gia han gidy phép thuong mai ctia minh. Néu ban khéng dinh gia han gidy
phép, ban phai g& bé ing dung khoéi may tinh ciia minh.
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Thoéng tin vé chirng chi gidy phép

Chirng nhan gidy phép |a mét tai liéu dugc chuyén dén ngudi dung cung vdi tap tin khda hoac ma kich
hoat.

Chi&rng nhan gidy phép chira cac thong tin gidy phép sau:

e Khoéa gidy phép hoac sé don hang.

e Chi tiét cla ngudi dung dugc cap gidy phép.

e Chi tiét clla i'ng dung cé thé dugc kich hoat sir dung gidy phép.

e Gidi han vé s6 don vi dugc cap phép (vi du, s6 thiét bi c6 thé sir dung ng dung theo gidy phép).
e Ngay bat dau thai han gidy phép.

¢ Ngay hét han gidy phép hodc thaoi han gidy phép.

e Loai gidy phép.

Thoéng tin vé goéi dang ky

GOi dang ky cho Kaspersky Endpoint Security la mot don hang cho &rng dung véi cac tham sé cu thé (vi
du nhu thai han két thdc goi dang ky va sé thiét bi dugc bao vé). Ban c6 thé dat géi dang ky cho
Kaspersky Endpoint Security tir nha cung cap dich vu ctia ban (vi du nhu ISP). Mot g6i dang ky cé thé
dugc gia han th cdng hodac tu dong, hodc ban c6 thé hly bd géi dang ky. Ban co6 thé quan ly géi dang ky
trén website clia nha cung cap dich vu.

G6i dang ky c6 thé c6 gidi han (vi du nhu trong mot nam) hoac khéng gidi han (khéng cé ngay hét han).
Dé (ng dung Kaspersky Endpoint Security c6 thé ti€p tuc hoat déng sau khi hét han thdi han dang ky cé
gigi han, ban can gia han géi dang ky clia minh. Géi déng ky khong gidi han sé tu dong dugc gia han
néu dich vu cla nha cung cap da dugc tra trudc dung han.

Khi mot go6i dang ky han ché hét han, ban c6 thé sé dugc cung cap mot thdi gian an han dé gia han géi
dang ky, trong thdi gian nay (ng dung sé tiép tuc hoat déng. Tinh trang san c6 va thai han cda thai gian
an han doé dugc quyét dinh béi nha cung cap dich vu.

Pé sir dung irng dung Kaspersky Endpoint Security theo goi dang ky, ban can ap dung ma kich hoat
nhan dugc tir nha cung cap dich vu. Sau khi ma kich hoat da dugc 4p dung, khéa hién hoat sé dugc
thém. Khoa hién hoat xac dinh gidy phép dé s dung (rng dung theo goéi dang ky. Ban khéng thé kich
hoat 'ng dung theo géi dang ky bang tap tin khéa. Nha cung cap dich vu chi c¢é thé cung cdp ma kich
hoat. Ban khong thé thém khda du trir theo goi dang ky.

M3 kich hoat dugc mua theo géi dang ky cé thé sé khong dugc sir dung dé kich hoat cac phién ban
trudc day cla Kaspersky Endpoint Security.
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Thong tin vé khéa giday phép
Khéa gidy phép |a mot chudi cac bit ma ban c6 thé sir dung dé kich hoat va sau dé sir dung irng dung

theo cac diéu khoan ctia Thoa thuan gidy phép nguai dung cubi.

Mot chirng_chi gidy phép khdong dugc cung cap cho khéa dugc thém theo dién goi dang ky.

Ban c6 thé thém khoa gidy phép cho (ng dung bang cach dp dung tép tin khéa hodc nhap ma kich hoat.

Khoa c6 thé bi chan bdi Kaspersky néu cac diéu khoan cia Théa thuan gidy phép ngudi dung cudi bi vi
pham. Néu khoéa d6 da bi chan, ban can thém mot khéa khac dé co thé tiép tuc sir dung ng dung.

Co hai loai khéa: hién hoat va du trir.

Khéa hién hoatla mot khoéa hién dang dugc sir dung bdi ing dung. Mot khéa gidy phép thuong mai
hodc dung thr c6 thé dugc thém lam khoa hién hoat. Ung dung khong thé c6 nhiéu han mot khéa hién
hoat.

Khda du trirla khéa chirng chi quyén sir dung rng dung cia nguai dung, nhung hién khéong dugc st
dung. Khi khéa hién hoat hét han s&r dung, mot khoa du trir sé tu dong dugc kich hoat. Ban chi c6 thé
thém khoéa du trir khi da cé khéa hién hoat.

Mot khoa cho gidy phép dung thir chi ¢ thé dugc thém lam khéa hién hoat. Ban khong thé thém no
lam khoa du trir. Mot khéa cho gidy phép dung thir khéng thé thay thé khda hién hoat clia mot gidy
phép thuong mai.

Néu mot khoa dugc thém vao danh sach cac khda bi cdm thi chirc nang irng dung dugc xac dinh theo
gidy phép dugc sir dung_ dé kich hoat trng_dung van kha dung trong tdm ngay. Ung dung sé théng bao
cho nguai dung biét rang khéa da dugc thém vao danh sach cac khéa bi cdm. Sau tdm ngay, chirc nang
(ng dung sé bi gidi han & cap d6 chirc nang kha dung sau khi gidy phép da hét han. Ban cé thé sr dung
cac thanh phan bao vé va kiém soat, va chay tac vu quét str dung cac co s& dir liéu da dugc cai dat trudc
khi gidy phép bi hét han. Ung dung ciing sé tiép tuc ma héa cac tap tin da dugc thay d6i va ma héa trudc
khi hét han gidy phép, nhung sé khdng méa hda cac tap tin méi. Kaspersky Security Network sé khong
con kha dung.

Thoéng tin vé ma kich hoat

Mé kich hoat 1a mét chubi duy nhat, bao gém 20 ky tu chi¥ ci va chir s6. Ban nhap ma kich hoat dé thém
khoa gidy phép kich hoat Kaspersky Endpoint Security. Ban nhan dugc ma kich hoat tai dia chi email ma
ban da chi dinh sau khi mua Kaspersky Endpoint Security.

Dé kich hoat irng dung v&i mot ma kich hoat, ban can két n6i Internet dé truy cap dén cac may chu kich
hoat cla Kaspersky.

Khi (rng dung dugc kich hoat bang mot ma kich hoat, khéa hién hoat sé dugc thém. Ban chi cé thé thém
khoa duy trit bang cach s&r dung ma kich hoat va ban khéng thé thém bang cach sr dung tap tin khoa.
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NEu mot ma kich hoat bi mat sau khi kich hoat (rng dung, ban c6 thé khoi phuc lai mé kich hoat d6. Ban
c6 thé can mot ma kich hoat, chang han, dé dang ky mét tai khoan Kaspersky CompanyAccount®. Néu
ma kich hoat bi mat sau khi kich hoat irng dung, hay lién hé vai déi tac clia Kaspersky ma ban da mua
gidy phép.

Thoéng tin vé tap tin khoéa

Mot tdp tin khda la tap tin cé phan md& rong .key ma ban nhan dugc tlr Kaspersky. Muc dich cla tap tin
khoa la dé thém mét khoa gidy phép dé kich hoat irng dung.

Ban nhan dugc mét tap tin khéa tai dia chi email ma ban da cung cap khi mua Kaspersky Endpoint
Security hoac dat phién ban dung thir clia Kaspersky Endpoint Security.

Ban khong can phai két ndi dén cac may cha kich hoat clia Kaspersky dé kich hoat (rng dung véi mot tap
tin khoa.

Ban c6 thé khoi phuc mot tap tin khéa néu n6 da bi xéa nham. Ban c6 thé can mot tap tin khoa, chang
han, dé dang ky mét tai khoan Kaspersky CompanyAccount.

DPé khéi phuc mot tap tin khoa, hay thuc hién mot trong cac thao tac sau:
e Lién hé v&i don vi ban gidy phép.

e Nhan tap tin khda trén Website Kaspersky = dua trén ma kich hoat hién cé ctia ban.

e LAy tap tin khda tir May chud quan tri khace.

Khi (rng dung dugc kich hoat bang mot tap tin khoa, mét khda hién hoat sé dugc thém. Ban chi cé thé
thém khéa du trit bang cach str dung tap tin khoa va ban khong thé thém bang cach sir dung ma kich
hoat.

So sanh chirc nang i'ng dung tuy thudc vao loai gidy phép cho may
tram

B6 chlrc nang cua Kaspersky Endpoint Security kha dung trén may tram phu thudc vao loai gidy phép
(xem bang bén dudi).

Ban cling_nén xem thém phan so sdnh chic nang ng dung_cho may chu

So sanh chirc nang cla irng dung tuy thudc vao loai gidy phép Kaspersky Next, hdy xem trong Trg
giup cua Kaspersky Next®.

So sanh cac tinh nang clia Kaspersky Endpoint Security

Tinh nang Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky = Kaspersky  Kaspersky Kaspersky
Endpoint Endpoint Total Endpoint Optimum Endpoint Hybrid Hybrid
Security cho Security cho Security Detection Security Detection Cloud Cloud
Business Business and Response and Security Security
Select Advanced Optimum Response Standard Enterprise
Expert
Bao vé mai
de doa
néng cao
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Kiém tra - - -
nhat ky

Ki€ém soat v N’ v
rng dung

Kiém soat v v v
Thiét bi

Kiém soat v v v
Web

Kiém soat - v v
thich rng
su cod

Giam sat - - -
tinh toan

ven cla hé

théng

Ma héa dir
liéu
Kaspersky - v v

Disk
Encryption

BitLocker - v v

Drive
Encryption

101



Ma héa murc - v v
do tap tin

Mé& hda & - v v
dia di dong

Detection
and
Response

Endpoint - - -
Detection

and

Response

Optimum

Endpoint - - -
Detection

and

Response

Expert

Kaspersky v v v
Sandbox

(Phdi mua
gidy phép
Kaspersky
Sandbox
riéng)

Tich hop v v v
KUMA

(Gidy phép

dé Tich hop

KUMA phdi

duoc mua

riéng)

So sanh chlrc nang ng dung tuy thudc vao loai gidy phép cho may

chu

Bd chirc nang cua Kaspersky Endpoint Security kha dung trén may cht phu thudc vao loai gidy phép

(xem bang bén dudi).

Ban cling_nén xem thém phan so sanh chirc ndng ng_dung_cho may tram

So sanh chirc nang cdia rng dung tuy thudc vao loai gidy phép Kaspersky Next, hdy xem trong Trg

giup cua Kaspersky Next=.

So sanh cac tinh nang cda Kaspersky Endpoint Security

Tinh nang Kaspersky Kaspersky Kaspersky
Endpoint Endpoint Total
Security cho Security cho Security
Business Business
Select Advanced

Bao vé maoi

de doa

nang cao

Kaspersky v v v

Security

Network

Phat hién v v v

Kaspersky
Endpoint
Detection
and Response
Optimum
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dia di dong

Detection
and
Response

Endpoint - - - v v - - -
Detection

and

Response

Optimum

Endpoint - - - - - v - -
Detection

and

Response

Expert

Kaspersky v v v v v v v v
Sandbox

(Phdi mua

gidy phép

Kaspersky

Sandbox

riéng)

Tich hop v v v v v v v v
KUMA

(Gidy phép

dé Tich hop

KUMA phéi

du'oc mua

riéng)

Kich hoat irng dung

Kich hoat la quy trinh kich hoat mot gidy phép cho phép ban sir dung phién ban day dd chirc nang cda
(ng dung cho dén khi gidy phép hét han. Qua trinh kich hoat 'ng dung lién quan dén viéc bo sung mot
khoa gidy phép.

Ban cé thé kich hoat &r'ng dung theo mét trong nhirng cach sau day:

e Cuc bd tlr giao dién rng dung, bang cach s dung Trinh hudng dan kich hoat. Ban c6 thé thém ca
khda hién hoat va khéa du trir bang cach nay.

e Tl xa bang cach st dung bé phan mém Kaspersky Security Center.

e SUr dung tac vu Thém khda.

Phuong thirc nay cho phép ban thém mét khda vao mot may tinh cu thé hodc cac may tinh thudc
mot nhdm quan tri. Ban c6 thé thém ca khoa hién hoat va khéa du trir bang cach nay.

e Théng qua viéc phan phoi mét khda dugc luu trir trén Mday chd quan tri Kaspersky Security Center
dén cac may tinh.

Phuong thirc nay cho phép ban thém tu ddng mot khéa cho cac may tinh da dugc két n6i dén
Kaspersky Security Center, va cho cac may tinh mai. D€ dung phuong thirc nay, trudc hét, ban can
thém khéa vao May chi quan tri Kaspersky Security Center. D& biét thém chi tiét vé viéc thém khda
vao May chudi quan tri Kaspersky Security Center, vui long tham khao Trg giup clia Kaspersky,
Security Center®.

Ma kich hoat dugc mua theo géi dang ky sé dugc phan phoi dau tién.
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e Bang cach thém khoa vao goi cai dat Kaspersky Endpoint Security.

Phuong thire nay cho phép ban thém khéa vao Thudc tinh géi cai dat trong qua trinh trién khai
Kaspersky Endpoint Security. Ung dung sé tu déng duogc kich hoat sau khi cai dat.

e Sirdung dong Iénh.

Cé thé s& mat mot thai gian dé rng dung dugc kich hoat véi mét ma kich hoat (trong qua trinh cai
dat tir xa hoac phi tuong tac) do phan phéi tai gitra cdc may chd kich hoat clia Kaspersky. Néu ban
can kich hoat irng dung ngay lap tirc, ban cé thé ngat tién trinh kich hoat dang dién ra va bat dau
kich hoat s&r dung Trinh huéng dan Kich hoat.

Né&u Kaspersky Endpoint Security dang dugc sir dung trong Ché d6 Light Agent dé bao vé méi
truong ao thi ban khéng_can kich hoat ing_dung riéng.

Kich hoat irng dung

Cach kich hoat irng dung trong Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.
Danh sach tac vu sé ma.

3. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan ca Trinh huéng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Endpoint Security for Windows (12.8) — Thém khéa.

Budc 2. Thém khoa

Nhap ma kich hoat hoac chon mét tap tin khéa.

Dé biét thém chi ti€t vé viéc thém khoa vao kho luu trir Kaspersky Security Center, vui long tham
khdo Trg giup clia Kaspersky Security Center.

Budc 3. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh sé& dugc thuc hién tac vu trén d6. Cac tly chon sau c6 thé dugc sir dung:

e Gan tac vu vao mdt nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gom trong mét nhém quan tri da dugc tao trudc do.

e Chon cac mdy tinh dugc Mdy chi quan tri phat hién trong mang - cdc thiét bj chua duoc gan. Cac
thiét bi dugc quy dinh cé thé bao gém cac thiét bi trong nhém quan tri cling nhu cac thiét bi chua
dugc gan.

e Nhap vao thd cong dia chi cta thiét bi, hoac nhap cac dia chi tir mét danh sach. Ban cé thé quy

dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.

Budc 4. Cau hinh lich khai chay tac vu

Cau hinh lich khéi chay mot tac vy, vi du nhu khéi chay thd cdng hodc khi may tinh ranh.

Budc 5. Xac dinh tén tac vu

Nhap tén cho tac vy, vi du nhu Kich hoat Kaspersky Endpoint Security cho Windows.

Budc 6. Hoan tat viéc tao tac vu

Thodat Trinh huéng dan. Néu can, hdy chon hop kiém Run the task after the wizard finishes. Ban
6 thé giam sat tién dd cla tac vu trong thudc tinh tac vu. K&t qua la Kaspersky Endpoint Security sé&
dugc kich hoat trén mdy tinh clia ngudi dung trong ché d im lang.
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Cach kich hoat irng dung trong Bang diéu khién web va Badng diéu khién ddm may @
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1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.

Danh sach tac vu sé ma.
2. Nhan vao Add.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cda Trinh hudng dan.

Budc 1. Cau hinh thiét |ap tac vu tong quat

Cau hinh thiét 1ap cda tac vu tong quat:

1. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for Windows
(12.8.0).

2. Trong danh sach tha xuéng Task type, hdy chon Add key.

3. Trong trudng Task name, nhap mét mod ta ngan gon, vi du nhu Kich hoat Kaspersky Endpoint
Security cho Windows.

4. Trong phan Devices to which the task will be assigned, chon pham vi tac vu. Chuyén sang budéc
tiép theo.

Budc 2. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh s& dugc thuc hién tac vu trén dé. Cac tly chon sau cé thé dugc sir dung:

e Gan tac vu vao mot nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gém trong mét nhém quan tri da dugc tao trudc dob.

e Chon cac may tinh dugc Mdy chl quan tri phat hién trong mang - cdc thiét bj chua duoc gan. Cac
thiét bi dugc quy dinh c6 thé bao gom cac thiét bj trong nhém quan tri cling nhu cac thiét bi chua
dugc gan.

e Nhap vao thd cong dia chi cta thiét bj, hoac nhap cac dia chi tir mét danh sach. Ban cé thé quy
dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudén gan tac vu.

Budc 3. Chon mét gidy phép

Chon gidy phép ma ban muén si&r dung dé kich hoat &rng dung. Chuyén sang budc tiép theo.

Ban c6 thé thém khéa vao Bang diéu khién web (Operations - Licensing).

Budc 4. Hoan tat viéc tao tac vu

Hoan tat trinh hudng dan bang cach nhan ndt Finish. Mét tdc vu méi sé dugc hién thi trong danh
sach cac tac vu. D€ thuc hién mot tac vy, chon hop kiém canh tac vu d6 va nhan ndt Start. K&t qua la
Kaspersky Endpoint Security s& dugc kich hoat trén may tinh cia ngudi dung trong ché d6 im lang.

Céch kich hoat rng dung trong giao dién &‘rng dung @
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1. Trong ctra s6 chinh cta ing dung, hdy vao muc Giay phép.

2. Nhan vao Kich hoat irng dung bang mét gidy phép méi.

Trinh huéng dan Kich hoat Ung dung sé& dugc bt dau. Lam theo chi dan cla Trinh huéng dan
Kich hoat.

Kaspersky < Gidyphép
Trinh hudng dan kich hoat

e Kich hoat v&i mdt ma kich hoat

Binhdang
MEu ban

11111-11111-11111-1111X
truding nhap liéu d3u tién ma khéng can g& thi cong céc
Kich hoat

Gidy phép Kich hoat béng tap tin khéa
Phai cd tap tin khoa.

Lua chon tép tin khoa

Kich hoat phién ban dung thor

Hay dénh gia phién ban day di chi ta ing dung trude khi mua.

Kich hoat

Trong thuéc tinh cla tac vu Thém khda, ban c6 thé thém mot khéa du trir cho may tinh. Mot khda dur triv
sé cé trang thai dang hoat ddng khi khda hién hoat hét han hodc bi xéa. Su san c6 ciia mét khoa du trir
cho phép ban tranh tinh trang gid¢i han chirc nang ing dung khi mot gidy phép hét han.
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1. Trong Bang diéu khién quan tri, hdy vao thu muc Kaspersky Licenses.
Mot danh sach khéa gidy phép sé mé ra.

2. Mé& thudc tinh khoéa gidy phép.

3. Trong phan General, hdy chon hép kiém Automatically distribute license key to managed
devices.

4. Luu cac thay déi cda ban.

Két qua la, khoa sé dugc phan phéi tu ddong dén cac may tinh phu hgp. Trong qua trinh phan phaoi
tu déng mot khoa lam khoa hién hoat hodc khéa du tri, gidi han gidy phép vé sé may tinh (dugc
thiét 1ap trong thudc tinh cldia khéa) sé dugc tinh dén. Néu gidi han gidy phép nay bi vuot qua, viéc
phan phoi khéa nay dén cac may tinh sé tu dong dirng lai. Ban c6 thé xem sé may tinh da dugc
thém khéa nay va cac dir liéu khac trong thudc tinh khéa trong muc Devices.

dam may @

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Operations - Licensing - Kaspersky
licenses.

Mot danh sach khéa gidy phép sé mé ra.
2. M& thudc tinh khoéa gidy phép.

3. Trén thé General, hdy bat nut bat/tat Automatically distribute license key to managed
devices.

4. Luu cac thay d6i ctia ban.

Két qua la, khoa sé dugc phan phéi tu ddng dén cac may tinh phu hgp. Trong qua trinh phan phaoi
tu déng mot khoa lam khoa hién hoat hodc khéa du tri, gidi han gidy phép vé sé may tinh (dugc
thiét 1ap trong thudc tinh clia khéa) sé dugc tinh dén. Néu gidi han gidy phép nay bi vuot qua, viéc
phan phoi khéa nay dén cac may tinh sé tu dong dirng lai. Ban c6 thé xem sé may tinh da dugc
thém khoéa nay va cac di¥ liéu khac trong thudc tinh khoa trén thé Devices.

Né&u dang kich hoat &rng dung bang m4 kich hoat, ban can truy cap internet dé két néi véi may chu kich
hoat clia Kaspersky. Néu dang kich hoat (rng dung bang tdp tin khéa, thi ban khéng can truy cap
internet. Néu cac may tinh nam trong mot phan mang bi cé 1ap va khéng c6 quyén truy cap internet, dé
kich hoat (rng dung bang ma, ban phai cho phép s&r dung May chi quan tri Kaspersky Security Center
lam may chl proxy. Cé nghia la 'ng dung c6 thé cé quyén truy cap vao may chu kich hoat thong qua
Mday chd quan tri cé quyén truy cap internet.

Cach cho phép str dung May chi quan tri lam may chi proxy dé kich hoat (rng dung trong Bang diéu
khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong clra s6 chinh sach, hdy chon Thiét 1ap téng quat - Thiét 1ap irng dung.

5. Chon hop kiém Str dung Kaspersky Security Center nhu may chi proxy dé kich hoat.

6. Luu cac thay d6i cia ban.

Cach cho phép str dung May chi quan tri lam may chi proxy dé kich hoat (rng dung trong Badng diéu
khién web va Bang diéu khién dam may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach s& duoc md ra.

3. Chon thé Application settings.

4. Vao General settings - Application Settings.

Application Settings

General 4 Enforce @D
@ Startthe application on computer startup (recommended)

Enable Advanced Disinfection technology

Use Kaspersky Security Center as proxy server for activation
(@ Notapplicable if the application is being used in Light Agent mode.
Self-Defense & Enforce @D

@ Enable Self-Defense

@ Block external management of system services [T

Performance & Enforce ‘)
@ Postpone scheduled tasks while running on battery power

@ Concede resources to other applications

Limit CPU usage for scan tasks

bper limit 100

Debug information & Enforce @D

@ Enable dump writing
@ Enable dump and trace files protection

Computer status when settings are applied & Enforce @D

In case of errorwhen applying policy

Critical v
In case of error when executing task

Critical v

Advanced settings & Enforce @D

Thiét Iap Kaspersky Endpoint Security cho Windows
5. Chon hop kiém Use Kaspersky Security Center as proxy server for activation.

6. Luu cac thay d6i cGia ban.

.2

NEu ban khdng thé kich hoat &rng dung bang m4a kich hoat, ban c6 thé thir 1ay mot tdp tin khéa bang giai
phap Kaspersky = va thir kich hoat lai i'ng dung bang phuong phap khac.

Giam sat str dung gidy phép

Ban cé thé gidm sat viéc s&r dung gidy phép theo cac cach sau:
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e Xem Report on usage of license keys trong co s& ha tang cda t6 chic (Monitoring & reporting —
Reports).

e Xem trang thai cia may tinh trén thé Managed devices . Devices. Néu (rng dung khéng dugc kich
hoat, may tinh sé c6 trang thai , Ung dung chua duoc kich hoat.

e Xem théng tin gidy phép trong thudc tinh may tinh.

e Xem thudc tinh khéa (Operations - Licensing).

Chi tiét vé viéc kich hoat (rng dung nhu mét phan ctia Bang diéu khién dam may cda
Kaspersky Security Center

Phién ban dung th{r dugc cung cdp cho Bang diéu khién dam may Kaspersky Security Center. Phién ban
dung thdrla phién ban dac biét ciia Bang diéu khién dam may Kaspersky Security Center, dugc thiét ké
dé gitp ngudi dung lam quen véi cac tinh nang cla &ng dung. Trong phién ban nay, ban c6 thé thuc
hién cac hanh déng trong khéng gian lam viéc trong vong 30 ngay. Tat ca cac rng dung dugc quan ly sé
tu ddéng dugc chay theo gidy phép dung thir danh cho Bang diéu khién dam may Kaspersky Security
Center, bao gom ca Kaspersky Endpoint Security. Tuy nhién, ban khdng thé kich hoat Kaspersky
Endpoint Security bang gidy phép dung thdr cGa chinh né khi gidy phép dung thir cho Bang diéu khién
dam may Kaspersky Security Center hét han. Dé biét théng tin chi tiét vé viéc cap gidy phép cho
Kaspersky Security Center, vui long tham khao Trg gitp clia Bang diéu khi€én dam may Kaspersky
Security Center.

Phién ban dung thir ciia Bang diéu khién ddm may Kaspersky Security Center khong cho phép ban
chuyén sang phién ban thuong mai sau d6. Bat ky khéng gian lam viéc dung thdr nao ciing sé ty
dong bi xéa cung tat ca ndi dung sau khi hét thai gian 30 ngay.

Xo6a khéa giay phép

Dé x06a khoa gidy phép, ban can chay mét tac vu dac biét trén may tinh cdia minh. Vi du: ban c6 thé xda
khoa gidy phép dé sap xép lai cac don vi cap phép. Ngoai ra, khi gidy phép hét han, Kaspersky Endpoint
Security sé thong bao cho ban. Néu ban da thém khéa gidy phép c6 thai han ngan dé dung thdr irng
dung (vi du: Tién ich bé trg EDR Optimum), ban c6 thé xéa khoa gidy phép nay dé thoat khéi thdong bao
va khac phuc tinh trang may tinh.

Tac vu X6a khda cho phép xda bat ky khéda gidy phép nao khdi may tinh. Ban cé thé xda gidy cap phép
dang hoat dong cling nhu gilr lai khéa gidy phép. Ngoai khéa gidy phép kich hoat Kaspersky Endpoint
Security, ban c6 thé xo6a tirng khoa gidy phép cla gidi phap Kaspersky Detection and Response (vi du:
Tién ich b6 trg EDR Optimum).

Cach x6a khéa gidy phép trong Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.
Danh sach tac vu sé ma.

3. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan ca Trinh huéng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Endpoint Security for Windows (12.8) - Xéa khéa.

Budc 2. Chon mét gidy phép

Chon khéa gidy phép ma ban mudn x6a. Ban cé thé chon khéa gidy phép tir kho khéa clia Kaspersky
Security Center hodc chon tap tin khoa.

Budc 3. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh sé& dugc thuc hién tac vu trén d6. Cac tly chon sau c6 thé dugc sir dung:

e Gan tac vu vao mot nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gom trong mét nhém quan tri da dugc tao trudc dé.

e Chon cac may tinh dugc My chl quan tri phat hién trong mang - cdc thiét bj chua duoc gan. Cac
thiét bi dugc quy dinh cé thé bao gém cac thiét bi trong nhdém quan tri cling nhu cac thiét bi chua
dugc gan.

e Nhap vao thd céng dia chi cda thiét bi, hodc nhap cac dia chi tir moét danh sach. Ban c6 thé quy
dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.

Budc 4. Cau hinh lich khai chay tac vu

Cau hinh lich khé&i chay mot tac vy, vi du nhu khéi chay tha cdng hodc khi may tinh ranh.

Budc 5. Xac dinh tén tac vu

Nhap tén cho nhiém vu, vi du: Xéa khoa cho beta.

Budc 6. Hoan tat viéc tao tac vu

Thodat Trinh huéng dan. Néu can, hdy chon hop kiém Run the task after the wizard finishes. Ban
c6 thé giam sat tién dé cla tac vu trong thudc tinh tac vu.

Cach x6a khéa gidy phép trong Bang diéu khién web @

114


javascript:toggleBlock('293405')

1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.

Danh sach tac vu sé ma.
2. Nhan vao Add.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cda Trinh hudng dan.

Budc 1. Cau hinh thiét |ap tac vu tong quat

Cau hinh thiét 1ap cda tac vu tong quat:

1. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for Windows
(12.8.0).

2. Trong danh sach tha xuéng Task type, hdy chon Remove key.
3. Trong trudng Task name, nhap mét mé ta ngan, vi du nhu Xda khéa cho beta.
4. Trong phan Devices to which the task will be assigned, chon pham vi tac vu. Chuyén sang budgc

tiép theo.

Budc 2. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh sé& dugc thuc hién tac vu trén d6. Cac tly chon sau c6 thé dugc sir dung:

e Gan tac vu vao mot nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gom trong mét nhém quan tri da dugc tao trudc dé.

e Chon cac may tinh dugc May chl quan tri phat hién trong mang - cdc thiét bj chua duoc gan. Cac
thiét bi dugc quy dinh cé thé bao gém cac thiét bi trong nhém quan tri cling nhu cac thiét bi chua
dugc gan.

e Nhap vao thd céng dia chi cda thiét bi, hodc nhap cac dia chi tir mot danh sach. Ban c6 thé quy
dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.

Budc 3. Chon mot gidy phép

Chon khéa gidy phép ma ban mudn x6a. Ban c6 thé chon khdéa gidy phép tir kho khéa clia Kaspersky

Security Center hoac chon tap tin khéa. Chuyén sang budc tiép theo.

Budc 4. Hoan tat viéc tao tac vu

Hoan tat trinh huéng dan bang cach nhan ndt Finish. Mét tac vu méi sé dugc hién thi trong danh
sach cac tac vu. BEé thuc hién mot tac vy, chon hop kiém canh tac vu d6 va nhan ndt Start.

Cach xéa khéa gidy phép trong giao dién irng dung
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1. Trong ctra s6 chinh cla ing dung, hay vao muc Gidy phép.

2. Chon khéa ma ban muén xdéa va nhan vao Xéa.

Kaspersky Gidy phép

CAC GIAY PHEP HIEN TAI

Kaspersky Endpoint Security cho may tram lam
viéc va may chu tap tin

Gidy phép thuong mai cho 1 may tinh

365 ngay con lai dén khi gidy phép hét han.
1

15/12/2024 15/12/2025 03:00

I Xoa ‘ CF2411DB-CF23-4414-9861-2B49A3145FDD

Kaspersky Endpoint Security

Gidy phép thuong mai cho 1 may tinh

on and IO urr

30 ngay con lai d&n khi gidy phép hét han.

15/03/2025 03:00

Ab62E63BA-9D2E-4EDB-8C83-0A0DACBDOBES

Ban cling c6 thé xda khda gidy phép trén dong Iénh.

Xem thong tin giay phép
DE xem thdng tin vé mét gidy phép:

Trong clra sé chinh ctia ing dung, hay vao muc Gidy phép (xem hinh bén duéi).
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Kaspersky < Gidyphép
Kich hoat thanh cong.

Kaspersky Endpoint Security cho may tram lam
viéc va may chu tap tin

365 ngay con lai dén khi gidy phép hét han.
[
d3 kich hoat h&t han

15/12/2025 03:00

Gidy phép

Hoan t5t A776BAT0-B6CS-42CC-B4CC-646E27979E23

Muc sé& hién thj théng tin chi tiét sau:

Trang thadi khéa. Nhiéu khda co6 thé dugc luu trir trén mot may tinh. C6 hai loai khoa: hién hoat va du
trir. Ung dung khéng thé c6 nhiéu hon mét khéa hién hoat. Khéa du trit chi chuyén sang trai thai
hoat déng sau khi khda hién hoat hét han hoac sau khi khéa hién hoat bj xda bang cach nhan vao
Xéa.

e Tén ung dung. Tén day du clia ing dung Kaspersky da mua.

e Loai gidy phép. Cac loai gidy_phép sau day cé thé dugc sir dung: dung thir va thuong mai.

e Churc nang. Cac tinh ndng irng dung kha dung theo gidy phép cda ban. Cac tinh nang c6 thé bao gém
Bdo vé, Kiém soat bao mat, Ma héa dir liéu, v.v. Danh sach tinh nang kha dung cling dugc cung cap

trong Chung chi gidy phép.

e Théng tin b6 sung vé gidy phép. Ngay bat dau va ngay két thuic clia thdi han gidy phép (chi danh cho
khéa hién hoat), thoi lugng con lai cda thoi han gidy phép.

Thai gian hét han gidy phép dugc hién thi theo mui gid dugc cdu hinh trong hé diéu hanh.

e Khda. Mot khoa 1a mét chubi chir s6 duy nhat dugc tao tir mot ma kich hoat hoac tép tin khoa.
Trong clra s6 Cap gidy phép, ban ciing c6 thé thurc hién mot trong cac thao tac sau:

e Mua gidy phép / Gia han gidy phép. M& website clra hang truc tuyén cla Kaspersky, & d6 ban c6 thé
mua hodc gia han mot gidy phép. BEé lam diéu nay, hay nhap théng tin céng ty clia ban va thanh toan
cho don hang.
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e Kich hoat irng dung bang mét gidy phép m@i. Bit dau Trinh hudng dan Kich hoat irng dung. Trong
Trinh hudng dan, ban c6 thé thém mot khoa sir dung mdt ma kich hoat hoac mot tap tin khoéa. Trinh
huéng dan Kich hoat (rng dung cho phép ban thém mot khéa hién hoat va chi mot khéa dur trir.

Mua gidy phép

Ban c6 thé mua mot gidy phép sau khi cai dat irng dung. Khi mua gidy phép, ban s& nhan dugc mot ma
kich hoat hoac tap tin khéa dé kich hoat (rng dung.

Pé mua gidy phép:
1. Trong ctra s6 chinh cla ing dung, hay vao muc Gidy phép.
2. Thyc hién moét trong cac thao tac sau:

e Né&u khéng c6 khoa nao dugc bé sung hodc mét khéa cho gidy phép dung thir d& dugce bé sung,
nhan nut Mua giay phép.

e Néu mét khéa cho gidy phép thuong mai da dugc bé sung, nhan ndt Gia han gidy phép.

Mot clra s6 sé dugc md ra véi website clra hang truc tuyén cla Kaspersky, & dé ban c6 thé mua mot
gidy phép.

Gia han gdi dang ky

Khi ban st dung irng dung theo goéi dang ky, Kaspersky Endpoint Security sé tu déng lién hé véi may chi
kich hoat theo cac chu ky cu thé cho dén khi g6i dang ky clia ban da hét han.

Néu ban str dung Urng dung theo goi dang ky khéng gidi han, Kaspersky Endpoint Security sé tu déng
kiém tra v&i may chd kich hoat cho cac khéa dugc gia han trong ché d6 nén. Néu mét khéa la kha dung
trén may chu kich hoat, 'ng dung sé& b6 sung né bang cach thay thé khoéa cli. Bang cach nay, goéi dang ky
khéng gidi han cla Kaspersky Endpoint Security sé dugc gia han ma khéng can nguai dung xu ly.

Néu ban dang sir dung rng dung theo géi dang ky gidi han, vao ngay hét han géi dang ky (hoac ngay
két thac thai gian an han dé gia han), Kaspersky Endpoint Security sé thong bao cho ban vé diéu nay va
ngirng nd luc ty dong gia han géi dang ky. Trong trudng hap nay, Kaspersky Endpoint Security s& hanh

ban cép nhat, va Kaspersky Security Network s& khong thé dugc sir dung.
Ban c6 thé gia han goi dang ky trén website ctia nha cung cép dich vu.
D€ truy cap website cda nha cung cap dich vu tir giao dién g dung:
1. Trong ctra s6 chinh cta ing dung, hay vao muc Gidy phép.
2. Nhan vao Lién hé vé&i nha cung cap géi dang ky cta ban.
Ban c6 thé cap nhat trang thai géi dang ky mot cach thd cong. Viéc nay c6 thé la can thiét néu goéi dang

ky da dugc gia han sau thai gian an han va 'ng dung da khéng tu ddng cap nhat trang thai go6i dang
ky.
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Kaspersky Gidy phép

CAC GIAY PHEP HIEN TAI

Kaspersky Endpoint Security cho may tram lam
viéc va may chu tap tin

iy phép 15/12/2025 03:

221CSBOA-4155-41A0-9690-C895C08B5BA2
Céap nhattrang théi géi dang ky
Lién hé vai nha cung cp géi ding ky claban

Irinh hu
Xoa
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Cung cap dir liéu

Cung cap dir liéu theo Thoa thuan gidy phép ngudi dung cubi

NEu mot mé kich hoatz dugc ap dung dé kich hoat Kaspersky Endpoint Security, ban déng y sé tu dong
gutri dinh ky cho Kaspersky cac théng tin sau day cho muc dich x4c minh viéc s&r dung ddng &rng dung:

e Loai, phién ban va ngén nglr ban dia clia Kaspersky Endpoint Security;

¢ Phién ban cla ban cap nhat dugc cai dat cho Kaspersky Endpoint Security;

e ID clia may tinh va ID clia ban cai dat Kaspersky Endpoint Security cu thé trén may tinh;
e SO sé-riva ma dinh danh clia khoéa hién hoat;

e Loai, phién ban va t6c do bit clia hé diéu hanh, va tén cia méi trudng o (néu Kaspersky Endpoint
Security dugc cai dat trong mét moi trudng ao);

e ID yéu cau duy nhat dén cac dich vu cdia Bon vi s& hiru ban quyén;

ID clia thanh phan Kaspersky Endpoint Security dang hoat déng khi théng tin dugc chuyén di.

Kaspersky cling c6 thé sir dung théng tin nay dé tao so liéu théng ké cho viéc phan tich va str dung phan
mém Kaspersky.

Théng qua viéc str dung ma kich hoat, ban dong y tu déng truyén tai dir liéu & trén. Néu ban khong déng
y truyén thong tin nay dén Kaspersky, ban nén s&r dung mét tap tin khda dé kich hoat Kaspersky
Endpoint Security.

Théng qua viéc chap nhan cac diéu khoan cta Théa thuan gidy phép ngudi dung cudi, ban dong y tu
dong truyén tai nhirng théng tin sau:

¢ Khinang cap Kaspersky Endpoint Security:
e Phién ban cla Kaspersky Endpoint Security;
¢ ID cla Kaspersky Endpoint Security;
e Khoéa hién hoat;
¢ ID riéng cla tac vu bat dau nang cap;
¢ ID riéng cla ban cai dat Kaspersky Endpoint Security.
e Khi truy cap céc lién két tir giao dién Kaspersky Endpoint Security:
e Phién ban cua Kaspersky Endpoint Security;
e CAac phién ban cta hé diéu hanh;
e Ngay kich hoat Kaspersky Endpoint Security;

e ngay hét han gidy phép;
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e Ngay tao khoa;

¢ Ngay cai dat Kaspersky Endpoint Security;

¢ ID cla Kaspersky Endpoint Security;

e ID cla 16 hdng bdo mat dugc phat hién trong hé diéu hanh;

e ID clia ban cap nhat mai nhat dugc cai dat cho Kaspersky Endpoint Security;

e Hash cla tap tin chira moi de doa dugc phat hién, va tén cia moi de doa nay theo phan loai cla
Kaspersky;

e Danh muc |6i kich hoat Kaspersky Endpoint Security;
e M3 16i kich hoat Kaspersky Endpoint Security;

e SO ngay dén khi khéa hét han;

e S& ngay da trdi qua ké tir khi khéa dugce bo sung;

e SG6 ngay da troi qua ké tur khi gidy phép hét han;

e SO mdy tinh dugc dp dung gidy phép hién tai;

e Khoéa hién hoat;

e Thai han gidy phép Kaspersky Endpoint Security;

e Tinh trang hién tai ca gidy phép;

e loai gidy phép hién tai;

e Loai 'ng dung;

e ID riéng cla tac vu bat dau nang cap;

e ID riéng cla ban cai dat Kaspersky Endpoint Security trén may tinh;
e Ngdn nglr giao dién clia Kaspersky Endpoint Security.

Théng tin dugc nhan sé dugc bao vé bdi Kaspersky theo luat phap, cac yéu cau va quy dinh hién hanh
clia Kaspersky. DTt liéu dugc truyén qua cac kénh giao ti€p dugc ma hoa.

DPoc Thoa thuén gidy phép ngudi dung cudi va truy cap website Kasperskyz dé tim hiéu thém vé cach
chung téi nhan, xr ly, luu tri va tiéu hdy thong tin vé viéc sir dung irng dung sau khi ban chap nhan
Théa thuan gidy phép ngudi dung cudi va dong y véi Tuyén bd Kaspersky Security Network. Cac tap tin
license.txt va ksn_<language ID>.txt chira néi dung ctia Thoa thuan gidy phép ngudi dung cudi va Tuyén
b6 Kaspersky Security Network va dugc bao gom trong goi phan phdi ctia irng dung.

Cung cap dir liéu khi str dung Kaspersky Security Network

Tap dir liéu ma Kaspersky Endpoint Security giri dén Kaspersky tuy thudc vao loai gidy phép va thiét lap
s&r dung Kaspersky Security Network.
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S dung KSN theo gidy phép trén khdng qua 4 may tinh

Théng qua viéc chap nhan Tuyén bd Kaspersky Security Network, ban dong y tu ddng truyén tai nhirng
thong tin sau:

e thdng tin vé ban cap nhat cau hinh KSN: ma dinh danh cta cau hinh hoat dong, ma dinh danh cla cau
hinh dugc nhan, ma [6i cla ban cap nhat cau hinh;

e thdng tin vé cac tap tin va dia chi URL s& dugc quét: gia tri tong kiém (MD5, SHA2-256, SHA1) cla tap
tin dugc quét va mau hinh tap tin (MD5), kich thudc mau, loai méi de doa dugc phat hién va tén mai
de doa d6 theo phan loai clia Bon vi s& hitu ban quyén, méa dinh danh cho cac co s& dit liéu diét virus,
dia chi URL ma tai d6 yéu cau do tin cay, cling nhu dia chi URL tham chiéu, méa dinh danh giao thirc
két ndi va s6 hiéu céng dang dugc str dung;

¢ ID cla tac vu quét da phat hién ra moi de doa;

e thong tin vé chirng chi k§ thuat sé dugc sir dung can dé xac minh tinh xac thuc cda chdng: gia tri téng
kiém (SHA256) clia chirng chi dugc sir dung dé ky vao déi tugng dugc quét va khda cong khai clia
churng chi;

¢ ma dinh danh clia thanh phan Phan mém tién hanh quét;
e ID clia co s& dir liéu diét virus va ban ghi trong cac co s& dir liéu diét virus nay;

e Thong tin vé viéc kich hoat Phan mém trén May tinh: dau dé dugc ky cta phiéu tir dich vu kich hoat
(ma dinh danh cla trung tam kich hoat khu vuzc, gia tri tdng kiém cdia ma kich hoat, gia tri tong kiém
cla phiéu, ngay tao phiéu, ma dinh danh riéng ctia phiéu, phién ban phiéu, trang thai ctia gidy phép,
ngay va gid bat dau/két thuc hiéu lyc cha phiéu, ma dinh danh riéng cla gidy phép, phién ban gidy
phép), ma dinh danh clia chirng chi dugc sir dung dé ky dau dé phiéu, gia tri tdng kiém (MD5) cla tap
tin khoéa;

e Thong tin vé Phan mém cla Don vi s& hiru ban quyén: loai va phién ban cla giao thirc dugc str dung
dé két n6i dén cac dich vu Kaspersky.

St dung KSN theo gidy phép trén 5 may tinh tr& 1én

Théng qua viéc chap nhan Tuyén bo Kaspersky Security Network, ban dong y tu ddng truyén tai nhirng
thong tin sau:

Néu hép kiém Kaspersky Security Network dugc chon va hép kiém Bat ché dé KSN mé réng bj xda,
(rng dung sé guri cac thong tin sau:

e théng tin vé ban cap nhat cdu hinh KSN: ma dinh danh cta cau hinh hoat dong, ma dinh danh ctia cau
hinh dugc nhan, ma 16i cha ban cap nhat ciu hinh;

e thdng tin vé cac tap tin va dia chi URL s& dugc quét: gia tri tong kiém (MD5, SHA2-256, SHA1) clia tap
tin dugc quét va mau hinh tap tin (MD5), kich thudc mau, loai méi de doa dugc phat hién va tén mai
de doa d6 theo phan loai clia Bon vi s& hitu ban quyén, ma dinh danh cho cac co s& dit liéu diét virus,
dia chi URL ma tai d6 yéu cau do tin cay, cling nhu dia chi URL tham chiéu, ma dinh danh giao thirc
két néi va s6 hiéu cong dang dugc st dung;

¢ ID cla tac vu quét da phat hién ra moi de doa;

e thdng tin vé chirng chi k§ thuat sé dugc sir dung can dé xac minh tinh xac thuc cda chiang: gia tri téng
kiém (SHA256) clia chirng chi dugc sir dung dé ky vao doi tugng dugc quét va khda cong khai clia
chirng chi;
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¢ ma dinh danh cla thanh phan Phan mém tién hanh quét;
e ID clia co s& dir liéu diét virus va ban ghi trong cac co s& dir liéu diét virus nay;

e Thoéng tin vé viéc kich hoat Phan mém trén May tinh: dau dé dugc ky cla phiéu tur dich vu kich hoat
(ma dinh danh cda trung tam kich hoat khu vurc, gia tri téng ki€ém cdia ma kich hoat, gia tri tdng kiém
cla phiéu, ngay tao phiéu, ma dinh danh riéng ctia phiéu, phién ban phiéu, trang thai ctia gidy phép,
ngay va gid bat dau/két thuc hiéu luc cta phiéu, ma dinh danh riéng cla gidy phép, phién ban giady
phép), ma dinh danh cdia chirng chi dugc sir dung dé ky dau dé phiéu, gia trj tong kiém (MD5) cla tap
tin khoa;

e Thong tin vé Phan mém clia Bon vij s& hiru ban quyén: loai va phién ban cua giao thirc dugc sir dung
dé két ndi dén cac dich vu Kaspersky.

Néu hop kiém Bat ché dé KSN mé réng dugc chon ngoai hdp kiém Kaspersky Security Network, (rng
dung sé guri cac thong tin sau day, ngoai cac thdng tin dugc liét ké & trén:

e thong tin vé két qua phan loai cac tai nguyén web dugc yéu cau, cac tai nguyén nay chira URL da dugc
XU ly va dia chi IP cla may chu luu tri, phién ban cta thanh phan Phan mém da thuc hién phan loai,
phuong phap phan loai va bd danh muc dugc xac dinh cho tai nguyén web;

e thong tin vé Phan mém dugc cai dat trén May tinh: tén cla cac nha cung cdp phan mém va irng dung
Phan mém, khoa registry cing gia tri cia khéa nay, thong tin vé cac tap tin cla cac thanh phan phan
mém da cai dat (tdng kiém (MD5, SHA2-256, SHA1), tén, dudng dan dén tap tin trén May tinh, dung
luong, phién ban va chit ky s6);

e thdong tin vé trang thai bao vé chéng virus cla May tinh: cac phién ban va dau thai gian phat hanh cda
co s& dir liéu diét virus dang dugc str dung, ID clia tac vu va ID ctia Phan mém thuc hién quét;

e thdng tin vé cac tap tin dugc Ngudi dung cudi tai vé: URL va dia chi IP tlr d6 cac tap tin dugc tai vé va
trang tai vé, ma dinh danh cla giao thirc tai vé va sé hiéu cdng két ndi, chi bdo URL la d6c hai hay
khong, thudc tinh, kich ¢ cta tap tin cing gia tri téng kiém (MD5, SHA2-256, SHA1), thdng tin vé tién
trinh d3 tai vé tap tin (gia tri téng kiém (MD5, SHA2-256, SHA1), ngay va gid tao/ban dung, trang thai
ty dong chay, thudc tinh, tén trinh déng goi, thdong tin vé chir ky, c& tap tin thyc thi, ma dinh danh
dinh dang, va entropy), tén tap tin va dudng dan dén né trén May tinh, chir ky ky thuat sé va dau thoi
gian cla tap tin, dia chi URL ma trén dé xay ra phat hién, so kich ban trén trang bi nghi van hoac la
ddc hai, théng tin vé cac yéu cau HTTP dugc tao va cac phan héi dén chung;

e thdong tin vé cac i'ng dung dang chay va cdc mo-dun clia ching: dit liéu vé cac tién trinh dang chay
trén hé théng (ID tién trinh (PID), tén tién trinh, théng tin vé tai khoan da bat dau tién trinh, i'ng dung
va lénh da bat dau tién trinh, chi bao chuong trinh hoac tién trinh dugc tin tudng, dudng dan day da
dén cac tap tin tién trinh va gia tri téng kiém cla ching (MD5, SHA2-256, SHA1), va dong |énh bat dau,
mUrc d6 toan ven cda tién trinh, md ta vé phan mém chira tién trinh (tén cia phan mém va thong tin
vé nha phat hanh), théng tin vé cac ching chi ki thuat sé dugce stir dung va thong tin can thiét dé xac
minh tinh xac thyc clia ching, hodc thong tin vé viéc tap tin khéng cé mot chir ky ky thuat so), thong
tin vé cac mo-dun dugc nap vao tién trinh (tén, dung lugng, loai, ngay tao, thudc tinh, gia tri téng
ki€ém (MD5, SHA2-256, SHA1), va dudng dan dén ching trén May tinh), théng tin dau dé cla tap tin PE,
tén cla trinh déng gdi (néu tap tin da dugc dong goi);

e thong tin vé tat ca cac déi tugng doc hai tiém nang cing hoat dong clia chidng: tén cla doi tugng
dugc phat hién va dudng dan day dd dén déi tugng trén may tinh, gia tri téng kiém cla cac tap tin
dugc x{r ly (MD5, SHA2-256, SHA1), ngay va gi¢ phat hién, tén va kich c& cGa cac tap tin nhiém ma déc
va dudng dan dén chdng, ma khudn mau dudng dan, cd chi bao tap tin thuc thi, chi bao liéu déi
tugng nay cé phai la mot vé boc hay khong, tén clia trinh déng géi (néu tap tin dugc dong goéi), ma
loai tap tin, ID dinh dang tap tin, danh sach cac hanh déng dugc thuc hién bdi phan mém doéc hai va
quyét dinh clla phan mém va ngudi dung trong viéc xtr ly chdng, ID cla co s& dir liéu diét virus va cla
cac ban ghi trong nhirng co s& dir liéu diét virus d& dugc stir dung dé dua ra quyét dinh, chi bao déi
tugng ddc hai tiém tang, tén clia méi de doa dugc phat hién theo phan loai ctia Bon vi s& hitu ban
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quyén, cap dé nguy hiém, trang thai phat hién va phuong thirc phat hién, ly do bao gom trong nglr
canh phan tich va s6 hiéu trinh tu cta tap tin trong ngir canh, gia tri tong kiém (MD5, SHA2-256,
SHA1), tén va thudc tinh cta tap tin thuc thi cia 'ng dung ma qua d6 tin nhan hoac lién két nhiém ma
ddc dugc truyén tai, dia chi IP phi ca nhan hoda (IPv4 va IPv6) clia may chd da chan doi tugng, entropy
tap tin, chi bdo tu dong chay tap tin, thai gian khi tap tin dugc phat hién lan dau trong hé théng, s6
lan tap tin dugc chay ké tir khi sé liéu théng ké gan nhat dugc glri di, thong tin vé tén, gia tri tong
kiém (MD5, SHA2-256, SHA1) va kich c& cta trinh khach email thdng qua d6 déi tugng doc hai dugc
ti€p nhan, ID clia tac vu phan mém da thuyc hién viéc quét, chi bao liéu danh tiéng hay chir ky tap tin
da duoc kiém tra, két qua xur ly tap tin, gia tri téng kiém (MD5) cla mau dugc thu thap cho déi tugng,
kich c& cGla mau tinh theo byte, va thong s6 k§ thuat ciia cdng nghé phat hién dugc ap dung;

thong tin vé cac d6i tugng dugc quét: nhom tin tudng ma tap tin dugc dat cho va/hoac tir nhém do
ma tap tin dugc dat, ly do tap tin dugc xac dinh la thuéc thé loai d6, ma dinh danh thé loai, théng tin
vé nguodn gdc clia cac thé loai va phién ban clia co s& dir liéu thé loai, c& ching chi dugc tin tudng cla
tap tin, tén clia nha cung cap tap tin, phién ban tap tin, tén va phién ban cta &'ng dung phan mém
chira tap tin do;

thong tin vé cac 16 hong bado mat dugc phat hién: ID cda tirng 16 héng trong co s& dir liéu 16 hong,
murc d6 nguy hiém cda 16 hong;

thong tin vé viéc m6 phdng cua tap tin thuc thi: dung lugng va gia tri téng kiém cda tap tin (MD5,
SHA2-256, SHA1), phién ban cta thanh phan gia lap, do sau gia lap, mot day cac thudc tinh cta khoi
logic va cdc ham bén trong khoi logic cé dugc trong qua trinh gia lap, dir liéu tir tiéu dé PE cua tap tin
thuc thi;

dia chi IP cGla may tinh tan céng (IPv4 va IPv6), s hiéu céng trén May tinh ma cac cudc tan cong
mang dang nham vao, ma dinh danh giao thirc clia géi tin IP cé chira cudc tan céng, muc tiéu tan
cong (tén té chire, trang web), cd hiéu cho phan &rng dén cudc tan cong, sirc manh cla cudc tan cong,
murc dé tin cay;

thong tin vé cac cudc tan cdng lién quan dén tai nguyén mang gia mao, DNS va dia chi IP (IPv4 va
IPv6) clia cac website dugc truy cap;

DNS va dia chi IP (IPv4 hoac IPv6) cla tai nguyén web dugc yéu cau, thong tin vé tap tin va irng dung
web truy cap vao tai nguyén web, tén, dung lugng va gia tri tong kiém (MD5, SHA2-256, SHA1) cla tap
tin, dudng dan day da va ma mau cda dudng dan, két qua kiém tra chir ky s6 va trang thai chir ky s6é
trong KSN;

thong tin vé viéc hoan tac cac hanh dong cdia phan mém doc hai: dir liéu trén tap tin c6 hoat dong
dugc hoan tac (tén tap tin, dudng dan day du dén tap tin, kich ¢ va gia tri tdng kiém (MD5, SHA2-256,
SHA1) ctia nd), dir liéu vé két qua ctia hanh déng xo6a, déi tén, sao chép cac tap tin va khdi phuc gia tri
trong registry (tén cla cac khéa registry va gia tri ciia ching), cling nhu thong tin vé cac tap tin hé
thong bi stra d6i bdi phan mém doc hai trudce va sau khi hoan tac;

théng tin vé cac loai trir dugc thiét 1ap cho thanh phan Kiém sodat thich (ng su ¢é: ID va trang thai cda
quy tac dugc kich hoat, hanh ddng do Phan mém thuc hién khi quy tac dugc kich hoat, loai tai khoan
ngudi dung ma tién trinh hodc luéng thuc hién hoat ddong dang ngd, théng tin vé tién trinh thuc hién
hoac phai chiu hoat déng dang ngd (ID tap I&énh hodc tén tap tin tién trinh, dudng dan day dd dén tap
tin tién trinh, md mau cha dudng dan, gia tri téng kiém (MD5, SHA2-256, SHA1) clia tap tin tién trinh);
thong tin vé déi tugng da thuc hién hanh déng dang ngd va vé déi tugng chiu cac thao tac dang ngd
(tén khoa registry hoac tén tap tin, dudng dan day da dén tap tin, md mau cda dudng dan va gia tri
téng kiém (MD5, SHA2-256, SHA1) cla tap tin);

thong tin vé mo-dun phan mém dugc tai: tén, kich ¢& va gia tri téng kiém (MD5, SHA2-256, SHA1) cla
tap tin mo-dun, dudng dan day dd dén n6 cuing ma khuén mau dudng dan, thiét [ap chir ky k§ thuét

s6 cla tap tin mo-dun, ngay va gid tao chir ky, tén cda chi thé va té chirc da ky duyét tap tin mé-dun,
ID cta tién trinh da nap mo-dun, tén clia nha cung cap mo-dun, va sé hiéu trinh tu ciia moé-dun trong
hang ch& nap;
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théng tin vé chat lugng tuong tac Phan mém vai cac dich vu KSN: ngay gid bat dau va két thuc
khoang thai gian tao sé liéu théng ké, thong tin vé chat lugng clia cac yéu cau va két néi vai tirng dich
vu KSN da str dung (ID dich vu KSN, sé cac yéu cau thanh céng, s6 cac yéu cau c6 phan hoi tir bé nhé&
dém, s6 cac yéu cau khéng thanh cong (sw c6 mang, KSN bj tat trong muc cai dat Phan mém, dinh
tuyén khong chinh xac), luéng thai gian clia cac yéu cau thanh cong, luéng thoi gian cla cac yéu cau
bi hdy, luéng thai gian cla cac yéu cau bi hdy vuot qua gidi han thai gian, s6 cac két ndi véi KSN dugc
[y t&r b& nh& dém, sb cac két ndi vai KSN thanh cdng, s6 cac két ndi véi KSN khdng thanh céng, sb cac
giao dich thanh céng, sé cac giao dich khéng thanh céng, luéng thai gian clia cac két ndi vai KSN
thanh coéng, luéng thadi gian cldia cac két ndi véi KSN khdng thanh cong, luéng thaoi gian cla cac giao
dich thanh céng, ludng thai gian cda cac giao dich khdng thanh céng);

néu phat hién mét déi twgng ddc hai tiém tang, thong tin sé dugc cung cap vé dir liéu trong b nhé
cla cac tién trinh: cac phan tlr clia cau trdc phan cap doi tugng hé thdng (ObjectManager), dit liéu
trong bd nhé& UEFI BIOS, tén va gia tri chia cac khoa registry;

thdng tin vé cac su kién trong ban ghi hé théng: dau thai gian cla su kién, tén ban ghi trong dé da
tim thay su kién, loai va danh muc cda su kién, tén clia nguén su kién va mo ta cla su kién;

thong tin vé cac két n6i mang: phién ban va gia tri téng kiém (MD5, SHA2-256, SHA1) clia tap tin bat
dau tién trinh md céng, dudng dan dén tap tin cla tién trinh va chir ky sé, dia chi IP cuc b6 va tir xa,
s6 lugng céng két nGi cuc bo va tir xa, trang thai két néi, dau thoi gian khi mé cong;

thdng tin vé ngay cai dat va kich hoat Phan mém trén Mday tinh: ID cla doi tac da ban gidy phép, sé
sé-ri cUa gidy phép, tiéu dé dugc ky ctia phiéu tir dich vu kich hoat (ID cta trung tam kich hoat khu
VU, gia tri tong kiém cla ma kich hoat, gia tri téng ki€ém cda phi€u, ngay tao phiéu, ID duy nhét cla
phiéu, phién ban phiéu, trang thai gidy phép, ngay va gi¢ bat dau/két thic phiéu, ID duy nhat cla gidy
phép, phién ban gidy phép), ID cla ching chi dugc sir dung dé ky tiéu dé phiéu, gia tri téng kiém
(MD5) clia tap tin khoa, ID duy nhat clia ban cai dat Phan mém trén Mdy tinh, loai va ID clia ing dung
dugc cap nhat, ID clia tac vu cap nhat;

thdng tin vé tap hgp tat ca cac ban cap nhat dugc cai dat va tap hgp cac cap nhat da dugc cai dat/gd
bd gan day nhat, loai su kién khién théng tin cdp nhat dugc guri, thai lugng ké tir khi cai dat ban cap
nhat mdi nhat, thong tin vé bat ky co sé& di liéu diét virus nao dugc cai dat gan day;

théng tin vé hoat dong clia phan mém trén may tinh: dir liéu s&r dung CPU, dit liéu sr dung bé nhé&
(Byte Ca nhan, Téng bo nh¢ that, Téng bo nhé do), sé ludng dang hoat ddng trong tién trinh phan
meém va cac luéng dang cho duyét, cling nhu thaoi gian hoat ddng clia phan mém trudc 10i;

s6 lugng 16i man hinh xanh phan mém va 16i man hinh xanh hé théng (Man hinh xanh chét choc) ké
tr khi Phan mém dugc cai dat va ké tir thai diém cap nhat 1an cudi, ma dinh danh va phién ban cda
mo-dun Phan mém bi 16i, stack b nhd trong tién trinh ca Phdn mém va théng tin vé cac co s& di
liu diét virus tai thoi diém xay ra 16i;

dir liéu vé 16i man hinh xanh hé thdng (Man hinh xanh chét chéc): c¢& hiéu chi bao su xudt hién cla
Man hinh xanh chét chéc trén May tinh, tén trinh diéu khién gay ra Man hinh xanh chét chdc, dia chi
va stack bd nha trong trinh diéu khién, c& hiéu chi bao thoi lugng phién lam viéc ctia hé diéu hanh
trudc khi xay ra Man hinh xanh chét choc, stack bd nhé cda trinh diéu khién bi 16i, loai 16i bd nh& dugc
luu trir, c& cho phién lam viéc cia hé diéu hanh trudc khi Man hinh xanh chét chéc kéo dai hon 10
phat, ma dinh danh riéng cla 16i d6, ddu thai gian cdia Man hinh xanh chét choc;

thong tin vé 16i hoac su ¢d hiéu sudt xay ra trong qué trinh hoat ddng cda cac thanh phan cta Phan
mém: ID cla tinh trang Phan mém, loai 16i, m&, nguyén nhan cling nhu thai gian xay ra 16i, cac ID cla
thanh phan, mé-dun va tién trinh clia sdn pham xay ra 16i, ID tac vu hoac loai cap nhat xay ra 16i, ban
ghi clia trinh diéu khién do Phan mém st dung (ma 16i, tén mé-dun, tén tap tin ngudn va dong noi
xay ra 16i);

thong tin vé cac ban cap nhat co s& dir liéu diét virus va thanh phan ctia Phan mém: tén, ngay gio cla
tap tin chi muc dugc tai vé khi cap nhat lan cudi va dang dugc tai vé trong qua trinh cap nhat hién tai;
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e thong tin vé viéc chdm dut bat thudng hoat dong cia Phan mém: dau thdi gian tao 16i man hinh
xanh, loai |6i man hinh xanh, loai su kién gay ra cham dit bat thuong hoat ddng clia Phan mém (mat
dién dot xuat, 16i 'ng dung bén thir ba), ngay va gio mat dién dot xuat;

e thong tin vé kha nang tuang thich cla trinh diéu khién Phan mém véi phan cirng va Phan mém:
thong tin vé cac thudc tinh hé diéu hanh (OS) han ché chirc nang clia cac thanh phan Phan mém
(Secure Boot, KPTI, WHQL Enforce, BitLocker, Case Sensitive), loai Phan mém tai xuéng da cai dat
(UEFI, BIOS), Ma dinh danh M6-dun Nén tang Tin tudng (TPM), phién ban dac td TPM, théng tin vé
CPU dugc cai dat trén May tinh, ché dé hoat déng va cac tham so clia Bao vé thiét bj va toan ven m3,
ché& dé van hanh cda trinh diéu khién va ly do st&r dung ché dé hién hanh, phién ban trinh diéu khién
Phan mém, trang thai hé trg 4o héa phan mém va phan clrng cdia May tinh;

e thdng tin vé cac rng dung cQa bén thir ba da gay ra 16i: tén, phién ban va ngdn nglr dia phuong, ma
16i va théng tin vé 16i tir nhat ky hé thng clia cac irng dung, dia chi 16i va stack b6 nhé trong trng
dung clia bén thir ba, c& chi bdo su xuat hién 16i trong thanh phan cdia Phan mém, khoang thai gian
(rng dung cla bén thir ba da hoat dong trudc khi xay ra 16i, gia tri tdng kiém (MD5, SHA2-256, SHA1)
cla hinh anh tién trinh &rng dung ma trong dé da xay ra 16i, dudng dan dén hinh anh tién trinh rng
dung d6 va ma mau clda dudng dan, thdng tin tir nhat ky hé théng véi mo ta vé 16i lién quan dén ang
dung, théng tin vé md-dun &rng dung da xay ra 16i (ma dinh danh 16i ngoai &, dia chi b6 nh& 16i dudi
dang d6 dai trong moé-dun (rng dung, tén va phién ban cdia mé-dun, ma dinh danh 16i (rng dung trong
plugin cGia Bon vi s& hiru ban quyén va stack bd nhé cha 16i, thdi lugng cha phién (rng dung trudce khi
bi 16i);

e phién ban cha thanh phan chuong trinh cdp nhat Phan mém, sé lugng 16i thanh phan chuong trinh
cap nhat trong khi chay cac tac vu cap nhat trong suoét thai gian hoat dong cta thanh phan, ID cla
ki€u tac vu cap nhat, sé lan thir khéng thanh cong cdia thanh phan chuong trinh cap nhat dé hoan
thanh cac tac vu cap nhat;

e thong tin vé hoat ddng clia thanh phan gidm sat hé thong Phan mém: phién ban day du cda thanh
phan, ngay va gio khéi dong cac thanh phan, ma sy kién lam tran hang dgi sy kién va sé lugng cac su
kién nhu vy, téng s6 su kién lam tran hang dgi, thdng tin vé tap tin cda ti€n trinh bd khéi tao su kién
(tén va dudng dan tap tin trén May tinh, ma mau cta dudng dan tap tin, gia tri téng kiém (MD5,
SHA2-256, SHA1) cla tién trinh lién két vdi tap tin, phién ban tap tin), ma dinh danh viéc chan su kién
da xay ra, phién ban day du cta bd loc chan, ma dinh danh cua loai sy kién bi chan, kich ¢& hang dgi
su kién va sb lugng su kién gitra sy kién dau tién trong hang dgi va su kién hién tai, s6 cac su kién
qua han trong hang dgi, thong tin vé tap tin cla tién trinh clia bd khai tao su kién hién tai (tén va
dudng dan tap tin trén May tinh, ma mau clia dudng dan tap tin, gia tri téng kiém (MD5, SHA2-256,
SHA1) clia tién trinh dugc lién két véi tap tin d6), thoi lugng xtr ly sy kién, thoi lugng toi da cho viéc xir
ly sy kién, xac suat guri sé liéu thdng ké; thdng tin vé cac su kién hé diéu hanh da vuot qua gidi han
thaoi gian xtr ly (ngay va gid clia sy kién, s6 lan khéi tao lap lai clia co s& dir liéu diét virus, ngay va gio
khdi tao co s& dit liéu diét virus lap lai lan cudi cung sau khi cap nhat, thoi gian tri hoan xt ly su kién
cho tirng thanh phan gidm sat hé thong, sé su kién dugc xép hang, so su kién dugc xtr ly, sé su kién
bi tri hodn cda loai su kién hién tai, téng thai gian tri hodn cho cac loai su kién hién tai, tong thai gian
tri hodn cho tat ca cac su kién);

e thong tin tlr cdng cu truy vét sy kién cho Windows (Theo ddi su kién cho Windows, ETW) trong truong
hop xay ra su c6 vé hiéu suat Phan mém, nha cung cap cac su kién SysConfig / SysConfigEx /
WinSATAssessment tlr Microsoft: thdng tin vé May tinh (ki€u, nha san xudat, hé sé hinh thirc cda vo,
phién ban), théng tin vé sé liéu hiéu suat cila Windows (danh gid WinSAT, chi s6 hiéu suat Windows),
tén mién, thong tin vé bd xur ly vat ly va logic (s6 bo xtr ly vat ly va logic, nha san xuat, kiéu, cap dé
budc, s6 16i, tan s6 xung nhip, CPUID, dac tinh bd nh& dém, dac tinh bé x(r ly logic, chi bao clia cac ché
dé va huéng dan dugc ho trg), théng tin vé cac moé-dun RAM (loai, yéu té hinh thirc, nha san xuét,
kiéu, dung lugng, mirc do chi tiét cdia phan bo bd nhé), théng tin vé giao dién mang (dia chi IP va
MAC, tén, mé t4, cau hinh giao dién mang, phan tich sé luvgng va dung lugng g6i mang theo loai, toc
do6 trao d6i mang, phan tich sé 16i mang theo loai), cdu hinh bd diéu khién IDE, dia chi IP cia may chu
DNS, thong tin vé thé video (ki€u, mé ta, nha san xuat, kha nang tuong thich, dung lugng bé nhé
video, quyén truy cap man hinh, sé bit trén méi pixel, phién ban BIOS), thong tin vé cac thiét bj cdm va
chay (tén, mo ta, ma dinh danh thiét bi [PnP, ACPI], théng tin vé dia va thiét bi luu trir (s6 dia hodc 6
dia flash, nha san xuét, ki€u, dung lugng dia, sé lugng tru, s6 cac ranh trén mai tru, sé lugng ranh
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trén mai tryu, dung lugng cla cung, dac tinh bd nhd dém, sé trinh ty, sé phan ving, cdu hinh cta b
diéu khién SCSI), thong tin vé cac dia logic (sé trinh tu, dung lugng phan vung, dung lugng 6 dia, ky
tu 6 dia, loai phan vung, loai hé théng tap tin, sé cum, kich thudc cum, s6 Iu’dng cung trén moi cum,
s6 cum tréng va cum da cé dir liéu, ky tu cdia 6 dia khdi dong, dia chi bu cia phan ving lién quan dén
khdi déng 6 dia), théng tin vé bo mach chl BIOS (nha san xuat, ngay phat hanh, phién ban), théng tin
vé bo mach chd (nha san xuat, kiéu, loai), thdng tin vé bd nhé vat ly (dung lugng dung chung va dung
lugng trong)), théng tin vé cac dich vu cla hé diéu hanh (tén, mo ta, trang thai, thé, thdng tin vé cac
ti€n trinh [tén va PID]), thong s6 tiéu thu nang lugng cho May tinh, cdu hinh cda bé diéu khién ngat
quang, dudng dan dén cac thu muc hé théng Windows (Windows va System32), théng tin vé hé diéu
hanh (phién ban, ban dung, ngay phat hanh, tén, loai, ngay cai dat), kich thudc tap tin trang, thong tin
vé man hinh (s6, nha san xuat, quyén man hinh, dung lugng dé phan giai, loai), thong tin vé trinh
diéu khién card video (nha san xuat, ngay phat hanh, phién ban);

thong tin tr Theo d&i su kién cho Windows (ETW), nha cung cap cac su kién EventTrace /
EventMetadata tir Microsoft: théng tin vé chudi su kién hé théng (loai, th&i gian, ngay, mui gid), siéu
dir liéu vé tap tin vai két qua theo doi (tén, cau tric, tham so truy vét, phan tich vé so lugng cac hoat
dong theo dai theo loai), thong tin vé HDH (tén, loai, phién ban, ban dung, ngay phat hanh, thai gian
bat dau);

théng tin tir Theo ddi su kién cho Windows (ETW), nha cung cap cac su kién Process / Microsoft
Windows Kernel Process / Microsoft Windows Kernel Processor Power tir Microsoft: théng tin vé cac
tién trinh da bat dau va da hoan thanh (tén, PID, tham sé bat dau, dong Iénh, ma tra vé, tham sé quan
ly ngudn, thai diém bat dau va thai diém hoan thanh, loai ma thong bao truy cap, SID, SessionID, s6
lwgng bod mo ta dugc cai dat), théng tin vé sy thay déi cdia mirc d6 wu tién luéng (TID, mirc dd uu tién,
thai gian), théng tin vé hoat dong cla 6 dia trong tién trinh (loai, thai gian, dung lugng, so), lich st
thay déi dén cau trdc va dung lugng cta cac tién trinh bd nhd cé thé sir dung;

théng tin tir Theo d6i su kién cho Windows (ETW), nha cung cap cac su kién StackWalk / Perfinfo tr
Microsoft: théng tin vé bé dém hiéu suat (hiéu suat cla cac phan ma riéng Ié, trinh tu cda Iénh goi
ham, PID, TID, dia chi va thudc tinh ctia ISR va DPC);

théng tin tr Theo ddi su kién cho Windows (ETW), nha cung cap cac su kién KernelTraceControl-
ImagelD tir Microsoft: thdng tin vé cac tap tin thuc thi va thu vién dong (tén, kich thudc hinh anh,
dudng dan day dua), théng tin vé cac tap tin PDB (tén, ma dinh danh), dit liéu tai nguyén
VERSIONINFO cho cac tap tin thuc thi (tén, md ta, ngudi tao, ban dia héa, phién ban irng dung va ma
dinh danh, phién ban tap tin va ma dinh danh);

théng tin tir Theo doi sy kién cho Windows (ETW), nha cung cap cac su kién Filelo / DiskIo / Image /
Windows Kernel Disk tlr Microsoft: thdng tin vé hoat déng cla tap tin va 6 dia (loai, dung lugng, thai
diém bat dau, thdi diém hoan thanh, thai lugng, trang thai hoan thanh, PID, TID, dia chi lénh goi ham
trinh diéu khién, Goi yéu cau I/O (IRP), thudc tinh déi twgng tap tin Windows), théng tin vé cac tap tin
lién quan dén hoat dong cla tap tin va 6 dia (tén, phién ban, kich thudc, dudng dan day dd, thudc
tinh, d ddi, kiém tra hinh anh, tuy chon mé va truy cap);

thong tin tu Theo d6i su kién cho Windows (ETW), nha cung cap cac su kién PageFault tir Microsoft:
thong tin vé 16i truy cap trang b6 nhé (dia chi, thai gian, dung lugng, PID, TID, cac thudc tinh cla doi
tuong tap tin Windows, tham sé phan bé b6 nha);

théng tin tir Theo do6i sy kién cho Windows (ETW), nha cung cap cac su kién Thread tir Microsoft:
théng tin vé viéc tao/hoan thanh luéng, thong tin vé cac luéng da bat dau (PID, TID, kich thudc cla
ngan xép, mirc dd vu tién va phan bé tai nguyén CPU, tai nguyén I/0, trang bd nhd gitra cac ludng,
dia chi ngan xép, dia chi ciia ham init, dia chi ctia Kh6i mdi truong ludng (TEB), thé dich vu Windows);

thong tin tr Theo d&i su kién cho Windows (ETW), nha cung cap cac su kién Microsoft Windows
Kernel Memory tir Microsoft: théng tin vé cac hoat ddng quan ly bd nhé (trang thai hoan thanh, thai
gian, s6 lugng, PID), cdu tric phan bd bd nhd (loai, dung lugng, SessionlID, PID);

théng tin vé hoat ddng ca Phan mém trong trudng hgp cé van dé vé hiéu suat: ma dinh danh cai dat
Phan mém, loai va gia tri gidm hiéu suat, thong tin vé trinh tu sy kién trong Phan mém (thai gian, mui
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gio, loai, trang thai hoan thanh, ma dinh danh thanh phan Phan mém, ma dinh danh kich ban hoat
déng Phan mém, TID, PID, dia chi Iénh goi ham), théng tin vé cac két néi mang can kiém tra (URL,
hudng két n6i, dung lugng géi mang), théng tin vé cac tap tin PDB (tén, ma dinh danh, kich thudc
hinh anh cda tap tin thuc thi), thdng tin vé cac tap tin can kiém tra (tén, dudng dan day du, gia tri
téng kiém), thong s6 giam sat hiéu suat Phan mém;

thong tin vé khdi dong lai hé diéu hanh khéng thanh cdng cu6i cung: s6 lan khéi dong lai khong
thanh cong ké tir khi cai dat hé diéu hanh, dir liéu vé 16i hé thong (ma va thong s6 16i, tén, phién ban
va gia tri toéng kiém (CRC32) ctia mé dun gay ra 16i trong hoat ddng hé diéu hanh, dia chi 16i dudi dang
dé doi trong mé-dun, gia tri téng kiém (MD5, SHA2-256, SHAT) cua 16i hé théng);

théng tin dé xac minh tinh hgp 1é cla cac chirng chi k§ thuat sé dugc sir dung dé ky tén vao cac tap
tin: van tay cia chirng chi, thuat toan gia tri tong kiém, khéa céng khai va sé sé-ri cia chirng chi, tén
cla don vij cap chirng chi, két qua xac thuc chirng chi va ma dinh danh co s& dir liéu clia chirng chi;

thong tin vé tién trinh dang tan céng hé théng ty bao vé clia Phan mém: tén va kich c& cla tap tin
ti€n trinh, gia tri téng kiém (MD5, SHA2-256, SHA1) cla no, dudng dan day du dén tap tin tién trinh va
ma khudn mau dudng dan tap tin, ddu thdi gian tao/ban dung, c& chi bao tap tin thuc thi, thudc tinh
cla tap tin tién trinh, théng tin vé ching chi dugc st dung dé ky cho tap tin tién trinh, ma tai khoan
dugc sir dung dé khédi dong tién trinh, ID cGa hoat déng dd dugc thuc hién dé truy cap tién trinh, loai
tai nguyén thuc hién tién trinh (tién trinh, tap tin, doi twgng registry, chirc nang tim kiém
FindWindow), tén cla tai nguyén thuc hién hoat déng, c& chi bao thanh cdng clia hoat dong, trang
thai cla tap tin ti€n trinh va chr ky ctia né trong KSN;

thong tin vé Phan mém cta Bon vi s& hitu ban quyén: phién ban day du, loai, ban dia hda va trang
thai hoat ddng ciia Phan mém dugc sir dung, phién ban cda cac thanh phan Phan mém da cai dat va
trang thai hoat dong clia ching, thong tin vé cac ban cap nhat Phan mém da cai dat, gia tri ctia bd loc
TARGET, phién ban giao thirc dugc sir dung dé két néi vdi cac dich vu cia Bon vi sd hitu ban quyén;

théng tin vé phan cing dugc lap dat trén May tinh: loai, tén, tén model, phién ban firmware, théng so
clia nhirng thiét bi dugc tich hgp va dugc két ndi, ma dinh danh riéng clia May tinh cai dat Phan mém;

thong tin vé phién ban cdia hé diéu hanh va cac ban cap nhat dugc cai dat, dung lugng thanh ghi,
phién ban va tham s6 cla ché dd chay hé diéu hanh, phién ban va gia tri téng kiém (MD5, SHA2-256,
SHA1) clia tap tin nhan hé diéu hanh va ngay gio khdi dong hé diéu hanh;

cac tap tin thuec thi va khong thuec thi, toan bd hodc mét phan;

cac phan cia RAM mdy tinh;

cac sector lién quan dén qua trinh khéi déng HDH;

cac goi tin dir liéu luu lvgng mang;

cac trang web va email chira d6i tugng dang ngd va doc hai;

mo ta vé cac I3p va thé hién cda cac I6p cda kho luu trir WM,

cac bao cdo vé hoat déng rng dung:

e tén, dung lugng va phién ban cua tap tin dugc glri, mé ta va gia tri téng kiém cda tap tin (MD5,
SHA2-256, SHA1), ma dinh danh clia dinh dang tap tin, tén nha cung cap tap tin, tén san pham
chira tap tin, dudng dan day du dén tap tin trén May tinh, md mau cla dudng dan, dau thai gian
tao va slra déi tap tin;

e ngay/gid bat dau va két thic thai han hiéu luc ctia chirng chi (néu tap tin cé chir ky so6), ngay va gio
cla chir ky, tén don vi cap chirng chi, thong tin vé nguai dugc cap chirng chi, dau van tay, khoéa

cong khai clia chirng chi va cac thuat toan thich hgp cling nhu s6 sé-ri clia chirng chi;
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e tén cula tai khoan c6 tién trinh dang chay tir d6;
e gia tri téng ki€ém (MD5, SHA2-256, SHA1) cla tén M4y tinh ma tién trinh dang chay;
e tiéu deé clia cac clra s6 tién trinh;

e Dinh danh cho co s& dir liéu diét virus, tén cila moi de doa dugc phat hién theo phan loai clia Bon
vi s& hiru ban quyén;

e dirliéu vé gidy phép da cai dat, dinh danh, loai va ngay hét han;

e gi¥ dia phuong cdia May tinh tai thai diém cung cap thong tin;

e ténva dudng dan cla cac tap tin dugc tién trinh nay truy cap;

e tén clia cac khoda registry va gia tri clla chiing da dugc qua tién trinh nay truy cap;
e URL va dia chi IP da dugc truy cap bdi tién trinh;

e URL va dia chi IP ma tur d6 tap tin dang chay duogc tai xuong.

Cung cap dr liéu khi str dung giai phap Detection and Response

Trén may tinh dugc cai dat Kaspersky Endpoint Security, dit liéu dugc chuan bi dé tu déng g tdi cac
may chu Kaspersky Endpoint Detection and Response, Kaspersky Sandbox va Kaspersky Anti Targeted
Attack Platform dugc luu trir. Cac tap tin dugc luu trir trén may tinh & dang van ban thuan, khéng dugc
ma héa.

B6 dir liéu cu thé phu thudc vao gidi phap ma Kaspersky Endpoint Security dugc st dung.

Kaspersky Endpoint Detection and Response

Toan b6 di liéu ma rng dung luu trir cuc bo trén may tinh sé bi x6a khoi may tinh khi g& cai dat
Kaspersky Endpoint Security.

DT liéu nhan dugc do két qua thuc thi tac vu Quét I0C (tac vu tiéu chuan)

Kaspersky Endpoint Security sé tu dong gui dir liéu vé két qua thyc thi tac vu Quét IOCtdi Kaspersky
Security Center.

D{r liéu trong két qua thuc hién tac vu Quét IOC c6 thé chira cac théng tin sau:
e Dija chiIP tir bAng ARP
e Dija chivatly tr bAng ARP

e Tén va loai ban ghi DNS
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Dia chi IP cla may tinh dugc bao vé

Dia chi vat ly (dia chi MAC) cia may tinh dugc bao vé
Pinh danh trong muc nhat ky su kién

Tén nguon dit liéu trong nhat ky

Tén nhat ky

Thai gian sy kién

Gia tri bam MD5 va SHA256 cua tap tin

Tén day du cda tap tin (bao gém ca dudng dan)

Kich thudc tap tin

Dia chi IP tir xa va cong c6 két noi dugc thiét 1ap trong qua trinh quét
Dia chi IP ctia b6 diéu hgp cuc bd

Céng mé& trén bd diéu hgp cuc bd

Giao thirc dudi dang so (theo tiéu chudn IANA)

Tén tién trinh

Do6i s6 cua tién trinh

Pudng dan dén tap tin cda tién trinh

Pinh danh Windows (PID) cta tién trinh

Dinh danh Windows (PID) cua tién trinh géc

Tai khoan ngudi dung da khdi tao tién trinh

Ngay va thai gian khdi tao tién trinh

Tén dich vu

Mo td vé dich vu

Pudng dan va tén cda dich vu DLL (d8i v&i svchost)
Pudng dan va tén cda tap tin thuc thi dich vu

Pinh danh Windows (PID) ctia dich vu

Loai dich vu (vi du: trinh diéu khién nhan hodc bo diéu hop)
Trang thai dich vu

Ché dd khdi chay dich vu
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Tén tai khoan ngudi dung

Tén phan vung

e Ch{ cai phan vung

e Loai phanvung

e Gia trj registry Windows

e Gia tri thu muc registry

e Pudng dan khéa registry (khdng cé thu muc va tén gia tri)

e Thiét Iap registry

e Hé thong (moi trudng)

e Tén va phién ban cla hé diéu hanh dugc cai dat trén may tinh

e Tén mang cla may tinh dugc bao vé

e Tén mién hodc nhém chira may tinh dugc bao vé

e Tén trinh duyét

e Phién ban trinh duyét

e Thai gian khi tai nguyén web dugc truy cap lan cudi

e URL tiryéu cau HTTP

e Tén cla tai khoan duogc sir dung cho yéu cau HTTP

e Tén tap tin cla tién trinh da thuc hién yéu cau HTTP

e Pudng dan day dd dén tap tin cta tién trinh da thuc hién yéu cau HTTP
¢ Dinh danh Windows (PID) cUa tién trinh da thuc hién yéu cau HTTP
e Lién két gidi thiéu HTTP (URL ngudn yéu cau HTTP)

¢ URI cla tai nguyén dugc yéu cau qua HTTP

e Thoéng tin vé tac nhan ngudi dung HTTP ((rng dung da thuc hién yéu cau HTTP)
e Thoi gian thyuc hién yéu cau HTTP

¢ Dinh danh duy nhat cla tién trinh da thuc hién yéu cau HTTP

D{r liéu dé tao chudi phat trién méi de doa

Theo mac dinh, dit liéu dé tao chudi phat trién méi de doa dugc luu trir trong vong bay ngay. DI liéu
dugc tuy dong guri dén Kaspersky Security Center.
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D{r liéu dé€ tao chudi phat trién moi de doa c6 thé chira cac théng tin sau:
e Ngay va gid xay ra su co
e Tén phat hién
e Ché do quét
e Trang thai cila hanh dong gan day nhat lién quan dén su phat hién
e Ly do khong thé xir ly phat hién
¢ Loai dbi tugng dugc phat hién
e Tén d6i tugng dugc phat hién
e Trang thai de doa sau khi doi tugng dugc xur ly
e Ly do khéng thé thuc thi cdc hanh ddng trén d6i tugng
e Cac hanh ddng dugc thuc hién dé hoan tac cac hanh déng déc hai
e Thdng tin vé doi tugng dugc xur ly:
e Dinh danh duy nhat cua tién trinh
e Dinh danh duy nhét cua tién trinh géc
e Dinh danh duy nhat cda tap tin tién trinh
e Dinh danh tién trinh Windows (PID)
e XU ly dong lénh
e Tai khodn ngudi dung da khdi tao tién trinh
e Ma clia phién dang nhap trong doé tién trinh dang chay
e Loai phién ma tién trinh dang chay
e MUrc do toan ven cua tién trinh dang dugc xtr ly

e Quyén thanh vién cula tai khodn ngudi dung da khdi chay tién trinh trong cdc nhém mién va nhém
cuc bd dac quyén

e Dinh danh cla d6i tugng dugc xir ly

e Tén day du cua doéi tugng dugc xir ly

e Dinh danh cda thiét bj dugc bao vé

e Tén day du cla doi tugng (tén tap tin cuc bd hodc dia chi web ctia tap tin dugc tai xudng)
e Gia tri bam MD5 hodc SHA256 clia d6i tugng dugc xir ly

e Loai doi tugng dugc xur ly

132



Ngay tao déi tugng dugc xur ly

Ngay khi déi tugng dugc x(r ly dugc sira d6i lan cudi

Kich thudc cla doi tugng dugc xir ly

Thudc tinh cdia déi tugng dugc xur ly

TO chirc da ky doi tugng dugce x(r ly

K&t qua xac minh chirng chi sé cla doi tugng dugc xur ly

DPinh danh bado mat (SID) cta déi tugng dugc xur ly

DBinh danh mui gio cta doi tugng dugc xur ly

Dia chi web tai xuéng déi twgng dugc xtr ly (chi danh cho cac tap tin trén dia)
Tén clia 'ng dung da tai xuéng tap tin

Gia tri bam MD5 va SHA256 cla ing dung da tai xudng tap tin

Tén cla ing dung da stra doi tap tin lan cudi

Gia tri bam MD5 va SHA256 clia 'ng dung da s(ra doi tap tin lan cudi

S6 lan khéi chay doi tugng dugc xur ly

Ngay va gid khi doi tugng dugc xur ly dugc khai chay lan dau

DPinh danh duy nhat clia tap tin

Tén day du cla tap tin (tén tap tin cuc bd hodc dia chi web cua tap tin da tai xuéng)
Pudng dan dén bién registry Windows dugc xur ly

Tén cla bién registry Windows dugc xtr ly

Gia tri cGia bién registry Windows dugc xUr ly

Loai bién registry Windows dugc xur ly

Chi bao vé quyén thanh vién khéa registry dugc xtr ly trong muc tu déng chay
Dia chi web cla yéu cau web dugc xtr ly

Nguon lién két clia yéu cau web dugc xur ly

Tac nhan ngudi dung clia yéu cau web dugc xur ly

Loai yéu cau web dugc xtr ly (GET hoac POST)

Céng IP cuc b cla yéu cau web dugc xur ly

Céng IP tir xa clia yéu cau web dugc xur ly
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e Hudng két noi (vao hodc ra) clia yéu cau web dugc xtr ly

e Dinh danh cua tién trinh ma déc dugc nhing vao

Kaspersky Sandbox

Toan bd dir liéu ma &rng dung luu trir cuc bd trén may tinh sé bi x6a khdi may tinh khi g& cai dat
Kaspersky Endpoint Security.

D{ liéu dich vu

Kaspersky Endpoint Security sé luu trir cac dit liéu sau dugc xtr ly trong qua trinh phan hoi tu déng:

e CAc tap tin va dit liéu dugce x&r ly do ngudi dung nhép trong qua trinh cdu hinh tac nhan tich hgp san
cla Kaspersky Endpoint Security:

e Cac tap tin dugc cach ly

e Khoa cdng khai clia chirng chi dugc sir dung dé tich hop véi Kaspersky Sandbox
e Bd nhd dém cua tac nhan tich hgp san cla Kaspersky Endpoint Security:

e Thai gian khi két qua quét dugc ghi vao bd nhé dém

e Gia tri bam MD5 cla tac vu quét

¢ Dinh danh clia tac vu quét

e Két qua quét doi tugng
e Hang chd& yéu cau quét déi tuong:

e ID clia d6i tugng trong hang chd

Thai gian khi d6i tugng dugc dat trong hang cho

Trang thai xtr ly clia d6i tugng trong hang chg

ID phién ngudi dung trong hé diéu hanh noi tac vu quét déi tugng dugc tao

DPinh danh hé théng (SID) cda ngudi dung hé diéu hanh c¢é tai khodn dugc s&r dung dé tao tac vu
e Gia tri bam MD5 cla tac vu quét doi tugng

e Théng tin vé cac tac vu ma tac nhan tich hgp san cla Kaspersky Endpoint Security dang chd két qua
quét tu Kaspersky Sandbox:

e Thdi gian nhan dugc tac vu quét doi tugng
e Trang thai xtr ly déi tugng
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¢ ID phién ngudi dung trong hé diéu hanh noi tac vu quét doi tugng dugc tao

e Dinh danh cula tac vu quét déi tugng

e Gia tri bam MD5 cua tac vu quét doi tugng

¢ Dinh danh hé théng (SID) clia ngudi dung hé diéu hanh c6 tai khoan dugc stir dung dé tao tac vu
e Lugc d6 XML cta I0C dugc tao tu dong

e Gia tri bam MD5 hodc SHA256 clia dbi tugng dugc quét

e Cac l6i xtr ly

e Tén cla cac déi trgng ma tac vu dugc tao dé quét

e KEét qua quét déi tugng

D{t liéu trong cac yéu cau gui téi Kaspersky Sandbox

D@ liéu sau day tlir cAc yéu cau tir tdc nhan tich hgp cla Kaspersky Endpoint Security t&i Kaspersky
Sandbox dugc luu trir cuc bd trén may tinh:

e Gia tri bam MD5 cla tac vu quét
e Dinh danh cla tac vu quét

e DOitwgng dugc quét va tat ca cac tap tin lién quan

D{ liéu nhan dugc do két qua thure thi tdc vu Quét IOC (tac vu doc lap)

Kaspersky Endpoint Security sé tu dong gui dir liéu vé két qua thuyc thi tac vu Quét IOCtdi Kaspersky
Security Center.

D liéu trong két qua thuc hién tac vu Quét IOC c6 thé chilra cac thdng tin sau:
e Dija chiIP tir bAng ARP

e Dija chivatly tr bAng ARP

e Tén va loai ban ghi DNS

e Dija chi IP cia may tinh dugc bao vé

¢ Dia chivat ly (dia chi MAC) clia may tinh dugc bao vé

e DBinh danh trong muc nhat ky su kién

e Tén nguon dir liéu trong nhat ky

e Tén nhat ky

e Thdi gian su kién
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Gia tri bam MD5 va SHA256 cla tap tin

Tén day da cda tap tin (bao gém ca dudng dan)
Kich thudc tap tin

Dia chi IP tir xa va céng c6 két néi dugc thiét 1ap trong qué trinh quét
Dia chi IP ctia b6 diéu hgp cuc bd

Céng mé& trén bd diéu hgp cuc bd

Giao thirc dudi dang s6 (theo tiéu chuan IANA)
Tén tién trinh

D0i s6 cua tién trinh

Pudng dan dén tap tin cda tién trinh

DPinh danh Windows (PID) cda tién trinh

Dinh danh Windows (PID) cua tién trinh géc

Tai khoan ngudi dung da khdi tao tién trinh

Ngay va thai gian khdi tao tién trinh

Tén dich vu

M6 ta vé dich vu

Pudng dan va tén cda dich vu DLL (d8i vdi svchost)
Pudng dan va tén cda tap tin thuc thi dich vu

Pinh danh Windows (PID) cda dich vu

Loai dich vu (vi du: trinh diéu khién nhan hoac b6 diéu hap)
Trang thai dich vu

Ché do khdi chay dich vu

Tén tai khoan ngudi dung

Tén phan vung

Chir cai phan vung

Loai phan vung

Gia tri registry Windows

Gia tri thu muc registry

136



e Pudng dan khéa registry (khdng ¢ thu muc va tén gia tri)

e Thiét Iap registry

e Hé théng (mdi truong)

e Tén va phién ban ctia hé diéu hanh dugc cai dat trén may tinh

e Tén mang cla may tinh dugc bao vé

e Tén mién hodc nhém chira may tinh dugc bao vé

e Tén trinh duyét

e Phién ban trinh duyét

¢ Thai gian khi tai nguyén web dugc truy cap lan cubi

e URL tiryéu cau HTTP

e Tén cla tai khoan dugc sir dung cho yéu cau HTTP

e Tén tap tin cda tién trinh da thyc hién yéu cau HTTP

e Pudng dan day du dén tap tin cla tién trinh da thuc hién yéu cau HTTP
¢ Dinh danh Windows (PID) cla tién trinh da thuc hién yéu cau HTTP

e Lién két gidi thiéu HTTP (URL ngudn yéu cau HTTP)

¢ URI cUa tai nguyén dugc yéu cau qua HTTP

e Théng tin vé tdc nhan ngudi dung HTTP (Ung dung da thuc hién yéu cau HTTP)
¢ Thai gian thuc hién yéu cau HTTP

¢ Dinh danh duy nhat cla tién trinh da thuc hién yéu cau HTTP

Kaspersky Anti Targeted Attack Platform (EDR)

Toan bd dir liéu ma &rng dung luu trir cuc bd trén may tinh sé bi x6a khdi may tinh khi g& cai dat
Kaspersky Endpoint Security.
D{ liéu dich vu

Tac nhan tich hgp cla Kaspersky Endpoint Security sé luu trit cac dir liéu sau cuc bé:

e CAc tap tin va dit liéu dugc x&r ly do ngudi dung nhap trong qua trinh cdu hinh tac nhan tich hgp san
cla Kaspersky Endpoint Security:
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e Cac tap tin dugc cach ly

e Thiét Iap cQa tac nhan tich hop san clia Kaspersky Endpoint Security:
e Khoa céng khai clia chirng chi dugc sir dung dé tich hgp vaéi Central Node
e Dt liéu giay phép

e Dt liéu can thiét dé tich hgp vai Central Node:

e Hang chd gai tin su kién do ludng tur xa

e B6 nh& dém clia cac dinh danh tap tin IOC nhan dugc tur Central Node

e Cac d6i tugng can dugc chuyén dén may chi trong tac vu Nhdn tap tin

e Cac bdo cado két qua tac vu Nhdn phép ly

D{ liéu trong cac yéu cau guri dén KATA (EDR)

Khi tich hop véi Kaspersky Anti Targeted Attack Platform, cac dir liéu sau duoc luu trit cuc bd trén may
tinh:

DU liéu tir tdc nhan tich hgp san clia Kaspersky Endpoint Security yéu cau téi thanh phan Central Node:
e Trong cac yéu cau dong bd héa:

e ID duy nhat

e Phan co ban cua dia chi web may chu

e Tén may tinh

e Dia chi IP clla may tinh

¢ Dia chi MAC clia may tinh

e Gig dia phuong trén may tinh

e Trang thai ty bao vé cla Kaspersky Endpoint Security

e Tén va phién ban clia hé diéu hanh dugc cai dat trén may tinh

e Phién ban cla Kaspersky Endpoint Security

e CAac phién ban thiét 1ap ing dung va cai dat tac vu

e Trang thai tac vu: dinh danh tac vy, trang thai thuc thi, ma 16i
e Trong cac yéu cau lay tap tin tir may ch:

¢ Dinh danh duy nhat cla tap tin

e Dinh danh duy nhat cla Kaspersky Endpoint Security
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DBinh danh duy nhat cdia chirng chi
Phan co ban cuda dia chi web ciia mdy chu cé thanh phan Central Node dugc cai dat

Dia chi IP cla may chu

e Trong cac bao cao két qua thyrc thi tac vu:

Dia chi IP cila may chu

Théng tin vé cac doi tugng dugc phat hién trong qua trinh quét I0C hoac quét YARA

Cac cd cla cac hanh déng b6 sung dugc thuc hién sau khi hoan thanh tac vu

L&i thuc thi tdc vu va ma tra vé

Trang thai hoan thanh tac vu

Thai gian hoan thanh tac vu

Cac phién ban cda thiét 1ap dugc sir dung dé thuc hién cac tac vu

Thong tin vé cac d6i tugng dugc guri t6i may chu, cac déi tugng dugc cach ly va cac doi tugng dugc
khoi phuc tir khu vye cach ly: duong dan dén cac doi tugng, gia tri bam MD5 va SHA256, dinh danh

cla cac doi tugng dugc cach ly

Thong tin vé cac tién trinh dugc khdi chay hodc bi dirng trén may tinh theo yéu cau cia may chi:
PID va UniquePID, ma 0i, gia tri bam MD5 va SHA256 clia cac déi tugng

Thong tin vé cac dich vu d& khdi tao hodc ding trén may tinh theo yéu cau cdia may chu: tén dich
vy, loai khéi chay, ma 10i, gia tri bam MDS5 va SHA256 clia anh tap tin cla dich vu

Thong tin vé cac d6i tugng dugc thuc hién két xuat bd nhé dé quét YARA (dudng dan, dinh danh
tap tin két xuat)

Cac tap tin dugc yéu cau bdi may chu

Cac gdi tin do luong tu xa

D{r liéu vé cac tién trinh dang chay:

e Tén tap tin thuc thi, bao gém dudng dan day da va phan mé rong

Tham s6 autorun cla tién trinh

ID tién trinh

ID phién dang nhap

Tén phién dang nhap

Ngay va thai gian khdi tao tién trinh
e Gia tri bam MD5 va SHA256 cla doi tugng
D{r liéu trén cac tap tin:
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e Pudng dan dén tap tin
e Tén tap tin
e Kich thudc tap tin
e Thudc tinh tap tin
e Ngay va gid tao tap tin
e Ngay va gid stra déi tap tin 1an cudi
e MO0 ta tap tin
e Tén céng ty
e Gia tri bAm MD5 va SHA256 clia doi tugng
e Khoa registry (d6i v&i cac muc ty dong chay)
e D(r liéu vé cac 16i xay ra khi théng tin vé cac déi tugng duoc truy xuat:

e Tén day du clia d6i tugng da dugc xir ly khi xay ra 16i
e M3 l6i

e D{ liéu do ludng tur xa:

e Dia chi IP cia may cha

Loai dir liéu trong registry truéc thao tac cap nhat dugc thuc hién

D{r liéu trong khoa registry trugc thao tac thay d6i dugc thuc hién

Van ban cda tap lIénh dugc xtr ly hoac mot phan cta tap I1énh dé

Loai doi tugng dugc xur ly

Cach truyén Iénh cho trinh théng dich 1énh

Dt liéu tlr cac yéu cau cla thanh phan Central Node téi tac nhan tich hop ctia Kaspersky Endpoint
Security:

e Thiét lap tac vu:
e Loaitacvu
e Thiét lap lich tac vu
e Tén va mét khau clia cac tai khodn thong qua d6 cac tac vu cé thé dugce chay
e Cac phién ban thiét lap
e Dinh danh déi tugng dugc cach ly

e Pudng dan dén cac déi tuong
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e Gia tri bam MD5 va SHA256 cua cac déi tugng

e DONg Iénh dé khéi chay tién trinh kém cac déi s6

e CAac cd cla cac hanh déng bé sung dugc thuc hién sau khi hoan thanh tac vu

e Dinh danh tap tin IOC can dugc truy xuat tir may chu

e IOC files

e Tén dich vu

e Kiéu khdi chay dich vu

e Cac thu muc phadi nhan dugc cac két qua cla tac vu Nhdn phap ly

e Tén dai dién cua doi tugng va phan mé rong cho tac vu Nhan phap ly
e Thiét lap cach ly mang:

e Cac loai thiét lap

e Cac phién ban thiét lap

e Danh sach loai trir cach ly mang va thiét 1ap loai trir: huéng luu lugng, dia chi 1P, cbng, giao thirc
va duong dan day du dén cac tap tin thyc thi

e ¥ cta nhirng hanh déng bé sung

e Thdi gian vo hiéu cach ly ty déng
e Thiét 1ap Phong chéng thurc thi:

e Cacloai thiét lap

e CAac phién ban thiét lap

e Danh sach cac quy tdc phong chéng thuc thi va thiét 1ap quy tac: dudng dan dén ddi tugng, loai
doi tuong, gia tri bam MD5 va SHA256 cua d6i tugng

e c¥ clia nhirng hanh déng bé sung
e Thiét Iap loc su kién:

e Cactén mo-dun

Pudng dan day da dén cac déi tuong

Gia tri bam MD5 va SHA256 cUa cac déi tugng

Binh danh clia cdc muc trong nhat ky sy kién Windows

Thiét 1ap ching chi s6

Huéng luu lugng, dia chi IP, c6ng, giao thirc, dudng dan day da dén tap tin thuc thi
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e Cac tén ngudi dung
e Cac kiéu dang nhap ngudi dung

e Cac loai sy kién do ludgng tu xa dugc ap dung bd loc

D(r liéu trong két qua quét YARA

Téac nhén tich hgp clia Kaspersky Endpoint Security s& tu dong chuyén két qua quét YARA t&i Kaspersky
Anti Targeted Attack Platform dé xay dung mét chudi phat trién maoi de doa.

D{r liéu tam thai dugc luu trir cuc bd trong hang chd dé guri két qua thuc hién tac vu dén may chi
Kaspersky Anti Targeted Attack Platform. D liéu sé bi x6a khai bo luu trit tam thaoi sau khi da dugc gui.

K&t qua quét YARA chira cac dir liéu sau:

e Gia tri bam MD5 va SHA256 cla tap tin

e Tén day du cua tap tin

e Dudng dan dén tap tin

e Kich thudc tap tin

e Téntién trinh

¢ DGi s6 cua tién trinh

e Dudng dan dén tap tin cda tién trinh

e Dinh danh Windows (PID) cda tién trinh

¢ Dinh danh Windows (PID) cua tién trinh géc
e Tai khoan ngudi dung da khdi tao tién trinh

e Ngay va thoi gian khdi tao tién trinh

Tuan tha luat cda Lién minh chau Au (GDPR)

Kaspersky Endpoint Security cé thé truyén dir liéu tdi Kaspersky trong cac trudng hgp sau:

SUr dung Kaspersky Security Network.

Kich hoat (rng dung bang mét ma kich hoat.

Cap nhat moé-dun irng dung va co s& dir liéu diét virus.

Truy cap theo lién két trong giao dién &rng dung.

Ghi két xuét.

142



Bat k& phan loai dir liéu va Idnh thé ma dir liéu dugc nhan, Kaspersky tuan thi cac tiéu chudn cao vé bao
mat d{r liéu va sir dung cac bién phap phap ly, to chirc va ki thuat khac nhau dé bao vé dir liéu cda ngudi
dung, d€ ddm bao an toan va bao mat dit liéu, déng thai ddm bao thuc hién cac quyén cla ngudi dung
dugc phap luat hién hanh bao dam. Van ban cda Chinh sach quyén riéng tu dugc kém theo géi phan
phdi (rng_ dung va c6 san trén website cha Kasperskyz.

Trudc khi sir dung Kaspersky Endpoint Security, vui long doc k§ mo ta vé dir liéu dugc truyén trong Théa
thuan gidy phép ngudi dung_cudi va Tuyén b Kaspersky Security Network. Néu dir liéu cu thé dugc
truyén tir Kaspersky Endpoint Security theo bat ky kich ban d& mé ta c6 thé dugc phan loai la dir liéu ca
nhan theo luat hodc tiéu chuan dia phuong cda ban, ban phai ddm bao rang dir liéu dé dugc xir ly hop
phap va dugc sy dong y clla nguai dung cudi doi véi viéc thu thap va truyén dir liéu do.

DPoc Théa thuan gidy phép ngudi dung cudi va truy cap website Kaspersky= dé tim hiéu thém vé cach
chuing t6i nhan, xtr ly, luu trir va tiéu hdy thong tin vé viéc sir dung irng dung sau khi ban chap nhan
Théa thuan gidy phép ngudi dung cudi va dong y véi Tuyén bd Kaspersky Security Network. Cac tap tin
license.txt va ksn_<language ID>.txt chira néi dung clia Thoéa thuan gidy phép ngudi dung cudi va Tuyén
b6 Kaspersky Security Network va dugc bao gébm trong géi phan phdi ciia irng dung.

NEu ban khdng muén truyén dir liéu dén Kaspersky, ban cé thé tat cung cap dir liéu.

Sur dung Kaspersky Security Network

Bang cach sir dung Kaspersky Security Network, ban dong y tu dong cung cap dit liéu dugc liét ké trong
Tuyén bé Kaspersky Security Network. Néu ban khéng déng y cung cap dif liéu nay cho Kaspersky thi
hay str dung Kaspersky Private Security Network (KPSN) hoac tat sir dung KSN. D€ biét thém chi tiét vé
KPSN, vui long tham khao tai liéu vé Kaspersky Private Security Network.

Kich hoat i'ng dung bang mot ma kich hoat

Bang cach s&r dung ma kich hoat, ban déng y tu déng cung cap dit liéu dugc liét ké trong Thoa thuan
gidy_phép ngudi dung_cudi. Néu ban khdong déng y cung cap dir liéu nay cho Kaspersky, hdy sir dung
mot tap tin khda dé kich hoat Kaspersky Endpoint Security.

Cap nhat mo-dun ng dung va co s& dir liéu diét virus

Bang cach s&r dung may chid Kaspersky, ban déng y tu dong cung cap dit liéu dugc liét ké trong Thoa
thuén gidy phép ngudi dung_cudi. Kaspersky yéu cau thdng tin nay dé xac minh rang Kaspersky
Endpoint Security dang dugc sir dung hgp phap. Néu ban khéng déng y cung cap thdng tin nay cho
Kaspersky, hay s&r dung Kaspersky Security Center dé cap nhat cg s& dit liéu hodc sir dung Kaspersky
Update Utility.

Truy cap theo lién két trong giao dién irng dung

Bang cach sir dung cac lién két trong giao dién (rng dung, ban déng y ty dong cung cap dit liéu dugc liét
ké trong Thoa thuan gidy phép ngudi dung_cudi. Danh sach chinh xac cla di liéu dugc truyén trong
tirng lién két cu thé phu thudc vao vi tri cta lién két trong giao dién (rng dung va van dé ma lién két do6
mudn khac phuc. Néu ban khdng dong y cung cap dit liéu nay cho Kaspersky, hdy sir dung giao dién trng
dung_daon gidn héa hoac an giao dién &rng dung.

Ghi két xuat
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Néu ban da bat tinh nang_ghi tap tin két xuat, Kaspersky Endpoint Security sé tao moét tap tin két xuat
chira tat ca dit liéu b6 nhd tir cac quy trinh (rng dung tai thoi diém tap tin két xuat nay dugc tao.
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Bat dau
Sau khi cai dat Kaspersky Endpoint Security, ban cé thé quan ly 'ng dung bang cac giao dién sau:

e Giao dién cuc b6 cda &rng_dung.

e Bang diéu khién quan trj Kaspersky Security Center.
e Bang diéu khién web Kaspersky Security Center.

e Bang diéu khién dam may Kaspersky Security Center.

Bang diéu khién quan tri Kaspersky Security Center

Kaspersky Security Center cho phép ban cai dat va g& bd, khdi ddong va dirng Kaspersky Endpoint
Security tlr xa, cau hinh thiét 1ap &rng dung, thay doi cac thanh phan &rng dung c6 thé dugc sir dung, b6
sung khéa, cling nhu bat dau va dirng cac tac vu cap nhat va tac vu quét.

Ung dung c6 thé dugc quan ly qua Kaspersky Security Center s&r dung Tién ich quan ly Kaspersky
Endpoint Security.

Dé biét thém chi tiét vé viéc quan ly irng dung thong qua Kaspersky Security Center, hdy tham khao Trg
giup Kaspersky Security Center 2.

Bang diéu khién web Kaspersky Security Center hoac Badng diéu khién ddm may
Kaspersky Security Center

Bang diéu khién web Kaspersky Security Center (sau day cling dugc goi la "Badng diéu khién web") 1a mot
(ng dung web dé tap trung viéc thuc hién cac tac vu chinh nham quan ly va bao tri hé théng bado mat
cho mang ludi cla mét t6 chirc. Bang diéu khién web |a mét thanh phan cla Kaspersky Security Center
vGi mét giao dién ngudi dung. DE biét théng tin chi tiét vé Bang diéu khién web Kaspersky Security
Center, hdy tham khao Trg giup Kaspersky Security Center®.

Bang diéu khién dam may Kaspersky Security Center (sau day goi la "Badng diéu khién dam mday") 1a mot
giai phap dua trén dam may dé bao vé va quan ly mang cda té chirc. BE biét théng tin chi tiét vé Bang
diéu khién dam may Kaspersky Security Center, vui long tham khao Trg gitp Bang diéu khién dam may
Kaspersky Security Center@.

Bang diéu khién web va Bang diéu khién ddm may cho phép ban thuc hién cac thao tac sau:

Giam sat trang thai hé théng bao mat cda té chirc ban.

Cai dat cac rng dung Kaspersky trén nhirng thiét bi trong mang ctia ban.

Quan ly cac irng dung dugc cai dat.

Xem bdo cao vé trang thai clia hé théng bao mat.

Viéc quan ly Kaspersky Endpoint Security théng qua Bang diéu khién web, Bang diéu khién dam may va
Bang diéu khién quan tri Kaspersky Security Center déu cung cdp cac kha nang quan ly khac nhau. Cac
thanh phan va tac vu kha dung cling khac nhau d6i véi cac Bang diéu khién khac nhau.
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Thong tin vé Tién ich Quan ly Kaspersky Endpoint Security cho
Windows

Tién ich quan ly Kaspersky Endpoint Security cho Windows cho phép tuong tac gitra Kaspersky Endpoint
Security va Kaspersky Security Center. Tién ich quan ly cho phép ban quan ly Kaspersky Endpoint
Security bang cach sir dung chinh sach, tac vy, va thiét 1ap cuc bd clia ing dung. Tuong tac véi Bang diéu
khién web Kaspersky Security Center dugc cung cap bdi tién ich web.

Phién ban cda Tién ich quan ly c6 thé khac véi phién ban cda ing dung Kaspersky Endpoint Security
dugc cai dat trén may khach. Néu phién ban dugc cai dat cdia Tién ich quan ly c6 it chirc nang hon
phién ban dugc cai dat cha Kaspersky Endpoint Security, cau hinh clia nhirng chirc nang bi thiéu sé
khong dugc quan ly bdi Tién ich quan ly. Cac cdu hinh nay cé thé dugc slra d6i bdi ngudi dung trong
giao dién cuc bd cua Kaspersky Endpoint Security. Cac thiét Iap nay cé thé dugc sira d6i bdi ngudi
dung trong giao dién cuc bd clia Kaspersky Endpoint Security.

Theo mac dinh, tién ich web khong dugc cai dat trong Bang diéu khién web Kaspersky Security Center.
Khac véi Tién ich quan ly cho Bang diéu khién quan tri Kaspersky Security Center, von dugc cai dat 1én
mo&t may tram clia quan tri vién, tién ich web phai dugc cai dat 1én mét may tinh cé cai dat Bang diéu
khién web Kaspersky Security Center. Chirc nang cda tién ich web nay dugc cung cap dén tat ca cac quan
tri vién c6 quyén truy cap Bang diéu khién web trong mét trinh duyét. Ban cé thé xem danh sach cac tién
ich web dugc cai dat trong giao dién Bang diéu khién web: Console settings -~ Web plug-ins. Dé biét
thém chi tiét vé kha nang tuong thich cla cac phién ban tién ich web va Bang diéu khién web, vui long
tham khao Trg giup clia Kaspersky Security Center .

Néu dang str dung Kaspersky Endpoint Security la mét phan cla gidi phap Kaspersky Endpoint
Detection and Response Optimum thi ban phai cai dat tién ich quan ly ctia Kaspersky Endpoint
Detection and Response. Ban can tién ich quan ly dé hién thj thong tin chi tiét vé cdnh bao. Chi tiét
vé phat hiénla mét cdng cu dé xem toan bd thong tin thu thap dugc vé mot méi de doa dugc phat
hién. Chi ti€t vé phat hién bao gém, vi du nhu lich str cla cac tap tin xuat hién trén may tinh. Do do,
dé tao cac tac vu phan hoi trudc maoi de doa, ban can cé tién ich quan ly cla Kaspersky Endpoint
Security va dé xem chi tiét canh béo, ban can cé tién ich quan ly cda EDR.

Cai dat tién ich web
Ban 6 thé cai dat tién ich web nhu sau:

e Cai dat tién ich web s(r dung Trinh hudng dan bat dau nhanh cia Bang diéu khién web Kaspersky
Security Center.

Bang diéu khién web sé tu ddng nhac ban chay Quick Start Wizard khi két néi Bang diéu khién web
dén May chdi quan tri Ian dau tién. Ban ciing c6 thé chay Trinh hudng dan bat dau nhanh trong giao
dién Bang diéu khién web (Discovery & Deployment —. Deployment & Assignment -, Quick Start
Wizard). Trinh huéng dan bat dau nhanh cling c6 thé kiém tra liéu cac tién ich web dugc cai dat co la
ban mai nhat va tai vé cac ban cip nhat can thiét. D€ biét thém chi tiét vé Trinh hudng dan bat dau
nhanh cho Bang diéu khién web Kaspersky Security Center, vui ldng tham khao Trg gitp cla
Kaspersky Security Center@.

o Cai dat tién ich web tlr danh sach cac goi phan phdi kha dung trong Bang diéu khién web.

DE cai dat tién ich web, chon go6i phan phéi cta tién ich web Kaspersky Endpoint Security trong giao
dién Bang diéu khién web: Console settings - Web plug-ins. Danh sach cac go6i phan phéi kha dung
dugc cap nhat ty dong sau khi cac phién ban mdi clia i'ng dung Kaspersky dugc phat hanh.
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e Tai vé goi phan phdi cho Bang diéu khién web tlr mét ngudn bén ngoai.
Dé cai dat tién ich web, thém tap nén ZIP cda gbi phan phdi cho tién ich web Kaspersky Endpoint
Security vao giao dién Bang diéu khién web: Console settings - Web plug-ins. Vi dy, géi phan phai
clia tién ich web c6 thé dugc tai vé tir website Kaspersky.

Cap nhat Tién ich quan ly

Dé cap nhat Tién ich quan ly Kaspersky Endpoint Security cho Windows, hay tai xuéng phién ban méi
nhat cda tién ich (cé trong gdi phan phdi) va chay trinh hudng dan cai dat tién ich.

NEu mot phién ban méi cda tién ich web dugc phat hanh, Bang diéu khién web sé hién thj thong bao C6
san ban cap nhdt cho cac tién ich duoc st dung. Ban c6 thé tiép tuc cap nhat phién ban tién ich web tir
thong bao Bang diéu khién web nay. Ban cling c6 thé kiém tra thd cong cac ban cap nhat mdi cho tién
ich web trong giao dién Bang diéu khién web (Console settings -~ Web plug-ins). Cac phién ban cii cGa
tién ich web sé tu ddng bi g& bd trong qua trinh cap nhat.

Khi tién ich web dugc cdp nhat, cdc muc c6 san (vi du nhu cac chinh sach hoac tac vu) sé dugc luu.
Cac thiét 1ap mai clia cdc muc dé bé sung chirc ndng méi cda Kaspersky Endpoint Security s& xudt
hién trong cac muc hién c6 va c6 gia tri mac dinh.

Ban c6 thé cap nhat tién ich web nhu sau:

e Cap nhat tién ich web trong danh sach cac tién ich web trong ché dd truc tuyén.

DE cap nhat tién ich web, ban phai chon géi phan phéi cta tién ich web Kaspersky Endpoint Security
trong giao dién Bang diéu khién web (Console settings — Web plug-ins). Bang diéu khién web s&
ki€m tra cac ban cap nhat c6 san trén may chi Kaspersky va tai vé cac ban cap nhat lién quan.

e Cap nhat tién ich web tUr mot tap tin.

D& cap nhat tién ich web, ban phai chon tap nén ZIP cGa géi phan phdi cho tién ich web Kaspersky
Endpoint Security trong giao dién Bang diéu khién web: Console settings — Web plug-ins. Vi du, géi
phan phdi cta tién ich web c6 thé dugc tai vé tir website Kaspersky. Ban chi cé thé cap nhat tién ich
web Kaspersky Endpoint Security dén mot phién ban méi hon. Tién ich web khéng thé dugc cap nhat
dén mot phién ban cd hon.

Néu c6 bat ky muc nao dugc mé (vi du nhu mét chinh sach hoac tac vu), tién ich web sé& kiém tra thong
tin twong thich clia n6. Néu phién ban cla tién ich web bang hodc mai hon phién ban dugc quy dinh
trong théng tin tuong thich, ban c6 thé thay déi thiét 1ap cia muc nay. Néu khéng, ban khdng thé sir
dung tién ich web dé thay déi cac thiét 1ap ca muc dugc chon. Ban nén cap nhat tién ich web.

Cac can nhac dac biét khi lam viéc vd&i cac phién ban khac nhau cla
tién ich quan ly

Ban chi c6 thé quan ly Kaspersky Endpoint Security qua Kaspersky Security Center néu ban c6 mét Tién
ich quan ly véi phién ban bang hoac méi hon phién ban dugc quy dinh trong théng tin lién quan dén

tinh twong thich cta Kaspersky Endpoint Security v&i Tién ich quan ly. Ban c6 thé xem phién ban téi thiéu
dugc yéu cau clia Tién ich quan ly trong tap tin installer.ini trong gdi phén phai.
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NE&u c6 bat ky muc nao dugc mé (vi du nhu mét chinh sach hoac tac vu), Tién ich quan ly sé& kiém tra
théng tin tuong thich ctia né. Néu phién ban cda Tién ich quan ly bang hoac mai hon phién ban
dugc quy dinh trong théng tin tuong thich, ban c6 thé thay déi thiét |ap cia muc nay. Néu khong,
ban khong thé str dung Tién ich quan ly dé thay déi cac thiét Iap ca muc dugc chon. Ban dugc
khuyén nghi nang cap Tién ich quan ly.

NEu Tién ich quan ly Kaspersky Endpoint Security dugc cai dat trong Bang diéu khién quan tri, vui long
can nhac cac diéu sau khi cai dat mot phién ban mai ctia Tién ich quan ly:
e CAac phién ban cli cda Tién ich quan ly Kaspersky Endpoint Security sé bi g& bd.

e Phién ban mdi cha Tién ich quan ly Kaspersky Endpoint Security ho trg viéc quan ly cac phién ban cii
cla Kaspersky Endpoint Security cho Windows trén may tinh clla nguai dung.

e Ban c6 thé st dung phién ban mdi cta Tién ich quan ly dé thay déi cac thiét 1ap trong chinh séch, tac
vu va cac muc khac dugc tao bdi phién ban cli cta Tién ich quan ly.

e DOi vai cac thiét 1ap mdi, mot phién ban méi cla Tién ich quan ly sé gan cac gia tri mac dinh khi moét
chinh sach, ho so chinh sach hodac tac vu lan dau tién duoc luu.

Sau khi Tién ich quan ly dugc nang cap, ban nén kiém tra va luu cac gia tri cho thiét 1ap mdi trong
chinh sach va ho6 so chinh sach. Néu ban khoéng lam viéc nay, cdc nhom thiét 1ap méi cla
Kaspersky Endpoint Security trén mdy tinh cdia ngudi dung sé nhan gia tri mac dinh va co6 thé
dugc chinh stra (thuéc tinh &f). Ban nén kiém tra thiét 1ap bat dau vdi cac chinh sach va ho so
chinh sach & phan cap cao nhét. Ban cling nén st dung tai khoan nguai dung cé quyén truy cap
dén tat ca cac khu vuc chirc nang clia Kaspersky Security Center.

Dé tim hiéu vé cac tinh ndng mdi clia 'ng dung, vui long tham khao Luu y phat hanh hoac trg
gidp &ng dung.

e Néu mot tham s6 méi da dugc thém vao mét nhédm cac thiét Iap trong phién ban mdéi clia Tién ich
quan ly, trang thai da quy dinh trudc d6 cta thudc tinh g / & cho nhom thiét 1ap nay sé khong dugc
thay déi.

Nhirng luu y dac biét khi sir dung cac giao thirc dugc ma héa dé
tuong tac vai cac dich vu bén ngoai

Kaspersky Endpoint Security va Kaspersky Security Center s&t dung kénh giao ti€p dugc ma hoéa vdi TLS
(Transport Layer Security) dé lam viéc véi cac dich vu bén ngoai clia Kaspersky. Kaspersky Endpoint
Security s&r dung cac dich vu bén ngoai cho cac chirc nang sau:

e cap nhat co s dit liéu va cdc mo-dun phan mém (ng dung;

e kich hoat irng dung bang ma kich hoat (kich hoat 2.0);

¢ sir dung Kaspersky Security Network.

Viéc s&r dung TLS bado mat cho rng dung bang cach cung cap cac tinh nang sau:
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e Ma héa. Noi dung clia tin nhan dugc gilr bi mat va khéng duagc tiét 16 cho ngudi dung bén thir ba.

e Tinh toan ven. Ngudi nhan tin nhan chac chan rang ndi dung tin nhan khéng bi stra d6i vi tin nhan da
dugc chuyén ti€p bdi ngudi gri.

¢ Chirng thuc. Ngudi nhan chac chan rang giao tiép chi dugc thiét lap véi may chd Kaspersky dugc tin
tudng.

Kaspersky Endpoint Security s&r dung chirng chi khéa céng khai dé xac thuc may chi. Can cé co sé ha
tang khoa céng khai (PKI) dé lam viéc vdi cac chirng chi. Co quan cap ching chi la mot phan ctia PKI.
Kaspersky str dung Co quan cap chirng chi ctia riéng minh vi cac dich vu cla Kaspersky cé tinh ky thuat
cao va khéng céng khai. Trong trudng hgp nay, khi cac chirng chi géc ciia Thawte, VeriSign, GlobalTrust
va cac chirng chi khac bi thu hoi, Kaspersky PKI van hoat déng ma khong bi gian doan.

Cac méi trudng c6 MITM (céng cu phan mém va phan cirng ho trg phan tich giao thirc HTTPS) dugc
Kaspersky Endpoint Security coi la khdng an toan. Cac 16i c6 thé gadp phai khi lam viéc véi cac dich vy clia
Kaspersky. Vi du: c6 thé c6 16i lién quan dén viéc sir dung ching chi tu ky. Nhitng 16i nay cé thé xay ra do
cong cu Kiém tra HTTPS tlr mdi trudng cla ban khéng nhan dang dugc Kaspersky PKI. BEé khac phuc
nhirng van dé nay, ban phai dinh ciu hinh loai trir dé tugng tac véi cac dich vu bén ngoai.

Giao dién U'ng dung

Kaspersky
__ Khéng phat hién méi de doa
93 Gidmsat ' hién hoat

® Pugc quan Iy bdi chinh séch bao mat

\

Bio céo Sao luu ¢ Céng nghé phat
: hién mdi de doa

Kaspersky Security Network Giam sat hoat déng
i d 2 ung dung

L% i li

Giam sat ma hoa

Giam sat mang

Giam

sat e Bao cdo. Xem cac su kién da xdy ra trong qua trinh hoat dong cla (ng dung, cac thanh phan va tac vu riéng 1.

e Sao lru. Xem danh sach cac ban sao da luu cla cac tap tin bi lay nhiém ma &rng dung da xoa.

e Cong nghé phat hién mai de doa. Xem théng tin vé cac cong nghé phat hién méi de doa va s6 lugng cac moi de doa
dugc phat hién bdi cac cdng nghé nay.
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o Kaspersky Security Network. Trang thai két noi gitra Kaspersky Endpoint Security va Kaspersky Security Network, va
s6 liéu thong ké KSN toan cau. Kaspersky Security Network (KSN)1a mot ha tang dich vu ddm may cung cap truy cap
dén Co sd Tri thirc truc tuyén clia Kaspersky, cé chira thong tin vé danh tiéng tap tin, tai nguyén web va phan mém.
Viéc str dung dir liéu tir Kaspersky Security Network ddm bao thai gian phan &rng nhanh hon cho Kaspersky Endpoint
Security khi gap phai cdc moi de doa mdi, ci thién hiéu nang cdia mot sé thanh phan bao vé, va lam gidm nguy co
phat hién sai. Néu ban dang tham gia vao Kaspersky Security Network, cac dich vu KSN sé& cung cap cho Kaspersky
Endpoint Security théng tin vé danh muc va danh tiéng clia cac tap tin dugc quét, cling nhu théng tin vé danh tiéng
cla cac dia chi trang web dugc quét.

e Giam sat hoat déng trng dung. Xem thdng tin vé hoat déng cla cac ing dung dugc cai dat. Giam sat hoat dong Urng
dung sé theo doi cac tap tin, cac su kién hé thong lién két vdi cac irng dung.

e Giam sat mang. Xem théng_tin vé hoat d6ng mang_ctia may tinh theo thai gian thurc.

e Giam sat ma héa. Giam sat qué trinh ma héa hoac gidi ma dia theo thai gian thuc. Gidm sat ma hda kha dung néu
thanh phan Kaspersky Disk Encryption hoac thanh phan BitLocker Drive Encryption dugc cai dat.

Bao Tinh trang hoat ddng cla cac thanh phan dugc cai dat. Ban cling c6 thé tién hanh cdu hinh cac thanh phan hodc xem bao

mat cao.

Cap Quan ly cac tac vu cap nhat ctia Kaspersky Endpoint Security. Ban c6 thé cap nhat co s& dir liéu diét virus va mé-dun ng

nhat dung va khéi phuc ban cip nhat gan day nhat. Quan trj vién ¢ thé 4n muc d6 khoi ngudi dung hodc han ché quan Iy tac
Vu.

Tac Quan ly cac tac vu quét clia Kaspersky Endpoint Security. Ban cé thé chay quét phan mém doc hai va kiém tra tinh toan

vu ven clia ing.dung. Quan trj vién c6 thé an tac vu khoi ngudi diing hodc han ché& quan Iy tac vu.

Giay Cép gidy phép cho irng dung. Ban c6 thé mua gidy phép, kich hoat 'ng dung hodc gia han goi ddng ky. Ban cling c6 thé

phép xem thdng tin vé gidy phép hién tai.

fo C4u hinh thiét 1ap ing dung. Quan tri vién cé thé cdm thay déi thiét 1ap trong_Kaspersky Security Center.

o Thong tin vé irng dung: phién ban hién tai clia Kaspersky Endpoint Security, ngay phéat hanh co s& dir liéu, khéa va cac

théng tin khac. Ban cling c6 thé truy cap cac tai nguyén théng tin cGia Kaspersky. Bay 1a ngudn cung cap théng tin hitu ich,
khuyén nghij va cau tra |&i cho cac cau hoi thudng gap vé cach mua, cai dat va str dung rng dung.

0o Théng bao chira théng tin vé& cac ban cap nhat c6 sén va cac yéu cau quyén truy cap tap tin va thiét bj dugc ma hoa.

Biéu tugng rng dung trong khu vuc thong bao trén thanh tac vu

Ngay sau khi cai dat Kaspersky Endpoint Security, biéu tugng clia (rng dung sé& xuat hién trong khu vuc
thdong bao trén thanh tac vu Microsoft Windows.

NEu biéu tugng &rng dung trong khu vuc thong bao trén thanh tac vu bi an, quan tri vién c6 vo hiéu
hoa hién thi giao dién irng dung trong_chinh sach.

Bi€u tugng nay ¢ cac muc dich sau:

e No thé hién hoat déng cta irng dung.

e NO ¢ vai tro nhu mét dudng dan tat dén menu ngit cdnh va clra sé chinh ctia &rng dung.

Cac trang thai biéu tugng (rng dung sau dugc cung cdp dé hién thj théng tin hoat déng clia &rng dung:

e Biéu tugng | thé hién rang cac thanh phan bao vé dac biét quan trong clia 'ng dung déu dugc bat.
Kaspersky Endpoint Security s& hién thi mdt canh béo g néu ngudi dung dugc yéu cau thuc hién mot
hanh déng, vi du nhu khai dong lai may tinh sau khi cap nhat irng dung.

e Biéu tugng |- thé hién rang cac thanh phan bao vé dac biét quan trong cdia 'ng dung dang bi tat
hodc bj truc trac. Cac thanh phan bao vé c6 thé gap truc trac, vi du nhu néu gidy phép da hét han
hoac do 16i 'ng dung. Kaspersky Endpoint Security sé& hién thi mét cdnh bao |, kém mo ta van dé vé
bao vé may tinh.
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Menu ngir canh cda biéu tugng &rng dung chlra cdc muc sau day:

e Kaspersky Endpoint Security cho Windows. M& ctra sé chinh clia irng dung. Trong clra s6 nay, ban
c6 thé diéu chinh hoat dong clia cac thanh phan va tac vu cla ing dung, va xem so liéu théng ké cac
tap tin dugc xir ly va moi de doa dugc phat hién.

e Tam dirng bao vé / Khdi phuc bao vé. Tam dirng hoat déng cla tat cd cac thanh phan bao vé va
kiém soat khéng dugc danh dau khoa (@) trong chinh sach. Trudc khi thuc hién tac vu nay, ching toi
khuyén cdo ban tat chinh sach cta Kaspersky Security Center.

Trudc khi tam dirng hoat ddng cda cac thanh phan bdo vé va kiém soat, i'ng dung sé& yéu cau mat
kh&u truy cap Kaspersky Endpoint Security (mat khau tai khodn hodc méat khiu tam thai). Khi d6, ban
c6 thé chon thai gian tam dirng: trong mot khodng thai gian nhat dinh, cho dén khi khai dong lai
hoac sau khi cé yéu cau cta ngudi dung.

Muc menu ng{r cdnh nay kha dung néu Bdo vé bang_ mat khau dugc bat. Bé khoi phuc hoat dong cuia
cac thanh phan bao vé va kiém soat, hdy nhan Khadi phuc bao vé trong menu nglt cdnh cla (ng
dung.

Viéc tam dirng hoat dong cda cac thanh phan bao vé va kiém soat khéng anh hudng dén viéc
thurc thi hoat ddng cap nhat va tac vu quét phan mém ddc hai. Ung dung ciling sé ti€p tuc sur
dung Kaspersky Security Network.

e Tat chinh sach / Bat chinh sach. Tat chinh sach Kaspersky Security Center trén may tinh. Tat ca thiét
lap cla Kaspersky Endpoint Security déu c6 thé dugc ciu hinh, bao gdm cac thiét 1ap c6 khoa déng
trong chinh sach (@). Néu chinh sach bj tat, 'ng dung sé yéu cau mat khau dé truy cap Kaspersky
Endpoint Security (mat khdu tai khodn hoac mat khau tam thoi). Muc menu nglr canh nay kha dung
néu Bdo vé bang_ mat khau dugc bat. D& bat chinh sach, hdy chon Bat chinh sach trong menu ngit
canh clia ing dung.

e Thiét 1ap. S& ma clra s6 thiét 1ap ang dung.

e H6 trg. Thao tac nay s& md ra clra s6 chra théng tin can thiét dé lién hé véi bd phan Ho trg ki thuat
Kaspersky.

e Thdng tin. Muc nay md& ra mét clra s6 thong tin vdi cac chi tiét cda irng dung.

e Thoat. Muc nay sé déng Kaspersky Endpoint Security. Nhan vao muc menu ngir cdnh dé giai phéng
(rng dung khéi RAM may tinh.
Kaspersky Endpoint Security cho Windows
Tam dimg bado vé...
Tt chinh sach
Thiét lap
H& tro
Théng tin
Thoat

Menu nglr cdnh cla biéu tugng &rng dung

Giao dién irng dung don gian héa

Néu chinh sach Kaspersky Security Center dugc cdu hinh hién thi giao dién (‘ng dung_don gidn héa dugc
ap dung cho may khach cé cai dat Kaspersky Endpoint Security, cira s6 chinh cia 'ng dung sé khong kha
dung trén may khach nay. Nhan chuét phai d& m& menu ngit cdnh cla biéu tugng Kaspersky Endpoint
Security (xem hinh duéi day) chira cdc muc sau:
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e Tat chinh sach / Bat chinh sach. Tat chinh sach Kaspersky Security Center trén may tinh. Tat ca thiét
lap chia Kaspersky Endpoint Security déu c6 thé dugc cdu hinh, bao gdém cac thiét 1ap c6 khéda dong
trong chinh sach (g). Néu chinh sach bi tat, ¢ng dung sé& yéu cau mat khau dé truy cap Kaspersky
Endpoint Security (mat khdu tai khodn hodc méat khiu tam thai). Muc menu nglr cdnh nay kha dung
néu Bao vé bang.mat khau dugc bat. D& bat chinh sach, hdy chon Bat chinh sach trong menu ngt
canh cta irng dung.

e Tac vu. Danh sach tha xuéng chira cadc muc sau:

e Kiém tra tinh toan ven ctia irng dung.

Khoéi phuc co s& dir liéu vé phién ban truéc day.

Quét toan bo.

Quét tuy chinh.

Quét khu vuc quan trong.
e Cap nhat.

e Ho trg. Thao tac nay sé md ra clra s6 chra thong tin can thiét dé€ lién hé v&i bd phan Hb trg ki thuat
Kaspersky.

e Thoat. Muc nay sé déng Kaspersky Endpoint Security. Nhan vao muc menu nglr canh dé giai phéng
Ung dung khdi RAM may tinh.
Tat chinh séch
Tac vy »
Hb trg
Thoat

Menu ngir canh clia bi€u tugng (rng dung khi hién thi giao dién don giadn hoa

Cau hinh viéc hién thi giao dién (rng dung

Ban c6 thé cau hinh ché& dé hién thj giao dién (rng dung cho ngudi dung. Ngudi dung cé thé tuong tac
v@i rng dung theo cac cach sau:

e Hién thi giao dién gian lwgc. Trén mot may khach, ctra sé chinh cla irng dung khong thé truy cap va
chi c6 biéu tugng_trong_khu vuc théng béao ctia Windows kha dung. Trong menu nglr canh ctia biéu
tuong, thuc hién sé lugng_gidi han cac hoat déng_vdi Kaspersky Endpoint Security. Kaspersky
Endpoint Security cling s& hién thi cac théng bdo trén biéu tugng cla ing dung.

e Hién thi giao dién ngu&i dung. Trén mot may tinh khach, clra sé chinh cGa Kaspersky Endpoint
Security va biéu tugng trong_khu vuc théng_bdo cia Windows sé& kha dung. Trong menu ngir canh cla
biéu tugng, ngudi dung cé thé thuc hién cac thao tac véi Kaspersky Endpoint Security. Kaspersky
Endpoint Security cling s& hién thj cac thong bao trén biéu tugng cla irng dung.

e Khdng hién thi giao dién ngui dung. Trén mot may khach, khéng cé dau hiéu hoat déng cla
Kaspersky Endpoint Security dugc hién thj. Biéu tugng_trong_khu viuc thong bao clia Windows va céc
thdng bdo khong kha dung.

Céach cdu hinh ché d6 hién thi giao dién &rng_ dung trong Badng diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé ma cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Thiét 1ap téng quat - Giao dién.

5. Trong muc Twong tac véi ngudi dung, hay thuc hién mét trong nhirng hanh doéng sau:

e Chon hép kiém Hién thi giao dién ngu&i dung néu ban mudén cac thanh phan giao dién sau
dugc hién thi trén may khach:

e Thu muc chira tén ing dung trong menu Start

e Biéu tugng Kaspersky Endpoint Security trong khu vurc théng bao trén thanh tac vy clia
Microsoft Windows

e Théng bao bat I1én

NéEu hép kiém nay dugc chon, ngudi dung c6 thé xem va tuy thudc vao cac quyén kha dung,
thay déi thiét 1ap irng dung tir giao dién (ng dung.

e X6a hop kiém Hién thi giao dién ngu@i dung néu ban mudn an tat ca cac dau hiéu cla
Kaspersky Endpoint Security trén may khach.

6. Trong muc Twong tac véi ngudi dung, chon hép kiém Hién thi giao dién gian lugc néu ban
mudn giao dién irng dung don gidn hdéa dugc hién thi trén mot may khach cé cai dat Kaspersky
Endpoint Security.

Cach cau hinh ché d6 hién thij giao dién ctia (rng dung trong Bang diéu khién web va Bang_diéu khién
dam may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao General settings - Interface.
5. Trong muc Interaction with user, hay cdu hinh cach hién thj giao dién (rng dung:
¢ Display simplified interface. Trén mot may khach, clra sé chinh cGa &rng dung khong thé truy
cap va chi c6 biéu tugng trong khu vuc théng_bao ciia Windows kha dung. Trong menu ngit
canh cda biéu tugng, thuc hién s6 lugng_gidi han cac hoat ddng véi Kaspersky Endpoint

Security. Kaspersky Endpoint Security cling sé& hién thi cac thong béo trén biéu tugng cta ing
dung.

e Display user interface. Trén mét may tinh khach, cra s6 chinh cia Kaspersky Endpoint
Security va biéu tugng trong_khu vuc thong_bao ctia Windows sé kha dung. Trong menu ngilr
canh cua biéu tugng, ngudi dung cé thé thuc hién cac thao tac véi Kaspersky Endpoint
Security. Kaspersky Endpoint Security cling s& hién thi cac thong bao trén biéu tugng cla irng
dung.

¢ Do not display user interface. Trén mét may khach, khéng cé dau hiéu hoat dong clia
Kaspersky Endpoint Security dugc hién thj. Bi€u tugng_trong khu vurc théng_bédo cdia Windows
va cac thong bdo khéng kha dung.

6. Luu cac thay d6i cta ban.

Bat dau

Sau khi trién khai irng dung trén cac may khach, dé lam viéc véi Kaspersky Endpoint Security tir Bang
diéu khién Kaspersky Security Center, ban can thuc hién cac hanh déng sau:

e Tao va cau hinh mét chinh sach.

Ban c6 thé str dung cac chinh séch dé 4p dung cau hinh Kaspersky Endpoint Security giéng nhau cho
tat ca cac may khach trong mot nhém quan tri. Trinh hudng dan bat dau nhanh ctia Kaspersky
Security Center sé tu dong tao moét chinh sach cho Kaspersky Endpoint Security.

e Tao cac tac vu Cap nhat co' sé dix liéu va mé-dun tng dung va Quét phdn mém déc hai.

Phai thuc hién tac vu Cap nhdt co' sé& dir liéu va mé-dun ing dung dé cap nhat kha nang bado mat cla
may tinh. Khi tac vu nay dugc thuc hién, Kaspersky Endpoint Security sé cap nhat co s¢ dit liéu diét
virus va mé-dun ng_dung. Tac vu Cap nhédt co' sé dir liéu va mé-dun ung dung dugc tao ty dong bdi
trinh hudng dan sir dung nhanh May chd quan tri. D€ tao tac vu Cap nhdt co s dir liéu va mé-dun
Ung dung, hay cai dat Tién ich quan ly cGia Kaspersky Endpoint Security cho Windows khi dang chay
Trinh hudng dan.

Tac vu Quét phdn mém déc haila bat budc dé phat hién kip thoi virus cing cac loai phan mém déc hai
khac. Ban can tao thd cong tac vu Quét phdan mém déc hai.

Céach tao tac vu Quét phan mém ddc hai trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.
Danh sach tac vu sé ma.

3. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cda Trinh hudng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Endpoint Security for Windows (12.8) . Quét phan mém ddc hai.

Budc 2. Pham vi quét

Tao danh sach cac d6i tugng dugc Kaspersky Endpoint Security quét khi thuc hién mot tac vu quét.

Budc 3. Hanh dong clia Kaspersky Endpoint Security

Chon hanh déng khi phat hién moi de doa:

 Khir ma ddc; x6a néu khdng thé khir mé doc. Néu tuy chon nay dugc chon, (ng dung sé tu
déng khir ma doc tat ca cac tap tin bi nhiém dugc phat hién. Néu khéng thé khir ma doc, irng
dung sé xda cac tap tin do.

¢ Khir ma doc; thong bao néu khéng thé khir ma déc. Néu tuy chon nay dugc chon, Kaspersky
Endpoint Security sé& tu ddng khir nhiém tat ca cac tap tin bi nhiém virus dugc phat hién. Néu
khong thé khir ma déc, Kaspersky Endpoint Security s& bé sung théng tin vé tap tin nhiém ma
ddc dugc phat hién vao danh sach cadc moéi de doa dang hoat dong.

e Thdéng bao. Néu tuy chon nay duoc sir dung, Kaspersky Endpoint Security sé& bé sung thong tin vé
tap tin nhiém ma& d6c vao danh sach cac maoi de doa dang hoat dong khi phat hién nhirng tap tin
nay.

o Chay khir ma ddc nang cao ngay lap tirc. Néu hop kiém dugce chon, Kaspersky Endpoint
Security s& sir dung cdng nghé Khir ma ddc nang cao dé xir ly cac méi de doa hoat ddng trong
qua trinh quét.

Céng nghé khir mad déc ndng cao nham tay sach cac irng dung déc hai ra khéi hé diéu hanh. Bé la
cac rng dung doc hai da khai chay tién trinh cda ching & trong RAM, khién Kaspersky Endpoint
Security khéng thé loai trir chiing bang cac phuong thirc khac. Két qua la méi de doa nay sé dugc
vo hiéu héa. Trong khi qua trinh Khir nhiém Cao cdp dang dién ra, ban dugc khuyén nghi han ché
bat dau cac tién trinh ma&i hoac stra registry hé diéu hanh. Cong nghé khir ma d6c nang cao nay
str dung lugng tai nguyén hé diéu hanh dang ké va c6 thé lam cham cac &rng dung khac. Sau khi
qua trinh kh&r ma ddc néng cao hoan thanh, Kaspersky Endpoint Security sé khai ddng lai may
tinh ma khéng nhac ngudi dung xac nhan.

C4u hinh ché d6 chay tac vu bang cach s&r dung Run only when the computer is idle. Hop kiém nay
bat / tat chirc nang dinh chi tac vu Quét phdn mém déc hai khi tai nguyén may tinh bj han ché.
Kaspersky Endpoint Security sé tam ngung tac vu Quét phan mém doc hainéu trinh bao vé man
hinh dang tat va may tinh dang dugc mé khéa.
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Budéc 4. Chon cac thiét bj sé dugc gan tac vu
Chon cac may tinh s& dugc thuc hién tac vu trén dé. Cac tly chon sau cé thé dugc sir dung:

e Gan tac vu vao mét nhém quan tri. Trong trudng hop nay, tac vu sé duge gan cho cac may tinh
dugc bao gom trong mét nhém quan tri da dugc tao trudc do.

e Chon cac may tinh dugc May chud quan tri phat hién trong mang - cdc thiét bi chua dugc gan. Cac
thiét bi dugc quy dinh c6 thé bao gom cac thiét bj trong nhém quan tri cling nhu cac thiét bi chua
dugc gan.

e Nhap vao thd cong dia chi cta thiét bi, hoac nhap cac dia chi tir mét danh sach. Ban cé thé quy

dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.

Budc 5. Chon tai khodn dé chay tac vu

Chon mét tai khodn dé chay tac vu Quét phdn mém ddc hai. Theo mac dinh, Kaspersky Endpoint
Security khai chay tac vu v&i quyén cla tai khoan ngudi dung cuc bé. Néu pham vi quét bao gom cac
6 dia mang hodc cac d6i tugng khac cé quyén truy cap han ché, hdy chon tai khoan ngudi ding c6
da quyén truy cap.

Budc 6. Cau hinh lich khai chay tac vu

Cau hinh lich dé bat dau mot tac vy, vi du nhu th céng hodc sau khi co s& dit liéu diét virus dugc tai
xuong kho luu trr.

Budc 7. Xac dinh tén tac vu

Nhap tén cho tac vy, vi du: Quét toan bo hang ngay.

Budc 8. Hoan tat viéc tao tac vu

Thodat Trinh huéng dan. Néu can, hdy chon hop kiém Run the task after the wizard finishes. Ban
c6 thé giam sat tién dé cla tac vu trong thudc tinh tac vu. K&t qua 1a, tdc vu Quét phan mém doc hai
sé dugc thuc thi trén may tinh clia ngudi dung theo lich dugc quy dinh.

Cach tao tac vu Quét phidn mém doéc hai trong Bdng diéu khién web @
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1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao Add.
Trinh hudng dan Tac vu s& dugc bat dau.

3. Cau hinh céc thiét lap cta tac vu:

a. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for
Windows (12.8.0).

b. Trong danh sach tha xuéng Task type, hdy chon Malware Scan.

c. Trong truong Task name, nhap mot moé ta ngan, vi du nhu Quét hang tuan.

d. Trong phan Devices to which the task will be assigned, chon pham vi tac vu.
4. Chon cac thiét bi theo pham vi tac vu dugc chon. Chuyén sang budc ti€p theo.

5. Chon mét tai khodn dé chay tac vu. Theo mac dinh, Kaspersky Endpoint Security khéi chay tac vu
V@i quyén cla tai khoan ngudi dung cuc bd.

6. Thoat Trinh hudng dan.
Mot tac vu méi sé dugc hién thi trong danh sach cac tac vu.

7. D€ cau hinh lich tac vy, vao thudc tinh tac vu.

Ban nén |én lich cho tac vu chay it nhat méi tuan mot lan.
8. Chon hép ki€ém canh tac vu.

9. Nhan vao Start.

Ban c6 thé giam sat trang thai clia tac vu, va so thiét bi trén dé tac vu dugc hoan tat thanh céng
hodc hoan tat véi mot 16i.

K&t qua la, tdc vu Quét phan mém déc hai sé dugc thuc thi trén may tinh clla nguai dung theo lich
duogc quy dinh.

Quan ly chinh sach

Chinh sach la mét tap hop cac thiét 1ap irng dung dugc quy dinh trong mot nhém quan tri. Ban cé thé
cau hinh nhiéu chinh sach véi cac gia tri khac nhau cho mot rng dung. M6t (rng dung c6 thé chay dudi
cac thiét 1ap khac nhau cho cac nhém quan tri khac nhau. Méi nhom quan tri ¢ thé c6 chinh sach riéng
cho mét irng dung.

Cac thiét 1ap chinh sach dugc glri dén may khach qua Network Agent trong qua trinh déng bg héa. Theo
mac dinh, May chd quan tri thuc hién déng b6 ngay sau khi thiét 1ap chinh sach dugc thay déi. Cong UDP
15000 trén may khach dugc s&r dung dé dong bd. Theo mac dinh, May chidi quan tri sé tién hanh dong b6
sau moi 15 phut. Néu déng bd that bai sau khi thiét Iap chinh sach dugc thay ddi, nd luc déng bo tiép
theo sé dugc thuc hién theo lich da dugc cau hinh.
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Ké thira thiét lap

Cac chinh sach, giong nhu cdc nhém quan tri, dugc sap xép theo cap bac. Theo mac dinh, chinh sach con
sé ké thura thiét 1ap tu chinh sach cha. Chinh sdch conla mét chinh sach cho cac phan cap con, nghia la
mot chinh sach cho cdc nhém quan tri con va May chd quan tri thr cap. Ban c6 thé vo hiéu héa viéc ké
thira thiét Iap tir chinh sach cha.

M6i thiét Iép chinh séch déu 6 thu6c t|'nh 2, chibéo réng liéu thiét Iép c6 thé du’orc sO’a d6i trong chl’nh

thiét 1ap chinh sach cha du dugc bat cho chinh sach con. Cac chinh sach ngoai van phong khong anh hudéng
dén cac chinh sach khac trong phan cap nhém quan tri.

Kaspersky Security Center Web Console

Chinh sach phu huynh ===y

Na Chinh séchtrénhs 34 Kaspersky Endpoint
Thiét lap Gng dung cuc ~7=%~ Security cho Windows

s A T obe ‘n‘
cﬁl BEI Afil Thiét lap L}'g‘g dung cuc
D @ C@ 5 a ©

D o)

¢ B

b c

D

K€ thira thiét lap

Quyén dén cau hinh chinh sach (doc, ghi, thuc thi) dugc quy dinh cho méi ngudi dung co thé truy cap
May chd quan tri Kaspersky Security Center va riéng biét cho tirng pham vi chirc nang cla Kaspersky
Endpoint Securlty D& cau hinh quyén truy cap thiét 1ap chinh sach, hdy vao muc Securlty cla clra s6

thudc tinh cila May chd quan tri Kaspersky Security Center (theo mac dinh, phan nay bi an trong giao
dién bang diéu khién).

Tao mot chinh sach

Khi tao chinh sach, trinh hudng dan sé& dé xudat cac thiét 1ap lién quan dén ché dd da chon. Vi du: ddi vai
ché d6 Light Agent, ban phai thém May cha bao vé (SVM). Khi sir dung irng dung dé bao vé may chd SQL,
ban phai thém cac loai trir quét dugc dinh san dé ddm bao hoat déng ciia may chd khdng bi anh hudng.
Trinh hudng dan sé& dé xudt cac thiét Iap chinh sach lién quan sau khi chon ché d6. Khi dé, ban c6 thé
chinh stra cac thiét Iap nay trong thudc tinh chinh sach.

Céach tao chinh sach trong Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong thu muc Managed devices cla cdy Bang diéu khién quan tri, chon thu muc véi tén cla
nhém quan tri chira may khach lién quan.

3. Trong khong gian lam viéc, hdy chon thé Policies.

4. Nhan vao New policy.
Trinh hudng dan Chinh sach sé dugc bat dau.

5. Lam theo chi dan cda Trinh huéng dan Chinh sach.

Budc 1. Chon &rng dung dé tao chinh sach nhom

Chon &rng dung Kaspersky Endpoint Security for Windows (12.8).

Budc 2. Bat tén cho chinh sach nhém

Nhap tén cho chinh sach nhém, vi du: Chinh sach cho van phong.

Ban cling ¢4 thé tao chinh sach mdi dua trén cac chinh sach hién cé bang Trinh hudng dan chinh
sach. Bé thuc hién nhu vay, khi chi dinh tén chinh sach nhém, hdy chon hop kiém Use policy
settings for an earlier version of the application. Trinh huéng dan cling cho phép tao chinh sach
Kaspersky Endpoint Security (KES) dua trén chinh sach cia mét gidi phap khac, vi du: Kaspersky
Security for Windows Server (KSWS) hodc Kaspersky Security for Virtualization Light Agent cho
Windows

Budc 3. Tham gia Kaspersky Security Network

Vui long doc va chap nhan cac diéu khoan ctia Tuyén bé Kaspersky Security Network (KSN).

Budc 4. Chon ché d str dung ing dung trén may tinh

Tuy thudc vao muc dich s&r dung Kaspersky Endpoint Security, ban c6 thé trién khai (rng dung
Kaspersky Endpoint Security & cac ché do khac nhau:

e Ché dd tiéu chuan.

NE&u chon ché dé nay, ban c6 thé chi dinh cac thiét 1ap chinh sach ca ban trong khi trinh huéng
dan dang chay. Ban ciing c6 thé nhap cac thiét 1ap chinh sach co ban tir tép tin cdu hinh.,

e Endpoint Detection and Response Agent.

Né&u chon ché dd nay, ban chi c6 thé tao chinh sach bang thiét 1dp mac dinh. D& cau hinh cai dat
EDR Agent, ban phai diéu hudng dén thudc tinh chinh sach sau khi trinh huéng dan hoan tat.

e Light Agent d€ bdo vé mdi trudng_ do.

Néu ban chon ché dd nay, & budc tiép theo, ban phai cau hinh két noi véi May chu bao vé (SVM).
Nhirng thiét 1ap nay la bat budc dé irng dung hoat dong & ché do Light Agent.
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Kaspersky Endpoint Security cung cap mét chinh sach chung cho tat ca ché do ing dung va cac loai
HDH. Diéu nay cé nghia la chinh sach nay bao gém toan bé cac thiét 1ap. Tuy nhién, &'ng dung cé thé
bo qua mét s6 thiét 1ap chinh sach vi Kaspersky Endpoint Security dugc trién khai & ché dé ma mot
s6 chirec nang khéng kha dung. Vi du: khi str dung trng dung & ché do Endpoint Detection and
Response Agent, chi nhirng thiét Iap lién quan dén tich hgp véi cac gidi phap Kaspersky Detection
and Response va tich hgp véi KUMA méi kha dung.

Ban nén st dung cac chinh sach khac nhau cho cac ché dd va loai hé diéu hanh khac nhau.

Budc 5. Cau hinh vlung tin tudng

C4u hinh vung tin tudng. Ban cé thé thém loai trir quét dugc dinh san va irng dung_dugc tin tudng.
Cac rng dung duagc tin tudng va loai trir quét dugc xac dinh trudc gitp nhanh chéng cau hinh
Kaspersky Endpoint Security trén mdy chd SQL, mdy chd Microsoft Exchange va System Center
Configuration Manager. Biéu nay c6 nghia la ban khéng can thiét 1ap khu vuc tin tudng theo cach
thu cdng cho rng dung trén may chi. Cac loai trir quét dugce dinh san va cac irng dung dugc tin
tudng cling cé thé gitp ban nhanh chéng cdu hinh Kaspersky Endpoint Security & ché do Light
Agent trong mdi trudng do Citrix va VMware.

Budc 6. Chon trang thai chinh sach

e Active. Sau lan déng bd tiép theo, chinh sach sé dugc sir dung lam chinh sach hoat dong trén
may tinh.
Cac thiét 1ap ctia mot chinh sach hoat déng dugc luu trén mdy khach trong qua trinh déng bo.
Ban khong thé ap dung dong thai nhiéu chinh sach cho mét may tinh, do d6 chi mét chinh sach
6 thé hoat déng trong moi nhom.

e Inactive. Chinh sach sao luu. Néu can thiét, mét chinh sach khdng hoat dong cé thé dugc chuyén
trang thai thanh hoat déng.
Ban c6 thé tao s6 lugng khdng gidi han cac chinh sach khong hoat dong. Mot chinh sach khéng
hoat dong khéng anh hudng dén cac thiét 1ap irng dung trén may tinh trong mang. Cac chinh
sach khong hoat ddng nham chuén bi cho cac tinh huéng khan cap, vi du nhu tan cdng virus. Néu
c6 mot cudc tan cong qua 6 dia flash, ban c6 thé kich hoat mét chinh sach chan truy cap dén cac
6 dia flash. Trong trudng hgp nay, chinh sach hoat déng sé tu déng bi vé hiéu.

e Out-of-office. Chinh sach nay duagc kich hoat khi may tinh r&i khdi mang doanh nghiép.

Thoat Trinh hudng dan.

Céach tao chinh sach trong Bang diéu khién web va Bang diéu khién dam may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao Add.
Trinh hudng dan Chinh sach sé dugc bat dau.

3. Chon Kaspersky Endpoint Security va nhan Next.

4. Vui long doc va chap nhéan cac diéu khodn ctia Tuyén bd Kaspersky Security Network (KSN) va
nhan Next.

5. Chon ché d6 cua rng dung:
e Standard mode to protect workstations and servers.

e Endpoint Detection and Response Agent to protect against advanced threats and targeted
attacks.

NEu chon ché dd nay, ban cé thé tao chinh sach dé tich hgp may tinh vdi cac giai phap
Kaspersky Detection and Response. Trinh huéng dan sé nhac ban cdu hinh tich hgp cho
Kaspersky Managed Detection and Response roi dén Kaspersky Anti Targeted Attack Platform
(EDR).

e Light Agent to protect virtual environments.

Néu ban chon ché dé nay, & budc ti€p theo, ban phai cau hinh két néi v&i Mdy chi bao vé
(SVM). Nhirng thiét 1ap nay la bat budc dé (rng dung hoat dong & ché do Light Agent.

Kaspersky Endpoint Security cung cap mét chinh sach chung cho tat ca ché do irng dung va cac
loai HDH. Diéu nay c6 nghia la chinh sach nay bao gom toan bd cac thiét l1ap. Tuy nhién, ing dung
c6 thé bo qua mot s6 thiét Iap chinh sach vi Kaspersky Endpoint Security dugc trién khai & ché do
ma mot sé chirc ndng khong kha dung. Vi du: khi s&r dung rng dung & ché dé Endpoint Detection
and Response Agent, chi nhitng thiét 1ap lién quan dén tich hgp vdi cac giai phap Kaspersky
Detection and Response va tich hgp v&i KUMA méi kha dung.

Ban nén st dung cac chinh sach khac nhau cho cac ché d6 va loai hé diéu hanh khac nhau.

6. Cu hinh vung tin tudng. Ban cé thé thém loai trir quét dugc dinh san va rng dung_ dugc tin
tudng. Cac rng dung dugc tin tudng va loai trir quét dugc xac dinh trudc gidp nhanh chéng cau
hinh Kaspersky Endpoint Security trén mdy chd SQL, mdy chu Microsoft Exchange va System
Center Configuration Manager. Biéu nay cé nghia la ban khéng can thiét Iap khu vuc tin tudng
theo cach thi cdng cho trng dung trén may chd. Cac loai trir quét dugc dinh san va cac irng dung
duogc tin tudng cling cé thé gitp ban nhanh chéng cadu hinh Kaspersky Endpoint Security & ché do
Light Agent trong méi trudng ao Citrix va VMware.

7. Trén thé General, ban c6 thé thuc hién nhirng hanh déng sau:
e Thay d6i tén chinh sach.
e Chon trang thai chinh sach:

e Active. Sau lan dong bé ti€p theo, chinh sach sé dugc str dung lam chinh sach hoat dong
trén may tinh.
Cac thiét 1ap ciia mot chinh sach hoat déng dugc luu trén may khach trong qua trinh déng
bo. Ban khong thé &p dung dong thai nhiéu chinh sach cho mét may tinh, do dé chi mot
chinh sach c6 thé hoat ddng trong moi nhom.
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e Inactive. Chinh sach sao luu. Néu can thiét, mot chinh sach khéng hoat déng cé thé dugc
chuyén trang thai thanh hoat déng.

Ban c6 thé tao s6 lugng khdng gidi han cac chinh sach khong hoat ddng. Mot chinh sach
khéng hoat déng khdng anh hudng dén cac thiét 1ap ing dung trén mdy tinh trong mang.
Cac chinh sach khong hoat déng nham chuan bi cho céac tinh huéng khan cap, vi du nhu tan
cong virus. Néu c6 mot cudc tan cong qua 6 dia flash, ban cé thé kich hoat mot chinh sach
chan truy cap dén cac 6 dia flash. Trong trudng hgp nay, chinh sach hoat déng sé tu dong
bi vb hiéu.

¢ Out-of-office. Chinh sach nay duagc kich hoat khi may tinh rg&i khoi mang doanh nghiép.
e Cau hinh viéc ké thlra thiét lap:

¢ Inherit settings from parent policy. Néu cong tac nay dugc bat, cac gia tri thiét lap chinh
sach sé dugc ké thlra tir chinh sach cdp cao nhat. Cac thiét 1ap chinh sach khong thé dugc
chinh slra néu 4, dugc thiét 1ap cho chinh sach cha.

¢ Force inheritance of settings in child policies. Néu nut cong tac nay dugc bat, gia tri cla
thiét Iap chinh sach sé dugc sao chép dén cac chinh sach con. Trong thudc tinh clia cac
chinh sach con, nat bat/tat Inherit settings from parent policy sé dugc bat tu déng va
ban khdng thé tat. Cau hinh chinh sach con dugc ké thira tir chinh sach cha, ngoai trir cho
cac thiét lap dugc danh dau g,. Cac thiét Iap chinh sach con khdng thé dugc chinh sira néu
dugc thiét 1ap cho chinh sach cha.

8. Trén thé Application settings, ban c6 thé cau hinh Cau hinh chinh sach Kaspersky Endpoint
Security.

9. Thoat Trinh huéng dan.

Két qua la, cac thiét 1ap clia Kaspersky Endpoint Security sé dugc cau hinh trén may khach & lan déng b6
hoa tiép theo. Ban c6 thé xem théng tin vé chinh sach dang dugc ap dung cho may tinh trong giao dién
Kaspersky Endpoint Security bang cach nhan vao nat @ trén man hinh chinh (vi du nhu tén chinh sach).
Dé thuc hién, trong thiét |ap cla chinh sach Network Agent, ban can bat nhan dit liéu chinh sach mé&
rong. D€ biét thém chi tiét vé chinh sach Network Agent, vui long tham khao Trg gidp cla Kaspersky
Security Center®.

Chi bdo murc d6 bao mat

Chi bdo mirc d6 bao mat dugc hién thi & phan trén clia clra sé thudc tinh. Chi bdo nay c6 thé nhan mét
trong cac gia trj sau:

e Cap dd bao vé cao. Chi bdo nhan gia tri nay va chuyén sang mau xanh luc néu tat ca cac thanh phan
tlr danh muc sau dugc bat:

¢ Nghiém trong. Danh muc nay bao gém cac thanh phan sau day:

e Bdo vé mdi de doa tap tin.

Phat hién hanh vi.

Phong_chdng khai thac.

Cong_cu khac phuc.

Bao vé cac dich vu rng_ dung truéc hoat dong_quan ly bén ngoai.
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e Quan trong. Danh muc nay bao gém cac thanh phan sau day:

e Kaspersky Security Network.

e Bdo vé mobi de doa web.

e Bdo vé mdi de doa thu dién tur.

Phong_chong xam nhap may cha.

e Bao vé bang mat khau.

e Cap do6 bao vé trung binh. Chi bao nhan gia tri nay va chuyén sang mau vang néu mét trong cac
thanh phan quan trong bi tat.

e Cap d6 bao vé thap. Chi bdo nhan gia tri nay va chuyén sang mau do trong cac trudng hgp sau:
e M6t hodc nhiéu thanh phan thiét yéu bj tat.
¢ Hai thanh phan quan trong hoac nhiéu hon bi tat.
Né&u chi bao c6 gia tri Cap dd bao vé trung binh hodc Cap dd bdo vé thap thi mot lién két mé clra s6 Sw

€d sé xuat hién bén phai clia chi bao. Trong clra sé nay, ban co thé bat bat ky thanh phan bao vé dugc
khuyén nghi nao.

Céc thanh phdn bao vé dugc khuyén ding

Bat tit cd cdc thanh phin va chdn hanh déng tit ching d& dat hiéu qua bdo vé thiét bi tdi
da,

— Nghiém trong
Bao vé mdi de doa tip tin i
Phat hién hanhvi e (&
Phéng chéng khai thac wif ©
Céng cu khic phuc w®

— Quan trong
[ Kaspersky Security Network [@ G

Bio vé mdi de doa web o]

Bao vé mdi de doa thu dién td ]
Phéng chéng xdm nhap may chd  wif &
[ B3t bdo vé bing mat khidu [@

0K bang

Chi bdo mirc @6 bdo mat clia chinh séach

Quan ly tac vu

Ban cé thé tao cac loai tac vu sau dé quan tri Kaspersky Endpoint Security thdng qua Kaspersky Security
Center:

e CAac tac vu cuc bd dugc thiét 1ap cho mét may khach riéng [é.
e Cac nhoém tac vy dugc thiét 1ap cho cadc may khach trong cdc nhém quan tri.

e Cac tac vu cho moét nhom may tinh.
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Ban cé thé tao s6 lugng khdng gidi han cac nhom tac vy, tdc vu cho mét nhém may tinh, hodc tac vu cuc
bo. DE biét thém chi tiét vé lam viéc vdi cdc nhdm quan tri va chon may tinh, vui long tham khao Trg gitp

cUa Kaspersky Security Center=.

Kaspersky Endpoint Security hd trg cac tac vu sau:

Quét phan mém doc hai. Kaspersky Endpoint Security sé quét cac khu vuc may tinh dugc quy dinh
trong cau hinh tac vu dé phat hién virus va cac méi de doa khac. Tac vu Quét phdn mém ddc haila bat
budc cho hoat ddng clia Kaspersky Endpoint Security va dugc tao trong Trinh huéng dan bat dau
nhanh. Ban nén |én lich cho tac vu chay it nhat méi tuan mot lan.

Thém khéa. Kaspersky Endpoint Security s& thém mot khéa dé kich hoat (rng dung, bao gom mot
khoa bo sung. Trudc khi chay tac vu nay, hdy dam bao sé may tinh dugc thuc thi tac vu khéng vuot
qua sé may tinh dugc gidy phép cho phép.

Thay d6i thanh phan &rng dung. Kaspersky Endpoint Security s& cai dat hoac g& bd cac thanh phan
trén may khach theo danh sach cac thanh phan dugc quy dinh trong cau hinh tac vu. Thanh phan Bao
vé méi de doa tap tin khong thé bi xda. S6 lugng t6i uu cac thanh phan Kaspersky Endpoint Security
dé tiét kiém tai nguyén may tinh.

Kho. Kaspersky Endpoint Security s&é nhan thong tin vé tat ca cac tap tin thuc thi ciia rng dung dugc
luu trir trén may tinh. Tac vu Kho dugc thuc hién bdi thanh phan Kiém soat irng dung. Néu thanh
phan Kiém soat irng dung khong dugc cai dat, tac vu sé két thdc vai mot 16i.

Cap nhat co s& dir lieu va mo-dun &rng dung. Kaspersky Endpoint Security sé cap nhat cac co s& dir
liéu va mo-dun (ng dung. Tac vu Cdp nhdt co' sé di liéu va mé-dun ding dung 1a bat buéc cho hoat
déng cua Kaspersky Endpoint Security va dugc tao trong Trinh hudng dan bat dau nhanh. Ban nén
cdu hinh mét lich thuc hién tac vu it nhat méi lan moét ngay.

Xoéa sach dir liéu. Kaspersky Endpoint Security sé x6a cac tap tin va thu muc trén may tinh clia ngudi
dung ngay lap tlrc hoac néu khéng cé két ndi véi Kaspersky Security Center trong mot khoang thoi
gian dai.

Hoan tac ban cap nhat. Kaspersky Endpoint Security sé khoi phuc lai ban cap nhéat co sé& dit liéu va
mo-dun irng dung gan nhat. Diéu nay cé thé 1a can thiét néu, chang han, cac co s& dit liéu mai chira
dir liéu khéng chinh xac c6 thé khién Kaspersky Endpoint Security chdn mot (rng dung an toan.

dung, kiém tra tap tin hdng hoac bi sira d6i va xac minh chir ky s6 cda cac tap tin ing dung.

Quan ly tai khoan Authentication Agent. Kaspersky Endpoint Security sé cau hinh thiét Iap tai
khodn Authentication Agent. Can phai c6 mot Authentication Agent dé lam viéc véi cac 6 dia dugc ma
héa. Trudc khi hé diéu hanh dugc nap, ngudi dung can hoan thanh xac thuc véi Agent.

Néu rng dung dang hoat déng nhu mot phan cla gidi phap Endpoint Detection and Response clia
Kaspersky, ban c6 thé chay cac tac vu b6 sung nhu hanh dong phan hoi phat hién (responses). Vi du: ban
c6 thé cham durt cac tién trinh tir xa bang cach s dung tac vu Chdm durt tién trinh.

Cac tac vu chi dugc thuc hién trén may tinh néu Kaspersky Endpoint Security dang_chay.

Thém mot tac vu mai

Céach tao tac vu trong Bang diéu khién quan tri (MMC)
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Chon thu muc Tasks trong cdy Bang diéu khién quan tri.

3. Nhan vao New task.
Trinh hudng dan Tac vu s& dugc bat dau.

4. Lam theo chi dan cda Trinh hudng dan Tac vu.

Cach tao tac vu trong Bang diéu khién web va Bang diéu khién dam may @

1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) — Tasks.
Danh sach tac vu sé ma.

2. Nhan vao Add.
Trinh hudng dan Tac vu sé dugc bat dau.

3. Cau hinh céc thiét 1ap cla tac vu:

a. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for
Windows (12.8.0).

b. Trong danh sach tha xuéng Task type, chon tac vu ma ban mudn chay trén may tinh cla
ngudi dung.

c. Trong truong Task name, hdy nhap mot mé ta ngan.
d. Trong phan Devices to which the task will be assigned, chon pham vi tac vu.
4. Chon cac thiét bi theo pham vi tac vu dugc chon. Chuyén sang budc tié€p theo.

5. Chon mét tai khodn dé chay tac vu. Theo méc dinh, Kaspersky Endpoint Security khéi chay tac vu
V@i quyén cla tai khoan ngudi dung cuc bd.

6. Thoat Trinh hudng dan.

MOt tac vu mdi sé dugc hién thi trong danh sach cac tac vu. Tac vu nay sé co cac thiét 1ap mac dinh. Dé
cau hinh thiét |ap tac vy, ban can vao muc thudc tinh cla tac vu. D€ thuc hién mot tac vy, ban can chon
hop kiém canh tac vu d6 va nhan nut Start. Sau khi tac vu da khdi chay, ban cé thé tam dirng tac vu va
ti€p tuc lai sau.

Trong danh sach tac vy, ban cé thé giam sat két qua tac vu, bao gom trang thai cda tac vu va sé liéu
thong ké déi véi hiéu nang cda tac vu trén may tinh. Ban cling c6 thé tao mdt nhém cac su kién dé giam
sat viéc hoan tat cac tac vu (Monitoring & reporting - Event selections). D& biét thém chi tiét vé viéc
lira chon su kién, hdy tham khao Trg gitp Kaspersky Security Center 2. K&t qua thurc thi tac vu cling dugc
luu cuc bd trong nhat ky su kién ctia Windows va trong bao cdo ctia Kaspersky Endpoint Security.

Kiém sodat truy cap tac vu
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Quyén truy cap vao cac tac vu Kaspersky Endpoint Security (doc, ghi, thuc thi) dugc quy dinh cho moi
ngudi dung co thé truy cdp May chid quan tri Kaspersky Security Center, thong qua thiét |ap quyén truy
cap dén cac khu vurc chirc ndng clia Kaspersky Endpoint Security. D€ thiét 1ap truy cap dén cac khu vuc
chirc nang clia Kaspersky Endpoint Security, truy cdp muc Security cla clra s6 thudc tinh cia May chd
quan tri Kaspersky Security Center. D€ biét thém chi tiét vé viéc quan ly tac vu thdng qua Kaspersky
Security Center, vui long tham khao Trg giup cta Kaspersky Security Center 2.

Ban cé thé cau hinh quyén clia ngudi dung dé truy cap cac tac vu bang chinh sach (ché dé quan ly tac
vu). Vi du: ban c6 thé an cac tdc vu nhom trong giao dién Kaspersky Endpoint Security.

Cach cau hinh ché d6 quan ly tac vu trong_giao dién Kaspersky Endpoint Security thong qua Bang diéu
khién quan tri (MMC) @

1. M& Bang diéu khién quan trj Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.
4. Trong ctra s6 chinh sach, hdy chon Tac vu cuc bd — Quan ly tac vu.

5. Cau hinh ché d6 quan ly tac vu (xem bang bén dudi).

6. Luu cac thay doi clia ban.

Cach cau hinh ché d6 quan ly tac vu trong_ giao dién Kaspersky Endpoint Security thong_ qua Bang diéu
khién web @

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Local Tasks - Task management.
5. Cau hinh ché d6 quan ly tac vu (xem bang bén dudi).

6. Luu cac thay déi cda ban.

Cau hinh Quan ly tac vu

Tham sé Mb ta
Allow use of NE&u hép kiém nay dugc chon, cac tac vu cuc b s& dugc hién thi trong giao dién cuc bé clia Kaspersky Endpoint
local tasks Security. Khi khéng c6 han ché chinh sach nao khac, ngudi dung cé thé thiét 1ap va chay cac tac vu. Tuy nhién,

ngudi dung d6 van khéng thé cau hinh lich chay tac vu. Ngudi dung chi c6 thé chay tac vu theo cach thu cong.
NE&u hdp kiém nay bi xda, viéc sir dung cac tac vu cuc bo sé bi dirng lai. Trong ché dé nay, cac tac vu cuc b sé
khong dugc chay theo lich. Cac tac vu khdng thé dugc khédi dong hodc thiét Iap trong giao dién cuc bd cla
Kaspersky Endpoint Security, hodc khi lam viéc v&i dong Iénh.

M6t ngudi dung van c6 thé khdi ddng mot tac vu quét virus cho mét tap tin hodc thu muc bang cach chon muc
Quét virus trong menu ngr canh cda tap tin hoac thu muc dé. Tac vu quét sé dugc khédi déng véi cac gia tri cau
hinh mac dinh cho tac vu quét tuy chinh.
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Allow group NE&u hdp kiém nay dugc chon, cac tadc vu nhém s& dugce hién thj trong giao dién cuc bd clia Kaspersky Endpoint

tasks to be Security. Ngudi dung c6 thé xem danh sach tat ¢ cac tac vu trong giao dién ctia irng dung.

displayed Khi hop kiém nay bi xda, Kaspersky Endpoint Security s& hién thj mdt danh sach tac vu tréng.

Allow NE&u hdp kiém dugc chon, ngudi dung cé thé khai chay va dirng cac tdc vu nhém dugc chi dinh trong Kaspersky
management Security Center. Ngudi dung c6 thé khdi chay va dirng cac tac vu trong giao dién irng dung hoac trong giao dién
of group (rng dung gian lugc.

tasks

NE&u hép kiém bj x6a, Kaspersky Endpoint Security s& tu dong khdi chay céc tac vu theo lich hodc quan tri vién khéi
chay cac tadc vu mdt cach thd cong trong Kaspersky Security Center.

Cau hinh cac thiét 1ap cuc b6 cia irng dung

Trong Kaspersky Security Center, ban cé thé ciu hinh thiét |ap Kaspersky Endpoint Security trén mot may
tinh cu thé. Chang la cac thiét Iap cuc bé cda ting dung. Ban c6 thé khong truy cap dugc mot sé thiét 1ap
dé chinh s(ra. Cac thiét 1ap nay bi chan bdi o thudc tinh trong thudc tinh ctia chinh sach.

Céach cau hinh thiét 13p &*ng dung_cuc bd_trong Bdng diéu khién quan tri (MMC)®

1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong thu muc Managed devices cla cady Bang diéu khién quan tri, m& thu muc véi tén cla
nhém quan tri chira may khach lién quan.

3. Trong khong gian lam viéc, hdy chon thé Devices.
4. Nhan dap dé md clra s6 thudc tinh may tinh.
5. Trong clra s6 thudc tinh may tinh, chon phan Applications.

6. Trong danh sach cac 'ng dung Kaspersky dugc cai dat trén may tinh, hdy chon Kaspersky
Endpoint Security for Windows va nhan dup dé ma thudc tinh ing dung.

7. Trong muc General Settings, hdy cau hinh Kaspersky Endpoint Security cling nhu Cac bao cao va
luu tri.

Cac muc khac clia clra s6 Kaspersky Endpoint Security for Windows application settings déu
la cdc muc tiéu chudn danh cho Kaspersky Security Center. M6t mo ta vé nhitng muc nay cling
dugc cung cap trong Trg gilp Kaspersky Security Center.

NEu mot irng dung phai tuan thd mét chinh sach cdm cac thay d6i dén nhirng thiét lap cu
thé, ban sé khéng thé sira chdng trong khi cdu hinh thiét 1ap irng dung trong muc Thiét Iap
téng quat.

8. Luu cac thay déi cda ban.

Cach cdu hinh thiét 1ap &*ng_ dung cuc bd trong Bang diéu khién web va Bang diéu khién dam may®
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1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Managed devices.

2. Chon may tinh ma ban muén cau hinh thiét 1ap cuc bé cldia rng dung.
Viéc nay sé md ra thudc tinh may tinh.

3. Chon thé Applications.

4. Nhan vao Kaspersky Endpoint Security for Windows.

Viéc nay sé md ra thiét lap cuc bé cta rng dung.
5. Chon thé Application settings.
6. Cau hinh thiét lap cuc bo cta irng dung.
7. Luu cac thay déi cda ban.

Thiét 1ap 'ng dung cuc bo cling giéng thiét Iap chinh sach, ngoai trir thiét 1ap ma hoa.

Bat dau va dirng Kaspersky Endpoint Security

Sau khi cai dat Kaspersky Endpoint Security Ién may tinh clia mét ngudi dung, irng dung sé tu déng
dugc cai dat. O ché d6 mac dinh, Kaspersky Endpoint Security sé tw dong bat dau sau khi khai déng hé
diéu hanh. Khéng thé cau hinh tu déng khéi ddong rng dung trong thiét Iap cda hé diéu hanh.

Viéc tai vé co s& dit liéu chéng virus clia Kaspersky Endpoint Security sau khi hé diéu hanh dugc khi
déng cé thé mat dén hai phut tuy thudc vao cdng nang may tinh. Trong thoi gian nay, cdp do bao vé
may tinh sé bj giam sut. Viéc tai vé co s& dir liéu diét virus khi Kaspersky Endpoint Security dugc chay
trén mot hé diéu hanh da dugc khai dong sé khong gay suy giam cap dé bao vé may tinh.

Cach cau hinh khéi ddng Kaspersky Endpoint Security trong Bang diéu khién quan tri (MMC)®

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong clra s6 chinh sach, hady chon Thiét 1ap téng quat - Thiét 1ap &rng dung.

5. Str dung hop kiém Khéi chay irng dung khi may tinh kh&i déng (khuyén dung) dé ciu hinh
khdi chay (rng dung.

6. Luu cac thay déi cda ban.

Cach cdu hinh khéi ddng Kaspersky Endpoint Security trong Badng diéu khién web®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao General settings - Application Settings.

Application Settings

General 4 Enforce @D
@ Startthe application on computer startup (recommended)

Enable Advanced Disinfection technology

Use Kaspersky Security Center as proxy server for activation
(@ Notapplicable if the application is being used in Light Agent mode.
Self-Defense & Enforce @D

@ Enable Self-Defense

@ Block external management of system services [T

Performance 4 Enforce @D
@ Postpone scheduled tasks while running on battery power

Concede resources to other applications

Limit CPU usage for scan tasks

pper limit 100

Debug information & Enforce @D

@ Enable dump writing
@ Enable dump and trace files protection

Computer status when settings are applied & Enforce @D

In case of errorwhen applying policy

Critical v
In case of error when executing task

Critical v

Advanced settings & Enforce @D

Thiét Iap Kaspersky Endpoint Security cho Windows

5. Str dung hop kiém Start the application on computer startup (recommended) dé cdu hinh
khdi chay irng dung.

6. Luu cac thay déi cda ban.

Cach cau hinh khéi dong Kaspersky Endpoint Security trong_giao dién &rng dung @
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hay chon Thiét 1ap téng quat - Thiét 1ap irng dung.

Kaspersky < Gidm sat
Endpoint Security Thlé't |§P ang dung

a3 Gismsat

Tong quat
O Khai chay iing dung khi may tinh khéi déng (khuyén diing)

Sir dung céng nghé Khirma ddc nang cao (can tai nguyén may tinh dang k&)

Cai d&t cdc ban c8p nhit nhung khdng khai déng lai may tinh

Hiéu nang
Hodn céc tdc vu theo lich trong khi dang sir dung ngudn pin
Nhuéng tai nguy&n cho céc Ung dung khac

Han ch& miic sir dung CPU cho céc tac vu quét
1600 v %
Tu bao vé
Tu bdo vé cung c8p cac tinh nang bdo vé b8 sung cho may tinh ciia ban.

Server Name
p tin, ti€n trinh b nhd

inh néng Tu bao vi m mifc d8 bao v& chéing lai phan mé&m dic haiva ngén chin métsd tinh

spersky Endpo

3. Sir dung hop kiém Khéi chay irng dung khi may tinh kh&i déng (khuyén dung) dé ciu hinh
khéi chay irng dung.

4. Luu cac thay doi cda ban.
Cac chuyén gia Kaspersky khuyén ban khéng nén dirng thu cdng Kaspersky Endpoint Security bdi

diéu nay sé khién may tinh va dir liéu ca nhan cta ban bi de doa. Néu can, ban cé thé tam ngung
bdo vé may tinh trong thai gian can thiét ma khong dirng han dng dung.

Ban c6 thé theo d&i trang thai ing dung bang cach st dung tién ich Protection status.

Cach khéi chay hoac dirng Kaspersky Endpoint Security trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong thu muc Managed devices cla cdy Bang diéu khién quan tri, m& thu muc vdi tén cta
nhém quan tri chira may khach lién quan.

3. Trong khong gian lam viéc, hdy chon thé Devices.
4. Nhan dup dé mad clra s6 thudc tinh may tinh.
5. Trong clra s6 thudc tinh may tinh, chon phan Applications.

6. Trong danh sach cac ing dung Kaspersky dugc cai dat trén may tinh, hdy chon Kaspersky
Endpoint Security for Windows va nhan ddp dé ma thudc tinh ing dung.

7. Chon Kaspersky Endpoint Security.

8. Lam cac budc sau:
e DE khdi chay rng dung, hady nhan nat J & bén phai danh sach cac irng dung Kaspersky.

e PE dirng irng dung, hay nhan nUtg & bén phai danh sach cac irng dung Kaspersky.

Cach khdi chay hoac dirng Kaspersky Endpoint Security trong Bdng diéu khién web®

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Managed devices.
2. ghé’n vao tén clia may tinh ma ban muén bat dau hoac dirng Kaspersky Endpoint Security trén
o}
Clra s6 thudéc tinh may tinh s& dugc mé ra.
3. Chon thé Applications.

4. Chon hop kiém d6i dién Kaspersky Endpoint Security for Windows.

5. Nhan nut Start hodc Stop.

Cach khéi chay hoac dirng Kaspersky Endpoint Security tir dong Iénh
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1. Chay trinh thong dich dong I1énh (cmd.exe) véi tu cach quan tri vién.

2. TGi thu muc chira tap tin thuc thi Kaspersky Endpoint Security.
Ban c6 thé thém dudng dan dén tap tin thuc thi vao bién hé thng %PATH% trong khi cai dat (ng
dung.

3. Dé khdi chay (ing dung tlr dong Iénh, hdy nhap klpsm.exe start_avp_service.

4. Pé dirng rng dung tlr dong lénh, hdy nhap klpsm.exe stop_avp_service.

Pé dirng rng dung tir dong Iénh, hay cho phép quan ly cac dich vu hé théng tir bén ngoai.

EX Administrator: Command Prompt — O x

Tam ngung va khéi phuc tinh nang bdo vé va kiém soat may tinh

Tam ngung bdo vé va kiém soat may tinh c6 nghia la tat tat ca cac thanh phan bao vé va kiém soat cla
Kaspersky Endpoint Security trong mot thadi gian nhat dinh.

Trang thai ing dung sé dugc hién thi qua biéu tugng_ (rng_ dung_trong khu virc théng béo trén thanh tac
Vu.

e Biéu tugng 4 thé hién rang tinh nang bao vé va kiém soat may tinh dang bi tam ngung.
e Biéu tugng [ thé hién rang tinh nang bao vé va kiém soat may tinh dang dugc bat.

Viéc tam ngung va khdi phuc tinh ndng bao vé va kiém soat may tinh khéng dnh huéng dén cac tac vu
quét hoac cap nhat.

NEu cé bat ky két néi mang nao da dugc thiét Iap khi ban tam ngung hodc khoéi phuc tinh ndang bao vé va
kiém soat may tinh, mét thong bao vé viéc cham duirt cac két n6i mang nay sé dugc hién thi.

Dé tam ngung bdo vé va kiém sodt mdy tinh:

1. Nhan phai chuét dé goi menu ngir cadnh cda biéu tugng rng dung trong khu vuc théng béo trén
thanh tac vu.

2. Trong menu nglr cdnh, hdy chon Tam dirng bao vé (xem hinh bén dudi).

Muc menu ng{r canh nay kha dung néu Bao vé bang méat khiu dugc bat.

3. Chon mdt trong cac tuy chon sau:
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e Tam dirng trong <khodng th&i gian> - tinh nang bao vé va kiém soat may tinh sé tiép tuc hoat
déng sau khoang thai gian dugc chi dinh trong danh sach tha xuéng bén dudi.

¢ Tam dirng cho dén khi rng dung khé&i ddng lai - tinh nang bao vé va kiém soat may tinh sé tiép
tuc hoat dong sau khi ban khé&i déng lai i'ng dung hodc khai dong lai hé diéu hanh. Tinh nang tu
dong khdi chay irng dung phai dugc bat dé sir dung tly chon nay.

e Tam dirng - tinh nang bao vé va kiém soat may tinh sé tiép tuc hoat dong khi ban quyét dinh bat
lai chang.

4. Nhan vao Tam dirng bao vé.
Kaspersky Endpoint Security sé tam dirng hoat ddong cla tat ca cac thanh phan bao vé va kiém soat

khong dugc danh dau khoéa (g) trong chinh sach. Trudc khi thuc hién tac vu nay, chiing toi khuyén cao
ban tat chinh sach cla Kaspersky Security Center.

Kaspersky Endpoint Security cho Windows
Tam dimg béo vé...

Tat chinh séch

Thigt lap

Hé trg

Théng tin

Thoat

Menu ngir cdnh cla biéu tugng trng dung
DE khoi phuc lai bdo vé va kiém soat may tinh:

1. Nhan phai chuét d& goi menu ngit cdnh cla biéu tugng ng dung trong khu vuc théng bao trén
thanh tac vu.

2. Trong menu ng{r canh, hdy chon Khdi phuc bao vé.

Ban c6 thé khoi phuc tinh nang bao vé va kiém soat may tinh bat c IGc nao, bat ké tuy chon tam
ngung bdo vé va kiém soat may tinh ma ban da chon trudc do.

Tao va sir dung mot tap tin thiét lap
Mot tap tin thiét [ap v&i cau hinh cla Kaspersky Endpoint Security cho phép ban thuc hién cac tac vu sau:

e Thurc hién cai dat cuc bo Kaspersky Endpoint Security théng_ qua dong_1énh vdi cac cdu hinh dugc thiét
lap san.

e Thuc hién cai dat tir xa Kaspersky Endpoint Security théng_qua Kaspersky Security Center vdi cac cau
hinh dugc thiét 1ap san.

e Di chuyé’[l cau hinh cda Kaspersky Endpoint Security tir mét may tinh sang may tinh khac (xem cac
hudng dan & bén dudi).

Xuat tap tin cau hinh

DE tao mot tap tin thiét 1ap:
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1. Trong cra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap rng dung, hay chon Thiét 1ap tdng quat - Quan ly thiét 1ap.
3. Nhan vao Xuat.

4. Trong clra sé md ra, hay chi dinh dudng dan tGi noi ma ban mudn luu lai tép tin cdu hinh va nhap tén
cdia no.

Dé sr dung tap tin thiét |ap dé cai dat cuc bd hodc tir xa Kaspersky Endpoint Security, ban phai
dat tén cho nd la install.cfg.

5. Luu tap tin.

Nhap tap tin cau hinh

DE nhap cau hinh cda Kaspersky Endpoint Security t&r mgt tap tin thiét 1ap:

1. Trong cra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap rng dung, hay chon Thiét 1ap téng quat - Quan ly thiét 1ap.
3. Nhan vao Nhap.

4, Trong clra sé md ra, hay nhap dudng dan dén tap tin ciu hinh,

5. Md& tap tin.

Tat ca gia tri cla cau hinh Kaspersky Endpoint Security sé dugc dat theo tap tin thiét [ap dugc chon.
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Kaspersky < Giam sat
Quan ly thiét lap

Gidm st Ban cd thé luu thit |ap hién tai cua Kaspersky Endpoint Security dudi dang mat tap tin v 5 sir dung
ching trén may tinh k 5¢ sau khi thuc hign mét thay ddi thiét Iap khéng chi dinh. Bz g ¢6 thé khoi
phuc lai thi€t 1dp mac dinh bat ky luc ndo.

Nh
Chi dinh dug din cho tap tin thiét Iap dng dung dugdc luu trude

inh dud din d& luu tap tin ién tai cla (ng dung.

gia tri mac dinh.

Khoi phuc cac thiét Iap mac dinh cda irng dung

Ban c6 thé khoi phuc thiét Iap irng dung theo khuyén nghi clia Kaspersky bat ky IGc nao. Khi thiét lap
dugc khdi phuc, mirc d6 bao mat Khuyén dung dugc thiét [ap cho tat ca cac thanh phan bao vé.

Dé khoi phuc cac thiét Iap mdac dinh cda tng dung:

1. Trong cra s6 chinh ctia &ng_dung, hdy nhan nat g.
2. Trong c(ra s6 thiét 1ap irng dung, hay chon Thiét 1ap téng quat - Quan ly thiét 1ap.
3. Nhan vao Khai phuc.

4. Luu cac thay doi cha ban.
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< Giam sat

Kaspersky
Endpoint Securi Quan |? thiét |5P

Ban c6 thé luu thiét Iap hién tai clia Kaspersky Endpoint Security dudi dang mét tp tinva
Ac sau khith iién mat thay ddi thit 18p khéng cha dinh. Ban cling c6 thé k

Giam sat
ching trén may tinh khac he
3i thigt Iap mac dinh bat ky Itc nao.

1 cho tép tin thigt 1ap iing dung diude

1 d& luu tip tin t Sp hién tai cla ing d

a tri mac dinh.
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Quét phan mém ddéc hai

Quét phan mém ddc hai la tac vu thiét yéu cho bao mat mdy tinh. Cac tac vu quét virus dugc chay
thudng xuyén gilp loai trir nguy co phan tan phan mém déc hai khéng dugc phat hién bdi cac thanh
phan bao vé do thiét 1ap bao mat thap hodc vi cac ly do khac.

Kaspersky Endpoint Security khdng quét cac tap tin cé néi dung c6 trong 6 Iuu trir ddm may
OneDrive va sé tao cac muc nhat ky cho biét cac tap tin nay chua dugc quét.
Quét toan bd

Quét k¥ ludng toan bé may tinh. Kaspersky Endpoint Security sé quét cac doi tugng sau:

e B6 nhd kernel

Céc do6i tugng dugc nap luc khéi déng hé diéu hanh

Sector khdi dong

Ban sao luu hé diéu hanh

Toan b 6 cirng va 6 dia di dong

Cac chuyén gia clia Kaspersky khuyén ban khong nén thay déi pham vi quét clia tac vu Quét toan bo.

Pé tiét kiém tai nguyén may tinh, ban nén s&r dung mot tac vu quét trong nén thay cho tac vu quét
toan bd. Viéc nay sé khéng anh hudng dén mirc d6 bao mat cia may tinh.

Quét khu vuc quan trong

Theo mac dinh, Kaspersky Endpoint Security sé quét nhan kernel, cac tién trinh dang chay, va phan vung
khdi déng 6 dia.

Cac chuyén gia cta Kaspersky khuyén ban khéng nén thay déi pham vi quét clia tac vu Quét khu vuc
quan trong.

Quét tuy chinh

Kaspersky Endpoint Security sé quét cac déi tugng dugc chon bdi ngudi ding. Ban cé thé quét bat ky doi
tuwong nao tur danh sach sau day:

e B6 nhd hé thong
e CAac doi tugng dugc nap luc khai dong hé diéu hanh

e Ban sao luu hé diéu hanh
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e HOp thu Microsoft Outlook
e O dia crng, 6 dia di dong va 8 dia mang

e Bat ky tap tin nao dugc lya chon

Quét trong nén

Quét trong nénla mot ché dé quét clia Kaspersky Endpoint Security khong hién thi théng bao cho ngudi
dung. Quét trong nén yéu cau it tai nguyén may tinh hon cac loai quét khac (vi du nhu quét toan bd).
Trong ché d6 nay, Kaspersky Endpoint Security sé quét cac doi tugng khai déng, sector khai ddng, bd
nh& hé théng va phan ving hé théng.

Ki€ém tra tinh toan ven cla (rng dung

Kaspersky Endpoint Security sé& kiém tra cdc mé-dun irng dung dé phat hién hu hdng hoac sira doi.

Quét may tinh

Mot tac vu quét c6 vai tro thiét yéu cho bao mat may tinh. Cac tac vu quét virus dugc chay thudng xuyén
giup loai trr nguy co phan tan phan mém doc hai khdong dugc phat hién bdi cac thanh phan bao vé do
thiét Iap bao mat thap hoac vi cac ly do khac. Thanh phan nay gitp bado vé may tinh véi su trg gidp cla
co s& dif liéu diét virus, dich vu ddm may cta Kaspersky Security Network va phan tich theo hanh vi.

Kaspersky Endpoint Security cé cac tac vu tiéu chuan dugc dinh san sau: Quét toan bé, Quét khu vuc
quan trong, Quét tuy chinh. Néu té chirc clia ban da trién khai hé théng quan tri Kaspersky Security
Center, ban cé thé tao Quét phdn mém déc haiva cau hinh tac vu quét. Tac vu Quét trong nén cling cd
san trong Kaspersky Security Center. Khong thé cau hinh tac vu quét trong nén.

Cach chay tac vu quét trong Badng diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cdy bang diéu khién, hdy chon Tasks.

3. Chon mét tac vu quét va nhan ddp dé md cac thuédc tinh tac vu.

Néu can, hdy tao mot tac vu Quét phan mém déc hai.

4. Trong ctra s6 thudc tinh tac vy, hdy chon muc Thiét Iap.

5. Cau hinh tac vu quét (xem bang bén dudi).

Néu can, hdy cau hinh lich tac vu quét.

6. Luu cac thay déi cda ban.
7. Chay tac vu quét.
Kaspersky Endpoint Security sé bat dau quét may tinh. Néu ngudi dung da lam gian doan qua

trinh thurc thi tac vu (vi du: bang cach tat nguén may tinh), Kaspersky Endpoint Security sé tu dong
chay tac vy, tiép tuc tir thdi diém tac vu quét bi gian doan.

Cach chay tac vu quét trong Bang diéu khién web va Bang diéu khién dam may®

1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.

Danh sach tac vu sé ma.

2. Nhan vao tac vu quét.
Clra s6 thudc tinh tac vu sé dugc mé ra.

3. Chon thé Application settings.

4. Cau hinh tac vu quét (xem bang bén dudi).
Néu can, hdy cau hinh lich tac vu quét.

5. Luu cac thay d6i clia ban.
6. Chay tac vu quét.
Kaspersky Endpoint Security sé bat dau quét may tinh. Néu nguai dung da lam gian doan quéa

trinh thuc thi tac vu (vi du: bang cach tat nguén may tinh), Kaspersky Endpoint Security sé tu dong
chay tac vy, tiép tuc tir thdi diém tac vu quét bi gian doan.

Céach chay tac vu quét trong_giao dién irng dung
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1. Trong cra s6 chinh cta ng dung, hay vao muc Tac vu.
2. Trong danh sach tac vy, hdy chon tac vu quét va nhan vao &.

3. Cau hinh tac vu quét (xem bang bén dudi).
Néu can, hdy cau hinh lich tac vu quét.

4. Luu cac thay d6i ctia ban.
5. Chay tac vu quét.

Kaspersky Endpoint Security s& bit dau quét may tinh. Ung dung sé hién thi tién do quét, s6 lugng
tap tin d& quét va thdi gian quét con lai. Ban cé thé dirng tac vu bat ky ltc nao bang cach nhan nat
Dirng. Néu tac vu quét khong dugc hién thi, dieu dé cé nghia la quan trj vién d& cdm sir dung_cac
tac vu cuc bd trong chinh sach.

Két qua la Kaspersky Endpoint Security sé quét may tinh va néu phat hién méi de doa, i'ng dung sé thuc
thi hanh dong dugc cau hinh trong thiét 1ap rng dung. Théng thudng, ng dung sé c6 gang khir ma doc
cac tap tin bi nhiém. K&t qua |a cac tap tin bi nhiém c6 thé nhan dugc cac trang thai sau:

e Dugc hoan lai. Khong thé khir ma déc tap tin bi nhiém. Ung dung s& xda tap tin bi nhiém ma doéc sau
khi khé&i dong lai may tinh.

e Da tao ban ghi. Khong thé khir ma doc tap tin bi nhiém. Ung dung thém théng tin vé c4c tap tin bj
nhiém ma déc dugc phat hién vao danh sach cac maéi de doa hién hoat.

e Ghi khéng dugc hé trg hodc Lai ghi. Khong thé khir ma ddc tap tin bi nhiém. Ung dung nay khéng
c6 quyén ghi.

e Pa xtrly. Ung dung da phat hién mét tap tin bi nhiém ma doc trudc d6. Ung dung sé khir ma déc
hoac xda tap tin bi nhiém ma doc sau khi khai déng lai may tinh.

Cau hinh quét

Tham s6 M6 ta
Murc d6 bao Kaspersky Endpoint Security cé thé sir dung cac nhom thiét 1ap khac nhau dé chay tac vu quét. Cac nhém thiét
mat lap dugc luu trir trong ing dung dugc goi la mic dé bao mat.

e Cao. Kaspersky Endpoint Security sé quét tat ca cac loai tap tin. Khi quét nhiéu tap tin, ing dung cling quét
tap tin dinh dang thu.

e Khuyén dung. Kaspersky Endpoint Security sé chi quét cac dinh dang tap tin dugc quy dinh trén tat ca cac
8 cling, 6 dia mang va & di déng clia may tinh, va ca cac d6i tugng OLE nhing. Ung dung sé& khéong quét
cac tap tin nén hodc goi cai dat.

o Thap. Kaspersky Endpoint Security s& chi quét cac tap tin méi hoac dugc sira déi vdi cac phan mé rong cu
thé trén tat ca cac 6 clng, 6 dia di déng va & dia mang cla may tinh. Ung dung sé khéng quét cac tap tin
phutrc hop.

Ban c6 thé chon mét trong cac mirc dd bao mat dugc thiét 1ap sdn hodc tu cdu hinh thiét [ap mirc d6 bdo mat.
NEu ban da thay d6i thiét Iap mirc d6 bao mat, ban ludn cé thé quay lai thiét Iap mirc d6 bao mat dugc khuyén

nghi.
Hanh ddng Khir ma déc; x6a néu khéng thé khir ma déc. Néu tuy chon nay dugc chon, irng dung sé tu ddng khir ma
khi phat doc tat ca cac tap tin bi nhiém dugc phat hién. Néu khéng thé khir ma ddc, irng dung s& xda cac tap tin do.
:fa“ méi de Khir ma doc, chin néu khéng thé khir méa déc. Néu tly chon nay dugc chon, Kaspersky Endpoint Security s&

tu déng khir nhiém tat ca cac tap tin bi nhiém virus dugc phat hién. Néu khong thé khir ma ddc, Kaspersky
Endpoint Security s& bé sung théng tin vé tap tin nhiém ma doc dugc phat hién vao danh sach cac méi de doa
dang hoat dong.

Théng bao. Néu tuy chon nay dugc str dung, Kaspersky Endpoint Security s& b& sung théng tin vé tap tin
nhiém mé& déc vao danh sach cadc méi de doa dang hoat déng khi phat hién nhirng tap tin nay.
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Chay khtr
ma doc nang
cao ngay lap
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(chi khd dung
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Lich quét

Tri hoan
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khéi dong N
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Chay cac tac
vu bi bé qua

Chi chay khi
mdy tinh
dang rdnh

Chay quét
duéi quyén

Loai tap tin

Trudc khi c8 gang khir ma doc hodc x6a mot tap tin bi nhiém, ing dung sé& tao mét ban sao luu cda tap
tin trong trudng hgp ban can khoi phuc tap tin hodc néu né c6 thé khir ma doc tap tin trong tuong lai.

Khi phat hién cac tap tin nhiém ma ddc la moét phan ctia ing dung Windows Store, Kaspersky Endpoint
Security sé co xda tap tin do.

Khir ma doc nang cao trong mét tac vu quét virus trén may tinh chi dugc thuc hién néu tinh nang Khir
mé& ddc nang_cao dugc bat trong thudc tinh clia chinh sach dugc ap dung cho may tinh nay.

NEu hdp kiém nay dugc chon, Kaspersky Endpoint Security s& 1ap tirc khir ma doc 1ay nhiém dang hoat dong
sau khi né dugc phat hién trong qué trinh thuc thi tdc vu quét virus. Sau khi khir ma ddc hoat dong lay nhiém
dang hoat déng, Kaspersky Endpoint Security s& khdi déng lai may tinh ma khéng can nhac ngudi dung.

Né&u hop nay kiém bi xda, Kaspersky Endpoint Security s& khéng lap tirc khir ma ddc hoat ddng lay nhiém dang
hoat ddng sau khi né dugc phat hién trong qua trinh thuc thi tadc vu quét. Kaspersky Endpoint Security s& tao
céc su kién hoat ddong lay nhiém dang hoat déng trong bao céo clia ing dung cuc bd va & phia Kaspersky
Security Center. Hoat déng lay nhiém dang hoat dong c6 thé dugc khir ma ddc khi tac vu quét virus dugc chay
lai va tinh nang Khir ma déc nang cao dugc bat. Bang cach nay, quan tri vién hé théng co6 thé chon thai gian
thich hgp dé thuc hién Khir m& déc nang cao va sau dé ty dong khai dong lai may tinh.

Danh sach cac d6i tugng dugc Kaspersky Endpoint Security quét khi thuc hién mét tac vu quét. Cac doi tugng
trong pham vi quét c6 thé bao gém bd nhd kernel, cac tién trinh dang chay, phan viing khai déng, 6 luu trir
sao luu hé théng, co s& dir liéu email, 6 dia cirng, 6 dia di déng hodc 6 dia mang, tap tin hodc thu muc.

Tht cdéng. Ché dd chay trong d6 ban c6 thé tién hanh quét thu cong tai mot thai diém thuan tién cho ban.

Theo lich. Trong ché d0 chay tac vu quét nay, irng dung sé chay tac vu quét theo lich ma ban da quy dinh. Néu
ché& dé chay tac vu quét nay dugc chon, ban cling c6 thé khai déng tac vu quét mot cach tha cong.

Hoan bat dau tac vu quét sau khi irng dung khai ddng. Khi khdi dong hé diéu hanh, nhiéu tién trinh dang chay,
do dé sé co lgi néu ban hoan chay tac vu quét thay vi chay quét ngay sau khi khai ddong Kaspersky Endpoint
Security.

Né&u hop kiém nay dugc chon, Kaspersky Endpoint Security s& bat dau lai tac vu bi bd qua ngay khi cé thé. C6
thé bd qua tac vy, vi du nhu néu may tinh bj tat vao thoi diém bat dau tac vu dugc Ién lich. Khi irng dung c6 co
hdi thurc thi cac tdc vu bi bd 1, rng dung sé& chay cac tac vu mét cach ngdu nhién trong mét khodng thdi gian
nhat dinh dé phan phai tai trén may tinh.

Khi hop ki€ém nay bi xda, Kaspersky Endpoint Security s& khdng chay cac tac vu bj bd qua. Thay vao do, irng
dung sé chay tac vu ké ti€p dua theo lich hién tai.

Hodn bat dau tac vu quét khi tai nguyén may tinh dang ban. Kaspersky Endpoint Security sé bat dau tac vu
quét néu may tinh bi khéa hodc néu trinh bdo vé man hinh dugc bat. Néu ban da lam gian doan viéc thuc thi
tac vy, chang han nhu bang cach mé khda may tinh, Kaspersky Endpoint Security sé tu dong chay tac vu, tiép
tuc tir thoi diém tac vu bi gian doan.

Theo mac dinh, tac vu quét dugc chay dudi tén clia ngudi dung cé quyén ma ban dugc dang ky trong hé diéu
hanh. Pham vi bdo vé cé thé bao gom cac 6 dia mang hodc cac déi tugng khac yéu cau quyén truy cap dac biét.
Ban c6 thé chi dinh mdt ngudi dung c6 quyén theo yéu cau trong thiét 1ap (rng dung va chay tac vu quét bang
tai khoan ctia nguai dung nay.

Kaspersky Endpoint Security coi cac tap tin khéng c6 phan mé rong la cac tap tin cé thé dugc thuc thi.
Ung dung sé ludn quét cac tap tin thuc thi bat ké kiéu tap tin ma ban da lya chon dé quét.

T4t ca tap tin. N&u thiét 1ap nay dugc bat, Kaspersky Endpoint Security s& kiém tra tat ca cac tap tin va khéng
€6 ngoai lé (tat ca dinh dang va phan mé rong).
Quét cac tap tin theo dinh dang. Néu thiét |ap nay dugc bat, ing dung sé& chi quét cac tap tin c6 thé bi nhiém

virus (. Trugc khi quét mot tap tin dé tim ma doc, dau dé ndi bd cda tap tin s& dugc phan tich dé€ xac dinh dinh

dang cla tap tin d6 (vi dy, .txt, .doc, hodc .exe). Tac vu quét cling tim ki€m cac tap tin c6 dudi m& réng tap tin
cu thé.

Quét cac tap tin theo phan mé rdng. Néu thiét 1ap nay dugc bat, ing dung sé chi quét cac tap tin co6 thé bi

Theo mac dinh, Kaspersky Endpoint Security sé quét cac tap tin theo dinh dang clia chiding. Quét tap tin theo
phan ma rong kém an toan hon vi tap tin doc hai ¢ thé c6 phan ma& rong khéng ndm trong danh sach cé kha
nang lay nhiém (vi du: .123).
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Chi quét cac tap tin méi va dugc thay ddi ké tir [an cudi cing ching dugc quét. Diéu nay gidm thdi lugng cla
mot lan quét. Ché& dd nay dugc ap dung cho ca cac tap tin don va tap tin hén hgp.

Thao tac nay dat gii han thdi gian d€ quét mot ddi twgng duy nhat. Sau mot khoang thdi gian &n dinh, ing
dung sé nglrng quét mot tap tin. Diéu nay gidm thai lugng clia mét lan quét.

Bat dau tac vu quét dugc hodn néu qua trinh quét dang chay. Kaspersky Endpoint Security s& x&ép hang cac tac
vu quét mdi néu qua trinh quét hién tai ti€p tuc. Diéu nay gilp t6i vu héa murc tai trén may tinh. Vi du: gia sir
Ung dung da bat dau tac vu Quét toan bo theo lich. Néu ngudi dung cé khdi chay tac vy quét nhanh tir giao
dién ng dung thi Kaspersky Endpoint Security sé xép hang tac vu quét nhanh nay va sau dé tu dong khdi chay
tac vu nay sau khi tac vu Quét toan bo két thuc.

Tuy nhién, Kaspersky Endpoint Security s& ngay lap tirc tién hanh tac vu quét, ngay ca khi mot trong cac tac vy
quét sau dang chay:

e Quét cac 8 dia di dong_khi két néi.

e Quét tir Menu ng canh.

e Quét khu vuc quan trong da dugc khdi chay khi phat hién mét Dau hiéu vé su xam nhap (1oC).

NE&u hdp kiém nay bi xda, Kaspersky Endpoint Security s& cho phép ban chay nhiéu tac vu quét cing mét luc.
Chay nhiéu tac vu quét doi hdi nhiéu tai nguyén may tinh hon.

Quét dinh dang ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE, va cac dinh dang tap tin nén khac. Ung dung
quét cac tap tin nén khong chi theo phan mé rong ma con theo dinh dang. Khi ki€ém tra tap tin nén, ing dung
sé thurc hién quy trinh gidi nén dé quy. Diéu nay cho phép phat hién cdc m6i de doa bén trong tap tin nén
nhiéu cap (tap tin nén bén trong tap tin nén).

Hop kiém nay bat/tat tinh ndng quét cac g6i phan phdi thudc bén tha ba.

Quét cac tap tin Microsoft Office (DOC, DOCX, XLS, PPT va du6i ma réng khac cdia Microsoft). Cac tép tin dinh
dang Office cling bao gém cac ddi twgng OLE. Kaspersky Endpoint Security sé quét cac tap tin dinh dang van
phong nhoé hon 1 MB, bat ké hop kiém nay c6 dugc chon hay khong.

Quét cac tap tin dinh dang email va co s& dif liéu email. Ung dung sé quét cac tap tin PST va OST dugc st dung
bdi cac trinh quan ly thu MS Outlook va Windows Mail cling nhu cac tap tin EML.

Kaspersky Endpoint Security khéng hé trg phién ban 64 bit ctia ing dung email MS Outlook. Digu nay ¢
nghia la Kaspersky Endpoint Security s& khong quét cac tap tin MS Outlook (tap tin PST va OST) néu
phién ban 64 bit cia MS Outlook dugc cai dat trén may tinh, ngay ca khi ban thém thu vao trong pham vi
quét.

NE&u hop kiém dugc chon, Kaspersky Endpoint Security s& chia nhé tap tin dinh dang email thanh cac cdu phan
(dau dé, than, tap tin dinh kém) va quét ching dé tim maoi de doa.

NE&u hdp kiém nay bi xda, Kaspersky Endpoint Security s& quét tap tin dinh dang email nhu mot tap tin duy
nhat.

NE&u hop kiém nay dugc chon, ing dung sé quét tap tin nén c6 mat khau bao vé. Trudc khi cac tap tin trong
mot tap nén cé thé dugc quét, ban s& dugc nhac nhap mat khau.

Néu hop kiém nay bj xda, irng dung s& bd qua viéc quét cac tap nén c6 mat khau bao vé.

NE&u hdp kiém nay dugc chon, ing dung s& khdng quét cac tap tin hdn hgp néu dung lugng clia ching vugt
qua giéa tri an dinh.

NE&u bd chon hdp kiém nay, irng dung s& quét cac tap tin t6 hgp thudc moi kich thudc.

Ung dung s& quét cac tap tin I16n dugc trich xuat tir tap tin nén, bat ké hop kiém nay cé duoc chon hay khéng.
Phuong thirc mdy hoc va phan tich ddu hiéu sir dung co s& dit liéu Kaspersky Endpoint Security chira mo ta vé

cac méi de doa dé& biét va cac cach dé vé hiéu chung. Tinh ndng bao vé sir dung phuong thirc ndy cho mdrc do
bdo mat t&i thiu dugc chdp nhan.

Dua trén khuyén nghi clia cac chuyén gia Kaspersky, mdy hoc va phéan tich dau hiéu luén dugc bat.
Céng nghé nay dugc phat trién dé€ phat hién cac méi de doa khéng thé dugc phat hién véi phién ban co s& dir

liéu 'ng dung hién tai cla Kaspersky. N6 c6 thé phat hién cac tap tin bj nhiém mat loai virus khéng xac dinh,
hodc mot bién thé mdi cla mét virus da biét.
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Khi quét cac tap tin dé tim ma ddc, trinh phan tich theo hanh vi s& thuc thi cac 1énh trong cac tap tin thuc thi.
S6 lugng cac 1énh dugc thyrc thi bdi trinh phan tich theo hanh vi phu thudc vao cadp dd dugc chi dinh cho trinh
phan tich theo hanh vi. Cdp dd Phan tich hanh vi dam bao mét s can bang gitra viéc quét ki ludng dé tim cac
méi de doa mdi, tai 1én tai nguyén hé diéu hanh, va thai gian phan tich theo hanh vi.

Céng nghé Cdéng nghé nay cho phép tang téc d6 quét bang cach loai trir mot s6 tap tin nhat dinh khdi qua trinh quét. Cac

iSwift tap tin dugc loai trir khdi qua tac vu quét bang mot thuat toan dac biét cé tinh dén ngay phat hanh co s& dir
lidu Kaspersky Endpoint Security, ngay khi tap tin dugc quét 1an cudi cing va moi thay déi dugc thyc hién vai

(chi khd dung thiét 1ap quét. Cong nghé iSwift dugc cdi tién tir cdng nghé iChecker cho hé thong tap tin NTFS.

trong Bang

diéu khién

quan tri

(MMC) va

trong giao

dién

Kaspersky

Endpoint

Security)

Cong nghé Céng nghé nay cho phép tang téc dd quét bang cach loai trlr mot s6 tap tin nhat dinh khdi qua trinh quét. Cac

iChecker tap tin dugc loai trir khdi qua tac vu quét bang mot thuat toan dac biét cé tinh dén ngay phat hanh co s& di
liéu Kaspersky Endpoint Security, ngay khi tap tin dugc quét Ian cudi ciing va moi thay déi dugc thuc hién vai

(chi khd dung thiét 1ap quét. Cdng nghé iChecker c6 mét s6 han ché: cdng nghé nay khong hoat ddng véi tap tin 1&n va chi ap

trong Bang dung cho cac tap tin c6 cdu trdc ma ing dung nhan dang dugc (vi du nhu EXE, DLL, LNK, TTF, INF, SYS, COM,

diéu khién CHM, ZIP va RAR).

quan tri

(MMC) va

trong giao

dién

Kaspersky

Endpoint

Security)

Quét 6 dia di dong khi chiing dugc két néi véi may tinh

Kaspersky Endpoint Security s& quét tat ca cac tap tin ma ban chay hodc sao chép, ngay ca khi tap tin c6
trén 6 dia di dong (thanh phan Bdo vé maoi de doa tap tin). D€ ngan phat tan virus va cdc phan mém doc
hai khac, ban c6 thé cau hinh cac tac vu quét tu déng 6 dia di déng khi ching duoc két néi véi may tinh.
Kaspersky Endpoint Security s& tu dong ¢ gang khi&r ma doc tat ca cac tap tin bi nhiém ma déc duoc
phat hién. Néu viéc khir nhiém that bai, Kaspersky Endpoint Security s& x6a cac tap tin dé. Thanh phan
nay sé bao ddm bao mat cho may tinh bang cach chay cac tac vu quét s&r dung cong nghé may hoc, phan
tich hanh vi (cap d6 cao) va phan tich dau hiéu. Kaspersky Endpoint Security cling str dung cong nghé
iSwift va iChecker dé t6i uu qua trinh quét. Cac cong nghé nay ludn dugc bat va ban khéng thé tat.

Cach cau hinh chay Quét é dia di d6ng_trong Bang diéu khién quan tri (MMC) @

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.
4. Trong ctra s6 chinh sach, hdy chon Tac vu cuc bd - Quét 6 dia di dong.

5. Trong danh sach tha xuéng Hanh ddng khi két néi 6 dia di ddng, hdy chon Bao vé téi da hoac
Khuyén dung.

6. Cau hinh cac tuy chon nang cao cho Quét 6 dia di ddéng (xem bang bén dudi).

7. Luu cac thay d6i cta ban.
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Céach cau hinh chay Quét & dia di ddng_trong Bang diéu khién web va Badng diéu khién dam may@

1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cta chinh sach Kaspersky Endpoint Security.

Clra s6 thudc tinh chinh sach s& duoc md ra.

3. Chon thé Application settings.

4. Vao Local Tasks . Removable Drives Scan.

5. Trong danh sach tha xuéng Action on a removable drive connection, hdy chon Detailed Scan
hoac Quick Scan.

6. Cau hinh cac tuy chon nang cao cho Quét 6 dia di ddéng (xem bang bén dudi).

7. Luu cac thay d6i cta ban.

Céch cau hinh chay Quét & dia di déng trong giao dién rng dung®

1. Trong ctra s6 chinh cta ing dung, hdy vao muc Tac vu.

2. Trong danh sach tac vy, hdy chon tac vu quét va nhan vao &.

3. SIr dung nut bat/tat Quét 6 dia di déng dé bat hodac tat tinh nang quét & dia di dong khi két nGi
vGi may tinh.

4. Cau hinh cac tuy chon nang cao cho Quét 6 dia di dong (xem bang bén dudi).

5. Luu cac thay déi cda ban.

Do d6, Kaspersky Endpoint Security sé chay Quét 6 dia di dong dé tim cac 6 dia di ddng khong I16n
hon dung lugng téi da dugc chi dinh. Néu tac vu Quét 6 dia di déng khéng dugc hién thi, diéu dé
c6 nghia la quan trj vién da cam st dung_cac tac vu cuc bd trong_chinh sach.

Thiét 1ap tac vu quét 6 dia di déng

Tham
so

Hanh
dong
khi két
ndi &
dia di
dong

Dung
lwong
t6i da
cia 6
dia di
dong

Hién thj
ti€n do
quét

Mb ta

Quét chi ti€t. Néu muc nay dugc chon, khi 6 dia di dong dugc két ndi thi Kaspersky Endpoint Security s& quét tat cd cac
tap tin trén 6 dia di ddng, bao gébm cac tap tin dugc nhing trong cac ddi tugng phirc hgp, tap tin nén, géi phan phéi va
tap tin c6 dinh dang van ban. Kaspersky Endpoint Security khong quét cac tap tin c6 dinh dang thu hodc tap tin nén
dugc bdo vé bang mat khau.

Quét nhanh. N&éu dé muc nay dugc chon, sau khi & dia di dong dugc két néi, Kaspersky Endpoint Security s& chi quét
cac tap tin c6 dinh dang cu thé dé bj nhiém virus nhét, va sé khdng gidi nén cac tap tin hén hop.

NEu hop kiém nay dugc chon, Kaspersky Endpoint Security s& thuc hién hanh dong dugc chon trong danh sach tha
xudng Hanh ddng khi két néi & dia di ddng trén cac 6 dia di ddng vdi kich c& khéng qua kich ¢ 6 dia t6i da dugc quy
dinh.

Né&u hop kiém nay bj xda, Kaspersky Endpoint Security sé& thuc hién hanh déng dugc chon trong danh sach tha xuéng
Hanh ddng khi két ndi & dia di déng trén cac & dia di ddng thudc moi kich ¢&.

Né&u hop kiém nay dugc chon, Kaspersky Endpoint Security s& hién thj tién trinh quét 6 dia di ddng trong mot clra s6
riéng va trong muc Tac vu.

Khi hop ki€ém nay bj xéa, Kaspersky Endpoint Security s& thurc hién quét & dia di dong trong nén.
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Chan NE&u chon hép kiém nay, thi d8i vdi cac tac vu quét 8 dia di dong trong giao dién cuc bd clia Kaspersky Endpoint Security,
hanh nut Dirng trong muc Tac vu va nat Dirng nut trong ctra sé quét 6 dia di déng sé khong kha dung.

dong

dirng

tacvu

quét

Quét trong nén

Quét trong nénla mét ché d6 quét chia Kaspersky Endpoint Security khéng hién thi théng bao cho ngudi
dung. Quét trong nén yéu cau it tai nguyén may tinh hon cac loai quét khac (vi du nhu quét toan bd).
Trong ché d6 nay, Kaspersky Endpoint Security sé quét cac do6i tugng khdi dong, sector khéi déng, bd
nh& hé théng va phan vung hé théng.

Dé tiét kiém tai nguyén may tinh, ban nén sir dung mot tac vu quét trong nén thay cho tac vu quét toan
bé. Viéc nay sé khong anh hudng dén mirc d6 bao mat clia may tinh. Cac tac vu nay cé cung pham vi
quét. BE t6i uu héa murc tai trén may tinh, 'ng dung khdng chay tac vu Quét toan b va Quét trong nén
cung mot ldc. Néu ban da chay tac vu Quét toan bd thi Kaspersky Endpoint Security s& khdng bat dau tac
vu Quét trong nén trong bay ngay sau khi hoan thanh tac vu Quét toan bd.

Mot tac vu quét trong nén dugc khdi chay trong cac trudng hgp sau:

e Sau khi cap nhat co s& di liéu diét virus.

¢ 30 phut sau khi Kaspersky Endpoint Security dugc khai dong.

e MOi 6 tiéng.

e Khi may tinh ranh t&r nam phat trd 1én (may tinh bi khéa hoac trinh bao vé man hinh dang bat).
Quét trong nén khi may tinh ranh sé bi ngat khi bat ky tinh trang nao sau day la ding:

e May tinh chuyén sang ché dé hoat dong.

Néu quét trong nén khéng dugc chay trong hon 10 ngay, viéc quét sé khong bi ngat quang.

e May tinh (mady tinh xach tay) da chuyén sang ché d6 chay pin.

Khi thyc hién tac vu quét trong nén, Kaspersky Endpoint Security sé khdng quét cac tap tin cé noi
dung nam trén 6 luu trir ddm may OneDrive.

Cach bat quét trong nén trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.
4. Trong ctlra sé chinh sach, hdy chon Tac vu cuc bé - Quét trong nén.

5. Str dung hop kiém Bat Quét trong nén dé bat hoac tat quét trong nén.

6. Luu cac thay d6i ciia ban.

Cach bat quét trong nén trong Bang diéu khién web va Bang diéu khién dam may @

1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Local Tasks - Background Scan.
5. Str dung hop kiém Enable Background Scan dé bat hoac tat quét trong nén.

6. Luu cac thay déi cda ban.

Cach bat quét trong_nén trong giao dién &rng dung

1. Trong cra s6 chinh cta ing dung, hay vao muc Tac vu.

2. Trong danh sach tac vy, hdy chon tac vu quét va nhan vao &.

3. SIr dung nut bat/tdt Quét trong nén dé bat hoac tat thanh phan.
4. Luu cac thay d6i ctia ban.

NEu Quét trong nén khoéng dugc hién thi, diéu dé c6 nghia la quan tri vién da cam s&r dung_cac tac
vu cuc bo trong_chinh sach.

Quét t&r menu nglr canh

Kaspersky Endpoint Security cho phép ban thuc hién tac vu quét virus va phan mém doc hai khac cho
tirng tap tin thong qua menu nglr canh (xem hinh bén dudi).
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Khi thyrc hién tac vu quét tir menu nglr canh, Kaspersky Endpoint Security sé khong quét cac tap tin
c6 ndi dung nam trén 6 luu trir ddm may OneDrive.

Mg
In

Chinh sira

im_not_a_virus I
RO i Quét virus

I( Ki€m tra danh tiéng trong KSM
] g

I€ Gai m3 héa méi..

Thugc tinh

Quét tir menu ngr cdnh

Céch cdu hinh Quét tir Menu ngir cdnh trong Badng diéu khién Quan tri (MMC)

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé mad cac thudc tinh chinh sach.

4, Trong ctra sé chinh sach, hdy chon Tac vu cuc bd - Quét tir Menu ngir canh.
5. Cau hinh Quét tr Menu ng{r canh (xem bang bén dudi).

6. Luu cac thay déi cda ban.

Cach cau hinh Quét tir Menu ngir cdnh trong Bang diéu khién web va Bdng diéu khién dam may®

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach s& duoc md ra.

3. Chon thé Application settings.
4. Vao Local Tasks — Scan from Context Menu.
5. Cau hinh Quét tir Menu ngi canh (xem bang bén dudi).

6. Luu cac thay d6i cta ban.

Cach cau hinh Quét tir Menu ngir canh trong_ giao dién rng dung
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1. Trong cra s6 chinh cta ng dung, hay vao muc Tac vu.

2. Trong danh sach tac vy, hdy chon tac vu quét va nhan vao .

3. Cau hinh Quét t&r Menu ngi canh (xem bang bén dudi).

4. Luu cac thay d6i ctia ban.

NEu tac vu Quét ttr Menu ngir canh khéng dugc hién thi, diéu d6 c6 nghia la quan trj vién d3 cdm
s dung_cac tac vu cuc b trong_chinh sach.

Cau hinh tac vu Quét tr menu ngilr canh
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Mb ta
Kaspersky Endpoint Security cé thé s&r dung cac nhom thiét 1ap khac nhau dé chay tac vu quét. Cac nhom thiét 1ap
dugc luu trit trong Urng dung dugc goi la mdc dg bdo mat.

e Cao. Kaspersky Endpoint Security sé& quét tat ca cac loai tap tin. Khi quét nhiéu tap tin, i'ng dung cling quét tap tin
dinh dang thu.

e Khuyén dung. Kaspersky Endpoint Security sé chi quét cac dinh dang tap tin dugc quy dinh trén tat ca cac 6 cing,
6 dia mang va 6 di ddng cia may tinh, va ca cac déi tugng OLE nhung. Ung dung s& khéng quét cac tap tin nén
hoac goi cai dat.

o Thap. Kaspersky Endpoint Security s& chi quét cac tap tin mai hodc dugc sira d6i vdi cac phan md réng cu thé trén
tdt ca cac 6 cing, 6 dia di déng va 6 dia mang clia may tinh. Ung dung s& khéng quét cac tap tin phirc hop.

Khir ma déc; x6a néu khéng thé& khir ma déc. NEu tuy chon nay dugc chon, ing dung sé ty dong khir ma déc tat ca
cac tap tin bi nhiém dugc phat hién. Néu khdng thé khir ma ddc, 'ng dung sé& x6a cac tap tin do.

Khir ma ddc, chdn néu khéng thé khir ma ddc. Néu tly chon nay dugc chon, Kaspersky Endpoint Security sé tu
ddng khdr nhiém tat ca cac tap tin bi nhiém virus dugc phat hién. Néu khéng thé khir ma déc, Kaspersky Endpoint
Security s& b& sung théng tin vé tap tin nhiém ma doc dugc phat hién vao danh séch cac méi de doa dang hoat dong.
Théng bao. Néu tuy chon nay dugc sir dung, Kaspersky Endpoint Security s& b8 sung théng tin vé tap tin nhiém ma
ddc vao danh sach cac méi de doa dang hoat dong khi phat hién nhirng tap tin nay.

Kaspersky Endpoint Security coi cac tap tin khdng cé phan mé rong la cac tap tin cé thé dugc thuc thi. Ung dung
s& lubn quét cac tap tin thuc thi bat ké ki€u tap tin ma ban da lya chon dé quét.

Tat ca tap tin. Néu thiét 1ap nay dugc bat, Kaspersky Endpoint Security s& kiém tra tdt ca cac tap tin va khéng c6 ngoai
I& (tat ca dinh dang va phan md rong).

Quét cac tap tin theo dinh dang. Néu thiét 1ap nay dugc bat, ing dung sé& chi quét cac tap tin c6 thé bj nhiém virus

tin d6 (vi du, .txt, .doc, hoac .exe). Tac vu quét cling tim ki€m cac tap tin c6 dudi md rdng tap tin cu thé.

Quét cac tap tin theo phan mé réng. NEéu thiét |ap nay dugc bat, ing dung sé& chi quét cac tap tin c6 thé bi nhiém

virus 2. Sau d6, dinh dang tap tin sé dugc xac dinh dua trén phan maé rong cla tap tin.

Theo mac dinh, Kaspersky Endpoint Security sé quét cac tap tin theo dinh dang clia ching. Quét tap tin theo phan m&
rong kém an toan hon vi tap tin doc hai cé thé c6 phan mad réng khéng nam trong danh sach c6 kha nang lay nhiém
(vidu: .123).

Chi quét cac tap tin méi va dugc thay dai ké tir Ian cudi cuing chiing dugc quét. Diéu nay gidm thai lugng ciia mot [an
quét. Ché dd nay dugc &p dung cho ca cac tap tin don va tap tin hén hop.

Thao tac nay dat gi¢i han thai gian dé quét mot déi tugng duy nhat. Sau mot khodng thdi gian &n dinh, trng dung sé&
nglrng quét mot tap tin. Bieu nay gidm thai lugng cdia mot lan quét.

Quét dinh dang ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE, va cac dinh dang tap tin nén khac. U’ng dung quét
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cac tap tin nén khdng chi theo phan md réng ma con theo dinh dang. Khi kiém tra tap tin nén, rng dung sé& thuc hién
quy trinh gidi nén dé quy. Biéu nay cho phép phat hién cdc m6i de doa bén trong tap tin nén nhiéu cap (tap tin nén
bén trong tap tin nén).

Hop kiém nay bat hodc tat tinh nang quét cac géi phan phéi.

Quét cac tap tin Microsoft Office (DOC, DOCX, XLS, PPT va duéi ma rong khac cdia Microsoft). Cac tap tin dinh dang
Office cling bao gém cac déi tugng OLE. Kaspersky Endpoint Security sé quét cac tap tin dinh dang van phong nhd
hon 1 MB, bat ké hép kiém nay c6 dugc chon hay khong.

Quét cac tap tin dinh dang email va co s& dif liéu email. Ung dung sé quét cac tap tin PST va OST dugc st dung bdi cac
trinh quan ly thu MS Outlook va Windows Mail cling nhu cac tap tin EML.

Kaspersky Endpoint Security khdng hé trg phién ban 64 bit ctia irng dung email MS Outlook. Digu nay c6 nghia la
Kaspersky Endpoint Security sé khong quét cac tap tin MS Outlook (tap tin PST va OST) néu phién ban 64 bit clia
MS Outlook dugc cai dat trén may tinh, ngay ca khi ban thém thu vao trong pham vi quét.

NEu hop kiém dugc chon, Kaspersky Endpoint Security s& chia nhé tap tin dinh dang email thanh cac cadu phan (dau
de, than, tap tin dinh kém) va quét chung dé tim mai de doa.

NEu hop kiém nay bi xda, Kaspersky Endpoint Security s& quét tap tin dinh dang email nhu mot tap tin duy nhét.

NE&u hdp kiém nay dugc chon, ing dung s& quét tap tin nén c6 mat khau bdo vé. Trudc khi cac tp tin trong mét tap
nén co6 thé dugc quét, ban sé dugc nhac nhap mat khau.

NE&u hdp kiém nay bi xda, rng dung sé& bo qua viéc quét cac tap nén c6 mat khiu bao vé.

NEu hdp kiém nay dugc chon, ing dung sé& khéng quét cac tap tin hén hgp néu dung lugng clia chiing vugt qué gia tri
an dinh.

NE&u bd chon hdp ki€ém nay, irng dung s& quét cac tap tin t6 hgp thudc moi kich thudc.
Ung dung s& quét c4c tap tin I¢n dugc trich xuat tir tap tin nén, bat ké hop kiém nay c6 dugc chon hay khéng.

Phuong thirc may hoc va phan tich dau hiéu s&r dung co s& dit liéu Kaspersky Endpoint Security chira mé ta vé cac maéi
de doa da biét va cac cach dé vé hiéu ching. Tinh nang bao vé str dung phuong thirc nay cho mirc dd bao mat toi
thiéu dugc chdp nhan.

Dua trén khuyén nghj cia cac chuyén gia Kaspersky, may hoc va phéan tich dau hiéu luén dugc bat.

Céng nghé nay dugc phat trién dé phat hién cac méi de doa khéng thé dugc phat hién véi phién ban co s dit liéu ing
dung hién tai clia Kaspersky. N6 c6 thé phat hién cac tap tin bi nhiém mot loai virus khdng xac dinh, hoac mot bién thé
md&i clla mot virus da biét.

Khi quét cac tap tin dé tim ma ddc, trinh phan tich theo hanh vi s& thuc thi cac 1énh trong cac tap tin thuc thi. S6 lugng
cac lénh dugc thuc thi bdi trinh phan tich theo hanh vi phu thudc vao cap d6 dugc chi dinh cho trinh phan tich theo
hanh vi. Cdp d6 Phan tich hanh vi ddm bao mét su can bang gitra viéc quét ky ludng dé tim cac méi de doa mdi, tai 1én
tai nguyén hé diéu hanh, va thai gian phéan tich theo hanh vi.

Cdéng nghé nay cho phép tang téc d6 quét bang cach loai trir mot s6 tap tin nhat dinh khdi qua trinh quét. Cac tap tin
dugc loai trir khoi qua tac vy quét bang mot thuat toan dac biét c6 tinh dén ngay phat hanh co s& dir liéu Kaspersky
Endpoint Security, ngay khi tap tin dugc quét lan cudi cing va moi thay d8i dugc thuc hién vdi thiét 1ap quét. Cong
nghé iSwift dugc cai tién tir cdng nghé iChecker cho hé thong tap tin NTFS.

Cdéng nghé nay cho phép tang téc d6 quét bang cach loai trir mot sé tap tin nhat dinh khdi qua trinh quét. Cac tap tin
dugc loai trir khdi qua tac vu quét bang mot thuat toan dac biét c6 tinh dén ngay phat hanh co sé dit liéu Kaspersky
Endpoint Security, ngay khi tap tin dugc quét lan cudi cing va moi thay déi dugc thurc hién véi thiét 1ap quét. Cong
nghé iChecker c6 mot s6 han ché: cong nghé nay khéng hoat déng véi tap tin Idn va chi 4p dung cho cac tap tin c6 cau
trdc ma rng dung nhan dang dugc (vi du nhu EXE, DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP va RAR).

Kiém tra tinh toan ven cda (ng dung
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Kaspersky Endpoint Security sé kiém tra cdc mo-dun irng dung dé phat hién hu hdng hoac stra doi. Vi du
nhu néu mot thu vién irng dung c6 mot chir ky s6 sai, thu vién dé sé dugc coi la bi hdng. Tac vu Kiém tra
tinh toan ven cda tng dung dugc danh dé quét cac tap tin ing dung. Chay tac vu Kiém tra tinh toan ven
cua ung dung néu Kaspersky Endpoint Security phat hién mot déi twgng doc hai nhung khdng vo hiéu
doi tugng do.

Ban c6 thé tao tac vu Kiém tra tinh toan ven cua ung dung trong ca Bang diéu khién web va Bang
diéu khién quan tri Kaspersky Security Center. Ban khéng thé tao tac vu trong Bang diéu khién dam
may Kaspersky Security Center.
Tin toan ven cla &ng dung c6 thé bi pha v& trong cac trudng hgp sau:
e M6t d6i tuong doc hai da slra déi cac tap tin cla Kaspersky Endpoint Security. Trong trudng hgp nay,
hay thuc hién quy trinh khoi phuc Kaspersky Endpoint Security bang cac céng cu cda hé diéu hanh.
Sau khi khoi phuc, hdy chay tac vu quét toan bd may tinh va lap lai kiém tra tinh toan ven.

e Chit ky s6 da hét han. Trong trudng hgp nay, hdy cap nhat Kaspersky Endpoint Security.

Céch chay ki€ém tra tinh toan ven ctia irng dung_ théng qua Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.
Danh sach tac vu sé ma.

3. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan ca Trinh huéng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Endpoint Security for Windows (12.8) . Kiém tra tinh toan ven clia rng dung.

Budc 2. Chon cac thiét bi sé dugc gan tac vu
Chon cac may tinh s& dugc thuc hién tac vu trén dé. Cac tlly chon sau cé thé dugc sir dung:

e Gan tac vu vao mot nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cadc may tinh
dugc bao gém trong mét nhém quan tri da dugc tao trudc dob.

e Chon cac may tinh dugc Mdy chl quan tri phat hién trong mang - cdc thiét bj chua duoc gan. Cac
thiét bi dugc quy dinh c6 thé bao gom cac thiét bj trong nhém quan tri cling nhu cac thiét bi chua
dugc gan.

e Nhap vao thd cong dia chi cta thiét bi, hoac nhap cac dia chi tir mét danh sach. Ban cé thé quy

dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudén gan tac vu.

Budc 3. Cau hinh lich khai chay tac vu

Cau hinh lich khéi chay mot tac vy, vi du nhu khdi chay tha cdng hodc khi phéat hién 18y nhiém virus.

Budc 4. Xac dinh tén tac vu

Nhap tén cho tac vy, vi du: Kiém tra tinh toan ven sau khi mdy tinh bj nhiém.

Budc 5. Hoan tat viéc tao tac vu

Thoat Trinh hudng dan. Néu can, hdy chon hdp kiém Run the task after the wizard finishes. Ban
6 thé giam sat tién do cla tac vu trong thudc tinh tac vu. K&t qua la Kaspersky Endpoint Security sé&
kiém tra tinh toan ven cdia ing dung. Ban ciing cé thé cau hinh lich kiém tra tinh toan ven cla (rng
dung trong thudc tinh tac vu (xem bang bén dudi).

Céch chay kiém tra tinh toan ven ctia irng dung_ théng qua Bang diéu khién web®
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. Trong ctra s6 chinh cdia Bang diéu khién web, hdy chon Assets (Devices) - Tasks.

Danh sach tac vu sé ma.

. Nhan vao Add.

Trinh hudng dan Tac vu s& dugc bat dau.

. Cau hinh cac thiét 1ap cla tac vu:

a. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for
Windows (12.8.0).

b. Trong danh sach tha xuéng Task type, hdy chon Application Integrity Check.

c. Nhdp mot mé ta ngan vao trudng Task name, vi du nhu Kiém tra tinh toan ven cda ung dung
sau khi may tinh bi nhiém virus.

d. Trong phan Devices to which the task will be assigned, chon pham vi tac vu.

. Chon cac thiét bi theo pham vi tac vu dugc chon. Chuyén sang budc tiép theo.

. Chon mét tai khoan dé chay tac vu. Theo mac dinh, Kaspersky Endpoint Security khdi chay tac vu

v@i quyén cda tai khoan ngudi dung cuc bé.

. Thoat Trinh huéng dan.

Mot tac vu méi sé dugc hién thi trong danh sach cac tac vu.

. Chon hop kiém canh tac vu.

K&t qua la Kaspersky Endpoint Security sé kiém tra tinh toan ven cda (rng dung. Ban ciing c6 thé

C

Cach

&u hinh lich ki€m tra tinh toan ven cla &rng dung trong thuéc tinh tac vu (xem bang bén dudi).

chay kiém tra tinh toan ven trong_giao dién &rng dung

1. Trong ctra s6 chinh cta ing dung, hdy vao muc Tac vu.

2. Thao tac nay sé mé& ra danh sach tac vu; hdy chon tac vu Kiém tra tinh toan ven cda tng dung va

nhan vao Chay.

K&t qua la Kaspersky Endpoint Security sé kiém tra tinh toan ven cda (rng dung. Ban ciing c6 thé
cau hinh lich kiém tra tinh toan ven cta ‘ng dung trong thuéc tinh tac vu (xem bang bén dudi).
NEu tac vu Kiém tra tinh toan ven cda trng dung khéng dugc hién thi, diéu d6 c6 nghia la quan tri

\Y

ién da cdm st dung_cac tac vu cuc b trong_chinh sach.

Thiét 1ap tac vu ki€ém tra tinh toan ven

Tham M6 ta
sé
Lich Tht céng. Ché dd chay trong d6 ban c6 thé tién hanh quét thu cong tai mot thai diém thuan tién cho ban.
quet Theo lich. Trong ché d6 chay tac vu quét nay, 'ng dung sé chay tac vu quét theo lich ma ban da quy dinh. Néu ché do
chay tac vu quét nay dugc chon, ban cling c6 thé khai déng tac vu quét mot cach tha cong.
Chay Né&u hop kiém nay dugc chon, Kaspersky Endpoint Security s& bat dau lai tac vu bi bo qua ngay khi cé thé. C6 thé bo qua
cac tac tac vy, vi du nhu néu may tinh bi tat vao thai diém bat dau tac vu dugc 1én lich. Khi ing dung cé co hdi thuc thi cac tac vu
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vu bi bi bé 18, rng dung s& chay cac tac vu mot cach ngau nhién trong moét khodng thoi gian nhat dinh dé phan phéi tai trén
bé qua may tinh.
Khi hop kiém nay bi xda, Kaspersky Endpoint Security s& khéng chay cac tac vu bi bo qua. Thay vao d6, (rng dung sé chay
tac vu ké tiép dua theo lich hién tai.

Chi Hoan bat dau tac vu quét khi tai nguyén may tinh dang ban. Kaspersky Endpoint Security s& bat dau tac vu quét néu may
chay tinh bi khéa hodc néu trinh bdo v& man hinh dugc bat. Néu ban da lam gian doan viéc thuc thi tac vy, chadng han nhu
khi bdng cach md khoa may tinh, Kaspersky Endpoint Security s& tu déng chay tac vy, ti€p tuc tir thai diém tac vu bi gian
may doan.

tinh

dang

ranh

Chinh sira pham vi quét

Pham vi quét1a danh sach cac dudng dan dén cac thu muc va duong dan ma Kaspersky Endpoint
Security quét khi thyrc thi tac vu. Kaspersky Endpoint Security ho trg cac bién moi trudng va ky tu * cung
? khi nhap tén dai dién.

Dé chinh slra pham vi quét, chiing tdi khuyén ban nén sr dung tac vu Quét tiy chinh. Cac chuyén gia
cla Kaspersky khuyén ban khéng nén thay déi pham vi quét clia tac vu Quét toan bo va Quét khu
vu'c quan trong.

Kaspersky Endpoint Security c6 cac d6i tugng dugc dinh nghia trudc sau day la mét phan ctia pham vi
quét:

e Email cta toi.

Cac tap tin lién quan dén ing dung thu dién tr Outlook: tap tin dir liéu (PST), tap tin dir liéu ngoai
tuyén (OST).

e B6 nhé hé thong.

e Cac doi twong khdi dong.
B nh& bi chiém dung cac tién trinh va tap tin thuc thi tng dung dugc chay khi khdi dong hé thong.

e Cac sector khé&i déng cua 6 dia.
Cac sector khdi ddng clia 6 dia cirng va 6 dia di dong.

¢ Sao luru hé thong.
N6éi dung clia thu muc Thong tin 6 dia hé théng.

e Tat ca cac thiét bi lap ngoai.
e Tat ca cac & dia cirng.

e Tat ca 6 dia mang.

Ban nén tao mét tac vu quét riéng dé quét 6 dia mang hoac thu muc dung chung. Trong thiét 1ap
cla tac vu Quét phdn mém doc hai, hdy chi dinh ngudi dung cé quyén ghi vao 6 dia nay; day la
diéu can thiét dé giam thiéu cac maoi de doa dugc phat hién. Néu mdy chi dat 6 dia mang c6 céng
cu bado mat riéng thi khéng chay tac vu quét cho 6 dia d6. Nh& vay, ban c6 thé tranh viéc kiém tra
doi tugng hai lan va tang hiéu nang ctia may chu.
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Dé loai trir cac thu muc hodac tap tin khéi pham vi quét, hdy thém thu muc hodc tap tin vao khu vuc tin
tudng.

Céach chinh sira pham vi quét trong Bang diéu khién quan tri (MMC) @

1. M& Bang diéu khién quan trj Kaspersky Security Center.
2. Trong cdy bang diéu khién, hdy chon Tasks.

3. Chon mét tac vu quét va nhan dlp dé md cac thuéc tinh tac vu.

Néu can, hdy tao mot tac vu Quét phan mém ddc hai.

4. Trong ctra s6 thudc tinh tac vu, hdy chon muc Thiét lap.
5. Trong muc Pham vi quét, hdy nhan Thiét lap.

6. Trong cra s6 md ra, hdy chon cac d6i tugng ma ban mudn thém vao pham vi quét hoac loai trir
khdi pham vi dé.

7. Néu ban muén b6 sung mot ddi tugng mai vao pham vi quét:
a. Nhan vao Thém.

b. Trong trudng P6i twgng, hay nhap dudng dan dén thu muc hoac tap tin.
SUr dung ky ty dai dién:

e Ky tu * (hoa thi) thay thé bat ky nhéom ky tu nao bd ky tu, ngoai trir cac ky tu \ va / (ky tu
ngan cach tén clia cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi dy,
ky tu dai dién C:\*\*.txt sé& bao gém tat cd dudng dan dén cac tap tin c6 phan mé réng
TXT nam trong cac thu muc trén 6 C:, nhung khéng phai trong cac thu muc con.

e Hai ky tu * lién ti€ép thay thé bat ky nhom ky tu nao (bao gém nhém réng) trong tén tap tin
hodc thu muc, bao gém cac ky tu \ va / (ky tw ngan cach tén cla cac tap tin va thu muc
trong dudng dan dén tap tin va thu muc). Vi dy, ky tu dai dién C:\Folder\**\*.txt s& bao
gbém tat ca dudng dan dén cac tap tin c6 phan mé réng TXT nam trong cac thu muc con
bén trong Folder, ngoai trir chinh Folder. M6t dai dién phai cé it nhat mot cap l6ng ghép.
C:\**\*_ txt khong phai la mét dai dién hop Ié.

e Ky tu ? (dau hoi) thay thé bat ky ky tu don nao, ngoai trir cac ky tu \ va / (ky tw ngan cach
tén clia cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du: dai dién
C:\Folder\???.txt s& bao gém cac dudng dan dén tat ca cac tap tin c6 trong thu muc
Folder cé phan md rong TXT va tén c6 ba ky tu.

Ban c6 thé sir dung mat na & bat ky dau trong dudng dan tap tin hodc thu muc. Vi du: néu ban
muén pham vi quét bao gom thu muc Downloads cho tat ca tai khoan ngudi dung trén may
tinh, hdy nhap tén dai dién C:\Users\*\Downloads\.

Ban c6 thé loai trir mot déi tuong khai tac vu quét ma khéng can xéa né khoi danh sach cac déi
tuong trong pham vi quét. D& thuc hién, hdy bo chon hdp kiém bén canh déi tuong.

8. Luu cac thay déi cda ban.

Cach chinh sira pham vi quét trong Bang diéu khién web va Badng diéu khién ddm may @
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1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao tac vu quét.

Clra s6 thudc tinh tac vu sé dugc md ra. Néu can, hay tao mét tac vu Quét phan mém déc hai.

3. Chon thé Application settings.

4. Trong muc Scan scope, hdy chon cac d6i tugng ma ban mudn thém vao pham vi quét hoac loai
trir khéi pham vi dé.

5. Néu ban muén bé sung moét ddi twgng mdi vao pham vi quét:
a. Nhan vao nat Thém.

b. Trong trudng File or folder name or mask, hdy nhap dudng dan dén thu muc hoac tap tin.
St dung ky tu dai dién:

e Ky tu * (hoa thi) thay thé bat ky nhom ky tu nao bé ky tu, ngoai trir cac ky tu \ va / (ky tu
ngan cach tén ca cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi dy,
ky tu dai dién C:\*\*.txt sé& bao gom tat cd dudng dan dén cac tap tin c6 phan mé réng
TXT nam trong cac thu muc trén 6 C:, nhung khéng phai trong cac thu muc con.

e Haiky tu * lién tiép thay thé bat ky nhom ky tu nao (bao gém nhoém réng) trong tén tap tin
hoac thu muc, bao gém cac ky tu \ va / (ky tw ngan cach tén cla cac tap tin va thu muc
trong duding dan dén tap tin va thu muc). Vi du, ky tu dai dién C:\Folder\**\*.txt sé& bao
goém tat cd dudng dan dén cac tap tin c6 phan md réng TXT nam trong cac thu muc con
bén trong Folder, ngoai trir chinh Folder. Mét dai dién phai cé it nhat mot cap long ghép.
C:\**\* txt khong phai la mét dai dién hop Ié.

e Ky tu ? (dau hoi) thay thé bat ky ky tu don nao, ngoai trir cac ky tu \ va / (ky tw ngan cach
tén cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du: dai dién
C:\Folder\???.txt s& bao gém cac dudng dan dén tat ca cac tap tin c6 trong thu muc
Folder c6 phan md réng TXT va tén c6 ba ky tu.

Ban c6 thé sir dung mat na & bat ky dau trong dudng dan tap tin hodc thu muc. Vi du: néu ban
muén pham vi quét bao gém thu muc Downloads cho tat ca tai khoan ngudi dung trén may
tinh, hdy nhap tén dai dién C:\Users\*\Downloads\.

Ban c6 thé loai trir mot déi tuong khdi tac vu quét ma khéng can xéa né khoi danh sach cac déi
tuogng trong pham vi quét. Bé thuc hién, hdy gat cdng tac bat/tat bén canh sang vi tri tat.

6. Luu cac thay d6i cia ban.

Céch chinh stra pham vi quét trong giao dién (rng dung®
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1. Trong cra s6 chinh cta ng dung, hay vao muc Tac vu.

2. Thao tac nay sé mé& ra danh sach tac vy; hdy chon tac vu Quét tiy chinh va nhan vao Lwa chon.
Ban cling cé thé chinh sira pham vi quét cho cac tac vu khac. Cac chuyén gia clia Kaspersky
khuyén ban khéng nén thay déi pham vi quét clia tac vu Quét toan bo va Quét khu vuc quan
trong.

3. Trong cra s6é md ra, hdy chon déi tvrogng ma ban mudn thém vao pham vi quét.

4. Luu cac thay doi cGa ban.

Néu tac vu quét khéng dugc hién thi, diéu dé c6 nghia la quan tri vién da cdm s&r dung_cac tac vu
cuc bo trong_chinh sach.

Chay tac vu quét dugc Ién lich

Quét toan bd may tinh s& mat mot khoang thai gian va tai nguyén cia may tinh. Ban nén chon thoi gian
t6i wu dé chay quét may tinh dé tranh anh hudng xau dén hiéu nang clia cac phan mém khac. Kaspersky
Endpoint Security cho phép ban cdu hinh lich thong thudng dé quét may tinh. Day la diéu tién Igi néu t6
chirc chia ban ¢o lich trinh lam viéc. Ban c6 thé cdu hinh quét may tinh dé chay vao ban dém hoac vao
cudi tuan. Néu khong thé chay tac vu quét vi bat cr ly do gi (vi du, may tinh dang tat tai thai diém do),
ban cé thé thiét 1ap tac vu bi bd qua dugc tu ddng bat dau ngay khi co thé.

NEu khong thé cau hinh lich quét t6i uu, Kaspersky Endpoint Security cho phép ban quét may tinh khi
dap ng cac diéu kién dac biét sau:

e Sau khi cap nhat co s& dir liéu.
Kaspersky Endpoint Security chay quét mdy tinh véi co sé& dit liéu ma nhan dién dugc cap nhat.

¢ Sau khi irng dung khéi déng.

Kaspersky Endpoint Security sé chay quét may tinh sau khi mot khodng thai gian nhat dinh tréi qua,
sau khi 'ng dung khdi déng. Khi kh&i dong hé diéu hanh, nhiéu tién trinh dang chay, do dé sé cé |gi
néu ban hoadn chay tac vu quét thay vi chay quét ngay sau khi khéi dong Kaspersky Endpoint Security.

e Wake-on-LAN.

Kaspersky Endpoint Security chay quét may tinh theo lich trinh ngay ca khi may tinh da tat nguén. Dé
lam nhu vay, ing dung str dung tinh nang Wake-on-LAN cda hé diéu hanh. Tinh nang Wake-on-LAN
cho phép bat nguén may tinh tir xa bang cach giri mot tin hiéu dac biét qua mang cuc bd. BEé st dung
tinh nang nay, ban phai bat Wake-on-LAN trong thiét |ap BIOS.

Ban chi c6 thé cdu hinh chay quét bang Wake-on-LAN cho tac vu Quét phdn mém déc haitrong

Kaspersky Security Center. Ban khdng thé bat Wake-on-LAN dé quét may tinh trong giao dién (rng
dung.

e Khi may tinh dang ranh.

Kaspersky Endpoint Security s& chay quét may tinh theo lich trinh khi trinh bao vé man hinh dang
hoat dong hodc man hinh bj khéa. Néu ngudi dung md khdéa may tinh, Kaspersky Endpoint Security
sé tam dirng quét. Diéu nay cé nghia la cé thé mat vai ngay dé ing dung hoan tat qua trinh quét toan
bd may tinh.

Céch cau hinh lich quét trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cdy bang diéu khién, hdy chon Tasks.

3. Chon mét tac vu quét va nhan ddp dé md cac thudc tinh tac vu.

Néu can, hdy tao mot tac vu Quét phan mém ddc hai.

4. Trong ctra sé thudc tinh tac vy, hdy chon muc Schedule.
5. Cau hinh lich tac vu quét.

6. TUy thudc vao tan suat dugc chon, hay cau hinh thiét 1ap nadng cao dé quy dinh lich chay tac vu
(xem bang bén dudi).

7. Luu cac thay déi cda ban.

Cach cau hinh lich quét trong Badng diéu khién web va Bang diéu khién ddm may

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao tac vu quét.
Clra s6 thudc tinh tac vu sé dugc mé ra.

3. Trong ctra s6 thudc tinh tac vy, hdy chon thé Schedule.
4. Cau hinh lich tac vu quét.

5. Tuy thudc vao tan suat dugc chon, hay cau hinh thiét 1ap nang cao dé quy dinh lich chay tac vu
(xem bang bén dudi).

6. Luu cac thay d6i cia ban.

Cach cau hinh lich quét trong_giao dién &*rng dung @
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Ban chi c6 thé cau hinh lich quét néu mot chinh sach khong dugc ap dung véi may tinh. BGi voi
cac may tinh ap dung chinh sach, ban cé thé cau hinh lich tac vu Quét phdn mém déc haitrong
Kaspersky Security Center.

1. Trong clra s6 chinh cdia ing dung, hay vao muc Tac vu.

2. Trong danh sach tac vy, hdy chon tac vu quét va nhan vao &.

Ban c6 thé cau hinh lich chay Quét toan b, Quét khu vuc quan trong hoac Kiém tra tinh toan ven.
Ban chi cé thé chay Quét tuy chinh theo cach thd céng.

3. Nhan vao Lich quét.

4. Trong clra sé md ra, hay cau hinh lich chay tac vu quét.

5. Tuy thudc vao tan suat dugc chon, hay cau hinh thiét 1ap nang cao dé quy dinh lich chay tac vu
(xem bang bén dudi).

6. Luu cac thay déi cda ban.

Thiét lap lich quét

Tham s6

Lich quét

Tri hoan chay sau
khi rng dung khd&i
dong N phuat

Chay cac tac vu bi bé
qua

Chi chay khi may
tinh dang ranh

Use automatically
randomized delay
for task starts

(chi khd dung trong
Bang diéu khién
Kaspersky Security
Center)

Use randomized
delay for task starts
within an interval of
(min)

Stop the task if it
runs longer than
(min)

Mb ta
Tht céng. Ché dd chay trong d6 ban c6 thé tién hanh quét thi cong tai mot thai diém thudn tién cho ban.

Theo lich. Trong ché d6 chay tac vu quét nay, 'ng dung sé chay tac vu quét theo lich ma ban da quy dinh.
Néu ché dd chay tac vu quét nay dugc chon, ban cling ¢6 thé khdi dong tac vu quét mot cach thd céng.

Hoan bat dau tac vu quét sau khi rng dung khéi déng. Khi khéi ddng hé diéu hanh, nhiéu tién trinh dang
chay, do dé sé ¢ lgi néu ban hodn chay tac vu quét thay vi chay quét ngay sau khi kh&i déng Kaspersky
Endpoint Security.

Né&u hop kiém nay dugc chon, Kaspersky Endpoint Security s& bat dau lai tac vu bi bd qua ngay khi c6 thé.
C6 thé bd qua tac vy, vi du nhu néu may tinh bj tat vao thoi diém bat dau tac vu dugc 1én lich. Khi irng
dung c6 co hdi thuc thi cac tac vu bi bd 18, i'ng dung s& chay cac tac vu mot cach ngau nhién trong mét
khoang thdi gian nhat dinh d€ phan phéi tai trén may tinh.

Khi hop kiém nay bi xda, Kaspersky Endpoint Security s& khdng chay cac tac vu bj bd qua. Thay vao do, ing
dung sé chay tac vu ké tiép dua theo lich hién tai.

Hodan bat dau tac vu quét khi tai nguyén may tinh dang ban. Kaspersky Endpoint Security s& bat dau tac vu
quét néu may tinh bi khda hoac néu trinh bdo vé man hinh dugc bat. Néu ban d& lam gian doan viéc thuc
thi tac vy, chdng han nhu bang cach ma khoéa may tinh, Kaspersky Endpoint Security s& tu déng chay tac
vy, ti€p tuc tir thai diém tac vu bj gian doan.

NE&u hdp kiém nay dugc chon, tac vu khdng dugc chay dung theo lich ma dugc chay ngdu nhién trong mét
khoang thdi gian nhat dinh, tdc |a thai gian bat dau cda tac vu dugc dan trai. Thoi gian bat dau ngau nhién
gitp trdnh moét s6 lugng 16n may tinh déng thai truy cdp vao May chd quan tri khi tac vu dugc chay theo
lich.

Dai thai gian bat dau ngdu nhién dugc tinh toan tu déng khi tac vu dugc tao, ty thudc vao sé lugng may

tinh dugc gan tac vu. Sau dé, tac vu luén dugc chay vao thoi gian bat dau d& dugc tinh toan cda tac vu do.
Tuy nhién, bat c&r khi nao thiét 1ap tac vu dugce sira d&i hodc tac vu dugc chay theo cach thd cdng, thdi gian
bt dau dugc tinh toan sé thay déi.

Né&u hop kiém nay bi xda, tac vu dugc chay vao ding thai gian da 1én lich.

N&u chon hép ki€ém nay, tac vu s& dugc chay trén may tinh vao thdi diém ngdu nhién trong mot khung thoi
gian nhat dinh. Thai gian bat dau ngau nhién gitp tranh mot sé lugng 16n may tinh déng thai truy cap vao
May chd quan tri khi tac vu dugc chay theo lich.

NE&u hép kiém nay bi xda, tac vu dugc chay vao dung thaoi gian da 1én lich.

Gidi han thoi gian thuc thi tac vu Sau khodng thai gian dugc chi dinh, Kaspersky Endpoint Security sé dirng

tac vu. Tac vu khong dugc danh dau la da hoan thanh. Lan téi Kaspersky Endpoint Security chay tac vu thi
tac vu dé sé dugc chay lai tir dau va ddng lich.
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(chi khd dung trong Vi du nhu dé gidm thai gian thuc thi tac vy, ban ¢ thé: cdu hinh pham vi quét hodc téi wu tac vu quét.
Bang diéu khién

Kaspersky Security

Center)

Turn on devices by NE&u hop kiém nay dugc chon, hé diéu hanh ca may tinh sé& cé thai gian khai ddng trudc chi dinh dé hoan
using the Wake-on- thanh khéi ddng trudc khi tac vu dugce chay. Thoi gian khéi dong trudc mac dinh la 5 phdt.
LAN function before

starting the task Chon hop kiém nay néu ban muén chay tac vu trén tat ca cdc may tinh ké cad may tinh da tat nguon.
(min)

(chi khd dung trong
Bdng diéu khién
Kaspersky Security
Center)

Shut down the Vi du: ban cé thé bat chirc ndng nay dé quét may tinh vao cac ngay thr Sau, sau gid lam viéc. Khi tac vu két
devices after thic, 'ng dung s& tat may tinh vao cudi tuan.
completing the task

(chi khd dung trong
Bdng diéu khién
Kaspersky Security
Center)

Chay quét véi dudi quyén ngudi dung khac

Theo mac dinh, tac vu quét dugc chay dudi tén clia ngudi dung cé quyén ma ban dugc dang ky trong hé
diéu hanh. Pham vi bao vé cé thé bao gém cac 6 dia mang hoac cac ddi tugng khac yéu cau quyén truy
cap dac biét. Ban cé thé chi dinh mét ngudi dung cd quyén theo yéu cau trong thiét 1ap irng dung va
chay tac vu quét bang tai khodn clia ngudi dung nay.

Ban cé thé chay cac tac vu quét sau dudi quyén mot ngudi dung khac:

e Quét khu vuc quan trong.

e Quéttoan bo.

e Quét tuy chinh.

e Quét tr Menu ng canh.

Ban khong thé cau hinh quyén ngudi dung dé chay mét tac vu Quét 6 dia di dong, Quét trong nén hoac
Kiém tra tinh toan ven.

Cach chay mét tac vu quét trong Badng diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong thu muc Managed devices cla cidy Bang diéu khién quan tri, m& thu muc véi tén cla
nhém quan tri chira may khach lién quan.

3. Trong khong gian lam viéc, hdy chon thé Tasks.
4. Chon mot tac vu quét va nhan dap dé mé cac thudc tinh tac vu.
5. Trong clra s6 thudc tinh tac vy, hdy chon muc Account.

6. Nhap théng tin dang nhéap tai khoan clia ngudi dung c6 quyén ma ban muén s dung dé chay tac
VU quét.

7. Luu cac thay déi cda ban.

Cach chay tac vu quét duéi quyén ngudi dung khac trong Bang diéu khién web hodc Badng diéu khién
dam may @

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao tac vu quét.

Clra s6 thudc tinh tac vu sé& dugc mé ra.
3. Chon thé Settings.
4. Trong muc Account, hdy nhan vao Settings.

5. Nhap théng tin dang nhap tai khoan cla ngudi dung cé quyén ma ban muén str dung dé chay tac
vu quét.

6. Luu cac thay d6i cia ban.

Cach chay mot tac vu quét trong_giao dién irng dung

1. Trong ctra s6 chinh cta ing dung, hdy vao muc Tac vu.
2. Trong danh sach tac vy, hdy chon tac vu quét va nhan vao &.
3. Trong thudc tinh tac vy, hdy chon Thiét Iap nang cao - Chay quét du'Gi quyén.

4. Trong clra s6 mé& ra, hdy nhap thong tin dang nhap tai khoan cdia ngudi dung cé quyén ma ban
muén st dung dé chay tac vu quét.

5. Luu cac thay déi cda ban.

Néu tac vu quét khong dugc hién thi, diéu d6 cé nghia la quan tri vién da cdm s&r dung_cac tac vu
cuc bd trong_chinh sach.

200


javascript:toggleBlock('212132')
javascript:toggleBlock('212127')

TOi wu hda quét

Ban c6 thé toi uwu tac vu quét tap tin: gidm thiéu thoi gian quét va tang téc d6 hoat déng cia Kaspersky
Endpoint Security. Diéu nay c6 thé c6 dugc bang cach chi quét cac tap tin mdi va cac tap tin da dugc thay
déi ké tir 1an quét gan nhat. Ché dé nay dugc ap dung cho ca cac tap tin don va tap tin hon hgp. Ban
cling cé thé dat gidi han dé quét mét tap tin. Khi khoang thoi gian dugc quy dinh da tréi qua, Kaspersky
Endpoint Security sé loai trir tap tin nay khai tac vu quét hién tai (ngoai trir cac tap nén va déi tugng bao
gom nhiéu tap tin).

Mot ki thuat pho bién dé che gidu virus va cac phan mém doc hai khac la nhing chiing trong cac tap tin
hén hop vi du nhu tdp nén hodc co s& dit liéu. DE phat hién virus va cac phan mém doc hai khac dugc an
gidu bang cach nay, tap tin hon hgp phai dugc gidi nén, diéu nay cé thé lam gidm toc do quét. Ban co thé
gidi han loai tap tin hon hgp dugc quét dé tang téc dd quét.

Ban cling c6 thé bat cac cong nghé iChecker va iSwift. Cac cdng nghé iChecker va iSwift sé gitp téi uu toc
dé quét tap tin bang cach loai trir cac tap tin chua dugc thay doi ké tir 1an quét gan nhat.

Céach tdi wu héa quét trong Bang diéu khién quan tri (MMC) @
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10.

11.

. M& Bang diéu khién quan tri Kaspersky Security Center.
. Trong cdy bang diéu khién, hay chon Tasks.

. Chon mét tac vu quét va nhan ddp dé méd cac thudc tinh tac vu.

Néu can, hdy tao mot tac vu Quét phan mém déc hai.

. Trong ctra s6 thudc tinh tac vy, hdy chon muc Thiét 1ap.

. Trong muc Mirc d6 bao mat, hay nhan nat Thiét 1ap.

Thao tac nay sé md ra clra s6 thiét 1ap tac vu quét.

. Trong muc Téi wu héa, hay cau hinh thiét lap quét:

e Chi quét cac tap tin m&i va bi chinh stra. Chi quét cac tap tin méi va dugc thay doi ké tir Ian
cudi cung ching dugc quét. Biéu nay giam thdi lugng cdia mot lan quét. Ché do nay dugc ap
dung cho ca cac tap tin don va tap tin hon hop.

Ban ciing c6 thé cdu hinh quét cac tap tin mdi theo loai. Vi du: ban cé thé quét tat ca cac goi
phan phdi va chi quét cac tap tin nén mdi va cac tap tin dinh dang van phong.

e Bd qua cac tap tin quét trong thai gian dai hon N gidy. Thao tac nay dat gidi han thai gian
dé quét mot ddi tugng duy nhat. Sau mot khoadng thai gian &n dinh, ing dung sé& nglirng quét
mot tap tin. Diéu nay giam thaoi lugng cia moét [an quét.

¢ Khdng chay nhiéu tac vu quét cung lic. Bat dau tac vu quét dugc hoan néu qua trinh quét
dang chay. Kaspersky Endpoint Security sé xép hang cac tac vu quét méi néu qua trinh quét
hién tai ti€p tuc. Diéu nay gilp téi vu héa murc tai trén may tinh. Vi du: gid s&r rng dung da bat
dau tac vu Quét toan bd theo lich. Néu ngudi dung c6 khéi chay tac vu quét nhanh tir giao
dién ng dung thi Kaspersky Endpoint Security sé xép hang tac vu quét nhanh nay va sau d6
tu dong khdi chay tac vu nay sau khi tac vu Quét toan bd két thuc.

. Nhan vao Bd sung.

Thao tac nay s& mad ra clra s6 thiét 1ap quét tap tin phirc hop.

. Trong muc Giéi han dung lwgng, hay chon hép kiém Khéng giai nén cac tap tin hén hop Ién.

Thao tac nay dat gidi han thdi gian dé quét mot doi tugng duy nhat. Sau mot khodng thai gian an
dinh, 'ng dung sé ngirng quét mot tap tin. Diéu nay giam thai lugng ctia mot lan quét.

Kaspersky Endpoint Security sé& quét cac tap tin I6n dugc giai nén tlr tap nén, bat ké la hop
kiEm Khéng gidi nén cac tap tin hén hgp I6n c6 dugc chon hay khong.

. Nhan vao OK.

Chon thé Bd sung.

Trong muc €éng nghé quét, chon hop kiém canh tén cda cac céng nghé ma ban mudn sir dung
trong mot tac vu quét:

e Cdng nghé iSwift. Cong nghé nay cho phép tang téc dd quét bang cach loai trir mot so tap tin
nhat dinh khoi qua trinh quét. Cac tap tin dugc loai trir khoi qua tac vu quét bang mét thuat
toan dac biét c6 tinh dén ngay phat hanh co s& dir liéu Kaspersky Endpoint Security, ngay khi
tap tin dugc quét 1an cudi cing va moi thay doi dugc thuc hién véi thiét 1ap quét. Céng nghé
iSwift dugc cdi tién tlr cong nghé iChecker cho hé théng tap tin NTFS.
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e Cong nghé iChecker. Cong nghé nay cho phép tang toc dd quét bang cach loai trir mot sé6 tap
tin nhat dinh khoi qua trinh quét. Cac tap tin dugc loai trir khdi qua tac vu quét bang mét
thuat toan dac biét c6 tinh dén ngay phat hanh co sé& dir liéu Kaspersky Endpoint Security,
ngay khi tap tin dugc quét 1an cudi cing va moi thay déi dugc thuc hién vai thiét lap quét.
Cong nghé iChecker c6 mot sé han ché: cong nghé nay khdng hoat déng véi tap tin I&n va chi
ap dung cho cac tap tin c6 cau trdc ma &rng dung nhan dang dugc (vi du nhu EXE, DLL, LNK,
TTF, INF, SYS, COM, CHM, ZIP va RAR).

12. Luu cac thay déi cda ban.

Cach tdi wu héa quét trong Bang diéu khién web va Bang diéu khién dam may @

1. Trong cra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao tac vu quét.

Clra s6 thudc tinh tac vu s& dugc md ra. Néu can, hay tao mét tac vu Quét phdn mém déc hai.

3. Chon thé Application settings.

4. Trong muc Action on threat detection, hdy chon hdp kiém Scan only new and modified files.
Chi quét cac tap tin mdi va dugc thay déi ké tir [an cudi cling chiing dugc quét. biéu nay giam
thoi lvgng clia mot lan quét. Ché dé nay dugc ap dung cho ca cac tap tin don va tap tin hon hop.

Ban cling c6 thé cdu hinh quét cac tap tin mdi theo loai. Vi du: ban c6 thé quét tat ca cac géi phan
phdi va chi quét cac tap tin nén mdi va cac tap tin dinh dang van phong.

5. Trong muc Optimization, hay chon hop kiém Do not unpack large compound files. Thao tac
nay dat gidi han thoi gian dé quét mét do6i tugng duy nhat. Sau mét khoang thoi gian &n dinh,
Ung dung sé ngrng quét mot tap tin. Piéu nay giam thdi lugng cia moét lan quét.

Kaspersky Endpoint Security s& quét cac tap tin I&n dugc gidi nén tir tap nén, bat ké 1a hop
kiém Do not unpack large compound files c6 dugc chon hay khéng.

6. Chon hop kiém Do not run multiple scan tasks at the same time. Bt dau tac vu quét dugc
hodn néu qua trinh quét dang chay. Kaspersky Endpoint Security s& xép hang cac tac vu quét mdi
néu qua trinh quét hién tai ti€p tuc. Diéu nay gilp toi vu héa murc tai trén may tinh. Vi du: gia sr
(ng dung da bat dau tac vu Quét toan bo theo lich. Néu ngudi dung c6 khéi chay tac vu quét
nhanh tir giao dién (rng dung thi Kaspersky Endpoint Security sé xép hang tac vu quét nhanh nay
va sau dé tu ddong khdi chay tac vu nay sau khi tac vu Quét toan bd két thuc.

7. Trong muc Advanced settings, hdy chon hop kiém Skip file that is scanned for longer than N
gidy. Thao tac nay dat gidi han thoi gian dé quét mot d6i twgng duy nhat. Sau mét khoang thoi

gian an dinh, &'ng dung s& nglrng quét mot tap tin. Biéu nay giam thai lugng clla mot lan quét.

8. Luu cac thay déi cda ban.

Cach tdi wu héa quét trong_giao dién rng dung
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1. Trong cra s6 chinh cta ng dung, hay vao muc Tac vu.

2. Trong danh sach tac vy, hdy chon tac vu quét va nhan vao &.
3. Nhén vao Thiét 1ap nang cao.

4. Trong muc T6i wu héa, hdy cau hinh thiét 1ap quét:

e Chi quét cac tap tin m&i va bi chinh slra. Chi quét cac tap tin mdi va dugc thay doi ké tir Ian
cudi cung chung dugc quét. Diéu nay giam thoi lugng clia mot l1an quét. Ché dé nay dugc ap
dung cho ca cac tap tin don va tap tin hon hgp.

Ban cling c6 thé cau hinh quét cac tap tin méi theo loai. Vi du: ban cé thé quét tat ca cac goi
phan phéi va chi quét cac tap tin nén mdi va cac tap tin dinh dang van phong.

e B6 qua tap tin quét trong thai gian dai hon N gidy. Thao tac nay dat gidi han thdi gian dé
quét mét déi tugng duy nhat. Sau mét khoang thai gian an dinh, i'ng dung sé nglrng quét
mot tap tin. Diéu nay giam thaoi lugng cia moét [an quét.

¢ Khdng chay nhiéu tac vu quét cung lic. Bat dau tac vu quét dugc hodn néu qua trinh quét
dang chay. Kaspersky Endpoint Security sé xép hang cac tac vu quét méi néu qua trinh quét
hién tai ti€p tuc. Diéu nay gilp téi vu héa mirc tai trén may tinh. Vi du: gid s&r 'ng dung da bat
dau tac vu Quét toan bd theo lich. Néu nguai dung c6 khdi chay tac vu quét nhanh tir giao
dién i'ng dung thi Kaspersky Endpoint Security s& xép hang tac vu quét nhanh nay va sau dé
tu dong khdi chay tac vu nay sau khi tac vu Quét toan bo két thic.

5. Trong muc Giéi han dung lwgng, hdy chon hép kiEm Khdéng gidi nén cac tap tin phirc hop Ién.
Thao tac nay dat gidi han thai gian dé quét mét doi tugng duy nhat. Sau mot khodng thai gian an
dinh, i'ng dung sé ngirng quét mot tap tin. Diéu nay giam thdi lugng cdia mot lan quét.

Kaspersky Endpoint Security s& quét cac tap tin Ién dugc gidi nén tir tap nén, bat ké 1a hop
kiém Khéng giai nén cac tap tin phirc hgp 16n c6 dugc chon hay khong.

6. Trong muc Céng nghé quét, chon hop kiém canh tén clia cac cong nghé ma ban mudn s dung
trong mot tac vu quét:

e Cdng nghé iSwift. Cong nghé nay cho phép tang téc dd quét bang cach loai trir mot so tap tin
nhat dinh khoi qua trinh quét. Cac tap tin dugc loai trir khoi qua tac vu quét bang mét thuat
toan dac biét c6 tinh dén ngay phat hanh co s& dir liéu Kaspersky Endpoint Security, ngay khi
tap tin dugc quét lan cudi cung va moi thay déi dugc thuc hién véi thiét 1ap quét. Cong nghé
iSwift dugc cdi tién tlr cong nghé iChecker cho hé théng tap tin NTFS.

e Cong nghé iChecker. Co6ng nghé nay cho phép tang toc dd quét bang cach loai trlr mot s6 tap
tin nhat dinh khdi qua trinh quét. Cac tap tin dugc loai trir khoi qua tac vu quét bang mét
thuat todn dac biét c6 tinh dén ngay phat hanh co s& dit liéu Kaspersky Endpoint Security,
ngay khi tap tin dugc quét lan cudi cung va moi thay d6i dugc thuc hién véi thiét 1ap quét.
Cong nghé iChecker c6 mot sé han ché: cong nghé nay khéng hoat déng véi tap tin I&n va chi
ap dung cho cac tap tin c6 cau triic ma rng dung nhan dang dugc (vi du nhu EXE, DLL, LNK,
TTF, INF, SYS, COM, CHM, ZIP va RAR).

7. Luu cac thay déi cda ban.

NEu tac vu quét khong dugc hién thi, diéu d6 cé nghia la quan tri vién da cdm s dung_cac tac vu
cuc bd trong_chinh sach.
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Gidi han st&r dung CPU trong khi quét may tinh

Ban c6 thé gidi han murc sir dung CPU khi chay tac vu Quét phdn mém déc hai. Lam thay c6 thé lam tang
thoi gian quét mday tinh cta ban.

Cach giéi han murc s&r dung CPU khi quét may tinh trong Bang diéu khién quan tri (MMC) @

1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé mad cac thudc tinh chinh sach.

4, Trong clra s6 chinh sach, hdy chon Thiét 1ap téng quat — Thiét 1ap irng dung.

5. Trong muc Hiéu nang, hdy chon Han ché murc s&r dung CPU cho cac tac vu quét danh dau vao
hop ki€ém va nhap gia tri téi da cia mdrc st dung tai nguyén CPU theo phan tram.

6. Luu cac thay déi cta ban.

Cach gigi han mirc str dung CPU khi quét may tinh trong Bang_diéu khién web va Bang diéu khién dam
may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao General settings - Application Settings.

Application Settings

General 4 Enforce @D
@ Startthe application on computer startup (recommended)

Enable Advanced Disinfection technology

Use Kaspersky Security Center as proxy server for activation
(@ Notapplicable if the application is being used in Light Agent mode.
Self-Defense & Enforce @D

@ Enable Self-Defense

@ Block external management of system services [T

Performance 4 Enforce @D
@ Postpone scheduled tasks while running on battery power

Concede resources to other applications

Limit CPU usage for scan tasks

pper limit 100

Debug information & Enforce @D

@ Enable dump writing
@ Enable dump and trace files protection

Computer status when settings are applied & Enforce @D

In case of errorwhen applying policy

Critical v
In case of error when executing task

Critical v

Advanced settings & Enforce @D

Thiét Iap Kaspersky Endpoint Security cho Windows

5. Trong muc Performance, hdy chon Limit CPU usage for scan tasks danh dau vao hop kiém va
nhap gia tri toi da ctia mirc sir dung tai nguyén CPU theo phan tram.

6. Luu cac thay déi cda ban.

Cach gi¢i han murc str dung CPU khi quét may tinh trong giao dién (rng dung®
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hay chon Thiét 1ap téng quat - Thiét 1ap irng dung.

< Giadm sat

Kaspersky
Endpoint Security Thlé't |§P ang dung

Gidm sat Ta'ng qua-t
Khdi chay (g dung khi mdy tinh khéi d8ng (khuyén ding)
Sirdung céng nghé Khirma déc ndng cao (can tai nguyén may tinh dang k&)
Cai d&t cdc ban c8p nhit nhung khdng khai déng lai may tinh
Hiéu nang
Hodn céc tdc vu theo lich trong khi dang sir dung ngudn pin
Nhuéng tai nguy&n cho céc Ung dung khac

Han ch& miic sir dung CPU cho céc tac vu quét

100 v %

Tu bao vé

Tu bdo vé cung c8p cac tinh nang bdo vé b8 sung cho may tinh ciia ban.

Sp tin, tién trinh bd nhd

i va ngén chin mét sd tinh

3. Trong muc Hiéu nang, hdy chon Han ché mirc str dung CPU cho cac tac vu quét danh dau vao
hop kiém va nhéap gia tri toi da cda mirc sir dung tai nguyén CPU theo phan tram.

4. Luu cac thay déi cda ban.
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Cap nhat co s& dir liéu va cac mo-dun phan mém rng dung

Viéc cap nhat co s& dir liéu va md-dun ing dung clia Kaspersky Endpoint Security ddm bao tinh nang
bao vé md&i nhat cho may tinh clia ban. Cac virus mé&i va nhirng loai phan mém doc hai khac xuat hién
hang ngay trén toan thé gidi. Co s& dit liéu Kaspersky Endpoint Security chira thdng tin vé nhitng méi de
doa va cac cach dé loai trir chiing. D€ phat hién nhanh chéng cac mai de doa, ban dugc khuyén nghi cap
nhat thudng xuyén cac co s& dir liéu va mo-dun rng dung.

Cap nhat chirc nang (bao gém viéc cung cap cac ban cap nhat dau hiéu diét virus va ban cap nhat bé
ma) c6 thé khdéng kha dung trong (rng dung & Hoa Ky.

Viéc cap nhat thuong xuyén doi hoi mot gidy phép con hiéu luc. Néu khdng co6 gidy phép hién tai,
ban sé& chi cé thé thuc hién cadp nhat mot 1an duy nhat.

May tinh cdia ban phai dugc két néi dén Internet dé cé thé tai vé gbi cap nhat tlr cdc may cha cap nhat
clia Kaspersky. Theo mac dinh, cac cau hinh két n6i Internet sé dugc xac dinh mot cach tu déng. Néu
ban dang st dung mdt mdy chdi proxy, ban can cau hinh thiét Iap may chu proxy.

Cac ban cap nhat duoc tai vé qua giao thirc HTTPS. Ching cling c6 thé dugc tai vé qua giao thirc
HTTP khi ban khéng thé tai vé ban cap nhat qua giao thirc HTTPS.

Trong khi thurc hién cap nhat, cac déi tugng sau day sé dugc tai vé va cai dat trén may tinh cda ban:

e Cos&dir liéu Kaspersky Endpoint Security. Tinh nang bao vé may tinh dugc cung cép str dung cac co
sG dir liéu chira ky hiéu cla cac virus va cdc méi de doa khac, cling nhu théng tin vé cac cach dé vo
hiéu héa chidng. Thanh phan bao vé stir dung théng tin nay khi tim kiém va v6 hiéu qua cac tap tin bi
nhiém trén may tinh cda ban. Cac cag s& dit liéu sé lién tuc dugc cap nhat vai hd so cdc méi de doa
mdi, cling nhu cac bién phap dé loai trir ching. B&i vay, chiing t6i khuyén nghi ban thudng xuyén cap
nhat co s& dir liéu.

Ngoai cac ca s& dir liéu Kaspersky Endpoint Security, trinh diéu khién mang cho phép cac thanh phan
cla Ung dung c6 thé theo dai luu lvgng mang cling sé dugc cap nhat.

e M6-dun irng dung. Ngoai cac co s6 dir liéu cha Kaspersky Endpoint Security, ban cling c6 thé cap nhat
cac mo-dun rng dung. Viéc cap nhat cac mé-dun rng dung sé khac phuc nhirng 16 héng bao mat
trong Kaspersky Endpoint Security, b6 sung cac chirc nang mdi, hoac tang cudng cac chirc ndng san
co.

Trong khi cap nhat, cdc moé-dun ng dung va co s& dir liéu trén may tinh cdia ban sé dugc so sanh vdi cac
phién ban da cap nhat tai nguén cap nhat. Néu co s& dir liéu va cac mo-dun irng dung hién tai ca ban
khac véi cac phién ban cap nhat tuong irng, phan con thiéu cdia ban cap nhat sé dugc cai dat trén may
tinh céia ban.

NEéu co s& dir liéu da 16i thai, goi cp nhat ¢ thé I6n han, va lam tang luu lugng Internet (1én dén vai
chuc MB).

Thoéng tin vé trang thai hién tai clia co s& dir liéu Kaspersky Endpoint Security dugc hién thi trong clra sé
chinh cda ing dung hodc chu gidi céng cu ma ban nhin thay khi di con tré qua biéu tugng cda rng dung
trong vung thdong bao.

Thong tin vé két qua cap nhat va tat ca cac su kién da xay ra trong qua trinh thuc thi tac vu cap nhat
dugc ghi lai trong bao cdo cia Kaspersky Endpoint Security.
208




Néu Urng dung dang hoat dong trong Ché d¢ Light Agent, can cé nhitng_can nhac dac biét doi voi
viéc cap nhat co s& dir liéu va md-dun Ung dung.

Cac kich ban cap nhat mo-dun irng dung va co s& dir liéu

Viéc cap nhat co sé di liéu va md-dun ng dung ctia Kaspersky Endpoint Security ddm bao tinh nang
bao vé mé&i nhat cho may tinh clia ban. Cac virus mdi va nhirng loai phan mém ddc hai khac xuat hién
hang ngay trén toan thé gidi. Co s& dit liéu Kaspersky Endpoint Security chira thdng tin vé nhitng moi de
doa va cac cach dé loai trir chiing. D€ phat hién nhanh chéng cac méi de doa, ban dugc khuyén nghj cap
nhat thudng xuyén cac co s& dit liéu va mo-dun rng dung.

Cac doi tugng sau sé dugc cap nhat trén may tinh cdia nguai dung:

e Cosddiliéu diét virus. Co s& dir liéu diét virus bao gém cac co s& dit liéu dau hiéu phan mém doc
hai, mot md ta vé cac cudc tdn cdng mang, co s& dir liéu cac dia chi web déc hai va lira dao, co sé dir
liéu bang quang céo, co s& dir liéu thu rac va cac dir liéu khac.

e M&-dun irng dung. Cac ban cap nhat mé-dun nham loai trir 16 héng bado mat trong ing dung va cai
thién phuong thirc bdo vé may tinh. Cac ban cap nhat mé-dun cé thé thay d6i hanh vi cdia thanh phan
(rng dung va b6 sung cac tinh nang méi.

Kaspersky Endpoint Security hé trg cac tinh huéng sau dé cap nhat co s& dit liéu va mo-dun (ng dung:

e Cap nhat tir may chu Kaspersky.

Cac may chu cap nhat clia Kaspersky dugc dat & nhiéu qudc gia khac nhau trén thé gigi. biéu nay
dam bdo dd tin cay khi cap nhat. Néu mot ban cap nhat khéng thé dugc thuc hién tir mét may chq,
Kaspersky Endpoint Security s& chuyén sang may chu ti€p theo.

Tacwu
Cép nhét

P
\\: |- @ I
oy e Lo

Cap nhat tlr cAc may chu Kaspersky

e Cap nhat tap trung.

Cap nhat tap trung giam thiéu luu lugng Internet bén ngoai, va cho phép giam sat qua trinh cap nhat
mot cach tién loi.

Cap nhat tap trung bao goém cac budc sau:
1. Tai goi cap nhat vé mot kho luu trit trong mang luédi cta té chirc.
Goi cap nhat dugc tai vé kho luu trir bai tadc vu May chd quan tri cé tén la Download updates to the

Administration Server repository.

2. Tai gbi cap nhat vé thu muc chia sé (tuy chon).
Ban c6 thé tai gbi cap nhat vé mét thu muc chia sé bang cac phuong thirc sau:

e SUrdung tac vu Cap nhét co sd dir liéu va mé-dun ung dung cta Kaspersky Endpoint Security.
Tac vu nay danh cho mét mdy tinh trong mang cuc b cla cong ty.
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e Srdung Kaspersky Update Utility. D& biét thong tin chi tiét vé viéc sir dung Kaspersky Update
Utility, hdy tham khao Co s& tri thirc clia Kaspersky @,

3. Phan phai go6i cap nhat dén cac may khach.

Goi cap nhat dugc phan phéi dén cac may khach thdong qua tac vu Cdp nhét co' sé dir liéu va mo-
dun g dung Kaspersky Endpoint Security. Ban cé thé tao s6 lugng khéng gidi han tac vu cap
nhat cho méi nhém quan tri.

Tacw Técwuy
Tai v cic ban c:ap nhat 'ac kho I tril Cépnhat

Y T

Cac may chi cdp nhét cia My chi quan tri l l-l
Kaspersky 0

Cép nhat tr mét may chu luu trir

Tacwu
Tai vé cacbén cip nhatvao kho lwu trii cla T?CW.,IA Tacwu
M ay chil quan tri p Cép nhét Cép nhét l’ﬂ
" Lo Y Lo
Céc may chi cdp nhét cla . L
Kaspersky May chi quan tri

Tacwu
Cdpnhat (1)

o . Go
©
i k)

Cap nhat tir mot thu muc dugc chia sé

Tacw

Téi v& cAcban cip nhatvao kho lwu tiv cia
E W&y chi quan tri
-0

May chi quan tri

o

Tacw
C3p nhat

Co . G
©
i k)

Cac may chid cdp nhat cla

Kaspersky Update Utility
Kaspersky

Cap nhét str dung Kaspersky Update Utility

DGi v&i Kaspersky Security Center, danh sach nguén cap nhat mac dinh chira May chud quan tri Kaspersky
Security Center va cac may chl cdp nhéat clia Kaspersky. B6i véi Bang diéu khién ddam may Kaspersky
Security Center, danh sach nguén cap nhat mac dinh chira diém phan phéi va cac may chd cap nhat cla
Kaspersky. D€ biét thém chi tiét vé cac diém phan phai, hdy tham khao Trg gitp ctia Bang_diéu khién
dam may Kaspersky Security Center=. Ban c6 thé thém cac nguén cap nhat khac vao danh sach. Ban c6
thé quy dinh cac may chi HTTP/FTP va cac thu muc dugc chia sé lam ngudn cap nhat. Néu mot ban cap
nhat khong thé dugc thuc hién tir moét ngudn cap nhat, Kaspersky Endpoint Security sé chuyén sang
nguon tiép theo.

Cac ban cap nhat dugc tai vé tir may chdl cap nhat clia Kaspersky hodc tir cdc may chdi FTP hay HTTP khac
qua cac giao thirc mang tiéu chuan. Néu can két ndi dén mét may chd proxy dé truy cap nguén cap nhat,
hdy nhap cac thiét Iap mdy chd proxy vao thiét Iap chinh sach cua Kaspersky Endpoint Security.
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Cap nhat tr mét may chu luu trit

Dé tiét kiém luu lugng Internet, ban c6 thé cdu hinh cac ban cap nhat co s& dir liéu va mé-dun rng dung
trén cac may tinh trong mang LAN doanh nghiép tir mét may chd luu trir. BE lam diéu nay, Kaspersky
Security Center phai tai mot goi cap nhat vé kho luu trir (mdy chd FTP hodac HTTP, thu muc cuc bé hoac
thu muc mang) tir cdc may chid cap nhat Kaspersky. Cac may tinh khac trén mang LAN doanh nghiép sé
c6 thé nhan goi cap nhat tir may chd luu trir nay.

Cau hinh viéc cap nhat co s& dir liéu va mo-dun irng dung tr mot may chd luu trir bao gom cac budéc
sau:

1. Cau hinh tai xuéng géi cap nhat vao kho dir liéu May chd quan tri (tac vu Download updates to the
Administration Server repository).

Tac vu Download updates to the Administration Server repository dugc tao tu dong bdi trinh hudng
dan sir dung nhanh Mdy chd quan tri va tac vu nay c6 thé chi cé mét trudng hgp duy nhat. Theo mac
dinh, Kaspersky Security Center sé sao chép goi cap nhat vao thu muc \\<server
name>\KLSHARE\Updates. D€ biét thém thong tin vé viéc tai cadc ban cap nhat vé kho luu trir May chi
quan tri, vui long tham khdo Trg giup cla Kaspersky Security Center =,

2. Cau hinh viéc cap nhat co s& dit liéu va mo-dun ng dung tir mot may chi luu trit cu thé dén cdc may
tinh con lai trén mang LAN cla t6 chirc (tac vu Cap nhét co s& dir liéu va mé-dun dng dung).

Cach cau hinh ban cap nhat Kaspersky Endpoint Security tir kho lwu trir may chi duoc chi dinh
trong Bang diéu khién quan tri (MMC) @
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1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Nhan vao tac vu Cap nhat co s& dir liéu va mo-dun rng dung cla Kaspersky Endpoint

Trong cay bang diéu khién, hdy chon Tasks.

Security.

Clra s6 thudc tinh tac vu sé dugc mé ra.

Tac vu Cap nhdt co'sé dir liéu va mé-dun tng dung dugc tao tu déng bédi trinh hudng dan sir
dung nhanh May cha quan tri. D€ tao tac vu Cap nhdt co s dir liéu va mé-dun ung dung, hay
cai dat Tién ich quan ly clia Kaspersky Endpoint Security cho Windows khi dang chay Trinh

hudng dan.

3. Trong clra s6 thudc tinh tac vy, hdy chon muc Settings.

B <Property sheet caption>

<Kateropuu>

Thigt lap
Thiét 1dp cdp nhit co s& dif liéu vd mé-dun cda &ng dung
Thiét lap cap nhat vdi ché dd ndibd
MNgudn cap nhat: Theo mac dinh
Tai xudng cic ban cip nhat ca ma-dun (ng dung
(O Cai dat cic ban cap nhit quan trong va dugc phé duyét
(® Chi cai dit cic ban cap nhat dugc phé duyét

[ sao chép cac ban cip nhit vao thu muc

Cap nhat thiét 13p cho ché d6 ngoai vin phong
Mgudn cap nhat BPurgc chi dinh bdi ngudi ding Thiét 14p

Tai xudng cac ban cdp nhat cda mé-dun dng dung
(O Cai dat cic ban cap nhit quan trong va dugc phé duyét
(®) Chi cai dit cic ban cdp nhat dugc phé duyét

[] sao chép cac ban cip nhit vao thu muc

Chi cé thé quy dinh thiét I3p may chi proxy trong chinh séch cia Kaspersky Endpoint
Security.

(i) Ban cd thé xdc nhan théng tin cdp nhit trong thanh phin “Cap nhat phin mém",

<Ok= <Cancel= <[IpUMEHNTE =

Thiét [ap tac vu Cap nhat co s& dit liéu va mé-dun (rng dung

4. Trong muc Thiét 1ap cap nhat véi ché dé ndi bd, hdy nhan nut Thiét lap.

5.

Trong danh sach cac nguén cap nhat, ddm bdo rang ban cap nhat tir nguén Kaspersky
Security Center dugc bat. Ngoai ra, nguon Kaspersky Security Center phai c6 mirc uu tién

cao nhat.

. Néu can, hdy thém cac nguén cap nhat:

a. Trong danh sach cac nguén cap nhat, nhan nat Thém.

b. Trong trudng Nguén cap nhat, quy dinh dia chi cia mdy chi FTP hodc HTTP, thu muc
mang hodc thu muc cuc bd ma Kaspersky Security Center sé sao chép goi cap nhat nhan

dugc tlr cdc may chd Kaspersky vao do.

212



Dia chi ciia nguén cap nhat phai khép véi dia chi ma ban dé nhap trong truong Folder
for storing updates khi ban cdu hinh tai ban cap nhat vao 6 luu trir may cha (tac vu
Download updates to the Administration Server repository).

¢. Nhan vao OK.

Ban c6 thé loai trir ngudn cap nhat ma khéng can x6a n6 khdi danh sach nguén cap nhat. bé
thuc hién, hay bd chon hép kiém bén canh déi tugng.

Cép nhét co sé dif liéu va mé-dun img dung

Ngudn cap nhat

+ Thém p Chinhsira X X6a @ Lén § Xudng
Kaspersky Security Center
[] cac may chi cdp nhat cia Kaspersky

(® Tu déng phat hién
(O Lua chon tir danh sach:

Afghanistan

oK bang

Nguoén cap nhat

7. Cau hinh cac uu tién cdia nguén cap nhat bang cach sr dung nut Lén va Xudng.

Né&u khéng thé thuc hién mot ban cap nhat tir ngudn cap nhat dau tién, Kaspersky Endpoint
Security sé tu déng chuyén sang nguén tiép theo.

8. Trong clra s6 thudc tinh tac vy, hdy chon Schedule va cdu hinh ché dé chay tac vu.
9. Theo mdc dinh, Kaspersky Endpoint Security sé chay tac vu & ché do thd cong.

10. Luu cac thay d6i cta ban.

Cach cau hinh ban cap nhat Kaspersky Endpoint Security tir kho lwu trir may chu duoc chi dinh
trong Bang diéu khién web
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Tasks.
Danh sach tac vu sé mé.

2. Nhén vao tac vu Update clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé dugc mé ra.
Tac vu Update dugc tao tu ddng bdi trinh hudng dan s&r dung nhanh May chii quan tri. D& tao
tac vu Update, hay cai dat Tién ich quan ly ciia Kaspersky Endpoint Security cho Windows khi
dang chay Trinh huéng dan.

3. Chon thé Application settings - Local mode.

4. Trong danh sach cac nguén cap nhat, ddm bao rang ban cap nhat tr nguén Kaspersky
Security Center dugc bat. Ngoai ra, nguén Kaspersky Security Center phai c6 mirc uu tién
cao nhat.

5. Néu can, hdy thém cac nguén cap nhat:

a. Trong danh sach cac ngudn cap nhat, nhan nut Add.

b. Trong trudng Web address or path to a local or network folder, quy dinh dia chi cia may
chtdi FTP hoac HTTP, thu muc mang hodc thu muc cuc bé ma Kaspersky Security Center sé
sao chép goi cap nhat nhan dugc tlr cdc may chu Kaspersky vao dé.

Dia chi cia nguén cap nhat phai khép véi dia chi ma ban dé nhap trong truong Folder
for storing updates khi ban cdu hinh tai ban cap nhat vao 6 luu trir may cha (tac vu
Download updates to the Administration Server repository).

¢. Nhan vao OK.

Ban c6 thé loai trir ngudn cap nhat ma khéng can xéa no6 khdi danh sach nguén cap nhat. bé
thuc hién, hay gat cong tac bat/tat bén canh sang vi tri tat.
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Update

General Results Settings Application settings  Schedule  Revision history

Local mode Mobile mode

Update sources

+ Add
Update source Status
Kaspersky Security Center @D Enzbled
Kaspersky update servers Disabled

Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows policy.

Update settings

Software updates list [4

@ Install approved application module updates

Automatically install critical application module updates

Copy updates to folder

6. Cau hinh cac uu tién cia nguén cap nhat bang cach sir dung nut Up va Down.
Néu khéng thé thuc hién mot ban cap nhat tir ngudn cap nhat dau tién, Kaspersky Endpoint
Security sé ty déng chuyén sang nguén tiép theo.

7. Trong clra s6 thudc tinh tac vy, hdy chon Schedule va cdu hinh ché dé chay tac vu.

8. Theo mac dinh, Kaspersky Endpoint Security sé chay tac vu & ché do thu cong.

9. Luu cac thay déi cdia ban.

Cach cau hinh ban cap nhat Kaspersky Endpoint Security tir kho lwu trir may chu duoc chi dinh
trong_giao dién &rng dung @
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Ban khong thé cau hinh tac vu nhém Cap nhét co' sé dix liéu va mé-dun trng dung trong giao
dién irng dung. Chi mét tac vu cap nhat cuc bd la Cap nhét co sé dix liéu va mé-dun ing dung
kha dung vé&i ngudi dung. Néu tac vu Cdp nhét co s& dir liéu va mé-dun ing dung khdng
dugc hién thi, diéu dé c6 nghia la quan tri vién dd cam s&r dung_cac tac vu cuc b trong_chinh
sach.

1. Trong ctra s6 chinh cda ng dung, hdy vao muc Cap nhat.

Kaspersky Cap nhat

Cap nhat co s6 dii liéu va mé-dun ng dung

18 nhdt: Chua bao git chay

Lich: Thd edng

Chay cdp nhat

Khéi phuc co sé dif liéu vé phién ban truéc day

it Chua bao gid chay

Hoan tac

2. Thao tac nay sé mé& ra danh sach tac vy; hdy chon tac vu Cap nhat co sé dix liéu va mé-dun ung
dungva nhan vao g.

Clra s6 thudc tinh tac vu sé& dugc mé ra.

3. Trong c(ra s6 thuéc tinh tac vy, hdy nhan vao Chon nguén cap nhat.

4. Trong danh sach cac nguén cap nhat, ddm bdo rang ban cép nhat tlr nguén Kaspersky
Security Center dugc bat. Ngoai ra, nguon Kaspersky Security Center phai c6 mic uu tién
cao nhat.

5. Néu can, hdy thém cac nguoén cap nhat:

a. Trong danh sach cac nguon cap nhat, nhan nat Thém.
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Kaspersky < Thiétlap odp nhat
Nguén cap nhat

Giam sat

|.. -+ Thém | .. 4 Xudng .. (o}

Ngudn Trang thai
Céc may chl cip nhét clia Kaspersky @® bibat

Kaspersky Security Center @@ Dibat

Hiy ba

a. Chi dinh dia chi ctia may chd FTP hodc HTTP, thu muc mang hoac thu muc cuc bé ma
Kaspersky Security Center sé sao chép goi cap nhat nhan dugc tlr cdc may chii cap nhat cla
Kaspersky vao dé.

Dia chi clla nguon cap nhat phai khép véi dia chi ma ban da nhap trong truong Folder
for storing updates khi ban cdu hinh tai ban cap nhat vao 6 luu trir may cha (tac vu
Download updates to the Administration Server repository).

b. Nhan vao Lwa chon.

Ban c6 thé loai trir ngudn cap nhat ma khéng can xéa né khaéi danh sach nguén cap nhat. bé
thuc hién, hdy gat cong tac bat/tat bén canh sang vi tri tat.

6. Cau hinh cac uu tién clia nguon cap nhat bang cach str dung nut Lén va Xudng.

NEu khong thé thuc hién mot ban cap nhat tir ngudn cap nhat dau tién, Kaspersky Endpoint
Security sé tu ddéng chuyén sang nguén tiép theo.

NEu mot may tinh dugc quan ly bdi Kaspersky Security Center thi ban khdng thé cau hinh
ché& dé chay cho tac vu Cdp nhét co sé dir liéu va mé-dun tng dung. Ban chi c6 thé chay
tac vu do theo cach thud coéng.

7. Luu cac thay déi cdia ban.
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. Tacw Tacwu
Tai veé cac ban cdp nhét vao kho lwu trik Capnhét

S P

Céc may chi cdp nhét cla Vv chd auan l_l l-|
Kaspersky ay chu quan tri o o

Cap nhat tir mot may cha luu trir

Cap nhat tr mét thu muc dugc chia sé

Pé tiét kiém luu lugng Internet, ban c6 thé ciu hinh cac ban cap nhét co sé dir liéu va mé-dun (ng dung
trén cac may tinh trong mang LAN doanh nghiép tlr mét thu muc dugc chia sé. D€ lam diéu nay, mot
may tinh trén mang LAN doanh nghiép phai nhan géi cap nhat tir My chii quan tri Kaspersky Security
Center hoac tlr may chtdi cap nhat Kaspersky, va sao chép géi cap nhat nhan dugc dén thu muc dugc chia
sé. Cac may tinh khac trén mang LAN doanh nghiép s& c6 thé nhan goi cap nhat tir thu muc dugc chia sé
nay.

Phién ban va ban dia héa clia i'ng dung Kaspersky Endpoint Security sao chép géi cap nhat vao thu
muc chia sé phai khép véi phién ban va ban dia héa clia rng dung cap nhat co s& di liéu tir thu muc
dugc chia sé. Néu cac phién ban hodc ban dia héa cla cac ing dung khong khdp, ban cap nhat co s&
dir liu c6 thé két thac kém mét 16i.

Cau hinh viéc cap nhat co s& dir liéu va mo-dun irng dung tlr mot thu muc dugc chia sé bao gém cac
budc sau:

1. Cau hinh co s& dit liéu va cac ban cap nhat mé-dun &'ng_dung_tir kho luu trir ctia may chu.

2. Bat tinh nang sao chép goéi cap nhat dén mét thu muc dugc chia sé trén mét may tinh trén mang may
tinh cuc bé.

Cach bat sao chép géi cap nhat vao thu muc dung_chung trong Badng diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Tasks.

Tac vu Cdp nhat co s dit liéu va mé-dun g dung phai dugc gan cho mét may tinh lam
nguodn cap nhat.

3. Nhén vao tac vu Cap nhat co s& dir liéu va md-dun irng dung clia Kaspersky Endpoint
Security.

Clra s6 thudc tinh tac vu sé& dugc mé ra.

Tac vu Cap nhdt co'sd dir liéu va mé-dun tng dung dugc tao tu déng bédi trinh huéng dan s
dung nhanh My chd quan tri. D& tao tac vu Cdp nhdt co sé dir liéu va mé-dun ing dung, hay
cai dat Tién ich quan ly clia Kaspersky Endpoint Security cho Windows khi dang chay Trinh
hudng dan.

4. Trong ctra so thudc tinh tac vu, hdy chon muc Settings.

B " <Property sheet caption>
<Kateropun> Thiét lap
Thiét 1dp cdp nhit co s dif liéu va mé-dun cda &ng dung
Thiét lap cap nhat vdi ch& dd ndi bd
Mgudn cap nhat: Theo mac dinh
Tai xudng cac ban cdp nhat cda mé-dun dng dung
(0) Cai dat cdc ban cdp nhét quan trong va duge phé duyét
(® Chi cai dit cic ban cap nhat dugc phé duyét

[ sao chép cac ban cip nhit vao thu muc

Cap nhat thiét 1ap cho ché dd ngoai van phong
Mgudn cap nhat Purgc chi dinh bdi ngudi ding Thiét 1ap
Tai xudng cac ban cap nhat cda ma-dun (ng dung

(O Cai dat cic ban cap nhat quan trong va dugc phé duyét

(®) Chi cai dit cic ban cap nhat dugc phé duyét

[ sao chép cac ban cap nhit vao the muc

Chi cé thé quy dinh thiét I3p may chi proxy trong chinh sach cda Kaspersky Endpoint
Security.

(i) Ban cd thé xdc nhan théng tin cdp nhit trong thanh phin “Cap nhat phin mém®,

<0k> <Cancel> <MPHMEHUTE =

Thiét l1ap tac vu Cap nhat co s& dir liéu va mo-dun irng dung
5. Trong muc Thiét lap cap nhat véi ché dd ndi bg, hdy nhan nut Thiét lap.

6. Cau hinh nguon cap nhat.
Ngudn cap nhat cé thé 1a cdc may chd cap nhat cla Kaspersky, May chd quan tri Kaspersky
Security Center, cdc may chu FTP hoac HTTP khac, cac thu muc cuc bd, hoac thu muc mang.
7. Chon hép kiém Sao chép cac ban cap nhat vao thu muc.
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8. Trong trudng Puéng dan thu muc, hdy nhap dudng dan UNC dén thu muc dugc chia sé (vi
du: \\<server name>\KLSHARE\Updates).

Néu trudng nay dugc dé trong, Kaspersky Endpoint Security sé sao chép goi cap nhat vao thu
muc C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP12\Update distribution\.

9. Luu cac thay déi cdia ban.

Céch bat sao chép géi cap nhat vao thu muc dung chung trong Badng diéu khién web va Bang diéu
khi€én dam méy®

1. Trong clra s6 chinh cda Bang diéu khién web, hdy chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

Tac vu Cép nhét co s& dit liéu va mé-dun ung dung phai dugc gan cho mét may tinh lam
nguoén cap nhat.

2. Nhén vao tac vu Update clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé dugc mé ra.

Tac vu Update dugc tao ty dong bdi trinh hudng dan sir dung nhanh May chd quan tri. D€ tao
tac vu Update, hay cai dat Tién ich quan ly ciia Kaspersky Endpoint Security cho Windows khi
dang chay Trinh huéng dan.

3. Chon thé Application settings - Local mode.

4. Cau hinh nguén cap nhat.
Nguon cap nhat cé thé la cdc may chd cap nhat cla Kaspersky, May chd quan tri Kaspersky
Security Center, cdc may chu FTP hoac HTTP khac, cac thu muc cuc bd, hodc thu muc mang.

5. Chon hép kiém Copy updates to folder.

6. Trong trudng Path, hdy nhap dudng dan UNC dén thu muc dugc chia sé (vi du: \\<server
name>\KLSHARE\Updates).

Néu trudng nay dugc dé trong, Kaspersky Endpoint Security sé& sao chép goi cap nhat vao thu
muc C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP12\Update distribution\.

7. Luu cac thay déi cdia ban.

Cach bat sao chép géi cap nhat vao thu muc dung chung trong giao dién &rng dung
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Ban khong thé cau hinh tac vu nhém Cap nhét co' sé dix liéu va mé-dun trng dung trong giao
dién irng dung. Chi mét tac vu cap nhat cuc bd la Cap nhét co sé dix liéu va mé-dun ing dung
kha dung vé&i ngudi dung. Néu tac vu Cdp nhét co s& dir liéu va mé-dun ing dung khdng
dugc hién thi, diéu dé c6 nghia la quan tri vién dd cam s&r dung_cac tac vu cuc b trong_chinh
sach.

1. Trong ctra s6 chinh cda ng dung, hdy vao muc Cap nhat.

Kaspersky Cap nhat

Cap nhat co s6 dii liéu va mé-dun ng dung

18 nhdt: Chua bao git chay

Lich: Thd edng

Chay cdp nhat

Khéi phuc co sé dif liéu vé phién ban truéc day

it Chua bao gid chay

Hoan tac

2. Thao tac nay sé mé& ra danh sach tac vy; hdy chon tac vu Cap nhat co sé dix liéu va mé-dun ung
dungva nhan vao g.

Clra s6 thudc tinh tac vu sé& dugc mé ra.

3. Trong muc Phan phéi cap nhat, hdy chon hop kiém Sao chép cac ban cap nhat vao thw
muc.

4, Nhap dudng dan UNC dén thu muc dugc chia sé (vi du: \\<server name>\KLSHARE\Updates).

5. Luu cac thay d6i cta ban.

3. Cau hinh viéc cap nhat co sd dit liéu va mo-dun ng dung tir mét thu muc dugce chia sé cu thé dén cac
may tinh con lai trén mang LAN doanh nghiép.

Céch cdu hinh cac ban cap nhat tir thuw muc dwgc chia sé trong Bang diéu khién quan tri (MMC)®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Tasks.
Danh sach tac vu sé ma.

2. Nhan vao Add.
Trinh huéng dan Tac vu sé dugc bat dau.

3. Cau hinh cac thiét 1ap cla tac vu:

a. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for
Windows (12.8.0).

b. Trong danh sach tha xuéng Task type, hdy chon Cap nhat co s& dir liéu va mo-dun irng
dung.

4. M@ Bang diéu khién quan tri Kaspersky Security Center.

5. Trong cdy bang diéu khién, hay chon Tasks.

Danh sach tac vu sé mé.
6. Nhan vao New task.

Trinh hudng dan Tac vu sé dugc bat dau. Lam theo chi dan cda Trinh hudng dan.

Budc 1. Chon loai tac vu

Chon Kaspersky Endpoint Security for Windows (12.8) —. Cap nhat co s& dir liéu va mé-dun
rng dung.

Budc 2. Chon nguon cap nhat

Thém mot ngudn cap nhat méi: mot thu muc dugc chia sé. Dia chi nguén phai trung vdi dia chi
ban dat trudc day trong trudng Pueng dan thu muc khi ban cau hinh sao chép géi cap nhat vao
thu muc chia sé. Cau hinh cac uu tién ctia ngudn cap nhat bang cach s&r dung ndt Lén va Xuéng.
Budc 3. Chon cac thiét bi sé dugc gan tac vu

Chon cac may tinh sé& dugc thuc hién tac vu trén d6. Cac tly chon sau c6 thé dugc st dung:

e Gan tac vu vao mdt nhém quan tri. Trong trudng hgp nay, tac vu sé dugc gan cho cac may tinh
dugc bao gébm trong mét nhém quan tri da dugc tao trudc doé.

e Chon cac mdy tinh dugc May chd quan tri phat hién trong mang - cdc thiét bj chua dugc gan.
Cac thiét bi dugc quy dinh c6 thé bao gdom cac thiét bi trong nhém quan tri cling nhu cac thiét
bi chua dugc gan.

e Nhéap vao thd céng dia chi cda thiét bi, hodc nhap cac dia chi tir mot danh sach. Ban c6 thé quy
dinh tén NetBIOS, dia chi IP, va dia chi IP mang con cla cac thiét bi ma ban mudn gan tac vu.
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Tac vu Cdp nhat co' s di liéu va mé-dun tng dung phai dugc gan cho cac may tinh cla mang
LAN cUa t6 chirc, ngoai trir may tinh lam nguon cap nhat.

Budc 4. Chon tai khodn dé chay tac vu

Chon mét tai khodn dé chay tac vu Cap nhat co' sé di liéu va mé-dun g dung. Theo mac dinh,
Kaspersky Endpoint Security khdi chay tac vu véi quyén cda tai khoan nguai dung cuc bé.

Budc 5. Cau hinh lich khai chay tac vu

Cau hinh lich dé bat dau mot tac vy, vi du nhu thd céng hoac sau khi co sé& dir liéu diét virus dugc
tai xuéng kho luu trir.

Budc 6. Xac dinh tén tac vu

Nhéap tén cla tac vy, vi du: Cap nhat tor mot thu muc duoc chia sé.

Budc 7. Hoan tat viéc tao tac vu

Thoat Trinh hudng dan. Néu can, hdy chon hép kiém Run the task after the wizard finishes.
Ban c6 thé giam sat tién dé clia tac vu trong thudc tinh tac vu. K&t qua la tac vu cap nhat sé dugc
thurc thi trén mdy tinh cdia ngudi dung theo lich trinh da chi dinh.

Cach cau hinh cap nhat tir thw muc dwoc chia sé trong Bang diéu khién web va Bang diéu khién
dam may @
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1.

10.

11.

12.

Trong ctra s6 chinh cla Bang diéu khién web, hdy chon Assets (Devices) - Tasks.
Danh sach tac vu sé mé.

. Nh&n vao Add.

Trinh huéng dan Tac vu sé dugc bat dau.

. Cau hinh cac thiét 1ap clta tac vu:

a. Trong danh sach tha xuéng Application, hdy chon Kaspersky Endpoint Security for
Windows (12.8.0).

b. Trong danh sach tha xuéng Task type, hdy chon Update.

c. Trong truong Task name, hday nhap mot mé ta ngan, vi du nhu Cap nhét tir thu muc duoc
chia sé.

d. Trong phan Devices to which the task will be assigned, chon pham vi tac vu.

Tac vu Cép nhét co' s¢ di liéu va mé-dun ung dung phai dugc gan cho cac may tinh clia
mang LAN cUa t6 chirc, ngoai trir may tinh lam nguén cap nhat.

. Chon céc thiét bj theo pham vi tac vu dugc chon va téi budc tiép theo.

. Thoat Trinh huéng dan.

Mot tac vu méi sé dugc hién thj trong bang cac tac vu.

. Nhan vao tac vu Update méi dugc tao.

Clra s6 thudc tinh tac vu sé& dugc mé ra.

. Chon thé Application settings — Local mode.
. Trong muc Update sources, hdy nhan nat Add.

. Trong trudng Web address or path to a local or network folder, nhap dudng dan dén thu

muc dugc chia sé.

Dia chi nguén phai trung vdi dia chi ban dat trudc day trong truong Path khi ban cau hinh
sao chép goi cap nhat vao thu muc chia sé (xem cac huéng dan bén trén).

Nhan vao OK.
Cau hinh cac uu tién clia nguén cap nhat bang cach si&r dung ndt Up va Down.

Luu cac thay ddi cda ban.

Cach cau hinh cap nhat tir thw muc duogc chia sé trong_giao dién irng dung
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Ban khong thé cau hinh tac vu nhém Cap nhét co' sé dix liéu va mé-dun trng dung trong giao
dién irng dung. Chi mét tac vu cap nhat cuc bd la Cap nhét co sé dix liéu va mé-dun ing dung
kha dung vé&i ngudi dung. Néu tac vu Cdp nhét co s& dir liéu va mé-dun ung dung khdng
dugc hién thi, diéu dé c6 nghia la quan tri vién dd cam s&r dung_cac tac vu cuc b trong_chinh
sach.

1. Trong ctra s6 chinh cda ng dung, hdy vao muc Cap nhat.

Kaspersky Cap nhat

Cap nhat co s6 dii liéu va mé-dun ng dung

di nhit: Chua bao git chay

Lich: Tha céng

Chay cdp nhat
Cap nhat

Khéi phuc co sé dif liéu vé phién ban truéc day

it Chua bao git chay

Hoan tac

2. Thao tac nay sé mé& ra danh sach tac vy; hdy chon tac vu Cap nhat co sé dix liéu va mé-dun ung
dungva nhan vao g.

Clra s6 thudc tinh tac vu sé& dugc mé ra.
3. Nhan vao Chon nguén cap nhat.
4. Trong clra sé mé& ra, hdy nhan nat Thém.

5. Trong clra s6 md ra, hdy nhap dudng dan dén thu muc dugc chia sé.

Bija chi ngudn phai tring véi dia chi ban chi dinh tir trude khi ban cdu hinh sao chép goi
cap nhat vao thu muc chia sé (xem cac hudng dan bén trén).

6. Nhan vao Lua chon.

7. Cau hinh cac uu tién clia nguon cap nhat bang cach st dung nut Lén va Xudng.
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NEu khong thé thuc hién mot ban cap nhat tir ngudn cap nhat dau tién, Kaspersky Endpoint
Security sé& ty déng chuyén sang nguon tiép theo.

8. Luu cac thay déi cdia ban.

Tacw
Tai vE cAcbdn cip nhitvio kho lvu tri¥ cla Tﬁcvl._ln Tacw
May chil quan tri — Cép nhét lﬂ Cép nhét
B! Lo

Ca gy chi cép nhét cd
e mayl;;s:ecras;w st eua May chi quan tri

g

Cdpnhat (1)

% o, %
B o

Cap nhat tr mét thu muc dugc chia sé

Cap nhat sir dung Kaspersky Update Utility

Dé tiét kiém luu lugng Internet, ban c6 thé cdu hinh cac ban cap nhat co sé dir liéu va mé-dun rng dung
trén cac may tinh trong mang LAN cla doanh nghiép tlr mét thu muc dugc chia sé bang cach s dung
Kaspersky Update Utility. D& lam diéu nay, mot may tinh trén mang LAN clia doanh nghiép phai nhan goi
cap nhat tir May chi quan tri Kaspersky Security Center hoac tr may chdi cap nhat Kaspersky, va sao
chép cac goi cap nhat nhan dugc dén thu muc dugc chia sé bang tién ich nay. Cac may tinh khac trén
mang LAN doanh nghiép sé& cé thé nhan goi cap nhat tir thu muc dugc chia sé nay.

Phién ban va ban dia héa ctia i'ng dung Kaspersky Endpoint Security sao chép géi cap nhat vao thu
muc chia sé phai khé&p véi phién ban va ban dia hda clia i'ng dung cap nhat co sé& dir liéu tur thu muc
dugc chia sé. Néu cac phién ban hoac ban dia héa cla cac ing dung khong khdp, ban cap nhat co s&
dir liéu co thé két thac kém moét 16i.

Cau hinh viéc cap nhat co s& dir liéu va mo-dun irng dung tr mot thu muc dugc chia sé bao gom cac
budc sau:

1. Cau hinh co s& dit liéu va cac ban cap nhat mé-dun rng_ dung_tir kho luu trir cia my chu.

2. Cai dat Kaspersky Update Utility trén mot trong cac may tinh cila mang LAN doanh nghiép.

3. Cau hinh sao chép g6i cap nhat vao thu muc chia sé trong thiét |ap clia Kaspersky Update Utility.

Ban cé thé tai vé g6i phan phdi Kaspersky Update Utility tir website H6 trg ki thudt clia Kaspersky =.
Sau khi cai dat tién ich, hdy chon nguon cap nhat (vi du nhu kho luu trir May chi quan tri) va thu muc
chia sé nai Kaspersky Update Utility s& sao chép cac goi cap nhat vao. BE biét théng tin chi tiét vé viéc
sir dung Kaspersky Update Utility, hdy tham khao Ca sd tri thirc clia Kaspersky .

4. Cau hinh viéc cap nhéat co s& dir liéu va mo-dun rng dung tir mét thu muc dugc chia sé cu thé dén cac
may tinh con lai trén mang LAN doanh nghiép.

Céch cdu hinh cac ban cap nhat tir thuw muc dwgc chia sé trong Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cay bang diéu khién, hay chon Tasks.

3. Nhan vao tac vu Cap nhat co s& dir liéu va mo-dun irng dung clia Kaspersky Endpoint
Security.

Clra s6 thudc tinh tac vu sé dugc mé ra.

Tac vu Cap nht co's& dir liéu va mé-dun ung dung dugc tao tu déng bédi trinh huéng dan sir
dung nhanh May chd quan tri. D& tao tac vu Cdp nhdt co sé dir liéu va mé-dun tng dung, hay
cai dat Tién ich quan ly cia Kaspersky Endpoint Security cho Windows khi dang chay Trinh
hudng dan.

4, Trong clra s6 thudc tinh tac vy, hdy chon muc Settings.

8" <Property sheet caption>

<Kateropumn>
Thiét 1ap cdp nhat co sg dif liéu va mé-dun cda @ng dung
@® Khéng ap dung néu g du Turcic sir dura & chd dé Liaht At
Thiét lap cap nhat vdi ch& dd ndi bd
Mguén cap nhit: Theo mac dinh Thiét 1ap
Tai xudng cac ban cip nhat cia ma-dun (ng dung
(O Cai dat cic ban cap nhit quan trong vi dugc phé duyét
(® Chi cai dst cac ban cap nhat duge phé duyét

[ sao chép cac ban cap nhit vao thu muc

Cap nhat thiét 1dp cho ché dd ngoai van phong
Mgubn cip nhat BPurge chi dinh bdi ngudi ding Thiét lap

Tai xuéng cac ban cdp nhat cla mé-dun (ng dung
(O Cai dat cic ban cap nhit quan trong vi dugc phé duyét
(®) Chi cai dit cic ban cdp nhat duoc phé duyét

[] sao chép cac ban cip nhat vao thu muc

Chi ¢ thé quy dinh thiét I3p may chi proxy trong chinh séch cia Kaspersky Endpoint
Security.

(i) Ban cd thé xdc nhan théng tin cdp nhit trong thanh phin “Cap nhat phin mém",

<0k> <Cancel> <[IPHMEHUTE =

Thiét l1ap tac vu Cap nhat co s& dir liéu va mo-dun irng dung
5. Trong muc Thiét Iap cap nhat véi ché dd ndi bd, hdy nhan nut Thiét lap.
6. Trong danh sach cac nguén cap nhat, nhan nit Thém.

7. Trong trudng Nguén cap nhat, hay nhap dudng dan UNC dén thu muc dugc chia sé (vi du: \\
<server name>\KLSHARE\Updates).

Dia chi ngudn phai trung vai dia chi dugc ghi trong thiét 1ap cla Kaspersky Update Utility.

8. Nhan vao OK.
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9. Cau hinh cac uu tién clia nguon cap nhat bang cach str dung nut Lén va Xudng.

Néu khong thé thuc hién mot ban cap nhat tir ngudn cap nhat dau tién, Kaspersky Endpoint
Security sé& ty déng chuyén sang nguon tiép theo.

10. Luu cac thay d6i cta ban.

Cach cdu hinh cap nhat tir thw muc dugc chia sé trong Bdng diéu khién web va Bang diéu khién
dam may @

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Tasks.
Danh sach tac vu sé ma.

2. Nhén vao tac vu Update clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé& dugc mé ra.
Tac vu Update dugc tao tu ddng bdi trinh hudng dan s&r dung nhanh May chii quan tri. Dé tao
tac vu Update, hay cai dat Tién ich quan ly chia Kaspersky Endpoint Security cho Windows khi
dang chay Trinh huéng dan.

3. Chon thé Application settings - Local mode.

4. Trong danh sach cac nguén cap nhat, nhan nat Thém.

5. Trong trudng Web address or path to a local or network folder, hdy nhap dudng dan UNC
dén thu muc duoc chia sé (vi du: \\<server name>\KLSHARE\Updates).

Dia chi nguén phai trung véi dia chi dugc ghi trong thiét 1ap cdia Kaspersky Update Utility.

6. Nhan vao OK.
7. Cau hinh cac uu tién clia nguon cap nhat bang cach str dung nut Lén va Xudng.
NEu khong thé thuc hién mot ban cap nhat tir ngudn cap nhat dau tién, Kaspersky Endpoint

Security s& tu déng chuyén sang nguén tiép theo.

8. Luu cac thay déi cdia ban.

Cach cau hinh cap nhat tir thw muc duorc chia sé trong_giao dién rng dung
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Ban khong thé cau hinh tac vu nhém Cap nhét co' sé dix liéu va mé-dun trng dung trong giao
dién irng dung. Chi mét tac vu cap nhat cuc bd la Cap nhét co sé dix liéu va mé-dun ing dung
kha dung vé&i ngudi dung. Néu tac vu Cdp nhét co s& dir liéu va mé-dun ung dung khdng
dugc hién thi, diéu dé c6 nghia la quan tri vién dd cadm s&r dung_cac tac vu cuc b trong_chinh
sach.

1. Trong ctra s6 chinh cda ing dung, hdy vao muc Cap nhat.

Kaspersky Cap nhat

Cap nhat co s6 dii liéu va mé-dun ng dung

di nhit: Chua bao git chay

Lich: Tha céng

Chay cdp nhat
Cap nhat

Khéi phuc co sé dif liéu vé phién ban truéc day

it Chua bao git chay

Hoan tac

2. Thao tac nay sé mé& ra danh sach tac vy; hdy chon tac vu Cap nhat co sé dix liéu va mé-dun ung
dungva nhan vao g.

Clra s6 thudc tinh tac vu sé& dugc mé ra.
3. Trong c(ra s6 thuéc tinh tac vy, hdy nhan vao Chon nguén cap nhat.

4. Trong danh sach cac nguén cap nhat, nhan nat Thém.
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Kaspersky < Thiétlap odp nhat
Nguén cap nhat

Giam sat

|.. -+ Thém | .. 4 Xudng .. (o}

Ngudn Trang thai
Céc may chl cip nhét clia Kaspersky @® bibat

Kaspersky Security Center @@ Dibat

Hiy ba

. Nhap dudng dan UNC dén thu muc dugc chia sé (vi du: \\<server name>\KLSHARE\Updates).
Dia chi ngudn phai trung vai dia chi dugc ghi trong thiét 1ap cla Kaspersky Update Utility.

. Nhan vao Lua chon.

. Cau hinh cac vu tién cdia ngudn cap nhat bang cach s dung ndt Lén va Xudng.

NEu khong thé thuc hién mot ban cap nhat tir ngudn cap nhat dau tién, Kaspersky Endpoint
Security sé ty déng chuyén sang nguén tiép theo.

. Luu cac thay d6i cda ban.

Tacwu

Tai v& cAcban cip nhatvio kho lvu tri¥ cia
E May chi quan tri
['0

»

Lo

Tacwu
C4ap nhat

% o, %
Ge G

o

Cac may chi cdp nhat cla Kaspersky Update Utility

Kaspersky May chi quan tri
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Cap nhat trong ché d6 di dong

Ché d¢ di déngla ché do hoat dong clia Kaspersky Endpoint Security khi mét may tinh rd&i khoi mang cda
t6 chirc (mdy tinh ngoai tuyén). D& biét thém chi tiét vé lam viéc v&i may tinh ngoai tuyén va ngudi dung
ngoai van phong, vui long tham khao Trg giup cla Kaspersky Security Center®,

Mot may tinh ngoai tuyén bén ngoai mang cla té chirc khong thé két néi dén May chd quan tri dé cap
nhat cac co s& dit liéu va mé-dun irng dung. Theo mac dinh, chi mdy chi cap nhat cla Kaspersky dugc
st dung lam nguon cap nhat dé cap nhat cac co sé dir liéu va mé-dun rng dung trong ché dé di dong.
Viéc sir dung may cha proxy dé két néi dén Internet dugc xac dinh bdi mot chinh sdch ngoai van phong
dac biét. Chinh sach ngoai van phong phai dugc tao riéng. Khi Kaspersky Endpoint Security dugc chuyén
sang ché d6 di dong, tac vu cap nhat sé dugc khdi chay hai gio mét lan.

Cach cau hinh thiét 1ap cap nhat cho ché d6 di d6ng_trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cay bang diéu khién, hay chon Tasks.

3. Nhan vao tac vu Cap nhat co s& dir liéu va mo-dun rng dung clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé& dugc md ra.

Tac vu Cap nhét co s& dir liéu va mé-dun tng dung dugc tao tu ddng bédi trinh huéng dan sir
dung nhanh May chii quan tri. D& tao tac vu C4p nhdt co sé dit liéu va mé-dun tng dung, hay cai
dat Tién ich quan ly clia Kaspersky Endpoint Security cho Windows khi dang chay Trinh huéng
dan.

4. Trong clra s6 thudc tinh tac vy, hdy chon muc Settings.

8" <Property sheet caption=

<Kateropum> Thiét lap

G | s ra = s e e L P
Enera Thiét 13p cdp nhat co 56 dif liéu va mé-dun cia 'ng dung
Thiét lap (@ Khéng dp dung néu (ing dung dang dugc st dung & ché dé Light Agent
Thiét lap cap nhat vdi ché dd ndi bd
MNgudn cdp nhat: Theo mac dinh i Thiet 1ap
Taixudng cac ban cap nhat cia ma-dun (ng dung
() Cai dit cac ban cdp nhit quan trong va dugc phé duyét
(@) Chi cai dat cac ban cap nhat dugc phé duyét

[ sao chép cac ban cip nhit vao thu muc

Cap nhat thiét 1ap cho ché dd ngoai van phang
MNgudn cip nhat Purgc chi dinh bdi ngudi diing Thiét 1ap

Taixudng cac ban cap nhat cda ma-dun (ng dung
() Cai dit cac ban cdp nhit quan trong va duge phé duyét
(®) Chi cai @3t cac ban cip nhat duge phé duyét

[ sao chép cac ban cdp nhit vao thu muc

Chi ¢d thé quy dinh thiét Iip mady chi proxy trong chinh sach ciia Kaspersky Endpoint
Security.
(i) Ban ¢é thé xdc nhan théng tin cip nhit trong thanh phin “Cip nhit phin mém",

<Ok> <Cancel> <[IPHMMEHMTE >

Thiét lap tac vu Cap nhat co s& dir liéu va mo-dun irng dung
5. Trong muc Cap nhat thiét 1ap cho ché do ngoai van phong, hdy nhan nut Thiét lap.

6. Cau hinh nguén cdp nhat. Nguén cap nhat c6 thé 1a cdc may chd cap nhat Kaspersky, cac may chd
FTP va HTTP khac, cac thu muc cuc bg, hoac thu muc mang.

7. Luu cac thay d6i cta ban.

~

Céach cau hinh thiét 1ap cap nhat cho ché d6 di ddng_trong Bang diéu khién web va Bang diéu khién

dam may @
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1. Trong clra s6 chinh ctia Bang diéu khién web, hay chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao tac vu Update clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé dugc mé ra.

Tac vu Update dugc tao tu dong bdi trinh hudng dan s&r dung nhanh May chi quan tri. D& tao tac
vu Update, hay cai dat Tién ich quan ly cla Kaspersky Endpoint Security cho Windows khi dang
chay Trinh hudéng dan.

3. Chon thé Application settings . Mobile mode.

4. Cau hinh nguén cap nhat. Nguén cap nhat c6 thé la cadc mdy chl cap nhat Kaspersky, cac may chu
FTP va HTTP khac, cac thu muc cuc b, hoac thu muc mang.

5. Luu cac thay déi cda ban.

Két qua la, cac co sé& dit liéu va md-dun rng dung sé dugc cap nhat trén may tinh clia ngudi dung khi
ching dugc chuyén sang ché do di dong.

Bat dau va dirng mot tac vu cap nhat

Bat ké ché do chay tac vu cap nhat dugc chon, ban déu c6 thé bat dau hoac dirng mét tac vu cap nhat
Kaspersky Endpoint Security bat ci ltc nao.

Pé bat dau hodc dimg mot tac vu cdp nhat:
1. Trong ctra s6 chinh cta ng dung, hdy vao muc Cap nhat.

2. Trong 6 Cap nhat co s& dir lieu va mé-dun rng dung, hdy nhan nit Cap nhat néu ban muon bat
dau tac vu cap nhat.

Kaspersky Endpoint Security sé& tién hanh cap nhat cdc mé-dun &rng dung va ca s& dit liéu. Ung dung

sé& hién thi tién dé tac vy, dung lugng cla cac tap tin dugc tai xuéng va nguén cap nhat. Ban cé thé
dirng tac vu bat ky IGc nao bang cach nhan nit Ngirng cap nhat.

DEé bat dau hodc ding mét tac vu cdp nhat khi giao dién tng dung don gidn héa duoc hién thi:

1. Nhan phai chuét d& goi menu ngit cdnh cla bi€u tugng ng dung trong khu vuc théng bao trén
thanh tac vu.

2. Trong danh sach tha xuéng Tac vu ctia menu ngtt canh, thyuc hién mét trong cac thao tac sau:
e chon mot tac vu cap nhat dang khéng chay dé bat dau né
e chon mot tac vu cap nhat dang chay dé dirng né

e chon mot tac vu cap nhat dang dugc tam ngung dé khoéi phuc hoac khéi dong lai néd
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Bat dau mot tac vu cap nhat theo quyén clla mot tai khoan nguoi
dung khac

Theo mac dinh, tac vu cap nhat clia Kaspersky Endpoint Security sé dugc bat dau theo tai khoan nguoi
dung hién tai ma ban da dung dé dang nhap vao hé diéu hanh. Tuy nhién, Kaspersky Endpoint Security
c6 thé dugc cap nhat tr mét ngudn cdp nhat ma ngudi dung khong thé truy cap do thi€u quyén can
thiét (vi dy, tr mét thu muc dugc chia sé cé chira mot goéi cap nhat) hodac mot nguén cap nhat khéng
dugc cdu hinh may chd proxy. Trong thiét 1ap ing dung, ban c6 thé chi dinh mdt ngudi dung c6 cac
quyén d6 va khai chay tac vu cap nhat Kaspersky Endpoint Security theo tai khoan ngudi dung dé.

DE bat ddu mot tac vu cap nhdt theo mot tai khodn nguoi dung khac:

Ban khong thé cau hinh tac vu nhém Cap nhét co s dix liéu va mé-dun g dung trong giao dién
(rng dung. Chi mot tac vu cap nhat cuc bo la Cap nhat co' so di liéu va mé-dun trng dung kha dung
vGi ngudi dung. Néu tac vu Cap nhat co' sé dir liéu va mé-dun g dung khdong dugc hién thi, diéu
d6 c6 nghia la quan trj vién da cdm s dung_cac tac vu cuc bé trong_chinh sach.

1. Trong ctra s6 chinh cta ng dung, hdy vao muc Cap nhat.

Kaspersky Cap nhat

Cép nhat co sd dif lidu va md-dun Ung dung

inhat: Chua bao giti chay

Chay cdp nhat

Khéi phuc ca s& dii liéu vé phién ban trudc day

it Chua bao gid chay

Hoan tac

2. Thao tac nay sé md& ra danh sach tac vy; hdy chon tac vu Cap nhdt co' sé di liéu va mé-dun tng dung
va nhan vao g.

Clra s6 thudc tinh tac vu s& dugc md ra.

3. Nhan vao Chay cap nhat co s& dir liéu véi quyén nguai dung.
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4. Trong ctra s6 md& ra, hdy chon Ngu@i dung khac.

5. Nhap thong tin dang nhap tai khodn clia ngudi dung vai cac quyén can thiét dé truy cap nguon cap
nhat.

6. Luu cac thay déi cda ban.

Chon ché d6 chay tac vu cap nhat

Né&u khéng thé chay tac vu cap nhat vi bat cir ly do gi (vi du, may tinh dang tat tai thoi diém do), ban co6
thé thiét |ap tac vu bi bd qua dugc tu déng chay lai ngay khi c6 thé.

Ban c6 thé hodn viéc khdi dong tac vu cdp nhat sau khi (rng dung khdi dong néu chon ché dé chay tac vu
cap nhat Theo lich, va néu thai gian bat dau cda Kaspersky Endpoint Security khdp véi lich khéi ddng tac
vu cdp nhat. Tac vu cap nhat chi cé thé dugc chay sau khodng thai gian dugc quy dinh tir IGc khdi déng
Kaspersky Endpoint Security.

Dé chon ché dé chay tac vu cap nhét:

Ban khong thé cau hinh tac vu nhom Cap nhét co s dir liéu va mé-dun ting dung trong giao dién
(rng dung. Chi mot tac vu cap nhat cuc bo la Cap nhat co' so di liéu va mé-dun ting dung kha dung
vGi ngudi dung. Néu tac vu Cap nhat co' sé dir liéu va mé-dun g dung khdong dugc hién thi, diéu

Cap nhat

Cép nhat co s4 dif ligu va mé-dun Ung dung

inh&t: Chua bao giét chay
Th g

Chay cép nhat

Khéi phuc co s& dii liéu vé phién ban truéde day

5t Chua bao gid chay

Hoan tac
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2. Thao tac nay sé mé& ra danh sach tac vy; hdy chon tac vu Cap nhat co sé di liéu va mé-dun tng dung
va nhan vao g.

Clra s6 thudc tinh tac vu sé dugc md ra.
3. Nhan vao Ché d6 chay.
4. Trong ctra s6 md& ra, hdy chon ché do chay tac vu cap nhat:

e NEu ban mudn Kaspersky Endpoint Security chay tac vu cap nhat tuy thuéc vao viéc liéu c6 mét goi
cap nhat tai ngudn cap nhat hay khéng, hady chon Tu ddng. Tan suat kiém tra goi cap nhat cla
Kaspersky Endpoint Security sé tang lén trong cac ky bung phat virus va giam vao cac thai gian
khac.

e NEu ban mudn khéi déng thi céng mot tac vu cap nhat, chon Thi céng.

e NEu ban mudn cau hinh mét lich chay tac vu cap nhat, hdy chon cac tuy chon khac. Cau hinh thiét
lap ndng cao dé bat dau tac vu cap nhat:

e Trong truong Tri hodn chay sau khi (rng dung khéi dong N phut, hay chi dinh khoang thai
gian ban muén tam hoan khéi chay tac vu cap nhat sau khi khéi déng Kaspersky Endpoint
Security.

e Chon Chay quét theo lich vao ngay hom sau néu may tinh dugc tat néu ban mudn
Kaspersky Endpoint Security chay cac tac vu cap nhat bi bd 1& ngay khi c6 co hoi dau tién. Khi
(rng dung c6 ca hdi thuc thi cac tac vu bi bd 18, 'ng dung sé chay cac tac vu mot cach ngau
nhién trong mét khodng thoi gian nhat dinh dé phan phai tai trén may tinh.

5. Luu cac thay d6i ctia ban.

B6 sung mot ngudn cap nhat

Ngudbn cap nhédt1a mot tai nguyén chira cac ban cap nhat co s& dir liéu va mo-dun irng dung culia
Kaspersky Endpoint Security.

Nguoén cap nhat bao gom may chd Kaspersky Security Center va Kaspersky, mayy chd cap nhat cla
Kaspersky va cac thu muc cuc bd hoac thu muc mang.

Danh sach mac dinh cac nguén cap nhat bao gém mday chdi cap nhat clia Kaspersky Security Center va
Kaspersky. Ban c6 thé thém cac ngudn cap nhat khac vao danh sach. Ban cé thé quy dinh cac may chd
HTTP/FTP va cac thu muc dugc chia sé lam nguén cap nhat.

Kaspersky Endpoint Security khéng hé trg cac ban cap nhat tir may chd HTTPS, trir khi chiing 1a cac
may chu cap nhat cla Kaspersky.

NEu nhiéu tai nguyén cing dugc chon lam ngudn cap nhat, Kaspersky Endpoint Security sé c6 gang két
n6i dén tirng tai nguyén mét, bat dau tir ddu danh sach va thuc hién tac vu cdp nhat bang cach truy hoi
g6i cap nhat tr nguon kha dung dau tién.

Theo mac dinh, Kaspersky Endpoint Security s&r dung may chui Kaspersky Security Center lam nguon cap
nhat dau tién. biéu nay giup tiét kiém luu lugng khi cap nhat. Néu mot chinh sach khéng dugc ap dung
cho may tinh, cdc mdy chd clia Kaspersky sé dugc chon lam nguén cap nhat dau tién trong thiét 1ap cla
tac vu cuc bd Cap nhét co's& dix liéu va mé-dun tng dung vi ing dung cé thé khéng cé quyén truy cap
vao may cha Kaspersky Security Center.
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Néu (rng dung dang chay trong Ché d6 Light Agent thi mot thu muc trén SVM sé dugc chon lam
nguén cap nhat.

Cach thém nguén cap nhat trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
Trong cay bang diéu khién, hdy chon Tasks.

2. Nhan vao tac vu Cap nhat co sé& dir liéu va mo-dun rng dung clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé dugc mé ra.

Tac vu Cap nht co s& dir liéu va mé-dun tng dung dugc tao tu ddng bédi trinh hudng dan sir
dung nhanh May chd quan tri. D€ tao tac vu Cap nhdt co' s dir liéu va md-dun tng dung, hay cai
dat Tién ich quan ly cia Kaspersky Endpoint Security cho Windows khi dang chay Trinh huéng
dan.

3. Trong ctra s6 thudc tinh tac vy, hdy chon muc Settings.

8" <Property sheet caption=

<Kateropnm> Thiét lap

General Thiét 13p cap nhat co s& dif lidu va mé-dun cia dng dung
Thigt Iap (@ Knéng dp dung néu (ng dung dang dugc s dung & ché dé Light
Thiét lap cap nhat vdi ché dd ndi bé
MNgudn cap nhat: Theo mac dinh
Taixudng cac ban cap nhat cda ma-dun (ng dung
() Cai dit cac ban cdp nhit quan trong va duge phé duyét
(®) Chi cai @it cac ban cap nhat duoc phé duyét

[ sao chép cic ban cip nhit vio thu muc

Cap nhat thiét 13p cho ché d6 ngodi win phong
Nguén cip nhat Burgc chi dinh bdi ngudi diing Thiét lap

Taixudng cic ban cap nhat cda ma-dun (ng dung
() Cai dit cac ban cdp nhit quan trong va duge phé duyét
(®) Chi cai dit cac ban cap nhat dugc phé duyét

[] sao chép cac ban cdp nhit vao thu muc

Chi ¢6 thé quy dinh thiét Iip may chi proxy trong chinh sach cia Kaspersky Endpoint
Security.
(i) Ban cd thé xdc nhan théng tin cdp nhat trong thanh phin “Cap nhit phin mém",

<0k <Cancel> <[IpHMEHMTE =

Thiét Iap tac vu Cap nhat co s& dir liéu va mé-dun rng dung

4. Trong muc Thiét 1ap cap nhat vé&i ché do ndi bg, hdy nhan nut Thiét lap.
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Céap nhéat ca sd dif liéu va mé-dun ing dung

Nguidn cap nhat

+ Thém P chinhsia X xéa § Lin & wudnc
Kaspersky Security Center
[] céc may chii cip nhat cia Kaspersky

(® Ty déng phat hién
() Lua chon tir danh sach:

Afghanistan

oK badng

Nguoén cap nhat
5. Trong danh sach cac nguon cap nhat, nhan nat Thém.
6. Trong trudng Ngudn cap nhat, hay chi dinh dia chi cia mdy chti FTP hodc HTTP, thu muc mang

hodc thu muc trén may chira goi capp nhat.
Pinh dang dudng dan sau cé thé dugc sir dung dé lam nguén cap nhat:

e DGi v&i m6t may chu FTP hoac HTTP, nhap dia chi web hodc dia chi IP cta né.
Viduy, http://dnl-01.geo.kaspersky.com/ hoac 93.191.13.103.

Da6i vai may chti FTP, ban cé thé quy dinh thiét 1ap xac thuc trong dia chi, theo dinh dang sau:
ftp://<user name>:<password>@<node>:<port>.

e DGi véi thuy muc mang, hdy nhap dudng dan UNC.
Vidu: \\Server\Share\Update distribution.

e DGi véi thu muc ndi b, hdy nhap dudng dan day da dén thu muc do.

Vidu: C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

Ban c6 thé loai trir nguon cap nhat ma khéng can x6a n6 khoi danh sach nguén cap nhat. Bé thuc
hién, hdy bd chon hop kiém bén canh d6i tugng.

7. Nhan vao OK.

8. Cau hinh cac uu tién cdia ngudn cap nhat bang cach sir dung nat Lén va Xudng.

Néu khong thé thuc hién mot ban cap nhat tir nguon cap nhat dau tién, Kaspersky Endpoint
Security sé& ty ddng chuyén sang nguon tiép theo.

9. Néu can, hdy thém ngudn cap nhat cho ché d6 di déng. Ché dé di ddng la ché dé hoat dong cla
Kaspersky Endpoint Security khi mdt may tinh r&i khdi mang cda t6 chirc (mdy tinh ngoai tuyén).

10. Luu cac thay déi cda ban.

Cach thém nguén cap nhat trong Bang diéu khién web va Bang diéu khién dam may @
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1. Trong ctra s6 chinh cta Bang diéu khién web, hdy chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhan vao tac vu Update clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé dugc mé ra.

Tac vu Update dugc tao tu dong bdi trinh hudng dan s&r dung nhanh May chi quan tri. D& tao tac
vu Update, hay cai dat Tién ich quan ly ctia Kaspersky Endpoint Security cho Windows khi dang
chay Trinh hudéng dan.

3. Chon thé Application settings - Local mode.

General Results Settings Application settings  Schedule  Revision history

Local mode Meobile mode

Update sources

+ Add
Update source Status
Kaspersky Security Center @D Enabled
Kaspersky update servers Disabled

/A Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows policy.

Update settings

Software updates list [

Install approved application module updates

Automatically install critical application medule updates

Copy updates to folder

4. Trong danh sach cac nguén cap nhat, nhan nat Add.

5. Trong cra s6 md ra, hay chi dinh dia chi cia may ch FTP hodc HTTP, thu muc mang hodac thu
muc trén may chra géi capp nhat.
Pinh dang dudng dan sau cé thé dugc sir dung dé lam nguén cap nhat:

e DGi véi mot mdy chd FTP hodc HTTP, nhap dia chi web hodc dia chi IP cta né.
Vidu, http://dnl-01.geo.kaspersky.com/ hodac 93.191.13.103.

Da6i vai may chu FTP, ban cé thé quy dinh thiét 1ap xac thuc trong dia chi, theo dinh dang sau:
ftp://<user name>:<password>@<node>:<port>.
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e DGi véi thuy muc mang, hdy nhap dudng dan UNC.
Vi du: \\Server\Share\Update distribution.

e DGi véi thu muc ndi bd, hdy nhap dudng dan day dd dén thu muc do.

Vidu: C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

Ban c6 thé loai trir ngudn cap nhat ma khéng can xéa n6 khéi danh sach nguén cap nhat. Bé thuc
hién, hay gat cong tac bat/tat bén canh sang vi tri tat.

6. Nhan vao OK.

7. Cau hinh cac uu tién cia nguon cap nhat bang cach st dung nut Up va Down.

NE&u khdng thé thuc hién mot ban cap nhat tir nguon cap nhat dau tién, Kaspersky Endpoint
Security sé& ty ddng chuyén sang nguon tiép theo.

8. Néu can, hdy thém ngudn cap nhat cho ché d6 di déng. Ché do di ddng la ché d6 hoat dong cla
Kaspersky Endpoint Security khi mot may tinh r&i khdi mang cda t6 chirc (mdy tinh ngoai tuyén).

9. Luu cac thay déi cda ban.

Cach thém ngudn cap nhat vao giao dién rng dung
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Ban khong thé cau hinh tac vu nhém Cap nhét co' sé dir liéu va mé-dun tng dung trong giao
dién rng dung. Chi mét tac vu cap nhat cuc bo la Cap nhdt co sé di liéu va mé-dun ing dung
kha dung véi ngudi dung. Néu tac vu Cap nhét co' s dir liéu va mé-dun ung dung khdng dugc
hién thj, diéu d6 c6 nghia la quan trj vién da cdm str dung_cac tac vu cuc bo trong chinh séch.

1. Trong ctra s6 chinh cta ng dung, hdy vao muc Cap nhat.

Kaspersky Cap nhat

Cap nhat co sd dif lidu va mo-dun Gng dung

di nhat: Chua bao gié chay

Chay cép nhat

Khaéi phuc co sé dii liéu vé phién ban trudc day

it Chua bao gié chay

Hoan tac

2. Thao tac nay sé md ra danh sach tac vy; hdy chon tac vu Cap nhat co sé dix liéu va mé-dun ung
dungva nhan vao .
Clra s6 thudc tinh tac vu sé dugc mé ra.

3. Nhan vao Chon nguén cap nhat.

4. Trong clra sé ma& ra, hdy nhan nat Thém.
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Kaspersky < Thiétlap cap nhat
Nguén cap nhat

Giam sat

| -+ Thém | 4 Xudng Q

Ngudn Trang thai
Céac may chii cip nhat cia Kaspersky @® Dbibat

Kaspersky Security Center @@ psbat

Huy bo

5. Trong clra s6 md ra, hay chi dinh dia chi cia may chd FTP hodc HTTP, thu muc mang hoac thu
muc trén may chira géi capp nhat.

Pinh dang dudng dan sau cé thé dugc sir dung dé lam nguén cap nhat:

e DOGi v&i m6t may chu FTP hoac HTTP, nhap dia chi web hodc dia chi IP cta né.
Viduy, http://dnl-01.geo.kaspersky.com/ hoac 93.191.13.103.

Da6i vi may cht FTP, ban cé thé quy dinh thiét 1ap xac thuc trong dia chi, theo dinh dang sau:
ftp://<user name>:<password>@<node>:<port>.

e DGi véi thuy muc mang, hdy nhap dudng dan UNC.
Vi du: \\Server\Share\Update distribution.

e DGi véi thu muc ndi bd, hdy nhap dudng dan day da dén thu muc do.

Vi du: C:\Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

6. Nhan vao Lua chon.
7. Cau hinh cac uu tién clia nguén cép nhat bang cach st dung nit Lén va Xudng.

8. Luu cac thay d6i clia ban.

Cap nhat mé-dun U'ng dung
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Cac ban cap nhat md-dun rng dung sé stra 16i, ndng cao hiéu nang va thém cac tinh ndng mai. Khi c6
ban cap nhat moé-dun ing dung mdi, ban can xac nhan viéc cai dat ban cap nhat. Ban cé thé xac nhan
viéc cai dat ban cap nhat moé-dun rng dung trong giao dién (rng dung hodc trong Kaspersky Security
Center. Bt c(r khi nao c6 ban cap nhat, irng dung sé& hién thi thong béo trong clra s6 chinh cla
Kaspersky Endpoint Security: z. Néu cac ban cap nhat mé-dun irng dung yéu cau viéc xem lai va chap
nhan cac diéu khodn clia Thda thuan gidy phép ngudi dung cudi, i'ng dung sé chi cai dat cac ban cap
nhat sau khi cac diéu khodn cdia Thoéa thuan gidy phép ngudi dung cudi d& dugc chap nhan.

Sau khi cai dat ban cap nhat &rng dung, ban c6 thé dugc yéu cau khai déng lai may tinh.

Cach cdu hinh cap nhat mé-dun (rng dung trong Bang diéu khién quan tri (MMC)®
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1. M& Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cdy bang diéu khién, hdy chon Tasks.

3. Nhan vao tac vu Cap nhat co s& dir liéu va mo-dun rng dung clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé& dugc md ra.

Tac vu Cap nhét co s& dir liéu va mé-dun tng dung dugc tao tu déng bédi trinh hudng dan sir
dung nhanh May chii quan tri. D& tao tac vu C4p nhdt co sé dit liéu va mé-dun tng dung, hay cai
dat Tién ich quan ly clia Kaspersky Endpoint Security cho Windows khi dang chay Trinh huéng
dan.

4. Trong clra s6 thudc tinh tac vu, hdy chon muc Settings.

8" <Property sheet caption=

<Kateropum> Thiét lap

G | s ra = s e e L P
Enera Thiét 13p cdp nhat co 56 dif liéu va mé-dun cia 'ng dung
Thigt 13p @ Khéing ap dung néu (ng dung dang duat sif dung & ché @8 Light Agent
Thiét lap cap nhat vdi ché dd ndi bd
MNgudn cdp nhat: Theo mac dinh i Thiet 1ap
Taixudng cac ban cap nhat cia ma-dun (ng dung
() Cai dit cac ban cdp nhit quan trong va dugc phé duyét
(@) Chi cai dat cac ban cap nhat dugc phé duyét

[ sao chép cac ban cip nhit vao thu muc

Cap nhat thiét 1ap cho ché dd ngoai van phang
MNgudn cip nhat Purgc chi dinh bdi ngudi diing Thiét 1ap

Taixudng cac ban cap nhat cda ma-dun (ng dung
() Cai dit cac ban cdp nhit quan trong va duge phé duyét
(®) Chi cai @3t cac ban cip nhat duge phé duyét

[ sao chép cac ban cdp nhit vao thu muc

Chi ¢d thé quy dinh thiét Iip mady chi proxy trong chinh sach ciia Kaspersky Endpoint
Security.

(i) Ban ¢é thé xdc nhan théng tin cip nhit trong thanh phin “Cip nhit phin mém",

<Ok> <Cancel> <[IPHMMEHMTE >

Thiét l1ap tac vu Cap nhat co s& dir liéu va mo-dun irng dung

5. Trong muc Thiét 1ap cap nhat vé&i ché d6 ndi bd, hdy chon hép kiém Tai xudng cac ban cap
nhat cila mé-dun rng dung.
Né&u ban mudn ngan viéc tai xudng cac ban cdp nhat mo-dun rng dung thi hay xéa hop kiém Tai
xudng cac ban cap nhat ciia md-dun rng dung va cdm ngudi dung str dung_cac tac vu cuc bo.

6. Chon cac ban cap nhat moé-dun &rng dung ma ban muén cai dat.

e Cai dat cac ban cap nhat quan trong va dugc phé duyét. Néu tuy chon nay dugc lua chon,
khi c6 cac ban cap nhat mo-dun &rng dung, Kaspersky Endpoint Security sé ty dong cai dat cac
ban cap nhat thiét yéu, va chi cai dat tat ca cac ban cap nhat mé-dun tng dung khac sau khi
ching da dugc phé duyét cuc bé thong qua giao dién irng dung hoac qua Kaspersky Security
Center.
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e Chi cai dat cac ban cap nhat dugc phé duyét. Néu tuy chon nay dugc lua chon, khi cé cac
ban cap nhat mé-dun irng dung, Kaspersky Endpoint Security sé chi cai dat chiing sau khi
chung da dugc phé duyét cuc bé thong qua giao dién irng dung hoac qua Kaspersky Security
Center. Tuy chon nay dugc chon mdc dinh.

7. Néu can, hdy cau hinh cap nhat mé-dun &*ng_ dung_cho ché d6 di dong. Ché dé di djng la ché dd
hoat déng clia Kaspersky Endpoint Security khi mdt may tinh r&i khdi mang cda t6 chirc (mdy tinh
ngoai tuyén).

8. Luu cac thay d6i clia ban.

Céach cau hinh cip nhat mé-dun rng dung trong Badng diéu khié€n web va Bang diéu khién ddm may®
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1. Trong ctra s6 chinh cta Bang diéu khién web, hdy chon Assets (Devices) - Tasks.
Danh sach tac vu sé ma.

2. Nhén vao tac vu Cap nhat co s& dir liéu va mo-dun irng dung clia Kaspersky Endpoint Security.
Clra s6 thudc tinh tac vu sé dugc mé ra.

Tac vu Cap nht co s& dir liéu va mé-dun tng dung dugc tao tu ddng bédi trinh hudng dan sir
dung nhanh May chd quan tri. D€ tao tac vu Cap nhdt co' s dir liéu va md-dun tng dung, hay cai
dat Tién ich quan ly cla Kaspersky Endpoint Security cho Windows khi dang chay Trinh huéng
dan.

3. Chon thé Application settings - Local mode.

General Results Settings Application settings  Schedule  Revision history

Local mode Meobile mode

Update sources

+ Add

Update source Status

Kaspersky Security Center @ Enzbled

Kaspersky update servers Disabled

A\ Proxy server settings can only be specified in the Kaspersky Endpoint Security for Windows policy.

Update settings

Software updates list [

@ Install approved application module updates

Automatically install critical application medule updates

Copy updates to folder

4. Trong muc Update settings, hdy chon cac ban cap nhat moé-dun ing dung ma ban mudn cai dat:

¢ Install approved application module updates. Néu tuy chon nay dugc lua chon, khi c6 cac
ban cap nhat mé-dun irng dung, Kaspersky Endpoint Security sé chi cai dat chiing sau khi
chung da dugc phé duyét cuc bé théng qua giao dién i'ng dung hoac qua Kaspersky Security
Center. Tuy chon nay dugc chon mdc dinh.

e Automatically install critical application module updates. Néu tuy chon nay dugc lya chon,

khi cé cac ban cap nhat mo-dun rng dung, Kaspersky Endpoint Security sé tu déng cai dat cac
ban cap nhat thiét yéu, va chi cai dat tat ca cac ban cap nhat mé-dun irng dung khac sau khi
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ching da dugc phé duyét cuc bd théng qua giao dién irng dung hoac qua Kaspersky Security
Center.

NEu ban mudn ngan viéc tai xuéng cac ban cap nhat mo-dun ng dung, hay x6a hop kiém Install
approved application module updates va Automatically install critical application module
updates va cdm ngudi dung_str dung_cac tac vu cuc bé.

5. Néu can, hdy cdu hinh cap nhat mé-dun &*ng dung_cho ché d6 di déng. Ché dé di déng la ché do
hoat déng clia Kaspersky Endpoint Security khi mot may tinh r&i khdi mang cda t6 chirc (mdy tinh
ngoai tuyén).

6. Luu cac thay déi ctia ban.

Cach cau hinh cap nhat mé-dun &rng dung_trong_giao dién rng dung

248


javascript:toggleBlock('276769')

Ban khong thé cau hinh tac vu nhém Cap nhét co' sé dir liéu va mé-dun g dung trong giao
dién rng dung. Chi mét tac vu cap nhat cuc bo la Cap nhdt co sé di liéu va mé-dun ing dung
kha dung véi ngudi dung. Néu tac vu Cap nhét co' s dir liéu va mé-dun ung dung khdng dugc
hién thj, diéu d6 c6 nghia la quan trj vién da cdm str dung_cac tac vu cuc bo trong chinh séch.

1. Trong ctra s6 chinh cta ng dung, hdy vao muc Cap nhat.

Kaspersky Cap nhat

Cap nhat co sd dif lidu va mo-dun Gng dung

1di nhat: Chua bao gié chay

Chay cép nhat

Khaéi phuc co sé dii liéu vé phién ban trudc day

5t Chua bao gid chay

Hoan tac

Server Name

2. Thao tac nay sé mé& ra danh sach tac vy; hay chon tac vu Cap nhét co' sé dir liéu va mé-dun ung
dung va nhan vao g-.

Clra s6 thudc tinh tac vu sé dugc mé ra.

3. Trong muc Tai xuéng va cai dat cac ban cdp nhat cia mé-dun irng dung, hdy chon hép kiém
Tai xuéng cac ban cap nhat ciia moé-dun rng dung.

4. Chon cac ban cap nhat mé-dun rng dung ma ban mudn cai dat.

e Cai dat cac ban cap nhat quan trong va duoc phé duyét. Néu tuy chon nay dugc lya chon,
khi cé cac ban cap nhat mo-dun rng dung, Kaspersky Endpoint Security sé tu déng cai dat cac
ban cap nhat thiét yéu, va chi cai dat tat ca cac ban cap nhat mé-dun irng dung khac sau khi
chung da dugc phé duyét cuc bé théng qua giao dién i'ng dung hodc qua Kaspersky Security
Center.

e Chi cai dat cac ban cap nhat duogc phé duyét. Néu tuy chon nay dugc lua chon, khi cé cac
ban cap nhat mé-dun irng dung, Kaspersky Endpoint Security sé chi cai dat chiing sau khi
chung da dugc phé duyét cuc bé théng qua giao dién irng dung hoac qua Kaspersky Security
Center. Tuy chon nay dugc chon mac dinh.
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5. Luu cac thay déi cda ban.

S&r dung modt may chul proxy dé cap nhat

Ban c6 thé dugc yéu cau quy dinh cac thiét |ap may chi proxy dé tai vé cac ban cap nhat co s& dit liéu va
mo&-dun ng dung tr nguén cap nhat. Cé nhiéu nguén cap nhat khac nhau, thiét Ilap may chid proxy sé
dugc ap dung cho tat ca cac ngudn. NEu mét s6 nguon cap nhat khdng can may chi proxy, ban cé thé
tat viéc s&r dung may chu proxy trong thuéc tinh chinh sach. Kaspersky Endpoint Security cling sé st
dung may chl proxy dé truy cap Kaspersky Security Network va may chu kich hoat.

DE& cdu hinh mét két néi dén cdc ngudn cdp nhat théng qua mot mdy chi proxy:

1. Trong ctra s6 chinh cta Bang diéu khién web, nhan vao .

Clra s6 thudc tinh May chd quan tri sé dugc ma ra.
2. Vao muc Configuring internet access.
3. Chon hop kiém Use proxy server.

4. Cau hinh cac thiét 1ap két ndi cila may chi proxy: dia chi may chd proxy, cdng va thiét [ap xac thuc
(tén ngudi dung va mat khau).

5. Luu cac thay d6i ctia ban.
PE tat viéc st dung mdy chu proxy cho mét nhém quan tri cu thé:
1. Trong ctra so6 chinh cta Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhén vao tén ctia chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé dugc mé ra.

3. Chon thé Application settings.

4. Vao Thiét 1ap téng quat - Thiét Iap mang.
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Network settings

Some known websites use a new root certificate now. We believe connections with these websites are secure. Here you can add this certificate tothe listof & Enforce @D
trusted certificates or delete it

Manage trusted root certificates

Proxy server 4 Enforce @D

The proxy server is not used in Light Agent mode when connecting to the Integration Server, SVMs and KSN servers.

Proxy server settings
Do not use proxy server
@ Use OS proxy server settings

Use specified proxy server settings

80

@ Bypass proxy serverfor local addresses

Not applicable if the application is being used in Light Agent mode. [

Monitored ports 4 Enforce @D

Monitor all network ports

® Monitor selected network ports only

39 ports selected

@ Monitor all ports for specified applications

0 applications selected

Monitor all ports for the applications from the list recommended by Kaspersky M

Thiét 1ap mang clia Kaspersky Endpoint Security cho Windows.

5. Trong muc Proxy server settings, hdy chon Bypass proxy server for local addresses.
6. Luu cac thay d6i cGia ban.
D€ cau hinh thiét Iap mdy chi proxy trong giao dién g dung:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap irng dung, hay chon Thiét 1ap téng quat - Thiét Iap mang.
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Kaspersky < Giam sat
Thiét |18p mang

Gidm sét Truy cdp métt&n mign bang ching chi khéng duge tin tudng:

Cho phép v

C&u hinh dia chi dudc tin tudng
C&u hinh ing dung dugc tin tudng
Chin céc k&t ndi SSL 2.0
Giao thifc SSL 2.0 c6 I8 anh hudng d&n bao mat truyén dif lidu.
Chén cédc k&t ndi SSL 3.0
Giao thitc SSL 3.0 c6 cac nhugc digm anh hudng dén d6 bao mat truyén dif ligu.

Chan cdc k&t ndi TLS 1.0
Giao thitc TLS 1.0 ¢4 céc nhude diém anh hudng dén A5 bao mét khi truyén dif ligu.

Gidi m& k&t ndi m& hoa vdi cdc website sir dung chimng chi EV

NEu ban [Bn d3u ma mbtwebsite vai chimg chi EV, mat k&t ndi ma hoa s& duoc giai ma bat k& ligu hdp kiém nay co dugc
chon hay khéng.

May chu proxy
Né&u ban k&t ndi vdi Internet bing mét may chd proxy, vui long chi dinh thigt I&p két ndi may chl proxy.

ip may chd proxy

3. Trong muc May chu proxy, hdy nhan lién két Thiét Iap may chi proxy.

Kaspersky < Gidm sét
Endpoint Security Thist 13

Giam sat May chu proxy

Bao mat Khéng sir dung may chi proxy

Str dung thigt I&p mdy chi proxy cta hé digu hanh
Cap nhat
Str dung thiét I&p méy chu proxy dudc chi dinh

Tac vu Dia chi: Céng:

proxy.avp.ru 80
Gidy phép
Thiét 1dp xac thuc may chi proxy

Tén ngudi ding va mat khdu v 5 Kaspersky

Tén ngudi dung: Mat khau:
KL\User

i cai dat ching chi Kaspersky.
S Bo qua may chil proxy d&i vdi céc dia chi cuc bd
Server Name

May chii dude két ndi
15/12/202419:02 R
Fhién ban: | Huy bé |
12.0 —

Mbt 58 website d biét hién dang st dung ching chi g&c mdi. Chung t8i tin réng céc k&t ndi véi céc website




4. Trong ctra s6 mé& ra, hdy chon mot trong cac tly chon sau dé xac dinh dia chi cGia may chd proxy:

e Sir dung thiét 1ap may chu proxy ctia hé diéu hanh.
Tuy chon nay dugc chon mac dinh. Kaspersky Endpoint Security str dung thiét 1ap mdy chu proxy
dugc xac dinh trong thiét |ap hé diéu hanh.

e Str dung thiét 1ap may chu proxy duoc chi dinh.
NEu ban da chon tuy chon nay, hay cau hinh thiét 1ap dé két néi véi may chid proxy: dia chi va cong
may chu proxy.

5. Chon cach ban mudén ng dung xac thuc trén mdy chi proxy. Theo mac dinh, irng dung str dung xac
thuc NTLM tén mién clia ngudi dung hién tai.

6. Néu ban muén tat sir dung may chd proxy khi cap nhat co s& dir liéu va moé-dun (rng dung tir thu muc
duagc chia sé, hdy chon hdp kiém Bé qua may chl proxy déi véi cac dia chi cuc bd.

7. Luu cac thay déi cda ban.
K&t qua la Kaspersky Endpoint Security s& sir dung may chd proxy dé tai xuéng mé-dun &rng dung va
cac ban cap nhat co sé& dir liéu. Kaspersky Endpoint Security cling s& sir dung may chd proxy dé truy
cap may chu KSN va may chu kich hoat cia Kaspersky. Néu can phai xac thuc trén may chd proxy

nhung théng tin dang nhap tai khoan ngudi dung khéng dugc cung cap hoac khdng chinh xac,
Kaspersky Endpoint Security s& nhac ban nhép tén ngudi dung va mat khau.

Lan hoan tac ban cap nhat gan nhat

Sau khi co s& dir liéu va cdc mo-dun (rng dung dugc cap nhat lan dau tién, chirc nang khoi phuc lai co s@
dit liéu va cdc mé-dun irng dung vé phién ban trudc d6 sé co6 thé dugce str dung.

Mbi khi ngudi dung bat dau ti€n trinh cap nhat, Kaspersky Endpoint Security sé& tao mét ban sao luu clia
cac co s@ dit liéu va mé-dun irng dung hién tai. Diéu nay cho phép ban khéi phuc lai co s& dit liéu va cac
mo6-dun Ung dung vé phién ban trudc doé khi can thiét. Tinh nang khdi phuc lai ban cap nhat trudc la rat

hiru ich, chang han nhu khi phién ban co s& dir liéu méi chira mét ma nhan dién khéng hgp 1€ khién
Kaspersky Endpoint Security chan mdt irng dung an toan.

Kaspersky Endpoint Security & ché do Light Agent khéng ho trg tac vu Hoan tac ban cap nhat.

Dé khoi phuc lai ban cap nhat gan nhat:

1. Trong clra s6 chinh cda ing dung, hdy vao muc Cap nhat.
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Kaspersky Cap nhat

Cép nhat co 54 dif ligu va mé-dun Ung dung

mdi nhat: Chua bao gid chay
Lich: Tha ebng

Chay cap nhat
Cap nhat

&

Khéi phuc cd sd dii liéu vé phién ban trudc day

ndi nhat: Chua bao gid chay

Hoan tac

2. Trong 6 Khdi phuc co s& dir liéu vé phién ban trudc day, hdy nhan nit Hoan tac.
Kaspersky Endpoint Security s& bt dau khoi phuc vé ban cap nhat co s& dit liéu gan day nhat. Ung

dung sé hién thi tién dé khoi phuc, dung lugng cla cac tap tin dugc tai xuéng va nguoén cap nhat. Ban
c6 thé dirng tac vu bat ky IGic nao bang cach nhan nat Ngirng cap nhat.

DE bat ddu hodc dirng mét tac vu hoan tac khi giao dién tng dung don gidn héa duoc hién thi:

1. Nhan phai chuét dé goi menu ngir cadnh cda biéu tugng rng dung trong khu vuc théng béo trén
thanh tac vu.

2. Trong danh sach tha xuéng Tac vu ctia menu ngi canh, thuc hién mét trong cac thao tac sau:
e Chon mét tac vu hoan tac dang khéng chay dé bat khdi chay tac vu do.
e Chon m6t tac vu hoan tac dang chay dé dirng tac vu dé.

e Chon m6t tac vu hoan tac dang tam dirng dé khoi phuc hoac khéi chay lai tac vu dé.
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Lam viéc v&i cdc mobi de doa dang hoat déng

Kaspersky Endpoint Security s& ghi lai thong tin vé cac tap tin ma né chua xr ly vi mot ly do nao doé.
Thong tin nay dugc ghi lai dudi dang cac su kién trong danh sach cadc méi de doa dang hoat déng (xem
hinh bén dudi). DE x(r ly cdc moi de doa dang hoat déng, Kaspersky Endpoint Security s&r dung Cong
nghé khir ma déc ndng_cao. Khir ma ddc nang cao hoat ddéng khac nhau trén may tram va mdy chu. Ban
c6 thé cau hinh khir ma ddc nang cao trong thiét 1ap tac vu Quét phdn mém déc haiva trong thiét 1ap
ng_dung.

Kaspersky < Gidm sat
Poi tuong phat hién

& c\folder\malware0.exe . -
Ph3n m&m hop phép c6é thé bi ké x&m nhap sir dung d& 1am hu hai may tinh Giai quyst -

hodc dit ligu cé nhan cua ban.
Thai gian: 15/12/202416:00 Bo qua

Giam sat

Thém vao loai trir

threat_11
Dditugng: c:\folder\malwarel.exe
Thai gian:1512/202415:00

Ma trong thu muc

Tim hiéu thém

c\folder\malware2 exe . =
Phin m&m hop phap cé thé bi ké xam nhap sir dung d& lam hu hai may tinh

hod 2u ca nhén an.
Thai gian: 15/12/202414:00

c\folder\malware3.exe -
Phan mém hop phap ¢ hé bi ké xam nhép strdung dé lam hu hai may tinh Giai quyat v

cé nhén cua ban.
Thai gian: 15/12/202413:00

c\folder\malwared.exe - .
Phan m&m quang cdo. ial quygt | v

Thai gian:1512/202412:00

c\folder\malware5.exe -
Phin mé&m hon nhan oo thé bi ké xa3m nhin st dune d& lam hir hai mév tinh Giai quy&t ~

Khi&r ma doc cdc moi de doa dang hoat ddng trén may tram

DPé xir ly cac méi de doa dang hoat dong trén may tram, hdy bat cong_.nghé Khir ma déc ndng_cao trong
thiét Iap irng dung. Tiép theo, hay cau hinh trai nghiém ngudi dung trong thudc tinh tac vu Quét phan

dat co nay, Kaspersky Endpoint Security sé thuc hién khir ma déc ma khoéng théng bao cho ngudi dung.
Khi qua trinh kh&r m& doc hoan tat, mdy tinh sé dugc khai dong lai. Néu khdng dat cd nay, Kaspersky
Endpoint Security s& hién thi mot théng bao vé cac maoi de doa dang hoat déng (xem hinh bén dudi).
Ban khong thé dong thong bao nay ma khong xdr ly tap tin.

Kh&r mé déc nang cao trong mot tac vu quét virus trén may tinh chi dugc thuc hién néu tinh nang
Khir mé déc nang_cao dugc bat trong thudc tinh cdia chinh sach dugc 4p dung cho may tinh nay.
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Kaspersky Endpoint Security
Quet

D3 phat hién phan mém déc hai

Vitri:

Phuong phap nay khéng dam bao khir m3 déc tuyét déi.

ﬁ\p dung cho tit ca cdc ddi tugng thudc loai nay

Khir ma doc cdc moi de doa dang hoat dong trén may chu
DPé x{r ly cac méi de doa dang hoat dong trén may chd, ban can thao tac nhu sau:

e bat cong.nghé Khir ma ddc nang_cao trong thiét lap irng dung;

e bat Khir ma d6c nang_cao ngay lap tuc trong thudc tinh tac vu Quét phan mém doc hai.

Néu Kaspersky Endpoint Security dugc cai dat trén may tinh chay Windows danh cho May cha thi
Kaspersky Endpoint Security s& khéng hién thj thong bao. Do d6, ngudi dung khdng thé chon hanh
déng dé khi&r ma doc maoi de doa dang hoat dong. D& khi&r ma doc mot mai de doa, ban can bat cong
nghé Khtr ma déc nang_cao trong thiét 1ap cla rng dung va bat Khir ma déc ndng_cao ngay lap tuc
trong thiét 1ap tac vu Quét phdn mém déc hai. Sau d6 ban can khdi chay tac vu Quét phan mém déc
hai.

Bat hoac tat Céng nghé khir ma ddc nang cao

Néu Kaspersky Endpoint Security khdng thé dirng thuc thi mét phan mém doc hai, ban cé thé sir dung
cbng nghé Khir ma d6c nang cao. Khir ma déc nang cao bj tat theo mac dinh bdi vi céng nghé nay str
dung mot lugng dang ké tai nguyén hé théng. Do dé, ban chi cé thé bat Khir ma doc nang cao khi xur |y
cac moi de doa dang_hoat dong.

Kh(r ma ddc nang cao hoat dong khac nhau trén may tram va may cha. Bé s&r dung céng nghé nay
trén may chu, ban phai bat khir ma d6c ndng_cao ngay lap tuc trong thudc tinh cla tac vu Quét phan
mém djc hai. Ban khéng can diéu kién tién quyét nay dé str dung cdng nghé nay trén may tram.

Cach bat hodc tat Céng nghé khir ma déc ndng_cao trong Bang diéu khi€n quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Thiét 1ap téng quat - Thiét 1ap irng dung.

5. Trong muc Téng quat, hay chon hop kiém Bat Céng nghé khir ma déc nang cao dé bat hoac tat
Cong nghé khir ma ddc nang cao.

6. Luu cac thay déi cda ban.

Cach bat hodc tat Céng nghé khir ma d6c ndng_cao trong Bdngg diéu khién web va Bang diéu khién
dam may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Chon General settings - Application Settings.

Application Settings

General 4 Enforce @D
@ Startthe application on computer startup (recommended)

Enable Advanced Disinfection technology

Use Kaspersky Security Center as proxy server for activation
(@ Notapplicable if the application is being used in Light Agent mode.
Self-Defense & Enforce @D

@ Enable Self-Defense

@ Block external management of system services [T

Performance 4 Enforce @D
@ Postpone scheduled tasks while running on battery power

Concede resources to other applications

Limit CPU usage for scan tasks

pper limit 100

Debug information & Enforce @D

@ Enable dump writing
@ Enable dump and trace files protection

Computer status when settings are applied & Enforce @D

In case of errorwhen applying policy

Critical v
In case of error when executing task

Critical v

Advanced settings & Enforce @D

Thiét Iap Kaspersky Endpoint Security cho Windows

5. Trong muc General, hdy chon hép kiém Enable Advanced Disinfection technology dé bat hoac
tat Cong nghé khir ma doc nang cao.

6. Luu cac thay déi cda ban.

Cach bat hodc tat Céng nghé khir ma ddc ndng_cao trong_giao dién &rng dung®
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hay chon Thiét 1ap téng quat - Thiét 1ap irng dung.

Kaspersky < Giam sat

Thiét 1ap Ung dung

Gidm sat 2 -
: Tong quét
Khai chay iing dung khi may tinh khéi déng (khuyén diing)

Sir dung céng nghé Khirma ddc nang cao (can tai nguyén may tinh dang k&)

Cai d&t cdc ban c8p nhit nhung khdng khai déng lai may tinh
Hiéu nang
Hodn céc tdc vu theo lich trong khi dang sir dung ngudn pin

Nhuéng tai nguy&n cho céc Ung dung khac

Han ch& miic sir dung CPU cho céc tac vu quét

100 v %

Tu bao vé

Tu bdo vé cung c8p cac tinh nang bdo vé b8 sung cho may tinh ciia ban.

p tin, ti€n trinh bé nha

3. Trong muc Téng quat, hay chon hop kiém Str dung céng nghé Khir ma ddc nang cao (can tai
nguyé&n may tinh dang ké) dé bat hoac tdt Céng nghé khir ma ddc nang cao.

4. Luu cac thay doi cda ban.

K&t qua la ngudi dung khéng thé s&r dung hau hét cac tinh nang clia hé diéu hanh khi Khir ma doc nang
cao dang chay. Khi qua trinh khir ma doc hoan tat, mdy tinh sé dugc khéi dong lai.

XU ly cac moi de doa dang hoat dong

Mot tap tin bi nhiém ma déc dugc coi la duoc xir Iy néu Kaspersky Endpoint Security d& kh&r ma déc tap
tin hoac loai bd maéi de doa trong qua trinh quét may tinh dé tim virus va phan mém doc hai khac.

Kaspersky Endpoint Security sé& di chuyén tap tin nay vao danh sach cac méi de doa dang hoat déng néu,
vi bat cr ly do gi, Kaspersky Endpoint Security da khong thuc hién mot hanh ddng trén tap tin dé theo
thiét lap dugc quy dinh cha irng dung trong khi quét may tinh dé phat hién virus va cdc méi de doa khac.

Tinh hudng nay c6 thé xay ra trong cac trudng hop sau:

e Téap tin dugc quét khéng thé dugc truy cap (vi du, né nam trén mét 6 dia mang hoac trén mot 6 dia di
déng khong c6 dac quyén ghi).
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e Trong thiét lap tac vu Quét phan mém déc hai, hanh déng khi phat hién moi de doa dugc dat thanh
Thdng bao. Sau dé, khi thong béo tap tin bi nhiém ma ddc da dugc hién thi trén man hinh, ngudi
dung da chon Bé qua.

Néu cé bat ky méi de doa nao chua dugc x{ ly, Kaspersky Endpoint Security sé thay doi biéu tugng
thanh . Trong clra s6 chinh cda (ng dung, thong bao vé maéi de doa sé dugc hién thi (xem hinh bén
dudi). Trong bang diéu khién Kaspersky Security Center, trang thai ciia may tinh dugc thay d6i thanh
Critical - ().

Cach xtr ly m6t méi de doa trong Bang diéu khié€n quan tri (MMC)®

1. Trong Bang diéu khién quan tri, hdy vao thu muc Administration Server . Advanced -
Repositories - Active threats.

Danh sach cadc moi de doa dang hoat dong sé ma ra.
2. Chon d6i tugng ma ban mudn xur ly.
3. Chon cach ban muén xtr ly méi de doa:

e Disinfect. Néu tuy chon nay dugc chon, irng dung sé tu dong khir ma déc tat ca cac tap tin bi
nhiém dugc phat hién. Néu khéng thé khir ma ddc, rng dung sé x6a cac tap tin do.

e Delete. Néu chon tly chon nay, i'ng dung s& x6a cac tap tin bi nhiém dugc phat hién khoi kho
luu trir va bd nhd may tinh, nai phat hién ra tap tin doé.

Cach xtr ly mot méi de doa trong Bang diéu khién web va Bang diéu khién ddm may®

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Operations . Repositories . Active
threats.

Danh sach cadc moi de doa dang hoat dong sé ma ra.
2. Chon d6i tugng ma ban mudn xur ly.
3. Chon cach ban muén xtr ly méi de doa:

* Disinfect. Néu tuy chon nay dugc chon, irng dung sé tu déng khir ma doc tat ca cac tap tin bi
nhiém dugc phat hién. Néu khéng thé khir ma ddc, irng dung sé xda cac tap tin do.

e Delete. Néu chon tly chon nay, i'ng dung s& x6a cac tap tin bi nhiém dugc phat hién khoi kho
luu trir va bd nhd may tinh, nai phat hién ra tap tin doé.

Cach xtr ly mot méi de doa trong_giao dién rng dung
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1. Trong ctra s6 chinh cla ing dung, trong muc Giam sat, hdy nhan vao 6 May tinh khéng con an
toan.

Danh sach cac moi de doa dang hoat dong sé ma ra.
2. Chon d6i tvgng ma ban muon xtr ly.
3. Chon cach ban muén xtr ly moi de doa:

e Giai quyét. Néu tuy chon nay dugc chon, irng dung sé tu dong khir ma déc tat ca cac tap tin bi
nhiém dugc phat hién. Néu khéng thé khir ma déc, irng dung sé& x6a cac tap tin dé.

e Thém vao loai trir. Néu chon hanh ddng nay, Kaspersky Endpoint Security sé dé xuat thém
tap tin vao danh sach loai trir quét. Thiét lap loai trir dugc cau hinh ty dong. Néu thém loai trir
khéng kha dung, diéu dé cé nghia la quan trj vién da vo hiéu hda viéc thém loai trir trong thiét
lap chinh sach.

e B0 qua. Néu chon tuy chon nay, Kaspersky Endpoint Security sé x6a muc d6 khdi danh sach
cac moi de doa dang hoat déng. Néu khong c6 méi de doa dang hoat ddng nao con lai trong
danh sach, trang thai may tinh sé dugc thay d6i thanh OK. Néu phat hién déi tugng lan nira,
Kaspersky Endpoint Security s&é thém mot muc méi vao danh sach cac méi de doa dang hoat
dong.

e M& trong thw muc. Néu chon tly chon nay, Kaspersky Endpoint Security sé md& thu muc chira
déi tuong trong trinh quan ly tap tin. Sau dé, ban cé thé xda déi tugng theo cach thd céng
hodac di chuyén déi tugng vao thu muc ngoai pham vi bao vé.

e Tim hié&u thém. Néu chon tly chon nay, Kaspersky Endpoint Security s&é md& website Bach
khoa toan thu vé virus clia Kaspersky®.

Kaspersky

May tinh khong con an toan->

® Ppuge quan ly boi chinh sdch bao mat

Giam sat
® (o sd dif liéu chdng phin m&m ddc hai:

Phi&n ban: 15/12,/2024 19:09:52,
dudc cdp nhat it hon 1 phit trude

Bio céo Sao luu "9 Céng nghé phat
- - hién mdi de doa

Kaspersky Security Network Giam sat hoat déng
mn fa thé tig p tin, t3 tng dung

Giam sat ma hoa

Bang i by

2.287.436.398 HE R
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Clra s6 chinh ctia 'ng dung khi phat hién ra méi de doa
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Bao vé may tinh

Bao vé méi de doa tap tin

Thanh phan Bao vé méi de doa tap tin cho phép ban ngan chan nguy cg nhiém ma doc cho hé théng tap
tin cla may tinh. Theo mac dinh, thanh phan Bao vé mai de doa tap tin sé chay thudng tryc trong RAM
cla may tinh. Thanh phan nay quét cac tap tin trén tat ca cac 6 dia ciia may tinh cling nhu trén cac 6 dia

dam may ctia Kaspersky Security Network va phan tich theo hanh vi.

Thanh phan nay sé quét cac tap tin dugc truy cap bdi ngudi dung hoac ing dung. Néu phat hién tap tin
doc hai, Kaspersky Endpoint Security sé chan hoat dong cua tap tin d6. Sau d6 (rng dung sé khir ma doc
hodc xda tap tin doc hai, tuy thudc vao thiét 1ap clia thanh phan Bao vé maéi de doa tap tin.

Khi c6 truy cap tap tin c6 toan b6 ndi dung dugc luu trir trén 6 luu trir ddm may OneDrive, Kaspersky
Endpoint Security sé tdi vé va quét ndi dung tap tin.

Bat va tat Bao vé moi de doa tap tin

Theo mac dinh, thanh phan Bao vé méi de doa tap tin sé dugc bat va chay trong ché dé dugc khuyén
nghi bé&i cac chuyén gia clia Kaspersky. Doi v&i thanh phan Bao vé méi de doa tap tin, Kaspersky
Endpoint Security c6 thé 4p dung cac nhom thiét Iap khac nhau. Cac nhom thiét 1ap dugc luu trit trong
Urng dung dugc goi la mdic d6 bao mat. Cao, Khuyén dung, Thap. Thiét [ap mic dé bado mat Khuyén
dung dugc coi la thiét 1ap t6i wu dugc khuyén nghi bdi cac chuyén gia Kaspersky (xem bang bén dudi).
Ban c6 thé chon mot trong cac mirc d6 bado mat dugc thiét 1ap san hoac tu cdu hinh thiét 1ap mirc d6 bao
mat. Néu ban da thay déi thiét [ap mirc d6 bao mat, ban ludn cé thé quay lai thiét Iap mirc dé bao mat
dugc khuyén nghi.

Cach bat hoac tat thanh phan Bao vé mai de doa tap tin trong Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé méi de doa thiét yéu - Bao vé méi de doa tap tin.
5. Str dung hop kiém Bao vé mai de doa tap tin dé bat hoac tat thanh phan.

6. Néu ban da bat thanh phan nay, hay thuc hién mét trong cac hanh déng sau trong muc Mdrc do
bao mat:

e N&u ban muén ap dung mot trong nhirng murc d6 bado mat dugc thiét 1ap san, hdy chon no
bang thanh truot:

e Cao. Khi mirc d6 bao mat tap tin nay dugc chon, thanh phan Bao vé méi de doa tap tin sé
ap dung cap kiém soat chat ché nhat cho tat ca cac tap tin dugc ma, luu lai va khdi déng.
Thanh phan Bao vé maéi de doa tap tin quét tat ca cac loai tap tin trén tat ca cac 6 cing, 6
dia di dong va 6 dia mang ctia may tinh. Thanh phan nay cling sé quét cac tap nén, goi cai
dat va déi tugng OLE nhung.

¢ Khuyén dung. M(rc d6 bao mat tap tin nay dugc khuyén nghi bédi cac chuyén gia cla
Kaspersky Lab. Thanh phan Bao vé méi de doa tap tin chi quét cac dinh dang tap tin cu thé
trén tat ca cac 6 cing, 6 dia di dong va 6 dia mang clia may tinh, va cac doi tugng OLE dugc
nhdng. Thanh phan Bao vé maoi de doa tap tin sé khdng quét cac tap nén hay goi cai dat.

e Thap. Cau hinh bao mat tap tin nay dam bao t6c do quét téi da. Thanh phan Bao vé méi de
doa tap tin chi quét cac tap tin cé phan md& réng cu thé trén tat ca cac 6 cirng, 6 dia di dong
va 6 dia mang cGla may tinh. Thanh phan Bao vé mdi de doa tap tin s& khéng quét cac tap
tin hén hop.

e Néu ban mudn cau hinh mirc d6 bao mat tuy chinh, hdy nhan nut Thiét 1ap va dinh nghia thiét
1ap thanh phan cla riéng ban.

Ban c6 thé khoi phuc cac gia tri cdia cadc mirc bdo mat cai dat san bang cach nhan vao nut Theo
mac dinh.

7. Trong muc Hanh ddng khi phat hién méi de doa, chon hanh dong dugc Kaspersky Endpoint
Security thuc hién d6éi véi cac déi tugng doc hai:

 Khir méa ddc; x6a néu khdng thé khir ma dc. Néu tuy chon nay dugc chon, iing dung sé tu
déng khir ma doc tat ca cac tap tin bi nhiém dugc phat hién. Néu khdng thé khir ma doc, irng
dung sé xda cac tap tin dé.

e Khir ma ddc, chdn néu khdng thé khir ma déc. Néu tly chon nay dugc chon, Kaspersky
Endpoint Security sé tu déng khir nhiém tat ca cac tap tin bi nhiém virus dugc phat hién. Néu
khong thé khir méa doc, Kaspersky Endpoint Security s& b6 sung thdng tin vé tap tin nhiém m3a
ddc dugc phat hién vao danh sach cdc moéi de doa dang hoat dong.

e Chan. Néu tuy chon nay dugc chon, thanh phan Bao vé méi de doa tap tin sé tu dong chan tat
Ca cac tap tin bi nhiém ma khéng c6 gédng khir nhiém ching.

e Thdng bao. Néu tly chon nay dugc sir dung, Kaspersky Endpoint Security sé b6 sung thong
tin vé tap tin nhiém ma doc vao danh sach cac maoi de doa dang hoat dong khi phat hién

nhirng tap tin nay.
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Trudc khi c6 gang khir ma ddc hoac x6a mot tap tin bi nhiém, irng dung sé& tao mot ban sao
luru cda tap tin trong trudng hop ban can khéi phuc tap tin hodc néu né cé thé khir ma doc
tap tin trong tuong lai.

8. Luu cac thay d6i clia ban.

Cach bat hodc tat thanh phan Bio vé méi de doa tap tin trong Bang diéu khién web va Bang diéu
khién ddm may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection - File Threat Protection.
5. Str dung nut bat/tat File Threat Protection dé bat hodc tat thanh phan nay.
6. Néu ban muén bo sung mot d6i twgng mai vao pham vi bao vé:
a. Trong muc Protection scope, hdy nhan nut Add.

b. Thao tac nay s& md mét clra s6; trong clra s6 d6, hdy chon d6i tugng ma ban muén thém vao
pham vi bao vé.

SUr dung ky tu dai dién:

e Ky tu * (hoa thij) thay thé bat ky nhéom ky tu nao b ky tu, ngoai trir cac ky tu \ va / (ky tu
ngan cach tén cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi dy,
ky tu dai dién C:\*\*.txt s& bao gém tat cd dudng dan dén cac tap tin c6 phan mé réng
TXT nam trong cac thu muc trén 6 C:, nhung khéng phai trong cac thu muc con.

e Haiky tu * lién ti€p thay thé bat ky nhom ky tu nao (bao gém nhém réng) trong tén tap tin
hodc thu muc, bao gém cac ky tu \ va / (ky tw ngan cach tén ctia cac tap tin va thu muc
trong dudng dan dén tap tin va thu muc). Vi du, ky tu dai dién C:\Folder\**\*.txt sé& bao
goém tat ca dudng dan dén cac tap tin c6 phan mé réng TXT nam trong cac thu muc con
bén trong Folder, ngoai trir chinh Folder. Mot dai dién phai cé it nhat mot cap 16ng ghép.
C:\**\* txt khong phai la mét dai dién hgp Ié.

e Ky tu ? (dau hoi) thay thé bat ky ky tu don nao, ngoai trir cac ky tu \ va / (ky tw ngan cach
tén cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du: dai dién
C:\Folder\???.txt s& bao gébm cac dudng dan dén tat ca cac tap tin c6 trong thu muc
Folder c6 phan mé& réng TXT va tén cé ba ky tu.

Ban c6 thé sir dung mat na & bat ky dau trong dudng dan tap tin hodc thu muc. Vi du: néu ban
muén pham vi quét bao gém thu muc Downloads cho tat ca tai khoan ngudi dung trén may
tinh, hay nhap tén dai dién C:\Users\*\Downloads\.

Ban c6 thé loai trir mot ddi tugng khdi pham vi quét ma khdng can xéa né khoi danh sach cac
déi tuong trong pham vi bdo vé. Dé thuc hién, hay gat cdng tac bat/tat bén canh sang vi tri tat.

c. Luu cac thay d6i cGia ban.

7. Trong muc Action on threat detection, chon hanh dong duoc Kaspersky Endpoint Security thuc
hién doi vdi cac doi tugng doc hai:

e Disinfect, delete if disinfection fails. Néu tuy chon nay dugc chon, ing dung sé tu dong kher
ma doc tat ca cac tap tin bi nhiém dugc phat hién. Néu khong thé khir ma doc, irng dung sé
x6a cac tap tin do.

* Disinfect, block if disinfection fails. Néu tuy chon nay dugc chon, Kaspersky Endpoint
Security sé ty ddéng kh(r nhiém tat ca cac tap tin bi nhiém virus dugc phat hién. Néu khong thé
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khir ma déc, Kaspersky Endpoint Security sé& bé sung théng tin vé tap tin nhiém ma déc dugc
phat hién vao danh sach cac méi de doa dang hoat dong.

e Block. Néu tuy chon nay dugc chon, thanh phan Bf’ao vé méi de doa tap tin sé ty dong chan tat
cd cac tap tin bi nhiém ma khéng c6 gang khir nhiém chang.

e Inform. Néu tuy chon nay dugc str dung, Kaspersky Endpoint Security sé b6 sung thong tin vé

tap tin nhiém ma doc vao danh sach cac maéi de doa dang hoat ddng khi phéat hién nhirng tap
tin nay.

Trudc khi c6 gang khir ma ddc hoac x6a mot tap tin bi nhiém, irng dung sé& tao mot ban sao

tap tin trong tuong lai.

8. Néu can, hay chinh stra thiét 1ap ndng_cao ctia Bao vé méi de doa tap tin.

9. Luu cac thay d6i clia ban.

Cach bat hodc tat thanh phan Bao vé mdi de doa tap tin trong_giao dién rng_ dung
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap &rng dung, hdy chon Bao vé maéi de doa thiét yéu — Bao vé mdéi de doa
tap tin.

3. Sir dung nut bat/tat Bao vé mai de doa tap tin dé bat hoac tat thanh phan nay.

4. Néu ban da bat thanh phan nay, hay thuc hién mét trong cac hanh ddng sau trong muc Mirc d6
bao mat:

e Né&u ban muén ap dung moét trong nhirng mirc d6 bao mat dugc thiét 1ap san, hdy chon no
bang thanh truot:

¢ Cao. Khi mirc d6 bao mat tap tin nay dugc chon, thanh phan Bao vé méi de doa tap tin sé
ap dung cap kiém soat chat ché nhat cho tat ca cac tap tin dugc ma, luu lai va khai dong.
Thanh phan Bao vé maéi de doa tap tin quét tat ca cac loai tap tin trén tat cad cac 6 cing, 6
dia di dong va 6 dia mang cia may tinh. Thanh phan nay cling sé quét cac tap nén, goi cai
dat va déi tugng OLE nhung.

e Khuyén dung. M{rc d6 bao mat tap tin nay dugc khuyén nghi bdi cac chuyén gia cla
Kaspersky Lab. Thanh phan Bao vé méi de doa tap tin chi quét cac dinh dang tap tin cu thé
trén tat ca cac 6 cirng, 6 dia di déng va 6 dia mang cia may tinh, va cac déi twgng OLE dugc
nhdng. Thanh phan Bao vé moi de doa tap tin sé khdng quét cac tap nén hay goi cai dat.

e Thap. Cau hinh bao mat tap tin nay dam bao téc do quét téi da. Thanh phan Bao vé méi de
doa tap tin chi quét cac tap tin cé phan md& réng cu thé trén tat ca cac 6 cirng, 6 dia di dong
va 6 dia mang cla may tinh. Thanh phan Bao vé maoi de doa tap tin s& khdng quét cac tap
tin hén hop.

e Néu ban mudn cau hinh mirc d6 bao mat tuy chinh, hdy nhan nut Thiét 1ap nang cao va dinh
nghia thiét 1ap thanh phan cla riéng ban.

Ban c6 thé khoi phuc cac gia tri clia cdc mirc bdo mat cai dat san bang cach nhan vao nat Khéi
phuc cap bao mat dugc khuyén nghi.

5. Trong muc Hanh déng khi phat hién maoi de doa, chon hanh déng dugc Kaspersky Endpoint
Security thuc hién d6i véi cac déi tugng doc hai:

e Khir ma ddc; x6a néu khdng thé khir ma ddc. Néu tuy chon nay dugc chon, &rng dung sé tu
déng khir ma doc tat ca cac tap tin bi nhiém dugc phat hién. Néu khéng thé khir ma déc, irng
dung sé xda cac tap tin do.

e Khir méa ddc, chan néu khdng thé khir ma ddc. Néu tly chon nay dugc chon, Kaspersky
Endpoint Security sé tu déng khir nhiém tat ca cac tap tin bi nhiém virus dugc phat hién. Néu
khong thé khir ma ddc, Kaspersky Endpoint Security s& bé sung théng tin vé tap tin nhiém ma
doc dugc phat hién vao danh sach cdc moi de doa dang hoat dong.

e Chan. Néu tuy chon nay dugc chon, thanh phan Bejo vé moi de doa tap tin sé tuy dong chan tat
cd cac tap tin bi nhiém ma khéng c¢6 gang kh&r nhiém chang.

e Thdéng bao. Néu tly chon nay dugc sir dung, Kaspersky Endpoint Security sé b6 sung thong

tin vé tap tin nhiém ma doc vao danh sach cac maéi de doa dang hoat ddng khi phat hién
nhirng tap tin nay.
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Trudc khi c6 gang khir ma ddc hoac x6a mot tap tin bi nhiém, irng dung sé& tao mot ban sao
luru clia tép tin trong trudng hgp ban can khoi phuc tap tin hodc néu né co thé khir ma doc
tap tin trong tuong lai.

6. Luu cac thay d6i clia ban.

Thiét [ap Bao vé moi de doa tap tin dugc cac chuyén gia Kaspersky khuyén nghi (mirc bao mat dugc khuyén nghi)

Tham s6

Loai tap
tin

Phan tich
hanh vi

Chi quét
cac tap
tin méi
va bi
chinh
stra

Str dung
cong
nghé
iSwift

Str dung
cong
nghé
iChecker

Quét cac
tap tin co
dinh
dang
Microsoft
Office

Quét cac
tap tin co
dinh
dang
email

Ché do
quét

Hanh
dong khi
phat hién
mai de
doa

Gia tri

Quét
cac
tap
tin
theo
dinh
dang

Quét
nhanh

Ché
do
théng
minh

Khir

doc;
x6a
néu
khéng
thé
khir
ma
doc

Mb ta

Néu thiét 1ap nay dugc bat, 'ng dung sé chi quét cac tap tin co thé bi nhiém virus [2. Trudc khi quét mot tap

.txt, .doc, hodc .exe). Tac vu quét cling tim ki€m cac tap tin c6 dudi ma& rong tap tin cu thé.

Céng nghé nay dugc phat trién dé phat hién cac méi de doa khéng thé dugc phat hién vdi phién ban co s&
dir lieu irng dung hién tai clia Kaspersky. N6 c6 thé phat hién cac tap tin bi nhiém mét loai virus khéng xac
dinh, hodc mot bién thé mdi ciia mot virus d3 biét.

Khi quét cac tap tin dé tim ma ddc, trinh phan tich theo hanh vi s& thuc thi cac Iénh trong cac tap tin thuc thi.
S6 lugng cac 1énh dugc thuc thi bdi trinh phan tich theo hanh vi phu thudc vao cap d6 dugc chi dinh cho
trinh phan tich theo hanh vi. Cap dd Phan tich hanh vi ddm bao mot su can bang gitra viéc quét ky ludng dé
tim cdc méi de doa mdi, tai [én tai nguyén hé diéu hanh, va thai gian phan tich theo hanh vi.

Chi quét cac tap tin méi va dugc thay doi ké tir [an cudi cing chiing dugc quét. Biéu nay gidm thai lugng cla
mot 1an quét. Ché dd nay dugc ap dung cho ca cac tap tin don va tap tin hén hop.

Cdng nghé nay cho phép tang téc d6 quét bang cach loai trir mot s6 tap tin nhat dinh khdi qua trinh quét.
Cac tap tin dugc loai trir khéi quéa tac vu quét bang mot thuat toan dac biét cé tinh dén ngay phat hanh co s&
dir lieu Kaspersky Endpoint Security, ngay khi tép tin dugc quét 1an cudi cing va moi thay d6i dugc thuc hién
vGi thiét [ap quét. Cong nghé iSwift dugc cai tién tir cong nghé iChecker cho hé thong tap tin NTFS.

Céng nghé nay cho phép tang téc dd quét bang cach loai trir mot s6 tép tin nhat dinh khoi qué trinh quét.
Cac tap tin dugc loai trir khéi quéa tac vu quét bang mot thuat toan dac biét cé tinh dén ngay phat hanh co s&
dir lieu Kaspersky Endpoint Security, ngay khi tap tin dugc quét 1an cudi cing va moi thay déi dugc thuc hién
véi thiét 1ap quét. Cong nghé iChecker c6 mot s6 han ché: cong nghé nay khéng hoat dong véi tap tin I6n va
chi &p dung cho cac tap tin ¢6 cau tric ma rng dung nhan dang dugc (vi du nhu EXE, DLL, LNK, TTF, INF, SYS,
COM, CHM, ZIP va RAR).

Quét cac tap tin Microsoft Office (DOC, DOCX, XLS, PPT va dudi md rong khac cdia Microsoft). Cac tap tin dinh
dang Office cling bao gom céac doi tugng OLE. Kaspersky Endpoint Security sé quét cac tap tin dinh dang van
phong nhé hon 1 MB, bat k& hop kiém nay c6 dugc chon hay khong.

Quét cac tap tin dinh dang email. 'ng dung s& quét cac tap tin MSG va EML. Cac tap tin dinh dang Email
cling bao goém cac doi tugng OLE. Kaspersky Endpoint Security sé quét cac tap tin dinh dang van phong nho
hon 1 MB, bat k& hdp kiém nay c6 dugc chon hay khéng.

& ché d6 nay, Bao vé méi de doa tap tin s& quét mot d6i tugng dura trén phan tich vé hanh dong da thuc
hién trén déi tugng. Vi du: khi lam viéc vdi tai liéu Microsoft Office, Kaspersky Endpoint Security sé quét tap
tin khi né dugc ma lan dau tién va déng lan cudi cing. Cac hanh ddng tdc thi ghi dé tap tin khong khién tap
tin bi quét.

Né&u tuy chon nay dugc chon, ing dung sé& tu dong khr ma doc tat ca cac tap tin bi nhiém dugc phat hién.
NE&u khéng thé khir ma ddc, irng dung s& x6a cac tap tin do.
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T dong tam ngung Bao vé moi de doa tap tin

Ban c6 thé cau hinh Bao vé méi de doa tap tin dé ty dong tam ngung tai mot thoi diém cu thé, hoac khi
lam viéc véi cac rng dung cu thé.

Bao vé mdi de doa tap tin chi nén dugc tam ngung trong trudng hop bat kha khang khi né xung dét
véi mot s6 rng dung. Néu cé bat ky xung dét nao phat sinh khi mét thanh phan dang chay, ban nén
lién hé véi bd phan HO trg ki thuat clia Kaspersky=. Cac chuyén gia ho trg sé gilip ban thiét 1ap Bao
vé mdi de doa tap tin dé€ chay cung v&i cac ing dung khac trén may tinh cda ban.

PEé cdu hinh tu déng tam ngung Bdo vé méi de doa tap tin:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa thiét yéu - Bdo vé mdi de doa tap
tin.

3. Nhan vao Thiét 1ap nang cao.

4. Trong muc Tam dirng Bao vé mai de doa tap tin, hdy nhan lién két Tam dirng Bao vé mdi de doa
tap tin.

5. Trong clra s6 md ra, hdy cau hinh thiét 1ap dé tam dirng Bao vé mai de doa tap tin:
a. Cau hinh lich ty ddéng tam dirng Bao vé mdi de doa tap tin.

b. Tao mét danh sach cac irng dung c6 hoat déng khién thanh phan Bao vé moi de doa tap tin tam
durng cac hoat déng.

6. Luu cac thay déi cda ban.

Thay déi hanh dong x ly tap tin bi nhiém cta thanh phan Bao vé maoi
de doa tap tin

Theo mac dinh, thanh phan Bao vé méi de doa tap tin s& tu dong khdr nhiém tat ca cac tap tin bi nhiém
virus dugc phat hién. Néu khir ma ddc that bai, thanh phan Bao vé mai de doa tap tin sé xda cac tap tin
nay.

D€ thay doi hanh déng xu ly tap tin bi nhiém cuda thanh phan Bao vé méi de doa tap tin:

1. Trong clra s6 chinh cdia ng_dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa thiét yéu - Bdo vé mdi de doa tap
tin.

3. Trong muc Hanh déng khi phat hién mai de doa, hay chon tuy chon lién quan:
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* Khir ma doc; x6a néu khéng thé khir méa ddc. Néu tly chon nay dugc chon, ing dung sé tu
déng khir ma doc tat ca cac tap tin bi nhiém dugc phat hién. Néu khdng thé khir ma ddc, irng dung
s& x0a cac tap tin dé.

e Khir ma ddc, chan néu khdng thé khir ma ddc. Néu tuy chon nay dugc chon, Kaspersky Endpoint
Security sé& ty déng khir nhiém tat ca cac tap tin bi nhiém virus dugc phat hién. Néu khéng thé khir
ma doc, Kaspersky Endpoint Security s& b6 sung théng tin vé tap tin nhiém ma déc dugc phat hién
vao danh sach cac méi de doa dang hoat déng.

e Chan. Néu tuy chon nay dugc chon, thanh phérl Bao vé mdi de doa tap tin sé ty dong chan tat ca
cac tap tin bi nhiém ma khéng cé gang khdr nhiem ching.

Trudc khi c6 gang khir ma doc hoac x6a mot tap tin bi nhiém, &'ng dung s& tao mét ban sao luu
cla tap tin trong trudng hgp ban can khoi phuc tép tin hodc néu né co6 thé khir ma déc tap tin
trong_tuong_ lai.

4. Luu cac thay déi cda ban.

Cau hinh pham vi bao vé ctia thanh phan Bao vé mai de doa tap tin

Pham vi bao vé néi dén cac doi tugng dugc thanh phan quét khi bat. Pham vi bao vé clia cac thanh phan
khac nhau c6 cac thudc tinh khac nhau. Vi tri va kiéu tap tin dugc quét 1a cac thudc tinh cdia pham vi bao
vé clia thanh phan Bao vé méi de doa tap tin. Theo mac dinh, thanh phan Bao vé méi de doa tap tin chi
quét cac tap tin c6 kha nang bi nhiém ma docm dugc chay tir 6 cing, 6 dia di ddong va & dia mang.

Khi chon loai tap tin dé quét, hdy can nhac cac théng tin sau:

1. CO xac suat thap lam lay nhiém ma ddc vao cac tap tin thudc cac dinh dang nhéat dinh va kich hoat tap
tin d6 sau nay (vi du: dinh dang TXT). Bong thdi, cling c6 nhirng dinh dang tap tin ch&ra ma thuec thi (vi
du nhu .exe, .dll). Ma thuc thi cling c6 thé dugc chira trong cac tap tin c6 dinh dang khéng danh cho
muc dich nay (vi du nhu dinh dang DOC). Nguy co xam nhap va kich hoat ma déc trén cac tap tin nay
la cao.

2. Mot ké xam nhap c6 thé glri mét virus hoac mot rng dung ddc hai khac dén may tinh cta ban trong
mot tap tin thuc thi @& dugc doi tén dé chira phan ma rong .txt. Néu ban chon quét tap tin theo phan
md& rong, ('ng dung sé bo qua tap tin nay trong qua trinh quét. Néu chon quét tap tin theo dinh dang,
Kaspersky Endpoint Security sé phan tich dau muc tap tin bat ké duéi md rong la gi. Néu phén tich
nay cho thay tap tin c6 dinh dang clia mét tap tin thyec thi (vi du nhu EXE), 'ng dung sé quét no.

Dé tao pham vi bdo vé:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat z.

2. Trong clra s6 thiét 1dp (rng dung, hdy chon Bao vé méi de doa thiét yéu - Bdo vé mdi de doa tap
tin.

3. Nhan vao Thiét 1ap nang cao.

4. Trong muc Loai tap tin, quy dinh loai tap tin ma ban mudn dugc quét bdi thanh phan Bao vé moi de
doa tap tin:
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e Tat ca tap tin. Néu thiét |ap nay duoc bat, Kaspersky Endpoint Security sé kiém tra tat ca cac tap
tin va khong cé ngoai lé (tat ca dinh dang va phan mé& rong).

e Quét cac tap tin theo dinh dang. Néu thiét 1ap nay dugc bat, 'rng dung sé chi quét cac tap tin co

phéan tich dé xac dinh dinh dang cla tap tin d6 (vi du, .txt, .doc, hoac .exe). Tac vu quét cling tim
ki€m cac tap tin c6 dudi md rong tap tin cu thé.

e Quét cac tap tin theo phan mé rong. Néu thiét Iap nay dugc bat, i'rng dung sé chi quét cac tap tin

5. Nhan vao lién két Chinh stra pham vi bao vé.

6. Trong clra s6 md ra, hdy chon cac d6i tugng ma ban mudn thém vao pham vi bao vé hoac loai trir
khéi pham vi bao vé.

Ban khéng thé x6a hoac stra cac doi tugng dugc bao gém trong pham vi bdo vé mac dinh.

7. Néu ban mudén bé sung moét ddi tugng mai vao pham vi bao vé:

a. Nh&n vao Thém.

Cay thu muc sé mé ra.
b. Chon mét déi twgng dé thém vao pham vi bao vé.

Ban c6 thé loai trir mot déi tuong khai tac vu quét ma khéng can xéa né khdi danh sach cac d6i tugng
trong pham vi quét. D& thuc hién, hdy bd chon hdp kiém bén canh d6i tugng.

8. Luu cac thay déi cda ban.

SUr dung cac phuong thirc quét

Kaspersky Endpoint Security s&r dung mot ky thuat quét goi la May hoc va phan tich dau hiéu. Trong qua
trinh phan tich dau hiéu, Kaspersky Endpoint Security sé d6i chi€éu d6i tugng dugc phat hién véi cac ho
so trong co s& dir liéu cla irng dung. Dya trén khuyén nghi cla cac chuyén gia Kaspersky, may hoc va
phan tich dau hiéu luén dugc bat.

PE tang hiéu qua bado vé, ban cé thé sir dung phan tich hanh vi. Khi quét cac tap tin dé tim ma déc, trinh
phan tich theo hanh vi sé thuc thi cac Iénh trong cac tap tin thurc thi. S6 lugng cac 1énh dugc thurc thi bdi
trinh phén tich theo hanh vi phu thudc vao cap dé dugc chi dinh cho trinh phan tich theo hanh vi. Cap do
Phan tich hanh vi @@m bdo mét sy can bang gilra viéc quét ki ludng dé tim cac maoi de doa mai, tai Ién
tai nguyén hé diéu hanh, va thoi gian phan tich theo hanh vi.

DE cau hinh viéc str dung phan tich theo hanh vi trong hoat dong cua thanh phdn Bao vé méi de doa tap
tin:

1. Trong cra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa thiét yéu . Bdo vé mdi de doa tap
tin.
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3. Nhan vao Thiét 1ap nang cao.

4, Néu ban muén rng dung st dung tinh nang phan tich hanh vi dé bao vé trudc cdc méi de doa tap tin,
hay chon hop kiém Phan tich hanh vi trong muc Phwong phap quét. Sau dé str dung thanh trugt dé
dat cap dd phan tich theo hanh vi: Quét nhanh, Quét vira hodc Quét sau.

5. Luu cac thay déi cda ban.

St&r dung cdng nghé quét trong hoat ddng cua thanh phan Bao vé mai
de doa tap tin

DE c4u hinh viéc str dung cdc céng nghé quét trong hoat déng cua thanh phdn Bao vé méi de doa tap
tin:

1. Trong c(ra s6 chinh cdia &ng_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa thiét yéu - Bdo vé mdi de doa tap
tin.

3. Nhan vao Thiét lap nang cao.

4. Trong muc Céng nghé quét, hdy chon hép kiém canh tén ctia cac cong nghé ma ban muén st dung
bao vé mdi de doa tap tin:

¢ Str dung cong nghé iSwift. Cdéng nghé nay cho phép tang téc do quét bang cach loai trir moét sé
tap tin nhat dinh khdi qua trinh quét. Cac tap tin dugc loai trir khdi qua tac vu quét bang mét thuat
toan dac biét c6 tinh dén ngay phat hanh co s& dit liéu Kaspersky Endpoint Security, ngay khi tap
tin dugc quét lan cudi cing va moi thay déi dugc thuc hién véi thiét 1ap quét. Cong nghé iSwift
dugc cdi tién tlr cdng nghé iChecker cho hé théng tap tin NTFS.

¢ Str dung cong nghé iChecker. Co6ng nghé nay cho phép tang toc dé quét bang cach loai trlir mot
s6 tap tin nhat dinh khaoi qua trinh quét. Cac tap tin dugc loai trir khdi qua tac vu quét bang mot
thuat toan dac biét c6 tinh dén ngay phat hanh co s& dir liéu Kaspersky Endpoint Security, ngay khi
tap tin dugc quét 1an cudi cung va moi thay doi dugc thuc hién véi thiét 1ap quét. Céng nghé
iChecker c6 mét sé han ché: cong nghé nay khong hoat dong véi tap tin 1&n va chi ap dung cho cac
tap tin c6 cau tric ma ng dung nhan dang dugc (vi du nhu EXE, DLL, LNK, TTF, INF, SYS, COM,
CHM, ZIP va RAR).

5. Luu cac thay d6i cGia ban.

TOi vu quét tap tin

Ban c6 thé téi wu tac vu quét tap tin cda thanh phan Bao vé mai de doa tap tin bang cach gidm thiéu thai
gian quét va tang téc do hoat déng clia Kaspersky Endpoint Security. Biéu nay c6 thé cé dugc bang cach

chi quét cac tap tin mdi va cac tap tin da dugc thay d6i ké tir lan quét gan nhat. Ché dé nay dugc ap dung
cho ca cac tap tin don va tap tin hén hgp.

Ban cling c6 thé bat cac cdng_nghé iChecker va iSwift, gitip t6i wu téc d6 quét tap tin bang cach loai trir
Ccac tap tin chua dugc stra déi ké tir [an quét gan nhat.
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DE toi uu quét tap tin:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat z.

2. Trong clra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa thiét yéu — Bdo vé mdi de doa tap
tin.

3. Nhan vao Thiét Iap nang cao.
4. Trong muc T8i wu héa, hdy chon hop kiém Chi quét cac tap tin méi va bi chinh sira.

5. Luu cac thay déi cda ban.

Quét cac tap tin phuc hgp

Mot k§ thuat pho bién dé che gidu virus va cac phan mém doc hai khac la nhing chiing trong cac tap tin
hon hgp vi du nhu tdp nén hodc co s& dit liéu. DE phat hién virus va cac phan mém déc hai khac dugc an
gidu bang cach nay, tap tin hdn hgp phai dugc gidi nén, diéu nay cé thé lam gidm toc d6 quét. Ban co thé
gidi han loai tap tin hén hgp dugc quét dé tang téc dd quét.

Phuong thirc s&r dung dé xdr ly mot tép tin hon hgp bi nhiém (khd nhiém hodc x6a) tuy thudc vao
loai tap tin.

Thanh phan Bao vé méi de doa tap tin sé& kh{r nhiém cac tap tin hdn hgp trong dinh dang ZIP, GZIP,
BZIP, RAR, TAR, ARJ, CAB, LHA, JAR va ICE, va xda cac tap tin & moi dinh dang khac (ngoai trr co s& dir
lieu email).

DE thiét Iap quét cac tap tin hén hop:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat z.

2. Trong clra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa thiét yéu - Bdo vé mdi de doa tap
tin.

3. Nhan vao Thiét lap nang cao.

4. Trong muc Quét cac tap tin hén hgp, quy dinh loai tp tin hdn hgp ma ban muén quét: tap tin nén,
go6i phan phdi, tap tin dinh dang thu hodc van ban.

5. Néu tat ché d6 chi quét cac tap tin mdi va dugc d6i, hdy cdu hinh thiét Iap dé quét tirng loai tap tin
téng hop: quét tat ca cac tap tin thudc loai nay hoac chi cac tap tin mdi.

NE&u bat ché& dé chi quét cac tap tin mdi va dugc thay dai, Kaspersky Endpoint Security s& chi quét cac
tap tin ma&i va dugc thay doi thudc tat ca cac loai tap tin hon hop.

6. Cau hinh thiét I1ap nang cao dé quét cac tap tin tdng hop.

o Khdng gidi nén cac tap tin hén hop Ién.

Né&u hép ki€m nay dugc chon, Kaspersky Endpoint Security s& khéng quét cac tap tin hon hgp néu
dung lugng clia ching vugt qua gia tri dugc quy dinh.
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u hép ki€m nay bi xda, Kaspersky Endpoint Security s& quét cac tap tin hén hop thuéc moi kich

gl

Kaspersky Endpoint Security s& quét cac tap tin I6n dugc giai nén tr tap nén, bat ké 1a hop
kiém Khéng giadi nén cac tap tin hon hgp Ién c6 dugc chon hay khong.

e Gidi nén cac tap tin hén hgp trong nén.

NE&u hép ki€m nay dugc chon, Kaspersky Endpoint Security s& cadp quyén truy cap vao cac tap tin
téng hop 16n hon gia tri dugce chi dinh trude khi quét cac tap tin nay. Trong trudng hop nay,
Kaspersky Endpoint Security sé& gidi nén va quét cac tap tin tong hgp trong nén.

Kaspersky Endpoint Security sé& chi cdp quyén truy cap vao cac tap tin téng hgp nhd hon gia tri nay
sau khi gidi nén va quét cac tap tin nay.

NEu hép ki€m nay khdng dugc chon, Kaspersky Endpoint Security sé& chi cadp quyén truy cap vao
cac tap tin tdng hgp sau khi gidi nén va quét cac tap tin thudc moi kich thudc.

7. Luu cac thay d6i cGia ban.

Thay d6i ché d6 quét

Ché dé quét noi dén diéu kién kich hoat tac vu quét tap tin béi thanh phan Bao vé moi de doa tap tin.
Theo mac dinh, Kaspersky Endpoint Security sé quét cac tap tin trong ché do thong minh. Trong ché do
quét tap tin nay, thanh phan Bao vé maéi de doa tap tin sé quyét dinh liéu cd nén quét cac tap tin sau khi
da phan tich cac hoat déng dugc thuc thi véi mét tap tin bdi ngudi dung, bdi mét irng dung thay mat
cho ngudi dung (véi tai khodn dugc sir dung dé dang nhap hodc mét tai khodn ngudi dung khac), hoac
bé&i hé diéu hanh. Vi duy, khi lam viéc vdi tai liéu Microsoft Office Word, Kaspersky Endpoint Security sé
quét tap tin khi né dugc md lan dau tién va déng lan cudi cung. Cac hanh dong turc thi ghi de tap tin
khéng khién tap tin bi quét.

Dé thay db6i ché do quét tap tin:

1. Trong c(ra sé chinh cdia ng_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa thiét yéu - Bdo vé mdi de doa tap
tin.

3. Nhan vao Thiét Iap nang cao.
4. Trong muc Ché d6 quét, chon ché do can thiét:
e Ché d6 thong minh. & ché d6 nay, Bdo vé maéi de doa tap tin s& quét mot d6i tuong dua trén phan
tich vé hanh déng da thuc hién trén déi tugng. Vi du: khi lam viéc véi tai liéu Microsoft Office,
Kaspersky Endpoint Security sé quét tap tin khi né dugc md l1an dau tién va déng lan cudi cung.

Cac hanh ddng turc thi ghi de tap tin khong khién tap tin bi quét.

e Khi truy cap va stra dai. O ché do nay, Bdo vé mai de doa tap tin s& quét cac déi tugng bat ctr khi
nao cac déi tugng d6 dugc md hoac bi stra doi.

e Khi truy cap. 0 ché do nay, Bao vé méi de doa tap tin s& quét cac ddi tugng chi khi cac d6i tugng
dé dugc ma.

e Khi thuc thi. O ché dd nay, Bio vé méi de doa tap tin sé chi quét déi twgng khi chiing dugc chay.
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5. Luu cac thay déi cda ban.

Quét container

Container|a mdi trudng biét 1ap, trong dé ing dung c6 thé chay ma khong can tuang tac truc ti€p vai hé
diéu hanh. S dung container c6 thé lién quan dén nhirng rdi ro sau:

e Tin tac c6 thé khai thac 16 héng clia container dé xam nhap vao cac ing dung bén trong container.

e Tin tac c6 thé khai thac cdu hinh khéng bdo mét cila moi trudng container dé truy cap trai phép vao
dir liéu trén may tinh hoac lam toén hai dén tinh toan ven cta hé théng.

e MOt cubc tdn cdng thanh céng vao container cé thé cho phép tin tac truy cap vao dit liéu trén may
tinh.

e Tin tac co thé khai thac 16 hdng mang dé chan luu lugng mang.

Kaspersky Endpoint Security khong chi quét cac tap tin trén dia ma ca bén trong cac container. Tirc la,
Kaspersky Endpoint Security 1a mét cong cu bén ngoai dung dé phat hién hoat déng déc hai bén trong
cac container. Diéu nay cho phép duy tri hiéu nang cla container va ngan nglra xung dot v&i cac ing
dung khac bén trong container. Khéng ho trg cai dat Kaspersky Endpoint Security bén trong container.

Ngoai viéc bao mat cho container, Kaspersky Endpoint Security con cho phép quan ly cac irng dung bén
trong container bang cach str dung Kiém soat irng_dung. Kiém soat irng dung dugc cau hinh cho cac
container theo clng cach véi cac irng dung dugc cai dat trén may tinh. Gidm sat tinh toan ven cta hé
théng cling ho trg container.

Yéu cau vé container

Container phai la container Docker. Cac cong cu tao container khac khong dugc hé trg.

Container phai chay & ché& dd c6 1ap tién trinh. Ché dd c6 1ap Hyper-V khéng dugc ho trg.

Container phai dugc dat trén may chi Windows Server 2016, 2019 hoac 2022 (Docker Host).

Container phai bao gém mét &nh Windows (Docker Image). Windows 10 va 11 khéng dugc hb trg.
Khéng ho trg nh Linux.

Khéng hé trg quét cac container dang chay & ché dé WSL2 (Windows Subsystem for Linux v2 (Docker
Wine)).

Hanh déng khi phat hién méi de doa

NEu phat hién maoi de doa bén trong container, (rng dung sé ap dung hanh déng_dugc chon cho thanh
phan Bdo vé méi de doa tap tin. Quét container c6 thém cac cai dat bé sung (xem hudng dan bén dudi).
Néu phat hién méi de doa, irng dung sé chan hoat dong ddc hai va thuc hién hanh déng da chon (vi du:
c6 gang khir ma doc déi tugng). Kaspersky Endpoint Security c6 thé dirng container néu déi tugng dugc
phéat hién khéng thé khir ma déc. Theo mac dinh, chirc ndng dirng container bi vd hiéu hoa.

Cach cadu hinh quét container trong Badng diéu khién quan tri (MMC)@
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu — Bao vé maéi de doa tap tin.
5. Nhan vao Thiét lap.

6. Trong cra s6 md ra, hdy chon thé Bé sung.

7. Trong muc Quét cac thao tac véi tap tin duoc thuc thi trong cac container Windows, hdy cau
hinh thiét 1ap quét container:

e Dirng container néu khir ma ddc khéng thanh céng. Ung dung c6 thé khéng cé dd quyén
doc va ghi cho d6i tugng dugc phat hién. Trong trudng hgp do, khir ma doc hodc xda doi
tuong dugc phat hién la viéc khong thé. Néu cho hop kiém nay, irng dung sé chan déi tuong
dugc phat hién va dirng container. Néu bd chon hop kiém nay, irng dung chi chan déi tuong
dugc phat hién.

¢ Khong quét cac thao tac tap tin dugc thuc thi trong container Windows. Néu chon hép
kiém nay, irng dung sé& chi quét container khi container dé dugc khéi déng. Néu bo chon hép

kiém, ing dung sé quét container lién tuc theo thdi gian thurc.

8. Luu cac thay déi cta ban.

Cach cdu hinh quét container trong Bang diéu khién web va Badng diéu khién ddm may

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cua chinh sach Kaspersky Endpoint Security.

Clra s6 thudc tinh chinh sach s& dugc mé ra.
3. Chon thé Application settings.
4. Vao Essential Threat Protection - File Threat Protection.

5. Trong muc Scan of file operations executed in Windows containers, hdy cau hinh thiét 1ap quét
container:

e Stop the container if disinfection fails. Ung dung c6 thé& khéng c6 dd quyén doc va ghi cho
doi tugng dugc phat hién. Trong trudng hop do6, khir ma doc hodc xéa déi tugng dugc phat
hién 1a viéc khéng thé. Néu cho hop kiém nay, irng dung sé chan doi tugng dugc phat hién va
dirng container. Néu bd chon hop kiém nay, &rng dung chi chan d6i tugng dugc phat hién.

e Do not scan file operations executed in Windows containers. Néu chon hép kiém nay, irng
dung sé chi quét container khi container d6 dugc khdi ddng. Néu bo chon hop kiém, (rng dung

sé quét container lién tuc theo thai gian thurc.

6. Luu cac thay d6i cdia ban.
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Cach cau hinh quét container trong_giao dién rng dung

1. Trong ctra s6 chinh clia &tng_dung, hdy nhan ndt g.

2. Trong clra s6 thiét 1ap irng dung, hdy chon Bao vé mdi de doa thiét yéu - Bio vé mai de doa
tap tin.

3. Trong muc Thao tac quét tap tin duoc thuc thi trong container Windows, hay cau hinh thiét
lap quét container:

e Dirng container néu khir ma ddc khéng thanh céng. Ung dung c6 thé khéng cé dd quyén
doc va ghi cho d6i tugng dugc phat hién. Trong trudng hgp do, khir ma doc hodc xda doi
tuong dugc phat hién la viéc khong thé. Néu cho hop kiém nay, irng dung sé chan déi tuong
dugc phat hién va dirng container. Néu bd chon hop kiém nay, irng dung chi chan déi tuong
dugc phat hién.

¢ Khong quét cac thao tac tap tin dugc thuc thi trong container Windows. Néu chon hép
kiém nay, (rng dung sé& chi quét container khi container dé dugc khéi déng. Néu bo chon hép

kiém, ing dung sé quét container lién tuc theo thdi gian thurc.

4. Luu cac thay d6i cGia ban.

Bao vé moi de doa web

Thanh phan Bao vé méi de doa web ngan cac ban tai xuéng tap tin déc hai tir mang Internet va cling
chan cac website déc hai va Itra ddo. Thanh phan nay gitp bao vé may tinh vdi su trg gilp cla co s& dir
liéu diét virus, dich vu ddm may clia Kaspersky Security Network va phan tich theo hanh vi.

Kaspersky Endpoint Security sé quét luu lugng HTTP, HTTPS va FTP. Kaspersky Endpoint Security sé quét
cac URL va dia chi IP.

Dé sir dung Kiém soat web, ban phai hoan tat cdu hinh ban dau cda &rng dung:

e PE giam sat luu lugng HTTPS, ban can bat két néi dugc ma hda quét (bi tat theo mac dinh).

e Chon cac c6ng ma ban muén Kaspersky Endpoint Security dé gidam sat. Theo mac dinh, (rng dung sé&
giam sat tat ca cac cong.

e Chon cac irng dung cd luu lugng_ma ban mudn Kaspersky Endpoint Security gidm sat. Hau hét cac
trinh duyét da c6 trong danh sach irng dung déu dugc Kaspersky khuyén dung. Hay thém theo cach
thd cong néu trinh duyét clia ban khong c6 trong danh sach.

e Chung t6i khuyén nghi nén chen ma tuong tac trang web vao luu lugng web. Ma nay cho phép dang
ky cac su kién Kiém soat Web cho nhat ky su kién (rng dung, nhét ky su kién HDH va bdo céo.

Khi nguai dung c6 gang mé& mét website doc hai hoac Iira ddo, Kaspersky Endpoint Security sé chan truy
cap va hién thi cdnh bao (xem hinh bén dudi).
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kaspersky

o Pa ngan tai vé mot déi tuogng nguy hiém
D& ngan t3i v& mdt tap tin déc hai hoac d6i tugng khéc dudc thigt k& d€ 14y nhiém
mé&y tinh cta ban béng phin mém ddc hai, khign may tinh cla ban chay cham, lam
sap hé théng hoic dan dén cac sy cd khac.

Chiing t6i da bao vé dé€ ban khong tai v déi tugng nay. Ban cd thé yén tdm déng
clia s8 nay.

An chitigt ~

B3 phat hién: 25/03/2024 5:19:14 CH

Bia chiweb:  http://microsoft.com (m]

Ly do: d6i tugng bi nhiém ma déc

Ung dung:  Trojan.bla-bla-bla

Théng bdo truy cap website bj tlr chéi

B4t va tat Bao vé moi de doa web

Theo mac dinh, thanh phan Bao vé méi de doa web sé dugc bat va chay trong ché d6é dugc khuyén nghi
bdi cac chuyén gia cta Kaspersky. D6i véi thanh phan Bao vé moi de doa web, (rng dung cé thé ap dung
cac nhom thiét 1ap khac nhau. Cac nhém thiét [ap dugc luu trir trong (rng dung dugc goi la mdc dé bao
mét. Cao, Khuyén dung, Thap. Thiét [ap muirc d6 bao mat luu lvgng web Khuyén duing duoc coi la thiét
l&p t6i uu dugc khuyén nghi bai cac chuyén gia Kaspersky (xem bang bén dudi). Ban c6 thé chon mét
trong nhiéu mirc dd bao mat dugc cai dat san cho luu lugng web dugc nhan hodc truyén tai qua cac giao
thirc HTTP va FTP, hoac thiét 1dp mot mirc d6 bado mat tuy chinh cho luu lugng web. Néu ban da thay d6i
cau hinh mdrc d6 bdo mat luu lugng web, ban ludn c6 thé hoan tac lai dén cdu hinh mdc dé bao mat luu
lwvgng web dugc khuyén nghi.

Ban chi cé thé chon hodc cdu hinh mirc @6 bao mat trong Bang diéu khién quan tri (MMC) hoac
trong giao dién cuc bd cda irng dung. Ban khong thé chon hodc cdu hinh mirc bdo mat trong Bang
diéu khién web hodc Bang diéu khién dam may.

Cach bat hoic tat thanh phin Bdo vé mdi de doa web trong Bang_diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Bao vé méi de doa web.
5. Str dung hop kiém Bao vé mai de doa web dé bat hoac tat thanh phan.

6. Néu ban da bat thanh phan nay, hay thuc hién mét trong cac hanh déng sau trong muc Mdrc do
bao mat:

e N&u ban muén ap dung mot trong nhirng murc d6 bado mat dugc thiét 1ap san, hdy chon no
bang thanh truot:

e Cao. MUrc do bao mat ma theo d6 thanh phan Bao vé moi de doa web quét téi da luu lugng
web ma may tinh ti€p nhan qua giao thirc HTTP va FTP. Bao vé mdi de doa web sé& thuc hién
quét chi tiét moi déi twgng luu lvgng web, sir dung toan bé cac co s& dit liéu ing dung, va
thuc hién phan tich theo hanh vie cap sdu nhét.

e Khuyén dung. M(rc @6 bdo mat email mang dén su can bang téi uu gilra hiéu nang cta
Kaspersky Endpoint Security va bao mat luu lugng web. Thanh phan Bao vé méi de doa
web thuc hién phan tich theo hanh vi & cap quét vira. Mlrc d bao mat luu lugng web nay
dugc khuyén khich béi cac chuyén gia Kaspersky. Cac gia tri cla thiét 1ap cho mirc d6 bao
mat khuyén nghi dugc cung cap trong bang bén dudi.

e Thap. Thiét Iap clla mirc d6 bao mat luu lugng web nay dam bao téc d6 quét luu lugng web
toi da. Thanh phan Bao vé méi de doa web thuc hién phan tich theo hanh vi & cap quét
nhanh.

e Néu ban mudn cau hinh mirc d6 bao mat tuy chinh, hdy nhan nut Thiét 1ap va dinh nghia thiét
lap thanh phan cla riéng ban.

Ban c6 thé khoi phuc cac gia tri cdia cadc mirc bdo mat cai dat san bang cach nhan vao nit Theo
mac dinh.

7. Trong muc Hanh ddong khi phat hién méi de doa, chon hanh déng dugc Kaspersky Endpoint
Security thuc hién khi phat hién cac doi tugng luu lugng web ddc hai:

e Chéan. Néu muc nay dugc chon va mét d6i tugng bi nhiém ma ddc dugce phat hién trong luu
lugng web, thanh phan Bao vé méi de doa web s& chan truy cap vao d6i tugng d6 va hién thi
thong bao trong trinh duyét.

e Théng bao. Néu muc nay dugc chon va moét d6i tugng bi nhiém ma ddc dugc phat hién trong
luru lugng web, Kaspersky Endpoint Security cho phép doi tugng nay dugc tai xuéng may tinh
nhung sé& thém théng tin vé ddi tuong bi nhiém ma déc vao danh sach cac méi de doa dang
hoat dong.

8. Luu cac thay déi cda ban.

Cach bat hodc tit thanh phin Bao vé méi de doa web trong Bang diéu khién web va Bang diéu khién
dam may @

280


javascript:void(0)
javascript:toggleBlock('228482')

1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection . Web Threat Protection.
5. Str dung nut bat/tat Web Threat Protection dé bat hodc tat thanh phan nay.

6. Trong muc Action on threat detection, chon hanh ddng dugc Kaspersky Endpoint Security thuc
hién khi phat hién cac déi tuong luu lugng web déc hai:

e Block. Néu muc nay dugc chon va mot ddi tuong bi nhiém ma déc dugc phat hién trong luu
lugng web, thanh phan Bao vé méi de doa web s& chan truy cap vao d6i tugng d6 va hién thi
thdng bao trong trinh duyét.

e Inform. Néu muc ndy dugc chon va mot ddi tugng bi nhiém ma doc dugc phat hién trong luu
lwgng web, Kaspersky Endpoint Security cho phép d6i tugng nay dugc tai xuéng may tinh
nhung sé& thém thong tin vé déi tugng bi nhiém ma déc vao danh sach cac méi de doa dang
hoat dong.

7. Néu can, lap danh sach cac dia chi web dugc tin tudng.

8. Luu cac thay d6i clia ban.

Cach bat hoac tat thanh phan Bao vé méi de doa web
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1. Trong

2. Trong
web.

clra s6 chinh clia *ng_dung, hdy nhan ndt .

clra s6 thiét 1ap rng dung, hdy chon Bao vé mai de doa thiét yéu - Bao vé mai de doa

3. Sir dung nut bat/tat Bao vé méi de doa web dé bat hodac tat thanh phan nay.

4. Néu ban da bat thanh phan nay, hay thuc hién mét trong cac hanh ddng sau trong muc Mirc d6
bao mat:

e Né&u ban muén ap dung moét trong nhirng mirc d6 bao mat dugc thiét 1ap san, hdy chon no
bang thanh truot:

e Né

Cao. Murc d6 bao mat ma theo d6 thanh phan Bao vé maoi de doa web quét téi da luu lugng
web ma may tinh ti€p nhan qua giao thirc HTTP va FTP. Bao vé mdi de doa web sé thyc hién
quét chi tiét moi déi tugng luu lvgng web, sir dung toan bé cac co s& dit liéu ing dung, va
thure hién phan tich theo hanh vie cap sau nhat.

Khuyén dung. M{c d6 bdo mat email mang dén su can bang téi vu gitra hiéu nang cla
Kaspersky Endpoint Security va bao mat luu lugng web. Thanh phan Bao vé moi de doa
web thurc hién phan tich theo hanh vi & cap quét vira. Mrc d6 bao mat luu lugng web nay
dugc khuyén khich béi cac chuyén gia Kaspersky. Cac gia tri cGia thiét 1ap cho mirc d6 bao
mat khuyén nghi dugc cung cap trong bang bén dudi.

Thap. Thiét [ap cia mic d6 bao mat luu lugng web nay dam bao téc do quét luu lugng web
toi da. Thanh phan Bao vé mdi de doa web thurc hién phan tich theo hanh vi & cap quét
nhanh.

u ban mudén cau hinh mirc d6 bao mat tuy chinh, hdy nhan nat Thiét 1ap nang cao va dinh

nghia thiét |ap thanh phan cda riéng ban.

Ban c6 thé khoi phuc cac gi tri clia cac mirc bado mat cai dat san bang cach nhan vao nut Khoi
phuc cap bao mat duwgc khuyén nghi.

5. Trong

muc Hanh ddng khi phat hién maéi de doa, chon hanh déng dugc Kaspersky Endpoint

Security thuc hién khi phat hién cac doi tugng luu lugng web ddc hai:

e Chan. Néu muc nay dugc chon va mét déi tugng bi nhiém ma ddc dugc phat hién trong luu
lugng web, thanh phan Bao vé méi de doa web sé& chan truy cap vao doi tugng d6 va hién thj
thong bao trong trinh duyét.

e Théng bao. Néu muc nay dugc chon va mét d6i tugng bi nhiém ma ddc dugc phat hién trong
luu luvgng web, Kaspersky Endpoint Security cho phép déi tugng nay dugc tai xudng may tinh
nhung sé& thém thoéng tin vé ddi tugng bi nhiém ma déc vao danh sach cac méi de doa dang
hoat dong.

6. Luu cac thay d6i cia ban.

Thiét Iap Bao vé moi de doa web dugc cac chuyén gia Kaspersky khuyén nghi (mirc d6 bdo mat dugc khuyén nghi)

Tham sé Gia tri Mb ta
Ki€m tra dia Bat Quét cac lién két dé xac dinh xem ching cé dugc dua vao trong co s& dir liéu cha cac dia chi web doc
chi web bang hai hay khéng dé cho phép ban theo ddi cac website da dugc thém vao danh sach khéng dugc phép.
cach dai chiéu Co sa dir lieu cac dia chi web doc hai dugc duy tri bdi Kaspersky, dugc bao gdom trong géi cai dat irng
V@i co s div dung va cap nhat trong qua trinh cap nhéat co s& dit liéu clia Kaspersky Endpoint Security.
liéu dia chi
web doc hai
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Ki€ém tra dia
chi web bang
cach déi chiéu
VGi co s& dir
lidu dia chi
web Iira ddo

Str dung phan
tich hanh vi
(Bao vé maéi de
doa web)

Str dung phan
tich hanh vi
(Chéng Itra ddo)

Hanh déng khi
phat hién maoi
de doa

Bat

Chan

Co s dir liéu dia chi web Ilra ddo bao gdm cac dia chi website da biét, thudng dugc sir dung dé tao cac
cudc tén cong lira ddo. Kaspersky b sung cho co s& dit liéu vé cac lién két Ilra ddo nay bang cac dia chi
thu dugc tir t6 chirc qudc té c6 tén goi la T chirc toan cau vé chdng Itra dao trén mang. Co s& dit liéu
céc dia chi lra ddo dugc bao gém trong goi cai dat ing dung va dugc bé sung trong qua trinh cap
nhat co s& dir liéu clia Kaspersky Endpoint Security.

Cdng nghé nay dugc phat trién dé phat hién cac méi de doa khéng thé dugc phat hién véi phién ban
co s& dit lieu irng dung hién tai ctia Kaspersky. N6 c6 thé phat hién cac tap tin bi nhiém mét loai virus
khoéng xac dinh, hodc mot bién thé mdi ciia mot virus da biét.

Khi luu lugng web dugc quét virus va cac rng dung khac cé maéi de doa, trinh phan tich theo hanh vi sé
thure hién cac 1énh trong cac tap tin thue thi. S6 lugng cac 1énh dugc thuc thi bdi trinh phan tich theo
hanh vi phu thudc vao cdp do dugc chi dinh cho trinh phan tich theo hanh vi. Cap d6 Phéan tich hanh vi
dam bao mét su can bang gilra viéc quét k§ ludng dé tim cdc méi de doa mdi, tai I1én tai nguyén hé
diéu hanh, va thai gian phéan tich theo hanh vi.

C6ng nghé nay dugc phat trién dé phat hién cac méi de doa khdng thé dugc phat hién véi phién ban
€0 s& dit lieu irng dung hién tai ctia Kaspersky. N6 c6 thé phat hién cac tap tin bi nhiém mét loai virus
khong xac dinh, hodc mot bién thé méi ciia mot virus da biét.

NEu muc nay dugc chon va mét déi tugng bi nhiém ma doc dugc phat hién trong luu lugng web,
thanh phan Bao vé méi de doa web s& chan truy cap vao déi tugng do va hién thj théng bao trong
trinh duyét.

Cau hinh cac phuong phap phat hién dia chi web déc hai

Thanh phan Bo vé méi de doa web phat hién cac dia chi web ddc hai bang cach st dung co s& dit liéu
chéng virus, dich vu ddm may Kaspersky Security Network va phan tich hanh vi.

Ban chi c6 thé chon cac phuong phap phat hién dia chi web d6c hai trong Bang diéu khién quan tri
(MMC) hodac trong giao dién cuc bd cla &rng dung. Ban khéng thé chon cac phuong phap phat hién
dia chi web déc hai trong Bang diéu khién web hodc Bang diéu khién dam may. Tuy chon mac dinh
la ki€ém tra cac dia chi web bang cach d6i chiéu véi co sé dir liéu cha cac dia chi doc hai théng qua
phan tich hanh vi (quét vura).

Quét bang co s& d liéu cac dia chi déc hai

Quét cac lién két dé xac dinh xem chiing c6 dugc dua vao trong co s& dit liéu clda cac dia chi web ddc hai
hay khéng dé cho phép ban theo dbi cac website da dugc thém vao danh sach khong dugc phép. Co s&
dir liéu cac dia chi web doc hai dugc duy tri bdi Kaspersky, dugc bao gom trong géi cai dat ing dung va
cap nhat trong qua trinh cap nhat co s& dit liéu clia Kaspersky Endpoint Security.

Kaspersky Endpoint s& quét tat ca cac lién két dé xac dinh xem ching c6 dugc liét ké trong co s& dir
liéu cac dia chi web dbc hai hay khong. Thiét Iap quét két noi bao mat clia irng_dung khéng anh
hudng dén chirc nang quét lién két. Néi cach khac, néu quét két ndi dugc ma hoda bi tat, Kaspersky
Endpoint Security s& kiém tra cac lién két bang cach d6i chiéu vai co s& dir liéu cac dia chi web déc
hai ngay ca khi luvu lvgng mang dugc truyén qua két néi dugc ma héa.

Cach bat hodc tat tinh nang kiém tra dia chi web bang cach ddi chi€u v&i co s& dir liéu dia chi web ddc

hai théng_qua Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé méi de doa thiét yéu - Bao vé mdi de doa web.

5. Trong muc Mirc d6 bao mat, hdy nhan nat Thiét lap.

6. Trong clra ‘56 md& ra, trong muc Phuwong phap quét, hdy chon hoac xéa,hc}p kiém Kiém tra dia
chi web bang cach do6i chiéu véi co s& dir liéu dia chi web ddc hai dé bat hoac tat tinh nang

kiém tra dia chi bang cach déi chiéu vai co sd dir liéu cla cac dia chi web ddc hai.

7. Luu cac thay déi cda ban.

Cach bat hodc tat tinh nang kiém tra dia chi bang cach d6i chi€u véi co s& dir liéu dia chi d6c hai trong

1. Trong clra s6 chinh cdia ing_dung, hdy nhan ndt g.

2. Trong ctra s6 thiét 1ap &'ng dung, hdy chon Bao vé mdi de doa thiét yéu - Bao vé mai de doa
web.

3. Nhan vao Thiét lap nang cao.

4. Trong muc Phuong phap quét, hay chon hoac x6a hop kiém Kiém tra dia chi web bang cach
d6i chi€u véi co sé dir liéu dia chi web ddc hai dé bat hoac tat tinh nang kiém tra dia chi bang
cach doéi chiéu véi co sd dit liéu ctia cac dia chi web dbc hai.

5. Luu cac thay déi cda ban.

Phan tich hanh vi

Trong phan tich hanh vi, Kaspersky Endpoint Security sé phan tich hoat dong clia cac rng dung trong hé
diéu hanh. Phan tich hanh vi c6 thé phat hién cac méi de doa chua c6 ho so trong co sé& dir liéu cla
Kaspersky Endpoint Security.

Khi luu lugng web dugc quét virus va cac ing dung khac c6 méi de doa, trinh phan tich theo hanh vi sé
thurc hién cac 1énh trong cac tap tin thuc thi. S6 lugng cac Iénh dugc thuc thi béi trinh phan tich theo
hanh vi phu thuéc vao cap dd dugc chi dinh cho trinh phan tich theo hanh vi. Cap d6 Phan tich hanh vi
dadm bao mot su can bang gilra viéc quét k§ ludng dé tim cac méi de doa mdi, tai Ién tai nguyén hé diéu
hanh, va thoi gian phan tich theo hanh vi.

Cach bat hoac tdt phan tich hanh vi trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Bao vé méi de doa web.

5. Trong muc Mirc d6 bao mat, hdy nhan nat Thiét lap.

6. Trong cra s6 m& ra, trong muc Phueng phép quét, hdy chon hop kiém Sur dung phén tich hanh
vi néu ban mudén ng dung s dung phan tich hanh vi khi quét luu lugng web dé tim virus va

phan mém ddc hai khac.

7. S dung thanh trugt dé dat cap d6 phan tich theo hanh vi: quét nhanh, quét vira hodc quét sau.
Khi luu lugng web dugc quét virus va cac ing dung khac cé6 moi de doa, trinh phan tich theo
hanh vi sé thuc hién cac 1énh trong cac tap tin thuc thi. S6 lugng cac 1énh dugc thurc thi bdi trinh
phan tich theo hanh vi phu thudc vao cap d6 dugc chi dinh cho trinh phan tich theo hanh vi. Cap
dé Phan tich hanh vi ddm bdo mot su can bang giira viéc quét k§ ludng dé tim cac méi de doa
mdi, tai 1én tai nguyén hé diéu hanh, va thai gian phan tich theo hanh vi.

8. Luu cac thay d6i cia ban.

Cach bat hodc tat sir dung_phan tich hanh vi trong_giao dién &rng_ dung

1. Trong cra s6 chinh cda ing dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap &rng dung, hdy chon Bao vé méi de doa thiét yéu — Bao vé méi de doa
web.

3. Nhan vao Thiét 1ap nang cao.

4, Trong muc Phwong phap quét, hdy chon hop kiém Sir dung phan tich hanh vi néu ban muén
&ng dung s dung phén tich hanh vi khi quét luvu lugng web dé tim virus va phan mém déc hai
khac.

Khi luu lugng web dugc quét virus va cac irng dung khac c6 méi de doa, trinh phan tich theo
hanh vi sé thurc hién cac 1énh trong cac tap tin thuc thi. S6 lugng cac 1énh dugc thurce thi bdi trinh
phan tich theo hanh vi phu thudc vao cap d6 dugc chi dinh cho trinh phan tich theo hanh vi. Cap
dé Phan tich hanh vi dm bao mot sy can bang gitra viéc quét k§ ludng dé tim cac méi de doa
mdi, tai 1én tai nguyén hé diéu hanh, va thai gian phan tich theo hanh vi.

5. Luu cac thay d6i cia ban.

Chéng lra dao
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Thanh phan Bao vé méi de doa web sé kiém tra cac lién két dé xem chiing cé thuéc dia chi web Itra ddo
hay khéng. Piéu nay gilp ngan cac cudc tdn céng lira ddo. Mot cudc tan cdng lira ddo c6 thé bi che gidu,
chang han nhu duéi dang moét email dugc cho la tir ngan hang cda ban, véi lién két dén website chinh
thirc cda ngan hang. Bang cach nhan vao lién két d6, ban sé dugc dua dén mét ban sao chinh xac clia
website ngan hang va tham chi con cé thé thay dung dia chi web cta ngan hang dé trong trinh duyét,
mac du trong thuc té ban dang & trén mét website gid mao. Ké tir thoi diém nay, moi hanh déng cda ban
trén website déu sé dugc theo ddi va c6 thé dugc sir dung dé an cép tién cda ban.

Bd&i cac lién két dén website Ilra ddo c6 thé dugc nhan khéng chi qua email, ma con tir cdc ngudn khac
nhu trinh tin nhan, thanh phan Bao vé mai de doa web s& giam sat moi nd luc truy cdp mét website Iira
dao trén cap dé quét luu lugng web va chan viéc truy cap dén cac website d6. Danh sach cac URL dugc
bao gom vd&i goi phan phéi clia Kaspersky Endpoint Security.

Ban chi c6 thé cdu hinh thanh phan Chéng lira ddo trong Bang diéu khién quan tri (MMC) hodac giao
dién cuc bd clia irng dung. Ban khdng thé cau hinh thanh phan Chéng lira dao trong Bang diéu
khi€n web hodc Bang diéu khién dam may. Theo mac dinh, thanh phan Chéng lira ddo dugc bat
cung phan tich hanh vi.

Cach bat hodc tat thanh phan Chéng lira ddo trong Bdng diéu khién quan tri (MMC) @

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé méi de doa thiét yéu — Bao vé mdi de doa web.
5. Trong muc Mirc d6 bao mat, hdy nhan nut Thiét lap.

6. Trong clra s6 md ra, trong muc Thiét 1ap Chéng ltra dao, hdy chon hodc x6a hép kiém Kiém tra
dia chi web bang cach d6i chiéu véi co s& dir liéu dia chi web lira ddo dé bat hoac tat Chong
Ira ddo.

Co s& dit liéu dia chi web Itira ddo bao gém cac dia chi website da biét, thudng dugc sir dung dé
tao cac cudc tan cong lira ddo. Kaspersky b6 sung cho co s& dir liéu vé cac lién két Ilra ddo nay
bang cac dia chi thu dugc tir to chirc quoc té c6 tén goi la Té chirc toan cau vé chéng lira ddo trén
mang. Ca s& dir liéu cac dia chi lra ddo dugc bao gom trong géi cai dat irng dung va dugc bo
sung trong qua trinh cap nhat co sé& dit liéu clia Kaspersky Endpoint Security.

7. Hay chon hép kiém St&r dung phan tich hanh vi néu ban muén &rng dung s dung phan tich
hanh vi khi quét cac trang web dé tim lién két lira dao.
Trong phan tich hanh vi, Kaspersky Endpoint Security sé phan tich hoat dong clia cac irng dung
trong hé diéu hanh. Phan tich hanh vi cé thé phat hién cdc maoi de doa chua c6 ho so trong co s&
dir liéu clia Kaspersky Endpoint Security.
DEé quét cac lién két, ngoai ca s& dir liéu chéng virus va phan tich hanh vi, ban c6 thé sir dung co
s& dit liéu danh tiéng clia Kaspersky Security Network.

8. Luu cac thay déi cda ban.

Cach bat hodc tat thanh phan Chéng lira dao trong giao dién irng dung

286


javascript:toggleBlock('228511')
javascript:toggleBlock('228509')

1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap &'ng dung, hdy chon Bao vé maéi de doa thi€t yéu — Bao vé maéi de doa
web.

3. Nhan vao Thiét 1ap nang cao.

4. Néu ban muén thanh phan Bao vé méi de doa web kiém tra cac lién két bang cach d6i chiéu véi
cd s& dir liéu cac dia chi web Iira ddo, hdy chon hép kiém Kiém tra dia chi web bang cach déi
chiéu v&i co s& dir liéu dia chi web lira dao trong muc Chong lira dao. Co s& dir liéu dia chi
web Ilra ddo bao gom cac dia chi website da biét, thudng dugc sir dung dé tao cac cudc tan cong
Ilra ddo. Kaspersky b6 sung cho co s& dir liéu vé cac lién két Itra ddo nay bang cac dia chi thu dugc
tlr t6 chirc qudc té c6 tén goi la T chirc toan cau vé chdng lira ddo trén mang. Co s& dir liéu cac
dia chi Ilra ddo dugc bao gom trong géi cai dat rng dung va dugc bé sung trong qua trinh cap
nhat co s& dir liéu cla Kaspersky Endpoint Security.

5. Hay chon hop kiém Str dung phan tich hanh vi néu ban muén (rng dung s dung phan tich
hanh vi khi quét cac trang web dé tim lién két Ira ddo.
Trong phaén tich hanh vi, Kaspersky Endpoint Security sé phan tich hoat dong clia cac irng dung
trong hé diéu hanh. Phan tich hanh vi c6 thé phat hién cac moi de doa chua cé ho so trong co sé
dir liéu clia Kaspersky Endpoint Security.
DEé quét cac lién két, ngoai ca s& dir liéu chéng virus va phan tich hanh vi, ban c6 thé sir dung co
s& dir liéu danh tiéng clia Kaspersky Security Network.

6. Luu cac thay d6i cia ban.

Tao danh sach cac dia chi web dugc tin tudng

Ngoai cac trang web ddc hai va lira ddo, thanh phan Bao vé madi de doa web con cé thé chan cac trang
web khac. Vi du: Bdo vé moi de doa web sé& chan luu lugng HTTP khéng dap (rng cac tiéu chudn RFC. Ban
c6 thé tao ra mot danh sach cac URL ¢ ndi dung ma ban tin tudng. Thanh phan Bao vé méi de doa web
sé khong phan tich théng tin tir cac dia chi web dugc tin tudng dé phat hién virus va cac méi de doa
khac. Ty chon nay c6 thé hitu ich, chang han nhu khi thanh phan Bao vé méi de doa web can thiép vdi
viéc tai vé mot tap tin tr mot website da biét.

Mot URL c6 thé 1a dia chi ciia mét trang web cu thé, hoac dia chi cdia mét website.

Cach thém dia chi web dwgc tin twdng trong Badng diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Bao vé méi de doa web.
5. Trong muc Mirc d6 bao mat, hdy nhan nat Thiét lap.

6. Trong clra s6 md ra, hay chon thé Pia chi web duoc tin twdng.

7. Chon hép kiém Khéng quét luu lwgng web tir cac dia chi web duorc tin tudng.

Né&u hop ki€ém nay dugc chon, thanh phan Bao vé méi de doa web s& khdng quét ndi dung cla
cac trang web hoac website cé dia chi nam trong danh sach cac dia chi web dugc tin tudng. Ban
c6 thé thém ca dia chi cu thé va dia chi dai dién cia mét trang web / website vao danh sach cac
dia chi web dugc tin tudng.

8. Tao mot danh sach cac URL / trang web cé ndi dung ma ban tin tudng.
Kaspersky Endpoint Security hé trg cac ky tu * va ? khi nhap tén dai dién.
Ban cling c6 thé nhap danh sach dia chi web dugc tin tudng tir tap tin XML.

9. Luu cac thay déi cda ban.

Cach thém dia chi web duoc tin twdng trong Bang diéu khién web va Badng_diéu khién dam may®

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cta chinh sach Kaspersky Endpoint Security.

Clra s6 thudc tinh chinh sach s& dugc mad ra.
3. Chon thé Application settings.
4. Vao Essential Threat Protection — Web Threat Protection.

5. Trong muc Trusted web addresses, hdy chon hép kiém Do not scan web traffic from trusted
web addresses.

NEu hop kiém nay dugc chon, thanh phan Bao vé maéi de doa web s& khong quét ndi dung cla
cac trang web hoac website cé dia chi nam trong danh sach cac dia chi web dugc tin tudng. Ban
6 thé thém ca dia chi cu thé va dia chi dai dién ciia mot trang web / website vao danh sach cac
dia chi web dugc tin tudng.

6. Tao mét danh sach cac URL / trang web c¢6 ndi dung ma ban tin tudng.
Kaspersky Endpoint Security hé trg cac ky tu * va ? khi nhap tén dai dién.
Ban cling c6 thé nhap danh sach dia chi web dugc tin tudng tir tap tin XML.

7. Luu cac thay d6i cda ban.

Cach thém dia chi web duwoc tin twéng trong giao dién irng dung
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap &rng dung, hdy chon Bao vé maéi de doa thiét yéu — Bao vé mdéi de doa
web.

3. Nhan vao Thiét 1ap nang cao.

4. Chon hop kiém Khdng quét luu lurgng web tir lién két tin tuwdng.

Né&u hop kiém nay dugc chon, thanh phan Bao vé méi de doa web s& khdng quét ndi dung cla
cac trang web hoac website cé dia chi nam trong danh sach cac dia chi web dugc tin tudng. Ban
c6 thé thém ca dia chi cu thé va dia chi dai dién cia mét trang web / website vao danh sach cac
dia chi web dugc tin tudng.

5. Tao mét danh sach cac URL / trang web c6 ndi dung ma ban tin tudng.
Kaspersky Endpoint Security hé trg cac ky tu * va ? khi nhap tén dai dién.
Ban cling c6 thé nhap danh sach dia chi web dugc tin tudng tir tap tin XML.

6. Luu cac thay déi cda ban.

Do d6, thanh phan Bao vé méi de doa web sé khéng quét luu lugng truy cap cla cac dia chi web dugc tin
tudng. Ngudi dung ludn c6 thé md mot trang web dugc tin tudng va tai xuéng tap tin tir trang web do.
NEu ban khdng thé truy cap vao trang web d6, hdy kiém tra thiét 1ap clda cac thanh phan Quét két noi
dugc ma hda, Kiém soat web va Gidm sat céng mang. Néu Kaspersky Endpoint Security coi mot tap tin
dugc tai xudng tir mot trang web dugc tin tudng la tép tin déc hai thi ban cé thé thém tap tin nay vao
loai tru.

Ban ciing c6 thé tao danh sach loai trir chung_cho cac két ndi dugc ma héa. Trong trudng hgp nay,
Kaspersky Endpoint Security sé khong quét luu lugng HTTPS cua cac dia chi web dugc tin tudng khi cac
thanh phan Bo vé méi de doa web, Bdo vé moi de doa thu dién tdr, KiEm soat web dang hoat déng.

Xuat va nhap danh sach dia chi web dugc tin tudng

Ban c6 thé xuat danh sach dia chi web dugc tin tudng vao mot tap tin XML. Sau d6, ban cé thé sira doi
tap tin, vi du nhu thém mét s6 lugng 1én cac dia chi web cling loai. Ban ciing c6 thé str dung chirc nang
xudt/nhap dé sao luu danh sach dia chi web dugc tin twdng hodc d€ chuyén danh sach sang may chu
khac.

Cach xuét va nhap danh sach dia chi web dugc tin twudng trong Bang diéu khién quan tri (MMC)®

289


javascript:toggleBlock('202084')

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé méi de doa thiét yéu - Bao vé mdi de doa web.
5. Trong muc Mirc d6 bao mat, hdy nhan nat Thiét lap.

6. Trong clra s6 md ra, hdy chon thé Pia chi web duorc tin twédng.

7. D& xuét danh sach dia chi web dugc tin tudng:

a. Chon dia chi web dugc tin tudng ma ban muén xuat. D& chon nhiéu céng, hay s&r dung phim
CTRL hoac SHIFT.
Néu ban khong chon dia chi dugc tin tudng nao, Kaspersky Endpoint Security sé xuat tat ca
cac dia chi web.

b. Nhan vao lién két Xuat.

c. Trong cra s6 md ra, hady chi dinh tén cla tap tin XML ma ban mudn xuat danh sach cac dia chi
web dugc tin tudng vao do6 réi chon thu muc ban muén luu tap tin nay.
d. Luu tap tin.

Kaspersky Endpoint Security sé& xuat toan bé danh sach dia chi web dugc tin tudng vao tap tin
XML.

8. P& nhap danh sach dia chi dugc tin tudng:

a. Nhan vao lién két Nhap.
Trong clra s6 md ra, hay chon tap tin XML ma ban muén nhap danh sach dia chi dugc tin
tudng.

b. Mé& tap tin.

Néu may tinh da cé danh sach dia chi dugc tin tudng, Kaspersky Endpoint Security sé nhac ban
x6a danh sach hién c6 hodc thém cac muc mdi vao tur tap tin XML.

9. Luu cac thay d6i clia ban.

Cach xudt va nhap danh sach dia chi web dwoc tin twdng_trong Badng_diéu khié€n web va Bdng diéu
khién ddm may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection . Web Threat Protection.
5. D& xudt danh sach loai trir trong muc Trusted web addresses:
a. Chon dia chi web dugc tin tudng ma ban muén xuat.
b. Nhan vao lién két Export.

c. Trong clra s6 md ra, hdy chi dinh tén cla tap tin XML ma ban muén xuat danh sach cac dia chi
web dugc tin tudng vao do6 réi chon thu muc ban muén luu tap tin nay.

d. Luu tap tin.

Kaspersky Endpoint Security s& xuat toan bé danh sach dia chi web dugc tin tudng vao tap tin
XML.

6. D& nhap danh sach loai trir trong muc Trusted web addresses:

a. Nhan vao lién két Import.

Trong clra s6 md ra, hay chon tap tin XML ma ban muén nhap danh sach dia chi dugc tin
tudng.

b. M& tap tin.

Néu may tinh da c6 danh sach dia chi dugc tin tudng, Kaspersky Endpoint Security s& nhac ban
x6a danh sach hién c6 hodac thém cac muc mdéi vao tir tap tin XML.

7. Luu cac thay d6i cta ban.

Bao vé moi de doa thu dién tur

Thanh phan Bao vé méi de doa thu dién tlr s& quét cac tap tin dinh kém cla email dén va di dé phat hién
virus va cac moi de doa khac. Thanh phan nay gitp bao vé may tinh vdi su trg gitp clia co sé dir liéu diét
virus, dich vu ddm may cua Kaspersky Security Network va phan tich theo hanh vi.

Bao vé méi de doa thu dién tlr c6 thé quét ca thu dén va thu di. Ung dung nay hé trg POP3, SMTP, IMAP
va NNTP trong cac irng dung thu dién tir sau:

Microsoft Office Outlook

Mozilla Thunderbird

Windows Mail

MyOffice Mail
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e R7-Office Organizer

Pé quét luu lugng truy cap trong rng dung thu Mozilla Thunderbird, MyOffice Mail va R7-Office
Organizer, ban can phai thém chirng_chi Kaspersky vao kho ching_chi va chon kho chirng_chi riéng.

Bdo vé méi de doa thu dién tlr khdng hé trg cac giao thirc va ing dung thu dién tdr khac.

Bao vé maoi de doa thu dién tir cé thé khong phai lic nao cling cé dugc quyén truy cap cdp dd giao thuc
vao thu (vi dy: khi s&r dung giai phap Microsoft Exchange). Do d6, Bao vé mai de doa thu dién tr c6 mot
phan md& rong_cho Microsoft Office Outlook. Phan mé réng nay cho phép quét thu & cdp do cua ung
dung thu dién td. Phan md réng Bao vé mai de doa thu dién tlr hé trg hoat déng véi Outlook 2010, 2013,
2016, 2019 va 2021.

Thanh phan Bao vé mai de doa thu dién t&r khdng quét thu néu ing dung thu khach dugc maé trong
trinh duyét.

Khi phat hién tap tin doc hai trong phan dinh kém, Kaspersky Endpoint Security sé thém théng tin vé
hanh dong da thuc hién vao chu dé thu, vi du: [Thu @& dugc xur ly] <chd dé thu.

Bat va tat Bdo vé moi de doa thu dién tdr

Theo mac dinh, thanh phan Bao vé maéi de doa thu dién tlr sé dugc bat va chay trong ché d dugc
khuyén nghi béi cac chuyén gia ctia Kaspersky. D6i v&i thanh phan Bao vé méi de doa thu dién tur,
Kaspersky Endpoint Security sé &p dung cadc nhém thiét Iap khac nhau. Cac nhém thiét [ap dugc luu trir
trong rng dung dugc goi la muc dj bao mét. Cao, Khuyén dung, Thap. Thiét [ap mirc d6 bao mat thu
dién t&r Khuyén dung dugc coi la thiét 1ap t6i vu duge khuyén nghi bdi cac chuyén gia Kaspersky (xem
bang bén dudi). Ban cé thé chon mét trong cac mirc d6 bao mat email dugc thiét |ap san hodac thiét 1ap
mot mirc d6 bdo mat email tly chinh. Néu ban da thay d6i cdu hinh mirc d6 bdo mat email, ban ludn c6
thé hoan tac lai d&€n cdu hinh mirc d6 bao mat email dugc khuyén nghi.

Khi lam viéc v&i trinh khach email Mozilla Thunderbird, thanh phan Bao vé mai de doa thu dién tir sé
khong quét cac email dugc truyén qua giao thirc IMAP dé phat hién virus va cac maoi de doa khac
néu bé loc dugc sir dung dé di chuyén email tir thu muc Hép thu dén.

Cach bat hodc tat thanh phan Bdo vé mdi de doa thu dién tir trong Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cay bang diéu khién, hay chon Policies.
3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Bao vé madi de doa thuw dién
tor.

5. S&r dung hop kiém Bao vé mdi de doa thu dién tlr dé bat hoac tat thanh phan.

6. Néu ban da bat thanh phan nay, hay thuc hién mét trong cac hanh déng sau trong muc Mdrc do
bao mat:

e N&u ban muén ap dung mdt trong nhirng murc d6 bado mat dugc thiét 1ap san, hdy chon no
bang thanh trugt:

e Cao. Khi mirc d6 bao mat email nay dugc chon, thanh phan Bado vé maéi de doa thu dién tlr
sé quét k¥ cac email. Thanh phan Bao vé méi de doa thu dién tlr sé quét cac email dén va
di, dong thai tién hanh phan tich theo hanh vi mdrc d6 sau. Mdrc d6 bao mat thu dién tr Cao
dugc khuyén nghi cho cdc moi trudng cé nguy co cao. Mot vi du vé mét moi truong nhu
vay la mét két nGi dé€n mot dich vu thu dién tlr mién phi tir mét mang gia dinh ma khéng
duoc bdo vé bdgi bao vé thu dién tdr.

¢ Khuyén dung. M(rc 6 bdo mat email mang dén su can bang téi uu gilra hiéu nang cta
Kaspersky Endpoint Security va bao mat email. Thanh phan Bao vé méi de doa thu dién tlr
s€ quét cac email dén va di, dong thdi ti€n hanh phan tich theo hanh vi mdc d6 trung binh.
MUrc d6 bao mat luu lugng email nay dugc khuyén khich bdi cac chuyén gia Kaspersky. Cac
gia tri cda thiét 1ap cho mirc d6 bao mat khuyén nghj dugc cung cap trong bang bén dudi.

e Thap. Khi mirc d6 bao mat email nay dugc chon, thanh phan Bao vé maéi de doa thu dién tur
sé chi quét cac email dén, thuc hién phan tich theo hanh vi nhanh va khong quét cac tap
nén dinh kém email. & mirc @6 bdo mat email nay, thanh phan Bo vé méi de doa thu dién
tlr sé quét tat ca email & toc d6 toi da va sir dung mdrc tai nguyén hé diéu hanh téi thiéu.
MUrc d6 bao mat email Thap dugc khuyén nghi str dung & cac moi trudng bao mat tot. Mot
vi du vé moi trudng nhu vay cé thé 1a mét mang LAN doanh nghiép cé hé théng bado mat
email tap trung.

e Néu ban muén cdu hinh mirc d6 bao mat tuy chinh, hdy nhan ndt Thiét 1ap va dinh nghia thiét
1ap thanh phan cda riéng ban.

Ban c6 thé khoi phuc cac gia tri clia cadc mirc bado mat cai dat san bang cach nhan vao nut Theo
mac dinh.

7. Trong muc Hanh ddng khi phat hién mai de doa, chon hanh déng dugc Kaspersky Endpoint
Security thuc hién d6i véi cac déi tugng doc hai:

e Khir ma ddc; x6a néu khdng thé khir ma ddc. Khi phat hién mot déi tugng bi nhiém ma déc
trong mot thu dugc giri dén hoac thu dugc giri di, Kaspersky Endpoint Security sé c6 gang khir
ma doc déi tugng dugc phat hién. Ngudi dung co thé truy cap thu cé tap tin dinh kém an toan.
Né&u khéng thé khir ma d6c d6i tugng, Kaspersky Endpoint Security s& x6a d6i tugng bi nhiém.
Kaspersky Endpoint Security sé thém théng tin vé hanh dong dugc thuc hién vao chu dé thu,
vi du: [Thu d& duoc xir ly] <chd dé thu.

e Khir ma ddc; chan néu khdng thé khir ma ddc. Khi phat hién mot ddi tugng bi nhiém ma
ddc trong mot thu dugce glri dén, Kaspersky Endpoint Security sé c6 gang khir ma déc doi
tuong dugc phat hién. Ngudi dung co thé truy cap thu cé tap tin dinh kém an toan. Néu khdng
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thé khir ma doc doi tugng, Kaspersky Endpoint Security sé thém canh bao vao chu dé thu.
Ngudi dung c6 thé truy cap thu cé tap tin dinh kém ban dau. Khi phat hién mot doi tugng bi
nhiém ma doc trong mét thu dugce guri di, Kaspersky Endpoint Security s& c6 gang khir ma doc
déi twgng dugc phat hién. Néu khong thé khir ma doc déi tugng, Kaspersky Endpoint Security
sé& chan viéc glri thu va (ng dung thu dién tr s& hién thj |6i.

e Chéan. Néu phat hién mét déi twgng bi nhiém ma doc trong thu dugc guiri dén, Kaspersky
Endpoint Security s& thém canh bao vao chi dé thu. Ngudi dung co thé truy cap thu cé tap tin
dinh kém ban dau. Néu phat hién mét déi tugng bi nhiém ma ddc trong thu duoc g di,
Kaspersky Endpoint Security s& chan guri thu va irng dung thu dién tir sé hién thi 16i.

8. Luu cac thay déi cda ban.

Cach bat hodc tat thanh phan Bdo vé mdi de doa thu dién tir trong Bang diéu khién web va Bang diéu
khién dam may @

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach s& duoc mad ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection . Mail Threat Protection.
5. S&r dung nut bat/tat Mail Threat Protection dé bat hoac tat thanh phan nay.

6. Trong muc Action on threat detection, chon hanh ddng dugc Kaspersky Endpoint Security thuc
hién d6i vdi cac doi tugng doc hai:

e Disinfect, delete if disinfection fails. Khi phat hién mot d6i tugng bi nhiém ma déc trong
mot thu dugc gii dén hodc thu dugce gl di, Kaspersky Endpoint Security sé c6 gang khir ma
déc déi twgng dugc phat hién. Ngudi dung co thé truy cap thu co tap tin dinh kém an toan.
NE&u khéng thé khir ma doc d6i tugng, Kaspersky Endpoint Security s& x6a d6i tugng bi nhiém.
Kaspersky Endpoint Security sé thém théng tin vé hanh déng dugc thuc hién vao cha dé thu,
vi du: [Thu d& duoc xur ly] <chu dé thus.

e Disinfect, block if disinfection fails. Khi phat hién mét déi twgng bi nhiém ma doc trong mot
thu dugc glri dén, Kaspersky Endpoint Security sé c6 gang khir ma doc d6i tugng dugc phat
hién. Ngudi dung cé thé truy cap thu c6 tap tin dinh kém an toan. Néu khéng thé khir ma doc
déi tuong, Kaspersky Endpoint Security sé thém canh béao vao cha dé thu. Ngudi dung cé thé
truy cap thu cé tap tin dinh kém ban dau. Khi phat hién mot déi tugng bi nhiém ma ddc trong
mot thu dugc guri di, Kaspersky Endpoint Security sé c6 gang kh&r ma déc doi tugng dugc phat
hién. Néu khdng thé khir ma doc doi tuong, Kaspersky Endpoint Security sé chan viéc gl thu
va ing dung thu dién tr sé hién thj 16i.

 Block. Néu phat hién mot d6i tugng bi nhiém ma déc trong thu dugc glri dén, Kaspersky
Endpoint Security s& thém canh bao vao chi dé thu. Ngudi dung c6 thé truy cap thu cé tap tin
dinh kém ban dau. Néu phat hién mét déi tugng bi nhiém ma ddc trong thu dugc g di,
Kaspersky Endpoint Security s& chdn glri thu va irng dung thu dién tlr s& hién thj I6i.

7. Néu can, hay chinh stra thiét 1dp ndng_cao ciia Bao vé moi de doa thu dién tur.

8. Luu cac thay d6i clia ban.
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap &'ng dung, hdy chon Bao vé maéi de doa thi€t yéu — Bao vé maéi de doa
thu dién tir.

3. Sir dung nut bat/tat Bao vé maéi de doa thw dién tir dé€ bat hoac tat thanh phan nay.

4. Néu ban da bat thanh phan nay, hay thuc hién mét trong cac hanh ddng sau trong muc Mirc do
bao mat:

e Né&u ban muén ap dung moét trong nhirng mirc d6 bao mat dugc thiét 1ap san, hdy chon no
bang thanh truot:

e Cao. Khi mirc d6 bao mat email nay dugc chon, thanh phan Bao vé méi de doa thu dién tur
sé quét k§ cac email. Thanh phan Bao vé méi de doa thu dién tlr sé quét cac email dén va
di, déng thai ti€én hanh phan tich theo hanh vi mdc d6 sau. Mrc d6 bao mat thu dién tr Cao
dugc khuyén nghi cho cdc moi trudng c6 nguy co cao. Mot vi du vé mét moi trudong nhu
vay la mét két nGi dé€n mot dich vu thu dién tlr mién phi tir mét mang gia dinh ma khéng
duogc bao vé bdi bao vé thu dién tir.

e Khuyén dung. M(rc d6 bao mat email mang dén su can bang toi vu gitra hiéu nang cda
Kaspersky Endpoint Security va bao mat email. Thanh phan Bao vé maéi de doa thu dién t&r
sé quét cac email dén va di, dong thai ti€n hanh phan tich theo hanh vi mirc do trung binh.
MUrc d6 bao mat luu lugng email nay dugc khuyén khich bdi cac chuyén gia Kaspersky. Cac
gia tri chia thiét Iap cho murc d6 bao mat khuyén nghj dugc cung cap trong bang bén duéi.

e Thap. Khi mic d6 bao mat email nay dugc chon, thanh phan Bao vé maéi de doa thu dién tir
sé chi quét cac email dén, thuc hién phan tich theo hanh vi nhanh va khong quét cac tap
nén dinh kém email. O mirc d6 bdo mat email ndy, thanh phan Bao vé méi de doa thu dién
tlr sé quét tat cad email & toc d0 t6i da va s&r dung mdrc tai nguyén hé diéu hanh téi thiéu.
MUrc d6 bao mat email Thap dugc khuyén nghi str dung & cac moi truong bao mat tét. Mot
vi du vé moi trudng nhu vay cé thé |a mét mang LAN doanh nghiép c6 hé théng bao mat
email tap trung.

e Néu ban mudn cau hinh mirc d6 bao mat tuy chinh, hdy nhan nut Thiét 1ap nang cao va dinh
nghta thiét |ap thanh phan cda riéng ban.

Ban c6 thé khoi phuc cac gia tri cdia cadc mirc bdo mat cai dat san bang cach nhan vao nat Khéi
phuc cap bao mat duwgc khuyén nghi.

5. Trong muc Hanh déng khi phat hién méi de doa, chon hanh dong dugc Kaspersky Endpoint
Security thuc hién d6éi véi cac déi tugng doc hai:

e Khir ma ddc; x6a néu khdng thé khir ma ddc. Khi phat hién mot d6i tugng bi nhiém ma déc
trong mot thu dugc gl dén hoac thu dugc giri di, Kaspersky Endpoint Security sé c6 gang khir
ma ddc doi tugng dugce phat hién. Ngudi dung cé thé truy cap thu co tap tin dinh kém an toan.
Néu khéng thé khir ma doc déi tugng, Kaspersky Endpoint Security s& x6a d6i tugng bi nhiém.
Kaspersky Endpoint Security sé thém théng tin vé hanh dong dugc thuc hién vao chu dé thu,
vi du: [Thu d& duoc xur ly] <chd dé thus.

e Khir ma ddc, chan néu khéng thé khir ma déc. Khi phat hién mét déi twgng bi nhiém ma
ddc trong mot thu dugce glri dén, Kaspersky Endpoint Security sé c6 gang khir ma doc déi
tuong dugc phat hién. Ngudi dung co thé truy cap thu cé tap tin dinh kém an toan. Néu khong
thé khir ma doc doi tugng, Kaspersky Endpoint Security sé thém canh bao vao chu dé thu.
Ngudi dung c6 thé truy cap thu cé tap tin dinh kém ban dau. Khi phat hién mot déi tugng bi
nhiém ma& doc trong mét thu dugce guri di, Kaspersky Endpoint Security s& c6 gang khir ma doc
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déi tuong dugc phat hién. Néu khéng thé khir ma doc d6i tugng, Kaspersky Endpoint Security
sé& chan viéc glri thu va (ng dung thu dién tlr s& hién thj 16i.

e Chéan. Néu phat hién mét déi twgng bi nhiém ma doc trong thu dugc guri dén, Kaspersky
Endpoint Security s& thém canh bao vao chu dé thu. Ngudi dung co6 thé truy cap thu cé tap tin
dinh kém ban dau. Néu phat hién mét d6i tugng bi nhiém ma déc trong thu duoc g di,
Kaspersky Endpoint Security s& chdn glri thu va irng dung thu dién tir s& hién thj I6i.

6. Luu cac thay déi cta ban.

Thiét 1ap Bdo vé moi de doa thu dién t&r dugc cac chuyén gia Kaspersky khuyén nghi (cdp d6 bao mat dugc khuyén nghi)

Tham s6

Pham vi
bado vé

Két néi
phan mé&
rong
Microsoft
Outlook

Quét cac
tap tin
nén dinh
kém

Quét cac
tap tin
dinh kém
c6 dinh
dang
Microsoft
Office

B0 loc
tap tin
dinh kém

Phan tich
hanh vi

Hanh
dong khi
phat hién
mai de
doa

Gia tri

Tin
nhan
dénva
di

PGi tén
tap tin
nén
dinh
kém cua
loai da
chon

Quét
vira

Khir ma
doc; xé6a
néu
khéng
thé khor
ma doc

Mé ta

Pham vi bdo vé bao gom cac do6i tugng dugc thanh phan kiém tra khi né dugc chay: tin nhan dén va di
hodc chi tin nhan guri dén.

DE bdo vé may tinh cia minh, ban chi can quét cac thu dén. Ban c6 thé bat quét cac thu di dé ngan cac tap
tin bi nhiém dugc glri trong cac tap tin nén. Ban cling c6 thé bat quét cac thu di néu ban mudn ngan cac
tap tin & cac dinh dang cu thé dugc g, chdng han nhu cac tap tin &m thanh va video chang han.

NE&u hdp kiém nay dugc chon, tinh ndng quét cac email dugc truyén tai qua giao thircPOP3, SMTP, NNTP,
IMAP sé dugc bat cho tlr phia tién ich md rong tich hgp vao Microsoft Outlook.

Néu thu dién tlr dugc quét bang phan md réng danh cho Microsoft Outlook, ban nén str dung Ché do

Exchange da luu trong B6 dém &n. D& biét thém chi tiét vé Cached Exchange Mode va khuyé&n nghi vé viéc
s&r dung ctia n6, vui long tham khdo Ca s& tri thirc cdia Microsoft.

Quét dinh dang ZIP, GZIP, BZIP, RAR, TAR, AR|, CAB, LHA, JAR, ICE, va céc dinh dang tap tin nén khac. Ung
dung quét cac tap tin nén khéng chi theo phan mad réng ma con theo dinh dang. Khi kiém tra tap tin nén,
Urng dung sé thuc hién quy trinh gidi nén dé quy. Biéu nay cho phép phat hién cdc méi de doa bén trong
tap tin nén nhiéu cap (tap tin nén bén trong tap tin nén).

Quét cac tap tin Microsoft Office (DOC, DOCX, XLS, PPT va du6i mé& réng khac ctia Microsoft). Cac tap tin
dinh dang Office cling bao gém cac déi tugng OLE. Kaspersky Endpoint Security sé quét cac tap tin dinh
dang van phong nhé hon 1 MB, bat ké hop kiém nay c6 dugc chon hay khéng.

Néu tly chon nay dugc chon, Bdo vé mai de doa thu dién tlr sé thay thé ky tu cudi cing cdia dudi mé rong
dugc tim thdy trong cac tap tin dinh kém cda cac loai dugc chi dinh bang ky tu gach dudi (vi du:
tattachment.doc_). Vi vdy, d€ mé tap tin nay, ngudi dung phai déi tén tap tin.

Céng nghé nay dugc phat trién dé€ phat hién cac méi de doa khéng thé dugc phat hién véi phién ban co sé
dir liéu ng dung hién tai clia Kaspersky. N6 c6 thé phat hién cac tap tin bi nhiém mat loai virus khdng xac
dinh, hodc mot bién thé mdi ctia mot virus da biét.

Khi quét cac tap tin dé tim ma ddc, trinh phan tich theo hanh vi s& thuc thi cac Iénh trong cac tap tin thuc
thi. S6 lugng cac 1énh dugc thuc thi bdi trinh phan tich theo hanh vi phu thuéc vao cap dé dugc chi dinh
cho trinh phan tich theo hanh vi. Cap d6 Phan tich hanh vi ddm bao mét su can bang gira viéc quét ky
ludng dé tim cdc mai de doa mdi, tai I1én tai nguyén hé diéu hanh, va thai gian phan tich theo hanh vi.

Khi phat hién mét déi tugng bi nhiém ma doc trong mot thu dugce giri dén hoac thu dugc gui di,
Kaspersky Endpoint Security s& c6 gdng kh&r ma doc d&i tugng dugc phat hién. Nguoi dung cé thé truy
cap thu ¢ tap tin dinh kém an toan. Néu khéng thé khir ma ddc doi tugng, Kaspersky Endpoint Security
sé& x6a déi tugng bi nhiém. Kaspersky Endpoint Security s& thém théng tin vé hanh déng dugc thuc hién
vao cha dé thu, vi du: [Thu d& duoc xir ly] <chd dé thus.

Thay d6i hanh dong x(r ly cac email bi nhiém
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Theo mac dinh, thanh phan Bao vé mdi de doa thu dién tlr sé& tu dong khir nhiém tat ca cac email bi
nhiém ma doc dugc phat hién. Néu khir ma doc that bai, thanh phan Bao vé méi de doa thu dién tir sé
x0a cac email bi nhiém ma doc.

PE thay d6i hanh ddng xur ly cac email bi nhiém:

1. Trong cra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa thiét yéu — Bdo vé madi de doa thw
dién tur.

3. Trong muc Hanh ddng khi phat hién mai de doa, chon hanh déng ma Kaspersky Endpoint Security
sé& thuc hién khi phat hién mét email bi nhiém:

e Khir ma ddc; x6a néu khdng thé khir ma ddc. Khi phat hién mot doi tugng bi nhiém ma déc
trong mot thu dugc glri dén hodc thu dugc giri di, Kaspersky Endpoint Security sé c6 gang khir ma
déc doi tugng dugc phat hién. Ngudi dung co6 thé truy cap thu cé tap tin dinh kém an toan. Néu
khong thé kh&r ma déc d6i tugng, Kaspersky Endpoint Security sé x6a déi tugng bi nhiém.
Kaspersky Endpoint Security sé thém théng tin vé hanh déng dugc thyc hién vao cha dé thu, vi du:
[Thu d@a duoc xar ly] <chd @é thur.

e Khir ma ddc, chdn néu khdéng thé khir ma ddc. Khi phat hién mot déi tugng bi nhiém ma déc
trong mot thu dugc guri dén, Kaspersky Endpoint Security sé c6 gang kh&r ma doc doi tugng duoc
phat hién. Ngudi dung co thé truy cap thu cé tap tin dinh kém an toan. Néu khdng thé khi&r ma déc
déi tuong, Kaspersky Endpoint Security sé& thém canh bdo vao cha dé thu. Ngudi dung cé thé truy
cap thu c6 tap tin dinh kém ban dau. Khi phat hién mot doi tugng bi nhiém ma déc trong mot thu
dugc guri di, Kaspersky Endpoint Security sé c6 gang khir ma déc déi tugng dugc phat hién. Néu
khong thé kh&r ma déc doi tugng, Kaspersky Endpoint Security s& chan viéc guri thu va ng dung
thu dién tlr sé hién thi 16i.

e Chan. Néu phat hién mét déi twgng bi nhiém ma doc trong thu dugce guri dén, Kaspersky Endpoint
Security s& thém canh bao vao chd dé thu. Ngudi dung cé thé truy cap thu co tap tin dinh kém ban
dau. Néu phat hién mét déi twgng bi nhiém ma doc trong thu dugce guri di, Kaspersky Endpoint
Security s& chan gl thu va ng dung thu dién tlr sé& hién thij |6i.

4. Luu cac thay déi cta ban.

Cau hinh pham vi bao vé ctda thanh phan Bao vé méi de doa thu dién
tor

Pham vi bao vé chi cac doi tugng dugc quét bdi thanh phan khi thanh phan nay dang hoat déng. Pham
vi bdo vé clia cac thanh phan khac nhau cé cac thudc tinh khac nhau. Cac thudc tinh cdia pham vi bao vé
cla thanh phan Bao vé mai de doa thu dién t& bao gém cac thiét Iap dé tich hgp thanh phan Bao vé mai
de doa thu dién tlr vao cac trinh khach email, va loai email va giao thirc email c6 luu lugng dugc quét bai
thanh phan Bao vé méi de doa thu dién tir. Theo mac dinh, Kaspersky Endpoint Security sé quét ca hai
loai email dén va di, cling nhu luu lugng clia cac giao thirc POP3, SMTP, NNTP va IMAP, va dugc tich hop
vao trinh khach email Microsoft Office Outlook.

DE thiét Iap pham vi bdo vé cda thanh phdn Bdo vé méi de doa thu dién tu:

1. Trong cra s6 chinh cdia ing_dung, hdy nhan nut g.
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2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa thiét yéu — Bao vé méi de doa thu
dién tur.

3. Nhan vao Thiét 1ap nang cao.

4. Trong muc Pham vi bao vé, hay chon thu dé quét:
¢ Tin nhan dén va di.
¢ Chi tin nhan gtri dén.

Dé bdo vé may tinh cdia minh, ban chi can quét cac thu dén. Ban c6 thé bat quét cac thu di dé ngan
cac tap tin bi nhiém dugc glri trong cac tap tin nén. Ban cling c6 thé bat quét cac thu di néu ban
mudn ngan cac tap tin & cac dinh dang cu thé dugc glri, chang han nhu cac tap tin &m thanh va video
chang han.

Néu ban chon chi quét nhirng email dén, ban nén thuc hién tac vu quét mét lan cho tat ca nhirng
email di bdi sé c6 kha nang may tinh clia ban cé sau email dang dugc phat tan qua email. biéu
nay dé tranh cac van dé xuat phat tir viéc glri hang loat email khéng giam sat bi nhiém virus tir
may tinh cda ban.

5. Trong muc Kha nang két néi, thuc hién cac thao tac sau:

e Néu ban muén thanh phan Bao vé méi de doa thu dién tlr quét cac email dugc truyén qua cac giao
thirc POP3, SMTP, NNTP, va IMAP trudc khi chiing dén may tinh clia nguai dung, hdy chon hép
kiém Quét luu lwong POP3, SMTP, NNTP, va IMAP.

Néu ban khong muén thanh phan Bao vé méi de doa thu dién tlr quét cac email dugc truyén qua
cac giao thirc POP3, SMTP, NNTP va IMAP trudc khi ching dén mdy tinh clia ngudi dung, hay x6a
hop kiém Quét luu lwgng POP3, SMTP, NNTP, va IMAP. Trong trudng hop nay, cac email sé dugc
quét bdi tién ich mé réng Bao vé mai de doa thu dién t&r dugc nhing trong trinh khach email
Microsoft Office Outlook sau khi email dé d3 dén may tinh cia ngudi dung néu hép kiém Két néi
phan mé rong Microsoft Outlook dugc chon.

Néu ban st&r dung Ung dung thu dién tir khong phai la Microsoft Office Outlook thi thanh phan
Bao vé mdi de doa thu dién tlr sé khdng quét cac thu dugc truyén qua cac giao thirc POP3,
SMTP, NNTP va IMAP khi Quét luru lwvgng POP3, SMTP, NNTP, va IMAP hép kiém khong dugc
chon.

e NéEu ban mudn cho phép truy cap dén thiét Iap cta thanh phan Bao vé mdi de doa thu dién tur tur
Microsoft Office Outlook va bat tinh nang quét cac email dugc truyén qua cac giao thirc POP3,
SMTP, NNTP, IMAP, va MAPI sau khi chiing da dén may tinh st dung tién ich mé& réng dugc nhing
vao Microsoft Office Outlook, hdy chon hop kiém K&t néi phan mé& rdng Microsoft Outlook.

Néu ban mudn chan truy cap dén thiét |ap cdia thanh phan Bao vé moi de doa thu dién tir tir
Microsoft Office Outlook va tat tinh nang quét cac email dugc truyén qua cac giao thirc POP3,
SMTP, NNTP, IMAP, va MAPI sau khi ching da dén may tinh st dung tién ich md rong dugc nhing
vao Microsoft Office Outlook, hdy x6a hop kiém K&t néi phan mé& réng Microsoft Outlook.

Tién ich md& réng Bao vé moi de doa thu dién tlr sé dugc nhidng trong (rng dung Microsoft
Office Outlook trong qua trinh cai dat Kaspersky Endpoint Security.

6. Luu cac thay d6i ctia ban.
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Quét cac tap tin phuc hgp dugce dinh kém email

Ban cé thé bat hoac tat tinh nang quét cac tap tin dinh kém email, gidi han kich c& t6i da cia cac tap tin
dinh kem email dugc quét, va gidi han thdi gian quét téi da cho cac tap tin dinh keém email.

DE thiét Idp quét cdc tap tin hén hop duoc dinh kém email:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat z.

2. Trong clra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa thiét yéu - B3o vé madi de doa thw
dién tur.

3. Nhan vao Thiét 1ap nang cao.
4. Trong muc Quét cac tap tin hén hgp, hdy ciu hinh thiét lap quét:

* Quét cac tap tin dinh kém c6 dinh dang Microsoft Office. Quét cac tap tin Microsoft Office
(DOC, DOCX, XLS, PPT va du6i m& réng khac clia Microsoft). Cac tap tin dinh dang Office cling bao
gom cac déi tugng OLE. Kaspersky Endpoint Security sé quét cac tap tin dinh dang van phong nhé
han 1 MB, bat ké hép kiém nay c6 dugc chon hay khong.

e Quét cac tap tin nén dinh kém. Quét dinh dang ZIP, GZIP, BZIP, RAR, TAR, ARJ, CAB, LHA, JAR, ICE,
va cac dinh dang tap tin nén khac. Ung dung quét cac tap tin nén khéng chi theo phan mé réng
ma con theo dinh dang. Khi kiém tra tap tin nén, 'ng dung sé& thuc hién quy trinh gidi nén dé quy.
Diéu nay cho phép phat hién cac moi de doa bén trong tap tin nén nhiéu cap (tap tin nén bén
trong tap tin nén).

NE&u trong qua trinh quét, Kaspersky Endpoint Security phat hién méat khau cho mot tap tin
nén trong van ban cla tin nhan, mat khau nay sé dugc sir dung dé quét ndi dung cda tap tin
nén dé tim cac ing dung déc hai. Trong trudng hgp nay, méat khiu khdong dugc luu lai. Mét
tap tin nén dugc gidi nén trong qua trinh quét. Néu xay ra 16i ('ng dung trong qua trinh giai
nén, ban c6 thé xda cac tap tin da gidi nén dugc luu vao dudng dan sau theo cach thi cdng:
%systemroot%\temp. Cac tap tin cé tién td PR.

e Khéng quét tap tin nén I&n hon N MB (tir 1 dén 9999). Néu hdp kiEm nay dugc chon, thanh
phan Bao vé méi de doa thu dién tlr sé loai trir cac tap nén dinh kém email khéi tac vu quét néu
kich c& cGia chiing vugt qua gia tri dugc quy dinh. Néu hop kiém nay bi xéa, thanh phan Bao vé maéi
de doa thu dién tlr sé quét cac tap nén dinh kem email thuéc moi kich ¢&.

e Gidi han th&i gian kiém tra cac tap tin nén thanh N gidy (tir 1 dén 9999). Néu hop kiém nay
dugc chon, thdi gian phan bo cho viéc quét cac tap nén dinh kém email s& bj han ché trong khoang
thai gian dugc quy dinh.

5. Luu cac thay d6i cia ban.

Loc tap tin dinh kem ndi dung email

Chtrc ndng loc tap tin dinh kém khéng dugc ap dung cho cac email gui di.
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Cac ing dung déc hai c6 thé dugc phan phéi dudi dang tap tin dinh kém trong email. Ban c6 thé thiét
lap bd loc dua trén loai tap tin dinh kém email, dé cac tap tin thudc kiéu dugc quy dinh dugc tu dong déi
tén hodc xda. Bang cach doi tén mét tap tin dinh kém thudc mét thé loai nhat dinh, Kaspersky Endpoint
Security c6 thé bao vé may tinh cdia ban chéng lai viéc tu dong thuc thi mot irng dung ddc hai.

DE thiét Iap b loc tap tin dinh kém:

1. Trong cra s6 chinh cda ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa thiét yéu — Bao vé méi de doa thu
dién tor.

3. Nhan vao Thiét 1ap nang cao.
4. Trong muc B loc tap tin dinh kém, hay thuc hién mét trong nhirng hanh déng sau:

¢ V6 hiéu loc. Néu tuy chon nay dugc chon, thanh phan Bao vé moi de doa thu dién tlr sé khong loc
cac tap tin dugc dinh kéem email.

e Ddi tén tap tin nén dinh kém cla loai da chon. Néu tuy chon nay dugc chon, Bdo vé méi de doa
thu dién tlr sé thay thé ky tu cu6i cung clia dudi md rong dugce tim thdy trong cac tap tin dinh kem
cla cac loai dugc chi dinh bang ky tu gach dudi (vi du: tattachment.doc_). Vi vay, dé ma tap tin nay,
ngudi dung phai doi tén tap tin.

e Xo6a tap tin nén dinh kém ctia loai da chon. Néu tuy chon nay dugc lua chon, thanh phan Bao vé
moi de doa thu dién tlr sé xda tap tin dinh kem thudc loai dugc quy dinh khdi email.

5. Néu ban da chon D6i tén tap tin nén dinh kém cda loai da chon hoac Xéa tap tin nén dinh kém
cta loai da chon & budc trudc, hdy chon hop kiém d6i dién cac loai tap tin tuong ang.

6. Luu cac thay déi cda ban.

Xuat va nhap phan mé réng dé loc tap tin dinh kém

Ban c6 thé xudt danh sach cac phan md rong loc tap tin dinh kém vao tap tin XML. Ban c6 thé s dung
chirc ndng xudt/nhap dé sao luu danh sach cac phan ma rong hodc dé di chuyén danh sach sang mot
may chi khac.

Cach xuat va nhap danh sach cac phdn mé réng_loc tap tin dinh kém trong Bang diéu khié€n quan tri
(MMCQ)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cay bang diéu khién, hay chon Policies.
3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé mai de doa thiét yéu - Bao vé mdi de doa thu dién
tor.

5. Trong muc Mirc d6 bao mat, hdy nhan nut Thiét lap.
6. Trong clra s6 md ra, hay chon thé Bd loc tap tin dinh kem.
7. Dé xuat danh sach cac phan mé réng:

a. Chon cac phan mé rong ma ban mudn xuat. D& chon nhiéu cong, hdy sir dung phim CTRL hodac
SHIFT.

b. Nha&n vao lién két Xuat.

c. Trong clra s6 md ra, hdy chi dinh tén cla tap tin XML ma ban mudn xuat danh sach cac phan
md& rong vao do réi chon thu muc ban mudn luu tap tin nay.

d. Luu tap tin.

Kaspersky Endpoint Security s& xuat toan bé danh sach cac phan mé rong vao tap tin XML.
8. D& nhap danh sach cac phan mé rong:
a. Nhan vao lién két Nhap.
b. Trong clra s6 md ra, hdy chon tap tin XML ma ban mudn nhap danh sach cac phan maé rong.

c. M& tap tin.

Néu may tinh da cé danh sach cac phan mé rong, Kaspersky Endpoint Security sé nhac ban
x6a danh sach hién c6 hodac thém cac muc mdi vao tir tap tin XML.

9. Luu cac thay d6i cia ban.

Cach xuat va nhap danh sach cac phdn mé rong_loc tap tin dinh kém trong Badng diéu khién web va
Bing diéu khién ddm may
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Essential Threat Protection - Mail Threat Protection.

5. D& xudt danh sach cac phan md rong trong muc Attachment filter:
a. Chon cac phan mé réng ma ban muoén xuat.
b. Nhan vao lién két Export.

c. Trong cra s6 md ra, hdy chi dinh tén cla tap tin XML ma ban mudn xuat danh sach cac phan
md& rong vao do réi chon thu muc ban mudn luu tap tin nay.

d. Luu tap tin.

Kaspersky Endpoint Security s& xuat toan bé danh sach cac phan mé rong vao tap tin XML.
6. D& nhap danh sach cac phan md réng trong muc Attachment filter:
a. Nhan vao lién két Import.
b. Trong clra s6 md ra, hdy chon tap tin XML ma ban mudn nhap danh sach cac phan maé rong.

c. M& tap tin.
Néu may tinh da cé danh sach cac phan mé rong, Kaspersky Endpoint Security sé nhac ban
x6a danh sach hién c6 hodc thém cac muc mdi vao tir tap tin XML.

7. Luu cac thay d6i cta ban.

Quét email trong Microsoft Office Outlook

Trong qua trinh cai dat Kaspersky Endpoint Security, tién ich m& réng Bao vé moi de doa thu dién tir sé
dugc nhing vao Microsoft Office Outlook (sau day con dugc goi la Outlook). Phan ma rong cho phép
quét thu & cap do Ung dung thu dién tlr thay vi cap dé giao thirc. Ngoai thu, phan md rong cho phép
ban quét cac doi tvgng nhan dugc qua giao dién MAPI tir kho luu trir Microsoft Exchange (vi du: cac doi
tugng trong Lich). Qua trinh quét nay dién ra trong ing dung thu dién tdr.

Ban c6 thé md thiét 1ap thanh phan Bao vé maéi de doa thu dién tir tir trong Outlook, va quy dinh khi nao
thi email dugc quét dé phat hién virus va cdc méi de doa khac.

Phan mé& rong Bao vé méi de doa thu dién tlr ho trg hoat déng v&i Outlook 2010, 2013, 2016, 2019 va
2021.
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Trong Outlook, cac email dén s& dugc quét trudc tién badi thanh phan Bao vé méi de doa thu dién tr
(néu hop kiém Quét POP3, SMTP, NNTP va IMAP dugc chon trong giao dién cla Kaspersky Endpoint
Security) va sau d6 la bdi tién ich m& réng Bao vé maoi de doa thu dién tlr cho Outlook. Néu thanh phan
Bao vé mdi de doa thu dién t&r phat hién mot doi tugng doc hai trong email, né sé canh bao cho ban vé
su kién nay.

Thiét 1ap thanh phan Bao vé méi de doa thu dién tr c6 thé dugc cau hinh truc ti€p trong Outlook néu
hop kiém Phan m& rong_Microsoft Office Outlook dugc két ndi trong giao dién clia Kaspersky Endpoint
Security (xem hinh bén dudi).

Bao vé email
Bao vé madi de doa thu dién tr bao vé tit & ndi dung email dén va di khai
virus va cac chuong trinh déc hai khac,
Bao vé email durgc cho phép.

Ban cd thé v hiéu va thi€t 13p bao vé email béng cach nhan nit Thigt 13p.

Thigt lap

Quét khi nhan
[ Quét khi doc
Quét khi gii

Cau hinh thanh phan Bao vé moi de doa thu dién tir trong Outlook

Cac email di sé dugc quét trudc tién bdi tién ich md rong Bao vé méi de doa thu dién tir cho Outlook, va
sau dé dugc quét bgi thanh phan Bao vé méi de doa thu dién tur.

Néu email dugc quét str dung tién ich mé& rong Bao vé méi de doa thu dién tir cho Outlook, ban nén
stir dung Ché dd bd nhd dém Exchange. Dé biét thém chi tiét vé Cached Exchange Mode va khuyén
nghi vé viéc str dung cta no, vui long tham khdo Co s& tri thirc clia Microsoft®.

DE thiét Idp ché dé hoat déng cda tién ich md réng Bdo vé mdi de doa thur dién tir cho Outlook:

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dap dé ma cac thudc tinh chinh sach.

4, Trong clra s6 chinh sach, hdy chon Bao vé méi de doa thiét yéu — Bdo vé méi de doa thu dién tir.
5. Trong muc Mirc dd bao mat, hay nhan nut Thiét lap.

6. Trong clra s6 md ra, trong muc Kha nang két néi, hdy nhan vao nat Thiét 1ap.

7. Trong clra s6 Bao vé email, hay thuc hién mot trong cac thao tac sau:

e Chon hép kiém Quét khi nhan néu ban mudn tién ich md rong Bao vé maéi de doa thu dién tlr cho
Outlook quét cac email dén khi chiing vao hop thu.

e Chon hép kiém Quét khi doc néu ban mudn tién ich md réng Bao vé mai de doa thu dién tlr cho
Outlook quét cac email dén khi ngudi sir dung doc ching.
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e Chon hép kiém Quét khi gtri néu ban muén tién ich m& réng Bao vé mai de doa thu dién tr cho
Outlook quét cac email di khi ching dugc guri.

8. Luu cac thay déi cda ban.

Bao vé méi de doa mang

Thanh phan Bdo vé méi de doa mang (con dugc goi la Hé thong phat hién xam nhap, IDS) sé giam sat
luru lugng truy cdp mang dén dé biét hoat déng dac trung clia cac cudce tdn céng mang. Khi Kaspersky
Endpoint Security phat hién mot né luc tdn cdng mang vao may tinh clia ngudi dung, irng dung sé chan
két n6i mang v&i may tinh tan cong. M6 ta vé cac hinh thirc tdn cong mang da biét va cac cach dé chéng
lai chiing dugc cung cap trong co s& dir liéu clia Kaspersky Endpoint Security. Danh sach cac cudc tan
cdng mang dugc thanh phan Bao vé méi de doa mang phat hién sé dugc cap nhat trong ban cap nhat co
s& dir liéu va mo-dun rng_dung.

Bat va tat Bao vé mdi de doa mang

Theo mac dinh, Bado vé moi de doa mang sé dugc bat va hoat déng trong ché do t6i vu. Kaspersky
Endpoint Security s& giam sat luu lugng truy cdp mang dén dé biét hoat dong dac trung clia cac cudc tan
cdng mang va chan cac cudc tan cdng.

Cach bat hodc tat Bdo vé méi de doa mang trong Badng diéu khién quan tri (MMC) 3

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dap dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé mai de doa thiét yéu - Bao vé méi de doa mang.
5. Str dung hop kiém Bao vé mai de doa mang dé bat hoac tat thanh phan.

6. Luu cac thay déi cda ban.

Cach bat hodc tat BAo vé méi de doa mang trong Bang diéu khién web va Badng diéu khién ddam may @
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1. Trong ctra s6 chinh cta Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén ctia chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection - Network Threat Protection.
5. SIr dung nut bat/tat Network Threat Protection dé bat hoac tat thanh phan nay.

6. Luu cac thay déi cda ban.

Cach bat hoac tat Bdo vé méi de doa mang trong giao dién irng dung®

1. Trong ctra s6 chinh cla &ng_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa thiét yéu — Bao vé mdéi de doa
mang.

Kaspersky < Giam sat
Thiét 1ap Bao vé mdi de doa mang

Endpoint Security

Giam sat

Bao vé mdi de doa mang

Bao vé chang hoat déng va cac cudc tan cing mang nguy higm.

@® Coi hoat déng quét cBng va lam ngh&n mang |a cdc cudc tdn cong

@® Chin céc thiét bi tan cong cho

68 A~ ~ | phat

ng bi chan.

i mang (card mang). K&t qua |3 ké tan

Hanh ddng khi phat hi&én mét cude tan cdng gia mao MAC
Server Name

Théng béo

® Chan

3. Sir dung nut bat/tat Bao vé méi de doa mang dé bat hoac tat thanh phan nay.

4. Luu cac thay déi cda ban.
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Chan may tinh tan cong

Néu thanh phan Bao vé méi de doa mang duogc bat, Kaspersky Endpoint Security sé tu déng chan cac
moi de doa mang. Ngoai ra, irng dung cé thé chan may tinh tan cong va han ché guri cac goi tin mang
trong mét khodng thai gian nhat dinh. Theo mac dinh, Kaspersky Endpoint Security sé chdan may tinh
trong mét gid.

Cach chdn may tinh tan céng trong Badng diéu khién quan tri (MMC)®

1. M& Bang diéu khién quan trj Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé ma cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé mai de doa thiét yéu - Bao vé mdi de doa mang.

5. Trong muc Thiét 1ap Bao vé mai de doa mang, hdy chon hop kiém Chan cac thiét bi tdn cong
cho N phat.

Néu tuy chon nay dugc bat, thanh phan Bao vé mdéi de doa mang sé thém may tinh tan céng vao
danh sach chan. biéu nay cé nghia la thanh phan Bao vé méi de doa mang sé chan két néi mang
tir may tinh tan céng sau nd luc tdn cong mang dau tién trong mot khoang thai gian dugc quy
dinh. Lénh chdn nay sé ty dong bao vé may tinh clia nguai dung chdng lai tat ca cac cudc tan
cdng mang c6 thé c6 trong tuong lai tr cing mot dia chi. Thai gian t6i thi€u ma may tinh tan
céng phai can trong danh sach chan la mot phat. Thoi gian toi da la 999 phdt.

6. Dat thai lugng chan khac cho mot may tinh tdn cong trong trudng & bén phai clia hdp kiém Chan
cac thiét bi tan cong cho N phuit.

7. Luu cac thay d6i cta ban.

Cach chdn mdy tinh tan cdng_trong Bang diéu khién web va Badng diéu khién dam may
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection —. Network Threat Protection.

5. Trong muc Network Threat Protection settings, hdy chon hop kiém Block attacking devices
for N min.

Néu tuy chon nay dugc bat, thanh phan Bao vé moéi de doa mang sé thém may tinh tan céng vao
danh sach chan. biéu nay cé nghia la thanh phan Bao vé méi de doa mang sé chan két ndi mang
tir may tinh tan céng sau nd luc tdn cong mang dau tién trong mot khoang thai gian dugc quy
dinh. Lénh chan nay sé tu dong bao vé may tinh clia ngudi dung chong lai tat ca cac cudc tan
cdng mang c6 thé c6 trong tuong lai tir cing mét dia chi. Thoi gian t6i thiéu ma may tinh tan
céng phai can trong danh sach chan la mot phat. Thoi gian toi da la 999 phdt.

6. Dat thai lugng chan khac cho mt may tinh tén cong trong trudng & bén dudi hop kiém Block
attacking devices for N min.

7. Luu cac thay d6i cda ban.

Cach chan mdy tinh tan cong trong_ giao dién nguai dung cta rng dung
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa thiét yéu — Bao vé méi de doa
mang.

Kaspersky < Gidm sat
Thiét 1ap Bao vé mdi de doa mang

3 Gidmsat
Bao vé méi de doa mang

Bao vé chang hoat déng va cic cudc tan céng mang nguy higm.

@® Coi hoat déng quét cong va lam ngh&n mang |a céc cudc tan cong

@® Chin céc thiét bitan céng cho

o pht

t bi mang (card mang). K&t qua |a ké tan

Hanh ddng khi phat hién mét cudc tdn cong gia mao MAC

Théng bao

® Chan

3. Bat nut bat/tat Chan cac thiét bi tan cong cho N phat.
Néu tuy chon nay dugc bat, thanh phan Bao vé méi de doa mang sé thém may tinh tan céng vao
danh sach chan. biéu nay cé nghia la thanh phan Bao vé méi de doa mang sé chan két néi mang
tir may tinh tan cong sau nd luc tadn cong mang dau tién trong mot khoang thai gian dugc quy
dinh. Lénh chan nay sé tu dong bao vé may tinh clia ngudi dung chong lai tat ca cac cudc tan
cdng mang c6 thé c6 trong tuong lai tir cing mét dia chi. Thoi gian t6i thiéu ma may tinh tan
céng phai can trong danh sach chan la mot phat. Thoi gian toi da la 999 phdt.

4. Bat thai luvgng chan khac cho mét may tinh tan cong trong truong & bén dudi nat bat/tat Chan
cac thiét bi tan cong cho N phuit.

5. Luu cac thay d6i cta ban.
K&t qua |a khi Kaspersky Endpoint Security phat hién mot nd luc tdn céng mang dugc phat déng nham
vao may tinh clia ngudi dung, i'ng dung sé chan tat ca cac két ndi mang véi may tinh tan cong.

Kaspersky Endpoint Security sé tao su kién Network attack detected. Su kién chira thong tin vé may tinh
tan cong: dia chi IP va MAC.

Ban c6 thé xem dia chi MAC clla may tinh tan cdng trong giao dién ngudi dung cla irng dung hoac
trong bang diéu khién Kaspersky Security Center phién ban 15.1 trg Ién.
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oy Endpoint Security

D3 phat hién tdn céng mang

Khéng xtr ly

Chi tigt

Kaspersky Endpoint Security s& md khda may tinh khi hét thai gian quy dinh. Bang diéu khién Kaspersky
Security Center khéng cung cap cac cong cu dé giam sat may tinh bi chan ngoai cac su kién Network
attack detected trong bao cdo. Ban chi c6 thé xem danh sach may tinh bi chdn trong giao dién cta (ng
dung. Chirc nang nay dugc cung cap bdi cong cu Gidm sdt mang. Ban cling c6 thé sir dung céng cu Giam
sat mang dé bd chan may tinh.

PE bé chdn mdy tinh:
1. Trong ctra s6 chinh cta ng dung, trong muc Giam sat, hdy nhan vao 6 Giam sat mang.

2. Chon thé May tinh bi chan.
Thao tac nay sé mé danh sach may tinh bi chan (xem hinh bén dudi).

Kaspersky Endpoint Security sé& xda danh sach chan khi i'ng dung dugc khdi chay lai va khi thiét
|ap Bao vé maoi de doa mang bj thay doi.

3. Chon may tinh ma ban muén boé chan va nhan vao Bé chan.

l¢ Gidm satmang

Host dong mang May tinh bj chin
Patat

Dia chi may tinh Théi gian khi b3t d5u chan
May tinh bi chadn

o
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Cau hinh cac dia chi dugc loai trir khdi quy tac chan

Kaspersky Endpoint Security c6 thé nhan ra cudc tan cdng mang va chan két néi mang khéng an toan
dang truyén mot sé lugng 16n cac géi tin (vi du: tlr camera an ninh). D& lam viéc vdi cac thiét bi dugc tin
tudng, ban cé thé thém dia chi IP cla cac thiét bi nay vao danh sach loai trir. Ban ciing c6 thé chon giao
thirc va cdng dugc sir dung dé giao ti€p va cho phép cac hoat ddng mang cu thé.

Da thém kha ndng chon giao thirc va cong dé loai trir trong Kaspersky Endpoint Security 12.2. Bam
bao irng dung va tién ich quan ly dugc cap nhat 1én phién ban 12.2 tr& 1én. Néu ban dang st dung
phién ban ci hon cla ing dung hoac tién ich quan ly thi Kaspersky Endpoint Security cé thé cho
phép cac hoat ddng mang chi theo dia chi IP.

Cach cdu hinh dia chi loai trir khéi chdn trong Bang diéu khién quan tri (MMC)®

1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé ma cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé mai de doa thiét yéu - Bao vé mdi de doa mang.
5. Trong muc Thiét 1ap Bao vé moi de doa mang, hdy nhan nut Loai trir.

6. Trong cra s6 md ra, hdy nhan niut Thém.

7. Nhap vao dia chi IP clla may tinh ma cac cudc tan cdng mang xuat phat tir d6 sé khdng bi chan.
Né&u can, hdy chon giao thirc va céng ma dir liéu dugc truyén qua.

8. Luu cac thay déi cda ban.

Cach cau hinh dia chi loai trir khéi chan trong Bang diéu khién web va Badng diéu khién ddm may =
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Essential Threat Protection - Network Threat Protection.

5. Trong muc Network Threat Protection settings, hdy nhan lién két Exclusions.
6. Trong clra s6 md ra, hdy nhan nut Add.

7. Nhap vao dia chi IP ciia may tinh ma cac cudc tan cdng mang xuat phat tir d6 sé khdng bi chan.
Né&u can, hdy chon giao thirc va céng ma dir liéu dugc truyén qua.

8. Luu cac thay d6i clia ban.

Cach cau hinh dia chi loai trir khdi chan trong giao dién ngudi dung_ctia rng dung
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt &.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa thiét yéu — Bao vé mdéi de doa
mang.

Kaspersky < Giam sat
Thiét 1ap Bao vé mdi de doa mang

Giam sat

Bao vé mdi de doa mang

Bao vé chang hoat déng va cic cudc tan céng mang nguy higm.

@® Coi hoat déng quét cong va lam ngh&n mang |a cdc cudc tan cong

@® Chin céc thiét bi tdn céng cho

&0 ~ ~ | phat

it bi mang (card mang). K&t qua |a ké tan

Hanh ddng khi phat hi&én mét cudc tdn cong gia mao MAC
Server Name

Théng bao

® Chan

3. Nhan vao lién két Quan ly loai trtr.
4, Trong clra s6 md ra, hdy nhan nat Thém.

5. Nhéap vao dia chi IP cla may tinh ma cac cudc tdn céng mang xuat phat tir dé sé khéng bi chan.

NE&u can, hdy chon giao thirc va céng ma dir liéu dugc truyén qua.

6. Luu cac thay déi cda ban.

Xuat va nhap danh sach cac loai trir khoi hoat déng chan

Ban c6 thé xudt danh sach loai trir ra tap tin XML. Sau d6, ban c6 thé sira d6i tap tin, vi du nhu thém mot
s6 lugng 16n cac dia chi cuing loai. Ban cling c6 thé sr dung chirc ndng xudt/nhap dé sao Iuvu danh sach
cac loai trir hodc dé chuyén danh sach sang may chd khac.

Cach xuét va nhap danh sach loai trir trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong clra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu — B3o vé méi de doa mang.
5. Trong muc Thiét Iap Bao vé méi de doa mang, hdy nhan nut Loai trir.

6. D& xuat danh sach quy tac:

a. Chon cac loai trir ma ban muén xuat. D& chon nhiéu céng, hay st dung phim CTRL hoac SHIFT.

Néu ban khong chon loai trir nao, Kaspersky Endpoint Security sé xuat tat ca cac loai trur.
b. Nhan vao lién két Xuat.

c. Trong clra s6 md ra, hdy chi dinh tén cla tap tin XML ma ban mudn xuat danh sach cac loai trir
vao do roi chon thu muc ban mudn luu tap tin nay.

d. Luu tap tin.

Kaspersky Endpoint Security sé xuat toan bd danh sach céc loai trur vao tap tin XML.
7. Dé nhap danh sach loai trur:
a. Nhan vao Nhap.
b. Trong clra s6 md ra, hdy chon tap tin XML ma ban mudn nhap danh sach cac loai trr.

c. M& tap tin.

Néu may tinh da c6 danh sach cac loai trir, Kaspersky Endpoint Security sé& nhac ban xéa danh
sach hién cé hoac thém cac muc mdi vao tu tap tin XML.

8. Luu cac thay doi clia ban.

Cach xuét va nhap danh sach loai trir trong Badng diéu khi€n web va Bdng diéu khién ddam may
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection —. Network Threat Protection.

5. Trong muc Network Threat Protection settings, hdy nhan lién két Exclusions.

Danh sach loai trir s& ma ra.
6. D& xuat danh sach quy tac:
a. Chon cac loai trir ma ban mudn xuat.
b. Nhan vao Export.
c. Xac nhan rang ban chi muén xuat cac loai trir da chon hodc xuat toan bé danh sach loai trur.

d. Trong ctra s6 md& ra, hay chi dinh tén cda tap tin XML ma ban muén xuat danh sach cac loai trir
vao do réi chon thu muc ban mudn luu tap tin nay.

e. Luu tap tin.
Kaspersky Endpoint Security sé xuat toan bo danh sach cac loai trir vao tap tin XML.

7. Dé nhap danh sach loai trur:
a. Nhan vao Import.
b. Trong clra s6 md ra, hdy chon tap tin XML ma ban mudn nhap danh sach cac loai trr.

c. M tap tin.
Néu may tinh da c6 danh sach cac loai trir, Kaspersky Endpoint Security sé nhac ban xéa danh
sach hién cé hoac thém cac muc mdi vao tu tap tin XML.

8. Luu cac thay d6i cta ban.

Cau hinh bao vé ngan cac cudc tan cdng mang theo loai
Kaspersky Endpoint Security cho phép ban quan ly tinh nang bao vé trudc cac loai tdn céng mang sau:

e Lam nghén mang la mot cubc tdn cdng vao tai nguyén mang clia mot té chire (chang han nhu may
cht web). Cudc tan cong nay bao gém viéc giri mot sé lugng I6n cac yéu cau lam qua tai bang théng
cla tai nguyén mang. Khi diéu nay xay ra, ngudi dung khéng thé truy cap tai nguyén mang cla to
churc.

e Tan cdng Quét cong bao gbm hoat ddng quét cac cong UDP, céng TCP va cac dich vu mang trén may
tinh. Cudc tdn cong nay cho phép ké tan céng xac dinh mirc dé 16 héng bao mat cdia may tinh trudc
khi ti€n hanh cac kiéu tan céng mang nguy hiém han. Hoat déng Quét cdng ciing cho phép ké tan
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céng xac dinh hé diéu hanh trén may tinh va lua chon cac cudc tan cong mang thich hgp cho hé diéu
hanh nay.

e M6t cudc tdn cdng gid mao MAC bao gbm hoat déng thay déi dia chi MAC cia mét thiét bi mang (card
mang). Do d6, ké tan céng cé thé chuyén hudng dit liéu dugc gui dén mot thiét bi sang thiét bi khac
va chiém quyén truy cap vao dit liéu nay. Kaspersky Endpoint Security cho phép ban chan cac cudc
tan cong Gia mao MAC va nhan thong bdo vé cac cudc tan cong.

Ban c6 thé vo6 hiéu hoa tinh nang phat hién cac loai tdn cdng nay trong trudng hgp mét sé rng dung
dugc phép cta ban thuc hién cac hoat dong tiéu biéu cho cac loai tdn cdng nay. Diéu nay sé gidp tranh

cdnh bdo nham.

Theo mac dinh, Kaspersky Endpoint Security sé khong giam sat cac cudc tan cong lam ngh&n mang, quét
cbng va tan cong gid mao MAC.

Cach cdu hinh bao vé méi de doa mang theo loai trong Bang diéu khién quan tri (MMC) @

1. M& Bang diéu khién quan trj Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé ma cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Bao vé méi de doa mang.
5. S&r dung hop kiém Coi hoat déng quét cong va lam nghé&n mang la cac cudc tan cdng dé bat

hodc tat tinh nang phat hién cac cuéc tan cong nay.
Né&u chirc nang nay dugc bat, Kaspersky Endpoint Security sé& giam sat luu lugng mang dé phat
hién hanh vi quét cong va lam tran mang. Néu phat hién hanh vi nhu vay, ing dung sé thong bao
cho ngudi dung va guri su kién tuong irng dén Kaspersky Security Center. Ung dung cung cap
thong tin vé may tinh dang thuc hién cac yéu cau. Pay la thdng tin can thiét dé c6 phan hoi kip
thoi. Tuy nhién, Kaspersky Endpoint Security khéng chan may tinh dang thurc hién yéu cau vi luu
lurgng truy cap nhu vay c6 thé 1a diéu binh thudng trén mang cong ty.

6. Trong muc Ché d6 bao vé chdng mao danh MAC, hdy chon mot trong cac tuy chon sau:
e Khong theo do6i hoat dong mao danh MAC
e Thong bao

e Chan.

7. Luu cac thay d6i cha ban.

Céch cau hinh b3o vé méi de doa mang theo loai trong Badng diéu khién web va Badng diéu khién dam
may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Essential Threat Protection —. Network Threat Protection.

5. Str dung hop kiém Treat port scanning and network flooding as attacks dé bat hoac tat tinh
nang phat hién cac cudc tan céng nay.

Néu chirc nang nay dugc bat, Kaspersky Endpoint Security sé giam sat luu lugng mang dé phat
hién hanh vi quét cong va lam tran mang. Néu phat hién hanh vi nhu vay, ing dung sé théng bao
cho ngudi dung va guri su kién tuong (ng dén Kaspersky Security Center. Ung dung cung cap
théng tin vé may tinh dang thuc hién cac yéu cau. Day la théng tin can thiét dé c6 phan hoi kip
thdi. Tuy nhién, Kaspersky Endpoint Security khéng chan may tinh dang thuc hién yéu cau vi luu
lugng truy cap nhu vay cé thé la diéu binh thuong trén mang cong ty.

6. S&r dung nut bat/tat Network Threat Protection ENABLED dé bat phat hién cac cudc tan cong
nay. Chon mdt trong cac tuy chon sau:

e Inform.
e Block.

7. Luu cac thay déi cda ban.

Céch cau hinh bao vé mdi de doa mang_theo loai trong giao dién &rng dung
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa thiét yéu — Bao vé méi de doa
mang.

Kaspersky

Endpoint Security

(1]m=]
(=]:]

3. S&rdung nut bat/tat Coi hoat ddéng quét cdng va lam ngh&n mang la cac cudc tan cong dé bat

Giam sat

< Gidm sat

Thiét 1ap Bao vé mdi de doa mang

Bao vé méi de doa mang

Bao vé chang hoat déng va cic cudc tan céng mang nguy higm.

@® Coi hoat déng quét cong va lam ngh&n mang |a céc cudc tan cong

@® Chin céc thiét bitan céng cho
v pht

ia chi IP noi xudt phat céc cude tin cdng mang s& khang bi chan.

@® Chéng gia mao MAC

bi mang (card mang). K&t qua |a ké tan

Hanh ddng khi phat hién mét cudc tdn cong gia mao MAC

Théng bao

® Chan

hodc tat tinh nang phat hién cac cuéc tan cong nay.

Néu chirc nang nay duoc bat, Kaspersky Endpoint Security sé giam sat luu lugng mang dé phat
hién hanh vi quét cong va lam tran mang. Néu phat hién hanh vi nhu vay, ing dung sé théng bao
cho ngudi dung va gui su kién tuang (rng dén Kaspersky Security Center. Ung dung cung cap
thong tin vé may tinh dang thurc hién cac yéu cau. Pay la thdng tin can thiét dé c6 phan héi kip
thoi. Tuy nhién, Kaspersky Endpoint Security khéng chan may tinh dang thurc hién yéu cau vi luu

lrgng truy cap nhu vay co thé la diéu binh thudng trén mang cong ty.

4. S&r dung nut bat/tat Chéng gia mao MAC dé bat hoac tat tinh nang phat hién cac cuéc tan céng

nay.

5. Trong muc Hanh d@dng khi phat hién mét cudc tan cong gia mao MAC, hdy chon mot trong cac

tuy chon sau:

e Thong bao.

e Chan.

6. Luu cac thay déi cda ban.

318



Tudng Ira

Tudng Ira chan cac két noi trai phép dén may tinh khi dang lam viéc trén Internet hodc mang cuc bé.
Tudng Itra cling ki€ém soat hoat ddng mang clia cac ing dung trén may tinh. Diéu nay cho phép ban bao
vé mang LAN cong ty trudc hanh vi trom danh tinh va cac cudc tdn cdng khac. Thanh phan nay giup bao
vé may tinh vé&i su trg gilp clia co s& dif liéu diét virus, dich vu ddm may cla Kaspersky Security Network
va cac quy tac mang dugc xac dinh trudc.

Network Agent dugc stir dung dé tuong tac véi Kaspersky Security Center. Tu’dng Ira sé tu déng tao
quy tac mang can thiét cho rng dung va Network Agent dé lam viéc. Két qua la Tudng Ira sé md& vai
céng trén may tinh. Viéc cong nao dugc md phu thudc vao vai tro ciia may tinh (vi du: diém phéan
phai). D& tim hiéu thém vé cac céng sé dugc md trén may tinh, hady tham khdo Trg gitp cla
Kaspersky Security Center®.

Quy tac mang

Ban c6 thé cdu hinh quy tdc mang & cac cap sau:

e Nhing quy tic cho gdi tin mang. Cac quy tac goéi tin mang ap dat han ché cho cac goéi tin mang, bat ké
(rng dung la gi. Cac quy tac nay han ché luu lugng mang vao va ra thong qua cac cong cu thé cla giao
thirc dir liéu dugc chon. Kaspersky Endpoint Security da xac dinh trudc cac quy tac géi tin mang bang
cac quyén dugc khuyén nghi bdi cac chuyén gia clia Kaspersky.

e Quy tac irng dung mang. Cac quy tac mang cho (rng dung ap dat han ché déi véi hoat déng mang cla
mot irng dung cu thé. Cac quy tac nay khdng chi xét dén dac tinh cda géi tin mang, ma con &rng dung
cu thé tiép nhan hodc phat ra géi tin mang nay.

Quyén truy cap dugc kiém soat clia irng dung vao tai nguyén hé diéu hanh, tién trinh va dir liéu ca
nhan dugc cung cap bdi thanh phan Phong_chéng xam nhap may chd bang cach sir dung cdc quyén
cua Ung dung.

Trong lan khé&i déng dau tién cldia i'ng dung, Tudng lira sé thuc hién cac hanh dong sau:
1. Ki€ém tra tinh bdo mat cta rng dung bang cach co s& dit liéu diét virus da tai xuéng.

2. Kiém tra tinh bdo mat clia ing dung trong Kaspersky Security Network.
Ban nén tham gia vao Kaspersky Security Network dé gitp Tudng lira hoat déng hiéu qua hon.

3. Bat ing dung vao mét trong cac nhém tin tudng: Tin tudng, Gidi han murc Thap, Gidi han murc Cao,
Khénag tin tudng.
M&t nhém tin tudng_quy dinh cac quyén dugc Kaspersky Endpoint Security ap dung khi kiém soat
hoat dong clia cac rng dung trong nhém dé. Kaspersky Endpoint Security sé dat ing dung vao mét
nhom tin tudng tly thudc vao mirc d6 nguy hiém ma &rng dung nay cé thé gay ra cho may tinh.

Kaspersky Endpoint Security sé dat (rng dung vao nhém tin tudng cho cac thanh phan Tudng Iira
va Phong chéng xam nhap may chl. Ban chi khéng thé thay d6i nhém tin tudng cho Tudng Ira
hoac Phong chéng xam nhap may chu.
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Néu ban tur chdi tham gia vao KSN hoac khdng cé mang, Kaspersky Endpoint Security sé dat irng
dung vao mot nhém tin tudng tly thudc vao thiét 1dp cda thanh phan Phong chéng xam nhap
may chu. Sau khi nhan dugc danh tiéng cda ing dung tir KSN, nhom tin tudng cé thé dugc thay
déi ty dong.

4. N6 sé chan hoat ddng mang cla cac ing dung, tuy thudc vao nhém tin tudng. Vi du: cac rng dung
trong nhoém tin tudng Gidi han murc Cao khong dugc phép stir dung bat ky két néi mang nao.

Khi (rng dung dugc khdi chay vao lan tdi, Kaspersky Endpoint Security sé kiém tra tinh toan ven cda ing
dung. Néu irng dung khdng bi thay déi, thanh phan nay sir dung cac quy tac mang hién tai cho (ng
dung. Néu ing dung da bi sira d6i, Kaspersky Endpoint Security s& phan tich rng dung d6 nhu khi trng
dung d6 dugc khdi chay lan dau tién.

Cac murc vu tién clia quy tac mang

Mai quy tac c6 mdt mdrc uu tién. Quy tac o vi tri cang cao trén danh sach thi cang c6 mirc vu tién cao.
Néu hoat d6ng mang dugc thém vao mot vai quy tac, Tudng Ira sé diéu chinh hoat ddng mang theo quy
tac c6 mirc uu tién cao nhat.

Cac quy tac gobi tin mang c6 uu tién cao hon so véi cac quy tac mang cho rng dung. Néu ca hai loai quy
tac géi tin mang va quy tac mang cho (rng dung déu dugc quy dinh cho cing mét loai hoat déng mang,
hoat d6ng mang dé sé dugc xt ly theo quy tac goi tin mang.

Cac quy tdc mang cho cac irng dung hoat ddong theo mot cach cu thé. Quy tac mang cho cac irng dung
bao gobm cac quy tac truy cap dua trén trang thai mang: Mang céng cdéng, Mang cuc b, Mang tin tudnag.
Vi du: theo mac dinh, cac ing dung trong nhém tin tudng Gidi han murc Cao sé khong dugc phép thuc
hién bat ky hoat ddng mang nao trong cadc mang thudc moi trang thai. Néu quy tac mang dugc chi dinh
cho mét irng dung riéng Ié (ing dung cha), thi cac tién trinh con cla cac i'ng dung khac sé chay theo
quy tdc mang clia 'ng dung cha. Néu khdng c6 quy tac mang cho (rng dung, cac tién trinh con sé chay
theo quy tac truy cadp mang clia nhém tin tudng cla irng dung.

Vi du: ban d& cdm moi hoat ddng mang trong cdc mang ¢ moi trang thai cho tat ca cdc rng dung, ngoai
trur trinh duyét X. Néu ban tién hanh cai dat trinh duyét Y (tién trinh con) tir trinh duyét X (ing dung cha)
thi bd cai dat trinh duyét Y sé truy cap mang va tdi xudng cac tap tin can thiét. Sau khi cai dat, trinh duyét
Y sé& bj tlr ch6i moi két ndi mang theo thiét |ap Tudng Ira. D& cdm hoat d6ng mang cta b cai dat trinh
duyét Y dudi dang tién trinh con, ban phai thém quy tac mang cho bd cai dat trinh duyét Y.

Cac kiéu két n6i mang

Tudng Ira cho phép ban kiém soat hoat ddng mang tuy thudc vao kiéu clia két n6i mang. Kaspersky
Endpoint Security s& nhan kiéu két n6i mang tlr hé diéu hanh cdia may tinh. Kiéu cdia két n6i mang trong
hé diéu hanh dugc ngudi dung dat khi thiét 1ap két néi. Ban c6 thé thay d6i kiéu cla két néi mang_trong
muc thiét |ap cta Kaspersky Endpoint Security. Tudng Ira sé giam sat hoat ddng mang tuy thudc vao
ki€éu mang dugc chi dinh trong muc thiét 1ap clia Kaspersky Endpoint Security ch&r khéng phai trong hé
diéu hanh.

C6 cac kiéu két ndi mang sau day:

¢ Mang cong cdng. Mang khéng dugc bao vé bdi cac ing dung diét virus, tuong Ilra hoac bd loc (nhu
mang Wi-Fi trong quan ca phé). Khi ngudi sir dung dung mét may tinh dugc két ndi dén mang nay,
Tudng Itra sé chan truy cap dén cac tap tin va mdy in cila may tinh. Nhirng nguai dung bén ngoai sé
khéng thé truy cap dir liéu thdng qua cac thu muc chia sé va truy cap tir xa dén man hinh lam viéc cda
may tinh nay. Tudng Itra sé loc cac hoat ddng mang clia moi irng dung theo cac quy tdc mang da
dugc thiét 1ap cho né.
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Tuong lra sé& gan kiéu Mang céng céng cho Internet theo mac dinh. Ban khéng thé thay d6i kiéu cta
Internet.

¢ Mang cuc bd. Mang danh cho ngudi dung c6 quyén truy cap han ché vao cac tap tin va may in trén
may tinh nay (vi du nhu mang LAN cdng ty hodc mang gia dinh).

e Mang tin tuwdng. Mang an toan trong d6 may tinh khdéng bi nguy ca tan céng hay cac né luc truy cap
di liéu trai phép. Tudng Ira cho phép moi hoat ddng mang trong cac mang c6 trang thai nay.

Bat hodc tat Tuong lira
Theo mac dinh, Tuong Ilra sé dugc bat va hoat dong trong ché dé téi uu.

Cach bat hodc tat Twdng Itra trong Bang diéu khié€n quan tri (MMC)®

1. M& Bang diéu khién quan trj Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé mad cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Tuéng Ilra.
5. S&r dung hop kiém Tuéng Ilra dé bat hoac tat thanh phan.

6. Luu cac thay d6i cta ban.

Cach bat hoac tét Tuwdng Itra trong Bang diéu khién web va Bang diéu khién dam may®

1. Trong c(ra s6 chinh cGa Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén clia chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach s& dugc mé ra.

3. Chon thé Application settings.
4. Chon Essential Threat Protection — Firewall.
5. S&r dung nut bat/tat Twéng Iira d€ bat hoac tat thanh phan nay.

6. Luu cac thay doi cia ban.

Cach bat hodc tat Twdng_Ilra trong giao dién &rng dung®
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.
2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé mai de doa thiét yéu - Tudng Ilra.
3. SIr dung nut bat/tat Twéng Iira dé bat hoac tat thanh phan nay.

4. Luu cac thay déi cda ban.

Do d6, néu Tudng Ira dugc bat, Kaspersky Endpoint Security s& kiém soat hoat déng mang va chan cac
két n6i mang trai phép dén may tinh cda ban, cling nhu chan hoat déng mang trai phép cla cac ing
dung trén may tinh cdia ban. Hoat d6ng mang ciing dugc kiém soat bdi thanh phan Bao vé méi de doa
mang. Thanh phan Bao vé maéi de doa mang (con dugc goi la Hé thong phat hién xam nhap, IDS) sé
giam sat luu lugng truy cdp mang dén dé biét hoat dong dac trung clia cac cudc tadn céng mang.

Kaspersky Endpoint Security sé ghi nhat ky cac su kién tan céng mang trong cac bao cdo clia irng
dung, bat ké thiét 1ap cda Tudng I&ra. Ngay ca khi Tudng Ira chan két néi mang bang cach st dung
cac quy tac va do d6 ngan chan mét cudc tdn cong mang thi thanh phan Bdo vé maoi de doa mang
van sé ghi lai cac su kién tdn cong mang. Pay la thanh phan khong thé thiéu dé tao théng tin thong
ké vé cac cubc tdn cbng mang vao cadc may tinh trong té chirc cta ban.

Thay doi kiéu két ndi mang

Tudng Itra sé gan kiéu Mang céng céng cho Internet theo mac dinh. Ban khdng thé thay déi kiéu cla
Internet.

D€ thay doi ki€u két ndi mang:

1. Trong c(ra s6 chinh cdia ng_dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa thiét yéu - Tudong Iira.

3. Nhan vao Cac mang kha dung.

4. Chon két n6i mang ma ban muén thay doi kiéu.

5. Trong cot Loai mang, hay chon kiéu két néi mang:

¢ Mang cong cdng. Mang khong dugc bao vé bdi cac irng dung diét virus, tuong Ira hodc bd loc

(nhu mang Wi-Fi trong quan ca phé). Khi nguai s&r dung dung mét may tinh dugc két n6i dén
mang nay, Tudng Ira sé chan truy cap dén cac tap tin va may in cia may tinh. Nhirng ngudi dung
bén ngoai s& khdng thé truy cap dir liéu thdong qua cac thu muc chia sé va truy cap tir xa dén man
hinh lam viéc clia mdy tinh nay. Tudng Itra sé loc cac hoat ddng mang clia méi rng dung theo cac

quy tac mang da dugc thiét 1ap cho né.

e Mang cuc bd. Mang danh cho ngudi dung c6 quyén truy cap han ché vao cac tap tin va mdy in trén
may tinh nay (vi du nhu mang LAN cdng ty hodc mang gia dinh).

e Mang tin twdng. Mang an toan trong d6 may tinh khéng bi nguy co tdn cdng hay cac nd luc truy
cap dir liéu trai phép. Tudng Ira cho phép moi hoat ddng mang trong cdc mang c6 trang thai nay.
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6. Luu cac thay déi cda ban.

Quan ly cac quy tac goi tin mang
Ban cé thé thuc hién cac hanh dong sau khi quan ly cac quy tac géi tin mang:

e Tao mot quy tac géi tin mang mdi.

Ban c6 thé tao mét quy tac goi tin mang méi bang cach tao mét nhom cac diéu kién va hanh déng
dugc ap dung dén cac gdi tin mang va dong dir liéu.

e Bat hoac tat mot quy tac gobi tin mang.

Tat ca cac quy tac géi tin mang dugc tao bdi Tuong Iira theo mac dinh déu co trang thai Bat. Khi mét
quy tac gdéi tin mang dugc bat, Tuong Ira sé ap dung quy tac nay.

Ban c6 thé tat bat ky quy tac goi tin mang nao dugc lua chon trong danh sach quy tac goi tin mang.
Khi mét quy tac goi tin mang bij tat, Tudng Ira sé tam thai khong ap dung quy tac mang nay.

MOt quy tac géi tin mang tuy chinh méi sé dugc thém vao danh sach cac quy tac géi tin mang
theo mac dinh vé&i trang thai Bat.

e Stra cau hinh clia mét quy tac goi tin mang hién co.
Sau khi ban d& tao mot quy tac géi tin mang mdi, ban luén cé thé quay lai va stra cau hinh ca no khi
can.

e Thay d6i hanh déng clia Tudng I&ra cho mét quy tac goi tin mang.

Trong danh sach quy tac goi tin mang, ban cé thé stra hanh dong duoc thuc hién bdi Tudng Ira khi
phat hién cac hoat ddng mang khdp v&i mét quy tac goi tin mang cu thé.

e Thay d6i mirc d6 uu tién cia mot quy tac géi tin mang.

Ban c6 thé tang hoac gidm murc d6 uvu tién cdia mét quy tac goi tin mang duoc lua chon trong danh
sach.

e Xba mot quy tac gobi tin mang.
Ban c6 thé x6a mot quy tac goi tin mang dé Tudng Itra khdng ap dung quy tac nay khi phat hién cac

hoat déng mang, va dé quy tac nay khéng dugc hién thi trong danh sach cac quy tac géi tin mang vdi
trang thai Tat.

Tao mot quy tac goi tin mang
Ban c6 thé tao quy tac géi tin mang theo nhirng cach sau:

e SUrdung cdng_cu Gidm sat mang.

Gidam sat mang la mot céng cu dugc thiét ké dé xem théng tin vé hoat ddng mang cla mot may tinh
theo thai gian thuc. Day la cach tién lgi vi ban khdng can phai cdu hinh tat ca cac thiét 1ap quy tac.
Mot s6 thiét [ap Tudng Ira sé dugc chen tu dong tir dir liéu cdia cong cu Gidm sat mang. Cong cu
Giam sat mang chi kha dung trong giao dién irng dung.

323



e Cau hinh cac thiét 1ap Tuong Ira.

Pay la cach cho phép ban tinh chinh thiét Iap Tudng Ira. Ban cé thé tao quy tac cho bat ky hoat dong
mang nao, ngay ca khi khéng cé hoat ddng mang nao tai thdi diém hién tai.

Khi tao cac quy tac goi tin mang, hdy nhé rang chiing dugc uu tién hon cac quy tac mang cho irng
dung.

Cach sir dung céng_cu Giam sat mang dé tao quy tac géi tin mang_trong giao dién (rng dung®

1. Trong clra s6 chinh cda ing dung, trong muc Giam sat, hay nhan vao 6 Giam sat mang.

2. Chon thé Hoat déng mang.

Thé Hoat déng mang hién thi tat ca cac két néi mang dang hoat déng trén may tinh. Ca hai loai
k&t n6i mang vao va ra déu dugc hién thi.

3. Trong menu ngt cdnh cta két n6i mang, hady chon Tao quy tac géi tin mang.

Thao tac nay sé md cac thudc tinh quy tac mang.
4. bat trang thai Hoat déng cho quy tac goi tin.
5. Nhéap vao thd cong tén ctia dich vu mang vao truong Tén.

6. Cau hinh thiét Iap quy tac mang (xem bang bén dudi).

Ban c6 thé chon mét mau quy téc dugc dinh sdn bang cach nhén vao lién két Mau quy tdc mang.
Mau quy tac mé ta cac két n6i mang duogc str dung thudng xuyén nhat.

Tat ca thiét l1ap quy tac mang sé dugc dién tu dong.

7. Néu ban muén hanh déng cta quy tac mang dugc phan anh trong bao cdo, hdy chon hép kiém
Ghi lai su kién.

8. Nhan vao Luu.
Quy tac mang méi sé dugc thém vao danh sach.

9. S&r dung cac nut Lén / Xudng dé dat mdrc dé uu tién cla quy tdc mang.

10. Luu céc thay déi clia ban.

Cach sir dung thiét 1ap Tudng Ira d€ tao quy tdc géi tin mang cho rng dung trong giao dién (rng dung
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé mai de doa thiét yéu - Tudng Ilra.

3. Nhan vao Quy tac géi tin.
Thao tac nay s& md danh sach cac quy tac mang mac dinh dugc thiét 1ap bdi Tuong Ilra.

4. Str dung danh sach tha xuéng Thém, chon vj tri clia quy tac trong danh sach: & dau danh sach, &
cu6i danh sach hoac bén canh quy tac da chon.

Vi tri chia quy tac trong danh sach sé quyét dinh mdrc d6 uu tién cla quy tac. Quy tac & dau danh
sach cé mirc dd uu tién cao nhat.

5. Dat trang thai Hoat dong cho quy tac géi tin.
6. Nhép vao thd cong tén cua dich vu mang vao truong Tén.

7. Cau hinh thiét 1ap quy tac mang (xem bang bén dudi).

Ban c6 thé chon mdt mau quy tac dugc dinh san bang cach nhan vao lién két Mau quy tdc mang.
Mau quy tac mé ta cac két n6i mang dugc sir dung thudng xuyén nhat.

Tat ca thiét lap quy tac mang sé dugc dién tu dong.

8. Néu ban mudén hanh ddng cdia quy tdc mang dugc phan anh trong bao cdo, hay chon hép kiém
Ghi lai su kién.

9. Nhan vao Luwu.

Quy tac mang mdi sé dugc thém vao danh sach.
10. SIr dung cac nut Lén / Xuéng dé dat mirc d6 uu tién cda quy tdc mang.

11. Luu cac thay déi cda ban.

Céach tao quy tic g6i tin mang_ trong Bang diéu khién quan tri (MMC) @
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1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Tuéng Ilra.

5. Trong muc Thiét 1ap Tuong Ilra, hdy nhan nut Thiét 1ap.
Thao tac nay sé md ra danh sach cac quy tac goéi tin mang va danh sach cac quy tac mang cho
ng dung.

6. Chon thé Nhirng quy tac cho géi tin mang.
Thao tac nay sé md danh sach cac quy tdc mang mac dinh dugc thiét 1ap bdi Tuong Ilra.

7. S&r dung danh sach tha xuéng Thém, chon vi tri clia quy tac trong danh sach: & dau danh sach, &
cu6i danh sach hoac bén canh quy tac da chon.

Vi tri cda quy tac trong danh sach sé quyét dinh mirc d6 vu tién cldia quy tac. Quy tac & dau danh
sach c6 mirc d6 uu tién cao nhat.

8. Nhéap vao thd cong tén ctia dich vu mang vao truong Tén.

9. Cau hinh thiét lap quy tdc mang (xem bang bén dudi).

Ban c6 thé chon mdt mau quy tac dugc dinh sdn bang cach nhan vao ndt . Mau quy tac mo ta
cac két n6i mang dugc sir dung thudng xuyén nhat.

Tat ca thiét 1ap quy tac mang sé dugc dién ty dong.

10. Néu ban mudn hanh ddng cda quy tdc mang dugc phan anh trong béo céo, hdy chon hop kiém
Ghi lai su kién.

11. Luu quy tac mang mdi.
12. Str dung cac nat Lén / Xudng dé dat mirc d6 vu tién cda quy tdc mang.
13. Luu cac thay d6i cta ban.
Tudng Ira sé ki€ém soat cac goi tin mang theo quy tac. Ban cé thé vo hiéu quy tac géi tin khdi hoat

déng clia Tuong Iira ma khong can xéa né khdi danh sach. Dé thuc hién, hdy bo chon hop kiém
bén canh d6i tugng.

Cach tao quy tac géi tin mang trong Bang diéu khién web va Badng diéu khién dam may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Chon Essential Threat Protection - Firewall.

5. Trong muc Firewall Settings, hdy nhan lién két Network packet rules.
Thao tac nay sé mé danh sach cac quy tac mang mac dinh dugc thiét 1ap bdi Tudng Itra.

6. S&r dung danh sach tha xuéng Add, chon vi tri cdia quy tac trong danh sach: & dau danh sach, &
cu6i danh sach hoac bén canh quy tac da chon.
Vi tri cla quy tac trong danh sach sé quyét dinh mdrc d6 wu tién cla quy tac. Quy tac & dau danh
sach cé mirc dd uu tién cao nhat.

7. Nhap vao thd céng tén cda dich vu mang vao truong Name.

8. Cau hinh thiét lap quy tdc mang (xem bang bén dudi).

Ban c6 thé chon mét mau quy tac dugc dinh san bang cach nhan vao lién két Select template.
Mau quy tac mo ta cac két ndi mang dugc sir dung thudng xuyén nhat.

Tat ca thiét 1ap quy tac mang sé dugc dién ty dong.

9. Néu ban mudn hanh ddéng cda quy tdc mang dugc phan anh trong béo céo, hdy chon hop kiém
Log events.

10. Luu quy tac mang.

Quy tac mang méi sé dugc thém vao danh sach.
11. S dung cac nat Up / Down dé dat mdrc do uu tién cla quy tdc mang.
12. Luu cac thay déi cda ban.
Tudng Ilra sé kiém soat cac gai tin mang theo quy tac. Ban c6 thé vo hiéu quy tac goéi tin khoi hoat

ddng cta Tuong Ira ma khong can xéa né khoi danh sach. SIr dung nut bat/tat trong cot Status
dé bat hoac tat quy tac goi tin.

Thiét lap Quy tac go6i tin mang

Tham M6 ta
sé

Hanh Cho phép.

dong Chan.
Theo cac quy tac &rng dung. Néu chon tly chon nay, Tudng Ira sé ap dung cac quy tdc mang ng_dung cho két nGi
mang.

Giao Ki€ém soat hoat ddng mang qua giao thirc d& chon: TCP, UDP, ICMP, ICMPv6, IGMP va GRE.

thire Né&u chon giao thirc ICMP hodc ICMPv6, ban cé thé xac dinh loai g6i tin va ma ICMP.
Néu TCP hodc UDP dugc Iya chon lam loai giao thirc, ban c6 thé quy dinh cac s6 hiéu céng (dugc tach ra bdi dau phay)
cla cac may tinh cuc bo va tlr xa ma két néi gilra chiing dugc giam sat.

Hudng Géi tin vao (g6i). Tudng Ilra sé ap dung quy tdc mang cho tat cd cac géi mang guri dén.

G6i tin vao. Tudng Ira sé ap dung quy tdc mang cho tat ca cac gdi tin mang guri qua két néi dugc khdi tao bdi may tinh
tir xa.
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Bo
diéu
hop
mang
Thai
gian
sdng
(TTL)

Pia chi
tir xa

Pia chi
ndi bd

Géi tin vao / Géi tin ra. Tudng Ira sé& 4p dung quy tac mang cho ca géi tin mang glri d&€n hoac guri di, bt ké két noi
mang nay da dugc khdi tao bdi may tinh ngudi dung hay mét may tinh tir xa.

GGi tin ra (g6i). Twong I&ra 4p dung quy tac mang cho tat ca cac géi mang gui di.

G6i tin ra. Tudng Ilra sé ap dung quy tdc mang cho tat ca cac géi tin mang glri qua két néi dugc khdi tao bdi may tinh cta
ngudi dung.

B6 dieéu hgp mang c6 thé glri va/hodc nhan cac goi mang. Viéc quy dinh cdu hinh cla cac bd diéu hgp mang gitp may
tinh c6 thé phan biét gitra cac géi tin mang dugc gli hodc nhan bdi cac bd diéu hgp mang vdi dia chi IP giéng nhau.

Gidi han viéc kiém soat cac géi tin mang theo thai gian tén tai clia chiing (Thoi gian séng, TTL).

Cac dia chi mang clia cac may tinh tir xa c6 thé glri va nhan géi tin mang. Tudng Ira sé ap dat quy tac mang cho dai dia
chi mang tir xa dugc chi dinh. Ban c6 thé thém tat ca cac dia chi IP vao mdt quy tdc mang, tao mét danh sach dia chi IP
riéng, chi dinh mét dai dia chi IP hoac chon mét mang con (Mang tin tudng, Mang cuc bd, Mang cdng céng). Ban ciing c6
thé chi dinh tén DNS ctia mdy tinh thay vi dia chi IP. Ban chi nén sr dung tén DNS cho cac mdy tinh mang LAN hodc cac
dich vu ndi bé. Tuong tac véi cac dich vu ddm may (nhu Microsoft Azure) va cac tai nguyén Internet khac nén dugc xur ly
bai thanh phan Kiém soat Web.

NEu trong quy tac géi tin mang, ban da thém maot tén DNS khéng thé xac dinh dia chi IP, Kaspersky Endpoint
Security s& hién thj mét canh bao. Trong danh sach cac quy tac géi tin mang trong Bang diéu khién web, mot cot
Warning dugc thém vao kém mé ta vé 16i. Khong c6 mo ta 16i trong Bang diéu khién quan trj (MMC). Cac quy tac
géi nhu vay dugc danh dau mau.

Cac dia chi mang clia cac may tinh c6 thé glri va nhan goi tin mang. Tudng Itra sé ap dat moét quy tdc mang dén khodng
dia chi mang ndi bo dugc quy dinh. Ban cé thé thém tat ca cac dia chi IP vao mdt quy tdc mang, tao mét danh sach dia chi
IP riéng hodc chi dinh mét dai dia chi IP.

Déi khi dia chi ndi bd khéng thé dugc 18y cho cac rng dung. Néu ddng, tham sé nay sé bi bd qua.

Bat hoac tat mot quy tac gai tin mang

DE& bat hodc tat mdt quy tdc goi tin mang:

1. Trong cra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap &rng dung, hdy chon Bao vé méi de doa thiét yéu - Tudng Ilra.

3. Nhan vao Quy tac géi tin.

Thao tac nay s&€ md mot danh sach cac quy tac goéi tin mang dugc dat bdi Tuong Itra.

4. Chon quy tac goi tin mang can thiét trong danh sach.

5. S&r dung nut bat/tat trong c6t Trang thai dé bat hoac tat quy tac.

6. Luu cac thay déi cda ban.

Thay d6i hanh déng cia Twdng Iira cho mét quy tac gdi tin mang

Dé thay d6i hanh déng cua Tudng Itra cho mét quy tac goi tin mang:
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1. Trong cra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa thiét yéu - Tudng Ilra.

3. Nhan vao Quy tac géi tin.
Thao tac nay s&€ m& mot danh sach cac quy tac goéi tin mang dugc dat bdi Tuong Itra.

4. Chon no6 trong danh sach cac quy tac géi tin mang va nhan nuat Chinh sira.

5. Trong danh sach tha xuéng Hanh ddng, chon hanh déng dugc thuc hién bdi Tudng Ira khi phat hién
loai hoat ddng mang nay:

e Cho phép.
e Chan.

¢ Theo cac quy tac rng dung. Néu chon tly chon nay, Tuong Ira sé ap dung cac quy tac mang_ing
dung cho két néi mang.

6. Luu cac thay d6i cGia ban.

Thay d6i mirc d6 wu tién cia mot quy tac goi tin mang
MUrc d6 uu tién cla mot quy tac goi tin mang dugc quyét dinh bdi vi tri ciia né trong danh sach cac quy
tac goi tin mang. Nhirng quy tac cho géi tin mang cao nhat trong danh sach quy tac gai tin mang sé c6

uu tién cao nhat.

Cac quy tac goi tin mang duoc tao th cdong sé dugc thém vao cudi danh sach cac quy tac géi tin mang
va c6 murc uu tién thap nhat.

Tudng Ira thuc thi cac quy tac theo thr tu xuat hién trong danh sach quy tac géi tin mang, tir trén xuéng
dudi. Theo moi quy tac goéi tin mang dugc xr ly ap dung cho mét két néi mang cu thé, Tudng Ira sé cho
phép hodc chan truy cap mang dén dia chi va céng dugc ghi trong cdu hinh cda két néi mang nay.

Pé thay d6i murc d6 uu tién cuda quy tac goi tin mang:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong clra s6 thiét 1p irng dung, hdy chon Bao vé méi de doa thiét yéu - Tudong Iira.

3. Nhan vao Quy tac géi tin.

Thao tac nay s& mé& mot danh sach cac quy tac goi tin mang dugc dat bdi Tuong Ilra.
4. Trong danh sach, chon quy téc géi tin mang ¢ mdrc d6 vu tién ma ban mudn thay doi.
5. Sr dung cac nat Lén / Xudng dé dat mirc do vu tién cda quy tdc mang.

6. Luu cac thay déi cda ban.

Xuat va nhap quy tac géi tin mang
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Ban cé thé xudt danh sach cac quy tac géi tin mang vao tap tin XML. Sau d6, ban c6 thé sira déi tap tin, vi
du nhu thém mét sé lugng 1&n cac quy tac cung loai. Ban cé thé sir dung chirc nang xuat/nhap dé sao
luu danh sach quy téc géi tin mang hodc dé chuyén danh sach sang may chi khac.

Cach xuat va nhap danh sach quy tac géi tin mang trong Bang diéu khién quan tri (MMC) @

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa thiét yéu - Tuéng Ilra.

5. Trong muc Thiét Iap Tuwong Itra, hdy nhan nut Thiét lap.

Thao tac nay sé md ra danh sach cac quy tac goéi tin mang va danh sach cac quy tac mang cho
rng dung.

6. Chon thé Nhirng quy tac cho géi tin mang.
7. Dé xuat danh sach cac quy tac géi tin mang:

a. Chon cac quy tdc ma ban muén xuat. D& chon nhiéu céng, hay str dung phim CTRL hoac SHIFT.

Néu ban khong chon quy tac nao, Kaspersky Endpoint Security sé xuat tat ca cac quy tac.
b. Nhan vao lién két Xuat.

c. Trong clra s6 md ra, hdy chi dinh tén cla tap tin XML ma ban mudn xuat danh sach cac quy tac
vao do réi chon thu muc ban mudn luu tap tin nay.

d. Luu tap tin.

Kaspersky Endpoint Security s& xuat danh sach cac quy tac vao tap tin XML.
8. D& nhap danh sach cac quy tac goi tin mang:

a. Nhan vao lién két Nhap.

Trong ctra sé md ra, hdy chon tap tin XML ma ban muén nhép danh sach cac quy tac.

b. M& tap tin.

Néu may tinh da cé danh sach cac quy tac, Kaspersky Endpoint Security sé nhac ban xéa danh
sach hién cé hoac thém cac muc mdi vao tu tap tin XML.

9. Luu cac thay déi cda ban.

Cach xuat va nhap danh sach cac quy tac géi tin mang_trong Bang diéu khién web va Bang diéu khién
dam may @
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1. Trong ctra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach s& dugc md ra.

3. Chon thé Application settings.
4. Chon Essential Threat Protection - Firewall.
5. Trong muc Firewall Settings, hdy nhan lién két Network packet rules.
6. D& xuat danh sach cac quy tac géi tin mang:
a. Chon cac quy tac ma ban mudn xuat.
b. Nhan vao Export.
. Xac nhan rang ban chi muén xuat cac quy tac da chon hoac xuat toan bé danh sach.

d. Luu tap tin.
Kaspersky Endpoint Security sé xuat danh sach cac quy tac vao tap tin XML trong thu muc tai
xuéng mac dinh.

7. D€ nhap danh sach cac quy tac goéi tin mang:

a. Nhan vao lién két Import.
Trong ctra s6 mé ra, hdy chon tap tin XML ma ban muén nhép danh sach cac quy tac.

b. M& tap tin.

Néu may tinh da cé danh sach cac quy tac, Kaspersky Endpoint Security sé nhac ban xéa danh
sach hién cé hoac thém cac muc mdi vao tu tap tin XML.

8. Luu cac thay d6i clia ban.

DPinh nghia quy tac géi tin mang trong XML

Tudng Itra cho phép xudat cac quy tac géi tin mang & dinh dang XML. Sau d6, ban cé thé sira d6i tap tin, vi
du nhu thém mot s6 lugng 16n cac quy tac cung loai.

Tap tin XML ch(ra hai nat chinh: Rules Va Resources. NUt Rules liét ké nhirng quy tac cho géi tin mang.
NUt nay chra nhirng quy tac dugc cdu hinh theo mac dinh (quy tac dinh trudc) cling nhu nhirng quy tac
do ngudi dung thém vao (quy tac tay chinh).

Panh ddu quy tac géi tin mang

<key name="0000">
<tDWORD name="RuleId">100</tDWORD>
<tDWORD name="RuleState">1</tDWORD>
<tDWORD name="RuleTypeId">4</tDWORD>
<tQWORD name="AppIdEx">0</tQWORD>
<tDWORD name="ResIdEx">812</tDWORD>
<tDWORD name="ResIdEx2">0</tDWORD>
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<tDWORD name="AccessFlag">2</tDWORD>
</key>

Thiét lap quy tac gdi tin mang & dinh dang XML
Tham sé Mb ta Gia tri
<key MUrc d6 uu tién cda quy tac. Gid tri nay cang thap thimdc  S6 nguyén

name="0000"> d6 uu tién cang cao.

Gia tri mirc d6 uu tién phai bao gém 4 chir s6.
Cac nut trong tap tin XML phai dugc sap xép
theo gia tri uu tién, bat dau bang 00ee.

RuleId ID clia quy tac. Quy tic dinh truéc

100 - Yéu cau dén may chui DNS
qua TCP.

101 - Yéu cau dén may chti DNS
qua UDP.

102 - GUri néi dung email.

110 - Bat ky hoat déng mang
(Mang tin tuéng).

125 - Bat ky hoat ddng mang
(Mang cuc bd).

130 - Hoat déng mang diéu khién
tur xa.

131 - K&t ndi TCP théng qua céng
ndi bd.

132 - K&t ndi UDP théng qua cong
noi bo.

133 - Ludéng TCP vao.

134 - Luéng UDP vao.

137 - ICMP khong c6 tra i tir goi
tin vao.

138 - Hién thij tra 1&i cho g6i tin
ICMP vao.

140 - Th&i gian qua han dé tra 1oi
cho géi tin ICMP vao.

142 - Luéng ICMP vao.

266 - Hién thi yéu cau cho géi tin
ICMPv6 vao.

RuleState Trang thai cGia quy tac. 0 - quy tac dinh trudc bj vo hiéu
1 - quy tac dinh trudc dugc bat
2 - quy tac tuy chinh bj vo hiéu
3 - quy tac tuy chinh dugc bat

RuleTypelId ID cua loai quy tac. 4 - quy tac goi tin mang.

AppIdEx ID cla ing dung chra quy tac géi tin mang. Néu quy tac khéng thudc bat ky ing dung nao thi gia
tri nay bang e.

ResIdEx ID chinh cda tai nguyén c6 thiét 1ap quy tac. Ban c6 thé S6 nguyén
str dung dinh danh nay dé dinh vi mot khéi c6 thiét lap
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quy tac trong nlt Resources.

ResIdEx2 ID cda loai mang. 0 - Pia chi bat ky.
50 - Mang tin tudng.
51 - Mang cuc bd.
52 - Mang cong cdng

<Network Identifier> - Dia chi tir danh sach (dia
chi dugc xac dinh theo cach thd cong).

AccessFlag Gia tri cda tham s6 Hanh dong. @ - Cho phép.
2 - Theo cac quy tac trng dung.
3 - Chan.
4 - Cho phép va Ghi lai su kién.

6 - Theo cac quy tac irng dung va Ghi lai su kién.
7 - Chan va Ghi lai su kién.

</key>

NUt Resources chira thiét [ap quy tac géi tin mang. Thiét lap quy tac géi tin mang tuy chinh dugc liét ké
trong muc <key name="0004">.

Panh ddu quy tac géi tin mang tluy chinh

<key name="0026">
<key name="Data">
<key name="RemotePorts"> </key>
<key name="LocalPorts"> </key>
<key name="AdapterBindings">
<key name="0000">
<key name="IpAddresses">
<key name="0000">
<key name="IP">
<key name="V6">
<tQWORD name="Hi">0</tQWORD>
<tQWORD name="Lo">0</tQWORD>
<tDWORD name="Zone">0</tDWORD>
<tSTRING name="ZoneStr"/>
</key>
<tBYTE name="Version">4</tBYTE>
<tDWORD name="V4">16909060</tDWORD>
<tBYTE name="Mask">32</tBYTE>
</key>
<key name="AddressIP"> </key>
<tSTRING name="Address"/>
</key>
</key>
<key name="MacAddresses">
<key name="0000">
<tDWORD name="Type">0</tDWORD>
<tQWORD name="AddressData®d">1108152157446</tQWORD>
<tQWORD name="AddressDatal">0</tQWORD>
</key>
</key>
<tSTRING name="AdapterName">ADAPTER TEST 123</tSTRING>
<tDWORD name="InterfaceType">3</tDWORD>
</key>
</key>
<tTYPE_ID name="unique">3213697024</tTYPE_ID>
<tBYTE name="Proto">2</tBYTE>
<tBYTE name="Direction">2</tBYTE>
<tBYTE name="IcmpType">0</tBYTE>
<tBYTE name="IcmpCode">0</tBYTE>
<tDWORD name="Flags">1</tDWORD>
<tBYTE name="TTL">255</tBYTE>
</key>
<key name="Childs"> </key>
<tDWORD name="Id">1073747214</tDWORD>
<tDWORD name="ParentID">7</tDWORD>
<tDWORD name="Flags">38</tDWORD>
<tSTRING name="Name">TEST1</tSTRING>
</key>

Thiét 1ap quy tac gdi tin mang tuy chinh
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Tham s6

<key
name="Data">

RemotePorts
LocalPorts

AdapterBindings

unique

Proto

Direction

IcmpType

Mé ta

ID cia muc tham sé.

Gid trj clia tham s6 C8ng tir xa.

Gid trj clia tham s6 C8ng ndi bd.

Gida tri cGla tham sé B9 diéu hgp
mang.

ID bén trong clia cau truc.

Gia tri cia tham sé Giao thirc.

Gia tri cda tham s6 Hwéng.

Gida tri cGa tham s6 Loai ICMP.

Gia tri

S6 nguyén

Danh sach cac dai c6ng tir xa.
Danh sach cac dai céng cuc bé.

IpAddresses - gia tri clla tham sé Pia chi IP.

MacAddresses - gi tri cla tham s& Pia chi MAC.

AdapterName - tén clia bd diéu hgp mang.

InterfaceType - gié tri cCla tham s6 Dang giao dién:
e 0 -Khéac.

1 - LoopBack.

2 - Mang c6 day (Ethernet).
e 3 - Mang khdng day (Wi-Fi).
e 4 -Pbuwong ham.

5 - K&t ndi PPP.

6 - Két ndi PPPOE.

e 7 - K&t ndi VPN.

o 8 - K&t néi modem.

S6 nguyén

Ban khong nén thay déi tham sé nay.

0 - bivo hiéu.

1 -ICMP.

2 -IGMP.

6 - TCP.

17 - UDP.

47 - GRE.

58 - ICMPv6.

1 - GGi tin vao (géi).
2 - G6i tin ra (g6i).
3 - G6i tin vao / Géi tin ra.
4 - GOi tin vao.

5 - Géi tin ra.

Giao thirc ICMP
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@ - Tra 1&i lai (ICMP) hodc bi vo hiéu.

3 - Khong téi duoc dich (ICMP).
4 - Nguén nhung.

5 - Chuyén huéng.

6 - Pia chi may chu thay thé.

8 - Yéu cau lai.

9 - BO dinh tuyén quang cao.
10 - BO dinh tuyén trung cau.
11 - Vuot qua thai gian.

12 - Van dé tham bién.

13 - Thoi gian dong dau.

14 - Tra loi thoi gian déng dau.
15 - Thong tin yéu cau.

16 - Thong tin tra 1oi.

17 - Pia chi dai dién yéu cau.
18 - Pia chi dai dién tra loi.

30 - B6 dinh tuyén theo doi.

31 - L6i chuyén déi dir liéu.

32 - May cht di ddng chuyén huéng.
33 - IPv6 & dau.

34 - IPv6 la day.

35 - Yéu cau dang ky di dong.
36 - Tra loi dang ky di dong.

37 - Tén mién yéu cau.

38 - Tén mién tra loi.

40 - Photuris.

Giao thirc ICMPvV6 7
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1 - Khong téi dugc dich.

2 - GGi tin qua lon.

3 - Vuot qua thaoi gian.

4 - Van dé tham bién.

128 - Yéu cau lai.

129 - Tra loi lai.

130 - Truy van lang nghe da huéng.
131 - Bao cao lang nghe da huéng.
132 - Thuc hién lang nghe da huéng.
133 - B6 dinh tuyén trung cau.

134 - BO dinh tuyén quang cao.

135 - L&i chao.

136 - Quang cao.

137 - Chuyén huwéng tin nhan.

138 - BO dinh tuyén Renumbering.
139 - Nat truy van thong tin ICMP.

141 - Thong diép chao ma&i lam ban trén mang
xa hoi.

142 - Thong diép chao ma&i lam ban trén mang
xa hoi.

143 - Multicast Listener Report Phién ban 2.

144 - Thong diép yéu cau phat hién dia chi
trang cha.

145 - Thong diép tra 17 cho dia chi.

146 - Tién t6 chao mai trén di dong.

147 - Quang cao tién t6 trén di dong.
148 - Thong tin ban va chirng chi.

149 - Théng tin dia chi ban va chirng chi.
151 - Quang cao da truyén thong.
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152 - Quang cao da truyén thong.

153 - Cham durt thdng tin truyén thong.

IcmpCode Gia tri cila tham sé Ma ICMP. 0 - Ma 0 hoac bi vo hiéu.
1-Ma1.
2 -Ma 2.

Flags Con tro thudc tinh cau truc. S6 nguyén

Ban khéng nén thay déi tham s6 nay.

TTL Gia tri cGia tham s6 Th&i gian séng Gia tri tinh bang gidy. Néu bj vo hiéu, gia tri nay bang o.
(TTL).

</key>

1d ID chinh cda tai nguyén (xem nut S6 nguyén
Rules).

ParentID ID cia nhém cha. S6 nguyén

Ban khéng nén thay déi tham sé nay.

Flags Trang thai clia quy tac. 6 - quy tac bi vd hiéu.
38 - quy tac dugc bat.

Name Tén cla quy tac géi tin mang. Chubi

Quan ly cac quy tac mang cho (rng dung

Theo mac dinh, Kaspersky Endpoint Security sé ghép nhém tat ca cac ing dung dugc cai dat trén may
tinh theo tén cla nha cung cap phan mém cé hoat déng tap tin hoac mang dugc (rng dung giam sat. Cac
nhém rng dung sé dugc phan thanh cac nhém tin tudng. Tat ca cac irng dung va nhém (rng dung déu
thira hudng thudc tinh tir nhdom cha cda chiing: quy tac kiém soat irng dung, quy tdc mang cho rng
dung va uu tién thuyc thi.

Cling nhu thanh phan Phong_chéng xam nhap may chd, theo mac dinh, thanh phan Tuong Ilra sé ap
dung cac quy tdc mang cho mét nhém &ng dung khi loc hoat d6ng mang cua tat ca cac irng dung trong
nhém nay. Cac quy tac mang cho nhém (rng dung quy dinh quyén clia cac 'ng dung trong nhém trong
viéc truy cap cac két n6i mang khac nhau.

Theo mac dinh, Tudng Ira s& tao mét nhom quy tac mang cho méi nhém rng dung dugc phat hién
bai Kaspersky Endpoint Security trén may tinh. Ban c6 thé thay d6i hanh dong cta Tudng Ira dugc
ap dung cho cac quy tdc mang ctia nhém irng dung dugc tao theo méc dinh. Ban khong thé sira,
x0a, tat hay thay déi mirc do vu tién cla cac quy tdc mang cho nhém (ng dung dugc tao theo mac
dinh.

Ban cling c6 thé tao mét quy tac mang cho tirng irng dung riéng biét. Cac quy tdc mang dé sé& c6 mirc uu
tién cao hon quy tac mang clia cad nhém chira (rng dung doé.
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Tao mét quy tac mang cho (rng dung

Theo mac dinh, hoat déng clia 'ng dung dugc kiém soat bdi cac quy tdc mang dugc quy dinh cho nhém
tin tudng dugc Kaspersky Endpoint Security gan ing dung vao khi &rng dung khdi chay lan dau. Néu can,
ban c6 thé tao cac quy tdc mang cho toan bé moét nhém tin tudng, cho mot irng dung riéng 1€, hodc mot
nhém cac rng dung trong mét nhém tin tudng.

Cac quy tac mang dugc quy dinh mét cach thd céng cd mirc d6 uu tién cao hon cac quy tac mang dugc
xac dinh cho mét nhdm tin tudng. Néi cach khac, néu cac quy tac cho irng dung dugc quy dinh theo cach
thd céng khac véi cac quy tac cho irng dung dugc xac dinh cho mét nhém tin tudng, thi Twong Iira sé
kiém soat hoat déng ctia 'ng dung theo cac quy tac dugc quy dinh theo cach thd cdng cho cac ing
dung.

Theo mac dinh, Tudng Ira sé tao cac quy tac mang sau cho tirng ng dung:

e Bat ky hoat ddng mang nao trong Mang tin tuéng.

e Bat ky hoat ddng mang nao trong Mang cuc bd.

e Bat ky hoat ddng mang nao trong cdc mang Céng cdng.

Kaspersky Endpoint Security kiém soat hoat ddng mang cla cac irng dung theo cac quy tac mang dugc
dinh truéc nhu sau:

e Tin tudng va Han ché thap: cho phép tat cd hoat ddng mang.

e Han ché cao va Khéng tin tudng: chan tat ca hoat ddng mang.
Khong thé chinh stra hoac x6a cac quy tac rng dung dugc dinh trudce.
Ban c6 thé tao quy tdc mang cho &rng dung theo cac cach sau:

e SUr dung cdng_cu Gidm sat mang.

Gidam sat mang la mét cong cu dugc thiét ké dé xem théng tin vé hoat ddng mang cla mét may tinh
theo thai gian thuc. Day la cach tién lgi vi ban khdng can phai cau hinh tat ca cac thiét 1ap quy tac.
Mot s6 thiét [ap Tudng Ira sé dugc chen ty dong tir dir liéu cdia cong cu Gidm sat mang. Cong cu
Giam sat mang chi kha dung trong giao dién &rng dung.

e Cau hinh cac thiét 1ap Tuong Ira.

Day la cach cho phép ban tinh chinh thiét Iap Tudng Ira. Ban cé thé tao quy tac cho bat ky hoat dong
mang nao, ngay ca khi khéng c6 hoat d6ng mang nao tai thoi diém hién tai.

Khi tao quy tac mang cho &rng dung, hdy nhé rang quy tac gaéi tin mang cé quyén uu tién hon quy
tac mang cho &rng dung.

Cach sir dung cdng cu Giam sat mang dé tao quy tac mang cho trng dung trong_giao dién rng dung®@
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1. Trong clra s6 chinh cta rng dung, trong muc Giam sat, hdy nhan vao 6 Giam sat mang.

2. Chon thé Hoat déng mang hoadc M& cdng.

Thé Hoat déng mang hién thi tat ca cac két néi mang dang hoat déng trén may tinh. Ca hai loai
két n6i mang vao va ra déu dugc hién thi.

Thé M@ cong liét ké tat ca cong mang md ciia may tinh.

3. Trong menu ngi canh cta két n6i mang, hdy chon Tao mét quy tac mang ctia irng dung.
Clra s6 thudc tinh va quy tdc rng dung sé md ra.

4. Chon thé Quy tac mang.
Thao tac nay sé md danh sach cac quy tdc mang mac dinh dugc thiét 1ap bdi Tuong Ilra.

5. Nh&n vao Thém.

Thao tac nay sé mé& cac thudc tinh quy tac mang.
6. Nhap vao thd cong tén ctia dich vu mang vao truong Tén.

7. Cau hinh thiét 1ap quy tac mang (xem bang bén dudi).

Ban c6 thé chon mdt mau quy tac dugc dinh san bang cach nhan vao lién két Mau quy téc mang.
Mau quy tac mé ta cac két n6i mang dugc str dung thudng xuyén nhat.

Tat ca thiét l1ap quy tac mang sé dugc dién tu dong.

8. Néu ban mudén hanh ddng cdia quy tdc mang dugc phan anh trong bao cdo, hay chon hép kiém
Ghi lai su kién.

9. Nhan vao Luu.

Quy tac mang mdi sé dugc thém vao danh sach.
10. S&r dung cac nut Lén / Xuéng dé dat mdrc d6 vu tién cda quy tdc mang.

11. Luu cac thay d6i cdia ban.

Céach sir dung thiét 1ap Tuéng Itra dé tao quy tdc mang_cho irng dung trong giao dién rng dung®
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé mai de doa thiét yéu - Tuéng Ilra.

3. Nhan vao Quy tac cho cac irng dung.
Thao tac nay s& md danh sach cac quy tac mang mac dinh dugc thiét 1ap bdi Tuong Ilra.

4. Trong danh sach irng dung, hdy chon &rng dung hoac nhém (rng dung ma ban muén cho tao mot
quy tac mang.

5. Nhan chuét phai @& md menu nglr cdnh va chon Chi tiét va quy tac.

Clra s6 thudc tinh va quy tac irng dung sé md ra.
6. Chon thé Quy tac mang.

7. Nhan vao Thém.

Thao tac nay sé mé cac thudc tinh quy tac mang.
8. Nhap vao thi cong tén ctia dich vu mang vao truong Tén.

9. Cau hinh thiét Iap quy tdc mang (xem bang bén dudi).
Ban c6 thé chon mét mau quy téc dugc dinh san bang cach nhén vao lién két Mau quy tac mang.
Mau quy tac mé ta cac két n6i mang duoc str dung thudng xuyén nhat.
Tat ca thiét l1ap quy tac mang sé dugc dién tu dong.

10. Néu ban muén hanh ddng cta quy tac mang dugc phan anh trong bao cdo, hdy chon hép kiém
Ghi lai su kién.

11. Nhan vao Luu.
Quy tac mang mdi sé dugc thém vao danh sach.

12. Str dung cac nat Lén / Xudng dé dat mirc do vu tién cda quy tdc mang.

13. Luu cac thay déi cdia ban.

Céch tao quy tdc mang_cho &rng dung trong Bang diéu khién quan tri (MMC)®
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10.

11.

12.

13.

14.

15.

16.

17.

18.

. M& Bang diéu khién quan tri Kaspersky Security Center.

. Trong cdy bang diéu khién, hay chon Policies.

. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

. Trong c(ra s6 chinh sach, hdy chon Bao vé méi de doa thiét yéu - Tudng Ilra.

. Trong muc Thiét Iap Tuong Itra, hdy nhan nuat Thiét lap.

Thao tac nay sé md ra danh sach cac quy tac goéi tin mang va danh sach cac quy tac mang cho
rng dung.

. Chon thé Quy tac cho rng dung mang.
. Nhan vao Thém.

. Trong clra s6 md& ra, hdy nhép cac tiéu chi dé tim kiém ng dung ma ban mudn tao mét quy tac

mang.

Ban c6 thé nhap tén cla irng dung hoac tén clia nha cung cdp. Kaspersky Endpoint Security ho
trg cac bién maoi trudng va ky ty * cung ? khi nhap tén dai dién.

. Nhan vao Lam méi.

Kaspersky Endpoint Security sé tim kiém (rng dung trong danh sach téng hgp cac ing dung dugc
cai dat trén may tinh dugc quan ly. Kaspersky Endpoint Security sé hién thj danh sach cac irng
dung dap irng cac tiéu chi tim kiém cua ban.

Chon &ng dung can thiét.

Trong danh sach tha xuéng Thém rng dung dwgc chon vao nhém tin twédng, hdy chon Nhém
mac dinh va nhan OK.

Ung dung sé& dugc thém vao nhém mac dinh.

Chon &rng dung lién quan réi chon Cac quyén cta irng dung tr menu ngl cdnh cdia ing dung.

Clra s6 thudc tinh va quy tac i'ng dung sé md ra.

Chon thé Quy tac mang.
Thao tac nay sé mé danh sach cac quy tac mang mac dinh dugc thiét lap bdi Tudng Itra.

Nhan vao Thém.

Thao tac nay sé md cac thudc tinh quy tac mang.
Nhéap vao thi cong tén clia dich vu mang vao trudng Tén.

Cau hinh thiét 1ap quy tac mang (xem bang bén dudi).

Ban c6 thé chon mdt mau quy tac dugc dinh san bang cach nhan vao nut . Mau quy tac mo ta
cac két néi mang dugc sir dung thudng xuyén nhat.

Tat ca thiét 1ap quy tac mang sé dugc dién ty dong.

NEu ban mudn hanh déng cdia quy tdc mang dugc phan anh trong béo céo, hdy chon hop kiém
Ghi lai su kién.

Luu quy tac mang mdi.
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19. Str dung cac nat Lén / Xudng dé dat mirc do vu tién cda quy tdc mang.

20. Luu cac thay déi cta ban.

Cach tao mét quy tdc mang_cho (rng dung trong Badng diéu khién web va Badng diéu khién dam may®
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10.

11.

12.

13.

14.

15.

16.

17.

. Trong clra s6 chinh cdia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.

Clra s6 thudc tinh chinh sach sé duoc md ra.

. Chon thé Application settings.
. Chon Essential Threat Protection - Firewall.

. Trong muc Firewall Settings, hdy nhan lién két Application network rules.

Thao tac nay sé mad ra clra s6 cdu hinh quyén clia ('ng dung va danh sach cac tai nguyén dugc
bao vé.

. Chon thé Application rights.

Ban sé& thay danh sach cac nhom tin tudng & bén trai cra s6 va thudc tinh cda chiing & bén phai.

. Nhan vao Add.

Thao tac nay sé khéi chay Trinh hudng dan dé thém (rng dung vao nhém tin tuéng.

. Chon nhém tin tudng lién quan cho irng dung.

. Chon loai Application. Chuyén sang budc ti€p theo.

Néu ban mudn tao quy tac mang cho nhiéu rng dung, hay chon loai Group va quy dinh tén cho
nhém rng dung.

Trong danh sach &rng dung dugc md, hay chon cac irng dung ma ban mudn tao mot quy tac
mang.

S dung bd loc. Ban c6 thé nhap tén clia 'ng dung hoac tén cda nha cung cap. Kaspersky
Endpoint Security ho trg cac bién moi trudng va ky tu * cung ? khi nhap tén dai dién.

Thoéat Trinh hudng dan.
Ung dung sé& dugc thém vao nhém tin tudng.

O phan bén phai clia ctra s6, hay chon (rng dung lién quan.

O phan bén phai ctia clra s6, hdy chon Network rules tir danh sach tha xuéng.
Thao tac nay s& md danh sach cac quy tdc mang mac dinh dugc thiét 1ap bdi Tuong Ira.

Nhan vao Add.

Thao tac nay sé md cac thudc tinh quy tac irng dung.
Nhéap vao thi cong tén cdia dich vu mang vao trudng Name.

Cau hinh thiét 1ap quy tdc mang (xem bang bén dudi).

Ban c6 thé chon mét mau quy téc dugc dinh san bang cach nhén vao lién két Select template.
Mau quy tac mé ta cac két n6i mang dugc str dung thudng xuyén nhat.

Tat ca thiét l1ap quy tac mang sé dugc dién tu dong.

Né&u ban mudn hanh déng clia quy tdc mang dugc phan anh trong béo céo, hay chon hop kiém
Log events.
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18. Luu quy tac mang.

Quy tac mang méi sé dugc thém vao danh sach.

19. Str dung cac nat Up / Down dé dat mdrc do uu tién cla quy tac mang.

20. Luu cac thay déi cta ban.

Thiét 1ap Quy tac cho trng dung mang

Tham
sd

Hanh
dong

Giao
thac

Huéng

Pia chi
tir xa

Pia chi
ndi bd

Cho phép.
Chan.

Kiém soat hoat déng mang qua giao thirc da chon: TCP, UDP, ICMP, ICMPv6, IGMP va GRE.
Néu chon giao thirc ICMP hoac ICMPV6, ban c6 thé xac dinh loai goi tin va ma ICMP.

NE&u TCP hodc UDP dugc lua chon lam loai giao thirc, ban cé thé quy dinh cac s6 hiéu cdng (dugc tach ra bdi ddu phay)
cla cac may tinh cuc bd va tlr xa ma két ndi gitra ching dugc gidm sat.

Goi tin vao.
Goi tin vao / Géi tin ra.
Goi tinra.

Cac dia chi mang clia cac may tinh tir xa c6 thé glri va nhan gaéi tin mang. Tudng Ira sé ap dat quy tdc mang cho dai dia
chi mang tir xa dugc chi dinh. Ban c6 thé thém tat ca cac dia chi IP vao mdt quy tdc mang, tao mét danh sach dia chi IP
riéng, chi dinh mét dai dia chi IP hodc chon mét mang con (Mang tin tudng, Mang cuc bd, Mang cdng céng). Ban ciing c6
thé chi dinh tén DNS clia mdy tinh thay vi dia chi IP. Ban chi nén sr dung tén DNS cho cac mdy tinh mang LAN hodc cac
dich vu ndi bé. Tuong tac véi cac dich vu ddm may (nhu Microsoft Azure) va cac tai nguyén Internet khac nén dugc xur ly
bai thanh phan Kiém soat Web.

Né&u trong quy tac g6i tin mang, ban da thém maot tén DNS khéng thé xac dinh dia chi IP, Kaspersky Endpoint Security sé&
hién thi mdt cdnh béo. Trong danh sach cac quy tac goi tin mang trong Bang diéu khién web, mdt cdt Warning dugc
thém vao kém mo ta vé 16i. Khdng c6 mé ta 16i trong Bang diéu khién quan tri (MMC). Cac quy tac goi nhu vay dugc danh
dau mau.

Cac dia chi mang clia cadc may tinh c6 thé glri va nhan goi tin mang. Tudng Ilra sé ap dat mot quy tac mang dén khoang

dia chi mang néi bd dugc quy dinh. Ban c6 thé thém tat ca cac dia chi IP vao mét quy tdc mang, tao mot danh sach dia chi
IP riéng hodc chi dinh mét dai dia chi IP.

Dai khi dia chi néi bd khéng thé dugc 13y cho cac rng dung. Néu ddng, tham sé nay sé bi bé qua.

Bat va tat mot quy tac mang cho Ung dung

DE bat hodc tat mdt quy tdc mang cho trng dung:

1. Trong cra s6 chinh cdia ing_dung, hdy nhan nut g.

2. Trong cra s6 thiét 1ap &rng dung, hdy chon Bao vé méi de doa thiét yéu - Tudng Ilra.

3. Nhan vao Quy tac cho cac irng dung.

Thao tac nay sé md danh sach quy tac ing dung.

4. Trong danh sach ng dung, chon irng dung hoac nhém rng dung ma ban muén cho tao hodc stra
mét quy tac mang.

5. Nhdn chuét phai d€ md menu ngir cdnh va chon Chi tiét va quy tac.

Clra s6 thudc tinh va quy tdc 'ng dung sé md ra.
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6. Chon thé Quy tac mang.

7. Trong danh sach cac quy tac mang cho mét nhém (rng dung, chon quy tac mang lién quan.
Clra s6 thudc tinh quy tdc mang sé ma ra.

8. Dat trang thai Hoat dong hodc Khéng hoat ddng cla quy tac mang.
Ban khong thé tat mét quy tdc mang cho nhéom rng dung dugc tao bdi Tudng Itra & ché d6 mac dinh.

9. Luu cac thay d6i cda ban.

Thay d6i hanh déng cia Twong Ira cho mét quy tac mang cho rng
dung
Ban cé thé thay do6i hanh déng clia Tudng Itra dugc ap dung cho tat ca cac quy tac mang cdia mét irng

dung hodc nhém &rng dung dugc tao theo mac dinh, va thay déi hanh dong cta Tudng Ira cho mot quy
tac mang tuy chinh cho mét &rng dung hoac nhém &rng dung.

Dé thay d6i hanh déng cua Tudng Iira cho tat ca cdc quy tac mang cho mét ng dung hodc nhém ung
dung:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap &rng dung, hdy chon Bao vé méi de doa thiét yéu - Tudng Ilra.

3. Nhan vao Quy tac cho cac irng dung.
Thao tac nay s& md danh sach quy tac ing dung.

4. Néu ban muén thay d6i hanh ddng cdia Tudng Ira duge ap dung cho cac quy tdc mang dugc tao theo
mac dinh, chon mét irng dung hoac nhém rng dung trong danh sach. Cac quy tac mang dugc tao thu
cdng sé dugc gilr nguyén.

5. Nhan chubt phai @& md& menu ngit cdnh, chon Quy tac mang, sau dé chon hanh déng ban mudn
gan:

e Ké thira.
e Cho phép.
e Chan.
6. Luu cac thay déi cda ban.
Dé thay db6i phan g cta Tudng Idra cho mot quy tac mang cho mét ting dung hodc nhém ng dung:

1. Trong c(ra sé chinh cdia ng_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa thiét yéu - Tudong Iira.

3. Nhan vao Quy tac cho cac trng dung.

Thao tac nay sé mad danh sach quy tac 'ng dung.
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4. Trong danh sach &rng dung, chon ng dung hodc nhém &ng dung ma ban muén thay déi hanh déng
cho mét quy tac mang.

5. Nhan chu6t phai @& md& menu ng cdnh va chon Chi tiét va quy tac.
Clra s6 thudc tinh va quy tdc 'ng dung sé md ra.

6. Chon thé Quy tac mang.
7. Chon quy tdc mang ma ban mudn thay déi hanh dong Tudng I(ra.
8. Trong cOt Quyén, nhan phai chudt dé goi menu ngtr canh va chon hanh déng ma ban muén gan:

e Ké thtra.

Cho phép.

e T chai.

Ghi lai su kién.

9. Luu cac thay déi cda ban.

Thay d6i mirc d6 wu tién cdia mot quy tdc mang cho irng dung

MUrc d6 uu tién ca moét quy tac mang dugc quyét dinh bdi vi tri cdia né trong danh sach cac quy tac
mang. Tudng Ira thuc thi cac quy tac theo thir tu xuat hién trong danh sach quy tac mang, tir trén xuéng
dudi. Theo moi quy tdc mang dugc x(r ly ap dung cho mot két ndi mang cu thé, Tudng Ira sé cho phép
hoac chan truy cap mang dén dia chi va céng dugc ghi trong cdu hinh cta két néi mang nay.

Cac quy tac mang dugc tao thd cdng cé mirc vu tién cao hon so véi cac quy tac mang mac dinh.

Ban khong thé thay déi mirc d6 uwu tién cla cac quy tdc mang cho nhém (ng dung dugc tao theo
mac dinh.

Dé thay d6i murc d6 uu tién cua mdt quy tdc mang:

1. Trong clra sé chinh cdia ng_dung, hdy nhan ndt g.

2. Trong clra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa thiét yéu - Tudong Iira.

3. Nhan vao Quy tac cho cac irng dung.

Thao tac nay sé mé danh sach quy tac irng dung.

4. Trong danh sach &rng dung, chon ng dung hodc nhém &ng dung ma ban muén thay déi mirc d6 uu
tién clia quy tac mang.

5. Nhan chubt phai @& md& menu ngr cdnh va chon Chi tiét va quy tac.
Clra s6 thudc tinh va quy tdc &'ng dung s& md ra.

6. Chon thé Quy tac mang.
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7. Chon quy tac mang c6 mirc d6 uu tién ma ban muén thay déi.
8. S&r dung cac nut Lén / Xudng dé dat mdrc dé uu tién cla quy tdc mang.

9. Luu cac thay d6i ctia ban.

Giam sat mang

Gidm sat mang la mét cong cu dugc thiét ké dé xem théng tin vé hoat déng mang clia mét may tinh
theo thdi gian thuc.

DE& bat ddu Gidm sat mang:

Trong clra sé chinh cGa &rng dung, trong muc Giam sat, hdy nhan vao 6 Giam sat mang.

Clra s6 Giam sat mang s& md ra. Trong clra s6 nay, nhirng thdng tin vé hoat ddng mang ctia may tinh
s& dugc hién thi trén bén thé:

e Thé Hoat ddng mang hién thij tat ca cac két n6i mang dang hoat dong trén may tinh. Ca hai loai két
néi mang vao va ra déu dugc hién thi. Trén thé nay, ban ciing c6 thé tao nhirng_quy tac cho goi tin
mang cho hoat déng clia Tuong Ira.

e Thé Mé& céng liét ké tat cd cong mang md& cia may tinh. Trén thé nay, ban ciing c6 thé tao nhirng_quy
tac cho géi tin mang va quy tac ing dung cho hoat dong ctia Tudng Ira.

e Thé Luu lwgng mang hién thi luu lwvgng mang vao va ra gira may tinh ca ngudi dung va cac may
tinh khac trong mang ma ngudi dung dang dugc két noi.

thanh phan Bo vé méi de doa mang sau khi phat hién cac n6 luc tdn céng mang tir nhirng dia chi IP
do.

Phong chéng Tan céng BadUSB

Mot s virus sé thay déi firmware cla cac thiét bj USB dé danh Iira hé diéu hanh rang thiét bi USB d06 la
mot ban phim. Mét vi du vé hdu qua do6 1a virus cé thé thuc thi cac 1énh duédi quyén tai khodn ngudi diing
cla ban dé tai xuéng phan mém déc hai.

Thanh phan Phong chéng Tan cong BadUSB s& ngan cac thiét bi USB bi nhiém gia lam mot ban phim
khoi két n6i dén may tinh.

Khi mét thiét bj USB dugc két ndi véi may tinh va hé diéu hanh xac dinh d6 la mot ban phim thi irng
dung sé& nhac ngudi dung nhap moét ma sé do irng dung tao ra tlr ban phim nay hoac s&r dung Ban phim
40 néu c6 (xem hinh bén dudi). Tha tuc nay dugc goi la xac thuc ban phim.

Néu da nhap ding ma, irng dung sé luu lai cac tham sé nhan dang - VID/PID clia ban phim va s6 hiéu

cla céng két ndi vai iing dung - trong danh sach cac ban phim dugc xac thuc. Khéng can phai lap lai viéc
xac thyc ban phim khi két néi lai ban phim hodac sau khi khéi dong lai hé diéu hanh.
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Khi két néi ban phim dugc xac thuc véi mot cong USB khac cdia may tinh, thi 'ng dung sé hién thi
mot i nhac dé xac thuc lai ban phim nay.

NEu ma s6 nay khdng dugc nhap chinh xac, 'ng dung sé& tao mét ma méi. Ban c6 thé cdu hinh sé lugt
th(r nhap ma s6. Néu ma s6 dugc nhap sai vai l1an hoac clra s6 cap phép cho ban phim bj déng (xem hinh
bén dudi) thi i'ng dung sé chan nhap vao tir ban phim nay. Khi hét thai gian chan thiét bi USB hodc hé
diéu hanh duogc khéi dong lai, 'ng dung s& nhac ngudi dung thuc hién lai quy trinh cadp phép cho ban
phim.

Ung dung sé& cho phép sir dung mdt ban phim dugc xac thuc va chan ban phim khéng duoc xac thuc.

Thanh phan Phong chéng Tan céng BadUSB khong dugc cai dat theo mac dinh. Néu can thanh phan
Phong chéng Tan cong BadUSB, ban cé thé thém thanh phan nay trong thudc tinh cdia goéi cai dat
trudc khi cai dat rng dung hoac thay d6i cac thanh phan rng dung_c6 san sau khi cai dat &rng dung.

¢ c&p phép cho ban phim - Microsoft : Natural Keyboard Elite

K&t ndi ban phim da dugc phat hién
Microsoft : Natural Keyboard Elite

P& cho phép va md khéa cho ban phim nay, hdy nhap méa sau tir
ban phim nay:

5840

[0 M5 dugc nhap khéng hop 1& Lugt thir con lai: 5

Hién thi Ban phim Ao

Bat va tat Phong chéng Tan cong BadUSB

Cac thiét bj USB dugc hé diéu hanh xac dinh la ban phim va dugc két néi dén may tinh trudc khi cai dat
thanh phan Phong chéng Tan céng BadUSB sé& dugc coi la da xac thuc sau khi cai dat thanh phan.

PEé bat hodc tat Phong chéng Tan c6ng BadUSB:

1. Trong clra s6 chinh cdia ing_dung, hdy nhan ndt g.

2. Trong clra s6 thiét 1ap rng dung, hdy chon Bao vé mdi de doa thiét yéu — Phong chéng Tan céng
BadUSB.

3. Sir dung nut bat/tat Phong chéng Tan cdng BadUSB dé bat hoac tat thanh phan nay.

4. Trong muc Cap phép cho ban phim USB khi két néi, hay diéu chinh thiét 1ap bdo méat dé nhap ma
cho phép:
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¢ SO lwgng I6i nhac cho phép thiét bi USB téi da. Tu dong chan thiét bi USB néu ma cho phép
dugc nhap sai s6 lan dugc chi dinh. Gia tri hgp 1€ 1a 1 dén 10. Vi du: néu ban cho phép 5 lan nhap
ma cho phép, thiét bi USB sé& bj chdn sau lan th&r nam khéng thanh céng. Kaspersky Endpoint
Security sé& hién thi thoi lugng chan cho thiét bi USB. Sau khi hét thdi gian nay, ban cé thé c6 5 lan
th&r nhap ma cho phép.

¢ Két thuc thai gian ch khi dat s lwgng 1o nhac téi da. Thadi gian chan cda thiét bi USB sau s6
lan nhap ma cho phép khong thanh céng dugc chi dinh. Gia tri hop 1€ 1a 1 dén 180 (phut).

5. Luu cac thay d6i cdia ban.
Két qua la néu thanh phan Phong chéng Tan cdng BadUSB dugc bat, Kaspersky Endpoint Security yéu
cau cho phép mot thiét bi USB dugc két n6i duge xac dinh la ban phim béi hé diéu hanh. Ngudi dung
khong thé sir dung mét ban phim chua dugc xac thuc cho dén khi né da dugc xac thuc.

S&r dung Ban phim ao dé xac thuc cac thiét bi USB

Ban phim Ao chi nén duoc sir dung dé xac thuc cac thiét bi USB khong h§ trg viéc nhap liéu ky tu ngau
nhién (vi du nhu dau quét ma vach). Ban khéng nén sir dung Ban phim Ao dé xac thuc cac thiét bi USB
khéng xac dinh.

Pé cho phép va cadm st dung Ban phim Ao dé xac thuc:

1. Trong ctra s6 chinh cta ing_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap (rng dung, hay chon Bao vé méi de doa thiét yéu — Phong chéng Tan céng
BadUSB.

3. S&r dung hdp kiém Nghiém cam viéc str dung Ban phim Ao dé xac thuc cac thiét bi USB dé chan
hodc cho phép viéc s&r dung Ban phim o dé xac thurc.

4. Luu cac thay doi caa ban.

Bao vé AMSI

Thanh phan Bao vé AMSI dugc danh dé hé trg Antimalware Scan Interface ctia Microsoft. Antimalware
Scan Interface (AMSI) cho phép cac irng dung thudc bén thir ba cé hd trg AMSI guri cac déi tugng (vi du
nhu kich ban PowerShell) dén Kaspersky Endpoint Security dé quét bé sung va sau d6 nhan két qua tur
viéc quét cho cac d6i tugng nay. Cac i'ng dung thudc bén thir ba vi du nhu cac rng dung Microsoft
Office (xem hinh bén dudi). BE biét chi ti€t vé& AMSI, vui ldng tham khao tai liéu clia Microsoft=.

Thanh phan Bao vé AMSI chi c6 thé phat hi(f_*n mo&t mdi de doa va thdng bao cho mot &rng dung thudc
bén thr ba vé moéi de doa dugc phat hién. Ung dung thudc bén thir ba, sau khi nhan dugc thong bao vé
méi de doa, khdng cho phép thuc hién cac hanh déng doc hai (vi du nhu cham durt).
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https://docs.microsoft.com/en-us/windows/desktop/amsi/antimalware-scan-interface-portal

Microsoft Office

1. Hoat dong kha nghi

2. Yéu cau . Kaspersky
@@ Macro , AMSI ! Endpo_int
3. Théng bao Security

4. Quy trinh duoc hoan tat

Vi du vé hoat dong clia AMSI

Thanh phan Bao vé AMSI c6 thé tlr chdi mét yéu cau tir mot irng dung thudc bén thir ba, vi du nhu
néu rng dung nay vugt qua s6 yéu cau tdi da trong moét chu ky quy dinh. Kaspersky Endpoint
Security sé guri théng tin vé mét yéu cau bj tr choi tir ing dung thudc bén thir ba dén May chd quan
tri. Thanh phan Bao vé AMSI khong tlr chdi cac yéu cau tlr cac rng dung ctia bén thir ba cé tich hgp
lién tuc vdi thanh phan Bao vé AMSI duoc bat.

Bao vé AMSI c6 thé dugc str dung cho cac hé diéu hanh sau day cho may tram va may chu:

e Windows 10 Home / Pro / Pro for Workstations / Education / Enterprise / Enterprise multi-session;

Windows 11 Home / Pro / Pro for Workstations / Education / Enterprise;

Windows Server 2016 Essentials / Standard / Datacenter (bao gém ché d6 Server Core);

Windows Server 2019 Essentials / Standard / Datacenter (bao gom ché d6 Server Core);

Windows Server 2022 Standard / Datacenter / Datacenter: Azure Edition (bao gém ché d Core
Server).

Bat va tat Bao vé AMSI
Theo mac dinh, Bdo vé AMSI dugc bat.
Dé bat hodc tat Bdo vé AMSI:

1. Trong clra s6 chinh cdia ng_dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa thiét yéu - Bio vé AMSL
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Kaspersky < Giam sat

Thiét Iap Bao vé AMSI

Giam sat

Bao vé AMSI
Cho phép céc ting dung va dich vu khéc sir dung Kaspersky Endpoint Security d& quét
cac ddi tugng théng qua AMSI.

Quét céc tap tin hén hop
Quéttap tin nén
Quét cac gdi phan phdi

Quét cac tap tin co dinh dang Microsoft Office
Gidi han dung lvong

=n cac tap tin hén h op 16n
Thigtlap t cac tap tin dugc gidi nén tirtap tin nén.
Dung lugng t8i da clia tdp tin

8 A~ | MB (tir1 dén 9999)

3. SIr dung nut bat/tat Bao vé AMSI dé bat hodac tat thanh phan nay.

4. Luu cac thay déi cda ban.

Str dung Bao vé AMSI dé quét cac tap tin hon hop

Mot ki thuat pho bién dé che gidu virus va cac phan mém doc hai khac la nhiing chiing trong cac tap tin
hon hgp vi du nhu tap nén. DE phat hién virus va cac phan mém doc hai khac dugc an gidu bang cach
nay, tap tin hén hgp phai dugc gidi nén, diéu nay c6 thé lam gidam téc dd quét. Ban co thé gidi han loai
tap tin hon hgp dugc quét dé tang téc dd quét.

DE c4u hinh tinh ndng quét cac tap tin téng hop cla Bdo vé AMSI:

1. Trong cra s6 chinh cda &ng_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap ing dung, hdy chon Bao vé méi de doa thiét yéu . Bdo vé AMSI.
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Kaspersky < Giam sat

Thiét Iap Bao vé AMSI

Giam sat

Bao vé AMSI
Cho phép céc ting dung va dich vu khéc sir dung Kaspersky Endpoint Security d& quét
cac ddi tugng théng qua AMSI.

Quét céc tap tin hén hop
Quéttap tin nén
Quét cac gdi phan phdi

Quét cac tap tin co dinh dang Microsoft Office
Gidi han dung lvong

Khang gidi nén cac tap tin hén hop én
t cac tdp tin dudc giai nén tlrtap tin nén.
Dung lugng t8i da clia tdp tin

8 A~ | MB (tir1 dén 9999)

3. Trong muc Quét cac tap tin hén hgp, quy dinh loai tép tin hon hgp ma ban mudn quét: tap nén, goi
phan phéi, hoac tap tin trong dinh dang van ban.

4. Trong muc Gi¢i han dung lwong, hdy thuc hién mdt trong nhirng hanh déng sau:

e DEé chan thanh phan Bao vé AMSI gidi nén céc tap tin hon hogp qué I6n, hdy chon hop kiém Khdng
gidi nén cac tap tin hon hgp I&n va chi dinh gia tri can thiét trong truéng Dung lwgng toi da cua
tap tin. Thanh phan Bdo vé AMSI sé& khéng gidi nén cac tap tin hon hgp 16n hon dung lugng dugc
quy dinh.

e Décho phép Bdo vé& AMSI gidi nén cac tap tin hdn hgp 16n, hdy x6a hop kiém Khéng gidi nén cac
tap tin hon hgp Ién.

Thanh phan Bao vé AMSI s& quét cac tap tin |6n dugc gidi nén tir tap nén, bat ké la hop kiém
Khdng giai nén cac tap tin hon hgp I&n c6 dugc chon hay khong.

5. Luu cac thay d6i cta ban.

Phong chéng khai thac
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Thanh phan Phong chéng khai thac sé phat hién ma chuong trinh Igi dung cac 16 héng trén may tinh dé
khai thac quyén clia quan trj vién hoac thuc hién cac hoat dong déc hai. Vi du nhu méa khai thac cé thé sir
dung mét cudc tan céng tran bd dém. BE thuc hién, ma khai thac sé glri s6 luogng 16n dir liéu dén mot
(ng dung chira 16 héng. Khi xtr ly dir liéu nay, irng dung chira 16 héng bado mat sé& thuc thi ma doc. Két
qua cla cudbc tdn cong nay la ma khai thac cé thé tién hanh cai dat trai phép phan mém déc hai. Khi cé
mot nd luc chay mot tap tin thuc thi tir mot rng dung c6 16 hdng bdo mat khong dugc thuc hién bai
ngudi dung, Kaspersky Endpoint Security sé chan viéc khai chay tap tin d6 hoac théng bao cho nguoi
dung.

Bat va tat Phong chéng khai thac

Theo mac dinh, Phong chéng khai thac sé dugc bat va hoat ddng trong ché d6 t6i uu. Kaspersky
Endpoint Security s& giam sat cac tap tin thuc thi dang dugc chay bdi cac rng dung dé bi tan cong. Néu
Kaspersky Endpoint Security phat hién mét tap tin thuc thi tr mot (rng dung c6 16 héng bado mat bi chay
b&i mét ngudi khong phai ngudi dung ctia may, Kaspersky Endpoint Security sé thuc hién hanh déng
dugc chon (vi du: sé chan hoat déng).

Cach bat hodc tat thanh phan Phong chéng khai thac trong Bdng diéu khién quan tri (MMC)®
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1. M& Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cay bang diéu khién, hay chon Policies.
3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.
4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa nang cao —. Phéng chdng khai thac.
5. Str dung hop kiém Phong chéng khai thac dé bat hoac tat thanh phan.
6. Chon hanh déng lién quan trong muc Khi phat hién khai thac:
e Chan. Néu muc nay dugc chon, khi phat hién mot ma khai thac, Kaspersky Endpoint Security
sé chan hoat déng clia ma khai thac nay va lap mét muc nhat ky chira théng tin vé ma khai

thac.

e Thong bao. Néu muc nay dugc chon, khi Kaspersky Endpoint Security phat hién mot ma khai
thac, irng dung sé ghi lai mét su kién chilra théng tin vé ma khai thac d6 va bé sung thong tin

Ung dung thuc hién hoat déng déng ngé dic
trung ciia phan mém déc hai

Phuong phap nay khéng dam bao khdr m& dde tuyét ddi.

7. Luu cac thay déi cda ban.

Cach bat hodc tat Phong chéng khai thac trong Bang diéu khién web va Bang diéu khién dam may®
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1. Trong ctra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection - Exploit Prevention.

5. Str dung nut bat/tat Exploit Prevention dé bat hoac tat thanh phan nay.
6. Chon hanh déng lién quan trong muc On detecting exploit:

e Block. Néu muc nay dugc chon, khi phat hién mdt ma khai thac, Kaspersky Endpoint Security
sé chan hoat déng clia ma khai thac nay va lap mét muc nhat ky chira théng tin vé ma khai
thac.

e Inform. Néu muc nay dugc chon, khi Kaspersky Endpoint Security phat hién mét ma khai thac,

ing dung sé ghi lai mét su kién chira théng tin vé ma khai thac d6 va bé sung thong tin vé ma
khai thac vao danh sach cac méi de doa dang_hoat déng.

Ung dung thuc hién hoat déng déng ngé dic
trung ciia phan mém déc hai
g trinh dang chay va luu
i may tinh.

e

hject_Name

Phuong phéap nay khéng dam bao khi ma ddc tuyét doi.

7. Luu cac thay déi cda ban.

Cach bat hoac tat Phong chdng khai thac trong giao dién (rng dung@
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1. Trong ctra s6 chinh clia tng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa nang cao - Phong chéng khai
thac.

Kaspersky < Giam sat

Thiét 1ap Phong chéng khai thac

Giam sat
Phéng chéng khai thac
Ch#n hoat déng ca cac phin mém ddc hai khai thac 16 hdng bao mat clia phin mém.

Khi phat higén khai thac:
Chén
@ Thong bdo

@® B3t bao vé bd nhd tién trinh hé théng

3. S&r dung nut bat/tdt Phong chéng khai thac dé bat hoac tat thanh phan nay.
4. Chon hanh déng lién quan trong muc Khi phat hién khai thac:
e Chan. Néu muc nay dugc chon, khi phat hién mét ma khai thac, Kaspersky Endpoint Security
sé chan hoat déng clia ma khai thac nay va lap mét muc nhéat ky chira théng tin vé ma khai

théc.

e Thong bao. Néu muc nay dugc chon, khi Kaspersky Endpoint Security phat hién mot ma khai
thac, 'ng dung sé ghi lai m6t sy kién chira thong tin vé ma khai thac dé va bé sung théng tin

5. Luu cac thay d6i cda ban.

Bao vé b6 nhd cua tién trinh hé théng

Theo mac dinh, tinh nang bao vé bd nhd tién trinh hé thong dugc bat. Kaspersky Endpoint Security sé
chan cac tién trinh bén ngoai c6 gianh quyén truy cap vao cac tién trinh hé thong.
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Cach bat hoac tt bao vé bd nhé ti€n trinh hé théng trong Bang diéu khién quan tri (MMC) @

1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé maéi de doa nang cao - Phong chdng khai thac.
5. Str dung hop kiém Bat bao vé bd nhé tién trinh hé théng dé bat hoac tat tuy chon nay.

6. Luu cac thay d6i cGia ban.

dam may @

1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Advanced Threat Protection - Exploit Prevention.
5. Str dung nut bat/tat System processes memory protection dé bat hodc tat tinh nang nay.

6. Luu cac thay déi cda ban.

Cach bat hodc tat bao vé b nhd tién trinh hé thdng trong giao dién (rng dung
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1. Trong ctra s6 chinh clia tng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap irng dung, hdy chon Bao vé méi de doa nang cao - Phong chéng khai
thac.

Kaspersky < Giam sat

Thiét 1ap Phong chéng khai thac

Giam sat

Phéng chéng khai thac
Ch#n hoat déng ca cac phin mém ddc hai khai thac 16 hdng bao mat clia phin mém.

Khi phat higén khai thac:
Chén
@ Thong bdo

@® B3t bao vé bd nhd tién trinh hé théng

3. S&rdung nut bat/tat Bat bao vé bd nhé tién trinh hé théng dé bat hodc tat tinh nang nay.

4. Luu cac thay doi cda ban.

Phat hién hanh vi

Thanh phan Phat hién hanh vi nhan dir liéu vé hanh dong cla cac ing dung trén may tinh clia ban va
cung cap thong tin nay dén cac thanh phan bao vé khac dé cai thién hiéu qua cda ching. Thanh phan
Phat hién hanh vi sir dung Dau hiéu dong hanh vi (BSS) cho cac irng dung. Néu hoat déng clia i'ng dung
kh&p véi mét ddu hiéu dong hanh vi cu thé, Kaspersky Endpoint Security s& thuc hién hanh dong phan
Ung dugc chon. Chirc nang cda Kaspersky Endpoint Security dua trén cac dau hiéu dong hanh vi cung
cap chi déng bao vé cho may tinh.

Bat va tat Phat hién hanh vi

Theo mac dinh, Phat hién hanh vi sé dugc bat va chay trong ché do dugc khuyén nghi bédi cac chuyén gia
cla Kaspersky. Ban c6 thé tat Phat hién hanh vi néu can thiét.
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Ban khéng nén tat Phat hién hanh vi trur khi la tuyét doi can thiét, bgi diéu nay sé lam gidm hiéu
nang cla cac thanh phan bao vé. Thanh phan bao vé c6 thé yéu cau dir liéu dugc thu thap bédi thanh
phan Phat hién hanh vi dé phat hién cac méi de doa.

DéE bat hodc tat Phat hién hanh vi:

1. Trong cra s6 chinh cda &ng_dung, hdy nhan nat g.

2. Trong c(ra s6 thiét 1ap (rng dung, hdy chon Bao vé méi de doa nang cao — Phat hién hanh vi.

Kaspersky < Giam sat
Thiét |1ap Phat hién hanh vi

Giam sat

Phat hién hanh vi
Phan tich hanh vi cda ang dung va phéat hién cadc mdi de doa ndng cao nhu phan mém

Hanh déng khi phat hién hoat déng cua phin mém déc hai
® Yoa

Chan

Théng bao
Bao vé thu muc dugce chia sé chéng lai ma héa tlir bén ngoai
Thiét lap bao vé

Bao vé cdc thu muc chia sé

phut (tir1 d&n 43800)

Pham vi baové

3. S dung nut bat/tat Phat hién hanh vi dé bat hodc tat thanh phan nay.
4. Luu cac thay doi cta ban.

K&t qua la néu tinh nang Phat hién hanh vi dugc bat, Kaspersky Endpoint Security sé sir dung ma nhan
dién dong hanh vi dé phan tich hoat dong clia cac &rng dung trong hé diéu hanh.

Chon hanh déng dé thuc hién khi phat hién hoat dong clia phan mém
ddc hai

Dé lua chon hanh dbng can thuc hién néu mdt trng dung tham gia vao mét hoat déng déc hai, hdy thuc
hién cdc budc sau:

1. Trong clra s6 chinh cdia ing_dung, hdy nhan ndt g.
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2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa nang cao - Phat hién hanh vi.

Kaspersky < Gidm sét
Thiét |1ap Phat hién hanh vi

Giam sat

Phat hién hanh vi

an tich hanh vi cua ing dung va phat hién céc mdi de doa ndng cao nhu phan mém

Hanh déng khi phat hién hoat déng cua phan mém déc hai
® Xoa

Chan

Théng bao
Bao vé thu muc dugc chia sé chéng lai ma héa tir bén ngoai
Thiét lap bao vé

Bao vé cac thu muc chia se

phut (tir1 d&n 43800)

Pham vi bao vé

3. Chon hanh ddng lién quan trong muc Hanh dong khi phat hién hoat dong ctia phan mém doc hai:

e Xéa. Néu muc nay dugc chon, khi phat hién hoat dong doc hai, Kaspersky Endpoint Security sé xda
tap tin thuc thi cdia ing dung ddc hai va tao mot ban sao luu cla tap tin d6 trong Sao luu.

e Chan. Néu dé muc nay dugc chon, khi phat hién hoat ddng ddc hai, Kaspersky Endpoint Security
sé cham dut hoat ddng cua irng dung nay.

e Théng bao. Néu muc nay dugc chon va phat hién hoat ddng ddc clia phan mém doc hai cia mot
irng dung, Kaspersky Endpoint Security s& b6 sung thong tin vé hoat ddng doc hai cdia irng dung
nay dén danh sach cac moi de doa dang hoat dong.

4. Luu cac thay déi cda ban.

Bao vé thu muc dugc chia sé chéng lai ma héa tir bén ngoai

Thanh phan nay chi giam sat cac hoat déng dugc thuc hién vgi nhirng tap tin duoc luu trir trén thiét
bi luu trir dung lugng I6n c6 hé théng tap tin NTFS va khdng dugc méa héa EFS.

Bat tinh ndang bao vé thu muc dugc chia sé chéng lai ma hoa tlr bén ngoai cung cap tinh nang phan tich
hoat dong trong cac thu muc dugc chia sé. Néu hoat dong nay khép véi mot dau hiéu dong hanh vi
giéng vd&i hoat ddng ma hda tir bén ngoai, Kaspersky Endpoint Security sé thuc hién hanh dong dugc
chon.
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Néu Kaspersky Endpoint Security phat hién hanh dong c6 slra déi tap tin trong thu muc chia sé thi (ng
dung sé thuc hién cac hanh dong sau:

e Chan quyén truy cap stra d6i tap tin cho phién dugc khdi tao hoat dong doc hai (tap tin sé & ché do
chi doc).

e Tao cac ban sao luu cua tap tin dang dugc slra doi.

dugc phat hién tgi Kaspersky Security Center.

e Ngoaira, néu thanh phan Céng_cu khac phuc dugc bat, cac tap tin da slra do6i sé dugc khoéi phuc tir
ban sao luu.

Bat hodc tat bao vé thu muc dugc chia sé chéng lai ma héa tir bén
ngoai

Theo mac dinh, tinh nang bao vé thu muc dugc chia sé chong lai méa héa tir bén ngoai dugc bat va hoat
déng theo khuyén nghi clia cac chuyén gia Kaspersky. Dé cau hinh tinh ndng nay, ban c6 thé tao pham vi
bao vé va cau hinh loai trir néu can. Theo mac dinh, &'ng dung sé tu déng xac dinh cac thu muc dugc
chia sé va theo ddi hoat ddng ddi vai tap tin trong tat cd cac thu muc. Khi phat hién c6 né luc ma héa cac
tap tin t&r bén ngoai trong thu muc chia sé, Kaspersky Endpoint Security sé chan phién cla nguai dung
tur xa trong mét gio (theo mac dinh).

Sau khi Kaspersky Endpoint Security dugc cai dat, tinh nang bao vé thu muc dugc chia sé chong lai
ma hda tlr bén ngoai sé bi han ché cho dén khi may tinh dugc khai dong lai.

Cach bat hoac tat bao vé thu muc duoc chia sé chéng lai ma héa tir bén ngoai trong Bang diéu khién
quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé méi de doa nang cao . Phat hién hanh vi.

5. Str dung hop kiém Bao vé cac thu muc chia sé dé bat hoac tat tinh nang phat hién hoat déng
dién hinh ciia ma héa bén ngoai.

6. Chon hanh ddng lién quan ma rng dung sé thuc hién khi phat hién c6 né luc stra ddi tap tin
trong thu muc chia sé:

¢ Chan két nai trong N phut. Néu chon tuy chon nay, khi Kaspersky Endpoint Security phat
hién né luc stra d8i tap tin trong thu muc dugc chia sé, irng dung sé& chdn quyén truy cap sira
déi tap tin (chi cho phép doc) cho phién da khdi tao hoat dong ddc hai va sé tao cac ban sao
luru cda tap tin bi sira d6i.

Néu thanh phan Céng_cu khac phuc dugc bat va tuy chon Chan két néi trong N phat
dugc chon thi cac tap tin bi stra déi sé dugc khoi phuc tir ban sao luu.

e Théng bao. Néu muc nay dugc lua chon, khi phat hién mét nd luc sira d6i cac tap tin trong thu
muc dugc chia sé, Kaspersky Endpoint Security sé& b8 sung théng tin vé né luc stra déi tap tin
nay trong thu muc dugc chia sé dén danh sach cac méi de doa dang hoat dong, hdy thém mét
muc vao bdo cdo giao dién rng_ dung_cuc bd va guri thong tin vé hoat déng doc hai dugc phat
hién t&i Kaspersky Security Center.

7. Néu can, hay chinh stra pham vi bao vé va xac dinh cac loai trir.

8. Luu cac thay déi cta ban.

Cach bat hoac tat bdo vé thu muc duoc chia sé chéng lai mé héa tir bén ngoai trong Bang diéu khién
web va Bang diéu khién dam may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Advanced Threat Protection —. Behavior Detection.

5. Sir dung nut bat/tat Protection of shared folders against external encryption dé bat hoac tat
tinh nang phat hién hoat déng dién hinh cia ma héa bén ngoai.

6. Chon hanh ddng lién quan ma rng dung sé thuc hién khi phat hién c6 né luc stra ddi tap tin
trong thu muc chia sé:

¢ Upon detection of external encryption of shared folders N phut. Néu chon tuy chon nay,
khi Kaspersky Endpoint Security phat hién né luc stra d6i tap tin trong thu muc dugc chia sé,
(ng dung s& chan quyén truy cap stra déi tap tin (chi cho phép doc) cho phién da khdi tao hoat
déng déc hai va sé tao cac ban sao luu cla tap tin bi sira doi.

Néu thanh phan Céng_cu khac phuc dugc bat va tuy chon Upon detection of external
encryption of shared folders N phut dugc chon thi cac tap tin bi sira d6i s& dugc khoi
phuc tr ban sao luu.

e Inform. Néu muc ndy dugc lua chon, khi phat hién mot nd luc sira d6i cac tap tin trong thu
muc dugc chia sé, Kaspersky Endpoint Security sé b6 sung théng tin vé né luc stra déi tap tin
nay trong thu muc dugc chia sé dén danh sach cadc moéi de doa dang hoat dong, hay thém mot
muc vao bdo cdo giao dién ing_dung_cuc bd va guri théng tin vé hoat déng doc hai dugc phat
hién t&i Kaspersky Security Center.

7. Néu can, hay chinh stra pham vi bdo vé va xac dinh cac loai trur.

8. Luu cac thay d6i clia ban.

Cach bat hodc tat bao vé thu muc duwgc chia sé chdng lai ma héa tir bén ngoai trong_giao dién rng
dung
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa nang cao — Phat hién hanh vi.

Kaspersky < Giam sat
Thié€t 1ap Phat hién hanh vi

Giam sat

Phat hién hanh vi

2h hanh vi cha dng dung va phat hién caec méi de doa nang cao nhu phan mém

Hanh déng khi phat hién hoat déng cua phdn mém déc hai
® Xoa

Chan

Théng bao
Bao vé thu muc dugc chia sé chdng lai ma héa tir bén ngoai
Thiét |ap bao vé

Bao vé cac thu muc chia sé

phiit (tir1 d&n 43800)

Pham vi bao vé

3. Sir dung hop kiém Bao vé cac thu muc chia sé dé bat hodac tat tinh ndng phat hién hoat dong
dién hinh ciia ma héa bén ngoai.

4. Sir dung hép kiém Bao vé cac thu muc chia sé dé bat hoac tat tinh nang phat hién hoat déng
dién hinh ciia ma héa bén ngoai.

5. Chon hanh déng lién quan ma (ng dung sé thuc hién khi phat hién c6 n6 luc stra d6i tap tin
trong thu muc chia sé:

e Chan két néi trong N phut. Néu chon tuy chon nay, khi Kaspersky Endpoint Security phat
hién né luc stra déi tap tin trong thu muc dugc chia sé, irng dung sé chdn quyén truy cap sira
déi tap tin (chi cho phép doc) cho phién da khai tao hoat dong ddc hai va sé tao cac ban sao
luru cha tép tin bi stra doi.

Néu thanh phan Céng_cu khac phuc dugc bat va tuy chon Chan két néi trong N phut
dugc chon thi cac tap tin bi stra déi sé dugc khoi phuc tir ban sao luu.

e Théng bao. Néu muc nay dugc lua chon, khi phat hién mot no luc sira d6i cac tap tin trong thu
muc dugc chia sé, Kaspersky Endpoint Security sé b6 sung théng tin vé né luc stra déi tap tin
nay trong thu muc dugc chia sé dén danh sach cadc moi de doa dang hoat dong, hdy thém mot
muc vao bdo cdo giao dién rng_dung_cuc bd va guri thong tin vé hoat déng doc hai dugc phat
hién t&i Kaspersky Security Center.

364



6. Néu can, hdy chinh stra pham vi bdo vé va xac dinh cac loai trur.

7. Luu cac thay d6i cta ban.

Cau hinh thdi gian chan cia may tinh khéng dugc tin tudng

Mady tinh khéng du'gc tin tudng la may tinh tir xa dang thuc hién hoat déng déc hai hodac ma héa dir liéu.
Theo mac dinh, Kaspersky Endpoint Security s& chan phién clla ngudi dung tir xa trong mét gio. Khi hét
thaoi gian chan, Kaspersky Endpoint Security s& xéa may tinh khoi danh sach chan va khéi phuc quyén
truy cap thu muc chia sé.

Cach cau hinh th&i gian chdn may tinh khéng dugc tin twédng trong Bang diéu khién quan tri (MMC)®

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé mad cac thudc tinh chinh sach.

4, Trong ctra sé chinh sach, hdy chon Bao vé mai de doa nang cao — Phat hién hanh vi.

5. Trong muc Bao vé thu muc dugc chia sé chdng lai ma héa tir bén ngoai, hdy cau hinh thoi
ﬁéaun chan may tinh khong dugc tin tudng dang tham gia vao hoat ddng déc hai hodc ma héa dir

6. Luu cac thay doi cia ban.

Céach cau hinh th&i gian chdn mdy tinh khéng dugc tin tuwdng trong Bang diéu khién web va Bang diéu
khién ddm may @

1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhén vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Advanced Threat Protection — Behavior Detection.

5. Trong muc Protection of shared folders against external encryption, hdy cau hinh thoi gian
chan may tinh khéng dugc tin tudng dang tham gia vao hoat dong doc hai hoac ma héa dir liéu.

6. Luu cac thay d6i cia ban.

Cach cau hinh thégi gian chan may tinh khéng duoc tin twdng_trong_giao dién (rng dung
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa nang cao — Phat hién hanh vi.

Kaspersky < Giam sat
Thié€t 1ap Phat hién hanh vi

Giam sat

Phat hién hanh vi

2h hanh vi cha dng dung va phat hién caec méi de doa nang cao nhu phan mém

Hanh déng khi phat hién hoat déng cua phdn mém déc hai
® Xoa

Chan

Théng bao
Bao vé thu muc dugc chia sé chdng lai ma héa tir bén ngoai
Thiét |ap bao vé

Bao vé cac thu muc chia sé

phiit (tir1 d&n 43800)

Pham vi bao vé

3. Trong muc Bao vé thu muc duoc chia sé chdng lai ma héa tir bén ngoai, hdy cau hinh thaoi
gian chan may tinh khéng dugc tin tudng dang tham gia vao hoat déng ddc hai hodc ma hoéa dir
liéu.

4. Luu cac thay d6i cGia ban.

K&t qua la may tinh tir xa sé bi khda. D€ md khda may tinh tir xa, ban c6 thé khéi déng lai Kaspersky
Endpoint Security.

Chinh stra pham vi gidm sat

Pham vi bdo vé la danh sach cac dudng dan dén cac thu muc chia sé ma Kaspersky Endpoint Security
theo ddi hoat dong ddi vai tap tin. Kaspersky Endpoint Security hé trg cac bién moi trudng va ky tu *
cung ? khi nhap tén dai dién. Theo mac dinh, rng dung sé tu dong xac dinh cac thu muc dugc chia sé va
theo d&i hoat dong doi vdi tap tin trong tat ca cac thu muc.

Viéc loai trir mét thu muc khoi pham vi bao vé c6 thé gidm sé lugng canh bao nham néu té chirc cda ban
stir dung ma hoéa dir liéu khi trao déi tap tin bang cac thu muc chia sé. Vi du: tinh ndng Phat hién hanh vi
c6 thé lam tang két qua canh bao nham khi ngudi dung lam viéc véi cac tap tin c6 phan md rong ENC
trong mét thu muc chia sé. Hoat ddng nhu vay phu hop véi mot kiéu hanh vi dién hinh cho ma héa bén
ngoai. Néu ban cé cac tap tin dugc ma hda trong mot thu muc chia sé dé bao vé dit liéu, hdy thém thu
muc d6é vao muc loai trur.
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Ban cling c6 thé loai trir cac may, tinh khéng_cho phép cac nd luc ma héa bén ngoai duge xir ly.

Céach chinh sira pham vi bao vé trong Bang diéu khién quan tri (MMC) 3

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé mai de doa nang cao — Phat hién hanh vi.
5. Trong muc Pham vi bao v, hdy nhan nit Thu muc chia sé.

6. Trong clra s6 md ra, hay chon ché d6 Chi cac thuw muc chia sé duoc chi dinh.

7. Trong danh sach thu muc, hdy nhan vao Thém.

8. Thao tac nay sé& md ra mét clra s6; trong clra s6 d6, hdy nhap dudng dan dén thu muc dugc chia
sé ma ban muén dua vao pham vi bdo vé (vi du: C:\Share).

Hay sir dung dudng dan cuc bd dé thém thu muc chia sé vao pham vi béo vé.

9. Bam OK.
10. Néu can, hdy xac dinh cac loai trlr pham vi bao vé:

a. Trong muc Loai trir, hdy nhan nat Theo tén dai dién.

b. Trong cra s6 md ra, hdy nhan vao ntit Thém.

c. Trong c(ra s6 hién thi, hdy chi dinh phan md rong tap tin & dinh dang *.<file extension>
hoac dudng dan thu muc. Kaspersky Endpoint Security ho trg cac ky tu * va ? khi nhap tén dai
dién.

L'J’ng dung khéng hé trg moét s6 phan ma rong tap tin loai trir. Vi vay, ban c6 thé chi dinh mot
loai trir nhu *.docx hoac **\Folder\**,
Ban c6 thé loai trir mét déi twgng khédi cac vu quét ma khdng can xéa déi twgng dé khoi danh
sach cac déi tuong trong pham vi bdo vé. Dé thuc hién, hdy bo chon hop kiém bén canh déi

tugng.

11. Luu cac thay déi cda ban.

Céach chinh sira pham vi bao vé trong Bang diéu khién web va Bang diéu khién dam may
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection - Behavior Detection.

5. Trong muc Protection scope, hdy nhan lién két Shared folders.

6. Trong clra s6 md ra, hay chon ché d6 Only specified shared folders.
7. Trong danh sach thu muc, hdy nhan vao Thém.

8. Thao tac nay s&@ md ra mot clra s6; trong clra sé d6, hdy nhap dudng dan dén thu muc dugc chia
sé ma ban muén dua vao pham vi bdo vé (vi du: C:\Share).

Hay s&r dung dudng dan cuc bd dé thém thu muc chia sé vao pham vi bao vé.

9. Bam OK.
10. Néu can, hay xac dinh cac loai trir pham vi bao vé:

a. Trong muc Exclusions, hdy nhan lién két Exclusions by mask.

b. Trong cra s6 md ra, hdy nhan vao ntit Thém.

c. Trong c(ra s6 hién thi, hdy chi dinh phan mad rong tap tin & dinh dang *.<file extension>
hoac dudng dan thu muc. Kaspersky Endpoint Security ho trg cac ky tu * va ? khi nhap tén dai
dién.

Ung dung khéng hé trg mét s6 phan m& rong tap tin loai trir. Vi vay, ban c6 thé chi dinh mét
loai trr nhu *.docx hodc **\Folder\**.
11. Ban c6 thé loai trlr mét doi tugng khadi cac vu quét ma khdng can xéa d6i tugng do6 khoi danh
sach cac déi tuong trong pham vi bdo vé. Dé thuc hién, hdy bo chon hop kiém bén canh déi

tuong.

12. Luu cac thay déi cda ban.

Céach chinh sira pham vi bao vé trong giao dién (rng dung
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. Trong clra s6 chinh cda &ng_dung, hdy nhan nut g.

. Trong ctra s6 thiét 1ap i’ng dung, hay chon Thiét 1ap tdng quat - Loai trir va loai d6i tugng
duoc phat hién.

. Trong muc Loai trir, hdy nhan lién két Quan ly loai trir.
. Nhan vao Thém.

. Nhan vao Duyét va chon thu muc chia sé.

Ban cling c6 thé nhap dudng dan nay theo cach thd cong. Kaspersky Endpoint Security hé trg cac
ky tu * va ? khi nhap tén dai dién:

e Ky tu * (hoa thij) thay thé bat ky nhom ky tu nao b6 ky tu, ngoai trir cac ky tu \ va / (ky tu
ngan cach tén cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du, ky tu
dai dién C:\*\*.txt s& bao gobm tat cd dudng dan dén cac tap tin c6 phan md rdong TXT nam
trong cac thu muc trén 6 C:, nhung khdng phai trong cac thu muc con.

e Hai ky tu * lién ti€p thay thé bat ky nhom ky tu nao (bao gdm nhém réng) trong tén tap tin
hodc thu muc, bao gém cac ky tu \ va / (ky tw ngan cach tén clia cac tap tin va thu muc trong
dudng dan dén tap tin va thu muc). Vi duy, ky tu dai dién C:\Folder\**\*.txt s& bao gom tat
ca dudng dan dén cac tap tin c6 phan mad rong TXT nam trong cac thu muc con bén trong
Folder, ngoai trir chinh Folder. Mot dai dién phai cé it nhat mot cap 16ng ghép. C:\**\*.txt
khéng phai la mot dai dién hop |é.

e Ky ty ? (dau hoi) thay thé bat ky ky tu don nao, ngoai trir cac ky tur \ va / (ky tu ngan cach tén
cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du: dai dién
C:\Folder\???.txt s& bao gébm cac dudng dan dén tat ca cac tap tin c6 trong thu muc
Folder c6 phan md réng TXT va tén c6 ba ky tu.

Ban c6 thé sir dung tén dai dién & dau, & gitra hoac & cudi dudng dan tap tin. Vi du: néu ban

mudn thém mot thu muc cho tat cd ngudi dung dé loai trir, hdy nhap tén dai dién

?:\Users\*\Folder\.

. Trong muc Thanh phan bao vé, hdy chon thanh phan Phat hién hanh vi.

. Néu can thiét, trong truong Binh luan, nhap mét nhan xét ngan vé loai trir quét ma ban dang
tao.

. Chon trang thai Hoat déng cho loai tru.
Ban c6 thé sir dung nut bat/tat dé dirng mét loai trir bat ky ldc nao.

. Luu cac thay déi cda ban.
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10.

11.

. Trong ctra s6 chinh cdia Bang diéu khién web, hdy chon Assets (Devices) — Policies & profiles.

. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.

Clra s6 thudc tinh chinh sach s& dugc md ra.

. Chon thé Application settings.
. Vao General settings — Exclusions and types of detected objects.
. Trong muc Scan exclusions and trusted applications, hdy nhan lién két Scan exclusions.

. Chon hop kiém Merge values when inheriting néu ban muén tao mot danh sach téng hop cac

loai trir cho tat ca cadc may tinh trong cdng ty. Danh sach cac loai trir trong chinh sach cha va
chinh sach con sé dugc hgp nhat. Cac danh sach sé dugc hgp nhat véi diéu kién cac gia tri hgp
nhat khi ké thira dugc bat. Cac loai trir tir chinh sach cha dugc hién thi trong chinh sach con & ché
dé chi doc. Khong thé thay d6i hay x6a cac loai trir clia chinh sach cha.

. Chon hop kiém Allow use of local exclusions néu ban mudn cho phép ngudi dung tao danh sach

loai trir cuc bd. Bang cach nay, ngudi dung cé thé tao danh sach loai trir clia riéng ho ngoai danh
sach loai trir chung dugc tao trong chinh sach. Quan tri vién c6 thé sir dung Kaspersky Security
Center dé xem, thém, chinh s(ra hoac xéa cac muc danh sach trong thudc tinh may tinh.

NEu hop kiém bi x6a, ngudi dung chi c6 thé truy cap danh sach loai trir dugc tao trong chinh
sach. Ngoai ra, néu hép kiém nay bi x6a, Kaspersky Endpoint Security sé an danh sach téng hgp
cac loai trr quét trong giao dién ngudi dung cta irng dung.

. Nhan vao Add va chon mét hanh déng:

e Category. Ban c6 thé nhom cac loai trir quét thanh cac danh muc riéng biét. D& tao mot danh
muc mdi, hdy nhap tén danh muc va thém it nhat mot loai trir quét vao danh muc dé.

e New exclusion. Kaspersky Endpoint Security sé thém moét loai trir quét méi vao goc ciia danh
sach.

¢ Select exclusion from list. D& nhanh chong ciu hinh Kaspersky Endpoint Security trén may
chti SQL, may chu Microsoft Exchange va System Center Configuration Manager, (rng dung
bao goém [ogi trir quét dugc xdc dinh trudc. Ngoai ra, cac loai trir quét dugce dinh san cling da
dugc thém vao dé ho trg thiét 1ap irng dung trong mdi trudng do Citrix va VMware. Ban phai
chon loai trir quét dugc xac dinh trudc tly thudc vao muc dich ciia mdy chi dugc bao vé.

. Nhan vao Add.

Chon cach ban muén thém loai tri File or folder.

Nhan vao Duyét va chon thu muc chia sé.

Ban cling c6 thé nhap dudng dan nay theo cach thi cong. Kaspersky Endpoint Security ho trg cac
ky tu * va ? khi nhap tén dai dién:

e Ky tu * (hoa thij) thay thé bat ky nhom ky tu nao b6 ky tu, ngoai trir cac ky tu \ va / (ky tu
ngan cach tén cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du, ky tu
dai dién C:\*\*.txt s& bao gom tat cd dudng dan dén cac tap tin c6 phan ma& rdng TXT nam
trong cac thu muc trén 6 C:, nhung khdng phai trong cac thu muc con.

e Hai ky tu * lién ti€p thay thé bat ky nhom ky tu nao (bao gdbm nhém réng) trong tén tap tin
hodc thu muc, bao gém cac ky tu \ va / (ky tw ngan cach tén clia cac tap tin va thu muc trong
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12.

13.

14.

15.

dudng dan dén tap tin va thu muc). Vi duy, ky tu dai dién C:\Folder\**\*.txt s& bao gom tat
ca dudng dan dén cac tap tin c6 phan md rong TXT nam trong cac thu muc con bén trong
Folder, ngoai trir chinh Folder. MOt dai dién phai cé it nhat mot cap 16ng ghép. C:\**\*. txt
khéng phai la mot dai dién hop |é.

e Ky ty ? (dau haoi) thay thé bat ky ky tu don nao, ngoai trir cac ky tu \ va / (ky tu ngan cach tén
clia cac tap tin va thu muc trong dudng dan d~é'n tap tin va thu muc). Vi du: dai dién
C:\Folder\???.txt sé bao gébm cac dudng dan dén tat ca cac tap tin cé trong thu muc
Folder c6 phan m& rong TXT va tén c6 ba ky tur.

Ban c6 thé sir dung tén dai dién & dau, & gitra hoac & cubi dudng dan tap tin. Vi du: néu ban
mudn thém mot thu muc cho tat cd ngudi dung dé loai trir, hdy nhap tén dai dién

C:\Users\*\Folder\.

Trong muc Thanh phan bao vé, hdy chon thanh phan Phat hién hanh vi.

Néu can thiét, trong trudng Binh luan, nhap moét nhan xét ngan vé loai trir quét ma ban dang
tao.

Chon trang thai Hoat déng cho loai tru.
Ban c6 thé sir dung nut bat/tat dé dirng mét loai trir bat ky Itic nao.

Luu cac thay doi cia ban.
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong clra s6 chinh sach, hdy chon Thiét Iap téng quat - Loai trir va loai déi tuwong.

5. Trong muc Loai trir quét va rng dung dugc tin twédng - Loai trir quét, hdy nhan nut Thiét
1ap.

Thao tac nay sé md clra s6 chlra danh sach cac loai trr.

6. Chon hop kiém Hgp nhat cac gia tri khi ké thira néu ban mudén tao mét danh sach téng hgp cac
loai trir cho tat ca cac may tinh trong cdng ty. Danh sach cac loai trir trong chinh sach cha va
chinh sach con sé dugc hgp nhat. Cac danh sach sé dugc hgp nhat véi diéu kién cac gia tri hgp
nhat khi ké thira dugc bat. Cac loai trir tr chinh sach cha dugc hién thij trong chinh sach con & ché
dé chi doc. Khong thé thay d6i hay xda cac loai trir cGia chinh sach cha.

7. Chon hop kiém Cho phép str dung cac loai trir cuc bd néu ban muén cho phép ngudi dung tao
danh sach loai trir cuc bé. Bang cach nay, ngudi dung cé thé tao danh sach loai trir cdia riéng ho
ngoai danh sach loai trir chung dugc tao trong chinh sach. Quan tri vién cé thé sir dung
Kaspersky Security Center dé xem, thém, chinh sira hoac x6a cac muc danh sach trong thuéc tinh
may tinh.

NEu hop kiém bi x6a, ngudi dung chi cé thé truy cap danh sach loai trir dugc tao trong chinh
sach. Ngoai ra, néu hop kiém nay bi xéa, Kaspersky Endpoint Security sé an danh sach tong hgp
cac loai trr quét trong giao dién ngudi dung cla irng dung.

8. Nhan vao Thém va chon mot hanh dong:

e Danh muc. Ban c6 thé nhom cac loai trir quét thanh cac danh muc riéng biét. D€ tao mét danh
muc mdi, hdy nhap tén danh muc va thém it nhat mot loai trir quét vao danh muc doé.

e Loai trir m@i. Kaspersky Endpoint Security sé thém mét loai trir quét mdi vao géc cla danh
sach.

e Chon loai trir trong danh sach. Dé nhanh chéng cau hinh Kaspersky Endpoint Security trén
may chud SQL, may chu Microsoft Exchange va System Center Configuration Manager, (rng
dung bao gém loai trir quét duoc xdc dinh trudc. Ngoai ra, cac loai trir quét dugc dinh san
cling da dugc thém vao dé ho trg thiét Iap irng dung trong méi trudng do Citrix va VMware.
Ban phai chon loai trir quét dugc xac dinh trudc tuy thudc vao muc dich cia may chd dugc bao
Ve.

9. Nhan vao Thém.
10. Trong muc Thudc tinh, hdy chon hop kiém Tap tin hodc thu muc.

11. Nhan vao lién két Chon tap tin/thu muc trong muc M6 ta loai trir quét (bam vao muc gach
chan dé chinh sitra) dé mé& clra s6 Tén cla tap tin hodc thu muc.

12. Nhan vao Duyét va chon thu muc chia sé.
Ban ciing c6 thé nhap dudng dan nay theo cach thd cong. Kaspersky Endpoint Security hé trg cac
ky tu * va ? khi nhap tén dai dién:

e Ky ty * (hoa thi) thay thé bat ky nhém ky tu nao bé ky tu, ngoai trir cac ky tur \ va / (ky tu
ngan cach tén cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du, ky tu
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13.

14.

15.

16.

dai dién C:\*\*.txt s& bao gom tat cd dudng dan dén cac tap tin c6 phan ma& rong TXT nam
trong cac thu muc trén 6 C:, nhung khdng phai trong cac thu muc con.

e Hai ky tu * lién ti€p thay thé& bat ky nhom ky tu nao (bao gém nhém réng) trong tén tap tin
hodc thu muc, bao gém cac ky tu \ va / (ky tw ngan cach tén ctia cac tap tin va thu muc trong
dudng dan dén tap tin va thu muc). Vi duy, ky tu dai dién C:\Folder\**\*.txt s& bao gom tat
ca dudng dan dén cac tap tin c6 phan mad rong TXT nam trong cac thu muc con bén trong
Folder, ngoai trir chinh Folder. Mot dai dién phai cé it nhat mot cap I16ng ghép. C:\**\*.txt
khéng phai la mét dai dién hop Ié.

e Ky tu ? (dau héi) thay thé bat ky ky tu don nao, ngoai trir cac ky tu \ va / (ky tw ngan cach tén
cla cac tap tin va thu muc trong dudng dan dén tap tin va thu muc). Vi du: dai dién
C:\Folder\???.txt s& bao gébm cac dudng dan dén tat ca cac tap tin c6 trong thu muc
Folder c6 phan md réng TXT va tén c6 ba ky tur.

Ban c6 thé sir dung tén dai dién & dau, & gitra hoac & cudi dudng dan tap tin. Vi du: néu ban

mudn thém mot thu muc cho tat cd ngudi dung dé loai trir, hdy nhap tén dai dién

?:\Users\*\Folder\.

NEu can thiét, trong trudng Binh luan, nhap mot nhan xét ngan vé loai trir quét ma ban dang
tao.

Nhan vao lién két trong muc M6 ta loai trir quét (bam vao muc gach chan dé chinh sira) dé
ma& clra s6 Thanh phan bao vé.

Chon hop kiém canh thanh phan Phat hién hanh vi.

Luu cac thay doi cha ban.
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa nang cao — Phat hién hanh vi.

Kaspersky < Giam sat
S L Thiét 1ap Phat hién hanh vi

23 Gidmsat

Phat hién hanh vi

() Bao mat Phan tich hanh vi cia tmg dung va phét hién edc mai de doa nang cao nhu phin mém

Hanh ddng khi phat hién hoat déng ctiia phdn mém déc hai
® ¥oa

Chan

Théng bao
Bao vé thu muc dugc chia sé chdng lai ma hoa tir bén ngoai
Thiét |3p bao vé

Bao vé& céc thu muc chia sé

phut (tir1 dén 43800)

Pham vi baové

3. Trong muc Pham vi bao v&, hay nhan lién két Thuw muc chia sé.
4. Trong ctra s6 mé& ra, hdy chon ché do Chi cac thu muc chia sé dwgc chi dinh.
5. Trong danh sach thu muc, hdy nhan vao Thém.

6. Thao tac nay sé md ra mot clra s6; trong clra s6 d6, hdy nhap dudng dan dén thu muc dugc chia
sé ma ban muén dua vao pham vi bdo vé (vi du: C:\Share).

Hay s&r dung dudng dan cuc bo dé thém thu muc chia sé vao pham vi bao vé.

7. B&m OK.
8. Néu can, hay xac dinh cac loai trlr pham vi bao vé:
a. Trong muc Loai trir, hdy nhan lién két Loai trir theo tén dai dién.
b. Trong cra s6 md ra, hdy nhan vao ntit Thém.
c. Trong clra s6 hién thi, hay chi dinh phan m& rong tap tin & dinh dang *.<file extension>
hodc dudng dan thu muc. Kaspersky Endpoint Security ho trg cac ky tu * va ? khi nhap tén dai
dién.

374



Ung dung khéng hé trg mét s6 phan mé rong tap tin loai trir. Vi vay, ban cé thé chi dinh mét
loai trry nhu *.docx hoac **\Folder\**,

9. Ban ¢4 thé loai trir mot doi tugng khoi cac vu quét ma khdng can xba déi tugng do6 khoi danh
sach cac d6i tugng trong pham vi bao vé. Dé thuc hién, hdy bd chon hop kiém bén canh doi
tuong.

10. Luu cac thay d6i cta ban.

Thém may tinh dugc tin tudng dé ma héda dit liéu bén ngoai

NEu t6 chirc cdia ban sir dung ma hoéa dir liéu ngoai trong quy trinh trao d6i tap tin, ban phai tao danh
sach cac may tinh dugc tin tudng. Kaspersky Endpoint Security khong giam sat viéc ma hoéa dir liéu cla
cac may tinh dugc tin tudng.

Dich vu Audit Logon phai dugc bat dé cé thé loai trir cac dia chi khdi tinh nang bao vé thu muc dugc
chia sé chéng lai ma hoa tir bén ngoai. Theo mac dinh, dich vu Audit Logon sé bi tat (dé biét thém
théng tin vé viéc bat dich vu Audit Logon, vui long truy cap website clia Microsoft).

Chrc nang loai trir cac dia chi ra khai tinh nang bao vé thu muc dugc chia sé khong hoat dong trén
mo&t may tinh tir xa néu bat may tinh tlr xa d6é da dugc bat do trudc khi khdi dong Kaspersky
Endpoint Security dugc khdi ddng. Ban cé thé khdi ddng lai may tinh tlr xa nay sau khi khdi déng
Kaspersky Endpoint Security d& ddm bao chirc nang loai trir cac dia chi rachi khéi tinh nang bao vé
thu muc dugc chia sé hoat dong trén may tinh tir xa nay.

Céch thém may tinh dugc tin twdng dé ma héa dir lieu bén ngoai trong Bang diéu khién quan tri
(MMC) @
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1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé méi de doa nang cao . Phat hién hanh vi.

5. Trong muc Loai trir, hdy nhan nut Theo tén hoac dia chi IP.

6. Trong clra s6 md ra, hdy nhan nit Theo tén hoac dia chi IP.

7. Nhé‘p_ dia chi IP, dai dia chi IP hodc tén clia cdc mdy tinh khdng dugc phép xUr ly ma hoéa tir bén
ngoai.
Vi du:

e 192.168.0.0 - 192.168.255.255

192.168.0.0/24

192.168.2-3.0-128

2001:db8:fdoc::/64

2001:db8:fdoc:: - 2001:db8:fdoc:ffff:.ffff:fFfFf:fFff:.

8. Luu cac thay déi cda ban.

Cach thém may tinh dwgc tin twdng dé ma héa dir liéu bén ngoai trong Badng diéu khién web va Badng
diéu khién ddm may
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1. Trong ctra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection - Behavior Detection.

5. Trong muc Exclusions, hdy nhan lién két Exclusions by name or IP address.

6. Trong clra s6 md ra, hdy nhan nut Add.

7. Nhap dia chi IP, dai dia chi IP hodc tén clia cdc may tinh khdng dugc phép xUr ly ma hoéa tir bén
ngoai.
Vi du:

e 192.168.0.0 - 192.168.255.255

192.168.0.0/24

192.168.2-3.0-128

2001:db8:fdoc::/64

2001:db8:fdoc:: - 2001:db8:fdec: FFFf: FFff: FFff: FFFf:FFff

8. Luu cac thay déi cda ban.

Cach thém may tinh dwgc tin twdng dé ma héa dir liéu bén ngoai trong giao dién irng dung
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1. Trong ctra s6 chinh cla &ng_dung, hdy nhan ndt g.

2. Trong c(ra s6 thiét 1ap rng dung, hdy chon Bao vé méi de doa nang cao — Phat hién hanh vi.

Kaspersky < Giam sat
ST Thiét 1ap Phat hién hanh vi
Giam sat

Phat hién hanh vi

Phan tich hanh vi cia img dung va phat hién cdc mai de doa nang cao nhu phEn mém

Hanh déng khi phat hién hoat déng cua phdn mém déc hai
® Xoa

Chan

Théng bao
Bao vé thu muc dugc chia sé chdng lai ma héa tir bén ngoai
Thiét |ap bao vé

Bao vé cac thu muc chia sé

Server Name pht (tir1 dén 43800)

Pham vi bao vé

3. Trong muc Loai trir, hdy nhan lién két Loai trir theo tén hoac dia chi IP.
4. Trong ctra s6 mé& ra, hdy nhan nat Thém.
5. Nhéap dia chi IP, dai dia chi IP hodc tén clia cdc may tinh khdng dugc phép x(r ly ma hoéa tir bén
ngoai.
Vi du:
e 192.168.0.0 - 192.168.255.255
e 192.168.0.0/24
e 192.168.2-3.0-128
e 2001:db8:fdoc::/64

e 2001:db8:fdoc:: - 2001:db8:fdoc:ffff:ffff.ffff:fFfFf:fFff

6. Luu cac thay déi cda ban.
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Xuat va nhap danh sach loai trir tir Bat tinh nang bao vé thu muc
dugc chia sé chéng lai ma héa tir bén ngoai

Ban c6 thé xudt danh sach loai trir ra tap tin XML. Sau d6, ban c6 thé sira d6i tap tin, vi du nhu thém mot
s6 lugng 16n cac dia chi cuing loai. Ban cling c6 thé sir dung chirc nang xuat/nhap dé sao luvu danh sach

cac loai trir hodc dé chuyén danh sach sang may chi khac.

Cach xuét va nhap danh sach loai trir trong Bang diéu khién quan tri (MMC) @

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé ma cac thudc tinh chinh sach.

4, Trong ctra sé chinh sach, hdy chon Bao vé méi de doa nang cao — Phat hién hanh vi.

5. Trong muc Bao vé thu muc duoc chia sé chdng lai ma héa tir bén ngoai, hdy nhan nut Theo
tén hoac dia chi IP.

6. D& xuat danh sach quy tac:

a. Chon cac loai trir ma ban muén xuat. D€ chon nhiéu céng, hdy stir dung phim CTRL hodc SHIFT.

Néu ban khong chon loai trir nao, Kaspersky Endpoint Security sé xuat tat ca cac loai tru.
b. Nhan vao lién két Xuat.

c. Trong cra s6 md ra, hay chi dinh tén clda tap tin XML ma ban mudn xuat danh sach cac loai trir
vao do réi chon thu muc ban mudn luu tap tin nay.

d. Luu tap tin.
Kaspersky Endpoint Security s& xuat toan bé danh sach cac loai trir vao tap tin XML.

7. D€ nhap danh sach loai trur:
a. Nhan vao Nhap.
b. Trong clra s6 md ra, hdy chon tap tin XML ma ban mudn nhap danh sach cac loai trr.

c. M& tap tin.

Néu may tinh da c6 danh sach cac loai trir, Kaspersky Endpoint Security sé nhac ban xéa danh
sach hién c6é hoac thém cac muc mdéi vao tu tap tin XML.

8. Luu cac thay déi cda ban.

Cach xuét va nhap danh sach loai trir trong Badng diéu khién web va Bdng diéu khién ddm may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Advanced Threat Protection —. Behavior Detection.
5. Trong muc Exclusions, hdy nhan lién két Exclusions by name or IP address.
6. D& xuat danh sach quy tac:
a. Chon cac loai trir ma ban mudn xuat.
b. Nhan vao Export.
. Xac nhan rang ban chi mudn xuat cac loai trir da chon hoac xuat toan bé danh sach loai trir.

d. Trong ctra s6 md& ra, hay chi dinh tén cda tap tin XML ma ban muén xuat danh sach cac loai trir
vao do roi chon thu muc ban mudn luu tap tin nay.

e. Luu tap tin.

Kaspersky Endpoint Security s& xuat toan bé danh sach cac loai trir vao tap tin XML.
7. D€ nhap danh sach loai trur:
a. Nhan vao Import.
b. Trong clra s6 md ra, hdy chon tap tin XML ma ban mudn nhap danh sach cac loai trr.

c. M& tap tin.
Néu may tinh da c6 danh sach cac loai trir, Kaspersky Endpoint Security sé nhac ban xéa danh
sach hién cé hoac thém cac muc mdéi vao tu tap tin XML.

8. Luu cac thay d6i clia ban.

Phong chéng xam nhap may chu

Thanh phan nay kha dung néu Kaspersky Endpoint Security dugc cai dat trén mét mdy tinh chay
Windows danh cho mdy tram. Thanh phan nay khéng kha dung néu Kaspersky Endpoint Security
dugc cai dat trén mét may tinh chay Windows cho may chu.

Thanh phan Phong chéng xam nhap may chd ngan chan cac irng dung khai viéc thuc hién cac hanh
doéng c6 thé gay nguy hiém cho hé diéu hanh va dam bao kiém soat quyén truy cap vao cac tai nguyén
hé diéu hanh cling nhu dit liéu ca nhan. Thanh phan nay gitp bao vé may tinh vé&i su trg gitp clia co s&
dir liéu diét virus va dich vu ddm may cua Kaspersky Security Network.
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Thanh phan nay kiém soat hoat déng cla cac ing dung bang cach st dung cdc quyén cia tng dung.
Cac quyén clia irng dung bao gém cac tham sé truy cap sau:

e Truy cap vao tai nguyén ctia hé diéu hanh (vi du: cac tuy chon khdi dong tu dong, khéa registry)

e Truy cap vao dir liéu ca nhan (nhu cac tap tin va ing dung)

Hoat dong mang cua cac irng dung dugc kiém soat bdi Tudng Itra bang cach sir dung quy tdc mang.

Trong lan khéi déng dau tién cdia ing dung, thanh phan Phong chéng xam nhap mday chd sé thuc hién
cac hanh dong sau:

1. Kiém tra tinh bdo mat clia ing dung bang cach co s& dir liéu diét virus da tai xuong.

2. Kiém tra tinh bdo mat cda ing dung trong Kaspersky Security Network.

Ban nén tham gia vao Kaspersky Security Network dé gitip thanh phan Phong chéng xam nhap
may chi hoat ddng hiéu qua hon.

3. bat i'ng dung vao mét trong cac nhém tin tudng: Tin tudng, Gidi han muc Thap, Gidi han murc Cao,
Khéng tin tudng.
M&t nhém tin tudng_quy dinh cac quyén dugc Kaspersky Endpoint Security ap dung khi kiém soat
hoat dong cua cac rng dung trong nhém dé. Kaspersky Endpoint Security sé dat ing dung vao mot
nhom tin tudng tuy thudc vao mdc dé nguy hiém ma rng dung nay c6 thé gay ra cho may tinh.

Kaspersky Endpoint Security sé dat (rng dung vao nhém tin tudng cho cac thanh phan Tudng Itra
va Phong chéng xam nhap may chd. Ban chi khdng thé thay déi nhom tin tudng cho Tudng Itra
hodc Phong chdng xam nhap may chu.

Néu ban tlr chdi tham gia vao KSN hoac khéng cé mang, Kaspersky Endpoint Security sé dat irng
dung vao mot nhém tin tudng tly thudc vao thiét 1ap cdia thanh phan Phong chéng xam nhap
may chu. Sau khi nhan dugc danh tiéng cla &rng dung tir KSN, nhom tin tudng cé thé dugc thay
déi ty dong.

4. Chan cac hanh déng clia i'ng dung tuy thudc vao nhém tin tudng. Vi du: cac i'ng dung trong nhém
tin tudng Gidi han mdc Cao bi tir choi truy cap vao cac mé-dun hé diéu hanh.

Khi (rng dung duoc khdi chay vao lan tdi, Kaspersky Endpoint Security sé kiém tra tinh toan ven cda ing
dung. Néu tng dung khéng thay déi, thanh phan sé& ap dung cac quyén clia irng dung hién tai cho né.

Né&u (ng dung da bi slra d6i, Kaspersky Endpoint Security s& phan tich 'ng dung d6 nhu khi (rng dung
doé dugc khdi chay lan dau tién.

Bat va tat Phong chéng xam nhap may chu

Theo mac dinh, thanh phan Phong chong xam nhap may chu sé dugc bat va chay trong ché dé dugc
khuyén nghi b&i cac chuyén gia clia Kaspersky.
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Cach bat hodc tat thanh phdn Phéng chéng xdm nhap mdy chi trong Bang diéu khién quan tri (MMC)

@

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé mai de doa nang cao - Phong chéng xam nhap
may chu.

8" <Property sheet caption=
Cap dd bdo vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA
Thit [4p téng quat

Event configuration

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

& Phéng chéng xém nhép may cha & ©

Thanh phan nay theo déi cac hoat déng cla (ng dung trang hé thing va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ
= Cau hinh quyén ng dung aé truy cap tap tln ngudi dung va thiét 1ap
cdia (ng dung hodc dé truy cp tién trinh cda hé digu hanh va cac ddi
tugng.

Thiét 13 C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia
ap hé digu hanh va dif liéu ca nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi

Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han

mirc Thap

Chinh sira

Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd

X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Mham tin tucng cho cac (mg dung khong thé thém dude | gigi han mic Thdp
vao cac nhom co 53!’1

<[IPMMEHMTE >

Thiét lap Phong chéng xam nhap

5. Str dung hop kiém Phong chéng xam nhap may chu dé bat hoac tat thanh phan.

6. Luu cac thay d6i cia ban.

Cach bat hodc tat thanh phan Phong chéng xam nhap may chid trong Bdng diéu khién web va Bang

diéu khién dam may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

@ The component settings are as recommended

Host Intrusion Prevention & Enforce @D

@D Hostintrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Test mode: do not block, log only

Application rights and protected resources 4 enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched befere Kaspersky Endpoint Security for Windows starts working

Application processing rules B Enforce ‘)
@ Update rights for previously unknown applications from KSN database

@ Trustdigitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

&0
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap
5. SIr dung nut bat/tat Phong chéng xam nhap may chli dé bat hodac tat thanh phan nay.

6. Luu cac thay déi cda ban.

Cach bat hoac tat thanh phan Phong chéng xam nhap may chid trong giao dién rng dung®
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé méi de doa ndng cao —. Phong chéng xam
nhap may ch.

3. Sir dung nut bat/tat Phong chéng xam nhap may chi dé bat hoadc tat thanh phan nay.

4. Luu cac thay déi cda ban.

Néu thanh phan Phong chong xam nhap may chu dugc bat, Kaspersky Endpoint Security sé dat (rng
dung vao mét nhém tin tudng, tuy thudéc vao mdrc dd nguy hiém ma &ng dung nay co thé gay ra cho
may tinh. Kaspersky Endpoint Security sau d6 sé chan cac hanh déng clia ing dung, tly thuéc vao nhém
tin tudng.

Quan ly cac nhém tin tuédng ng dung

Khi mdi rng dung dugc khéi ddng 1an dau tién, thanh phan Phong chéng xam nhap may cha sé kiém tra
tinh bao mat clia 'ng dung d6 va dat né vao mot nhém tin tudng.

O giai doan dau tién clia tac vu quét (rng dung, Kaspersky Endpoint Security sé& tim kiém trong co s& dir
liéu ndi bd cda cac irng dung da biét dé d6i chiéu cac dé muc va dong thdi gl mot yéu cau dén co s& dir
liéu Kaspersky Security Network (néu cé két néi Internet kha dung). Dua trén két qua tim kiém trong co
s& dir liéu ndi bo va trén co s& dir liéu chia Kaspersky Security Network, ing dung dé6 sé dugc dat vao
mot nhém tin tudng. Mbi khi rng dung dugc khéi ddng sau d6, Kaspersky Endpoint Security s& giri mét
truy van mai dén co s& dir liéu KSN va dat irng dung vao moét nhom tin tudng khac néu danh tiéng clia
nhém tin tudng nay trong co s& dir liéu KSN da thay doi.

Ban c6 thé chon mét nhém tin tudng ma Kaspersky Endpoint Security phai tw d6ng_gan moi irng_dung
chua xac dinh vao. Cac irng dung dugc khai chay trudc Kaspersky Endpoint Security sé tu déng dugc di
chuyén vao nhém tin tudng dugc xac dinh trong_thiét [ap thanh phan Phong_chéng xdm nhap may chd.

DGi v@i cac rng dung da dugc khdi déng trudc Kaspersky Endpoint Security, thanh phan nay chi
kiém soat hoat ddng mang cla chdng. Tinh nang kiém soat dugc thuc hién thong qua cac quy tac
mang dugc xac dinh trong_thiét 1ap Tuong Ira.

Thay d6i nhom tin twdng clia mét rng dung

Khi méi irng dung dugc khéi déng lan dau tién, thanh phan Phong chdng xam nhap may chi sé kiém tra
tinh bao mat clia 'ng dung dé va dat né vao mot nhém tin tudng.

Cac chuyén gia Kaspersky khong khuyén khich di chuyén (ng dung tir mét nhém tin tudng dugc
gan ty déng sang mét nhom tin tudng khac. Thay vao d6, ban cé thé sira d6i cac quyén cho mét ing
dung_riéng_lé néu can thiét.

Céch thay d6i nhém tin tudng_ctia mét (rng dung trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong clra s6 chinh sach, hdy chon Bao vé méi de doa ndng cao —. Phéng chéng xam nhap

may cha.

8" <Property sheet caption=
Cap dd bdo vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA
Thit [4p téng quat

Event configuration

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

Phéng chéng xém nhiap may chii o ©

Thanh phian nay theo déi cac hoat déng cda (ng dung trong hé thdng va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ
Cdu hinh quyén tmg dung dé truy cép tép tin ngudi dang va thiét 1ap

| cha ing dung hodc dé truy cap tién trinh cda hé digu hanh va cac ddi

- turgng.

Thiét lap

Thiét 13 C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia
ap hé digu hanh va dif liéu ca nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi

Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han

mirc Thap

Chinh sira

Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd

X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Nhém tin tudng cho cic ing dung khang thé thém duac Gidi han mic Thap
vao cdc nhém cd sin :

<[IPMMEHMTE >

Thiét lap Phong chéng xam nhap

5. Trong muc Cac quyén cho rng dung va tai nguyén dugc bao vé, hdy nhan nut Thiét lap.
Thao tac nay sé md ra clra s6 cau hinh quyén clia ('ng dung va danh sach cac tai nguyén dugc
bdo vé.

6. Chon thé Cac quyén ctia irng dung.

7. Nh&n vao Thém.

8. Trong clra s6 md ra, hdy nhép tiéu chi cho irng dung c6 nhém tin twdng ma ban mudén thay doi.

Ban c6 thé nhap tén cla irng dung hoac tén clia nha cung cap. Kaspersky Endpoint Security ho
trg cac bién moi trudng va ky tu * cung ? khi nhap tén dai dién.

9. Nha&n vao Lam mdi.
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Kaspersky Endpoint Security sé& tim ki€ém &rng dung trong danh sach téng hgp cac irng dung duoc
cai dat trén may tinh dugc quan ly. Kaspersky Endpoint Security sé hién thi danh sach cac rng
dung dap Ung céc tiéu chi tim ki€m cuta ban.

10. Chon rng dung can thiét.

11. Trong danh sach thd xuéng Thém rng dung dwgc chon vao nhém tin twdng, hdy chon nhém
tin twdng can thiét cho ng dung.

12. Luu cac thay déi cda ban.

Cach thay d6i nhém tin tuwdng ctia mot irng dung_trong Bang diéu khién web va Bang diéu khién dam
may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

© The component settings are as recommended

Host Intrusion Prevention & Enforce ‘)

@D HostIntrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Testmode: do not block, log only

Application rights and protected resources & enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched before Kaspersky Endpoint Security for Windows starts working

Application processing rules 8 Enforce @D

@ Update rights for previously unknown applications from KSN database
@ Trustdigitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

60
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap

5. Trong muc Application rights and protected resources, hdy nhan lién két Application rights
and protected resources.

Thao tac nay sé mad ra clra s6 cdu hinh quyén clia ('ng dung va danh sach cac tai nguyén dugc
bao vé.

6. Chon thé Application rights.

Ban sé& thay danh sach cac nhom tin tudng & bén trai cra s6 va thudc tinh cda chiing & bén phai.

7. Nhan vao Add.
Thao tac nay sé khdi chay Trinh hudng dan dé thém rng dung vao nhém tin tudng.

8. Chon nhém tin tudng lién quan cho irng dung.
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9. Chon loai Application. Chuyén sang budc tiép theo.

NEu ban mudn thay d6i nhom tin tudng cho nhiéu &rng dung, hdy chon loai Group va quy dinh
tén cho nhém ng dung.

10. Trong danh sach irng dung dugc mé, hdy chon irng dung cé nhém tin tudng ma ban muén thay
déi.
S dung bd loc. Ban c6 thé nhap tén cla 'ng dung hoac tén cda nha cung cap. Kaspersky
Endpoint Security ho trg cac bi€n méi trudng va ky tu * cung ? khi nhap tén dai dién.

11. Thoat Trinh hudng dan.
Ung dung sé dugc thém vao nhém tin tudng.

12. Luu cac thay d6i cta ban.

Céch thay d6i nhém tin tudng ctia mot rng dung_trong giao dién &rng dung@

1. Trong clra s6 chinh cdia ing_dung, hdy nhan ndt g.

2. Trong ctra s6 thiét |ap &rng dung, hdy chon Bao vé mdi de doa ndng cao - Phéng chéng xam
nhap may cha.

3. Nhan vao Quan ly &rng dung.

Thao tac nay sé md ra danh sach cac &rng dung dugc cai dat.
4. Chon rng dung can thiét.
5. Trong menu ng{ cdnh clia i'ng dung, hdy nhan vao Han ché . <nhém tin tudng>.

6. Luu cac thay d6i cia ban.

Két qua la ing dung sé dugc dua vao nhém tin tudng khac. Kaspersky Endpoint Security sau d6 sé chan
cac hanh déng ctia ing dung, tly thudc vao nhém tin tudng. Trang thdi g3 (do nguoi ding quy dinh) sé
dugc gan cho irng dung. Néu danh tiéng clia irng dung bi thay d6i trong Kaspersky Security Network,
thanh phan Phong chéng xam nhap may chid sé khéng thay déi nhom tin tudng cda (rng dung nay.

Cau hinh quyén cdia nhém tin tudng

Cac quyén ung dung téi vu dugc tao cho cac nhém tin tudng khac nhau theo mac dinh. Cau hinh quyén
cho nhém (ng dung nam trong mét nhém tin tudng sé ké thira cac gia tri tir thiét 1ap quyén cla cac
nhém tin tudng.

Cach thay d6i quyén ctia nhém tin twéng trong Bang diéu khién quan tri (MMC) @
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé méi de doa nang cao - Phong chéng xam nhap

may chu.

5. Trong muc Cac quyén cho rng dung va tai nguyén dugc bao vé, hdy nhan nut Thiét lap.
Thao tac nay sé md ra clra s6 cau hinh quyén clia ('ng dung va danh sach cac tai nguyén duoc

bdo vé.

8" <Property sheet caption=
Cap dd bdo vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA
Thit [4p téng quat

Event configuration

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

Phéng chéng xém nhiap may chii o ©

Thanh phian nay theo déi cac hoat déng cda (ng dung trong hé thdng va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ
Cdu hinh quyén tmg dung dé truy cép tép tin ngudi dang va thiét 1ap

| cha ing dung hodc dé truy cap tién trinh cda hé digu hanh va cac ddi

- turgng.

Thiét lap

Thiét 13 C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia
ap hé digu hanh va dif liéu ca nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi

Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han

mirc Thap

Chinh sira

Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd

X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Nhém tin tudng cho cic ing dung khang thé thém duac Gidi han mic Thap
vao cdc nhém cd sin :

<[IPMMEHMTE >

Thiét lap Phong chéng xam nhap

6. Chon thé Cac quyén ctia irng dung.

7. Chon nhém tin tudng can thiét.

8. Trong menu ng{r cdnh clia nhém tin tudng, hdy chon Quyén ctia nhém.

Thao tac nay sé md cac thudc tinh cia nhém tin tudng.

9. Thuc hién mét trong cac thao tac sau:

e Néu ban muén chinh stra cac quyén ctia nhém tin tudng quan ly hoat déng vdi registry hé
diéu hanh, tap tin ngudi dung va thiét 1ap ing dung thi hdy chon thé Tap tin va registry hé
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thong.

e NEu ban mudn chinh stra cac quyén clla nhém tin tudng quan ly quyén truy cap vao cac tién
trinh va déi tugng clia hé diéu hanh thi hdy chon thé Quyén.

Hoat déng mang cla cac irng dung dugc kiém soat bdi Tudng_Ira bang cach sir dung quy tac
mang.

10. BGi vdi tai nguyén lién quan, trong cdt ctia hanh dong tuong rng, hdy nhan chudt phai dé ma
menu ng{r cadnh va chon tuy chon can thiét: K& thira, Cho phép () hodc Chan (p).
11. Néu ban muén gidm sét viéc sir dung tai nguyén may tinh, hdy chon Ghi lai sw kién (,_ / ¢.).

Kaspersky Endpoint Security sé ghi lai thong tin vé hoat dong cta thanh phan Phong chéng xam
nhap may chu. Cac bdo cdo chira thong tin vé hoat dong vdi tai nguyén may tinh dugc thuc hién
b&i ing dung (dugc phép hodc bi cdm). Cac bdo cdo cling chira thong tin vé nhirng irng dung st
dung tirng tai nguyén.

12. Luu cac thay déi cda ban.

Cach thay d6i quyén ctia nhém tin tuwéng trong Bang diéu khién web va Bang diéu khién dam may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

© The component settings are as recommended

Host Intrusion Prevention & Enforce ‘)

@D HostIntrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Testmode: do not block, log only

Application rights and protected resources & enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched before Kaspersky Endpoint Security for Windows starts working

Application processing rules 8 Enforce @D
@ Update rights for previously unknown applications from KSN database

@ Trustdigitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

60
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap

5. Trong muc Application rights and protected resources, hdy nhan lién két Application rights
and protected resources.
Thao tac nay sé mad ra clra s6 cdu hinh quyén clia ('ng dung va danh sach cac tai nguyén dugc
bao vé.

6. Chon thé Application rights.

Ban sé& thay danh sach cac nhom tin tudng & bén trai cra s6 va thudc tinh cda chiing & bén phai.
7. & phan bén tréi cta clra s6, hdy chon nhém tin tudng lién quan.
8. O bén phai cda clra s6, trong danh sach tha xuéng, hay thuc hién mét trong cac hanh ddng sau:
e NEu ban mudn chinh stra cac quyén clia nhém tin tudng quan ly hoat déng vdi registry hé

diéu hanh, tap tin nguoi dung va thiét 1ap ing dung thi hdy chon Files and system registry.
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e NEu ban mudn chinh stra cac quyén clla nhém tin tudng quan ly quyén truy cap vao cac tién
trinh va déi tugng clia hé dieéu hanh thi hdy chon Rights.

Hoat ddng mang clia cac i'ng dung dugc kiém soat bdi Tuong Itra bang cach s&r dung quy tic
mang.

9. Doi véi tai nguyén lién quan, trong ¢t clia hanh dong tuong irng, hdy chon tly chon can thiét:
Inherit, Allow (), Block ().

10. Néu ban muén giam sat viéc s&r dung tai nguyén may tinh, hdy chon Log events (€& / ).

Kaspersky Endpoint Security sé ghi lai thong tin vé hoat dong cta thanh phan Phong chéng xam
nhap may chu. Cac bdo cdo chira thong tin vé hoat dong vdi tai nguyén may tinh dugc thuc hién
bé&i rng dung (dugc phép hodc bi cdm). Cac bdo cdo cling chira théng tin vé nhirng &rng dung st
dung tirng tai nguyén.

11. Luu cac thay déi cda ban.

Cach thay d6i quyén ctia nhém tin tuwdng trong giao dién rng dung
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé méi de doa ndng cao —. Phong chéng xam
nhap may chi.

3. Nhan vao Quan ly irng dung.
Thao tac nay sé md ra danh sach cac irng dung dugc cai dat.

4. Chon nhém tin tudng can thiét.

5. Trong menu ng cadnh clia nhém tin tudng, hay chon Chi tiét va quy tac.
Thao tac nay sé md cac thudc tinh cia nhém tin tudng.

6. Thuc hién mét trong cac thao tac sau:

e NEu ban mudn chinh stra cac quyén clia nhém tin tudng quan ly hoat déng vdi registry hé
diéu hanh, tap tin ngudi dung va thiét 1ap &rng dung thi hdy chon thé Tap tin va registry hé
thong.

e NéEu ban muén chinh stra cac quyén ctia nhém tin tudng quan ly quyén truy cap vao cac tién
trinh va déi tugng clia hé diéu hanh thi hdy chon thé Quyén.

Hoat ddng mang cla cac irng dung dugc kiém soat bdi Tudng_lra bang cach sir dung quy tac
mang.

7. Doi vdi tai nguyén lién quan, trong cot cla hanh déng tuong &ng, hdy nhan chubt phai dé mé&
menu ng{ canh va chon tuy chon can thiét: K& thira, Cho phép () hodc Tir chéi ().

8. Néu ban mudn giam sat viéc s&r dung tai nguyén may tinh, hdy chon Ghi lai su kién (g).
Kaspersky Endpoint Security sé ghi lai thong tin vé hoat dong ctia thanh phan Phong chéng xam
nhap may chu. Cac bao cdo chira thong tin vé hoat dong vdi tai nguyén may tinh dugc thuc hién
bé&i rng dung (dugc phép hodc bi cdm). Cac bao cdo ciing chira thdng tin vé nhirng irng dung st
dung tirng tai nguyén.

9. Luu cac thay d6i cdia ban.

Cac quyén cla nhom tin tudng sé dugc thay doi. Kaspersky Endpoint Security sau dé sé chan cac hanh
doéng clia 'ng dung, tuy thudc vao nhém tin tudng. Trang thai g (Thiét Iap tay chinh) sé dugc gan cho
nhom tin tudng.

Chon mdt nhém tin tudng cho cac ring dung dugc khéi dong trudc
Kaspersky Endpoint Security

DGi v&i cac rng dung da dugc khéi déng trudc Kaspersky Endpoint Security, thanh phan nay chi
kiém soat hoat déng mang clia chiing. Tinh nang kiém soat dugc thuc hién théng qua cac quy tac
mang dugc xac dinh trong thiét 1ap Tudng Ira. BEé quy dinh cac quy tac mang dugc ap dung cho
hoat ddng mang cua nhitrng ing dung d6, ban phai chon mét nhém tin tudng.
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trong Bang diéu khién quan tri (MMC) @

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé méi de doa ndng cao —. Phéng chéng xam nhap

may chu.

8" <Property sheet caption=
Cap d6 bao vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA
Thit [4p téng quat

Event configuration

5. Trong muc Cac quyén cho (rng dung va tai nguyén dugc bao vé, hdy nhan nut Chinh sira.

6. DOi vdi thiét lap Nhém tin tudng cho cac irng dung da dugc khédi chay trudc khi Kaspersky

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

Phéng chéng xam nhap mdy chi s ©
Thanh phian nay theo déi cac hoat déng cda (ng dung trong hé thdng va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ

= Cdu hinh guyén (ng dung dé truy cép tép tin ngudi dang va thiét 1ap
i cha ing dung hodc dé truy cap tién trinh cla hé digu hanh va cac ddi

C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia

Thiét lap hé digu hanh va dif liéu ¢ nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi
Chinh sira Kaspersky Endpoint Security cho Windows bat dau hoat ddng: Gidi han
mirc Thap
Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd
X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Nhém tin tudng cho cic ing dung khang thé thém duac Gidi han mic Thap
vao cdc nhém cd sin :

<0k= <Cancel> <[IPHMMEHMTE >

Thiét Ilap Phong chéng xam nhap

Endpoint Security bat dau hoat déng, hdy chon nhém tin tuéng thich hgp.

7. Luu cac thay d6i cGa ban.

Céach chon mét nhém tin twdng cho cac irng dung duoc khéi chay trudc Kaspersky Endpoint Security

trong Bangg diéu khién web va Bang diéu khién dam may
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

@ The component settings are as recommended

Host Intrusion Prevention & Enforce @D

@D Hostintrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Test mode: do not block, log only

Application rights and protected resources 4 enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched befere Kaspersky Endpoint Security for Windows starts working
Application processing rules B Enforce ‘)

@ Update rights for previously unknown applications from KSN database
@ Trustdigitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

&0
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap

5. D6i vai thiét [ap Nhém tin twdng cho cac irng dung da duoc khéi chay truéc khi Kaspersky
Endpoint Security bat dau hoat déng, hdy chon nhém tin tuéng thich hgp.

6. Luu cac thay déi cda ban.

Cach chon mdt nhém tin twédng_ cho cac irng dung duoc khéi chay truwéc Kaspersky Endpoint Security
trong giao dién irng dung®@
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé méi de doa ndng cao —. Phong chéng xam
nhap may ch.

3. Trong muc Nhém tin twédng cho cac irng dung duoc khéi chay trudc khi khéi dong
Kaspersky Endpoint Security hdy chon nhém tin tudng thich hop.

4. Luu cac thay doi cGa ban.

Két qua la mét irng dung dugc khai chay trudc Kaspersky Endpoint Security sé dugc dua vao nhom tin
tudng khac. Kaspersky Endpoint Security sau dé sé chan cac hanh déng cta rng dung, tuy thudc vao
nhém tin tudng.

Chon mdt nhdém tin twdng cho cac rng dung khéng xac dinh

Trong lan khéi déng dau tién cdia 'ng dung, thanh phan Phong chéng xam nhap may chd sé xac dinh
nhom tin tudng cho rng dung. Néu ban khdng c6 quyén truy cap Internet hodc néu Kaspersky Security
Network khéng c6 théng tin vé r'ng dung nay thi Kaspersky Endpoint Security s& dua ing dung vao
nhém Gidi han muc Thap theo mac dinh. Khi phat hién thdng tin vé mét ing dung khdng xac dinh truéc
dé trong KSN, Kaspersky Endpoint Security sé cap nhat cac quyén clia ing dung nay. Khi d6, ban c6 thé
chinh stra cac quyén ctia ing_ dung mot cach thd cdng.

Cach chon nhém tin twdng_cho cac irng dung khéng xac dinh trong Bang diéu khién quan tri (MMC) @
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1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé méi de doa ndng cao —. Phéng chéng xam nhap

may cha.

8" <Property sheet caption=
Cap dd bdo vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

Phéng chéng xém nhiap may chii o ©

Thanh phian nay theo déi cac hoat déng cda (ng dung trong hé thdng va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ
Cdu hinh quyén tmg dung dé truy cép tép tin ngudi dang va thiét 1ap

| cha ing dung hodc dé truy cap tién trinh cda hé digu hanh va cac ddi

- turgng.

Thiét lap

Thiét 13 C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia
ap hé digu hanh va dif liéu ca nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi

Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han

mirc Thap

Chinh sira

Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd

X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Nhém tin tudng cho cic ing dung khang thé thém duac Gidi han mic Thap

- . vao cac nhém ¢ sin
Thiét I&p téng quat

Event configuration

<[IPMMEHMTE >

Thiét lap Phong chéng xam nhap

5. Trong muc Quy téc x& ly &rng dung, hay str dung danh séch tha xu6ng Nhém tin tudng cho cac
irng dung khéng thé thém dwogc vao cac nhém c6 san dé chon nhém tin tudng can thiét.

Néu lya chon tham gia Kaspersky Security Network dugc bat, Kaspersky Endpoint Security sé gui
dén KSN mét yéu cau danh tiéng cia moét irng dung méi khi rng dung dugc khéi déng. Dua trén
phan hoéi nhan dugc, ing dung c6 thé sé dugc di chuyén dén mot nhom tin tudng khac véi nhém
dugc quy dinh trong thiét 1ap cdia thanh phan Phong chéng xam nhap may cha.

6. S&r dung hop kiém Cap nhat quyén cho cac irng dung truéc day chua dwgc xac dinh trong co
s& dir liéu KSN dé cau hinh cap nhat tu déng quyén cta cac 'ng dung chua biét.

7. Luu cac thay d6i cta ban.

Céch chon nhém tin twdng_cho cac irng dung chua biét trong Bdng diéu khién web va Bdng diéu khién
dam may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

© The component settings are as recommended

Host Intrusion Prevention & Enforce ‘)

@D HostIntrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Testmode: do not block, log only

Application rights and protected resources & enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched before Kaspersky Endpoint Security for Windows starts working
Application processing rules 8 Enforce @D

@ Update rights for previously unknown applications from KSN database
Trust digitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

60
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap

5. Trong muc Quy tac xtr ly irng dung, hdy s&r dung danh sach tha xuéng Nhém tin tuwéng cho cac
irng dung khéng thé thém dwoc vao cadc nhém cé san d€ chon nhom tin tudng can thiét.

Néu lya chon tham gia Kaspersky Security Network dugc bat, Kaspersky Endpoint Security sé gui
dén KSN mét yéu cau danh tiéng cia mot irng dung méi khi rng dung dugc khéi déng. Dua trén
phan hoi nhan dugc, 'ng dung c6 thé sé dugc di chuyén dén mét nhom tin tudng khac véi nhém
dugc quy dinh trong thiét 1ap cdia thanh phan Phong chéng xam nhap may cha.

6. Sr dung hop kiém Cap nhat quyén cho cac irng dung truéc day chua dugc xac dinh trong co
s& dir liéu KSN dé cdu hinh cap nhat tu déng quyén cta cac 'ng dung chua biét.

7. Luu cac thay d6i cta ban.

Cach chon nhém tin twdng cho cac irng dung chua biét trong giao dién &rng dung®
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé méi de doa ndng cao —. Phong chéng xam
nhap may chi.

3. Trong muc Quy tac xt&r ly irng dung hay chon nhém tin tudng thich hgp.

Néu luva chon tham gia Kaspersky Security Network dugc bat, Kaspersky Endpoint Security sé gui
dén KSN mét yéu cau danh tiéng cia mot irng dung méi khi irng dung dugc khéi déng. Dua trén
phan hoi nhan dugc, rng dung c6 thé sé dugc di chuyén dén mét nhom tin tudng khac véi nhém
dugc quy dinh trong thiét 1ap cda thanh phan Phong chéng xam nhap may cha.

4. Sir dung hdp kiém Cap nhat quy tac cho cac irng dung trudc dé chura biét tir KSN dé cau hinh
cap nhat ty ddéng quyén cla cac ing dung chua biét.

5. Luu cac thay d6i cta ban.

Chon m6t nhém tin tudng cho cac irng dung dugc ky bang chir ky s6

Kaspersky Endpoint Security luén dat cac irng dung dugc ky bdi chirng chi Microsoft hoac chirng chi
Kaspersky vao nhém Tin tudng.

Cach chon nhém tin tudng_cho cac rng dung duoc ky bang chir ky sé trong Bdng_diéu khi€n quan tri
(MMC) @
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1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra s6 chinh sach, hdy chon Bao vé méi de doa ndng cao —. Phéng chéng xam nhap

may cha.

8" <Property sheet caption=
Cap dd bdo vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

Phéng chéng xém nhiap may chii o ©

Thanh phian nay theo déi cac hoat déng cda (ng dung trong hé thdng va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ
Cdu hinh quyén tmg dung dé truy cép tép tin ngudi dang va thiét 1ap

| cha ing dung hodc dé truy cap tién trinh cda hé digu hanh va cac ddi

- turgng.

Thiét lap

Thiét 13 C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia
ap hé digu hanh va dif liéu ca nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi

Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han

mirc Thap

Chinh sira

Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd

X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Nhém tin tudng cho cic ing dung khang thé thém duac Gidi han mic Thap

- . vao cac nhém ¢ sin
Thiét I&p téng quat

Event configuration

<[IPMMEHMTE >

Thiét Iap Phong chéng xam nhap

5. Trong muc Quy téac xtr ly irng dung, hay sir dung hop kiém Tin twédng cac irng dung dugc ky
sd dé bat hoac tat gan tu déng cho Nhom tin tudng déi véi cac irng dung chira chir ky sé ctia nha
cac cung cap dugc tin tudng.

Nha cung cap duoc tin tudng la nhitng nha cung cap phan mém dugc Kaspersky thém vao nhém
tin twdng. Ban cling c6 thé thém chidng_chi nha cung_cdp vao kho chirng_chi hé théng duagc tin
tudng_theo cach thu cong.

NEu hop ki€ém nay bi x6a, thanh phan Phong chéng xam nhap may cht sé khéng coi cac ing
dung c6 chir ky dién tir 1a dang tin tudng, va sir dung cac tham sé khac dé xac dinh nhém tin
tudng cda chung.

6. Luu cac thay déi cda ban.

Cach chon nhém tin twdng cho cac irng dung duoc ky bang chir ky sé trong Bang diéu khién web va
Bang diéu khién dam may @
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

© The component settings are as recommended

Host Intrusion Prevention & Enforce ‘)

@D HostIntrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Testmode: do not block, log only

Application rights and protected resources & enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched before Kaspersky Endpoint Security for Windows starts working
Application processing rules 8 Enforce @D

@ Update rights for previously unknown applications from KSN database
Trust digitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

60
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap

5. Trong muc Quy téc xtr ly irng dung, hay sir dung hop kiém Tin twédng cac rng dung duwoc ky
sd dé bat hoac tat gan tu déng cho Nhom tin tudng déi véi cac irng dung chira chir ky sé ctia nha
cac cung cap dugc tin tudng.

Nha cung cap duoc tin tudng la nhitng nha cung cap phan mém dugc Kaspersky thém vao nhém
tin tudng. Ban cling c6 thé thém chirng_chi nha cung cdp vao kho ching chi hé théng dugc tin
tudng_theo cach thd cong.

NEu hop kiém nay bi xda, thanh phan Phong chéng xam nhap may chi sé khéng coi cac ing
dung c6 chir ky dién tlr 1a dang tin tudng, va st dung cac tham sé khac dé xac dinh nhém tin
tudng cda chuang.

6. Luu cac thay d6i cia ban.

Cach chon nhém tin twdng cho cac irng dung duoc ky bang_ chir ky sé trong giao dién &rng dung @
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1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé méi de doa ndng cao —. Phong chéng xam
nhap may chi.

3. Trong muc Quy tac x{r ly &rng dung, hay st dung hop kiém Tin twdng cac rng dung dugc ky
sd dé bat hoac tat gan tu déng cho Nhom tin tudng déi véi cac irng dung chira chir ky s cldia nha
cac cung cap dugc tin tudng.

Nha cung cap duoc tin tudng la nhirng nha cung cap phan mém dugc Kaspersky thém vao nhém
tin twdng. Ban cling c6 thé thém chidng_chi nha cung_cép vao kho chirng_chi hé théng dugc tin
tudng_theo cach thu cong.

NEu hop kiém nay bi x6a, thanh phan Phong chéng xam nhap may chi sé khéng coi cac irng
dung c6 chir ky dién tdr 1a dang tin tudng, va sir dung cac tham sé khac dé xac dinh nhém tin
tudng cda chuang.

4. Luu cac thay doi cda ban.

Quan ly cac quyén cua ing dung

Theo mac dinh, hoat ddng cda ing dung dugc kiém soat dua trén cac quyén irng dung dugc xac dinh

cho nhém tin tudng cu thé ma Kaspersky Endpoint Security d& gan cho &rng dung khi né khéi dong lan
dau tién. Néu can, ban cé thé chinh sira cac quyén clia 'ng_dung_cho cd mét nhédm tin tudng, cho mot
Urng dung riéng 1, hodc mét nhém cac rng dung trong mét nhém tin tudng.

Cac quyén cua irng dung dugc quy dinh theo cach thi cong c6 mirc d6 uu tién cao hon cac quyén cla
Urng dung da dugc quy dinh cho mét nhom tin tudng. N6i cach khac, néu cac quyén ing dung dugc quy
dinh theo cach thd céng khac véi cac quyén rng dung dugc quy dinh cho mot nhém tin tudng, thi thanh
phan Phong chéng xam nhap may chi sé kiém soat hoat déng clia (‘ng dung theo cac quyén (ng dung
dugc quy dinh theo cach thu céng.

Nhirng quy tac ma ban tao cho cac irng dung dugc cac irng dung con ké thira. Vi du: néu ban tir choi tat
ca hoat ddng mang d6i vai cmd.exe thi tat ca hoat ddng mang cling sé bj tir chéi d6i véi notepad.exe néu
né dugc khdi chay bang cmd.exe. Khi mét irng dung khéng phai la i'ng dung con clia ing dung khdi
chay no, cac quy tac sé khdng dugc ké thira.

Cach thay d6i quyén rng dung trong Bang diéu khién quan tri (MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hay chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong clra s6 chinh sach, hdy chon Bao vé méi de doa ndng cao —. Phéng chéng xam nhap

may chu.

8" <Property sheet caption=
Cap dd bdo vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA
Thit [4p téng quat

Event configuration

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

Phéng chéng xém nhiap may chii o ©

Thanh phian nay theo déi cac hoat déng cda (ng dung trong hé thdng va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ
Cdu hinh quyén tmg dung dé truy cép tép tin ngudi dang va thiét 1ap

| cha ing dung hodc dé truy cap tién trinh cda hé digu hanh va cac ddi

- turgng.

Thiét lap

Thiét 13 C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia
ap hé digu hanh va dif liéu ca nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi

Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han

mirc Thap

Chinh sira

Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd

X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Nhém tin tudng cho cic ing dung khang thé thém duac Gidi han mic Thap
vao cdc nhém cd sin :

<[IPMMEHMTE >

Thiét lap Phong chéng xam nhap

5. Trong muc Cac quyén cho rng dung va tai nguyén dugc bao vé, hdy nhan nut Thiét lap.
Thao tac nay sé md ra clra s6 cau hinh quyén clia ('ng dung va danh sach cac tai nguyén duoc
bdo vé.

6. Chon thé Cac quyén ctia irng dung.

7. Nhan vao Thém.

8. Trong cra s6 md ra, hdy nhap tiéu chi cho ng dung c6 cac quyén cta irng dung ma ban mudn
thay déi.

Ban c6 thé nhap tén clia irng dung hoac tén clia nha cung cdp. Kaspersky Endpoint Security ho

trg cac bién moi trudng va ky tu * cung ? khi nhap tén dai dién.

9. Nha&n vao Lam méi.
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Kaspersky Endpoint Security sé& tim ki€ém &rng dung trong danh sach téng hgp cac irng dung duoc
cai dat trén may tinh dugc quan ly. Kaspersky Endpoint Security sé hién thi danh sach cac rng
dung dap Ung céc tiéu chi tim ki€m cuta ban.

10. Chon &rng dung can thiét.

11. Trong danh sach thd xuéng Thém rng dung dwgc chon vao nhém tin twdng, hdy chon Nhém
mac dinh va nhan OK.

Ung dung sé& dugc thém vao nhém mac dinh.

12. Chon Urng dung lién quan réi chon Cac quyén ctia rng dung tr menu ng{r cdnh cldia ing dung.

Thao tac nay sé mé ra thudc tinh (rng dung.
13. Thyc hién mot trong cac thao tac sau:

e Néu ban mudn chinh stra cac quyén clla nhém tin tudng quan ly hoat déng vdi registry hé
diéu hanh, tap tin nguai dung va thiét 1ap ing dung thi hdy chon thé Tap tin va registry hé
thong.

e NEu ban mudn chinh stra cac quyén cla nhém tin tudng quan ly quyén truy cap vao cac tién
trinh va déi tugng clia hé diéu hanh thi hdy chon thé Quyén.

Hoat déng mang cla cac irng dung dugc kiém soat bdi Tudng_Ira bang cach sir dung quy tac
mang.

14. D6i véi tai nguyén lién quan, trong cdt cia hanh dong tuong ing, hdy nhan chudt phai dé ma
menu ngl cadnh va chon tuy chon can thiét: K& thira, Cho phép (.,) hodc Chan (p).

15. Néu ban mudn gidm sat viéc sir dung tai nguyén may tinh, hdy chon Ghi lai sw kién (,_/ ¢.).

Kaspersky Endpoint Security sé ghi lai thong tin vé hoat dong cta thanh phan Phong chéng xam
nhap may chu. Cac bdo cdo chira thong tin vé hoat dong vdi tai nguyén may tinh dugc thuc hién
b&i ing dung (dugc phép hodc bi cdm). Cac bdo cdo cling chira théng tin vé nhirng irng dung st
dung tirng tai nguyén.

16. Luu cac thay déi cda ban.

Cach thay d6i quyén rng dung_trong Bang diéu khién web va Bang diéu khién dam may®
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1. Trong clra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

© The component settings are as recommended

Host Intrusion Prevention & Enforce ‘)

@D HostIntrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Testmode: do not block, log only

Application rights and protected resources & enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched before Kaspersky Endpoint Security for Windows starts working

Application processing rules 8 Enforce @D

@ Update rights for previously unknown applications from KSN database
@ Trustdigitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

60
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap

5. Trong muc Application rights and protected resources, hdy nhan lién két Application rights
and protected resources.

Thao tac nay s& mad ra clra s6 cdu hinh quyén cla (rng dung va danh sach cac tai nguyén dugc
bao vé.

6. Chon thé Application rights.

Ban sé& thay danh sach cac nhom tin tudng & bén trai cra s6 va thudc tinh cda chiing & bén phai.

7. Nhan vao Add.
Thao tac nay sé& khai chay Trinh hudng dan dé thém (rng dung vao nhém tin tudng.

8. Chon nhém tin tudng lién quan cho rng dung.
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9. Chon loai Application. Chuyén sang budc tiép theo.

NEu ban mudn thay d6i nhom tin tudng cho nhiéu &rng dung, hdy chon loai Group va quy dinh
tén cho nhém ng dung.

10. Trong danh sach irng dung dugc mé, hay chon irng dung cé cac quyén rng dung ma ban muén
thay doi.
S&r dung b6 loc. Ban c6 thé nhap tén cla irng dung hodc tén clia nha cung cap. Kaspersky
Endpoint Security ho trg cac bi€n méi trudng va ky tu * cuing ? khi nhap tén dai dién.

11. Thoat Trinh hudng dan.
Ung dung sé dugc thém vao nhém tin tudng.

12. & phan bén phai cta ctra s6, hay chon (tng dung lién quan.
13. O bén phai clia clra s6, trong danh sach thd xudng, hay thuc hién mét trong cac hanh déng sau:

e NEu ban mudn chinh stra cac quyén clia nhém tin tudng quan ly hoat déng vdi registry hé
diéu hanh, tap tin nguoi dung va thiét 1ap ing dung thi hdy chon Files and system registry.

e NéEu ban mudn chinh stra cac quyén clla nhém tin tudng quan ly quyén truy cap vao cac tién
trinh va déi tugng clia hé diéu hanh thi hdy chon Rights.

Hoat déng mang cla cac irng dung dugc kiém soat bdi Tudng_Ira bang cach sir dung quy tac
mang.

14. Boi vdi tai nguyén lién quan, trong cét ctia hanh dong tuong ng, hdy chon tuy chon can thiét:
Inherit, Allow (), Block ().

15. Néu ban mudn gidm sat viéc sir dung tai nguyén may tinh, hdy chon Log events (€ / €\).

Kaspersky Endpoint Security sé ghi lai thong tin vé hoat dong cta thanh phan Phong chéng xam
nhap may chu. Cac bdo cdo chlra thong tin vé hoat dong vdi tai nguyén may tinh dugc thuc hién
b&i i'ng dung (dugc phép hodc bi cdm). Cac bdo cdo cling chira théng tin vé nhirng irng dung st
dung tirng tai nguyén.

16. Luu cac thay déi cda ban.

Cach thay d6i quyén rng dung trong giao dién &rng dung
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. Trong clra s6 chinh cda &ng_dung, hdy nhan nut g.

. Trong ctra s6 thiét 1ap ing dung, hdy chon Bao vé méi de doa ndng cao - Phong chéng xam
nhap may ch.

. Nhan vao Quan ly &rng dung.
Thao tac nay sé md ra danh sach cac irng dung dugc cai dat.

. Chon &rng dung can thiét.

. Trong menu ng{r canh clia 'ng dung, hdy chon Chi tiét va quy tac.
Thao tac nay sé md ra thudc tinh (rng dung.

. Thuc hién mét trong cac thao tac sau:

e Néu ban mudn chinh stra cac quyén clia nhém tin tudng quan ly hoat déng vdi registry hé
diéu hanh, tap tin ngudi dung va thiét 1ap &rng dung thi hdy chon thé Tap tin va registry hé
thong.

e Néu ban muén chinh stra cac quyén cia nhém tin tudng quan ly quyén truy cap vao cac tién
trinh va déi tugng cla hé diéu hanh thi hdy chon thé Quyén.

. B6i vai tai nguyén lién quan, trong cdt cda hanh déng tuong (ng, hdy nhan chudt phai dé mé
menu ng{ canh va chon tuy chon can thiét: Ké thira, Cho phép (¢) hodc Tir chéi ().
. Néu ban muén gidm sat viéc stir dung tai nguyén may tinh, hdy chon Ghi lai su kién (g).

Kaspersky Endpoint Security sé ghi lai thong tin vé hoat dong cta thanh phan Phong chéng xam
nhap may chu. Cac bao cdo chira thong tin vé hoat dong vdi tai nguyén may tinh dugc thuc hién
b&i ing dung (dugc phép hodc bi cdm). Cac bdo cdo cling chira théng tin vé nhirng irng dung st
dung tirng tai nguyén.

. Chon thé Loai trir va cau hinh thiét Iap nang cao cla irng dung (xem bang bén dudi).

. Luu cac thay déi cda ban.

Thiét Iap nang cao clia 'ng dung

Tham sé MO ta
Khong quét tap tin Kaspersky Endpoint Security sé khdng quét cac tap tin dugc mé bdi irng dung dé. Vi du: néu ban
truéc khi mé dang sr dung cac irng dung dé sao luu tap tin, tinh nang nay gitp gidm murc sir dung tai nguyén
b&i Kaspersky Endpoint Security.
Khong giam sat Kaspersky Endpoint Security sé khéng gidm sat hoat ddng mang va tap tin clia i'ng dung trong hé
hoat ddng trng diéu hanh. Ban cé thé cdu hinh gidm sat hoat ddng irng dung cho cac thanh phan khac nhau cla
dung Kaspersky Endpoint Security:

e Khdng gidm sat cdc thanh phan bao vé va ki€m soat. Hoat ddng irng dung dugc gidm sat
bdi cac thanh phan sau: Phét hién hanh vi, Phong chéng khai thac, Phong chéng xam nhap
may cht, Cong_cu khac phuc va Tudng Ilra.

e Khdng giam sat Managed Detection and Response va Endpoint Detection and Response.
Hoat déng clia ('ng dung dugc giam sat bdi tdc nhan MDR tich hgp va tdc nhan EDR (KATA)
tich hop.

e Khdng chdn nhap liéu twong tac véi bang diéu khién cho Endpoint Detection and
Response. Kaspersky Endpoint Security khong guri dir liéu do luong tir xa vé viéc quan ly ing
dung trén bang diéu khién. D liéu do ludng tir xa dugce sir dung bdi Kaspersky Anti Targeted
Attack Platform (EDR).

Khodng ké thtra cac Cac han ché dugc cdu hinh cho tién trinh cha sé khong dugc Kaspersky Endpoint Security ap dung
han ché tir tién cho tién trinh con. Tién trinh cha dugc khdi chay b&i mot (rng dung ma cac quyén (ng dung
(Phong chéng xdm nhap may chl) va quy tdc mang irng_dung (Tudng Ira) dugc cdu hinh.
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trinh cha (irng

dung)

Khong giam sat Kaspersky Endpoint Security sé khdng gidam sat hoat déng mang va hoat déng tap tin clia cac irng
hoat dong rng dung dugc khdi chay bdi (rng dung nay. Ban cé thé ap dung loai trir theo cach dé quy. Bé irng
dung cta tré dung khéng gidm sat hoat déng ctia toan bd chudi irng dung con.

Cho phép tuong Thanh phan Ty bdo vé clia Kaspersky Endpoint Security s& chdn moi né luc quan ly cac dich vu ing
tac véi giao dién dung trén may tinh tir xa. Néu hdp ki€ém nay dugc chon, ing dung truy cap tir xa sé& dugc phép
cla Kaspersky quan ly cau hinh clia Kaspersky Endpoint Security thdng qua giao dién Kaspersky Endpoint
Endpoint Security Security.

Khong quét luvu Luu lugng mang bat ngudn tir irng dung nay sé dugc Kaspersky Endpoint Security loai trir khoi tac
lwong duwoc ma VU quét. Ban c6 thé loai trir tit ca luu lugng hodc chi luu lugng duge ma hoa khdi tac vu quét. Ban
héa / Khéng quét cling c6 thé loai trir cac dia chi IP va ma hiéu céng riéng |é khai tac vu quét.

tat ca luu luvong

Bao vé tai nguyén hé diéu hanh va dir liéu ca nhan

Thanh phan Phong chéng xam nhap may chd quan ly cac quyén clia i'ng dung trong viéc thuc hién hanh
ddng d6i v&i nhiéu danh muc tai nguyén hé diéu hanh va dir liéu ca nhan. Cac chuyén gia Kaspersky da
thiét 1ap san cac hang muc tai nguyén dugc bao vé. Vi du: danh muc Hé diéu hanh c6 danh muc con
Thiét Iap khdi dong liét ké tat ca cac khda registry lién quan dén hoat dong ty dong chay irng dung. Ban
khdng thé stra hodc x6a cac hang muc tai nguyén dugc bao vé dugc thiét Iap san hodc tai nguyén dugc
bdo vé nam trong cac hang muc nay.

Cach thém tai nguyén dugc bao vé trong Bang diéu khién quan tri (MMC)®
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1. M& Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cdy bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong clra s6 chinh sach, hdy chon Bao vé méi de doa ndng cao —. Phéng chéng xam nhap

may cha.

5. Trong muc Cac quyén cho rng dung va tai nguyén dugc bao vé, hdy nhan nut Thiét lap.

Thao tac nay sé md ra clra s6 cau hinh quyén clia ('ng dung va danh sach cac tai nguyén dugc

bao vé.

8" <Property sheet caption=
Cap dd bdo vé thip
<Kareropum:>
General
Bao vé mdi de doa nang cao
Kaspersky Security Network
Phat higén hanh wi
Phéng chéng khai thac
Phéng chéng xam nhap may chd
Céng cu khac phuc
Bao vé mai de doa thi€t yéu
Detection and Response
Ki€m sodt bao mat
M3 héa dif liéu
Tac vu cuc bé
Ché dd Light Agent
Tich hgp KUMA
Thit [4p téng quat

Event configuration

6. Chon thé Bao vé tai nguyén.

Ban sé thdy danh sach cac tai nguyén dugc bao vé & phan bén trai clia clra s6 va cac quyén tuong

Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

Phong chdng xam nhap may chu

Phéng chéng xém nhiap may chii o ©

Thanh phian nay theo déi cac hoat déng cda (ng dung trong hé thdng va digu chinh cac hoat
ddng cda cac ing dung d6, thy thudc vao tinh trang cda ching.

Cac quyén cho (ng dung va tai nguyén duge bao vé ﬂ
Cdu hinh quyén tmg dung dé truy cép tép tin ngudi dang va thiét 1ap

| cha ing dung hodc dé truy cap tién trinh cda hé digu hanh va cac ddi

- turgng.

Thiét lap

Thiét 13 C4u hinh quy#n cho tma dung d& truy cap vao danh muc tdi nguyén cia
ap hé digu hanh va dif liéu ca nhan.

Nhdm tin tudng cho cac ing dung d3 dugc khdi chay trude khi

Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han

mirc Thap

Chinh sira

Quy téc xir If (ng dung ]
Cap nhat quyén cho cac dng dung trude day chua dugc xac dinh trong cd sd diF lidu KSN
Tin tudng cic (mag dung dugc kyj sd

X6a quy tac cho cac ing dung khéng duge khdi déng nhiéu han 60-2] ngay

Nhém tin tudng cho cic ing dung khang thé thém duac Gidi han mic Thap
vao cdc nhém cd sin :

<[IPMMEHMTE >

Thiét lap Phong chéng xam nhap

(rng dé truy cap cac tai nguyén doé, tly theo nhém tin tudng cu thé.

7. Chon danh muc tai nguyén dugc bao vé ma ban mudn thém tai nguyén dugc bao vé mdi.

Néu ban muén thém mot danh muc con, hdy nhan Thém - Danh muc.

8. Nhan nut Thém. Trong danh sach tha xudng, hdy chon loai tai nguyén ban mudn thém: Tap tin

hoac thu muc hoac Khéa Registry.

9. Trong clra s6 md ra, hdy chon mot tap tin, thu muc hoac khéa registry.
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Ban c6 thé xem cac quyén clia i'ng dung dé truy cap tai nguyén dugc thém vao. D€ lam nhu vay,
hdy chon mot tai nguyén dugc thém & phan bén trai clia clra s6 va Kaspersky Endpoint Security
sé& hién thi cac quyén truy cap cho tirng nhém tin tudng. Ban ciing c6 thé tat kiém soat hoat dong
irng dung vdi tai nguyén bang cach str dung hop kiém bén canh tai nguyén mai.

10. Luu cac thay d6i cta ban.

Cach thém tai nguyén dugc bao vé trong Bang diéu khién web va Bang diéu khién ddm may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

@ The component settings are as recommended

Host Intrusion Prevention & Enforce @D

@D Hostintrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Test mode: do not block, log only

Application rights and protected resources 4 enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched befere Kaspersky Endpoint Security for Windows starts working

Application processing rules B Enforce ‘)

@ Update rights for previously unknown applications from KSN database
@ Trustdigitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

&0
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap

5. Trong muc Application rights and protected resources, hdy nhan lién két Application rights
and protected resources.
Thao tac nay sé mad ra clra s6 cdu hinh quyén clia ('ng dung va danh sach cac tai nguyén dugc
bao vé.

6. Chon thé Protected resources.
Ban sé& thdy danh sach cac tai nguyén dugc bao vé & phan bén trai cda clra s6 va cac quyén tuong
(rng dé truy cap cac tai nguyén dé, tly theo nhém tin tudng cu thé.

7. Nhan vao Add.
Trinh hudng dan Tai nguyén mdi sé khdi chay.

8. Nhan vao lién két Group name dé chon danh muc tai nguyén dugc bdo vé ma ban mudn thém tai

nguyén dugc bao vé mdi.
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Néu ban muén thém mét danh muc con, hdy chon tuy chon Category of protected resources.
9. Hay chon loai tai nguyén ban mudén thém: File or folder hoac Registry key.
10. Chon mot tap tin, thu muc hoac khéa registry.

11. Thoat Trinh hudng dan.

Ban c6 thé xem cac quyén cla (ng dung dé truy cap tai nguyén dugc thém vao. BEé lam nhu vay,
hdy chon mot tai nguyén dugc thém & phan bén trai cla clra s6 va Kaspersky Endpoint Security
sé hién thj cac quyén truy cap cho tirng nhom tin tudng. Ban cling c6 thé s&r dung hdp kiém trong
cOt Status dé tat kiém soat hoat déng rng dung véi tai nguyén.

12. Luu cac thay ddi cdia ban.

Cach thém tai nguyén duoc bao vé trong giao dién &rng dung

1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé méi de doa ndng cao —. Phong chéng xam
nhap may ch.

3. Nhan vao Quan ly tai nguyén.
Danh sach céc tai nguyén dugc bao vé sé ma ra.

4. Chon danh muc tai nguyén dugc bao vé ma ban mudn thém tai nguyén dugc bao vé mdi.

Néu ban muén thém mét danh muc con, hdy nhdn Thém - Danh muc.

5. Nhan nat Thém. Trong danh sach tha xudng, hay chon loai tai nguyén ban mudn thém: Tap tin
hoac thu muc hoac Khéa registry.

6. Trong cra s6 md& ra, hdy chon mét tap tin, thu muc hoac khoa registry.

Ban c6 thé xem cac quyén cla (ng dung dé truy cap tai nguyén dugc thém vao. BE lam nhu vay,
hay chon mét tai nguyén dugc thém & phan bén trai cha clra s6 va Kaspersky Endpoint Security
sé hién thi danh sach cac irng dung va quyén truy cap cho tirng &rng dung. Ban ciing c6 thé tat
kiém soat hoat déng clia 'ng dung vdi cac tai nguyén bang cach s&r dung nut g Bat kiém soat
trong cot Trang thai.

7. Luu cac thay d6i cda ban.

Kaspersky Endpoint Security sé ki€ém soat quyén truy cap vao tai nguyén hé diéu hanh dugc thém va di
liéu ca nhan. Kaspersky Endpoint Security ki€m soat quyén truy cap cta ing dung vao tai nguyén dua
trén nhém tin tudng dugc gan cho &rng dung. Ban ciing c6 thé thay d6i nhém tin tudng_ctia mot ng
dung.

X6a thdng tin vé cac rng dung khéng str dung
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Kaspersky Endpoint Security sir dung cac quyén clia ing dung dé kiém soat cac hoat dong clia irng
dung. Cac quyén clia ing dung dugc xac dinh bdi nhém tin tudng clia chiing. Kaspersky Endpoint
Security sé dua (rng dung vao nhém tin tudng khi 'ng dung dugc khéi chay 1an dau tién. Ban c6 thé thay

ung_dung_riéng lé mot cach thu cdng. Kaspersky Endpoint Security sé luu trir cac thdng tin sau vé mot
rng dung: nhém tin tudng clia 'ng dung va cac quyén clia ing dung.

Kaspersky Endpoint Security sé tu déng x6a théng tin vé cac rng dung khong sir dung dé tiét kiém tai
nguy&n may tinh. Kaspersky Endpoint Security sé xéa théng tin (rng dung theo cac quy tac sau:

e NEu nhém tin tudng va quyén clia ing dung dugc xac dinh ty dong, Kaspersky Endpoint Security sé
x6a théng tin vé 'ng dung nay sau 30 ngay. Khéng thé thay d6i thai han luu trir cho théng tin rng
dung hoac tat tinh nang tu déng xba.

e Néu ban da cho rng dung vao nhém tin tudng hodc cau hinh quyén truy cap ctia ing dung dé mét
cach thi cong, Kaspersky Endpoint Security sé x6a thdng tin vé (rng dung nay sau 60 ngay (thoi han
luu trir mac dinh). Ban cé thé thay d6i thai han luu trir théng tin 'ng dung hoac tat ty déng xdéa (xem
hudng dan bén dudi).

Khi ban khdi chay mét rng dung cé thong tin da bi xda, Kaspersky Endpoint Security sé phan tich rng
dung dé nhu thé (rng dung d6 dang khai chay lan dau tién.

Cach cdu hinh xéa tu ddéng thdéng_tin vé cac irng dung khdng sir dung trong Bang diéu khién quan tri
(MMC)®
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1. M@ Bang diéu khién quan tri Kaspersky Security Center.
2. Trong cay bang diéu khién, hdy chon Policies.
3. Chon chinh sach can thiét va nhan dup dé mé cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé mai de doa nang cao - Phong chéng xam nhap
may chu.

8" <Property sheet caption=
Cap db bao vé thap Cac thanh phin bao vé rdt quan trong dang bi tat. Tim hiéu thém

<Kateropum: Phong chéng xam nhip may chi

General Phéng chéng xém nhap may chi & ©

Bao vé mdi de doa ndng cao Thanh phan ndy theo déi cic hoat dong cda tng dung trong hé thdng va digu chinh cac hoat

Kaspersky Security Network dbéng cua cac ung dung do, tuy thudcvao tinh trang cua chdng.

Phat hign hanh vi Céc quyén cho (ng dung va tai nguyén duge bao vé ﬂ
: s Cdu hinh quyén (ng dung d& truy cap tap tin ngudi dung va thiét 1ap

Phéng chiing khai thac i Thiétlap | chaing dung hodc d€ truy cdp tién trinh cda hé digu hanh va cac ddi

Phéng chéng xam nhap may chi )
. . - C&u hinh quyén cho (mg dung dé truy cip vao danh muc tai nguyén cia
Céing cu khic phuc Thigt lap hé digu hanh v dir liéu ¢ nhan.

Bao vé mdi de doa thi€t yéu Nham tin tudng cho cac ing dung d3 dugc Ighéfi chay trudc khi
Chinh sira Kaspersky Endpoint Security cho Windows bat dau hoat déng: Gidi han
Detection and Response mirc Thap

Kiém soat bao mat Quy tie x If Gng dung il
M3 héa diF liéu Cap nhat quygn cho cac ing dung trude ddy chua duge xac dinh trong co sd dif liéu KSN
Tac vy cuc bé Tin tudng cac (g dung duge ky s6

Ché 85 Light Agent X@a quy tic cho cic ing dung khéng dugc khdi dong nhituhon [ gpl=] ngay

Tich hgp KUMA N‘hén'! tin tl}f&ng} ch)o céc img dung khéng thé thém dugc Gidi han mirc Thip  ~
- . vao cac nhém cé san

Thiét I&p téng quat

Event configuration

<0k= <Cancel> <[IPHMMEHMTE >

Thiét lap Phong chéng xam nhap
5. Trong muc Quy tac xtr ly irng dung, hay thuc hién mét trong nhirng hanh déng sau:

e Né&u ban muén cau hinh xda ty déng, hdy chon hdp kiém Xéa quy tac cho cac irng dung
khong dugc khéi dong nhiéu hon N ngay nhap s6 ngay.

Thong tin vé cac i'ng dung ma ban cho vao nhém tin tudng mét cach thd céng hoac c6 quyén
truy cap ma ban da cau hinh mot cach thd cdng sé bj x6a bédi Kaspersky Endpoint Security sau
s6 ngay dugc xac dinh. Thong tin vé cac i'rng dung c6 nhém tin tudng va quyén cua irng dung
dugc xac dinh ty déng cling sé bj Kaspersky Endpoint Security x6a sau 30 ngay.

e NE&u ban mudn tat tu ddng xda thi hay bd chon hép kiém Xéa quy tac cho cac irng dung
khéng dugc khéi dong nhiéu hon N ngay.
Thong tin vé cac irng dung dugc ban cho vao nhém tin tudng mot cach thi cong hoac cé
quyén truy cap ma ban da cau hinh mot cach thia cong sé dugc Kaspersky Endpoint Security
luu trir vo thaoi han, khong cé bat ky gidi han thdi han luu trir nao. Kaspersky Endpoint Security
sé chi x6a théng tin vé cac (rng dung ¢6 nhém tin tudng va quyén ng dung dugc xac dinh ty
dong sau 30 ngay.
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6. Luu cac thay déi cda ban.

Cach cau hinh xéa tw déng thdng tin vé cac &rng dung khéng sir dung trong Bang_diéu khién web va
Bing diéu khién ddm may
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cla chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.

4. Vao Advanced Threat Protection — Host Intrusion Prevention.

Host Intrusion Prevention

@ The component settings are as recommended

Host Intrusion Prevention & Enforce @D

@D Hostintrusion Prevention ENABLED M

Operating mode

[h

® Control operations of applications by rules

Test mode: do not block, log only

Application rights and protected resources 4 enforce @D

Configure application rights to access user files and application settings or to access operating system processes and objects.

Low Restricted
Trust group for applications launched befere Kaspersky Endpoint Security for Windows starts working
Application processing rules B Enforce ‘)

@ Update rights for previously unknown applications from KSN database
@ Trustdigitally signed applications
@ Delete rules for applications that have not been started for longer than (days, 1 to 90)

&0
Trust group for applications that could not be added to existing groups

Low Restricted v

Thiét lap Phong chéng xam nhap
5. Trong muc Quy tac xtr ly irng dung, hady thuc hién mét trong nhirng hanh déng sau:

e Né&u ban muén cdu hinh x6a tu ddng, hdy chon hdp kiém Xéa quy tac cho cac irng dung
khdng duogc khéi dong nhiéu hon N ngay nhap sé ngay.
Thong tin vé cac i'ng dung ma ban cho vao nhém tin tudng mét cach thd céng hoac c6 quyén
truy cap ma ban da cau hinh mét cach thd cdng sé bj x6a bédi Kaspersky Endpoint Security sau
s6 ngay dugc xac dinh. Thong tin vé cac irng dung c6 nhém tin tudng va quyén clia 'ng dung
dugc xac dinh ty déng cling sé€ bj Kaspersky Endpoint Security x6a sau 30 ngay.

e Né&u ban mudn tat tu ddéng xda thi hay bd chon hép kiém Xéa quy tac cho cac irng dung
khéng dugc khéi ddng nhiéu hon N ngay.
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Thong tin vé cac irng dung dugc ban cho vao nhém tin tudng mot cach thi cong hoac cé
quyén truy cap ma ban da cau hinh mot cach thia cong sé dugc Kaspersky Endpoint Security
luu trir vo thoi han, khdng c6 bat ky gidi han thoi han luu trit nao. Kaspersky Endpoint Security
sé chi xéa thoéng tin vé cac irng dung ¢6 nhém tin tudng va quyén ng dung dugc xac dinh ty
dong sau 30 ngay.

6. Luu cac thay d6i cdia ban.

Cach cau hinh xéa tu déng_théng_ tin vé cac rng dung khdng str dung trong_giao dién &rng dung

1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét |ap &rng dung, hdy chon Bao vé mdi de doa ndng cao — Phéng chéng xam
nhap may cha.

3. Trong muc Quy tac xtr ly irng dung, hay thuc hién mot trong nhirng hanh dong sau:

e Né&u ban mudn cdu hinh x6a tu ddong, hdy chon hdp kiém Xéa quy tac cho cac irng dung
khéng dugc khéi ddng nhiéu hon N ngay nhap s6 ngay.

Thong tin vé cac (rng dung ma ban cho vao nhém tin tudng mét cach thd céng hoac c6 quyén
truy cdp ma ban da cau hinh mét cach thi cong sé bi xéa bdi Kaspersky Endpoint Security sau
s6 ngay dugc xac dinh. Thong tin vé cac i'rng dung c6 nhém tin tudng va quyén cta irng dung
dugc xac dinh tu déng cling sé bi Kaspersky Endpoint Security x6a sau 30 ngay.

o NEu ban mudn tat tu ddong xda thi hdy bd chon hép kiém Xéa quy tac cho cac irng dung
khong dugc khé&i dong nhiéu hon N ngay.
Thong tin vé cac i'ng dung dugc ban cho vao nhém tin tudng mot cach thi cong hodc co
quyén truy cap ma ban da cau hinh mot cach thd cong sé dugc Kaspersky Endpoint Security
luu trir vo thoi han, khong c6 bat ky gidi han thoi han luu trit nao. Kaspersky Endpoint Security
sé chi xda théng tin vé cac i'ng dung c6 nhém tin tudng va quyén ng dung dugc xac dinh tu
dong sau 30 ngay.

4. Luu cac thay doi cda ban.

Giam sat Phong chéng xam nhap may chu

Ban c6 thé nhan bao cdo vé hoat déng cla thanh phan Phong chéng xam nhap may chu. Cac béo cao
chira théng tin vé hoat ddng vdi tai nguyén may tinh dugc thuc hién bdi irng dung (dugc phép hoac bi
cdm). Cac bdo cdo cling chira théng tin vé nhirng 'ng dung st dung tirng tai nguyén.

Dé giam sat cac hoat dong Phong chéng xam nhap may chd, ban can bat tinh nang viét bao céo. Vi du:
ban c6 thé bat chuyén ti€p bdo cdo cho cac rng_dung_riéng_lé trong thiét I1ap cta thanh phong chéng
xam nhap mday cha.

Khi cdu hinh gidm sat Phong chéng xam nhap may chd, hay tinh dén murc tdi mang tiém tang khi
chuyén tiép cac sy kién dén Kaspersky Security Center. Ban cling c6 thé bat tinh nang chi luu bao
cado trong nhat ky cuc b cla Kaspersky Endpoint Security.
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Bao vé quyén truy cap am thanh va video

T6i pham mang c6 thé s&r dung cac chuong trinh dac biét dé c6 gang truy cap vao cac thiét bi ghi am va
quay video (nhu micré hodc webcam). Kaspersky Endpoint Security sé ki€ém soat khi cac irng dung nhan
dugc luéng am thanh hoac luéng video va bao vé dir liéu khdi bi chan trai phép.

Theo mac dinh, Kaspersky Endpoint Security chi cho phép nhan luéng am thanh va video cho cac trng
dung tlr nhém Tin tudng. Cac ing dung tir nhdém Gidi han muc Thap, Gidi han muc Cao va Khéng tin
tudng khdng dugc phép nhan luéng am thanh va luéng video tir thiét bi. Ban c6 thé cho phép cac ing
dung_nhan luéng_dm thanh va video theo cach thu céng.

Cac tinh nang dac biét cda bao vé luéng am thanh

Bdo vé lubng am thanh cé nhirng dac diém dac biét sau:

Thanh phan Phong ch6ng xam nhap may chi phai dugc bat dé chirc nang nay cé thé hoat dong.

Néu irng dung bat dau nhan dong am thanh trudc khi thanh phan Phong chéng xam nhap may chu
dugc bat dau, Kaspersky Endpoint Security sé cho phép (rng dung nhan dong am thanh dé va khéng
hién thj bat ky théng bao nao.

NE&u ban da di chuyén ng dung vao nhom Khéng tin tudng hodc nhom Gidi han mirc Cao sau khi
Ung dung bat dau nhan luéng am thanh, Kaspersky Endpoint Security sé cho phép &rng dung nhan
lubng am thanh d6 va khéng hién thj bat ky thong bao nao.

Sau khi thiét [ap quyén truy cap clia irng dung dén cac thiét bi ghi am da dugc thay déi (vi du: néu
ung.dung_da bichdan nhan luéng_édm thanh) thi ban phai khé&i chay lai 'ng dung nay néu mudn rng
dung ngirng nhan luéng am thanh.

Viéc ki€ém soat truy cap dén dong truyén phat am thanh tir thiét bi ghi &m khéng tuy thudc vao cau
hinh truy cap webcam ctia ing dung.

Kaspersky Endpoint Security chi bdo vé quyén truy cap dén cac microphone tich hgp va lap ngoai. Cac
thiét bj truyén phat am thanh khac khéng dugc ho trg.

Kaspersky Endpoint Security khong ddm bao tinh nang bao vé dong &m thanh tir cac thiét bi nhu may
anh DSLR, mdy quay luu ddng, va may quay hanh dong.

Khi ban chay (rng dung ghi lai hoac phat lai @m thanh hay video lan dau tién ké tir khi cai dat
Kaspersky Endpoint Security, chirc ndng ghi lai hoac phat lai &m thanh va video c6 thé bi ngat quang.
Diéu nay la can thiét dé bat chirc nang kiém soat quyén truy cap dén cac thiét bi ghi &m cdia cac ing
dung. Dich vu hé théng kiém soat phan cirng am thanh sé dugc khdi dong lai khi Kaspersky Endpoint
Security dugc chay lan dau tién.

Cac tinh nang dac biét cda chirc nang bao vé truy cap webcam clia (rng dung

Chirc ndng bdo vé truy cap webcam co6 cac can nhac va han ché dac biét sau day:

Ung dung sé& ki€ém soét cac video va hinh anh tinh cé dugc tir qua trinh x&r ly dir liéu webcam.

e Ung dung kiém soat dong am thanh néu né |& mét phan cdia dong truyén phat video dugc nhan tur

webcam.
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e Ung dung sé& chi kiém soat cdc webcam dugc két néi qua céng USB hodc IEEE1394 dugc hién thj trong
dudi dang Thiét bi Hinh anh trong Windows Device Manager.

e Kaspersky Endpoint Security hd trg cac webcam sau:
e Logitech HD Webcam C270
e Logitech HD Webcam C310
e Logitech Webcam C210
e Logitech Webcam Pro 9000
e Logitech HD Webcam €525
e Microsoft LifeCam VX-1000
e Microsoft LifeCam VX-2000
e Microsoft LifeCam VX-3000
e Microsoft LifeCam VX-800
e Microsoft LifeCam Cinema.

Kaspersky khong ddm béo viéc ho trg cho cac webcam khéng dugc quy dinh trong danh sach nay.

Cong cu khac phuc

Céng cu khac phuc cho phép Kaspersky Endpoint Security cé thé hoan tac cac hanh déng da dugc thuc
hién b&i phan mém déc hai trong hé diéu hanh.

Khi khoi phuc lai cac hoat dong clia phan mém déc hai trong hé diéu hanh, Kaspersky Endpoint Security
sé xtr ly cac loai hoat ddng déc hai sau day:

e Hoat dong trén tap tin
Kaspersky Endpoint Security thuc hién cac hanh déng sau:

e Xba cac tap tin thuc thi da dugc tao bdi phan mém doc hai (trén tat ca cac 6 dia ngoai trir 6 dia
mang).

e X0a cac tap tin thuc thi dugc tao bdi cac chuong trinh bi xam nhap bdi phan mém déc hai.
e Khéi phuc cac tap tin da bi sira d6i hodc x6a bdi phan mém doc hai.

e Hoat dong registry
Kaspersky Endpoint Security thuc hién cac hanh dong sau:

e Xba cac khéa registry dugc tao bdi phan mém doc hai.

e Khéng khoi phuc cac khoa registry da bi stra d6i hodc x6a bdi phan mém doc hai.
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¢ Hoat dong hé théng
Kaspersky Endpoint Security thuc hién cac hanh ddng sau:

e Cham dut cac tién trinh da dugc khai dong bdi mét phan mém doéc hai.
e Cham dut cac tién trinh bi xam nhap béi mét ing dung ddc hai.
e Khong khoi phuc cac tién trinh da bj dirng bdi mét phan mém déc hai.

e Hoat dong mang

Kaspersky Endpoint Security thuc hién cac hanh déng sau:
e Chan hoat déng mang clia phan mém doc hai.
e Chan hoat ddng mang cla cac tién trinh da bi phan mém ddc hai xam nhap.

Viéc hoan tac cac hanh déng ctia phan mém déc hai c6 thé dugc bat dau badi thanh phan Bao vé mai de

Viéc khdi phuc lai hoat dong clia phan mém doc hai anh hudng dén mot nhém dit liéu rat cu thé. Viéc
khoéi phuc lai khdng c6 anh hudng xau nao dén hé diéu hanh hay tinh toan ven cda di liéu may tinh.

Cach bat hodc tat thanh phan Céng_cu khac phuc trong Bang diéu khién quan tri (MMC)®

1. M@ Bang diéu khién quan tri Kaspersky Security Center.

2. Trong cay bang diéu khién, hdy chon Policies.

3. Chon chinh sach can thiét va nhan dap dé mad cac thudc tinh chinh sach.

4. Trong ctra sé chinh sach, hdy chon Bao vé méi de doa nang cao - Cdng cu khac phuc.
5. S&r dung hop kiém €éng cu khac phuc dé bat hoac tat thanh phan.

6. Luu cac thay déi cda ban.

Cach bat hodc tat thanh phan Céng cu khac phuc trong Bangg diéu khién web va Bang diéu khién dam
may®
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1. Trong cra s6 chinh ctia Bang diéu khién web, hdy chon Assets (Devices) - Policies & profiles.

2. Nhan vao tén cda chinh sach Kaspersky Endpoint Security.
Clra s6 thudc tinh chinh sach sé duoc md ra.

3. Chon thé Application settings.
4. Vao Advanced Threat Protection —. Remediation Engine.
5. SIr dung nut bat/tat Céng cu khac phuc dé bat hoac tat thanh phan nay.

6. Luu cac thay déi cda ban.

Cach bat hodc tat thanh phan Céng_cu khac phuc trong giao dién (rng dung

1. Trong cra s6 chinh cta ing dung, hdy nhan nat g.

2. Trong clra s6 thiét 1ap &'ng dung, hdy chon Bao vé méi de doa nang cao - Céng cu khac phuc.
3. SIr dung nut bat/tat Céng cu khac phuc dé bat hoac tat thanh phan nay.

4. Luu cac thay d6i ctia ban.

Két qua la néu Cong cu khac phuc dugc bat, Kaspersky Endpoint Security sé khéi phuc cac hanh dong
dugc thuc hién béi cac ing dung doc hai trong hé diéu hanh.

Kaspersky Security Network

Pé& bado vé may tinh cia ban mot cach hiéu qua hon, Kaspersky Endpoint Security sé st&r dung dit liéu
dugc nhan tlr ngudi dung trén khap thé gidi. Kaspersky Security Network dugc thiét ké dé |ay dir liéu
nay.

Chtrc ndng KSN c6 thé khéng kha dung trong (rng dung & Hoa Ky.

Kaspersky Security Network (KSN)1a mot ha tang dich vu ddm may cung cap truy cap dén Co sé Tri thirc
truc tuyén cla Kaspersky, cé chira théng tin vé danh ti€éng tap tin, tai nguyén web va phan mém. Viéc sir
dung dir liéu tir Kaspersky Security Network dam bao thai gian phan rng nhanh hon cho Kaspersky
Endpoint Security khi gap phai cdc méi de doa mdi, cai thién hiéu nang cia moét sé thanh phan bao vé, va
lam giam nguy co phat hién sai. Néu ban dang tham gia vao Kaspersky Security Network, cac dich vu
KSN sé cung cap cho Kaspersky Endpoint Security thong tin vé danh muc va danh tiéng clia cac tap tin
dugc quét, cling nhu théng tin vé danh tiéng cla cac dia chi trang web dugc quét.

Viéc sir dung Kaspersky Security Network 1 hoan toan tu nguyén. Ung dung s& nhc ban st dung
KSN trong qua trinh cdu hinh ban dau &rng dung. Ngudi dung cé thé bat dau hodc ngirng tham gia
KSN tai bat clr thoi diém nao.
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Dé biét thém chi tiét vé viéc guri so liéu théng ké dugc tao trong qua trinh tham gia KSN dén Kaspersky,
va vé viéc luu trir cling nhu tiéu hly cac théng tin d6, hdy tham khao Tuyén bo Kaspersky Security
Network va website Kaspersky=. Tap tin ksn_<language ID>.txt c6 van ban cta Tuyén bd Kaspersky
Security Network cling dugc bao gom trong géi phan phéi &rng dung.

Co s& ha tang co s& dit liéu danh tiéng clia Kaspersky

Kaspersky Endpoint Security hd trg cac gidi phap co s& ha tang sau dé 1am viéc véi ca s& dit liéu danh
ti€ng clia Kaspersky:

Kaspersky Security Network (KSN)|a giai phap dugc hau hét cac ing dung Kaspersky sir dung. Nguoi
tham gia vao KSN sé nhan thong tin tir Kaspersky va gui cho Kaspersky théng tin vé cac d6i tugng
dugc xda trén may tinh cia ngudi dung. Bay la nhirng doi tugng sé dugc cac chuyén gia phan tich
cla Kaspersky phan tich thém va sé dugc dua vao co sé dir liéu danh tiéng va thong ké.

Kaspersky Private Security Network (KPSN)la mét gidi phap cho phép ngudi dung may tinh luu trir
Kaspersky Endpoint Security hodc cac ing dung khac cia Kaspersky dé c6 quyén truy cap cg s& dir
liu danh tiéng cla Kaspersky va truy cap cac dir liéu théng ké khac ma khéng can guri dir liéu cho
Kaspersky tir may tinh clia riéng ho. KPSN dugc thiét ké danh cho khach hang doanh nghiép, la
nhitng khach hang khéng thé tham gia vao Kaspersky Security Network vi bat ky ly do nao dudi day:

e Cac may tram cuc bé khong dugc két ndi vao mang Internet.

e Viéc truyén tdi bat ky dir liéu nao bén ngoai quoc gia hoac bén ngoai mang LAN cua doanh nghiép
déu bi cam theo luat phap hoac bi han ché bdi cac chinh sach bao méat ciia doanh nghiép.

Theo mac dinh, Kaspersky Security Center st&r dung KSN. Ban cé thé cdu hinh st&r dung KPSN trong
Bang diéu khién quan tri (MMC), trong Bang diéu khién web Kaspersky Security Center va trong
dong_lénh. Khéng thé ciu hinh viéc sir dung KPSN trong Bang diéu khién ddm may Kaspersky
Security Center.

Dé biét thém chi ti€t vé KPSN, vui Iong tham khao tai liéu vé Kaspersky Private Security Network.

Bat va tat sir dung Kaspersky Security Network

PEé bat hodc tat st dung Kaspersky Security Network:

1

2.

. Trong clra s6 chinh clia ('ng_ dung, hdy nhan nat g.

Trong clra sé thiét 1ap ing dung, hay chon Bao vé mai de doa nang cao - Kaspersky Security
Network.

. S&r dung nut bat/tat Kaspersky Security Network dé bat hoac tat thanh phan nay.

Né&u ban da cho phép sir dung KSN, Kaspersky Endpoint Security s& hién thi Tuyén b Kaspersky
Security Network. Vui long doc va chdp nhan cac diéu khoan st&r dung ctia Tuyén bd Kaspersky
Security Network (KSN) néu ban déng y véi chiing.

Theo mac dinh, Kaspersky Endpoint Security str dung ché dé KSN md rong. Ché dé KSN md réng la
ché d6 trong d6 Kaspersky Endpoint Security sé glri dir liéu b6 sung dén Kaspersky.

NEéu can, hay tat Bat ché do KSN mé rong.
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5. Luu cac thay déi cda ban.

K&t qua la néu bat sir dung KSN, Kaspersky Endpoint Security sé sir dung théng tin vé danh tiéng clia
cac tap tin, tai nguyén web va irng dung nhan dugc tir Kaspersky Security Network.

Han ché clia Kaspersky Private Security Network

Kaspersky Private Security Network (KPSN)|a mét gidi phap cho phép ngudi dung may tinh luu trir
Kaspersky Endpoint Security hodc cac ing dung khac clia Kaspersky dé c6 quyén truy cap co s& dir liéu
danh tiéng clia Kaspersky va truy cap cac dir liéu thdong ké khac ma khong can guri dir liéu cho Kaspersky
tlr may tinh cla riéng ho. Kaspersky Private Security Network cho phép ban st dung co s& dit liéu danh
tiéng cuc bd cda riéng minh dé kiém tra danh tiéng cda cac déi tuong (tap tin hodc dia chi web). Danh
ti€éng clia mot déi tugng dugc thém vao co sé dit liéu danh tiéng cuc bé cé6 mirc vu tién cao hon déi
tugng dugc thém vao KSN/KPSN. Vi du: hdy hinh dung Kaspersky Endpoint Security dang quét may tinh
va yéu cau danh tiéng cla tap tin trong KSN/KPSN. Néu tap tin cé danh tiéng Khéng tin tudng trong co
s& dir liéu danh tiéng cuc bd nhung c6 danh tiéng Tin tudng trong KSN/KPSN thi Kaspersky Endpoint
Security s& phat hién tap tin la Khéng tin tudng va sé thuc hién hanh dong dugc dinh san cho cac mai de
doa dugc phat hién.

Tuy nhién, trong mot s6 trudng hap, Kaspersky Endpoint Security cé thé khéng yéu cau danh tiéng cla
mot déi tugng trong KSN/KPSN. Trong trudng hgp nay, Kaspersky Endpoint Security sé khong nhan
dugc dir liéu tir co s& dir liéu danh tiéng cuc bé clia KPSN. Kaspersky Endpoint Security c6 thé khéng yéu
cau danh tiéng ctia mét doi twgng trong KSN/KPSN vi nhitng ly do sau:

e Cac irng dung Kaspersky dang str dung co s& di liéu danh tiéng ngoai tuyén. Co s& dir liéu danh tiéng
ngoai tuyén dugc thiét ké dé t6i uu hoa tai nguyén trong qua trinh van hanh cac &'ng dung Kaspersky
va dé bao vé cac d6i tugng cuc ky quan trong trén may tinh. Co s& dit liéu danh tiéng ngoai tuyén
duogc tao bdi cac chuyén gia Kaspersky dua trén dir liéu tir Kaspersky Security Network. Cac irng dung
Kaspersky cap nhat co sé dir liéu danh tiéng ngoai tuyén bang co s& dir liéu diét virus clia rng dung
cu thé. Néu co s& dit liéu danh tiéng ngoai tuyén chira thong tin vé mot doi tugng dang dugc quét,
(ng dung sé khéng yéu cau danh tiéng clia déi tugng nay tir KSN/KPSN.

e Loai trir quét (vung_tin tudng) dugc cau hinh trong thiét 1ap irng dung. Néu ding nhu vay, i'ng dung
khdng xem xét danh tiéng cla d6i tugng trong co s& di liéu danh tiéng cuc bé.

e Ung dung sl dung cac cdng nghé t6i wu hda quét, chdng han nhu iSwift hodc iChecker hodc dang Iuu
vao bd nhd dém cac yéu cau danh tiéng trong KSN / KPSN. Néu ding nhu vay, ing dung c6 thé
khong yéu cau danh tiéng cla cac déi tugng da quét trudce do.

e DE t6i vu hda khai lugng cong viéc, ing dung sé& quét cac tap tin cé6 dinh dang va dung lugng nhat
dinh. Danh sach cac dinh dang va gidi han dung lugng lién quan dugc xac dinh bdi cac chuyén gia cla
Kaspersky. Danh sach nay dugc cap nhat bang co s& dir liéu diét virus clia ¢rng dung. Ban cling cé thé
cau hinh thiét 1ap toi vu tac vu quét trong giao dién ng dung, vi du nhu cho thanh