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o JEATHNR A1 GHz B F1f) CPU. 64 (i E R4, CPU mARAI% 14 GHz.
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o W HMEAE7EH]: 10 GB.
SCRELL T #84E R 5
e Debian GNU/Linux 9.x (Stretch) 32 17 /64 {ii
¢ Debian GNU/Linux 10.x (Buster) 32 {i7. /64 {i.
e Debian GNU/Linux 11.x (Bullseye) 32 13 /64 /i
e Ubuntu Server 18.04 LTS (Bionic Beaver) 64 fii.
e Ubuntu Server 20.04 LTS (Focal Fossa) 64 {7
* Ubuntu Server 22.04 LTS (Jammy Jellyfish) 64 fir
e CentOS 7x 64 fif
* Red Hat Enterprise Linux Server 7x 64 fii
* Red Hat Enterprise Linux Server 8.x 64 fi;
* Red Hat Enterprise Linux Server 9.x 64 {1
» SUSE Linux Enterprise Server 12 (T Ik 55 £1) 64 fif
* SUSE Linux Enterprise Server 15 (AT 5l 55 1) 64 17
e Astra Linux Special Edition 1.6 (43 P AR B A R s A5 0D 64 £

e Astra Linux Special Edition 1.7.2 (0,45 5f P AT A i X o fsi | B0 64 47

¢ Astra Linux Common Edition 212 64 41,
* Alt Server 92 64 fii

* Alt Server 10 64 {1

o Alt 8 SP Server (LKNV11100-01) 64 1
e Alt 8 SP Server (LKNVI1100-02) 64 fif
* Alt 8 SP Server (LKNVI1100-03) 64 i
e Oracle Linux 7 64 {i;

e Oracle Linux 8 64 £

17


https://support.kaspersky.com/KES4Linux/11.2.0/en-US/197930.htm

e Oracle Linux 9 64 fi
e RED OS 7.3 Server 64 fif.
e RED OS 7.3 Certified Edition 64 fif
KFFLLT 6
e VVMware vSphere 6.7
e VVMware vSphere 70
* VMware Workstation 16 Pro
e Microsoft Hyper-V Server 2012 64 fi.
e Microsoft Hyper-V Server 2012 R2 64 fif
* Microsoft Hyper-V Server 2016 64 1/
* Microsoft Hyper-V Server 2019 64 fi;
e Microsoft Hyper-V Server 2022 64 fii
* Citrix XenServer 71LTSR
e Citrix XenServer 8.x
* Parallels Desktop 17
o DU NEE T Kaspersky Security Center Linux BEFL A R 48 S F-2E T W AZ I BEFUAL:
e Alt 8 SP Server (LKNVIT100-01) 64 fif
e Alt Server 10 64 fif

e Astra Linux Special Edition 1.7.2 Ct#5 35} B AE A AR A v Mg i) 64 fif

¢ Debian GNU/Linux 1.x (Bullseye) 32 1 /64 fii
e Ubuntu Server 20.04 LTS (Focal Fossa) 64 {i.
e RED OS 7.3 Server 64 fif
e RED OS 7.3 Certified Edition 64 fii
SCRFCL Nl B S5 4 (AT DL 38 AE Hofh e 4 B -

e MySQL 5.7 Community 32 iz /64 {i.

e MySQL 80 32 fii /64 fii

e MariaDB 101 (P #Bhk A< 101.30 M B mifiliAs) 32 4i7./64 i

e MariaDB 10.3 (A #FAA 10.3.22 K A 32 £i7/64 fif
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e MariaDB 10.4 (N #Ff A 10.4.26 M HEfRA) 32 i1 /64 if

e MariaDB 105 (#BAR A 10517 K A ) 32 {7 /64 4ir

o 44 InnoDB {71 51 2 1¥) MariaDB Server 10.3 32 1. /64 {1

o 3 InnoDB 171t 5| # (1) MariaDB Galera Cluster 10.3 32 i /64 fii
* PostgreSQL 13.x 64 fif

* PostgreSQL 14.x 64 {1

» Postgres Pro 13.x 64 fii

 Postgres Pro 14.x 64 fif
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T HEAERGZ — (LR 64 fpiAD -
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e Ubuntu Server 18.04 LTS (Bionic Beaver)
e Ubuntu Server 2004 LTS (Focal Fossa)
e Ubuntu Server 2204 LTS (Jammy Jellyfish)
e CentOS 7x
* Red Hat Enterprise Linux Server 7.x
e Red Hat Enterprise Linux Server 8.x
* Red Hat Enterprise Linux Server 9.x
e SUSE Linux Enterprise Server 12 (FTH i 55 t2)
» SUSE Linux Enterprise Server 15 (FT 5 i %5 1)
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e Astra Linux Special Edition 1.6 (4 3f P 50 {4 P 55 R 53 | A5 X0

e Astra Linux Special Edition 1.7.2 (0,4 35} PH IR IR AR 5 e A5 i 5 20O

* Astra Linux Common Edition 212

o Alt Server 9.2

* Alt Server 10

e Alt 8 SP Server (LKNVI1100-07)

e Alt 8 SP Server (LKNVI1100-02)

e Alt 8 SP Server (LKNV11100-03)

* Oracle Linux 7

* Oracle Linux 8

* Oracle Linux 9

* RED OS 7.3 Server

e RED OS 7.3 Certified Edition

DL HEFE H T Kaspersky Security Center Linux i #U40 F#1E 22 G0 3 FR3E T N AZ I B FULAL:
e Alt 8 SP Server (LKNVI1100-01) 64 £
* Alt Server 10 64 fif

* Astra Linux Special Edition 172 CEL45 B} P A AR S = A i 52200 64 7

e Debian GNU/Linux T1.x (Bullseye) 32 1i. /64 {if
* Ubuntu Server 20.04 LTS (Focal Fossa) 64 {if
e RED OS 7.3 Server 64 fii

e RED OS 7.3 Certified Edition 64 fii

%P
X% P ¥ %, Kaspersky Security Center Web Console /5 FAY 75—l
VA% B AR AN A 75 SR FN Kaspersky Security Center Web Console Fif i FH (193 U 25 1) 75 5K A& A AT 1)
iR

* Moxzilla Firefox §" & S Ff A 91.8.0 B il As (9180 T~ 2022 4 4 J3 5 H K Ai)

e Google Chrome 100.0.4896.88 5 F i A ( IE A

* Microsoft Edge 100 B\ 5 = i A<
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e Safari15 on macOS

P AR

B/ MEPE A

o EITHIE N1 GHz B EIK) CPU. 64 f#fE R4, CPU (R4 14 GHz.
* RAM: 512MB.

o AL IE: 1GB.

JET Linux BT84 PR SER: 14% Perl V2 R B8 510 SRS e A

SCFRFLL T #RAE R 4L

Microsoft Windows Embedded POSReady 2009 with latest Service Pack 32 fi%
e Microsoft Windows Embedded POSReady 7 32 11 /64 fii

» Microsoft Windows Embedded 7 Standard with Service Pack 132 {i7. /64 fif
e Microsoft Windows Embedded 8 #5#f:fi 32 i /64 fif

* Microsoft Windows Embedded 81 Mk £k fik 32 32 /64 ir.

e Microsoft Windows Embedded 81 TV Vil 32 437 /64 fir

e Microsoft Windows Embedded 81 TV 5 #i i 32 £i7 /64 fir

* Microsoft Windows 10 Enterprise 2015 LTSB 32 fi7. /64 £

e Microsoft Windows 10 Enterprise 2016 LTSB 32 {17 /64 £

* Microsoft Windows 10 loT Enterprise 2015 LTSB 32 fii. /64 fif

* Microsoft Windows 10 loT Enterprise 2016 LTSB 32 fif. /64 fif

* Microsoft Windows 10 Enterprise 2019 LTSC 32 {i7. /64 fif

e Microsoft Windows 10 loT Enterprise version 1703 32 {i.. /64 fif

* Microsoft Windows 10 loT Enterprise version 1709 32 {i7. /64 {i.

* Microsoft Windows 10 loT Enterprise version 1803 32 1. /64 11

* Microsoft Windows 10 loT Enterprise version 1809 32 {7 /64 fi1

e Microsoft Windows 10 20H2 IoT Enterprise 32 {i /64 fif

* Microsoft Windows 10 21H2 loT Enterprise 32 117 /64 fif

» Microsoft Windows 10 loT Enterprise 32 17 /64 fif

* Microsoft Windows 10 IoT Enterprise version 1909 32 17 /64 £
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Microsoft Windows 10 loT Enterprise LTSC 202132 13 /64 11

Microsoft Windows 10 IoT Enterprise version 1607 32 {if /64 {if

Microsoft Windows 10 Home RS3 (Fall Creators Update, v1709) 32 fi7. /64 fif
Microsoft Windows 10 Pro RS3 (Fall Creators Update, v1709) 32 {7 /64 fif
Microsoft Windows 10 Pro for Workstations RS3 (Fall Creators Update, v1709) 32 {37 /64 {i.
Microsoft Windows 10 Enterprise RS3 (Fall Creators Update, v1709) 32 {ii. /64 {if
Microsoft Windows 10 Education RS3 (Fall Creators Update, v1709) 32 {i7. /64 fi.
Microsoft Windows 10 Home RS4 (April 2018 Update, 17134) 32 fii /64 {1
Microsoft Windows 10 Pro RS4 (April 2018 Update, 17134) 32 {3 /64 11

Microsoft Windows 10 Pro for Workstations RS4 (April 2018 Update, 17134) 32 i /64 i
Microsoft Windows 10 Enterprise RS4 (April 2018 Update, 17134) 32 ii /64 fif
Microsoft Windows 10 Education RS4 (April 2018 Update, 17134) 32 fii /64 {1
Microsoft Windows 10 Home RS5 (2018 410 A ) 32 {i7 /64 fiL

Microsoft Windows 10 Pro RS5 (2018 410 H) 32 £ /64 £

Microsoft Windows 10 Pro for Workstations RS5 (2018 410 H) 32 {7 /64 fif
Microsoft Windows 10 Enterprise RS5 (2018 410 H) 32 i1 /64 {if

Microsoft Windows 10 Education RS5 (2018 10 H ) 32 1 /64 fii

Microsoft Windows 10 Home 19H132 17 /64 fif

Microsoft Windows 10 Pro 19H132 {7 /64 fif

Microsoft Windows 10 Pro for Workstations 19H1 32 137 /64 fif

Microsoft Windows 10 Enterprise 19H132 £ /64 fii

Microsoft Windows 10 Education 19H132 {37 /64 {i.

Microsoft Windows 10 Home 19H2 32 37 /64 fif

Microsoft Windows 10 Pro 19H2 32 17 /64 £

Microsoft Windows 10 Pro for Workstations 19H2 32 {i. /64 fif

Microsoft Windows 10 Enterprise 19H2 32 117 /64 fif.

Microsoft Windows 10 Education 19H2 32 1ii /64 fif

Microsoft Windows 10 Home 20H1 (2020 4 5 A ¥ #7) 32 {i1/64 {if
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Microsoft Windows 10 Pro 20H1 (2020 45 A ¥ #) 32 i1 /64 £
Microsoft Windows 10 Enterprise 20H1 (2020 45 A & #) 32 {1 /64 1L
Microsoft Windows 10 Education 20H1 (2020 4 5 A 5 3#) 32 i1 /64 fif
Microsoft Windows 10 Home 20H2 (2020 510 H & #1) 32 13 /64 fiL
Microsoft Windows 10 Pro 20H2 (2020 410 H ¥ #1) 32 /i1 /64 fiL
Microsoft Windows 10 Enterprise 20H2 (2020 410 H ¥ #) 32 1 /64 fif
Microsoft Windows 10 Education 20H2 (2020 4F 10 H 5§ 32 {7 /64 i1
Microsoft Windows 10 Home 21H1 (202145 H 8 #) 32 fi1 /64 fir
Microsoft Windows 10 Pro 21H1 (202145 A ##1) 32 i1 /64 fif
Microsoft Windows 10 Enterprise 21H1 (20214 5 H &8 #) 32 £ /64 fif
Microsoft Windows 10 Education 21H1 (202145 A #E#) 32 i1 /64 1L
Microsoft Windows 10 Home 21H2 (2021410 A ¥ #1) 32 17 /64 i
Microsoft Windows 10 Pro 21H2 (2021410 H 5 #) 32 4 /64 fif
Microsoft Windows 10 Enterprise 21H2 (20214E 10 H 5 3#) 32 11 /64 1L
Microsoft Windows 10 Education 21H2 (2021410 H ¥ #i) 32 1 /64 fif
Microsoft Windows 11 Home 64 {1

Microsoft Windows 11 Pro 64 fi

Microsoft Windows 11 Enterprise 64 fi.

Microsoft Windows 11 Education 64 fif

Microsoft Windows 11 22H2

Microsoft Windows 81 &l 32 3. /64 fir

Microsoft Windows 81 {32 137 /64 £

Microsoft Windows 8 %Ikt 32 137 /64 £

Microsoft Windows 8 1i ki 32 1i7./64 1

Microsoft Windows 7 % IJfit Service Pack 1 F1 5 @ik As 32 437 /64 fir

Microsoft Windows 7 1MV ki /M kR Service Pack 1 F1 B kit A 32 i /64 i

Microsoft Windows 7 Home Basic/Premium Service Pack 1 } 5 & i A 32 137 /64 151

Microsoft Windows XP Professional with Service Pack 3 % ¥ mi ik A~ 32 £7
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Microsoft Windows XP Professional for Embedded Systems Service Pack 3 32 {iz
Windows Small Business Server 2011 Essentials 64 fif

Windows Small Business Server 2011 Premium Add-on 64 {;

Windows Small Business Server 2011 Standard 64 fi%

Windows MultiPoint Server 2011 Standard/Premium 64 {i.

Windows MultiPoint Server 2012 Standard/Premium 64 ;.

Windows Server 2008 %:7ilifix Service Pack 2 32 fi7. /64 fif

Windows Server 2008 Service Pack 2 (Fif3 filiA) 32 fi2/64 fif
Windows Server 2008 R2 Datacenter Service Pack 1 J2 B =i it As 64 fif
Windows Server 2008 R2 Enterprise Service Pack 1 & 5 S i A 64 fif
Windows Server 2008 R2 Foundation Service Pack 1 J2 ¥ =il A 64 11
Windows Server 2008 R2 #0215 3\ Service Pack 1 ¢ 5 =it 4s 64 fir
Windows Server 2008 R2 Standard Service Pack 1 5 5 &1 fii A 64 fif
Windows Server 2008 R2 Service Pack 1 (FTfiRA) 64 fi

Windows Server 2012 Server Core 64 fif

Windows Server 2012 Datacenter 64 fi1

Windows Server 2012 Essentials 64 {if

Windows Server 2012 Foundation 64 1/

Windows Server 2012 Standard 64 fif

Windows Server 2012 R2 Server Core 64 fir

Windows Server 2012 R2 Datacenter 64 {if

Windows Server 2012 R2 Essentials 64 fif

Windows Server 2012 R2 Foundation 64 i

Windows Server 2012 R2 Standard 64 £i;

Windows Server 2016 Datacenter (LTSB) 64 1if

Windows Server 2016 Standard (LTSB) 64 11

Windows Server 2016 Server Core (% #£1% 1) (LTSB) 64 {1

Windows Server 2019 Standard 64 {if
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Windows Server 2019 Datacenter 64 i/

Windows Server 2019 Core 64 fif

Windows Server 2022 Standard 64 £

Windows Server 2022 Datacenter 64 {if

Windows Server 2022 Core 64 {r.

Windows Storage Server 2012 64 fi;

Windows Storage Server 2012 R2 64 fii

Windows Storage Server 2016 64 {1

Windows Storage Server 2019 64 {1

Debian GNU/Linux 9.x (Stretch) 32 fii /64 fif

Debian GNU/Linux 10.x (Buster) 32 {i7. /64 {i.

Debian GNU/Linux 1.x (Bullseye) 32 137 /64 {i.

Ubuntu Server 18.04 LTS (Bionic Beaver) 32 {if. /64 fif.
Ubuntu Server 20.04 LTS (Focal Fossa) 32 fii /64 fii
Ubuntu Server 20.04.04 LTS (Focal Fossa) ARM 64 ;.
Ubuntu Server 22.04 LTS (Jammy Jellyfish) 64 fiz
Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32 i /64 11
Ubuntu Desktop 20.04 LTS (Focal Fossa) 32 i /64 {i.
CentOS 7x 64 i

CentOS 7.x ARM 64 fi1

Red Hat Enterprise Linux Server 6.x 32 fii /64 fii

Red Hat Enterprise Linux Server 7.x 64 fii

Red Hat Enterprise Linux Server 8.x 64 fif

Red Hat Enterprise Linux Server 9.x 64 fif

SUSE Linux Enterprise Server 12 (FTH Ik 55 ) 64 fiL
SUSE Linux Enterprise Server 15 (FTH ik 45 2) 64 i1
SUSE Linux Enterprise Desktop 15 (FlT 5 Ak 45 1) 64 fif

SUSE Linux Enterprise Desktop 15 (Service Pack 3) ARM 64 fi1
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openSUSE 15 64 fif

EulerOS 2.0 SP8 ARM

Pardus OS 19164 fif

Astra Linux Special Edition 1.6 CELIE & P PR AR 520D 64 fir
Astra Linux Special Edition 1.7.2 CELE & B IR B URR I 50 64 47
Astra Linux Common Edition 212 64 {if

Astra Linux Special Edition 4.7 ARM

Alt Server 92 64 fif

Alt Server 10 64 1.

Alt Workstation 9.2 32 i1 /64 fii.

Alt Workstation 10 32 fi7. /64 fif

Alt 8 SP Server (LKNVI1100-01) 64 17

Alt 8 SP Server (LKNVI1100-02) 64 £

Alt 8 SP Server (LKNV11100-03) 64 £

Alt 8 SP Workstation (LKNV11100-01) 32 117, /64 {if
Alt 8 SP Workstation (LKNVA1100-02) 32 fi7. /64 fi1
Alt 8 SP Workstation (LKNV11100-03) 32 17 /64 {ii.
Mageia 4 32 fir

Oracle Linux 7 64 fif

Oracle Linux 8 64 fir

Oracle Linux 9 64 iz

Linux Mint 19.x 32 £if

Linux Mint 20.x 64 i1

AlterOS 75 J B =R A 64 £

GosLinux IC6 64 £

RED OS 7.3 64 i

RED OS 7.3 Server 64 fif

RED OS 7.3 Certified Edition 64 {if
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e ROSA COBALT 79 64 £
¢ ROSA CHROME 12 64 41
* Lotos (Linux %04 41950, DE: MATE) 64 fir
FFLLT 6
e VVMware vSphere 6.7
e VVMware vSphere 70
* VMware Workstation 16 Pro
* Microsoft Hyper-V Server 2012 64 fi.
* Microsoft Hyper-V Server 2012 R2 64 fii
* Microsoft Hyper-V Server 2016 64 1/
* Microsoft Hyper-V Server 2019 64 £/
* Microsoft Hyper-V Server 2022 64 fii
* Citrix XenServer 71LTSR
¢ Citrix XenServer 8.x
o DINHEFEFH T Kaspersky Security Center Linux i f4 IH5 A/ 5 48 SCRERE T~ N AZ IR R AUL -
e Alt 8 SP Server (LKNVI1100-01) 64 41
e Alt Server 10 64 {1
e Astra Linux Special Edition 172 CEL¥E S A AR GR HIE D 64 4
e Debian GNU/Linux 1.x (Bullseye) 32 {i. /64 11
¢ Ubuntu Server 20.04 LTS (Focal Fossa) 64 fif
e RED OS 7.3 64 fiL
e RED OS 7.3 Server 64 fif

e RED OS 7.3 Certified Edition 64 {if

ASCFFEIE RGN T &

BHR S A
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Debian GNU/Linux 7x (f = 7.8) 32 4 /64 fi.

Debian GNU/Linux 8.x (Jessie) 32 fii /64 fif

Ubuntu Server 14.04 LTS (Trusty Tahr) 32 47 /64 {ii
Ubuntu Server 16.04 LTS (Xenial Xerus) 32 {37, /64 {ii.
Ubuntu Server 18.04 LTS (Bionic Beaver) 32 fi.
Ubuntu Server 20.04.04 LTS (Focal Fossa) ARM 64 ;.
Ubuntu Server 2004 LTS (Focal Fossa) 32 17

Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32 i /64 £
Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32 137 /64 11
Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32 {i. /64 fif
Ubuntu Desktop 20.04 LTS (Focal Fossa) 32 {17 /64 {i
CentOS 6.x (£ 6.6) 64 fif

CentOS 7x ARM 64 {if.

CentOS 8.x 64 fif

Red Hat Enterprise Linux Server 6.x 32 fii /64 fif
SUSE Linux Enterprise Desktop 12 (A iR %5 12) 64 fir
SUSE Linux Enterprise Desktop 15 (FT A i 55 ) 64 fiL
SUSE Linux Enterprise Desktop 15 (Service Pack 3) ARM 64 {if.
openSUSE 15 64 fif

EulerOS 2.0 SP8 ARM

Pardus OS 19164 iz

Astra Linux Special Edition 1.5 64 i

Astra Linux Special Edition 4.7 ARM

Alt Workstation 9.2 32 fi7 /64 fii

Alt Workstation 10 32 fi7. /64 fir

Alt 8 SP Workstation (LKNVI1100-01) 32 {i7. /64 £

Alt 8 SP Workstation (LKNVI1100-02) 32 {i7. /64 {i.

Alt 8 SP Workstation (LKNV11100-03) 32 7 /64 fif
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* Mageia 4 32 fi

e Linux Mint 19.x 32 {7

e Linux Mint 20.x 64 fif.

* AlterOS 75 J¢ B mihii A 64 fi

* RED OS 7.3 64 fii

e GosLinux IC6 64 fif

* ROSA Enterprise Linux Server 7.3 64 {i1

* ROSA Enterprise Linux Desktop 7.3 64 fii.

* ROSA COBALT Workstation 7.3 64 fii

e ROSA COBALT Server 7.3 64 fif.

* ROSA COBALT 79 64 fir

¢ ROSA CHROME 12 64 £

e Lotos (Linux #%:0ohfiiAs 41950, DE: MATE) 64 fii
Bl e 55 4% -

* PostgreSQL 15 64 fif

* PostgreSQL Pangolin 64 {1

* Microsoft SQL Server 2005 Express 32 fir

e Microsoft SQL Server 2005 (AT hiRA) 32 {7 /64 fif

e Microsoft SQL Server 2008 Express 32 fif

* Microsoft SQL Server 2008 (FiHRA) 32 1 /64 fif

e Microsoft SQL Server 2008 R2 (A& A 64 fif

 Microsoft SQL Server 2008 R2 Service Pack 2 (FTHA) 64 1

e Microsoft SQL Server 2012 (FTH i As) 64 fi1

e MySQL 5.0 32 {i7/64 fiL.

e MySQL Enterprise 5.0 32 fi7. /64 i

* MySQL Standard Edition 5.5 32 fi7./64 {if

* MySQL Enterprise Edition 5.5 32 i, /64 fif.

e MySQL Standard Edition 5.6 32 fi7. /64 fii
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MySQL Enterprise Edition 5.6 32 17 /64 fif

MySQL Standard Edition 5.7 32 {3 /64 {if

MySQL Enterprise Edition 5.7 32 i /64 {if

MySQL 5.6 Community 32 i /64 fif

MariaDB Galera Cluster 10.4 32 i7./64 {ii
ASCRFLUR ML &
* VMware vSphere 41
e VVMware vSphere 5.0
e \VVMware vSphere 51
e VVMware vSphere 5.5
e VVMware vSphere 6
e VVMware vSphere 6.5
* VMware Workstation 9.x
e VVMware Workstation 10.x
* VMware Workstation 11.x
* VMware Workstation 12.x Pro
* VMware Workstation Pro 14
* VMware Workstation Pro 15
* Microsoft Hyper-V Server 2008 64 1/
* Microsoft Hyper-V Server 2008 R2 64 fii
* Microsoft Hyper-V Server 2008 R2 Service Pack 1 J 5 = i A< 64 {7
* Microsoft Virtual PC 2007 (6.0156.0) 32 137 /64 fif.
¢ Citrix XenServer 5.6
* Citrix XenServer 6.0
* Citrix XenServer 61
¢ Citrix XenServer 6.2
e Citrix XenServer 6.5

e Citrix XenServer 7

30



e Parallels Desktop 7

* Parallels Desktop 11

* Parallels Desktop 14

¢ Parallels Desktop 16

e Oracle VM VirtualBox 4.0.4-70112 ({{ R Windows K %% 3%)

e Oracle VM VirtualBox 5x ({¥ [} Windows >k %5 5% )

Kaspersky Security Center Web Console

Kaspersky Security Center Web Console Il 55 2%

Kaspersky Security Center Web Console Server 5 L N #/E RGEA I

Debian GNU/Linux 7x (g 7.8) 32 £i1/64 i

» Debian GNU/Linux 8.x (Jessie) 32 fii /64 fii

e Ubuntu Server 14.04 LTS (Trusty Tahr) 32 {37, /64 {ir
 Ubuntu Server 16.04 LTS (Xenial Xerus) 32 17 /64 fif

e Ubuntu Server 2004.04 LTS (Focal Fossa) ARM 64 fif
e Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32 £ /64 £

* Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32 13 /64 1f

¢ Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32 {ii. /64 {ir
 Ubuntu Desktop 20.04 LTS (Focal Fossa) 32 137 /64 {i.
e CentOS b.x (2 6.6) 64 fiL

e CentOS 7x ARM 64 fi.

e CentOS 8x 64 fif

* Red Hat Enterprise Linux Server é6.x 32 fif /64 fif

e SUSE Linux Enterprise Desktop 12 (145 Il %5 £1) 64 {ir
* SUSE Linux Enterprise Desktop 15 (FT 4l 45 1) 64 fir
* SUSE Linux Enterprise Desktop 15 (Service Pack 3) ARM 64 fif
e openSUSE 15 64 fif

* EulerOS 20 SP8 ARM
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* Pardus OS 19164 {i.

* Astra Linux Special Edition 1.5 64 fif

e Astra Linux Special Edition 1.7 (3453} P AR A5 A1 g B ) 64 f7
e Astra Linux Special Edition 4.7 ARM

e Alt Workstation 9.2 32 17 /64 {1

* Alt Workstation 10 32 {i7. /64 {if

e Alt 8 SP Workstation (LKNV11100-01) 32 iz, /64 fif
* Alt 8 SP Workstation (LKNV11100-02) 32 {i7. /64 £
e Alt 8 SP Workstation (LKNVI1100-03) 32 1. /64 {ii.
* Mageia 4 32 fif

e Linux Mint 19.x 32 i/

e Linux Mint 20.x 64 fif

* AlterOS 75 J¢ 3 i A 64 fir

* RED OS 7.3 64 fi

e GosLinux IC6 64 fif

* ROSA Enterprise Linux Server 7.3 64 {1

* ROSA Enterprise Linux Desktop 7.3 64 {ir

e ROSA COBALT Workstation 7.3 64 fi;

e ROSA COBALT Server 7.3 64 1if.

¢ ROSA COBALT 79 64 fir.

e ROSA CHROME 12 64 £

e Lotos (Linux #0MitAs 41950, DE: MATE) 64 fi

o 22 AR
AR LU T 1 R Gt
e Microsoft Windows Embedded 8 MV &Mk kix 32 £ /64 i
e Microsoft Windows Embedded 8 Tl {V il 32 137 /64 £
* Microsoft Windows 10 Home (Threshold 1,1507) 32 £ /64 fii

* Microsoft Windows 10 Pro (Threshold 1,1507) 32 fi7. /64 fi.
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Microsoft Windows 10 Enterprise (Threshold 1,1507) 32 ii. /64 {if.

Microsoft Windows 10 Education (Threshold 1,1507) 32 47 /64 £

Microsoft Windows 10 Mobile (Threshold 1,1507) 32 {i%

Microsoft Windows 10 Mobile Enterprise (Threshold 1,1507) 32 £

Microsoft Windows 10 Home Threshold 2 (2015 & 11 A 5387, 151) 32 {31 /64 11
Microsoft Windows 10 Pro Threshold 2 (2015 4F 11 H ¥, 1511 32 £ /64 fif
Microsoft Windows 10 Enterprise Threshold 2 (2015 41 H 5 #r, 1511) 32 £ /64 £
Microsoft Windows 10 Education Threshold 2 (2015 5 11 H 53, 151 32 £ /64 {1
Microsoft Windows 10 Mobile Threshold 2 (2015 & 11 A &3, 1511) 32 {if
Microsoft Windows 10 Mobile Enterprise Threshold 2 (2015 4= 11 H 538, 151) 32 {7
Microsoft Windows 10 Home RS1(Anniversary Update, 1607) 32 1. /64 11

Microsoft Windows 10 Pro RS1(Anniversary Update, 1607) 32 17 /64 {if

Microsoft Windows 10 Enterprise RS1(Anniversary Update, 1607) 32 13 /64 11
Microsoft Windows 10 Education RS1(Anniversary Update, 1607) 32 13 /64 1f
Microsoft Windows 10 Mobile RS1(Anniversary Update, 1607) 32 {7

Microsoft Windows 10 Mobile Enterprise RS1(Anniversary Update, 1607) 32 fif
Microsoft Windows 10 Home RS2 (Creators Update, 1703) 32 £/ /64 £

Microsoft Windows 10 Pro RS2 (Creators Update, 1703) 32 {ii. /64 {3

Microsoft Windows 10 Enterprise RS2 (Creators Update, 1703) 32 117 /64 £
Microsoft Windows 10 Education RS2 (Creators Update, 1703) 32 11 /64 fif.
Microsoft Windows 10 Mobile RS2 (Creators Update, 1703) 32 {7

Microsoft Windows 10 Mobile Enterprise RS2 (Creators Update, 1703) 32 {ir
Microsoft Windows 10 Mobile RS3 32 i

Microsoft Windows 10 Mobile Enterprise RS3 32 11

Microsoft Windows 10 Mobile RS4 32 fii

Microsoft Windows 10 Mobile Enterprise RS4 32 11

Microsoft Windows 10 Mobile RS5 32 fi.

Microsoft Windows 10 Mobile Enterprise RS5 32 £i1
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Microsoft Windows 8 (Core) 32 fi7. /64 fi.

Microsoft Windows 7 kit 32 137 /64 i

Microsoft Windows 7 £ i /AR 32 157 /64 1

Microsoft Windows 7 Home Basic/Premium 32 {7 /64 {1

Microsoft Windows Vista Business with Service Pack 132 11 /64 fif

Microsoft Windows Vista Enterprise with Service Pack 132 £/ /64 {;.

Microsoft Windows Vista Ultimate with Service Pack 132 {7 /64 fif

Microsoft Windows Vista Business with Service Pack 2 & 5 & il A 32 £i7 /64 fif
Microsoft Windows Vista Enterprise with Service Pack 2 % 5 =i i A< 32 17 /64 £
Microsoft Windows Vista Ultimate with Service Pack 2 2 5 =i A 32 i2 /64 i
Microsoft Windows XP Professional with Service Pack 2 32 1. /64 11

Microsoft Windows XP Home Service Pack 3 A B =i it A 32 fif

Windows Essential Business Server 2008 Standard 64 fi;

Windows Essential Business Server 2008 Premium 64 {7

Windows Small Business Server 2003 Standard with Service Pack 132 fif
Windows Small Business Server 2003 Premium with Service Pack 132 fir
Windows Small Business Server 2003 R2 Standard 32 £z

Windows Small Business Server 2003 R2 Premium 32 {7

Windows Small Business Server 2008 Standard 64 {if

Windows Small Business Server 2008 Premium 64 fif

Windows Home Server 2011 64 {1

Windows MultiPoint Server 2010 Standard 64 £i;.

Windows MultiPoint Server 2010 Premium 64 £/

Microsoft Windows 2000 Server 32 fii

Windows Server 2003 Enterprise with Service Pack 2 32 i1 /64 {i.

Windows Server 2003 Standard with Service Pack 2 32 17 /64 {1

Windows Server 2003 R2 Enterprise with Service Pack 2 32 11/ /64 1.

Windows Server 2003 R2 Standard with Service Pack 2 32 {ii. /64 {ir
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Windows Server 2008 Datacenter Service Pack 132 {7 /64 £
Windows Server 2008 Enterprise with Service Pack 132 17 /64 i
Windows Server 2008 Service Pack 1Server Core 32 {1 /64 fii
Windows Server 2008 Standard with Service Pack 132 £ /64 fif
Windows Server 2008 Standard 32 17, /64 1.

Windows Server 2008 Enterprise 32 fi./64 {ii

Windows Server 2008 Datacenter 32 {17 /64 fii

Windows Server 2008 R2 Server Core 64 fif

Windows Server 2008 R2 Datacenter 64 fi1

Windows Server 2008 R2 Enterprise 64 fir.

Windows Server 2008 R2 Foundation 64 .

Windows Server 2008 R2 Standard 64 /i

Windows Server 2016 Nano (‘Z7%%i%15) (CBB)

Windows Storage Server 2008 32 £i; /64 fif

Windows Storage Server 2008 Service Pack 2 64 {i;

Windows Storage Server 2008 R2 64 £

Debian GNU/Linux 7x (5 7.8) 32 £i1/64 i

Debian GNU/Linux 8.x (Jessie) 32 i /64 i

Ubuntu Server 14.04 LTS (Trusty Tahr) 32 {3, /64 {if

Ubuntu Server 1604 LTS (Xenial Xerus) 32 {3 /64 fif

Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32 {7 /64 fif

Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32 {7 /64 fif

CentOS 6.x (% 6.6) 64 1L

CentOS 8.x 64 fif

SUSE Linux Enterprise Desktop 12 (5 iR 55 L) 64 fif

Astra Linux Special Edition 1.5 64 i

Astra Linux Special Edition 1.7 CEL4fi 3t P A A AL RIS HI 50 64 A

Astra Linux Special Edition 4.7 ARM
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ROSA Enterprise Linux Server 7.3 64 fif

ROSA Enterprise Linux Desktop 7.3 64 fi.

ROSA COBALT Workstation 7.3 64 {if

ROSA COBALT Server 7.3 64 {if.
ASCRFLUR ML 6
* VMware vSphere 41
e VMware vSphere 5.0
* VVMware vSphere 51
e VVMware vSphere 5.5
e VMware vSphere 6
e VVMware vSphere 6.5
* VMware Workstation 9.x
* VMware Workstation 10.x
* VMware Workstation 11.x
* VMware Workstation 12.x Pro
* VMware Workstation Pro 14
* VMware Workstation Pro 15
* Microsoft Hyper-V Server 2008 64 i/
* Microsoft Hyper-V Server 2008 R2 64 £
e Microsoft Hyper-V Server 2008 R2 Service Pack 1 5 5 =l A< 64 fir
* Citrix XenServer 6.0
¢ Citrix XenServer 61
¢ Citrix XenServer 6.2
* Citrix XenServer 6.5

e Citrix XenServer 7

5T Kaspersky Security Center 14.2 Web Console
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MR EL S, UAEFRBMIIK.
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RAE R E ARG

‘%% Kaspersky Security Center Linux #f8 FH (I34E FE B B R4t (DBMS) o % AT DL SCHFIF) DBMS Hridi £ —

AN

I o

X T e 22 2 fr ik DBMS M5 R, 162 % H k.

1 SR 18 R 5 22 %5 PostgreSQL BY, Postgres Pro DBMS, i ffi{R IE EBHH F g & T %M. R R e %0,
ERLARSS R T e ORI B B I

U S48 22 %5 MariaDB. PostgreSQL 8 Postgres Pro, i 1 F & 1 H 3L & LA & DBMS 1E #1247,

fic & 5 Kaspersky Security Center Linux Bt & 15 FH ] MariaDB x64 il 45 7%

WK MariaDB Az %5 %% T Kaspersky Security Center, i & F % InnoDB 1 MEMORY 17 PA J %t UTF-8 Al
UCS-2 4 ) 3 HF

my.cnf SCAF R HERE BB
B mycenf X1

1 7 SCA R 32 4T I myenf SCAE.

2. 7£ mycenf AR LL R AT
sort_buffer_size=10M
join_buffer_size=100M
join_buffer_space_limit=300M
join_cache level=8
tmp_table size=512M
max_heap_table_size=512M
key buffer_size=200M
innodb_buffer_pool size=<{H >
innodb_thread_concurrency=20
innodb_flush_log at trx_commit=0
innodb_lock wait_timeout=300
max_allowed_packet=32M
max_connections=151
max_prepared_stmt_count=12800
table_open_cache=60000
table_open_cache_instances=4
table_definition_cache=60000

innodb_buffer_pool_size MMEAfE/INT LA KAV £df K/ 80%.
FEF S innodb_flush_log_at_trx_commit=0, K AMETEL"2 4%t MariaDB )iz 17 18 & 7 A 47 i

AR

BROAEOL T, AL 28 INEI0 join_cache_incremental. join_cache hashed. join_cache_bka ..
AR LRI S, S AUE e

B B A T LI 7 I

66


https://mariadb.com/kb/en/configuring-mariadb-with-option-files/

1. /£ MariaDB % /s & o, AT LT g2
SELECT @@optimizer_switch;
2. ORI AL 35 LU AT
join_cache_incremental=on

join_cache_hashed=on
join_cache_bka=on

IR IX AT AAAE I HAE DY on, MIARALERINE I B H .
ARG X EEAT AN of £, 75 25T L # 4k

a. fE AR Y A5 41 HF myenf SCfF.

b. 7£ my.cnf ST AL N 47
optimizer switch='join_cache_incremental=on'
optimizer_switch="join_cache_hashed=on"
optimizer_switch="'join_cache_bka=on'

Bn#Ii join_cache_incremental. join_cache_hash fll join_cache_bka )i M.

fic & 5 Kaspersky Security Center Linux Bt & 1# F ) PostgreSQL 1%
Postgres Pro Il 55 #%

Kaspersky Security Center Linux 2§ PostgreSQL il Postgres Pro DBMS., I fii filix Lk DBMS 2 —, #% )&
fic & DBMS %5 #5241, i DBMS 5 Kaspersky Security Center Linux i £ e+ TA/EIRAS .

PostgreSQL Fll Postgres Pro [¥#E#E 244

e shared_buffers = %% DBMS )% % [ RAM 1E 1] 25%
WIHE RAM /NTF-1GB, - BT BRIMEA .

* huge pages = try

e max_stack_depth = fHRMEMRK/DN (40, &AT DUEEHAT 'ulimit -s' %) % 1MB
e temp_buffers = 24MB

* max_prepared_transactions = 0

e work _mem = 16MB

l
1
=

e temp_file 1limit

* max_connections 151

e fsync = on

H % PostgreSQL #1 Postgres Pro Ik 55 %8 Z 8 LA S ANl 45 & Z B VEAE S, 8 Z 9 AH B (1) DBMS SCHY o

‘2 %% Kaspersky Security Center Linux
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ZId IR T ] 22 2% Kaspersky Security Center Linux.
LR

o BRI PEE 25 48 (DBMS).

o ffi {14 2235 Kaspersky Security Center Linux ¥ #5412 4T 3L EE Y Linux 222

1 FH 22255 S i —ksc64 [ A5 ]_amdé4.deb B ksco4-[ /i 45 1x86_64.rpm—x N T 145 £ L1 Linux fiiAs . 53
I M Kaspersky Wil T #k 20l 2 38 504

H g2 %E Kaspersky Security Center Linux:
1LIEMAATH, U root BURKINK 217 AU B R R L1 ay &

2. B —A~ kladmins 4LF1I—/NTERFBUK 7 'ksc'e %K L2 ‘kladming' 2R . AUk, EKIRIEAT BA R d
N
v

# adduser ksc

# groupadd kladmins

# gpasswd -a ksc kladmins

# usermod -g kladmins ksc
3. 1217 Kaspersky Security Center Linux ¢3¢, fRIFEHT Linux KATh, 84T Fandz—:
e # apt install /<path>/ksc64 [ ixA"5 ]1_amd64.deb
e # yum install /<path>/ksc64-[ R4S ]1.x86_64.rpm -y

4. 1217 Kaspersky Security Center Linux Fit & :
# /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

b, [ B i 2 ] P e BLVE T 0 (EULA) FIFEAASRNG . CAR B RFEMT AT E N, T EBESE T AR A
JG, TEHRIEERE, LA

a WSR2 EULA 4K, TERIANy . WIREA S EULA 0253, 1BHIA"n". i Kaspersky
Security Center Linux, #2085 EULA HI253K

bo. 2 A FRAR IF RS2 B AL FEME 10 2%k, I L R) e 26 R At K 42 HR SR A S g o B iR HEAT AL B A AR e CELF AR
FE=EZD , RNy MR EZ AL SRS 5, RN ", ZLlH Kaspersky Security
Center Linux , #2254 52 BEARL SR 1 258K

6. HELIR/RI, B NDU T IR E

a. B N HE AR 45 2% 1) DNS 44 FRek s 45 1P Hhudik.

b. 4 N B IR 25 8% SSL i 145 . ERIARE I T 48 3 11 13000,

c. VAl FA B B L& ) KR 2
o WIRA 15100 BRI, THAT .
o WIHFH 101 #1000 GELM B4, WHIAN 2"
o WIRATHEL 1000 G B, WIS

d. ARG 7 el AR BRATEOLT, 48] "kladmins" 4.
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e WA TR sl BEAR S5 S M S5 K 7 44 o K IR N ) 2 A LA Rt o BRIATE DL, 8 "ksc K
Je

£ T RN A RS K 44 o I P AU I 2 L 5L . BRAEOL T, 2 "kse Ik
g IR 31 5 Kaspersky Security Center Linux — & {i [ f\) DBMS:
o WURM LN T MySQL B{ MariaDB, i&#iA 1.
o NG 2%: T PostgreSQL BX Postgres Pro, &4 2.
h. BT\ 222 T B 15045 1) DNS 44 FRERIP bk
i AN B P 5. 1o D TSRS SEME . BRAEBLN, AL R .
e 31 3306 T MySQL 5% MariaDB
e 3t 11 5432 i T PostgreSQL 5§ Postgres Pro
j. NBUE PR R -
k. N T U5 I B0 22 1 S AR DK P 1) S 44

L A\ P T U I 20 126 B0 i P AR N P f) e
AR S WA I B Bl R 30

e klnagent_srv
¢ kladminserver_srv
e klactprx_srv

¢ klwebsrv_srv

. QA PR R S5 B RF TR B M . AP P 4 R
B R 25 DA FHU

o M EIARED T 8 ANERFEURIE 16 AT
o B & UL H P = T
o KEFRE(A-2)
o NG5 E) (a-2)
o %7 (0-9)
o FEIRTIF (@#S% & - _1+=[1{}:".2/\"~"())

i P 2.5 i JF H. Kaspersky Security Center Linux &% % .

AR 55 98 UE

FEFHCAR A B AR 55 A2 75 IR RIS AT
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e # systemctl status klnagent_srv.service
e # systemctl status kladminserver_srv.service
e # systemctl status klactprx_srv.service

e # systemctl status klwebsrv_srv.service

‘4% Kaspersky Security Center Web Console

ZER IR T tnfAy B 42 % Kaspersky Security Center Web Console fIf 45 %% (211l Kaspersky Security Center
Web Console) iz 1T Linux #/E RGN 4. 22382 1, LA dE T B 5 1 2 45 fliKaspersky Security,
Center Linux & FE R 45 %% .

518 223810 Linux RAT RO BRI BL R 223630 2 —
e XJ-F- Debian - ksc-web-console-[build_number].x86_64.deb
o XT3 RPM HI#1E &4t - ksc-web-console-[build_number].x86_64.rom
o XJT Alt 8 SP - ksc-web-console-[build_number]-alt8p.x86_64.rpm
i@t M Kaspersky W3l R FRI 2235 S04
ZE % Kaspersky Security Center Web Console:
1. W AR45 22 3¢ Kaspersky Security Center Web Console [ #1547 32 ##1 Linux 732,

2. PR SR PR AT B (EULA). G2 Kaspersky Security Center Linux 73 & B AVE &7 EULA SCAH
TXT A, #&nT DA R Wt o FEO0HE . G SRS Z BAR Al U B 2% ik, AN BB N T

3. B & S E I S A PLIE B Kaspersky Security Center Web Console FI & FEAR 5528 . iy 44 1% SCAF N ksc-
web-console-setup.json J- ¥ L E FLL T H%: /etc/ksc-web-console-setup.json.

Wi 37 SRR — AN e B de /NS B DL S BRI bk A 1

{

"address": "127.0.0.1",

"port": 86080,

"trusted":
"127.0.0.1|13299]|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true
¥

7E Linux ALT #1E R4t - 2235 Kaspersky Security Center Web Console i, 4720t i€k 8080 LAZM I I
5, RN 1 8080 ikl RS H .

Kaspersky Security Center Web Console Joi2f# FHAH IR .rpm 225 SCAF S8 o fn SR AR EEAE mi 82 SO A v 5
OB B I 2SO e BN AR, S N BZ SRR, SRS M5 B i S A PR %

A4 FEBAMERUIK T, ARAEE R Linux 73 2848 H iy 2471817 deb B rpm 223 301
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o UL deb 2%k a4 Kaspersky Security Center Web Console, 51217 A T4
$ sudo dpkg -i ksc-web-console-[build_number ].x86_64.deb

o FE rpm P23 Kaspersky Security Center Web Console, iz{TPA Find 2
$ sudo rpm -ivh --nodeps ksc-web-console-[build_number]. x86_64.r‘pm

o

$ sudo alien -i ksc-web-console-[ build number ].x86_64.rpm
o BN SLHTICAS Y Kaspersky Security Center Web Console +4%, &ig{TUA Find 2 —:

o XFTFIiEiTHRT RPM IHEME R4 M54

$ sudo rpm -Uvh --nodeps --force ksc-web-console-[build _number].x86_64.rpm

o W FIZATHET Debian HIHRAE R 501 %
$ sudo dpkg -i ksc-web-console-[build_number].x86_64.deb

OB TP AR, 223 0 . 5 S 2235 58 . Kaspersky Security Center Web Console #2235 3 LA~ H
5%: [var/opt/kaspersky/ksc-web-console.

5. i AT LL R #r 4 E 3 E 3T Kaspersky Security Center Web Console A 55 :
$ sudo systemctl restart KSC*

2 S RN, AT DA A8 P ) B0 2 4 T JT A5 5% Kaspersky Security Center Web Console.

Kaspersky Security Center Web Console %3554

X FLEIBAT Linux 1 6 b 22 % Kaspersky Security Center Web Console JI{ 5% &%, #5445 61 g i 57 S —
£ 1% 3% Kaspersky Security Center Web Console FI/ IR 55 2% () 2401 json Iﬁ:o

X MRS — A, e R NS B DLRER I A 1 -

{
"address": "127.0.0.1",

"port": 8080,

“defaultLangId”: 1049,

"enablelLog": false,

"trusted": "127.0.0.1|13299]|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true,

"certPath": "/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer",

"webConsoleAccount"”: "Groupl:Userl",

"managementServiceAccount": "Groupl: User2",

"servicelWebConsoleAccount™: "Groupl: User3",

"pluginAccount": "Groupl : User4",

"messageQueueAccount”: "Groupl : User5"

T Linux ALT #1E 245 _I- % 3% Kaspersky Security Center Web Console I, 2AZi$5 iE ik 8080 LL4M i
» DRIA%H 1 8080 i RGTAEH -

NERAIR T AT AR NS R E 2L
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‘% %% Kaspersky Security Center Web Console 23217 Linux H13E % 1251

S8 ik

address Kaspersky Security Center Web
Console x5 (o) -

port Kaspersky Security Center Web
Console ¥ H T34 2 # IR 55
BRI CBH) .

defaultLangId MpPRmEs R,
1033) .

enablelog s 75 % )3 F Kaspersky Security
Center Web Console i3/ H

trusted FVFIEHE T Kaspersky Security

Center Web Console [{]32{E1F
EHRSBANE. FNEHRS
FRWAZIE DL N S 80E X

o EHRSS AL
e Kaspersky Security Center
Web Console f LAE#:EIE
AR 25 %= 11 OpenAPI i |1
(BRINFE 13299)
o EHIRSS AL ERAT

72

A

TR R

B

IER=ECEE

o JEIE:

1031

o Hifi: 1033

o FHILFiE: 3082

o JHPEIE (SEVHEF) : 2058

o Lif: 1036

o Hifk: 1041

o IGF¥iE: 1087

o JNEiE: 1045

o HiAAIE (EFH) : 1046
o ffkifi: 1049

o LHIiE: 1055
o fEAHIC: 4

o FiArhL: 31748

MR AR EE, WER English (en-US)
IVNIER:
e true— g HHZE BRihikd) .

e false—Z2fH i,

DL A& B 7755 R R
" RS AS AL | uw | UETRERAR | RS A
Bt

"X.X.X.X|13299|/cert/server-1.ce
1||Y.Y.Y.Y|13299|/cert/server-2.



acceptEula

certDomain

certPath

keyPath

webConsoleAccount

managementServiceAccount

serviceWebConsoleAccount

pluginAccount

messageQueueAccount

o RN SR S Bk
55 A TR

SR B . WRAEE T
JUNME R S5 a%, 8IS B2k

Re1 k.

R BB R T BRG]
PR (EULA)RI S5 7K. L5 EULA
SR SO 22 3 S —
o

RIS A OHIE T, %S
Hg R B OTIE P 384

RIS EAE LA RS, i
SHER R S AR

RIS A A ESS, %
SRR E EPICF AL

14T KSCWebConsole Ak 4% [k
F I FR

izf7
KSCWebConsoleManagement
R 55 R BUK P I A4 8K o

iz47 KSCSvcWebConsole Ak 4%
(TR P B A4

1217 KSCWebConsolePlugin
5 IR B A4 TR o

BAT
KSCWebConsoleMessageQueue

55 R IC P B 44 R

AR :

* true - KON, BB IFEZE
o false — WABZHEAVF A LI 55
WK EL{E, Kaspersky Security ¢
& 7R EULA Ff ) 4602 75 R 252 EUL

FAFH

FRFEE

i € AT
“/var/opt/kaspersky/klnagent_srv
HIAIESS . 0T H E SGIET, 154REH

TR HE

"HH P4
" Groupl : Userl".

DA =5 R A
Bilan.
WIS AT {E, Kaspersky Security (
FIERANSZFR user_management_%uid% fi
LRI AR ep (. " AR P4
%i4n: " Groupl : Userl".

R AR TG @AMl , Kaspersky Security ¢
FERINZFR user_nodejs_%uid% 6% —
DAk APl " AR 4
Hltn: " Groupl : Userl".

WIHR AR EE{H, Kaspersky Security |
FERINAFR user_svc_nodejs_%uid% €
DL R ep . " HARR P4
fltn: " Groupl : Userl".

WRAFG 2 AT{E, Kaspersky Security |
FHERINZFR user_web_plugin %uid% f
LR AR ep . "B/ P4
. " Groupl : Userl".

WP AFR E AL, Kaspersky Security ¢
FHERINAZ FR user_message_queue_%uic

W HRF5 € webConsoleAccount. managementServiceAccount. serviceWebConsoleAccount.
pluginAccount B{ messageQueueAccount =%, EMREE XH KA ETH— %A, mERiEEX
L2 ¥, Kaspersky Security Center Web Console % 2E#2 /7 2 i — MERIN L 22, RafEizdhalg B A

BN BRI P K
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DLAER BRI 222 26 Linux P2 AR (fs A 25 S0 )

AT CME I BB SO AN SO, ey — 4L E R RS H. B DL FIIED 23% Linux 284
Bl N ST BB (AR D s T 24, MEFHI S5,

FELL PP 025 Linux Y25 (CHE

1 W R AHLE 34 SUSE Linux Enterprise Server 15 ¥4 R4t 15 & L 2 B8 P24 ARBE, 1564225 insserv-compat
B, DA B P 2 A

2. Bl R ] P ARG A . R RS BRIP4 3 e 28 T P SRV AT UK 2608 m A 3T R 3R

3B ANE A4 (ERERE) Kk E KLAUTOANSWERS S84 B 1, 40, 40K is:
export KLAUTOANSWERS=/tmp/nagent_install/answers.txt

4 FEREEAS B E R H S e @ M (TXT #%20) o AR E 2 L VARIABLE_NAME-=variable_value FJ#% =\,
WINBI NS, BN EE—1T,
NTIEM RN E S, BATEH RS D= A NFEDE:
e KLNAGENT_SERVER
e KLNAGENT_AUTOINSTALL

e EULA_ACCEPTED

L R DL I R AT IR AR i DU B B AR I RE 22 S 8. N RAIH 1] LR S AR N SR I T AR
FEAE DA BRAE 322 25 Linux 48 AR K 5 B BV 2 U R B
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FAPE DA BB X 2222 Linux 9 48 ARER () 2 50 825 S0 A

53 - €2y

KLNAGENT_SERVER

KLNAGENT_AUTOINSTALL

EULA_ACCEPTED

KLNAGENT_PROXY_USE

KLNAGENT_PROXY_ADDR

KLNAGENT_PROXY_LOGIN

KLNAGENT_PROXY_PASSWORD

KLNAGENT_VM_VDI

KLNAGENT_VM_OPTIMIZE

KLNAGENT_TAGS

KLNAGENT_UDP_PORT

KLNAGENT_PORT

o
AR

5 fo
3 o

P

oA

o iyl

oA

oA

o

)| oA

iyl

ik

HERNTEEREEA
(FQDN) &%, IP Hshi it 3 AR 55
A TR

SE X FETS R HFEER (ARAZ D
LR

TE SCH P R R AT
B A& P BT AT P
(EULA); tnifshae, LA
BNAEZ EULA.

E X EE BRGS0 ERE R
R E, BIMER
0.

€ SO T 58 BS54 1E L1
AREE AR 55 &5 AL .

5 S B s ARHE AR 55 4 B
IREZR
5 SO T B A AR 55 45 1 H
Jak IR

E SR E TR sh A
HLAIBRAR 22 A P 25 AR

5E A ARER 15 B R 750 RE AU
DL ERE UL .

B H 3 BT 45 9 2 A 2 S5 PR A
%,

K174

5E S AR FH ) UDP 3
M. ERIMEE 15000.

5E AR I AR TLS 3
M. ERIAME 14000,
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A REME

DNS #FREK IP Hutik .

1—ja EREARE A %
eI R AN Y gt
ITAEATHRAE

HoAh—ZE FEBAR
LA RE ] fE St
FUHEATHRAE
[N VN o
B B (B
2 JH P B AT A0
IR 2% A

HEEBIARTEE - &
ANEESZ AR AT L
ok CEA AT X
3

T—fF AR E .
HoAfth— A A 1%
Ho

DNS #FREK IP Hudil: .

ETEE - 4

HAE R G I R
R R 5 BT
Tt

1—7EBLJE HI T B 3l
SHEMMLAIBRAR b2k
WA,
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AR A -
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KLNAGENT_SSLPORT 5 TE S AT B 1 TLS ¥ LRI A b H 5
. ERIMEZ 13000,
KLNAGENT_USESSL 5 TE SRl AR = w2 ek 1 CERIAD —1di
(TLS) #H4T 7+ TLS.
HAth—AdH TLS.
KLNAGENT_GW_MODE & TE S S HIERE M . 1 (BRI -
AEE (F— Ky
i, AR e E R
x) .
2— AN FHEREM .
3— 1 &M K.
4— ) 25 AR H S A5 FH AR
L& X 45 (DMZ)
AR 2 I 5
KLNAGENT_GW_ADDRESS 5 B SCERE M SR . 1224 DNS #FREK IP Hudil .

KLNAGENT_GW_MODE=3
i, %A G .

B. LA AR :

o ZR XA RPM B2 38 31 32 LB 1FE R 48, 1EHATEA N 4
# rpm -i klnagent-<build number> .i386.rpm

o BURERILKAREEN RPM B 226 51 64 fL#E RGE, THHAT AT i 2
# rpm -i klnagent64-<build number> .x86_64.rpm

o TE ARM ZERIT) 64 AL ERAE R G0 1\ RPM 2235 44 AR B, 1EHUAT LA F a4
# rpm -i klnagent64-<build number> .aarch64.rpm

o ORI AR DEB tL 2238 3 32 FL R AE RSt WHATEL N
# apt-get install ./klnagent_<build number>_i386.deb

o ZOR AR DEB 235 3 64 A 4RAE RS, WHHATEL T 2
# apt-get install ./klnagent64_<build number>_amd64.deb

o ZIE ARM ZEMIT) 64 Fr#RfE R4t 1\ DEB 223 4440, 154047 AT A
# apt-get install ./klnagent64_<build number>_armé64.deb

Linux P28 ACHL ) 222 AR 0T iR s A2 L AR A A 2 $om TP BEATAR A R4

i R A R P e A S

AT B A 5K Kaspersky e A SRR BRI 2, DL SRAE W 25 Hh HE %% AN HR 2 Kaspersky e 72 G E K1
i 8
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J7%: Kaspersky w47 S 1 &
Kaspersky [ #5 £ R It Kaspersky Security Center Linux [ AT F 1, I S B Ao i A PR S sk 2 7
R 55 2 B HLI [A) o Wi RR e R SR I T 22 B /E P & TS AN #H[F] Kaspersky Security Center Linux 55471«

Horp—ANSEGIUAE BT 08, 5 — DSBS al. B3 U8 B P m B ORI, TSl kAR
B R BB N R B R AT D RE . A B, B RSO B R, B RO s

Je R kA
TR AP T L W o 2 s B T SR I B A
Kaspersky . FH &7 #8277 B Bt AT

© Y Kaspersky Security Center Linux 55617 ik /-
FEFEBNH R BB RASCIR IR S5 a5 L 34T BA T AP BR:

18U — A4 A Kladmins™ (I AL, FFARTH =AM BOAHIR GID. 4% 7 24 S 3 GBI
2. QI — DN ks IR, FERRAHTE UID 73 Begs ey =ik o Rk 4 2 kladmins™ 85 4H
3. A — A4 A rightless™ AT K, FFNPBITA =Nk 73 BEAH F) UID. 4 7 i I 21 “kladmins ™S54 .

0@ RS

HEA K FAE Kaspersky sl g4 SEE AL HO SO R S5 2 o WA DRAZOSCIE IR S5 2% L BE AR R ER AT 5K, Oy
Kaspersky Security Center Linux s 61 @ g AN 3= 308k, Il B AN =30 i U5 ) AR

BAEU: A Kaspersky #ilaife 12 St 48 SO Ak 55 45

© AT A
HE2 TN & B AR R A TSN, EATDR A 2 sh Al sl = .
BEULEH: N Kaspersky sl [ 4 2 4 1 i 24 15 5%

O HIEEEE RS (DBMS) %
1545 AN IR T :

o R AEAE{E B MariaDB Galera Cluster, ] DBMS A7 % F 50l ERANT A E %% MariaDB Galera
Cluster,

o N B AR AT HoAth 32 57 £5 1) DBMS, 785 Bl i+ 5EH1 | 2235 3% % ) DBMS.

@ Kaspersky Security Center Linux Z%%
TEPAT i B DL e R R A 20 22 3% Kaspersky Security Center Linux. DAZI4GTE 28075 5 223
Kaspersky Security Center Linux, 4R J& A4 5h i i b2,

O WiAMEEBER

KBRS IEFICE 1R ER U e R B IER TAE. flln, %&nI LU 1k 33075 5B Kaspersky
Security Center Linux 2452 —: kladminserver. kinagent. ksnproxy. klactprx gk kiwebsrv. AR%{%1L)5, ff
PE LA SR B AT R

+
Z
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Kaspersky i st R OIS . THAE S ECE A MPEN fiVH i F4t .

1E R U FL A e R AR BT I 22 28 K )2 B HE 240 FN Kaspersky Security Center Linux B HE IR 4528 )5, VR AT L
%% Kaspersky Security Center Web Console. FRATANEAEAT AR I~ T ik Wi b i #2 B A 717 ol b 22
Kaspersky Security Center Web Console. W15 s thHL ke, 0K Joi% i il Kaspersky Security Center
Linux.

KT Kaspersky i[5 4 42 1
Kaspersky #F&#: 1% SRRt Kaspersky Security Center Linux & A] FE, 78 S EI e i £ R PR J i k2 45 24
AR5 2 NS (] o Wi R AR T I T e 35 /E 0 S TSN L 4 [F] Kaspersky Security Center Linux SE41

Horp— ARSI R 3 NSRS m. T80 G BRI IRYT, a7 il & 7 12
BN DU I AR AE RS S T ThRe . BRI, BEh T R O BB AL B RSO B Y R

75 TR a2, T Kaspersky Security Center Linux R4 #5 /2 H s FE . AEZR Toh &
Hrashmss .

R A RO AR AR R
BB Kaspersky Wifs it A4 0, O LA fF:
o P& AT AR FEEA: AR AE I L. XS TSN F R R sh A sh 15 .

o BT Linux SO RS 4%, i EXT4 U R G AR IE— & & H T RN AR SO IR 55 4%
B ORAE SR IR 55 4% 55 SRSl 19 s 22 TR 3R A3t 1 vet P 45 96

o — & HAEIEEEH RS (DBMS) HiHHMNL. W1 H{# F MariaDB Galera Cluster /£ 4 DBMS, A 75 4 F it
HHL.
ZIES JEE
WHIRFEFH S B RAECU N4, R R RS 2 P i B 2% (AR 3 E BE N 2 30715 A D)3 B 3 15 65
o TS E SR, BT IR
o HT4EPigsh, EahIT S ERELL,

o Z/b—Kaspersky Security Center Linux JIg %5 (BUgERE) #bsakgl H P s 21k . Kaspersky Security
Center Linux R4 U1~ : kladminserver. kinagent. klactprx Al kiwebsrv.

o EFNN RS SRS A L I R R 2 R ek

N Kaspersky % #2 SE L & SO IR S5 %
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AR S5 B8 2: Kaspersky, m [ 55 £ SR 1) 06 75 LA

B AT RS % <
1 W DRSO AR 55 it AL SR E AT AR 0K

2. RN E NFS IR 55 25 -
o AZRAE NFS s #8580 B rh AN 1T s 5 S SO AR 45 35 (5 1]
o NFS Phl iR A L2 4.0 B 41,
o Linux WAZHIHRARE K :
e 3190-25, 4nARME{EH NFS 4.0
* 440-176, WAL NFS 41

3AESCHARSS RS b, RIS SCHE IR NFS St e fi]. ol — AN TR KSR RS E B .
T —A~H F 7% Kaspersky Security Center Linux FIEt8a fl 1t & . {E7ERC & Kaspersky Security Center Linux
iﬂ%ﬁhi‘aﬁ LRSI RIS AR

BAT L N4

sudo yum install nfs-utils

sudo mkdir -p /mnt/KlFocStateShare

sudo mkdir -p /mnt/K1lFocDataShare_klfoc

sudo chown ksc:kladmins /mnt/KlFocStateShare

sudo chown ksc:kladmins /mnt/K1lFocDataShare_klfoc

sudo chmod -R 777 /mnt/KlFocStateShare /mnt/K1lFocDataShare_klfoc
sudo sh -c "echo /mnt/KlFocStateShare *\(rw,sync,no_subtree_check,no_root_squash\) >>
/etc/exports”

sudo sh -c "echo /mnt/KlFocDataShare_klfoc *\

(rw, sync,no_subtree_check,no_root_squash\) >> /etc/exports"

sudo cat /etc/exports

sudo exportfs -a

sudo systemctl start rpcbind

sudo service nfs start

WIS AT LA a4 H B 3R 3

sudo systemctl enable rpcbind

4. HF R BT IR ST A

SO SS ds Ot 4% . B8 Kaspersky MU FEALERAE, THLIRIL J7 5 Pt — D L B EAT 1 AF

A Kaspersky i &4 #8 HEF 1E 2515

HEE T B THE N Kaspersky, b % SR RE ) E A AN B0 A

ZZy Kaspersky d{E#% B 2EREEA 1 45 -
1 HARAE P&/ S I A B SR RN X0 E i SR e d b i R 4 R - sh A B 4 A

2. BENT RIFE I NFS & b, 3 AE BRI 1Y mi B %% nfs-utils £,
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BATLA R A8

sudo yum install nfs-utils

3 I IEAT AT A B HE R A
sudo mkdir -p /mnt/KlFocStateShare
sudo mkdir -p /mnt/KlFocDataShare_klfoc

4 RGBSR A AT DL DA # . [P IR
BT LA R a4

sudo mount -t nfs -o vers=4,nolock,local lock=none,auto,user,rw {/R55%s}:
{K1FocStateShare I fJ&[F]#%1% /mnt/K1FocStateShare

sudo mount -t nfs -o vers=4,nolock,local_lock=none,noauto,user,rw {JR%%s}:
{K1lFocDataShare_klfoc XfJHIE%4#E} /mnt/K1FocDataShare_klfoc

XH, {IR%%8Y{K1FocStateShare I 1E) Al { k%545 }{K1FocDataShare_klfoc fFJ&HIEKIEY
AR A 3t ?Iﬁﬁi’%?@ﬂ?ﬁ%ﬁo

IR IR R, BT U & E A

sudo umount /mnt/KlFocStateShare
sudo umount /mnt/KlFocDataShare_klfoc

5. VLHCHE 2 s AL s e
sudo vi /etc/fstab
{ k%% }: {K1FocStateShare SCfFJ )12} /mnt/K1FocStateShare nfs
vers=4,nolock,local_lock=none,auto,user,rw @ 0
{5545 }: {K1FocDataShare_klfoc XK H#%4E} /mnt/K1lFocDataShare_klfoc nfs
vers=4,nolock,local lock=none,noauto,user,rw 0 ©

XH, {(R%%%}{K1FocStateShare I ff&1%) Al { k%548 :{K1FocDataShare klfoc 43¢/ E%4%
SR 25 A A SR I 2% B AR

6. FLH A BT AL

7. 8RB AT BUT dr & HE S = 0 ke
mount /mnt/KlFocStateShare
mount /mnt/K1lFocDataShare_klfoc

8. iy R vy in) A I IR J& T+ kscekladmins
BATLL N %
sudo 1ls -la /mnt/

9 RN R L, Bl AMRIER A . PFATELTRIEZ
o A RS EE BL A -

a. f#i i L R #ir 246 25 NetworkManager #2& 75 F -1 FL A7) B fic 75 -
nmcli WEIRE

YR P E I A5 2E S P R NN T, 15 B NetworkManager DV FEMFEIERC &% . H U (1) B 25
R T RAT .

b A5 LA i 2 YUl 4 1 -

ip a

c. QI — AN I E B SO
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nmcli connection add type macvlan dev <physical interface> mode bridge
ifname <virtual interface> ipv4.addresses <address mask> ipv4.method manual
autoconnect no

o A BRI 2835 TG 75 B hypervisor. fEIXFREOL T, 1E2EH 1 NetworkManager .

a. k& H #2742 11 ) NetworkManager % 4%
nmcli con del <connection name>

LA dr & H b 2 75 A i %

nmcli con show

b. % NetworkManager.conf SCA. $R3I% BSOS 73 764 H b5 1 73 it 47 unmanaged-devices 24 .
[keyfile]
unmanaged-devices=interface-name:<interface name>

c. #Ji NetworkManager:
systemctl reload NetworkManager

5 LR i 25600 B bnie L g B A2 B HE
nmcli dev status

o fHHHEE = i TS . Blhn, AT LA nginx R4S A%, EXFHENL R, EHAT LN AR
a #eft— G 3T Linux H 223 1 nginx % FHTHE L.
b. fiC B M. WE B AN EIRS A, WA SN IR

c. 1t nginx 5 #% b, TP A& HR S 43 m 1: TCP 13000, UDP 13000, TCP 13291, TCP 13299 #il
TCP 17000,

RO . ZHE Kaspersky SR GERE, WL A 1 — DUl AT R AE

1E Kaspersky W& #2 S HE 1T m b 223 Kaspersky Security Center Linux

P FERGIAR T o] 75 45 E2 T I W S 6 B8 ST 1 1 %¢ 3 Kaspersky Security Center Linux. Kaspersky Security
Center Linux 73 7)) 22 e (£~ R HT AL OB R AR RE I PN 9 fd e B0, R RS R B3z AR Y, RS 1ER
BT R g S, RN AU BB AL TR R B T

1 FH ‘2225 30 —ksc b4 [ A5 ]_amdé4.deb Bk kscéda-[ i A5 ]x86_64.rpm—3f 14 5 % 1) Linux fiiAs . #4538
LM Kaspersky Wi T # ke fz il e 2 50

HA KLAdmins 3821 H i AT BAPEREA7 5 _E 22 3% Kaspersky Security Center Linux.

fEE GEZD R bEzede

7E3 7755 | %5 Kaspersky Security Center Linux:

1. PRI B 22 3% Kaspersky Security Center Linux H1 851847 3CRE Linux 432K,

81



2.t AT, DA root BUBR HIIK 32 AT Ay B R SR i 4

3. 11T Kaspersky Security Center Linux 3. MRAEER Linux &KATH, BT F@d 2 —:
e sudo apt install /<path>/ksc64 [ fixA"5 ] _amd64.deb
e sudo yum install /<path>/ksc64-[ fixA*S ].x86_64.rpm -y

4. 3247 Kaspersky Security Center Linux fic & :
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

5. [ 1 S & ] P B BVE AT P (EULA) MBEAL SR . SR BORFEAT AT Db BB EE T CORBL &
J&, TEHIEERE, LI A:

a. WIR IR B2 BULA B4R, RNy "o WSR2 BULA 4K, IEHIAN"n". BfdiH Kaspersky
Security Center Linux, 052514552 EULA 1) 553K

b. G RS PRI 42 32 PR HEME I 253K, I L[] i 5 PO 800 I 42 RS B A SREgs v P SR b AT A B A4 CRLAE A%
FE=TTEZO , WAy . IR ZEEBA ISR, HRMA . Z ] Kaspersky Security
Center Linux , & 220125 52 Fa A SR R 26K o

6. WL EEBE U ME IV BN 55 4 23
7. IR, FAN DL B

a I ANREILZEE B A AL A2

b. fI BRI B R A B A2

C. IEFHPRAL R AR IE PR S, G R 40 X 2% 3 P 4 B A T A T T s

d. A RAE A RE AL M 2% TG LB, TSR AR

e. H R G NE B S% 7% DNS A FREliE s IP sk, 154 A RE 00 25 @& L 4% 00 1P Mk sl M fh -
A1 1P Mok

£ B SS#% SSL i 115 . BRI HL 4 FH it 11 13000,
g VPG S L T 1) 1 6 () RN

o MFA 15100 BB, WA,

o URAT 101 H1000 G I B, W4IA2".

o WRA T 1000 BB, WIS,
h I NIRS 1) 2 AR . BB, (] kladmins™4H .

LRI R B E BRI S K 7 44 o K TR R AN ) 2 A LA R 5t o BRIATE DL R, (8 "ksc K
Jo

J AN TR sh HAh IR %5 1K 44 . K P L AU N 2 A RO . BRI DL, 8 ksc™ K S .
k. 118 22 25 1 5 Kaspersky Security Center Linux — 24 F i) DBMS:

o HRME AT MySQL Bk MariaDB, &I 1
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o HNRME AT PostgreSQL oX Postgres Pro, i 2.
| AN 22 1 Bl P 1 14 B0 DNS 44 FRER P Hiudik.
m. NG e 5. s D T S E RS AEE . BOAELLT, A LR
e i1 3306 HT- MySQL 5% MariaDB
o Jjij 1 5432 H -+ PostgreSQL &k Postgres Pro
n. i N B PR A4 R
o. i N FH -5 el ey PR BHE PE AR K P K B e 4

. i AN FH - T A0 P (1 A P AR B A
FR5 ARG BN B 1A 3l

klnagent_srv

kladminserver_srv

klactprx_srv

klwebsrv_srv

q. B AR AR B R 55 2 B S K o SN P A A i . P S S AN RE D T 8 ST AT BRI 16 A

F o

F P BV B Kaspersky Security Center Linux B 2225 E 371 &1 F.

ERE) (Beah) 7 b
BRI T %k Kaspersky Security Center Linux:

1. B R 15 B 22 3 Kaspersky Security Center Linux [ #3247 3 FE 1 Linux 202

2 EATATH, DA root BURAIIK 24T A U WY R L i &

=

3. 1217 Kaspersky Security Center Linux %%% . #RIFEN Linux ZATH, BT Fad2—:
e sudo apt install /<path>/ksc64 [ A5 ] _amd64.deb
e sudo yum install /<path>/ksc64-[ A5 ]1.x86_64.rpm -y

4. 1217 Kaspersky Security Center Linux Pt & :
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

5. [ 3 i 28 M P A BLVE T 0 (EULA) FIBSAASRIG o SCA S RFE AR QAT B L P, BB AES F 1 CRBL. A&
&, BRI, LA A:

a ISR IEI AR 2 BULA 4K, TRy . WIERIEA S BULA 253K, 1EHIA"n". Zd ] Kaspersky
Security Center Linux, #&2A2118:52 EULA 125K
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bo. 2 SR A PR I 32 B AL MK (1 2k, I L R) e 16 PR At K 42 R SR A S g o PR HEAT AL B A AR e CELFF AR
FEE=ETTEZO , ERATY . IMREAEZ BARIR SR, ERMA N ZfH Kaspersky Security
Center Linux , #2045 52 B FA KW (1) 553K
6. L P BN AR R R R N RS A% e B
7. LRI, A ARSI EHH A A S 12

Kaspersky Security Center Linux %35 78 4 Bh 15 £ 1

JIk 55 48 ik

fEH B fir &k B IR 55 /e 15 IEAE I AT

e systemctl status klnagent_srv.service

e systemctl status kladminserver srv.service
e systemctl status klactprx_srv.service

* systemctl status klwebsrv_srv.service

BUAE, 8T At st kR e A AR, DA ORI B IR OF AR I A%

TR SRS LR i
15 T] RE T A5 LB Kaspersky AW 6 B SRR Bl BN 43 B AR BE O — 15 R4 BEREAT 4. A LRI PG I, 4%
FEART P U0 B HEATHRAE o 1 20 2B AT ) oAty 77 205 B e 1E 5 W e B R R A O I R 25 el P o X AT B2
FEHIEE K
JE Bl L RS e e A% AR LA AT 4E 47
TSI I B SR L B
1TAEIGENHT 55, 3 Jopt/kaspersky/ksc64/sbin.
2. T e 24T, RGBT ez —:
o Bz LEERE, 5i21T: klfoc -stopcluster --stp klfoc
o HEZNERE, 1Ei51T: klfoc -startcluster --stp klfoc

JABlIE AT 1L SRR R SR R T BT A 2 .

Y Horp — AT R

B HAT T

1TAEEST S, i klfoc -stopcluster --stp klfoc #ird-{5 b a1 .
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2 (EEYEY YT 5 L, 3] Jopt/kaspersky/ksc64/sbin.

3 ATH 44T, SRIGIE1T detach_node. sh fir &5 15 s WEEREF 2055 .

4. XA, i k1foc -startcluster --stp klfoc x4 o ShilEss B ER .
B. PATHES VBN

6. fEXFNF A b, 1§if] k1foc -stopcluster --stp klfoc a5 bk FEER 4R

7. {E4EY T 5 1, #53 Jopt /kaspersky/kscé4/sbin.

8. fTH 447, SRIGIE1T attach_node.sh #r 4 31 siE B B 4ERE .

Q. EEFT S b, /] klfoc -startcluster --stp klfoc & a s FEERLEERT .

2T YR S BRI R B R RS SR

LRGP 2 AR R A PR R AR T R ) Kaspersky Security
Center Linux 1] Kaspersky Security Center Web Console

AT A 22 %% Kaspersky Security Center Web Console Server (LA K x4 Kaspersky Security Center Web
Console) , ‘EEHE S HAE R B FE SR #5157 5B Kaspersky Security Center Linux. £ %3¢
Kaspersky Security Center Web Console Z iif, s LTI i (e % R RE T 5 1 22 4% el P 4 FHL 2R 45
Kaspersky Security Center Linux & HLR 45 25 .

BATABAEATAT - L FE b i i A 21 1 | 222 Kaspersky Security Center Web Console. 11 57 & i1
Pk, #0K T0i:05 i) Kaspersky Security Center Linux.

TG PR T R (T I A 36 FEZE T 79 5 /Y Kaspersky Security Center Linux /7 Kaspersky Security
Center Web Console:

1. 34T Kaspersky Security Center Web Console %235 )25 18 1 FIZB 1% 2.

2. 165 38, FEMRCAE R E trusted e ZE0 DL s VI UL ik e o i 7% 1 B2 1% 432 3] Kaspersky Security
Center Web Console. IS 7477 HHEA LI
OB RS B | | IE PR | RS A R

B i€ trusted 3SR AHAT:

o HHERFS AL, W REAEAER RSN U 7RIS ERC A, TE GRS RO IP HhE ARy
MR R AL . I, B S A ISR =0 BT T AR 1P sk

o EHRS AU . Kaspersky Security Center Web Console F T 1% 4 21| #L iR 55 #5111 OpenAPI i I (BRIA
13299) .

o BHRFIETS . B EIRS IUEFALT I (LR S B B 1) JL 2 B A7t b o UE B ST BRI 6 42
<shared data folder> \1093\cert\klserver.cer. il 3 ML 2545 77 5 1) 2] %2 5 Kaspersky Security
Center Web Console H ¥ #. i & & Bk 55 A 1E 15 U A 6 42

o BHRSGBALIR. W EIRNTE Kaspersky Security Center Web Console & 5% & I 1 1< B 4 3 il i 4 7 B 4
E

85



3. 4k 45 Kaspersky Security Center Web Console {5 2225 .
TEZR NN TERSG, Sli FR I —AMRaETT 2, 0] DLE K 3] Kaspersky Security Center Web Console.

PRATEL 5 RBUMERE — RO K BE BA A RERE T RN IR S 28 015 B

1% F DBMS [ =

BRI SS AR, R E NS DBMS K. SRk 7 fe VU I DBMS {E 75 22T E AR« T AL
BRI T LT R

e DBMS FH!:

e MySQL 5% MariaDB

e PostgreSQL &Y Postgres Pro
o ERRR S AR AU A AT i

o B3h. RIS ARSI, G DU E B IRSS & w3 RE T (RIAR 24 ie ) BHaltld— M
Bk 55 25 Bt e CBLT (i AR R 55 s B ™) o

o FEh. EEILME S =7 N HREF (140 SQL Server Management Studio) BRHIA G S Btk . 2
Joi s HR] DATE R B IR 55 5 2 S5 B IR G 540 2R i v o T 55 2 000

K352 ARUBRIN 15 AR B AR R SN o X R BT IR S LA AE ASAAT P 5 484 9 PR

R AT RAE LA A B8 BER 55 4% BT R T K (1) DBMS BUR 915 2.

MySQL F1 MariaDB

0 4% £ MySQL B¢ MariaDB 1£ 4 DBMS, i8Iz —1 DBMS A &Rk /15715 DBMS, SR 57 Ti%Ik f B i 1)
PR EVERE, B EC VAR PR EE . B e AR 4n R B d) .

b %*@*XBE
o FEIHARSCULEIEEE . ALL (ANM3E GRANT OPTION) .
o RGIHEN (mysql fllsys) : SELECT. SHOW VIEW.

* systable_exists {7l #2: EXECUTE (R4 fd ] MariaDB 10.5 (5 F i A/E >y DBMS, NILTH#E T
EXECUTE LR

o RN 4 RAUR: PROCESS. SUPER.

ARIATECEIK BRI E 25 E, 2 RECE T MySOQL A1 MariaDB [{JIK /™ .

Fic B PR 55 A ot T =2 AR

18427 N DBMS K AALBR A2 LA A5 o W 24 B i 55 2 0
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PostgreSQL 5% Postgres Pro

R AE L $E PostgreSQL BY, Postgres Pro /£ DBMS, & 1] U# ] postgres 1 ' (BRIAIY) Postgres fi i) g
g — /NI Postgres fth (LA RBFR A M) Kijiin] DBMS. HRIEHR 55250 B A ik, i R R ATk A A
AT RRR . A Ui B M ORI E 258, S MEE T PostgreSQL 5% Postgres Pro (KK /™ .

Postgres ff (IR

1 5 6 R $E P F IR B
postgres il IR EIASMARL A IR o A
B - CREATEDB. o el St B IR % SRR E (AR -
ALL.,

o B AL T R AR -
ALL.

o X AL T ETAT R A R AL
ALL.

Fic B PR 55 A odE T 2 AR

BB B RS AR EE . FTU7 17 DBMS [f) Postgres £ £ 06 21 HAG 0 57 2 Al 25 45 Bt P2 1) BT A 8 AL
B

fic & MySQL F1 MariaDB H i F ik F

Setkok Mt
TE NI P S TRAUBRZ B, T DR 354
1B R DA B 5K P SR R

2. % %% MySQL 5§, MariaDB F 15 F 7445

P B 22 25 2 e 45 7% 1) DBMIS T

I B T R EPENR - #5417 DBMS T F :

1 #2235 DBMS BB AR IK - R i24T MySQL B8 MariaDB {5 FH #855 .

2 B — AN AL I A S DBMS K P BRI S5 g8 2GR T (LU N IRIFRON 222G R 7D I R 45 48 iR 45 K A
JFH A 3 DBMS K 15 17] DBMS.
B D DBMS K 7, iEHAT L R 4
/* BEE—/N4N KSCAdmin [ JF4 KSCAdmin $87E%AY */
CREATE USER 'KSCAdmin' IDENTIFIED BY ‘<password>';
W RS H MySQL 8.0 B¢ FL AR AAE N DBMS, 1H7E B IX SIS SZFF A7 SHA2 18" G 36 . HERN S
Py UIE AT SHA2 B0 5 U "My SQL AR HLE RS
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o BLANEAT FH"MySQLANLEE S & 4 INUER) DBMS I F, AT LR 4
CREATE USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql_native_password BY '<password>';

o ZIHHGHIA DBMS Mk ;1 By Il , HAT LA R A
ALTER USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql_native_password BY ‘'<password>';

3. A ) DBMS JIK F7 42T LR B -
o BERALIR
o EHIRSAEIEE: ALL CAMUHG GRANT OPTION)
o A% (mysqgl Ml sys) : SELECT. SHOW VIEW
e systable_exists f7-fif i #2: EXECUTE
o AT R4 RMIR: PROCESS. SUPER

EE (A A 1) DBMS K 7 #5%2 T T IR, 15147 PA T AR :

/* Grant privileges to KSCAdmin */

GRANT USAGE ON *.*TO 'KSCAdmin';

GRANT ALL ON kav.*TO 'KSCAdmin';

GRANT SELECT, SHOW VIEW ON mysql.*TO 'KSCAdmin';

GRANT SELECT, SHOW VIEW ON sys.*TO 'KSCAdmin';

GRANT EXECUTE ON PROCEDURE sys.table_exists TO 'KSCAdmin';

GRANT PROCESS ON *.*TO 'KSCAdmin';

GRANT SUPER ON *.*TO 'KSCAdmin';

I A& ] MariaDB 10.5 BUE LR A< 1f: 9 DBMS,  WJE##% T EXECUTE AR FEXFPIELL T, MBIA A HEER
PLFfim4: GRANT EXECUTE ON PROCEDURE sys.table_exists TO 'KSCAdmin'.

4. EAEFE [ DBMS K/ 5% T IR A1, 15HAT L T i
SHOW grants for 'KSCAdmin'

5. T QI BLIRGS S B i, s AT BU T IA (B b i) BELIR 55 45 2R o K 2 kav)
CREATE DATABASE kav

DEFAULT CHARACTER SET “ascii’

COLLATE “ascii_general ci’;

il P A E 1) 7 DBMS JIK ™ (10 JBEIAS i 5 (¥ AH R K508t 1 44 9K

PN A -

LRGEE, ROV BRSS A B A, B R SS AR ARG

i & PostgreSQL F1 Postgres Pro i F ik F

Se oAt
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FENIK 73 BOALBR 2 BT, BT LT #24E
1 W DR IS DLA S B O3 0K 5 R 5t

2. % %% PostgreSQL il Postgres Pro [ F 45 .

Pe B K DL S BRIk 5548 (H 36 g i 2 e 2548 20 D
L E S T2 Fe B RS a1 :
1. 1817 PostgreSQL Al Postgres Pro )i I 55 .
2. 1E$E—A> Postgres i th K1 i) DBMS. #&mT LUEFH DL Nz —:
* postgres ' BRI\ Postgres fif4) .
RIS postgres FI P, T N HAZ THMAUBLIR .

* B Postgres ffitf.

an R 7 AL LTI Postgres M th, WHAIEZME, AR5 NHHZT CREATEDB R, ik, HEBTELT
A (LA b f €2 KCSAdmin)

CREATE USER "KSCAdmin" WITH PASSWORD '<password>' CREATEDB;
QIR O e PR 5 8 B 2 (LR MRIFRON IR S5 2 Bl ™D fp A &

3 L RS R,

LRSS, KA ORI S S AR, B SS S A IR

e B DL B PR S5 o (T 3h B i BRI 55 28 i )
ZL BT T 2R TR SS AT S

1. 3847 Postgres #1345

2. BIEE— N Postgres ffi tfl— ANEFFLAR S5 28508 i . SR iz A €92 T BN 55 S it E A BT BLBR o
Ik, 15 LA postgres F 7 f1 t6 5 5% postgres i JE, SRJGI1a4T L FIIA (ULIHIA 1) # t2 KCSAdmin, &3
K55 25 B B 4 FR A KAVD
CREATE USER "KSCAdmin" WITH PASSWORD '<password>"';

CREATE DATABASE "KAV" ENCODING 'UTF8' OWNER "KSCAdmin";

GRANT ALL PRIVILEGES ON DATABASE "KAV" TO "KSCAdmin";
3. NBIEEY Postgres ffi (% T LU T AU

o NITTRFMIPARIBIR: ALL

o RNITERFMPAFIIBIR: ALL

NI, 15LA postgres I AW E SRR S5 8 Kt o, ARJE 384T AN IIAS CRERRIAS 1 £ €2 KCSAdmin)
GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA "public" TO "KSCAdmin";

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA "public" TO "KSCAdmin";
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4 ZIE TR A .

TRGENT B R SS SR T G Bl e R AT ik BRI 55 e Al o BRI G5 AR A LIRS

Fi-F Kaspersky Security Center Linux F{JiE+

AL A K Kaspersky Security Center Linux iE- {5 &, I3 4017 Jy Kaspersky Security Center Web
Console M & A LTS, AR ANl 7645 B Il 45 % 55 Kaspersky Security Center Web Console %8 H.i A4 #E R 45
BT

5T Kaspersky Security Center iiF 43

Kaspersky Security Center i FH LA 2R AL FRIE 51 5 R FH AR 7 A 2 T8 1) 22 428 HL

o BRI

o Web R&#HIET

* Kaspersky Security Center Web Console ilF 13
BRINFE LR, Kaspersky Security Center f ] B2 4 iE 15 (B, Hi Kaspersky Security Center H &k ) , {H2
Ty DR B o B SCUEFS,  DASE B R 2 2R N 28 IR SR IR A 2 e br it . 72 BRIR S5 B AUk H 2 SOIEF5 72
TR EHERZ G, ZIEHRRIE S B4 UE BRI DI ReaE . E— 0 X2 B E SGE-B AR S
HEEHMR .. &0 LLE kisetsrveert 52 27 i@ it Kaspersky Security Center Web Console #1114/ 2 il 45
R PEDCCRAE B Oy B e GRS, BARBGR TR, ] kisetsrveert SEFIFE I, FHEMHLLMEZ
— R E TR

e C—Ijii (113000 #1 13291 fy3d FH i 15

e CR—Iifii [1 13000 F1 13291 {#J38 FH £ FHE 15 -

(IS T

T PUR B 7 2 R S5 e

o 4% Kaspersky Security Center Web Console I 1t Bl AR 55 &% B 173 5IE

o ZEHBE FEHIRSGIEANM ST Z [A ) 2 A8 H.

o FE MRS AER BB E HEIR S N S IR E
B PR 55 IR T R AR 2 R B IR S5 AR LA I B B AR R, JRIRAEAE /var/opt/kaspersky/kinagent_srv/1093/cert/
AT o AEBIE N AT DL 22 2% Kaspersky Security Center Web Console i, $i & & PR 55 88 iEH . EAEFBHK
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EREAR 55 2L P A B0 397 K. Kaspersky Security Center 4> £ 381IE - 23 HT 90 K A 3 4E pl 38 4
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ARV B 55 SRAIE 546 E 1A RO 397 R, Web Pl 5 5Kk [F1 % o

IR EL, ERT IO B S5 4% 20 e E E SGIEF . BN, O 7 G R A L BLE PKIBOY TIEH 5B E
EXECE, XA B, BB HIEBN, Frasoirisid SSL M 216 R 55 4% A P AL 2R e AT 2
B, JRRIR R BN SS A8 S R IR R BB IZENR, ORI AU IE T B R R R .

MR ER VEHIRS GES, ERKEIZIES, WA 28 S R SS A H AT, Rk .

RO T DURH A B R 55 2 IE 15 5 HA A BIR S5 88 W B T &y, DU LIRS 8 — S B BBl 2 57— S WA
FRE R .

Web 25 #3E 1

— MR ETAE TS, I Kaspersky Security Center & P AR 25 2511 Web AR 55 28 4448 . RAGIE Ja 48 N 3%
RS B ACHE 22 FHEIIE T . Ak, Web RS 2% 0] DU F & FhiE 15 .

Web Server $Z It 56 i 54 FH LA R EF 2 —:
1. 383t Kaspersky Security Center Web Console F-3i1#5 52 I & X Web A 55 25 iE+

2 B EHE RS AIES ("C

Kaspersky Security Center Web Console il 15

Kaspersky Security Center Web Console (LR f&#x Web Console) FIRS#54 H CHIAET . 44T Mk,
W s e I S Y E R R P {5 . Web Console iE45 7o ¥4 %) Web Console #E4T S #r 56, I H I i) i #5
Hl Web Console 2 [f] fIfiL & -

M 1EFTIT Web Console Iif, i 28 1] e <>l 4115 5 Web Console HiEEAZFAH %R, 3 H Web Console iEF
ToR. WIS £ KN Web Console iE 572 A28 4411, I H Hi Kaspersky Security Center H 84, ZFEBR
M, ATUHAT L N E 2 —

* 1§ Web Console iE45 # #i 4 H & SAEFS (HEFETD o GG AR I ZERIZEM T 25 AF B 2 H g SGIES 25K
HIIEF .

e ¥ Web Console i T IS {5 R 31 B S5 AUFRr . JRATHEBUE UL T QU 52 ST At Pt e
.

%} Kaspersky Security Center Linux & F 1 H & SCIE 1 E SR

THRER T NAFEN Kaspersky Security Center Linux 214445 5 (1] B 5& YAEHBHIE R .

Kaspersky Security Center Linux iIF 4 [ 23R
IEF52R5) =R TR
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o IEPHEH

e CRLZ4

PRZEHHE (TR « REESMHRIE, &5
Ui S 3 BT
Web Iz 55 #1iE+5 VB HE: R4S, ANE
M B EIEF 1) PKCS #12/PEM 25 28 B35
EHEE .
WEFS A8 2 AT I 44 PR (SAN) A24E: B,
subjectAltName Bt HIMEH XL
UEF TG Welb 01 W 5 Xof il 55 2 1k~ it in 1) A5 28524
K, DL CA/DYE B i1 v (2 AT SE LR R .

Kaspersky Security MR TEUE T ) PEM 2548 B0 RSN A BB Kaspersky Security Center
%e%ter Web Console ﬁE%H‘J’TﬁﬁH %ﬂjﬁg%ﬁ (SAN) ﬁﬁ, EI] , \:/F\geb Console Tfi%ﬂﬂ‘.ﬁ 1k
k subjectAltName ¥ BLHIMEH A 2. ’

UEFS1FA Web P 8 068 Jik 55 #8105 R A7 202K
PAL CA/I Y g8 IR = B 2 T A2 E 5K

H R Kaspersky Security Center Web Console fJilE 15

K22 00 Y A8 0T UE 5 RO 1 BRI S T ANE I IR, Kaspersky Security Center Web Console iE45 ()45
AR A 397 Ko ] LU F-3h MU # 1) H 2544 10E 5ok 2 40 M UE T iR LR (CA) I EA uE 5. 853,
&) DLEE kol #H Y] Kaspersky Security Center Web Console iE 15 .

HIEFTIF Web Console f, 31 Vi #8 1] fE <>l 5114 5 Web Console & #EA 2 G %8, FFH Web Console iF
ToR. PR 2K Web Console iE 1572 H 2411, I H.H Kaspersky Security Center Linux H )4z pl. %
PBRE T b, AT PAPAT A N E 2 —

o HUHIAUAUEFIN 1€ B SGIEFS (HEFFERITD o B R 10 A 2 2454 HLi 2 o SGIEAS EER AIE
15

o HHIMUK Web Console iE+5)5E, KHZUEHBININ B S EN S AHIEF 1R . BATE BB AL TIE B B % X
LA A Y e 30t

ZEF TR L HI Kaspersky Security Center Web Console i 45 :

PATLL N2 —, HHr 23 Kaspersky Security Center Web Console:

o R E g AR ) Kaspersky Security Center Web Console %2235 3 44, % I 4 Kaspersky Security Center
Web Console, %XJ5 2235407 ] Kaspersky Security Center Web Console JifiAs

o WEREME T RARAR 2R, BeT T R .
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A KR 1 Kaspersky Security Center Web Console iiF- 3 i) A UK 0 397 K.

% ¥ Kaspersky Security Center Web Console ik 43

BRI, 248 2:3% Kaspersky Security Center Web Console Server (1 Kaspersky Security Center Web
Console) I, SR B W EUEFHE B 3h A me. BT LS A B e SCIE 8 4 B 30 A i )iE .

FEH @ K TF 15 2 P Kaspersky Security Center Web Console HilF73:
1. 6%k %% Kaspersky Security Center Web Console JiT 75 I B i W S {4
2 fEBEC M, (R certPath 23R keyPath Z¥fh i H & SGIET STAF RV B SO HI R A2
3. R e TR B S A SR H 22 2% Kaspersky Security Center Web Console. #4147 LA FE{EZ —:

o 41 BLEL{ FHAH [F] 1) Kaspersky Security Center Web Console 223301, iM% Kaspersky Security Center
Web Console, #5225 4H [H] [ Kaspersky Security Center Web Console it

o WUREAE T RN LR, BT R

Kaspersky Security Center Web Console 1 Jf] & & [fI3E 45 T.AF

¥ PEX AL T4 #4 PEM #% 5

BLTE Kaspersky Security Center Web Console Hffi F PEX {E15, A2 26158 AT A7 J5 1# 1% T OpenSSL [1#%5-1
& SRR PR ZIE oy PEM #% 2.

FEFF Linux 22 1E 5 20 705 PFX LE15 5515 %y PEM #452(:

1 fE2ET OpenSSL HIFs-1- & ST, $ATEL R
openssl pkcsl2 -in <filename.pfx> -clcerts -nokeys | sed -ne '/-BEGIN CERTIFICATE-/,/-
END CERTIFICATE-/p' > server.crt

openssl pkcsl2 -in <filename.pfx> -nocerts -nodes | sed -ne '/-BEGIN PRIVATE KEY-/,/-
END PRIVATE KEY-/p' > key.pem

2. B ORAE S AL L BB pfx SO R — H e

3. Kaspersky Security Center Web Console 3752 385 (R4 FIE 5. Bk, 73T OpenSSL HI#5F & 5L H 2
FPHIg T LA N a4, A pem ST H 2 A

openssl rsa -in key.pem -out key-without-passphrase.pem
N5 pem ST ANEEAE FHAH R 44 R

ZER, B pem STIFRINGE . Jo /s N E S RI AT

crt Al pem AT LIS, BT LTE Kaspersky Security Center Web Console #2235 25 1 #5 2 'E1417.
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itk H 48 i 247 klsetsrveert utility -

O RENIET IS W2 5 8 3 IR 55 45 1) B 4
AR R, A Sl SSL M B B R 5% & 1 2% B AR EATHERE, Ik Bl LR 55 4% B
ISR R . BB E WL B E &S, ] 4247 kimover utility .

+
4h

MR, EERS SIE B, HRSS 415 2128 B LM 2SRRI R IE .

fii H kisetsrvcert SRR B 408 LR 55 d51IE 15
IR as il 75
Wt ST RPE T B S TR

klsetsrvcert [-t <ZEAl> {-i <BIAHE> [-p <HHE>] [-0 <UFPIRIFSE>] | -g <DNS ZFE>}][-
f <] -r <IEPIURHUZIR SIS 1[-1 <HESF>]

17 N kisetsrveert SEHFEF . ‘B A& 1E Kaspersky Security Center Linux 2> &AL, ‘& 5 LR
Kaspersky Security Center Linux iz A A%

FERAIH T kisetsrveert SEHTEF S U

klsetsrvcert 52 T. L2 H{H
S SHUE
-t KBTS BFEEWNE R, <R SH TR
e C — i [1 13000 F1 13291 £ # 3@iF 15 .
e CR — A 113000 F1 13291 #5 4 X388 T B4 4iF 15 o
-f <IE]> B GBI, A R R DD-MM-YYYY hh:mm (% T3 1 13000 F113291).
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T8 52 S HL B S B IR TS 0 R 2 38 [R5 (R Bk [
-1 <A WA PKCS#12 1 AIEBIAS CGRAY B4 p12 8 pfx R KIS
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WERAAH S AT, BT ZE 300 A RefR % i A A 28 1 S
-0 <UEPIHIFS EBIAESH (U506 .

#0o B AT 2 R R I A 1 5 SUE S, ¥ 76 Klsetsrveert S2I R 55 -0
NOCA. I3 T-/A Tt CA M [ F R4 .

-g <DNS #F5> HHETR 945 2 DNS Z AR EIEE

-r <UEPAUR ML SAFERHAEBWURHI I, #5350 PEM.
RS>

SR SO BROATT, a0 A v B AR v AL
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flhn, g HUE CEBRSS S eSS, AL T fre-:

klsetsrvcert -t C -i <inputfile> -p <#*15> -0 NoCA

IETE G, FrA i SSL RS MRS A NS &k R, B e, 1WA &2 17kimover
utility .

G B R M AR, W LA
klsetsrvcert.exe -f "DD-MM-YYYY hh:mm" -t CR -i <inputfile> -p <password> -0 NoCA

S “DD-MM-YYYY hh:mm® 2 L E MR 3-4 F 0 E L. 6 T B0 6 S RO 61 RS 14 70 V4% 07
4 AT 24 AR

1 kimover S FFE 2 K5 I 25 A3 122 31) 5 PR IR 45 2%

filiFH 65 AT klsetsrveert SRR PP & U B AR S5 A b A5 )5, S8 7 ZEAE I 28 AR e 1 IR 55 4 22 R 7. SSL %,
PRy O T

BIEETTH) EPENR 5 5 1l 157 U R 7% :

M 2 ARRAFIZAT LU LR -

klmover [-address </x%#tHitib>] [-pn <¥i5>] [-ps <SSL ¥#i15>] [-nossl] [-cert <iEfi3(
PHIERAES ]

2 25 B AR B 7 i e g I, RS PR 4 1 3 A2 8 R A 2 e S e

kimover SR 7 ZEU IR U R PT7R o

Kimover s HFE 7 Z5{E
SH YA

-address <fR&52eHdl> FHF R S BRR 55 % b
& AT LR € IP Hihk o DNS 4 FK.

-pn < HS> FH SR 37 5 7 R IR 55 28 O A i 25 B2 1) i 11 5
B\ L5 52 14000,

-ps <SSL ¥ii15> {5 ] SSL 5 %55 F IR 5% 4% 8 N7 hn 25 S eI 48 P A SSL 3 11 5.
BRI\ H 52 13000,

-nossl A5 A 25 e BRAR 45 3%
WS RAE P, AR B o 5 B N 1) SSL WS 4% 22 5 FEL IR 5%
"%,

-cert <IRIUESCIRIEEATE V7 1) B R 55 2% A8 R 8 IRIE S ST D B B
>
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KT F+ 2% Kaspersky Security Center Linux

T LAE 225 1 RS B 5 38 OO 13 THa6) et b 2228 BIR S5 A 14.2. T A 14.2
I, b B R 55 A A R i A K A s B AR B DR B T K

THELITE], AR B 55 A% A LAl R e [R5 ] DBMS

T A BAR 7592 — T R BRIR 55 2 O RROAR -

* {ii ] Kaspersky Security Center Linux % %%

o QUEEBARSTEAR R0, LRBTRCORKE BRS84S, IRA &0 o R B R 55 A M

WA N 28005 ZANVE B SS4R, MILZTF-Bh T A1 IR 55 2% . Kaspersky Security Center Linux ASSCHF&EH
AR &

MIEHTHRASTH 2% Kaspersky Security Center Linux I, SZRFIRR N FHFEFF O i b = IR . &
BEAR 55 25 A 1A 2% OB 1R 2 E 3 T 42

1§ FH 2225 S0 F T 2% Kaspersky Security Center Linux

BB TR SS AR M CART IR CNRRA 13 TF6) TR FIMA 14.2, #0] LS A Kaspersky Security Center Linux
B RESAAE T RS R Rt b 22 B hROAS

BEES 2P AT FG IR AT EPEIR S s TR EYW A 14.2:
TR B 0B X R B B R A 14.2 1) 58 BE R A 1) Kaspersky Security Center Linux %236 3C {4
o X TIZATHT RPM HHAE RGN - kscbd-<fii A 5>-11247x86_64.rpm
o XIFi2472E T Debian [#RAFE RSB - ksco4_<HiiA 5>-11247_amdé4.deb

2. M PG AE A B AR 55 4 b A8 T OB A U BEAS T2 e . B, fERVA root BURMIIK TR, AT AFE fiy 4T 4
iy oS DA R i 2

o XTI THT RPM IHRE RAE N5 4%
$ sudo rpm -Uvh --nodeps --force ksc64-<fiA"5 >-11247.x86_64.rpm

o Xt Tig17% T Debian HIHAE RS W4
$ sudo dpkg -i ksc64 <RA S >-11247_amd64.deb

AT @25, KAl Jopt/kaspersky/ksc64/lib/bin/setup/postinstallpl A . HH5<TH B B R fEL i,
3.i81T Jopt/kaspersky/kscé4/lib/bin/setup/postinstall.pl JiA KBt B TH2% (1) FELAR 55 25 «
A, BRI AT 283 SRR B AAVE T P SCR B AL Sl o G SRAER R R 5LV W] W ORI S AL SR TR T 2%k
a BN LU O o 4 b, BEMRIFEZ EULA 46 am &1t
b. FRAN Y DAHIA R O 58 A Bel i . BRAR 42 52 75 18 B0 A 22 A B FA SR

FEERAPIRY G, A AREEAE B & B2 RN A -
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B, Nk FEARAE S IR 55 4% 2 B X
TEER T RIEHD T,

Enter 'Y' to confirm that you understand and accept the terms of the End
User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
the terms of the EULA or 'R' to view it again [N]:

Y

Enter 'Y' to confirm that you accept the terms of the Privacy Po1

must accept the terms and conditions of the Privacy Poli

application. Entering 'Y' means that you are aware tha

handled and transmitted (including to third countries) as desc ed in the
Privacy Policy. Enter 'N' providing you do not accept the Privacy Policy
[N]:

¥

Choose the Administration Server installation mode:
1) Standard

2 imary cluster node

3) Secondary cluster node

Enter the range number (1, 2, or 3)

TR, MWASREIFERTIIE MRS TSI, ik T T M B B R 55 e B E

6. % T2k | R M ISR () B4, B IFIEAT T FE B AR M 25 AR KA 55 o
BATEIE NG Linux 28T 25 F1| 5 Kaspersky Security Center Linux AH [ AR o

TERRIEFRE ZHAE S5 Jm, MR ARBRR AR T

2513 T+ 2% Kaspersky Security Center Linux

B IR SS A M LRI RRCA CNRRAS 13 FF46) FHRBIRAS 14.2, 0] DG 8 1 IR 55 #5008 1) 4% 00 T AE 2 3858
A< [#) Kaspersky Security Center Linux Jo Pk St 24 . a2 2222 A TR) HH B0 1) 8, 65 mT LU FH 2% i 1) 2 1 A 2
IR 25 250U 2% 03 Tk 2 2P T AR D B IR 55 4

LT A5 0I5 PRI AN EPEIR 5 5 T R B R A 14.2:

TAETHERRT, A3 P TH RSO R 2 PR e 280 P e 55 s 0t

2. 1% H A ) Kaspersky Security Center Linux.

3. 76 LAHT O HE A 45 2% b 22 3 Kaspersky Security Center Linux i 14.2.

4. T T B i PR FRIR 5 A A

B.X T2 e 7 R M ES AR B () B 4, B HEAT F T R 2 BB AR I 285 AR AT 55 o
PATE VR Linux 2R TH 24 21 5 Kaspersky Security Center Linux A1 7] (A o

FERRERE ZHAE S Ja, MR B AR T

76K B B fm AL R AR T 5 TF 2% Kaspersky Security Center Linux
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A DATE 22255 T B R OAS R fiﬂ%%‘% CRRAS 14 2)  BIAREAS - BT S MO B i RS AR T o L 22 3 B B IR 45 28 A
142, HFFRBRA 14205, b —FEEARSS SRRAS I BT A 20 fis B 3B R B oK

W SHIE 2 BUE A % % %235 T Kaspersky Security Center Linux, &30 a] DL 22 255 S04 8l 3 il il 2840 7R IX
be 5 2% 72 Kaspersky Security Center Linux.

BErE R E IR A 32 HE T 79 7 | 712 Kaspersky Security Center Linux:
TR B2 X st T AL 55 A 14.2 1) 58 B R AL 1Y Kaspersky Security Center Linux 223 S0

o XFTIBATHT RPM [ AE RGEM % - kscbd-<iiiA 5>-< P HIRR A5 > x86_64.rpm

X327 T Debian ({451 B - kscod_<IAk 5 >-< UKL H>_amdé4.deb

3 PEAEREM BT i b, A A BIR S5 4% LA ] B R B B RS T s e
Blhn, FEHAT root BRI T, R DUAE fr AT 20 A BA R fir 2

o X IE T T RPM I KRR H1E 4%
$ sudo rpm -Uvh --nodeps --force ksc64-< AT >-<HE AT >.x86_64.rpm

o Xf T84T T Debian HI#1E RSB %
$ sudo dpkg -i ksc64 <hAS >-<HNHEHA S > amd64.deb

I HAT 2 5, ¥ BIE Jopt/kaspersky/ksc64/lib/bin/setup/postinstall.pl I . AH3TH B R e &,
43547 Jopt/kaspersky/ksc64/lib/bin/setup/postinstallpl JiI A< At B T+ 25 i FEAR 55 2%
5. [l iy 44T 43t R SR ALY AT BIMSCRI BRFA W o 0 SR8 R R BV T B SO B AL SHE WS [ i A K

a FNY UABA S CLoe 4 BB . BRAR T332 EULA IR 4 1E .

b. TN Y UABIAE O oe A Pal i B AR 422 52 1538 Bcis A 2 0 B RA SR

FEMNTE Y G, FAREEIE R & e e B R .
6. Wi\ 2 BT R

TEER T RIam L.

Enter 'Y' to confirm that you understand and accept the terms of the End
User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
the terms of the EULA or 'R' to view it again [N]:

Y

Enter 'Y' to confirm that you accept the terms of the Privacy Poli
must accept the terms and conditions of the Privacy Policy to in
application. Entering 'Y' means that you are aware th

handled and transmitted (including to third countries 5 s
Privacy Policy. Enter 'N' providing you do not accept the Privacy Po11cv

[N]:
y

Choose the Administration Server installation mode:
1) Standard

2) Primary cluster node

3) Secondary cluster node

Enter the range number (1, 2

IR, MWASREIFERTTIE MRS TSR, Tk T T B e B R 55 e 5 B
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8. iah R

THER, B LHERM S RS ERE . WIRAER ST R LR SR, e BN ST R

XFE, AR T AR R A SR A 1Y Rl B2 T RO ARCAS 1 B IR 55 4% -
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iLF% %) Kaspersky Security Center Linux

AT PR Z EF AT R GEIG . 415 A FRERAHAMXT 5 ) M Kaspersky Security Center Windows
it #% 3 Kaspersky Security Center Linux [fi 2.

X F1E# 3| Kaspersky Security Center Linux

ANt 74 XM Kaspersky Security Center Windows 1L % % Kaspersky Security Center Linux 1 7] FH 5% 15
S

R

A HIER ThEE, & 7] LLTE Kaspersky Security Center Linux & # T~ M Kaspersky Security Center Windows #%
FBECHETRIN G GRS, (B4, H. BB R) « BN S, HEHTENS. HmSE k%
BRAER] ZIP SCFrh,  3F SR VRt G NS5 N 81 Kaspersky Security Center Linux. B3 T AR 4h, &F 5—Ffh
JIEF MBS AT &R, AHX TR R v AR SRS AT 55 . 8 mT LLE S KLP SCA A% 40k 1 1 S s AT
%

R, BT Kaspersky Security Center Linux AN SZEREILER A ST 2 AEEIE. KKK Kaspersky
Security Center Linux JRAHH AN EAN R IIRE. 1E MRS, &0 LT R e SRS AT 5%

TE Y HI A 1Y Kaspersky Security Center Linux #, & 0] LLEIEAE A kimover SRR Y 85 @ i e 2 22 AT 5 7F
P b MR ACHE K # 5) Kaspersky Security Center Linux B3 T ({52 & BL 45« W0 FR 23T 55 DA 200
T Windows 50 & Hig1T. ik, 2 Windows W &AE Nk i, ARTGTEIEFE 2223541 45 7 8 F il 43 R R
5 A R G HEIRIE T

TE T LU FH DR 79504 52 8 B 28 AN B 1T 7% 31 Kaspersky Security Center Linux:
o IS ITHL ] GO S B A ANELR

o ERAEBMMRSHEZERTEN T H#HTITR
U1 Kaspersky Security Center Windows Fll Kaspersky Security Center Linux ft5 B iz 45 %8 A 1% J2 IR 45 74
HEH, PRI, U IUES TS S IKANAE . MR R SO I BT AR A 5 ) 7 2R S
PEAE%1 81 Kaspersky Security Center Linux. %18 ] Kaspersky Security Center Web Console [~ 52451 &

PTG RE: — 929l ] T Kaspersky Security Center Windows, % —>Sz4i - Kaspersky Security
Center Linux.

o M BRSS 8 R PURATIERS

% Kaspersky Security Center Windows & LIl 45 2% 78 24 Kaspersky Security Center Linux & # % 55 #% 1
TR, TEIEFREI. T H SR B 35 2 Kaspersky Security Center Linux. &0 PAZE
Kaspersky Security Center Web Console [ 5™ S vh & BEIT A5 i R IR AE IR S5 2 L A )46 . T R A6 B Xk
I T, %uﬂ%%ﬂﬂﬁ%%ﬁﬂiﬁﬂﬁigﬁ\%w DAL IE RS I A . A SRR XM G oL, THAETT AR 8 L A SR Al 8!
R IR .

* M\ Kaspersky Security Center Windows S tHFrE{T 55, A5 S AL # Kaspersky Security Center Linux.

» I\ Kaspersky Security Center Windows 5 Hi 55 i 5%, 28 )5 5 ABUE 31| Kaspersky Security Center Linux. 4
IR SR T B A5 e S ) SRS — 2 2 AN

iT#% 3] Kaspersky Security Center Linux
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AN T ) S IR A S R CGGRBS . AE55 ZH FRZEFIHABXT 5 M Kaspersky Security
Center Windows iT# %] Kaspersky Security Center Linux {3l f2. &0 AITEIZ VO a6 — N H4l, DITE
Kaspersky Security Center Linux F & 5 [7]— & H#4H . 5ERiEf )5, Fﬁﬁ”’”m@u%ﬂm?@ﬁg@lﬁ EER )
Kaspersky Security Center Linux 521 7,

HER, HATA K Kaspersky Security Center Linux AN SZRFEBITIER 7 ST S NEEAIE. KK Kaspersky
Security Center Linux A RIS REIThEE. TE4RTRAS T, 0T DULEERE e RIS FIAT 2% -

TE Y HT A1) Kaspersky Security Center Linux 7, & 0] DU {8 F kimover SE A FE Fy 80 % 8 i e i 22 AT 5 F

“”m@u%tﬁzﬁn%ﬁﬁﬁﬂ%&m Kaspersky Secunty Center Linux B H R (5. T0FE 23T 55 0 A i 3 T
Windows [ K sIE1T. A, Z3HL Windows W #AE N5 R, SRJEAEI R AT 55 8 R IEE 40 K R A 4
YERGFIRIL I

TR LT N
ST LA S LR 5
o SZREELR IR HOAT 45 M S

afE

>

o FE X BLEIESE
o EHASMMA TR

o TMELITR R AR

TR Z

el 1524 G £% 21 Kaspersky Security Center Linux 11— {5 B o E#FIER J7 12— FHE A H Kaspersky
Security Center Windows #1 Kaspersky Security Center Llnux IR 2R E IR

EM AT
WL TT B o7 ] R B i s IR R -

1. #R 5 Kaspersky Security Center Windows Fll Kaspersky Security Center Linux [ B2 IR 25 2% /& 75 #i HE 51 2 Ik
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NEEIR T ArcSight (P42 v B A

@ ArcSight Logger summary Analyze w Dashboards Configuration w Systern Admin T4

Edit Receiver

If @ source type that you need does not existin the Source Type dropdown list below, go to the Source Types page to add it.

Name cp cef
IP/Host IM j
Port [g1g
Encoding |UTF-8 j
Source Type I[EF j
Enable

cancel

ArcSight FIFEL A B A

T BT 2%
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EREZ IO T 5TH B3 SIEM R4, &0 LUk #E TCP/IP. UDP Bk TLS over TCP #1i%.
WS IEFE TLS over TCP #0i8, M4 LA TLS W HE :

o 55 E 56 RAE
FE" AR 55 8% B IR 7 B, m DL £ ZAS AR IE 55 SHA 1840
o RAEMEIES. Er RO ER A ZEEIERMURIE (CA) KIEBFIERK S, JRZcr b
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N, AT CARIHE 52 E AR IE TSR SHA FEUR T SIEM R Gt iRk %5 2 HEAT B 1 SR IF
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7 K iEniyi# R B 3h S HE4E SIEM RGHEE E OB R ALE.
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N

HNT E El’]?i@ 1E Kaspersky Security Center Linux i & 24t 7 AL E 4 . 150 LLTE klakdb.chm A% #E
FIIX B SRR I IR
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Center Linux (4 2 11124 U?Jﬁ[l%%%*/\*ﬂ’ﬁlﬁﬁﬁﬁ ) MUEE, TES RN

fs H klsql2 = HH T2 R A% SOL & ify

%S \}“”LTtluﬁﬁiﬁﬁ kisql2 e H T H, PR i s TR A% SOL &, 4 H kisql2 5 A T H i 2
QOL B, AR AR 2 AR5 i 240, AR L% 8 7 Kaspersky Security Center Linux 2334
FE(EH klsql2 S/ FE/F

1. ¥ 22245 | Kaspersky Security Center Linux & Bk 55 #5 (1) & 1Y) Jopt/kaspersky/ksc64/sbin/klsql2 H 3%

2. L HA, B sresql 25 H XM

3 AT IR G 28 4T IT src.sgls

4 1t src.sql 3CAFH, BEAPTRR I SQL A, AR5 RAF1ZSCT .

B. £ Kaspersky Security Center Linux B ¥ /IR 55 2 & B, 217, MIALL T a2 LA sresql X847 SQL

B HRAF S5 R 3 result.xml S
sudo ./klsgl2 -i src.sql -o result.xml

6. fTIFH BN resultxml X/ LS B A 45 R
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klsql2 5 T B+ i) SQL Al 1
4 L SQL B AIBIT, B Kisql2 S0H TAEIEE.

LUR B ik 7 Xt £ -BR R AR B LSRRI, RIS F A A A 8 B FF, BRI FE RS ER.

B 2t

SELECT

e.nId, /* FfFbpil */
.tmRiseTime, /* FMFRAMIM ] */
.strEventType, /* FARAIM NI AR */
.wstrEventTypeDisplayName, /* ZHLFHIERLFK */
.wstrDescription, /* FH{FHIERHE */
.wstrGroupName, /* FF/:FTEMHLTE */
h.wstrDisplayName, /* RAEFHFIRFZIERAEFRR */
CAST(((h.nIp / 16777216) & 255) AS varchar(4)) + '.'+
CAST(((h.nIp / 65536) & 255) AS varchar(4)) + '.'+
CAST(((h.nIp / 256) & 255) AS varchar(4)) + '.'+
CAST(((h.nIp) & 255) AS varchar(4)) as strIp /* KAEFHMRENR IP Hibl */
FROM v_akpub_ev_event e
INNER JOIN v_akpub_host h ON h.nId=e.nHostId
WHERE e.tmRiseTime>=DATEADD(Day, -7, GETUTCDATE())
ORDER BY e.tmRiseTime DESC
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Configuring a SmartCon... % | @) Summary | HP ArcSig... % | ) Search | HP ArcSight... X |

4 ) @ https://localhost/logger/search.ftlPehr=18ausm_query=_deviceGroup in [ 'mikrotik_admin.avp.ru [tcp cef] |&from=1/24/2017 v & | |Bv Google 0. wBa ¥ & =
. ] M 1 127
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_deviceGroup in ["mikrotik_admin.avp.ru [tep cef]”] v IR Acvanced
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oM oW

17.26:41 17.26:49 17.26:57 17.27.05

2 [« Time (Event Time) Device Logger deviceVendor deviceProduct deviceVersion

Selected Fields (5) =l 2017/01/2417:27:11MSK mikrotik_admin.avp.ru [tcp cef] Local KasperskylLab SecurityCenter 10.4.343

deviceEventClassld 2
deviceProduct 1 RAW CEF0JKasperskyl ab|SecurityCenter|10.4.343|KLSRY_HOST_STATUS_CRITICAL [Device statusis Criticalldimsg=5tatus of device 'KSC-343" changed to Critical: No security application installed. rt=1485268056 dhost=K'SC-343 dst=127.0.0.1¢c52=1093 es2L

deviceVendor 1 @2 2017j01/2417:26:41MSK mikrotik_admin.avp.ru[tcp cef] Local KasperskyLab SecurityCenter 10.4.343

deviceVersion 1
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