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https://www.kaspersky.com.tw/

B A as

/BB R

o WMITHARR 1GHz EFHI CPU - 64 ITTFRZ4T - CPU RIEIEZR 14 GHz -
* RAM : 4GB *

o OJMAHRZER 1 10GB -

SKELUMEE R

Debian GNU/Linux 9.x (Stretch) 32 {1170 /64 fiIJT

Debian GNU/Linux 10.x (Buster) 32 17T /64 {170

Debian GNU/Linux 1.x (Bullseye) 32 17T /64 fiI70

Ubuntu Server 18.04 LTS (Bionic Beaver) 64 175

Ubuntu Server 2004 LTS (Focal Fossa) 64 17T

Ubuntu Server 22.04 LTS (Jammy Jellyfish) 64 fiI7T

CentOS 7x 64 17T

Red Hat Enterprise Linux Server 7.x 64 1170

Red Hat Enterprise Linux Server 8.x 64 17T

Red Hat Enterprise Linux Server 9.x 64 fiI7T

SUSE Linux Enterprise Server 12 ( FTBRZEEX ) 64 T

SUSE Linux Enterprise Server 15 ( FTERZEE M ) 64 7T

Astra Linux 5 5lliR 1.6 ( EEHERERERAMBHED ) 64 U

Astra Linux 5 3lAR 17.2 ( E1EHE SIS RIGE T e MBHET ) 64 17T

Astra Linux 8RR 212 64 17T

Alt Server 9.2 64 117G

Alt Server 10 64 11175

Alt 8 SP Server (LKNV11100-01) 64 77T

Alt 8 SP Server (LKNV11100-02) 64 1175

Alt 8 SP Server (LKNVI100-03) 64 fi17T

Oracle Linux 7 64 175

Oracle Linux 8 64 117G
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https://support.kaspersky.com/KES4Linux/11.2.0/en-US/197930.htm

e Oracle Linux 9 64 fiI7T
e RED OS 7.3 Server 64 17T
e RED OS 7.3 Certified Edition 64 i/7T

SEMUNERYS

VMware vSphere 6.7

VMware vSphere 7.0

VVMware Workstation 16 Pro

Microsoft Hyper-V Server 2012 64 fiI7T

Microsoft Hyper-V Server 2012 R2 64 fiI7T

Microsoft Hyper-V Server 2016 64 fiI70

Microsoft Hyper-V Server 2019 64 i1 7T

Microsoft Hyper-V Server 2022 64 fiI7T

Citrix XenServer 71LTSR

Citrix XenServer 8.x

Parallels Desktop 17

PN REBHFELZEZEE PO Linux ERICPTESERVIERERR - BEAFHEENRAZNERE
e Alt 8 SP Server (LKNVI1100-01) 64 117G
e Alt Server 10 64 117G

e AstralLinux Rk 172 ( R IE#EEEET v M@EslETl ) 64 It

* Debian GNU/Linux T1.x (Bullseye) 32 i/ 7T / 64 flI7T
e Ubuntu Server 20.04 LTS (Focal Fossa) 64 1175

* RED OS 7.3 Server 64 {175

» RED OS 7.3 Certified Edition 64 170

SEUNERNEGRS (JUZEEADNEEL)

MySQL 5.7 #t1& 32 fiI7t /64 17T

MySQL 8.0 64 175

MariaDB 101 ( #HZ2 4R 5% 101.30 &L L ) 32 17T /64 17T

MariaDB 10.3 ( A2 #R5% 10.3.22 XL £ ) 32 I7u/64 17T

18


https://support.kaspersky.com/KES4Linux/11.2.0/en-US/197930.htm

* MariaDB 104 ( #HZ 4R 9% 10.4.26 &I L) 32 17t /64 7T

e MariaDB 105 ( #H#E475% 10517 KL £ ) 32 it /64 Iyt

* MariaDB Server 10.3 32 1170 /64 AI7T + ¥&FC InnoDB #7752
 MariaDB Galera Cluster 10.3 32 11175 /64 1170 + ¥&EC InnoDB #7512
* PostgreSQL 13.x 64 11170

* PostgreSQL 14.x 64 {iI7T

 Postgres Pro 13.x 64 fiI7T

* Postgres Pro 14.x 64 fiI7T

N

s

~EMEZZEEDPOMETES

FEHFEZEEEROHEEETES @RS
B/ MERR IR
o CPU: 4% - 1FEEAEER 25 GHz -
* RAM : 8GB -
o DJFHMINRZERE : 40GB -
PINMERZ B Z— (2R 64 ITThRA ) -
e Debian GNU/Linux 9.x (Stretch)
e Debian GNU/Linux 10.x (Buster)
e Debian GNU/Linux 11.x (Bullseye)
e Ubuntu Server 18.04 LTS (Bionic Beaver)
e Ubuntu Server 2004 LTS (Focal Fossa)
e Ubuntu Server 2204 LTS (Jammy Jellyfish)
e CentOS 7x
* Red Hat Enterprise Linux Server 7.x
e Red Hat Enterprise Linux Server 8.x
* Red Hat Enterprise Linux Server 9.x
e SUSE Linux Enterprise Server 12 ( FIBIRIFZEH )
e SUSE Linux Enterprise Server 15 ( FTERIZEX )

19



* Astra Linux 53Rk 1.6 ( 253 EIEES IR IF R AR HR T )

e AstralLinux R 172 ( EEHEREEEEIEE T v M@ sl ZE T )

* Astra Linux Common Edition 212

o Alt Server 9.2

* Alt Server 10

e Alt 8 SP Server (LKNV11100-07)

e Alt 8 SP Server (LKNV11100-02)

e Alt 8 SP Server (LKNV11100-03)

* Oracle Linux 7

* Oracle Linux 8

* Oracle Linux 9

* RED OS 7.3 Server

e RED OS 7.3 @&
UTZFEMEZEZEEDD Linux EREMEBREHNFERS  SLEAFSIEERANZAERK

e Alt 8 SP Server (LKNVI1100-01) 64 {1175

* Alt Server 10 64 17T

* AstraLinux 5 ARk 17.2 ( B EEESIE R R o M@HEL ) 64 T

e Debian GNU/Linux 11.x (Bullseye) 32 fiI7T / 64 fiI70
e Ubuntu Server 20.04 LTS (Focal Fossa) 64 1171
e RED OS 7.3 Server 64 {171

e RED OS 7.3 Certified Edition 64 11175

AEHRE

HRAFPREE  FEMEZZERPORETIZaNERERZE 25 -
RENBENTER KN FENMEZZEE P ORE T EEMERNABERNFERKZEMEE -

oo

2|2

Eﬂﬂﬁ

* Mozilla Firefox JEBIZ T TFEIRAS 9180 SNE S HRA (9180782022 F4 55 H3s# )
» Google Chrome 1000.4896.88 L E S iR A ( B hRA )

* Microsoft Edge 100 =% & = iR A
20


https://support.kaspersky.com/KES4Linux/11.2.0/en-US/197930.htm
https://support.kaspersky.com/KES4Linux/11.2.0/en-US/197930.htm

* macOS Y Safari 15

ARSC3E
B/ MBS IRMG
o HITHAZER 1GHz SLESHI CPU - 64 ITTIFZEZ4% - CPU &{EIEZ 14 GHz -
e RAM : 512MB -
o TJFHMAIRZRE 1GB -
SRR Linux WERBENIEEEK WAL E Perl ;3= fFiZe8 DI0 SUESRA -
SIELUMEREZ
* Microsoft Windows Embedded POSReady 2009 with latest Service Pack 32 17T
* Microsoft Windows Embedded POSReady 7 32 17T /64 fiI7T
» Microsoft Windows Embedded 7 Standard (Service Pack 1) 32 17T /64 7T
* Microsoft Windows Embedded 8 Standard 32 1170 /64 fiI7T
e Microsoft Windows Embedded 81Industry Pro 32 117t /64 17T
* Microsoft Windows Embedded 81Industry Enterprise 32 1117t /64 17T
e Microsoft Windows Embedded 81Industry Update 32 {17z /64 1170
* Microsoft Windows 10 1222k 2015 LTSB 32 {17t /64 {170
* Microsoft Windows 10 &35k 2016 LTSB 32 fiI7T /64 {1170
* Microsoft Windows 10 loT &2k 2015 LTSB 32 {1170 /ARM
* Microsoft Windows 10 loT 1225z 2016 LTSB 32 11770 /ARM
* Microsoft Windows 10 Enterprise 2019 LTSC 32 i/ 7T /64 7T
* Microsoft Windows 10 loT 1235z 1703 32 {1/ 7T / 64 7T
* Microsoft Windows 10 loT 1E2EhR 1709 32 117t /64 17T
* Microsoft Windows 10 loT 12z 1803 32 17T /64 {1170
* Microsoft Windows 10 loT 122 1809 32 17T /64 {170
 Microsoft Windows 10 20H2 loT 123hR 32 {171 /64 fiI7T
* Microsoft Windows 10 21H2 loT 1&2£hRk 32 11170 /64 17T
* Microsoft Windows 10 loT 1235k 32 fiI7T /64 {170

* Microsoft Windows 10 loT 122 1909 32 17T /64 {170
21



Microsoft Windows 10 loT 7E25hR LTSC 202132 17T /64 17T

Microsoft Windows 10 loT 12 ik 1607 32 1170 /64 17T

Microsoft Windows 10 & ki RS3 ( Fall Creators Update - v1709 ) 32 {170 /64 fiIJT
Microsoft Windows 10 Z22£hfk RS3 ( Fall Creators Update - v1709 ) 32 {iI70/64 fiI7T
Microsoft Windows 10 T {FI5E 2k RS3 ( Fall Creators Update - v1709 ) 32 fiI7T /64 117
Microsoft Windows 10 1=25hi RS3 ( Fall Creators Update - v1709 ) 32 17T /64 fiI70
Microsoft Windows 10 21 & hit RS3 ( Fall Creators Update - v1709 ) 32 {iI70/64 fiIJT
Microsoft Windows 10 Z FAhk RS4 ( 2018 & 4 BE#T - 17134 ) 32 {1yt /64 fiTT
Microsoft Windows 10 Z2£hik RS4 ( 2018 &= 4 HE#T - 17134 ) 32 It /64 fiIT
Microsoft Windows 10 T {ElIEE 35k RS4 ( 2018 & 4 HEHT - 17134 ) 32 U7t /64 UTT
Microsoft Windows 10 1222k RS4 ( 2018 & 4 BE#T - 17134 ) 32 Iyt /64 {iTT
Microsoft Windows 10 21 & kit RS4 ( 2018 & 4 BE#T - 17134 ) 32 {iIyT /64 {iTT
Microsoft Windows 10 X i RS5 ( 2018 Z£10 A ) 32 fiI7u/64 1I7T

Microsoft Windows 10 E£2£4 RS5 ( 2018 10 A ) 32 fiI7u/64 It

Microsoft Windows 10 T{EFIEE 2R RS5 ( 2018 & 10 B ) 32 Iyt /64 It
Microsoft Windows 10 182£hk RS5 ( 2018 £10 B ) 32 fiI7u/64 fiI7T

Microsoft Windows 10 21& hit RS5 ( 2018 210 B ) 32 fiI7u /64 fiI7T

Microsoft Windows 10 X A3 hix 19H1 32 17T /64 17T

Microsoft Windows 10 Z2&hfk 19H1 32 1171 /64 17T

Microsoft Windows 10 T {EU5ZE 25k 19H1 32 17T /64 {1170

Microsoft Windows 10 1& 25 ki 19H1 32 17T /64 iI7T

Microsoft Windows 10 Z & hix 19H132 17T /64 17T

Microsoft Windows 10 & hi 19H2 32 17T / 64 17T

Microsoft Windows 10 ZE2&hj 19H2 32 {171 /64 17T

Microsoft Windows 10 T {EUSZR 3£ R 19H2 32 1170 /64 17T

Microsoft Windows 10 1= 25k 19H2 32 17T ,/64 170

Microsoft Windows 10 Z & hit 19H2 32 17T /64 17T

Microsoft Windows 10 & Akl 20H1 ( 2020 & 5 B &E#7 ) 32 I7u/64 17T

22



Microsoft Windows 10 E22EkRk 20H1 ( 2020 =5 B&EH#1 ) 32 {7t /64 T
Microsoft Windows 10 182k 20H1 ( 2020 & 5 B & #7 ) 32 I7u/64 AT
Microsoft Windows 10 21 & hit 20H1 ( 2020 & 5 B &#7 ) 32 170 /64 17T
Microsoft Windows 10 2 A il 20H2 ( 2020 510 BE#T ) 32 170/64 {UTT
Microsoft Windows 10 E2£hk 20H2 ( 2020 5 10 HE#7 ) 32 Iyt /64 11T
Microsoft Windows 10 1822k 20H2 ( 2020 5 10 HE#T ) 32 It /64 1170
Microsoft Windows 10 (& iz 20H2 ( 2020 £ 10 B &5 ) 32 170 /64 17T
Microsoft Windows 10 Z A Ak 21H1 ( 20215 5 B &R ) 32 170 /64 17T
Microsoft Windows 10 B2k 21H1 ( 2021 £ 5 B E5#T ) 32 fiI7T/64 17T
Microsoft Windows 10 122k 21H1 ( 20215 5 B &R ) 32 fi7n/64 7T
Microsoft Windows 10 21 & kit 21H1 ( 20215 5 B E#7 ) 32 1170 /64 17T
Microsoft Windows 10 ZX A bl 21H2 ( 2021510 B & #1 ) 32 170 /64 17T
Microsoft Windows 10 S2£4k 21H2 ( 2021 4510 BEH ) 32 i17t /64 {1170
Microsoft Windows 10 1222k 21H2 ( 20214 10 B &E# ) 32 fi70/64 7T
Microsoft Windows 10 21 & kit 21H2 ( 2021 510 S & #7 ) 32 Iyt /64 {7
Microsoft Windows 11 2 Fi AR 64 1117t

Microsoft Windows 11 Z2£ ki 64 17T

Microsoft Windows 11 1222k 64 fiI7T

Microsoft Windows 11 (B ik 64 117t

Microsoft Windows 11 22H2

Microsoft Windows 81 E2£ iR 32 l170/64 11170

Microsoft Windows 81 {35 hR 32 {170 /64 1117

Microsoft Windows 8 S22k 32 11175 /64 i1 7T

Microsoft Windows 8 125k 32 17T /64 17T

Microsoft Windows 7 Z23hR ( Service Pack 1 f1SE S hiA ) 32 170 /64 1170
Microsoft Windows 7 25 hi /TEM&E M ( Service Pack 1 M S AR A ) 32 17T /64 17T
Microsoft Windows 7 X FIE A bl /3#EFE AR ( Service Pack 1 MIE S A ) 32 iI70/64 iI7T

Microsoft Windows XP Professional Service Pack 3 21 32 {1175
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Microsoft Windows XP Professional for Embedded Systems ( Service Pack 3 ) 32 fiI70
Windows Small Business Server 2011 Essentials 64 11170

Windows Small Business Server 2011 Premium Add-on 64 17T

Windows Small Business Server 2011 Standard 64 {i7T

Windows MultiPoint™ Server 2011 Standard/Premium 64 fiI70

Windows MultiPoint™ Server 2012 Standard/Premium 64 {11 7T

Windows Server 2008 Foundation (Service Pack 2) 32 {17t /64 {170
Windows Server 2008 Service Pack 2 ( FTE iRA ) 32 {17t /64 {170
Windows Server 2008 R2 Datacenter ( Service Pack 1 18 S i A ) 64 11175
Windows Server 2008 R2 Enterprise ( Service Pack 1 F1E S A ) 64 fiI7T
Windows Server 2008 R2 Foundation ( Service Pack 1 f188 S R4 ) 64 17T
Windows Server 2008 R2 A&, ( Service Pack 1 f1E S hRAS ) 64 17T
Windows Server 2008 R2 Standard Service Pack 1 F18 & it A& 64 17T
Windows Server 2008 R2 Service Pack 1 ( FTE RN ) 64 1171

Windows Server 2012 Server Core 64 17T

Windows Server 2012 Datacenter 64 77T

Windows Server 2012 Essentials 64 11170

Windows Server 2012 Foundation 64 1175

Windows Server 2012 Standard 64 117t

Windows Server 2012 R2 Server Core 64 17T

Windows Server 2012 R2 Datacenter 64 11175

Windows Server 2012 R2 Essentials 64 17T

Windows Server 2012 R2 Foundation 64 i1 75

Windows Server 2012 R2 Standard 64 17T

Windows Server 2016 Datacenter (LTSB) 64 117G

Windows Server 2016 Standard (LTSB) 64 117G

Windows Server 2016 Server Core ( Z3£#£18 ) (LTSB) 64 iIJT

Windows Server 2019 Standard 64 {1175
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Windows Server 2019 Datacenter 64 11175

Windows Server 2019 Core 64 170

Windows Server 2022 Standard 64 1170

Windows Server 2022 Datacenter 64 7T

Windows Server 2022 Core 64 1175

Windows Storage Server 2012 64 {1175

Windows Storage Server 2012 R2 64 fiI7T

Windows Storage Server 2016 64 fiI7T

Windows Storage Server 2019 64 fiI7T

Debian GNU/Linux 9.x (Stretch) 32 17T /64 {1 7T

Debian GNU/Linux 10.x (Buster) 32 {1175 /64 7T

Debian GNU/Linux 11.x (Bullseye) 32 117t /64 fiI7T

Ubuntu Server 18.04 LTS (Bionic Beaver) 32 fiI7T /64 {170
Ubuntu Server 20.04 LTS (Focal Fossa) 32 11175 /64 17T
Ubuntu Server 2004.04 LTS (Focal Fossa) ARM 64 {1171
Ubuntu Server 22.04 LTS (Jammy Jellyfish) 64 {i/7T
Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32 1175 /64 17T
Ubuntu Desktop 20.04 LTS (Focal Fossa) 32 17T /64 fiI70
CentOS 7x 64 17T

CentOS 7x ARM 64 17T

Red Hat Enterprise Linux Server 6.x 32 7t /64 {70

Red Hat Enterprise Linux Server 7x 64 i 7t

Red Hat Enterprise Linux Server 8.x 64 17T

Red Hat Enterprise Linux Server 9x 64 fiI7T

SUSE Linux Enterprise Server 12 ( FTE RIFEH ) 64 T
SUSE Linux Enterprise Server 15 ( FTEIRZEM ) 64 17T
SUSE Linux Enterprise Desktop 15 ( FTBIRZEEX ) 64 7T

SUSE Linux Enterprise Desktop 15 (Service Pack 3) ARM 64 {170
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openSUSE 15 64 175

EulerOS 2.0 SP8 ARM

Pardus OS 19164 17T

Astra Linux F5 Ak 1.6 ( EEFEHATERFEEDNNRBIEL ) 64 (170
Astra Linux 55kl 172 ( R FEHARBERFEEDNNREIEL ) 64 (170
Astra Linux 38F3hR 212 64 17T

Astra Linux &5 Al ik 4.7 ARM

Alt Server 9.2 64 fiI7T

Alt Server 10 64 i1 7T

Alt Workstation 9.2 32 1175 /64 17T

Alt Workstation 10 32 {iI7T /64 {170

Alt 8 SP Server (LKNV11100-01) 64 175

Alt 8 SP Server (LKNVI1100-02) 64 fiI7T

Alt 8 SP Server (LKNV11100-03) 64 11171

Alt 8 SP Workstation (LKNV11100-01) 32 {75 /64 17T
Alt 8 SP Workstation (LKNVI1100-02) 32 1117t /64 fiI7T
Alt 8 SP Workstation (LKNV11100-03) 32 fiI7t /64 1170
Mageia 4 32 fiI7T

Oracle Linux 7 64 17T

Oracle Linux 8 64 fiI7T

Oracle Linux 9 64 {175

Linux Mint 19.x 32 17T

Linux Mint 20.x 64 fiI7T

AlterOS 75 K E SR 64 17T

GosLinux IC6 64 fi7T

RED OS 7.3 64 IJT

RED OS 7.3 Server 64 fiI 7T

RED OS 7.3 Certified Edition 64 117G
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* ROSA COBALT 79 64 fiI7t

¢ ROSA CHROME 12 64 fiIJT

e Lotos ( Linux #Z/0\ ks 41950 + DE: MATE ) 64 fiI7T

SIELUNERY S

e VVMware vSphere 6.7

e VVMware vSphere 70

* VMware Workstation 16 Pro

* Microsoft Hyper-V Server 2012 64 i/ 7T

* Microsoft Hyper-V Server 2012 R2 64 {iI 7T

* Microsoft Hyper-V Server 2016 64 170

» Microsoft Hyper-V Server 2019 64 i1 7T

» Microsoft Hyper-V Server 2022 64 i/ 7T

* Citrix XenServer 71LTSR

¢ Citrix XenServer 8.x

o UNEREHELEZER PN Linux ERICPTEZFERNIERRZT  BEAFBERAZOERE
o Alt 8 SP Server (LKNVI1100-01) 64 17T
* Alt Server 10 64 1170
* AstraLinux % AlR 172 ( B3 HBFAEESRIEEINM@REIET] ) 64 It
* Debian GNU/Linux T1.x (Bullseye) 32 i1 7T /64 17T
e Ubuntu Server 20.04 LTS (Focal Fossa) 64 f1I7T
e RED OS 7364 fiI7u
* RED OS 7.3 Server 64 fiI7T

e RED OS 7.3 Certified Edition 64 {1175

AT ERIFERZATE

B Ak
BEARB[EL MRS AEE
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Debian GNU/Linux 7x ( &= 7.8 ) 32 fi170/64 17T

Debian GNU/Linux 8.x (Jessie) 32 {1170 /64 fiIJT

Ubuntu Server 14.04 LTS (Trusty Tahr) 32 iI7T /64 {70
Ubuntu Server 16.04 LTS (Xenial Xerus) 32 {17z /64 17T
Ubuntu Server 18.04 LTS (Bionic Beaver) 32 fiI 7z

Ubuntu Server 2004.04 LTS (Focal Fossa) ARM 64 {1171
Ubuntu Server 20.04 LTS (Focal Fossa) 32 7T

Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32 {175 /64 17T
Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32 1117t /64 17T
Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32 17T /64 17T
Ubuntu Desktop 20.04 LTS (Focal Fossa) 32 11170 /64 fiI7T
CentOS 6.x ( £ 6.6) 64 T

CentOS 7x ARM 64 {170

CentOS 8.x 64 iI7T

Red Hat Enterprise Linux Server 6.x 32 1171 /64 {170

SUSE Linux Enterprise Desktop 12 ( FTIBIREBEH ) 64 17T
SUSE Linux Enterprise Desktop 15 ( FTBIREEH ) 64 7T
SUSE Linux Enterprise Desktop 15 (Service Pack 3) ARM 64 fiI75
openSUSE 15 64 i1 7T

EulerOS 2.0 SP8 ARM

Pardus OS 19164 fiI7T

Astra Linux &5 Bl AR 15 64 1170

Astra Linux &5 Al ik 4.7 ARM

Alt Workstation 9.2 32 17T /64 {170

Alt Workstation 10 32 {770/64 i 7T

Alt 8 SP Workstation (LKNV1100-01) 32 17T /64 fiI7T

Alt 8 SP Workstation (LKNVA1100-02) 32 117t /64 7T

Alt 8 SP Workstation (LKNV11100-03) 32 fiI7T /64 70
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* Mageia 4 32 lI7T
e Linux Mint 19.x 32 fiI7T
e Linux Mint 20.x 64 AiI7T
* AlterOS 75 KESRA 64 17T
e RED OS 7.3 64 IJT
* GosLinuxIC6 64 fiI7T
* ROSA Enterprise Linux Server 7.3 64 fiI7T
» ROSA Enterprise Linux Desktop 7.3 64 {1/ 70
* ROSA COBALT Workstation 7.3 64 fi7T
e ROSA COBALT Server 7.3 64 fiI 75
e ROSA COBALT 79 64 fiI7u
e ROSA CHROME 12 64 fiI 7T
e Lotos ( Linux #Z/\0 RS 41950 - DE: MATE ) 64 fiI7s
B EE RS
* PostgreSQL 15 64 fiI7T
» PostgreSQL Pangolin 64 {1
* Microsoft SQL Server 2005 Express 32 {lI7T
» Microsoft SQL Server 2005 ( FRBERA ) 32 17T /64 17T
e Microsoft SQL Server 2008 Express 32 17T
» Microsoft SQL Server 2008 ( FTBERA ) 32 17T /64 17T
e Microsoft SQL Server 2008 R2 ( FRA IR ) 64 1175
* Microsoft SQL Server 2008 R2 Service Pack 2 ( FTBhRA ) 64 17T
* Microsoft SQL Server 2012 ( FTEhRZA ) 64 17T
e MySQL 50 32 17T /64 1175
e MySQL Enterprise 5.0 32 175 /64 iI7T
e MySQL Standard Edition 5.5 32 fiI7T /64 {17
* MySQL Enterprise Edition 5.5 32 11170 /64 17T

e MySQL Standard Edition 5.6 32 fiI7T / 64 1lI7C
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MySQL Enterprise Edition 5.6 32 fiI 7T / 64 i 7T
MySQL Standard Edition 5.7 32 17T / 64 {iI7T
MySQL Enterprise Edition 5.7 32 fiI7T / 64 17T
MySQL 5.6 #T1& 32 fi175/64 fiI7T

MariaDB Galera Cluster 10.4 32 {17z /64 {170

ASEL T ERFE

VMware vSphere 41

VMware vSphere 5.0
VMware vSphere 511

VMware vSphere 5.5
VMware vSphere 6

VMware vSphere 6.5
VMware Workstation 9.x
VMware Workstation 10.x
VMware Workstation 11.x
VMware Workstation 12.x Pro
VMware Workstation Pro 14
VMware Workstation Pro 15
Microsoft Hyper-V Server 2008 64 {170

Microsoft Hyper-V Server 2008 R2 64 {17z

Microsoft Hyper-V Server 2008 R2 Service Pack 1 F1E 2 iR A 64 1170

Microsoft Virtual PC 2007 (6.0156.0) 32 i1 70 /64 i 7T

Citrix XenServer 5.6

Citrix XenServer 6.0

Citrix XenServer 61

Citrix XenServer 6.2

Citrix XenServer 6.5

Citrix XenServer 7
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e Parallels Desktop 7
* Parallels Desktop 11
* Parallels Desktop 14
¢ Parallels Desktop 16
e Oracle VM VirtualBox 4.0.4-70112 ( 128 Windows FFiE & A )

 Oracle VM VirtualBox 5x ( 28R Windows 5iE& & A )

FEMEZEEEPORETIE

I

FEMEZEEEP OB IES @R

FEHELZZERPOREBE A ERSEE NIFELRFAER

Debian GNU/Linux 7x ( &2/5 7.8 ) 32 {75 /64 7T

 Debian GNU/Linux 8.x (Jessie) 32 iI7T /64 17T

e Ubuntu Server 14.04 LTS (Trusty Tahr) 32 17t /64 {170
 Ubuntu Server 16.04 LTS (Xenial Xerus) 32 17t /64 {170

e Ubuntu Server 20.04.04 LTS (Focal Fossa) ARM 64 {175
 Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32 11170 /64 17T
 Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32 11175 /64 17T
 Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32 fiI7T /64 111 7T
 Ubuntu Desktop 20.04 LTS (Focal Fossa) 32 11170 /64 fiI7T

e CentOSéx ( £ 6.6) 64 fiITT

e CentOS 7x ARM 64 iIJT

e CentOS 8x 64 fiI7T

* Red Hat Enterprise Linux Server 6.x 32 {17t /64 {170

e SUSE Linux Enterprise Desktop 12 ( FTE IRIFEH ) 64 7T
e SUSE Linux Enterprise Desktop 15 ( FTBREEM ) 64 {17
e SUSE Linux Enterprise Desktop 15 (Service Pack 3) ARM 64 i1 7T
» openSUSE 15 64 i/ 7T

* EulerOS 20 SP8 ARM
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e Pardus OS 19164 fiI7T

* Astra Linux %55l iR 1.5 64 11175

e Astralinux &Rk 17 ( EEHFASHERRBEENTRGEL ) 64 T
e Astra Linux i hllhk 4.7 ARM

* Alt Workstation 9.2 32 1171 /64 17T

e Alt Workstation 10 32 1170 /64 fiI7T

e Alt 8 SP Workstation (LKNV11100-01) 32 {175 /64 17T
* Alt 8 SP Workstation (LKNV11100-02) 32 {175 /64 fiI7T
* Alt 8 SP Workstation (LKNV1100-03) 32 177t /64 fiI7T
* Mageia 4 32 lI7T

e Linux Mint 19.x 32 fiI7T

e Linux Mint 20.x 64 7T

* AlterOS 75 KBS RA 64 17T

e RED OS 7.3 64 fiIJT

* GosLinuxIC6 64 fiI7T

» ROSA Enterprise Linux Server 7.3 64 fiI7T

» ROSA Enterprise Linux Desktop 7.3 64 {1/ 70

e ROSA COBALT Workstation 7.3 64 17T

e ROSA COBALT Server 7.3 64 fiI70

e ROSA COBALT 79 64 fiI7u

e ROSA CHROME 12 64 fiI 7T

e Lotos ( Linux Z/0 iR 41950 - DE: MATE ) 64 17T

A s 1032

ASTELUMEE R

Microsoft Windows Embedded 8 Industry Pro 32 {177 /64 i/ 7T

Microsoft Windows Embedded 8 Industry Enterprise 32 1117t /64 17T

Microsoft Windows 10 ZZ Ak ( Threshold 1 1507 ) 32 {170 /64 fi7T

Microsoft Windows 10 222k ( Threshold 1 1507 ) 32 fiI7/64 17T
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Microsoft Windows 10 1=2£hfk ( Threshold 1 1507 ) 32 170 /64 i 7T

Microsoft Windows 10 21 ki ( Threshold 1 - 1507 ) 32 fiI7T/64 17T

Microsoft Windows 10 TTE1Z£ &R ( Threshold 1+ 1507 ) 32 {7t

Microsoft Windows 10 {781 EE & %Ak ( Threshold 1+ 1507 ) 32 {7t

Microsoft Windows 10 Z f ki Threshold 2 ( 2015 & 11 S & #7 - 151 ) 32 {17t /64 17T
Microsoft Windows 10 Z22EhR Threshold 2 ( 2015 £ M HE T - 1511) 32 {i7u/64 7T
Microsoft Windows 10 1822k Threshold 2 ( 2015 & M S & #7 - 1511 ) 32 fiIJT/64 {1TT
Microsoft Windows 10 #{E ki Threshold 2 ( 2015 & 11 S &E#T - 1611 ) 32 1170 /64 {UTT
Microsoft Windows 10 1T813£ & ik Threshold 2 ( 2015 & 11 B &E#r - 1511 ) 32 17T

Microsoft Windows 10 TTEIZE & B2 AR Threshold 2 (2015 & 11 BE#7 - 1511) 32 fi7T

A

Microsoft Windows 10 X FB kit RS1 ( HEF AR E R - 1607 ) 32 {i7u/64 7T

A

Microsoft Windows 10 E25h RS1 ( BBFAZERT + 1607 ) 32 I7T/64 17T
Microsoft Windows 10 {222k RS1 ( AR E# - 1607 ) 32 fi175/64 iI7T
Microsoft Windows 10 25 ki RS1 ( 4R EHT - 1607 ) 32 fi175/64 1T
Microsoft Windows 10 178125 & bk RS1 ( BEEAREH - 1607 ) 32 it
Microsoft Windows 10 1TB) % & (R 2EAR RST ( A4 RER - 1607 ) 32 fiIT
Microsoft Windows 10 & F kit RS2 ( BITEE & - 1703 ) 32 17T /64 iI7T
Microsoft Windows 10 E225hR RS2 ( BIfEE &5 - 1703 ) 32 {iUyt /64 fiI7T
Microsoft Windows 10 (E2£hR RS2 ( BIfEZEHT - 1703 ) 32 i17T/64 fiI7T
Microsoft Windows 10 2 & hk RS2 ( BIfEZEHT - 1703 ) 32 i171/64 flI7T
Microsoft Windows 10 TTE)% & ik RS2 ( BIfFE E# - 1703 ) 32 il
Microsoft Windows 10 T 5 & (E2E R RS2 ( BIfFE E#T - 1703 ) 32 17T
Microsoft Windows 10 17 £/ & hit RS3 32 fiI 7T

Microsoft Windows 10 1T 8% &1 3 ik RS3 32 fiI7T

Microsoft Windows 10 17 &% & hit RS4 32 fiI7T

Microsoft Windows 10 1T Eh#E & 12 ik RS4 32 i1 T

Microsoft Windows 10 17 £/ & hit RS5 32 fiI 7T

Microsoft Windows 10 1T &2 & (A RS5 32 {1170
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Microsoft Windows 8 (Core) 32 170 /64 i 7T

Microsoft Windows 7 E25hR 32 1170/64 17T

Microsoft Windows 7 S5 hi /TEME bR 32 17T /64 17T

Microsoft Windows 7 & FRE A b /2EB& b 32 1170 /64 17T

Microsoft Windows Vista Business (Service Pack 1) 32 i/ 7t /64 i 7T

Microsoft Windows Vista Enterprise (Service Pack 1) 32 17T /64 7T

Microsoft Windows Vista Ultimate (Service Pack 1) 32 {117t /64 {1 7T

Microsoft Windows Vista Business ( Service Pack 2 F1E & iRAS ) 32 fi17T/64 fiI7T
Microsoft Windows Vista Enterprise ( Service Pack 2 18 S kR4S ) 32 1170 /64 17T
Microsoft Windows Vista Ultimate ( Service Pack 2 F1E S hRAS ) 32 fi170/64 fi7T
Microsoft Windows XP Professional Service Pack 2 32 17T /64 fiI7T

Microsoft Windows XP Home Service Pack 3 X\ L 32 fi7T

Windows Essential Business Server 2008 Standard 64 17T

Windows Essential Business Server 2008 Premium 64 11175

Windows Small Business Server 2003 Standard (Service Pack 1) 32 fiI 7z

Windows Small Business Server 2003 Premium (Service Pack 1) 32 117z

Windows Small Business Server 2003 R2 Standard 32 fiI7T

Windows Small Business Server 2003 R2 Premium 32 {1175

Windows Small Business Server 2008 Standard 64 {17 7T

Windows Small Business Server 2008 Premium 64 {17

Windows Home Server 2011 64 {iI7T

Windows MultiPoint Server 2010 Standard 64 11175

Windows MultiPoint Server 2010 Premium 64 {i17T

Microsoft Windows 2000 Server 32 fiI7T

Windows Server 2003 Enterprise (Service Pack 2) 32 {175 /64 17T

Windows Server 2003 Standard (Service Pack 2) 32 17T /64 170

Windows Server 2003 R2 Enterprise (Service Pack 2) 32 17T /64 17T

Windows Server 2003 R2 Standard (Service Pack 2) 32 i/ 7t /64 7T
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Windows Server 2008 Datacenter (Service Pack 1) 32 1117t /64 17T
Windows Server 2008 Enterprise (Service Pack 1) 32 fiI7T /64 17T
Windows Server 2008 Service Pack 1Server Core 32 1173 /64 i 7T
Windows Server 2008 Standard (Service Pack 1) 32 17T /64 170
Windows Server 2008 Standard 32 1177 /64 7T

Windows Server 2008 Enterprise 32 {17z /64 1170

Windows Server 2008 Datacenter 32 17T /64 i 70

Windows Server 2008 R2 Server Core 64 {iI7T

Windows Server 2008 R2 Datacenter 64 170

Windows Server 2008 R2 Enterprise 64 {170

Windows Server 2008 R2 Foundation 64 77T

Windows Server 2008 R2 Standard 64 7T

Windows Server 2016 Nano ( Z*Z£#£18 ) (CBB)

Windows Storage Server 2008 32 117t /64 17T

Windows Storage Server 2008 Service Pack 2 64 fiI7T

Windows Storage Server 2008 R2 64 17T

Debian GNU/Linux 7x ( xS 7.8 ) 32 fiI70/64 17T

Debian GNU/Linux 8.x (Jessie) 32 17T /64 fiI7T

Ubuntu Server 14.04 LTS (Trusty Tahr) 32 iI7T /64 {70

Ubuntu Server 16.04 LTS (Xenial Xerus) 32 {17z /64 17T

Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32 {175 /64 7T

Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32 11175 /64 17T

CentOS 6.x ( 2 6.6) 64 ITT

CentOS 8.x 64 fiITT

SUSE Linux Enterprise Desktop 12 ( FT7 SP ) 64 {i7T

Astra Linux FF Bl AR 15 64 1170

Astra Linux AR 17 ( BIFEH BB RIEENARFIET ) 64 17T

Astra Linux %55l fR 4.7 ARM
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ROSA Enterprise Linux Server 7.3 64 fiI 7

ROSA Enterprise Linux Desktop 7.3 64 17T

ROSA COBALT Workstation 7.3 64 117G

ROSA COBALT Server 7.3 64 1170
AN ERTE
* VMware vSphere 41
e VMware vSphere 5.0
* VVMware vSphere 51
e VVMware vSphere 5.5
e VMware vSphere 6
e VVMware vSphere 6.5
* VMware Workstation 9.x
* VMware Workstation 10.x
* VMware Workstation 11.x
* VMware Workstation 12.x Pro
* VMware Workstation Pro 14
* VMware Workstation Pro 15
* Microsoft Hyper-V Server 2008 64 fiI70
e Microsoft Hyper-V Server 2008 R2 64 /7T
* Microsoft Hyper-V Server 2008 R2 Service Pack 1 M5 5l A 64 fiI7T
* Citrix XenServer 6.0
¢ Citrix XenServer 61
¢ Citrix XenServer 6.2
* Citrix XenServer 6.5

e Citrix XenServer 7

AR FEMEZEEEP L 42 EEES
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1 EX FHREEsR PEE mycnf 15 -

2. 7E mycnf f2ZEg A LU N 2417 -
sort_buffer_size=10M
join_buffer_size=100M
join_buffer_space_limit=300M
join_cache_level=8
tmp_table size=512M
max_heap_table size=512M
key buffer_size=200M
innodb_buffer_pool size=<value>
innodb_thread_concurrency=20
innodb_flush_log at_trx_commit=0
innodb_lock_wait_timeout=300
max_allowed_packet=32M
max_connections=151
max_prepared_stmt_count=12800
table open_cache=60000
table_open_cache_instances=4
table_definition_cache=60000

Innodb_buffer _pool_size BIEMEADIRTERAZ KAV Bl EAR/)H 80% -
EEFFHSEE innodb_flush_log_at_trx_commit=0 - AAE 150 2 ¥ MariaDB W TR EELBH

% .

FERRIE T - EEXA join_cache_incremental * join_cache_hashed 1 join_cache _bka /LM
TofF o WNSRARBNAELEM MNTH - BIMBRIABEM -

Bla B E LT T REILIEEZMNTTIE -
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1. £ MariaDB A FIn EZEEH - MTL < -
SELECT @@optimizer_switch;

2 EEREHLEEZLUNELT
join_cache_incremental=on
join_cache_hashed=on
join_cache_bka=on

MRGFEEH T on FELE - BIERARECEANMITH -
MRBETAR TREER off - MBEHITLUNER

a EX FHmiEes P FHE mycnf 1B -

b. £ mycnf SPFTIELL 41T -
optimizer switch='join_cache_incremental=on'
optimizer_switch="join_cache_hashed=on"
optimizer_switch="'join_cache_bka=on'

BEBI =R join_cache_incremental * join_cache_hash # join_cache bka i ot -

=2 & PostgreSQL Bk Postgres Pro el i g8 A R EEf AL 2 EIE P 0 Linux &
ACfsE A

FEHFEZEEE D0 Linux 2 & PostgreSQL Al Postgres Pro DBMS - (IR fEAEL DBMS 27— » :BE B
7 DBMS fAfRzs 2 8 A& F 5 DBMS B REHTEZ 2 EE P 0 Linux —HEZE1E -

PostgreSQL F Postgres Pro FIEZESE] -

e shared _buffers = DBMS ZZpIEEERN RAM EA 25% -
YR RAM /NIR1GB - BI{REEFERRE »

* huge pages = try

e max_stack_depth = EAERA/ (B - WOJLEEBEAT 'ulimit -s' i<ESZE ) BE1MB
e temp_buffers = 24MB

* max_prepared_transactions = 0

e work _mem = 16MB

l
1
=

e temp_file 1limit

151

* max_connections
e fsync = on

5 B8 PostgreSQL 71 Postgres Pro fal iR 28 2 & R MO E S HNIF A ER - 52 B HER DBMS X4 -

ZEREEEZ BP0 Linux
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R mil 2R FEMEZZEE PO Linux ©
ZEH

o ZHEEKREEE LM (DBMS) -

s BRGEZEREHFELZEZEE DD Linux BETESNEENITIER Linux iR -

L FEIE R —ksc-[MRATE]_amdé4.deb 5§ ksc-[IRATE]x86_64.rpm—¥1 EMR A E EAY Linux RA - BB
Kaspersky #8148 2R UL AR EE -

BREOFREZTER P/ Linux
LEMLTP - EEAB root BIRIIRS N RITAIES PREN M -
2 %E—1Ei%ﬂ"kladmins"%l]—f%Téﬁﬁmﬁﬁ“ksc" © ZIRP W AZ Kladmins” BRI E - BUE - BIRKATLLT
DD:a;dduser‘ ksc
# groupadd kladmins

# gpasswd -a ksc kladmins
# usermod -g kladmins ksc

ST REHEZEEE PN Linux 28 - B Linux IRA - BTN 2—
e # apt install /<path>/ksc64_[ version_number ] _amd64.deb
e # yum install /<path>/ksc64-[ version_number ].x86_64.rpm -y

4 HITREHRELZZEED/D Linux BcE
# /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

b. Bl A F I Z IS % (EULA) MIRFABR - XFBREMTREED - REFRBIRE N —EXFE -
Re - BRI - BALUNME

a WAy (MNRAILEBEWHES EULA IR ) - BAn (HMIREAEZEULA NG ) - E2FHREREZR
EEE PO Linux - BAEES EULA BIIRRR -

b. WAy - MIRLBERL EZRBABRVIER - I BERRREHNERSIZIBRABRPRIUGRARETREEME
I (EEBEIE=H) -WAn (NIRCAEZBABRNOER ) - ZEAFEHELZZEE DD Linux
BN RER RRABERAVIRR -
6. HIRIBRET - WALURRRE -
a. I AEIR A IR=5 DNS &M ELEF A& 1P IE -
b. 1 A E IR IPRas SSL EHIRTE - RN N EHERIR 13000 -
c. iMAITEEENEENAREE

WIREAE 12100 EHREEE - HWAT-

YNREA 101 1000 EEAEEE - FWA2 -

MREBEBHE 1000 SBREE - FWA I -

d MARBNLZZEEZM - RRIBER T - A kladmins 2¥4H -
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e. MARP BB EROREFRT - 2PV AZWANZZEANNE - FBREBER T - A ksc IR
=8

f MAMRSE2RBUUBEB H MR - 2RV EARWANZEHAWRE - ERBERT - FAksc RS -
EEMLENBERERELETEE D0 Linux —EEFEHH DBMS
o WIRMZLEE T MySQL 3 MariaDB - FBE#IA 1
o WIRMZEE T PostgreSQL 5k Postgres Pro + FEH#IA 2 ©
h. MATEE FZHE R ENRER DNS 2L P A7l -
i W ABERBEEFERT - IERRRANASIECRERE - ARER T - AR ERER
o IBEHR 3306 A MySQL &% MariaDB
o JEI%IB 5432 AN PostgreSQL =k Postgres Pro
fRMABRESE -
k MALARGEIENENERNERIREHEAETE -

L AR FIRE R ENERERIRFHERS -
EERBESFIBILRE

klnagent_srv

kladminserver_srv

klactprx_srv

klwebsrv_srv

m 2 —ErnEESRARFEEENIRF - WACREZENEE -
BHELATELNRA

o HHERIEAEDR 8 EHZR 16 EF
o BWEMABIZLINMEDR =HENFTT
o« REFH (A-2)
o NEFH (a-2)
o 5 (0-9)
o WIRFIL (@#$%"&*-_1+=[1{}:".2/\"~"():)

ERECHIE  FEHELZZEEDO Linux D&%

AR %5 Sna

AU TR RERBEELEENT
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e # systemctl status klnagent_srv.service
e # systemctl status kladminserver_srv.service
e # systemctl status klactprx_srv.service

e # systemctl status klwebsrv_srv.service

ZEFEHTEZZEEPOHEBTES

ZEb I U BRI EREHELZEZEE PO ARITZESERS (LUREHELZEZEE PO FRTE
8 ) BI#AT Linux fFERGREE - & 78 GUAZE FERNEERAXFNECHEZSEIE DN Linux &
E{a k=R -

FRBEMEE 22 Linux BHAENEND NLEERZ Y —
o ¥1% Debian—ksc-web-console-[build_number].x86_64.deb
o HINETR RPM FYEZE % #i—ksc-web-console-[build_number]x86_64.rpm

o HL Alt 8—SP-ksc-web-console-[build_number]-alt8p.x86_64.rom

IR

RB B Kaspersky #9046 N 2R IZN L RIEEE -
B FOH R T EREPOAEFEE
1 HBRRAELEREHELEER PO HEEEENEENITZEN Linux 248 -

2. RRERAEAEEmBRERS EULA) - IR FEHELZZEE DO Linux 7 BEFAESHE EULA XF/
TXT 8% - B ECHEREI e PEIESR - IRCAEZEREEBZPOGRR - AZZEEBRREL -

3RUBESHNOEEZNEGFEHELZEE P ORAB T EATEEORES - mBZIERR ksc-web-

console-setupjson WA EMER| LT HEE © /etc/ksc-web-console-setup,json °
CEEZEN—EMF - e/ SEELKRTAR AU N ERR

{

"address": "127.0.0.1",

"port": 86080,

"trusted":
"127.0.0.1|13299]|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true
¥

f Linux ALT fEER 2 L2 B REHEZEEE PO HREZESN - MIRTETE 8080 LISMYEEIRIRS -
R AP 4 HRVERIEZ 8080 -

FEHEZZ2EE DL FEITESEAEAMEEN rpm ZEEREEH - IRCEELBERPEELTE
WiEAZIERENZEBRREL - MU ATBRZEAREI - REERMNLRERBREE -

4. EEAREENIRST - RIBAA Linux 2 EF<SFIT deb 3¢ .rpm ZEIESR -
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o Ff deb BREZEINTRFEHFEZZEEPOHEBETZS - HITLUNES .
$ sudo dpkg -i ksc-web-console-[build_number ].x86_64.deb

o ZH rpm BELEREHELEZERPOHETZEES - AT MES 22—
$ sudo rpm -ivh --nodeps ksc-web-console-[build_number].x86_64.rpm

o

$ sudo alien -i ksc-web-console-[ build number ].x86_64.rpm
o EENRFEHELEERPOHERETEEMNITAIRA - FHTU L2 — !

o WRHAITER RPM WIFERFWEE

$ sudo rpm -Uvh --nodeps --force ksc-web-console-[build _number].x86_64.rpm

o HINMITEI Debian WIEERFWES
$ sudo dpkg -i ksc-web-console-[build_number].x86_64.deb

i

EERERBRLEESR  BERLERTH - FEMEZEEEPOHEEEZaZLEIILUTNE
#% : /var/opt/kaspersky/ksc-web-console ©

5. BBATUNmSEMRMEBIE REHFEZZEE PO HMETZRT
$ sudo systemctl restart KSC*

il

2 LRSS - RO LUERSRAEREREAIEA FOMEZSE DL FHEFIF. -

W

FEFELEZER P OMABETEELERSE

HRAENT Linux WS PR FEME 2SS D0 HE FIRA GRS - MORZULIRESR - —EE5ER
FEHFEZZEEBP L HELTESIEEQRFNSERY json Ex -

SEZORERN—ELF  TEI&/SHEMURRRAANERS

"address": "127.0.0.1",

"port": 8080,

"defaultLangId": 1049,

"enablelLog": false,

"trusted": "127.0.0.1|13299]|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true,

"certPath": "/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer",

"webConsoleAccount"”: "Groupl:Userl",

"managementServiceAccount": "Groupl: User2",

"servicelWebConsoleAccount™: "Groupl: User3",

"pluginAccount"”: "Groupl : User4",

"messageQueueAccount”: "Groupl : User5"

T Linux ALT PR L2 X FEHELZEZEB P OHEBEEESR - MAE 8080 LISMIERIRSE - HR
TR LR LR ZE IR 8080 -

R I DRI EERPIRERNSH -
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28

address

port

defaultLangId

enablelog

trusted

ZRFEHEZEZER P OMAEFIESEHIT Linux WEENSEH

Eeus

FEHFELZEEBEPLHEEEES
fAfR=s (KF) -

FEHFEZEEBDLEREES
R ER R E IR R R RV ERER
5t ()

EHENHRAS (BR
1033 ) -

EEZRAFEHELZZEE DL
MR EIEE RENRCER ©

DAAERFEHEZEEE P
BEEamEENEEGRRE
B- %EHHE%M\EM—FEUMQ

s

]]'I]].T #H

= T o] AR 2 AL 3

. ECHEZREEDOEEE
o B U e I 1 R 220
OpenAP| B HHE ( FER 2
13299 )

o SEORFREEL

oA
FEHE -

HiE -

BEHN
o B3 11031

o ZEN : 1033

o FPIAL : 3082

o HISFN (EFE) : 2058
* JAX : 1036

e HX : 1041

o IEFESES © 1087

o NEX : 1045

s BRI (M) : 1046

o {3 : 1049

o THHX : 1055

< )
5] B

3

3 4

[ ]
m

ql

o ZHS : 31748

MR L AEEE - BfEF English ( en-
maE
o true—EYFIGECER ( FERRED ) -

e false—1ZHHECHE °

UM e1E
" EARER AL | ERR | REBE |
Blan

"X.X.X.X|13299|/cert/server-1.
1|]Y.Y.Y.Y|13299|/cert/server-



acceptEula

certDomain

certPath

keyPath

webConsoleAccount

managementServiceAccount

servicelWebConsoleAccount

pluginAccount

messageQueueAccount

o HENESAGENEELQR
CEE=

SEEHERNE - IRIE ET&
EEE ek - ERMEEERRKTE
Mobe -

f@&é%%ﬁ%?—%@ﬂ%%éﬁﬁ%
& ( EULA ) BYIERR - B33 EULA
BEROEEMTEERZ LT E -

MRBEEENRE - EHZSH
EEELEMEENMIZH -

MRCEEMRIRARE - HZE
HIEEREERUE -

\\M

MRECEERRBRE -
HIEEEWERUE -

KSCWebConsole AR 7% #1173 {55 FH

ERZE

\\>;D

AR PRy -

KSCWebConsoleManagement A% 7%

TR E RV ERRIR P2 -

KSCSvcWebConsole AR #5 3 17 A% {5

IR P AR -

KSCWebConsolePlugin AR 7% 17 i

EARMERFRRME -

KSCWebConsoleMessageQueuefl

BT ERROIRPZHE -
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hRE
o true—HETEERME

=+
™ e

AL I

o false—HAESEMEERGZEIOL

MRRIEEEDE  FEMEZZEE
QBN EULA R EEREERXE

FEHE -

FeBiE -

REERK
"/var/opt/kaspersky/klnagent_s
PUIERIRARE - BIRBRIRE @ Bk
FHE -

DU FEE - " FEEM : ©H
40 © " Groupl : Userl™.

MRKRIEEEME - FEHEZETEE
17 —{EFEE B4 user_management.

MTRANTSEE . "EBHASE . £
#0140 " Groupl : Userl".

MRKIBEEME  RERELEEE
7 —{EFRE B/ user_nodejs_%ui

PIFHRENFEE - " BESE : £H
B4 © " Groupl : Userl™.

MRAKIEETOE - REREZEEE
7 —{ElF8E B4 user_svc_nodejs

PUM N FEE . " BEEE . £H
40 © " Groupl : Userl™.

MRKIEEEME - FEHEZETEE
7 —{EFRE B4 user_web_plugin

MR FHE . " #FHEZE . 5

Fla0 © " Groupl : Userl".

MRKIEEEMNE  FERELZEEE
7 —{EFEER B4 user_message_qu



WNREIETE webConsoleAccount ~ managementServiceAccount * serviceWebConsoleAccount »
pluginAccount i messageQueueAccount 2% - FEREFIEHZERFERE—%Z2HE - IR KIEEE
L2y REHEZEZEEPORBEITESLEENGREU —BERLEH  AeTEZAHATPRIERTES

MRERERS -

PIBBIENNZ BN Linux RIFEIEME ( BRclEEES )
O Linux BB HEBEFEEREHELEARAE  WEENSETHORESY  SRARSEN0E - £/
PR CIRCLFH (OB ) BRNTEE - BEEMERASH -

EEZLFM R LB Linux FIAE 0

1. MNRBAETEEE S SUSE Linux Enterprise Server 15 {EZR 2 VR E T LR REAIE - 5585 TLE insserv-

AMNALN

compat EHALEARRAIE -

2 Mg EHEEREERE  RAECERIESEZEREZERFEBBOERE - 7BEUTNTRIE

(=

3. 2B ALEEZNEEETE KLAUTOANSW ( B1Z2 84 ) - W' .
export KLAUTOANSWERS=/tmp/nagent_install/answers.txt

4 BRCERFESHPIEENBSFPRULIBES (ER TXTHEIU) - FERE VARIABLE_NAME=variable_value
BIWEEEE (ERIFIREBFT ) MAZLIERES -

IEHEERREER - QU BAEREPEE BN EEHNR/NES
* KLNAGENT_SERVER
* KLNAGENT_AUTOINSTALL

e EULA_ACCEPTED

B olFTE U ERSERERRERZEBRFENEE - TRINHoIESELBERPIPIEEE
CEERNEHEFRUSREA L REREIRMNS HER -
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BHAE
KLNAGENT_SERVER

KLNAGENT_AUTOINSTALL

EULA_ACCEPTED

KLNAGENT_PROXY_USE

KLNAGENT_PROXY_ADDR

KLNAGENT_PROXY_LOGIN

KLNAGENT_PROXY_PASSWORD

KLNAGENT_VM_VDI

KLNAGENT_VM_OPTIMIZE

KLNAGENT_TAGS

KLNAGENT_UDP_PORT

KLNAGENT_PORT
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(EULA) ; BKREF - olfEERR
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R&EEE -

EEMEENEZGELREER
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EEMABLEREEAREMA
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EFEARE IR TLS &
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I8 - JARR{E=Z 14000 -

KLNAGENT_SSLPORT & TEEAFEAIEREH TLS & TOIRBRIESE -
EIE - 78RR A 13000 °

KLNAGENT_USESSL & CEREFELERAEREZ S 1(F8s ) —1H
(TLS) ° TLS -

Hith—A A TLS -

KLNAGENT_GW_MODE & EREAHRERREE - 1( 888 ) —ANMEHNH
AR AE ( EE#IRIENY
o RIEEETELR
FE )

2— A E R E AR R
-

3L FEARRE -
A-PHEAEEAE

fREtE i (DMZ) 1E&
EARREEEA -

KLNAGENT _GW_#T1ZRESS ES TEFEEFEENNI - EF DNS &3k IP izl »
KLNAGENT_GW_MODE=3 i57&
A#ZE -

b ZEAE AR

o ZRMESAEW RPM ENLRE 322 Mo FERM - FRITU < ¢
# rpm -i klnagent-<build number>.i386.rpm

o ZRMEEAIEN RPM EGLRE 64 (ITTIEXEZRM - FATUT MBS
# rpm -i klnagent64-<build number>.x86_64.rpm

o FRHECEN RPM EHZ KT ARM 2B 64 NUITTIEZEZRA - mA T <
# rpm -i klnagent64-<build number>.aarch64.rpm

o FRMEHEN DEB EHLZRE 32 UTTEERSL - FATLL < .
# apt-get install ./klnagent_<build number>_1i386.deb

o ERMECIEN DEB EHLERE 64 NITTIERRF - FRITU IS ¢
# apt-get install ./klnagent64_<build number>_amd64.deb

o ZRMEECIEW DEB EH 25 E ARM 2B 64 UTTIFR R - BATUTIMZ
# apt-get install ./klnagent64_<build number>_arm64.deb

Linux WAEENEZEZUFMEILME) | SAZEREFPBEAZWRRNE TS FROER -

Z[ZE Kaspersky S5 2 EERE

KETEIZ BN Kaspersky BB EEEN—RER - UABBEECHER PEFBEE Kaspersky BiaEEE
AFER -
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Kaspersky BB BEERHFEHELZZEE PO Linux SN - WL IRKER & AR E iR/ EE G

R EHIEE - SEREREERZEEMA S CAMEREN FEMEZZEE PO Linux AR - Hd—
EPIIRAIFEENERL - 5—EGIIRRIFREIER - TSR TEERPREENDE - MEBEFRIERET
PENFHIRMES BB AT AIIAE - ERENER - WHMHEB LI - THMERWBEHR -

TOREA

BB MER EBEREZRAERS -

Kaspersky fEFHE TV iE DL TRETT
Q@ AFEBHEZEZEEDD Linux RIERBIIRS
FEEEER - WHMBAEECEARE LRTUTSR
1 1 —{EE 5 Kladmins AR EF A - W RFTA @A 2 BRI GID - B TEAELHMEIRSRR -

2. 82— E& R ksc" A AT A - WAPAA —EERERF D EMHEBA UID - &1k FHTIEZ) kladmins #8151 2%
EI

3. 21— {8& % rightless UM AT - W ARPAA —EEMAERFSDEAERBA UD - R 1R SFTIBE"kladmins™ 4
A -
0 EEGRRIER

HERERCIRFIER Kaspersky BIa B EREN — B0 - BARERCR W ERENIREEX - B FEHE
ZZ2EE PO Linux ERZIMEXAERK - WEEFRHEAERRIOER -

B : & Kaspersky &5 15 ¥4 5 S A= 18 X (] iR =s

© EHFEEENMMENETRE
EEMa BB HRE RSN R B E RSN &R -

=
athH . & Kaspersky 75§85 ¥ o £ BN &L

O EREEERMK (DBMS) ZE
EMEEE

o YR A8fE A MariaDB Galera Cluster - BIAFEZHFIRYEIGH 1T DBMS - £ & EET R =2 MariaDB
Galera Cluster -

o YNRMAR S ABIETEMZ 2 TEH DBMS - B EHE -2 ETER DBMS °

O TFEHEZREEEDD Linux BE
EmEFH CUREREEERN A FEHELZEZEE PO Linux - BORTETEEHM ELZEFEHEZ
ZEEPD Linux - RAEBRELZEERBE?RE -

0 HEBEBEES

REMEEIEREE rSHEBERELREERIES LE - fld - MolIEEHHH CEIEFEMELTER
o0 Linux BR#% 2 — : kladminserver * kinagent ~ ksnproxy  klactprx 2% klwebsrv « fR#% /= 1E1%& - BHEE RN A
SEupIEEFE R
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FTEHERERERECHE - BATER LY ERAKE R BUIRNSH -

EFCHEREREEE P2 EENESELZHNFEHELZEZEE DD Linux EIREIREE - RoIZ
FOMELZSERPNVEE TS %TFﬁKL@a%EEH-EE’,Hﬁﬁé\fﬁ&@ﬁ%xéﬁ%ﬁiﬁ%fEﬁﬁﬁﬁ’g—ééﬁ
DORABEEES - IREMHBHIBMWE - SR EEAFNFEHEZZEE PN Linux °

28/° Kaspersky B #5712 g &
Kaspersky %xlét%z@??%ﬁhfﬁfgﬁﬁﬁﬁi\%ﬁ':P/L,\ Linux S o] A - M7 K IR SRS B KPR E #h R /D &1 6
RBEHISRE -  SEREEEENRNTREMAEN FIOMEEEN FEHFELZEEE /0 Linux AIIE - Hop—

EPIIERIEEENERL - S5—EGIIRRIFREER - TP TEERFHREENDE  MEBEIAIERET
FER LIRS FE T DR BINEE - SRENIEE - WHHMER IR - THEMFEREIER -

EREFESEREEED  IEREHELEZEE RO Linux RBEBZEBEEN - AZEAFSHEMEL
R -

HZERE Kaspersky Ria B ERE - MU AEA L MERE !

» MaEAMREIEERMNIREEREN - BEEFGoE THEFAABKENENR, -

o 1T Linux FIEXEGERES - BB EXT4 BRRM - RO REH —SAFERGRNWE BN -

FEREERORFETHMEE BN ZBRE S SREERASR -

o EEERBEMRE A4 (DBMS) HIEHS - YR MariaDB Galera Cluster 7% DBMS - BIAFEZS I H A
SEHERK -

4

PR

MREFEI LBRELUTNEOSH - FEBEEEIRHHPIn kBN SR B AR UIRI K ENER
o THNEIRIANEEC B E M IEMIRR -
o THERABMLERIREIFFLE

o EV—EREHELZEEED L Linux R (NERBRER ) KNI HRFEFRAENELL - REHEZZEE DL
Linux BRFE 40T : kladminserver ~ kinagent ~ klactprx A klwebsrv -

o THEBEERMGRE LHMT ZENEREERWPEZLL -
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/5 Kaspersky & #5712 18 5= SE £ FIE = ik =s

1E21GR25 2 Kaspersky BB EEEMN—EMHFTH -

EEEIEEGRE
1 BRER GRS EE RIS K -
2. ZHEMICE NFS [F AR -
o WZATE NFS faAR 28 28 E B 7 M 8 BN RAED BN FR I 8 SR A AR 2R A0 77 N -
o NFS BB EMRANER 40541 -
o Linux AZHERIEZEESK
e 3190-25 ( HIRMEANFS 40 )
* 440-176 ( WIRIEFHNFS 41)

3 HEERARSE L BUMESRRILERANFS HAEM - B2 —HARFREABRERERERRNET -
S—EARFEE REHEZZEE R0 Linux WERIMRE - Sk E REHEZ S EE P/ Linux 2%k
e E HHERRREEK -

WITUAMNES -
sudo yum install nfs-utils
sudo mkdir -p /mnt/K1lFocStateShare
sudo mkdir -p /mnt/KlFocDataShare_klfoc
sudo chown ksc:kladmins /mnt/KlFocStateShare
sudo chown ksc:kladmins /mnt/K1lFocDataShare_klfoc
sudo chmod -R 777 /mnt/KlFocStateShare /mnt/K1lFocDataShare_klfoc
sudo sh -c "echo /mnt/KlFocStateShare *\(rw,sync,no_subtree_check,no_root_squash\) >>
/etc/exports”
sudo sh -c "echo /mnt/KlFocDataShare_klfoc *\
(rw, sync,no_subtree_check,no_root_squash\) >> /etc/exports"
sudo cat /etc/exports
sudo exportfs -a
sudo systemctl start rpcbind
sudo service nfs start

BEHEPTU N RUBEERE !

sudo systemctl enable rpcbind

4. BEFEIBIEREIRES -

EXRMOMFCEBIGE - EEEE Kaspersky BIEBREERE - FRRBIULEREPRVE —LRAETERF -

75 Kaspersky B 52 SR £ E R EI RS

EEMaEFR ECHEREREEENTH MK ET -

B O RS BB LR G
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o

P T E R E B EEEN T B AT ENENE, -

[Xt
i
Mo

1. RIS M 2w e 1 B A8k Bs 5 SKAY

i

H(

2 2EEAENFS AP - SAESEER FL%K nfs-utils EH -
WATLUMES ¢
sudo yum install nfs-utils
3 BBATLA NS ENER
sudo mkdir -p /mnt/K1lFocStateShare
sudo mkdir -p /mnt/KlFocDataShare_klfoc

4 EHABRKREE IR INEE - [0 2D 5]
HITLIMNES
sudo mount -t nfs -o vers=4,nolock,local_lock=none,auto,user,rw {server}:
{K1FocStateShare BRI} /mnt/K1FocStateShare

sudo mount -t nfs -o vers=4,nolock,local lock=none,noauto,user,rw {server}:
{K1FocDataShare_klfoc ERIRMWE} /mnt/K1FocDataShare klfoc

IEEE - {server}{K1lFocStateShare EfIMWIELE} A {server}{K1FocDataShare klfoc ERAHE
Ky BEEARSF LHAERN RO RBE L -

PRINEMEHAERKE - BRATU NS REHSH

sudo umount /mnt/KlFocStateShare
sudo umount /mnt/K1lFocDataShare_klfoc

5 ULFCH A AER K
sudo vi /etc/fstab
{server}:{KlFocStateShare ERIRMWEL} /mnt/K1lFocStateShare nfs
vers=4,nolock,local_lock=none,auto,user,rw 0 0
{server}:{K1lFocDataShare_klfoc ERIKHMEXK} /mnt/K1lFocDataShare_klfoc nfs
vers=4,nolock,local lock=none,noauto,user,rw 0 ©

IEER - {server}{K1lFocStateShare ERIAAIFEIEL} F {server}{K1FocDataShare klfoc EiR}AHIES
Ky BEEEARSF LHAERNRPOFBEEL -

6. TR BN A Bl e Rh -
7. BBBTU N THEEAER K
mount /mnt/K1lFocStateShare

mount /mnt/K1lFocDataShare_klfoc

8. e fRF N A E R RRIHEBRE X ksckladmins
HITUREZ
sudo 1ls -la /mnt/

. uBREEMM L BU—EEE EF - MITUNRIFEZ—
o EHERMEENETF -

a. AL N an <183 NetworkManager 2 & AN EIE B BACRS
nmcli FEERRE

NRERNERERLEPBERAASTEIER - FBHCE NetworkManager IEEERNTHEF - BUNWEED
H—V\HY/;J \/('RE/:@ 'TTH&

b. M N2 HAINE :

ip a
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c. 1 — R ERE

nmcli connection add type macvlan dev <physical interface> mode bridge
ifname <virtual interface> ipv4.addresses <address mask> ipv4.method manual
autoconnect no

o FFAHBERMETE R hypervisor - TEEIFN [ - 512 HEEE NetworkManager -

filBR HAZ T ERY NetworkManagerL #R
nmcli con del <EBARZME>

ERUTmSREEENHEEHAER
nmcli con show
b. #"¥8 NetworkManager.conf 125 - .2 keyfile &2 W B4R 77 170 Fo 45 unmanaged-devices £ 8] °

[keyfile]
unmanaged-devices=interface-name: </ E &>

c. EE B NetworkManager :
systemctl reload NetworkManager

EAUTmLREETTEEEAZREE .

nmcli dev status
o ERBNMBEEITEE - BU - WOILUEA nginx @ Rss - EEEFER T - BRITLUNEIE
a IR —EaZE 7 nginx WER Linux FEHER -
b. lcERHITE - RELTHEM ST AR - WEEHRSE N ERS

c. 7£ nginx A ARER £ - FIENPTAE IR A AR EREIE - TCP 13000 * UDP 13000 * TCP 13291 TCP 13299
TCP 17000 -

IR CEBGE - EEEE Kaspersky BEEREELE - FRRBREBEPRE—LRAETERRF -

Tt Kaspersky Big 2B s St f2R REHRELEZEE /0 Linux

R e ECHEREREEEEHM EZEFEHELZZEE DO Linux - FEHFEZZEE DL
Lmuxéj\}“ﬂ;t EKasperskyé%%&ﬁ%%E’]ﬁWl ARG - BT EXBER LLERBEN - KRB ERSEE
EZRERAEN - KK - MO LUEEMMEER S B ER - BHMENFZHENENF -

FRZEEREZE —ksc-[RANSR]_ amd64debj6ksc [IRASR]x86_64.rpm—E ERAEE FAY Linux fRAS - RFE @1
Kaspersky #81u4 T & 2R IZFUT L EEAEEE -

RAHE KLAdmins @A AN ERE SEESEEH L 2R FEHELZZEE PN Linux °

EE (£F) @R LEE

BT L LEFEHRLTEZL P Linux

1 EERAZEZEREHELEEE DN Linux BE THEEMEEHNITZEN Linux iRA -
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2 FE21TP - HE A root HERAIES FTAIES RRHAMS -

AT REHEZEZEER P Linux 22 < RIBAK Linux A - AT o<z —:
e sudo apt install /<path>/ksc64 [ version_number ] amd64.deb
e sudo yum install /<path>/ksc64-[ version_number ].x86_64.rpm -y

4 T REHRELZEZEEDD Linux BLE
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

b. BB R E A E miEEHE (EULA) MBRFABR - XFBNEMITHEED - REBBRE N —EXFE -
RE - BHIRERE - WALUINME -

aAy (MREEAWIES EULA FIER ) - BAn (IRBAES EULA IER ) - BEFEFEEEHER
FEE D Linux - BABEES EULA BUIRRT -

b. Ay - MR IFZBABERNIFR - WHARREHNE R IZIREABERPRRRETRENS

W ( EEBHIE=H) - WAn (NIRCAEZBABRNKER ) - ZEAFEHELZZEE DD Linux
R RER R RABURAVIRRR -

6. EETREEHMFAERMORFLEERL -
7. HIRERE - WALUNERE ¢
a. B AARRR L EMERR RO R S -
b. I AE R EMNERIB AR -
c EEREREREEREN BBRESBE B IR TS -
d MRCERERFEENTEF - FWAEZHE -

e BRMIBRAE A SR R2s DNS 2R EFE IP MU - BWAERABNAEEN IP AEINEIa &
r23aY 1P k-

f. I A S A IR=s SSL EEIBSE - YA B M HEEIE 13000 -
g AT ES BRI RENAREE !

o MRITA 12100 BEAEEE - FWA1-

o IRITA 10121000 EHHEEE - FWA2 -

o MIRMAHB 1000 SHHEE - FWAI -
h BA R Z 2R AHEM - FEREBER & - A kladmins™ &4

L BARF 2R ERARSERE - ZIEFNAZBANZZEHAEANNKE - FBRBER T - A ksc IR
=

j BAIRSE 2 LIREB AR - ZIEFP MW AZWMANZEZEAEANNE - FBRBER T - EHksc IR -
k BELQZENARDHELZEZEE P/ Linux —# £ FHAY DBMS :

o YIRMZE 7 MySQL 5 MariaDB - i5#IA 1 -
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o WIRMZE 1 PostgreSQL =) Postgres Pro « s58IA 2 °
L MATTH FLRERERNRER DNS B IP A -
m. B A BN EEEIRT - IDEFERNEERARRBE - |RBERT - FRAMNERER
o IBEHR 3306 AN MySQL =% MariaDB
o JEIEIB 5432 AN PostgreSQL =i Postgres Pro
n BABREZHE -
o. MABHARGEIMERNENERBERIRFHNE AL -

p. M ALHARFIERBENERERIRFEZH -
EERBESFIBIL A

* kinagent_srv
e kladminserver_srv
e klactprx_srv

e klwebsrv_srv

q BU AR ESEEMRIEIRENIRS - MAEAE2WNRE - EREEHAEDR 8 @2 16 EF

JG °©

FRECHIE - REWMELZEER PN Linux BLEETESRME -

ERE (WP ) SR LR
BB L LEFEHRLTEZ L) Linux

LHERERCREZEFEHELZZEB D/ Linux FRTZESREENTZEN Linux iU -

2 fE 21T - EEA root HIRWIEF FATTAIES PIRHENMS
SHMITREMEZEZER PN Linux 2% - RBA Linux RA - TR M as<S 27—

e sudo apt install /<path>/ksc64 [ version_number ] amd64.deb

e sudo yum install /<path>/ksc64-[ version_number ].x86 64.rpm -y

4 T REHELZEZER PO Linux ILE
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

b. BB A E mIFE & (EULA) MBRFABR - XFEREMLTRED - REFBBRE N —EXFE -
KB BHIRERE - BMALINME

a By (NRMIEERI S EULA ROIRFR

) s BANn (REBAESEULAIER) - E2FEHEEHER
EEIPN Linux - BABIES EULA ROIERR -



b. Ay - MREEBRW IR RBABERNIER - WHARREHNERF ZBEABERPHRARETRENS
I ( EEBEIE=H) -WAn (NIRCAEZBABRNOER ) - ZEAFEHELZZEE DD Linux
BN RER RRABERAVIRRR -
6. E1E REREHMMIFHEE ARSI L EET -
7. HIRRAE - B ARSI MR AR AL -

FEHEZEEE D) Linux ZREREZH R L -

IR 75 Bnsa

ERMU NS RERBFZEEEENT

e systemctl status klnagent_srv.service

e systemctl status kladminserver_srv.service
e systemctl status klactprx_srv.service

e systemctl status klwebsrv_srv.service

RE - ROLUAE REMESEBERSE  DBEFRALLEKE FrEUHEETIFER -

FHREIMIZ I EREEE
IR O] BER B 12 L E(El Kaspersky Bia B EREN RS D BIRSEMN —EERETHE - IRZEEBER - HIRRIL
EPRIRAETRIF - B ERBBEIEMANNE S F LAREREREMENRBIRERR - B0k
BHERERX -
BEFE L REREEEEELUETHER
EEHE 5 BB EEEEE
LETEER L - 82 /Jopt/kaspersky/kscé4/sbin °
2 BRI 1T - RBATU M2 z—
o BEEILEE - FFHIT . klfoc -stopcluster --stp klfoc
o FEMBEE  BEHTT . klfoc -startcluster --stp klfoc

BEBERENRF N E LEORRERTHMS -

b

AERERIRG 2 —

p=]1

EHEWE

1 ERNENENEL - A klfoc -stopcluster --stp klfocan T/ ILREERERE -

Al
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2 TEIMBHEEWENRS & - 82l Jopt/kaspersky/kscé4/sbin -

3 BRI <17 - AR BEBH{Tdetach_node. shin LI EIRA M ERE T DB -

4 FERNBNENEL £ - A Kk1lfoc -startcluster --stp klfoc i TRIEBNAEBERLE -
5. THEES -

6. FERNENEN RS £ - A klfoc -stopcluster --stp klfocan T (Z L REERERE -
7. TEHEREREN RS - 2] Jopt/kaspersky/kscé4/sbin -

8. PRI < 1T - A B BEH1Tattach_node.sh < RENTMEREE -

9. TERIENENEL I - fFF klfoc -startcluster --stp klfocanTRI B BRIEFEHEELSE -

2SR W INER R EREEE -

ZHEBRY T RENMESEREEESM TN REEEL B P/
Linux W RESELZEZEE P OHEETES

AN BINE LR FEHELZEEEPOEBEZEEEANRSE (U NMESFEHELZZEBPLHEEEES ) -
PERIZEKEFEHENEBRERENI LW FEHELZEEE PO Linux - ELXEFEHELXEERPOME
BEXEava  ARCHMEREREEEHI FXRENBEEAXFN FEHELZZEE PO Linux EIRER
%2 .

HAAEERET U FENEREREEEMNYN TR FENEZEERB O OHETIES - IR
[E - B E A FEINEEREZEEE D Linux °

B RIBRPN LR RO RS IE B BRI LA O RELTEZ P/ Linux B9 FEHRL T EEFOAME
TEE

1T ECHELZFER D OVEEFT LRI IMIR2 -

2EFH 3L ERBEEZEPIEE trusted 2 XS HUNH FENEREBEREERI FEHEZZEE DL

MEEES - IL2HNFBEBBL MEL
PREET ARSI | E SR RE R | AR

f&TE trusted ZZEZ BN TH -

o EREMRSM - IRCEEGEENFFE FERAE T SEAEFN P ULFR FEHERER
BEEA - BRI - FEEQERNH BB R SI9E 2580 P At -

o EHARBERE - FEMELTERPONETZEESANERSIEGMRIIA OpenAPI EHIR ( FERER
13299 ) -

o EIRFRARE - THAMBEZINUNRECHESHEBEEED - RABEENTFARE | <shared data
folder> \1093\cert\klservercer - /HRFEEENVHAENFEFREERIVEZERERELZEE P OLER
FEREWEE - IEEEIREARBRENEEER -

o ERARBZE - RBETEFREHEZEZERPOVAEIRFEEARETHN REMESHEBEEEZT -



JWEFEHELZSEBE D OEE T ITEANEERE -

EzERTHRE  RELLEHIR—EES  QRuEAZFREHRELZZEBPLEETES -

ROJLIE BIRMME - REBENWRE RAAREENHNERZLRENER -

{$ F3 DBMS BIIR P

SrEEBARBLEAT - AHE— BN DBMS 155 - IIES A7 DBMS It BEREEHI - FF
PR EE S EUAR I T2

e DBMS #&7 :

e MySQL 3 MariaDB

* PostgreSQL &k Postgres Pro
o SEARFEREREIITIA

o BE - AREERORFOERT - MILIEAEEARSRZERI (U NS "2ER2, ) BFZU
—EERERFERE (LU EHE TEkeeENE, ) -

o F8 - EEILUEFEHNREEER (11 SOL Server Management Studio ) i< ISR — HZEEH
B2 CELEERARSRENE - BLENBECAORELNE -

RIRPETEAAERE - B8R/ VERRR - UFER - RTNEREZEEURNITAFNE(F -

MREHBREZEMASERGRE 2 - BEFIRF/0 DBMS #ERE -

MySQL A1 MariaDB

YNSRIREESE MySQL 2% MariaDB 1F7% DBMS - 55217 — &l DBMS WERIR F2R7EY DBMS + A& TR P RTFRER
R - B - ERNERUEARZEEIRES - PIBAERNI NS

o JIEKER :
o EIREIREEENRE | ALL ( A B2 GRANT OPTION ) -
* R E (mysql Msys) : SELECT » SHOW VIEW -

* systable_exists @7 HIEIEIZF | EXECUTE ( Y1R 1 A MariaDB 10.5 3 & R i A1E% DBMS - Al EEEE
¥ EXECUTE #[R ) -

e FIAHENEI#PE | PROCESS * SUPER -

ARNERERFERNEZSEN - FSRRERSIER MySOL Al MariaDB £/

R EAREREEDRERER

IZ T AEL DBMS IR FHER E B PEREBAIREE R -
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PostgreSQL &k Postgres Pro

YNSRI EEE PostgreSQL 5%, Postgres Pro 1E4% DBMS - RIDJ DU A postgres A& ( A2 Postgres A ) 5k
21 —EFTH Postgres B ( LINEM "AE . ) KFEIDBMS - iRIFGIAREERERNREIISGE - W R -
HPIENERETAE - ARUNIREACERNEZEN - F2SRERERSLUER PostgreSQL 5k Postgres

Pro ¥/ -

Postgres B IR

B B T FHRITENE
postgres EFREREBIMOE  HALIRRE R |
Ch CREATEDB - . ERERBENEOMER  ALL -

» NRANRPIERGRER
ALL -

s NABETRAERIIEER
ALL -

e E R EIREE AR ERIBER

EZMHNERSEARSER - HRFE DBMS i Postgres e /EE A EIE ARz ER ERNHER S HEIR -

=2 E IR = LI+ F8 MySQL A MariaDB

TORIRAF
ERERPIERERZAT - BBEITLLNRIF
LHRERGUTHEEEESRPEAZRL -

2. ZHEAEFC i MySQL = MariaDB HIIR IR °

X IE DBMS 1R B2 3 &I Al At as
B3 BB (R ZHTE DBMS IR/
1. £ 222 DBMS B2 1T H0R IR S T 391 AT RS EC 2 A MySQL = MariaDB HOIE1 -

2 BU—EZZHBRAE DBMS 1RF - BIRER[BLERERN (MU MNEHE "LREN ) ) NERERERBAEE
FBIEEAEB DBMS Rk =75 EX DBMS -
ZREUTZREHWDBMS 1RE - SFFITUL Fan< ¢
/* BI—EE%S KSCAdmin HIEAEL 4 KSCAdmin f5EZME */
CREATE USER 'KSCAdmin' IDENTIFIED BY '<password>';

YNSRI LR MySQL 80 SLE FARA(ER DBMS - FERELERAASZIZREN SHA2 B 57 B - AR
7 BREE 1L REY SHA2 5 24 88 /"MySQL AR ZRE - 7
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o FE VB MySQLAKENS FEER DBMS IR~ - #TLL Fan< -
CREATE USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql_native_password BY '<password>';

LEHIRA DBMS IRFHE N EREE - BT Man< .
ALTER USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql_native_password BY ‘'<password>';

3. /SEEIRY DBMS IR FLUNER ¢

o FTEER
o BIEEMREERIE  ALL ( AEIFE GRANT OPTION )
o Z#F5ZE (mysqgl Msys) : SELECT * SHOW VIEW
o systable_exists 7877#2% | EXECUTE

o FTARENZIEHER : PROCESS - SUPER

L0 A DBMS IR TPAFRRER - SFRITLU N E<HE

/* Grant privileges to KSCAdmin */

GRANT USAGE ON *.*TO 'KSCAdmin';

GRANT ALL ON kav.*TO 'KSCAdmin';

GRANT SELECT, SHOW VIEW ON mysql.*TO 'KSCAdmin';

GRANT SELECT, SHOW VIEW ON sys.*TO 'KSCAdmin';

GRANT EXECUTE ON PROCEDURE sys.table_exists TO 'KSCAdmin';
GRANT PROCESS ON *.*TO 'KSCAdmin';

GRANT SUPER ON *.*TO 'KSCAdmin';

YNSRI {2 A3 MariaDB 105 2% & R iR AE 745 DBMS - RIFEEE T EXECUTE #R - fEisi@iEn & - WIE< B PHr
BRLU N A9 © GRANT EXECUTE ON PROCEDURE sys.table exists TO 'KSCAdmin'

4. ZWAR1E T DBMS IRFRHERRSE - SBITLUNE<HS -

SHOW grants for 'KSCAdmin'

b.EFYRUBEMRRERNE - FRTLUNESHE (EESHED - SBARFIERNEZHES kav)
CREATE DATABASE kav

DEFAULT CHARACTER SET “ascii’

COLLATE “ascii_general_ci;

e ARRTERZ I DBMS IRFRIIES I PIEEMAER BRI EZHE -

ZRESIBERR

ZETHE - BREUBEGRF[ERNE - REEREARSMILMER T -

= EMR B LIFEBC 5 B PostgreSQL A1 Postgres Pro

TOORRA
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ERERPIERERZAT - BBITLUNRIF
LREERGUAEEESRPEAZRLS -

2. ZHFEFL1E 3 PostgreSQL Al Postgres Pro FIRIE -

R ENR P ZRER AR ( BEEUEEERGENE )
B BRI L RTINS -

1 BT AR5 PostgreSQL Al Postgres Pro AIE1 -

2. %1218 Postgres A 8577 B DBMS - MAILIEAM FRB 2 —

* postgres fEHZE ( FEa2H Postgres A ) -
MRISER postgres FRAZE - RIARERTEERIMUER -

o —{EFTHY Postgres BE -

MRIRAB LA —EFH Postgres B - FREUEEAE - AEETE CREATEDB #ER - KUt - BFAIT
MESHE (IS - BBZE KCSAdmin)

CREATE USER "KSCAdmin" WITH PASSWORD '<password>' CREATEDB;
2UNAeRArERAkaeERNE (LUTNEHE T EkasERNE ) ) EE -

3 ZEEEER:E -

ZETHE - BEIMZIUARSERNE - REERERFIMIUAER T -

ARENRPUZEREERRS ( FHREUSERRFERE )
EREH RS L RRENS
1. AT FCE M Postgres AIRIER -
2. 21— {EFHY Postgres MBI —EERARFERE - A& - BRYZACHEEQRFIENEFIEER -

MBI - BLL postgres EREDPH postgres ERIEE AN » KRBT NESH (EEEESHET - A2
KCSAdmin - EI2EIAREER EEAME KAV) -

CREATE USER "KSCAdmin" WITH PASSWORD '<password>"';
CREATE DATABASE "KAV" ENCODING 'UTF8' OWNER "KSCAdmin";
GRANT ALL PRIVILEGES ON DATABASE "KAV" TO "KSCAdmin";

3. 7SI Postgres BER T LU NERR -
o NHAERPHBRBHIER : ALL
o NAAEDPABERIMKEER : ALL
BIE - FLUEIRBEERNEFW postgres EFHEEAN - REMITUNEZLH (EEREESES - BAEE
KCSAdmin)

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA "public" TO "KSCAdmin";
GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA "public" TO "KSCAdmin";
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4. 2SI ERES -

EemE - ERAREFEHRUNERN ERFEFESEQRSIEN - SEGRSIULUERT -

W

ARFESELEEE DD Linux /RE

AEEZEREHEZEZEE DO Linud REHBNEN - MANETRGHNBERNREHEZEZEE R L BREETE
akE - LT EARSE FEHEZZEE P ZHEIT%‘*’\E@J%Ei@ﬂﬁﬁ%&%ﬂ%@ °

FAS

R TEHEZEEE P/ ORE

FEHEZZEBPOERM MR RERAMAEARE BN ZE 58

IIIIl'

o SHORRRE

o HEARRE

o FEHELZZEE DL HETELRE

BRERT  FEHFEZZEBPLEHERZZRE (IR FEHFELZZEBDPOLABRENRE ) - BER
oA BRIEEMUER - DEF R EEBRENERLSeZERE - £ 0kaRkE B REZEME
PRAEEAEKRZE - ZRERFEEBRREREMHBNINESEE - HE— E’JE%JEEJLE&E@JHHTQK EE)JE

FTEE1T - OB KIsetsrveert AR BB FEHMEZSER D\ FEF T "EEEREES ) &
ERBRESRAEBEIRE  BRERFBHEIUME - H/ ksetsrvcert ERERE - BKEEFEAUTNEZ —BER

B
o C—EMAMNERIR 13000 M 13291 W E B/&R:H -

o CR—IEMINEHIE 13000 #1 13291 UFE R K& -

B A RERE

ER R REFEARMUNER

31&1

ek

Sm
7ir

EHEZEEER L HRIZEEFREEBEERENG D

ft

7

s XERE FEBARFNEBNEZENZERE

o TEBFARREFIUBERCRBFNE D ERE
EHERRBEEELREEARR T REIHEEN - WL /var/opt/kaspersky/kinagent_srv/1093/cert/

Bk - MEZULIBEEUZEFEHELZZEB PO Y BRELESRKEESRARSEE - 2REWRE
F/&:E ('C)

EIREIMRERRE 397 KB - FEHELEER P LB EEAREBIIR 90 KB EE —E—FH%E (CR") &
2 AFRUEANES R RNTAERENETE - SOREANSIEG  ARRETAe R
RESERES FRKERNEECNNER - Kt - BHEBRRESEENBERAREZIHA 24 /N\SEEERMI0E
)Eﬁfél;\nyé °
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MRAREREIRFREIET /#88 397 KWAIHA - Bl Web BB RS E(O#ER -

MAELE - BOIUAEEGARB[DVEH NIMERE - AU - B 7 BEFNESMREREIRA PKI A RERAIR
EHE %K LTﬁE%M\%B’J SRR - PIATRIZER SSL BRI ER AR AE IR IE R EMr0E
R RRE T EEAREE D REER ) - BERZER - AR RERE N BERELR -

MRER 7 ERARRE - BRERER  MABEENLZESEARRTH - REEREH -

B oI B E M EE A RAREBUNENEREARSEE - UESERARSFLE—BEEBES —SRKERKA
ZERER -

A B e R Rag

Bk ( FEHEZEER P OERERRNITH ) AN —BEARBEER - XMEBRIEZEREN (B
BRETHIZEEEKE ) FRIVERE - ERILAHR - PEARSEIUEASERRE -

MAEERSFREBLARIEFEHAUNEREZ—
LEZEREHFEZZERB DL HRIESFHIEENET MR AREEE
#H

B ERRRE ('C)

FEHFEZEZEEPOLHEERE RS RS

TEHFEZZERPOMETRES (MUTFEHE "TRETES . ) WARSFABECHER - ELRBRIE - 218
HEREBELNERZEDE - METELRE R %MTEEE@ ETEDRE - WHARINEAESMAERE
T ZFI%E/]/)IL% °

SLFBEEZESR HERTRNCHEEEZENERAZNE - E\EE%EEEES Bre R - HIRILES
EAR/MEETEORBEAERRUHFEHELZEBPOERESL - ZMFRIEES - MalLIATHUNEEZ

- HEFRBEAEE T ZERE (2&ER ) - EU—EECNERRB IR EEE wE Bi/REBHNERM

S a7
RS o

s BFEEETEAREMEIREENABREEEED - WFIRBLEEFEIZUBR REFERILER -

EEEEZEEE D/ Linux PEANBER]REBEZK

NERER IR ECHEZSER DN Linux WARTTHIEEN BNRBREK -

FEHEZE2ERDN Linux REEK

B =% 62

BB B RNRREE 2048 - TR AR -

T, HATRS BERERIETL AR
e CA H rﬁi@o BABENR

o BIRRERS :
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S EABER

FEA

i)

o RiEHE
o BIRMNE
* CRLEZ
SEMERER (BR) | [AREE2RE - AP
%%\%ﬁgé °

R R RE SEHERER - AREEDRE - A -
fEPISE/RFE R PKCS #12/PEM B S B EE R
HEIRIE -
HIRENEEE N AHM (SAN) | URIZEER -
subjectAltName @M EBX -
2ReE T 5 M 8 B SR a) A e R AR e NI A W
K IR CA/RIEZHIBe (ERIEETK -

==

FEHELZZEHED WPIEERERN PEM AR S EREE AL EH FEHEZZEEPLHEE
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Enter 'Y' to confirm that you understand and accept the terms of the End
User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
the terms of the EULA or 'R' to view it again [N]:

Y

Enter 'Y' to confirm that you accept the terms of the Privacy Policy. You
must accept the terms and conditions of the Privacy Polic) stall
application. Entering 'Y' means that you are aware th

handled and transmitted (1including to third countries

Privacy Policy. Enter 'N' providing you do not accept he Priv
[N]:

Y

Ihoo e the Administration Server installation mode:
mary cluster node

3) Secondary cluster node
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BENTHREEAEZEEE PO Linux

ZREIR A IRFBIELIBIRARA (e 13 B ) FAREIRA 142 - oI BB A RFERNNE DL ELZ LN
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$ sudo rpm -Uvh --nodeps --force ksc64-<iRZASE>-<build number>.x86_64.rpm

o ¥WRHITENR Debian WIEXEAHHES
$ sudo dpkg -i ksc64_<hRASE>-<build number>_amdé4.deb

RINFITI 22 - #8211 Jopt/kaspersky/kscé4/lib/bin/setup/postinstall.pl 1< 55 - 8B 218 BN TE & 10%
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Enter 'Y' to confirm that you understand and accept the terms of the End
User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
the terms of the EULA or 'R' to view it again [N]:

Y

Enter 'Y' to confirm that you accept the terms of the Privacy Policy. You
must accept the terms and conditions of the Privacy Policy to install the
application. Entering 'Y' means that you are aware t ta will be
handled and transmitted (including to third countries) s described in the

Privacy Policy. Enter 'N' providing you do not accept the Privacy Policy
[N]:
¥y

Choose the Administration Server installation mode:
1) standard

2) Primary cluster node

3) Secondary cluster node

Enter the range number (1, 2, or 3)
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CAST(((h.nIp / 16777216) & 255) AS varchar(4)) + '.'+

CAST(((h.nIp / 65536) & 255) AS varchar(4)) + '.'+

CAST(((h.nIp / 256) & 255) AS varchar(4)) + '.'+

CAST(((h.nIp) & 255) AS varchar(4)) as strIp /* BESHOEEN 1P Uil */
FROM v_akpub_ev_event e
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oM oW

17.26:41 17.26:49 17.26:57 17.27.05

2 [« Time (Event Time) Device Logger deviceVendor deviceProduct deviceVersion

Selected Fields (5) =l 2017/01/2417:27:11MSK mikrotik_admin.avp.ru [tcp cef] Local KasperskylLab SecurityCenter 10.4.343

deviceEventClassld 2
deviceProduct 1 RAW CEF0JKasperskyl ab|SecurityCenter|10.4.343|KLSRY_HOST_STATUS_CRITICAL [Device statusis Criticalldimsg=5tatus of device 'KSC-343" changed to Critical: No security application installed. rt=1485268056 dhost=K'SC-343 dst=127.0.0.1¢c52=1093 es2L

deviceVendor 1 @2 2017j01/2417:26:41MSK mikrotik_admin.avp.ru[tcp cef] Local KasperskyLab SecurityCenter 10.4.343
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