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Microsoft Windows 10 Enterprise RS3 (Fall Creators Update, v1709) 32H| E /64H| E
Microsoft Windows 10 Education RS3 (Fall Creators Update, v1709) 32H| E /64H| E
Microsoft Windows 10 Home RS4 (April 2018 Update, 17134) 32H| E /64H| E
Microsoft Windows 10 Pro RS4 (April 2018 Update, 17134) 32H| E /64H| E

Microsoft Windows 10 Pro for Workstations RS4 (April 2018 Update, 17134) 32H| E /64H| E
Microsoft Windows 10 Enterprise RS4 (April 2018 Update, 17134) 32H| E /64H| E
Microsoft Windows 10 Education RS4 (April 2018 Update, 17134) 32H| E /64H| E
Microsoft Windows 10 Home RS5 (2018 ' 10 &) 32-bit/64-bit

Microsoft Windows 10 Pro RS5 (20183 102) 32H| £ /64H| E

Microsoft Windows 10 Pro for Workstations RS5 (2018 3 10&) 32H| E /64H| E
Microsoft Windows 10 Enterprise RS5 (20182 102) 32H| E /64H| E

Microsoft Windows 10 Education RS5 (2018'd 102) 32H| E /64H| E

Microsoft Windows 10 Home 19H132H| E /64H| E

Microsoft Windows 10 Pro 19H1 32H| E /64H| E

Microsoft Windows 10 Pro for Workstations 19H1 32H| E /64H| E

Microsoft Windows 10 Enterprise 19H1 32H| E /64H| E

Microsoft Windows 10 Education 19H132H| E /64H| E

Microsoft Windows 10 Home 19H2 32H| E /64H| E

Microsoft Windows 10 Pro 19H2 32H| E /64H| E

Microsoft Windows 10 Pro for Workstations 19H2 32H| E /64H| E

Microsoft Windows 10 Enterprise 19H2 32H| E /64H| E
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Microsoft Windows 10 Education 19H2 32H| E /64H| E

Microsoft Windows 10 Home 20H1(2020F 5& 14| 0| E) 32H| E /64H| E
Microsoft Windows 10 Pro 20H1(2020F 5& 14| 0| E) 32H| E /64H| E
Microsoft Windows 10 Enterprise 20H1(2020'4 52 | 0| E) 32H| E /64H| E
Microsoft Windows 10 Education 20H1(2020'd 53 2G| 0| £) 32H| £ /64H| &
Microsoft Windows 10 Home 20H2 (20203 10 & HIO|E) 32H| E /64H| E
Microsoft Windows 10 Pro 20H2(2020F 102 0| E) 32H| E /64H| E
Microsoft Windows 10 Enterprise 20H2(2020'3 102 Y L|0| E) 32H| E /64H| E
Microsoft Windows 10 Education 20H2 (2020'F 10 R{|0] E) 32H| E /64H| E
Microsoft Windows 10 Home 21H1(2021E 58 2T 0| E) 32H| £ /64H| E
Microsoft Windows 10 Pro 21H1 (20215 52 ®1H|O|E) 32H| E /64H| E
Microsoft Windows 10 Enterprise 21H1(20213 52 2I0| 0| E) 32H| E /64H| E
Microsoft Windows 10 Education 21H1 (20213 52 i H|0] E) 32H| E /64H| E
Microsoft Windows 10 Home 21H2(20215 108 {00 E) 32H| E /64H| E
Microsoft Windows 10 Pro 21H2(2021E 102 2T 0| E) 32H| E /64H| E
Microsoft Windows 10 Enterprise 21H2(20213 102 2 H|0|E) 32H| E /64H| E
Microsoft Windows 10 Education 21H2 (20213 102 21H|0| E) 32H| E /64H| E
Microsoft Windows 10 Home 22H2(2023'H 102 T|0| £) 32H| £ /64H| E
Microsoft Windows 10 Pro 22H2(2023'3 102 I H|O0| E) 32H| E /64H| E
Microsoft Windows 10 Enterprise 22H2(2023'3 102 €IH|0|E) 32H| E /64H| E
Microsoft Windows 10 Education 22H2(2023'F 102 20| 0| E) 32H| E /64H| E
Microsoft Windows 11Home 64H| E

Microsoft Windows 11 Pro 64H| E

Microsoft Windows 11 Enterprise 64H| E

Microsoft Windows 11 Education 64H| E

Microsoft Windows 11 22H2

Microsoft Windows 81 Pro 32H| E /64H| E

Microsoft Windows 81 Enterprise 32H| E /64H| E
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Microsoft Windows 8 Pro 32H| E /64H| E

Microsoft Windows 8 Enterprise 32H| E /64H| E

Microsoft Windows 7 Professional A{H| A 3 1 0] &f 32H| E /64H| E

Microsoft Windows 7 Enterprise/Ultimate A{H| A 2 1 0| A 32H| E /64H| E

Microsoft Windows 7 Home Basic/Premium A{H| 2 TH 1 O] A 32H| E /64H| E

Microsoft Windows XP Professional A{H| 2 2 2 32H| E /64H| E(H| E 23 0| 0| M E BT 10517810 A 2t X| &)
Microsoft Windows XP Professional A{H| 2 T 3 0] 4} 32H| E(H| E| 2 0| 0| E H £ 14.0.0.200230{ A X| &)

AHIC| = A|AEHIE Microsoft Windows XP Professional A{H| A H 3 32H|E(H|E Q|2 OO M E HH
14.00.200230{ A X[ )

Windows MultiPoint Server 2011 Standard/Premium 64H| E
Windows Server 2008 Foundation A{H| A & 2 32H| E /64H|E
Windows Server 2008 Service Pack 2(2 & 0i| C|41) 32H| E /64H| E
Windows Server 2008 R2 Datacenter A{H| A T 1 0|4} 64H| E
Windows Server 2008 R2 Enterprise A{H| A T 1 0|4} ¢4H|E
Windows Server 2008 R2 Foundation A{H|A T 1 0| A g4H| E
Windows Server 2008 R2 Core Mode A{H| A T 1 0| &} 4H|E
Windows Server 2008 R2 Standard A{H| A T 1 0] 2} 4H| E
Windows Server 2008 R2 A{H| A # 1(2= Of|C|41) 64| E
Windows Server 2012 Server Core 64H|E

Windows Server 2012 Datacenter 64H| E

Windows Server 2012 Essentials 64H| E

Windows Server 2012 Foundation 64H[ E

Windows Server 2012 Standard 64H| E

Windows Server 2012 R2 Server Core 64H| E

Windows Server 2012 R2 Datacenter 64H| E

Windows Server 2012 R2 Essentials 64H| E

Windows Server 2012 R2 Foundation 64H[ E

Windows Server 2012 R2 Standard 64H| E

Windows Server 2016 Datacenter (LTSB) 64H| E
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Windows Server 2016 Standard (LTSB) 64H| E

Windows Server 2016 Server Core(& x| &4)(LTSB) 64H| E
Windows Server 2019 Standard 64H| E

Windows Server 2019 Datacenter 64H| E

Windows Server 2019 Core 64H| E

Windows Server 2022 Standard 64H|E

Windows Server 2022 Datacenter 64H| E

Windows Server 2022 Core 64H|E

Debian GNU/Linux 10.x (Buster) 32H| E /64H| E

Debian GNU/Linux T1.x (Bullseye) 32H| E /64H| E

Debian GNU/Linux 12 (Bookworm) 32H| E /64H| E

Ubuntu Server 18.04 LTS (Bionic Beaver) 32H| E /64H| E
Ubuntu Server 20.04 LTS (Focal Fossa) 32H| E /64H| E
Ubuntu Server 22.04 LTS(Jammy Jellyfish) 64H| E

CentOS 7x 64H| E

CentOS Stream 9 64H|E

Red Hat Enterprise Linux Server 6.x 32H| E /64H| E

Red Hat Enterprise Linux Server 7x 64H| E

Red Hat Enterprise Linux Server 8.x 64H|E

Red Hat Enterprise Linux Server 9x 64H| E

SUSE Linux Enterprise Server 12(2 = A{H| A ) 64H| E
SUSE Linux Enterprise Server 15 (2= A{H| A ) 64H| E
SUSE Linux Enterprise Desktop 15 A{H| A 2 3 ARM 64H| E
openSUSE 15 64H| E

EulerOS 2.0 SP8 ARM

Astra Linux Special Edition RUSB.10015-01(2 & &I H| 0| E 1.6) 64H| E
Astra Linux Special Edition RUSB10015-01(2 & Y H|0|E 17) 645 E

Astra Linux Common Edition (& 2 C|0| E 212) 64H| E
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Astra Linux Special Edition RUSB10152-02(2 & 2{H|0| E 4.7) ARM 64H| E
ALT SP Server 10 64H| E

ALT SP Workstation 10 64H| E

ALT Server 10 64H|E

ALT Server 92 64H|E

ALT Workstation 9.2 32H| E /64H| E

ALT Workstation 10 32H| E /64H| E

ALT 8 SP Server (LKNV11100-01) 64H| E

ALT 8 SP Server (LKNV11100-02) 64H| E

ALT 8 SP Server (LKNV11100-03) 64H| E

ALT 8 SP Workstation (LKNVI1100-01) 32H| E /64H| E
ALT 8 SP Workstation (LKNVI1100-02) 32H| E /64H| E
ALT 8 SP Workstation (LKNVI1100-03) 32H| E /64H| E
Mageia 4 32H| E

Oracle Linux 7 64H| E

Oracle Linux 8 64H[E

Oracle Linux 9 64H[E

Linux Mint 20.x 64H|E

AlterOS 75 O| & 64H| E

GosLinux IC6 64H|E

RED OS 7.3 64H|E

RED OS 7.3 Server 64H| E

RED OS 7.3 Certified Edition 64H| E

ROSA COBALT 79 64H|E

ROSA CHROME 12 64H| E

macOS Big Sur (11.x)

macOS Monterey(12.x)

macOS Ventura (13.x)
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HER3 o0|MEC| E2 Intelt OHEZHX| 2 Apple Silicon(M1) OF7 | Bl X &= K| &l &l L C}.

* VVMware vSphere 6.7

e VVMware vSphere 70

e VMware vSphere 8.0

e VVMware Workstation 16 Pro

* VVMware Workstation 17 Pro

e Microsoft Hyper-V Server 2012 64H| E
e Microsoft Hyper-V Server 2012 R2 64H| E
* Microsoft Hyper-V Server 2016 64H| E
e Microsoft Hyper-V Server 2019 64H| E
* Microsoft Hyper-V Server 2022 64H| E
e Citrix XenServer 71 LTSR

e Citrix XenServer 8.x

* Parallels Desktop 17

e Oracle VM VirtualBox 6.x

e Oracle VM VirtualBox 7.x
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https://www.microsoft.com/ko-kr/download/details.aspx?id=47442
https://www.kaspersky.com/small-to-medium-business-security/downloads/endpoint

Network Agent for macOS+= O & X X|-& Kaspersky £ 0t Of = 2|7 O Mt 3474 M| & LI C.

S S = o] A =2
D 2t| = Kaspersky O =27 0| M &l &5 M
Kaspersky Security Center Linux= CIS Kaspersky O 2 2|A[0| M2 S H S A Q| Yz ot 22| E X[ & gL T,

e Kaspersky Endpoint Security for Windows 12.0 O| &H(It & A H{ X| &)

Kaspersky Endpoint Security for Linux 11.2 O] & (It & A X| <)
e Kaspersky Endpoint Security for Linux Elbrus Edition 10 O &}
* Kaspersky Endpoint Security for Linux ARM Edition 11.2 O| 4}

* Kaspersky Endpoint Security for Mac 11.3 O| &}

* Kaspersky Industrial CyberSecurity for Linux Nodes 1.3 O| &}

e Kaspersky Industrial CyberSecurity for Nodes 3.2 0| &

e Kaspersky Industrial CyberSecurity for Networks 3.2 O]

* Kaspersky Endpoint Agent 315 O] &f

* Kaspersky Embedded Systems Security for Windows 3.2 O] &f
e Kaspersky Embedded Systems Security for Linux 3.3 O &f

* Kaspersky Security for Virtualization Light Agent 5.2 O| &}
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Debian GNU/Linux 7x (7877} X|) 32H| E /64H| E

Debian GNU/Linux 8 x(Jessie) 32H| E /64H| E

Debian GNU/Linux 9x (Stretch) 32H| E /64H| E

Ubuntu Server 14.04 LTS (Trusty Tahr) 32H| E /64H| E
Ubuntu Server 1604 LTS (Xenial Xerus) 32H| E /64H| E
Ubuntu Server 18.04 LTS (Bionic Beaver) 32H| E

Ubuntu Server 20.04.04 LTS (Focal Fossa) ARM 64H| E
Ubuntu Server 2004 LTS (Focal Fossa) 32H| E

Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32H| E /64H| E
Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32H| E /64H| E
Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32H| E /64H[ E
Ubuntu Desktop 20.04 LTS (Focal Fossa) 32H| E /64H| E
CentOS 6.x (£|CH 6.6) 64H| E

CentOS 7x ARM 64H|E

CentOS 8.x 64H|E

Red Hat Enterprise Linux Server 6.x 32H| E /64H| E

SUSE Linux Enterprise Desktop 12 (2= AfH| A ) 64H| E
SUSE Linux Enterprise Desktop 15 (2= A{H| A ) ¢4H| E

SUSE Linux Enterprise Desktop 15 A{H| A T 3 ARM 64H| E

openSUSE 15 64H| E
EulerOS 2.0 SP8 ARM
Pardus OS 19164H| E

Astra Linux Special Edition 15 64H| E
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Astra Linux Special Edition RUSB10152-02(2 & 2{H|0|E 4.7) ARM 64H| E
ALT Workstation 9.2 32H| E /64H| E

ALT Workstation 10 32H| E /64H| E

ALT 8 SP Workstation (LKNV11100-01) 32H| E /64H| E
ALT 8 SP Workstation (LKNV11100-02) 32H| E /64H| E
ALT 8 SP Workstation (LKNV11100-03) 32H| E /64H| E
Mageia 4 32H| E

Linux Mint 19.x 32H| E

Linux Mint 20.x 64H| E

AlterOS 75 0| &f 64H|E

RED OS 7.3 64H| E

GosLinux IC6 64H|E

ROSA Enterprise Linux Server 7.3 64H| E

ROSA Enterprise Linux Desktop 7.3 64H| E

ROSA COBALT Workstation 7.3 64H| E

ROSA COBALT Server 7.3 64H| E

ROSA CHROME 12 64H| E

Lotos (Linux =0 H{ ™ 41950, DE: MATE) 64H[ E

G| O B H| O 2 ATH:

PostgreSQL Pangolin 64H| E

Microsoft SQL Server 2005 Express 32H| E

Microsoft SQL Server 2005(2 & 0f| C| A1) 32H| E /64H| E
Microsoft SQL Server 2008 Express 32H| E

Microsoft SQL Server 2008(= & 0| C|M) 32H| E /64H| E
Microsoft SQL Server 2008 R2 (2= Of|C| M) 4H| E

Microsoft SQL Server 2008 R2 A{H| A i 2(2 = Of| C[ ) 64H| E
Microsoft SQL Server 2012 (2= 0| C| M) 4H| E

MySQL 50 32H| E /64H| E
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MySQL Enterprise 5.0 32H| E /64H| E
MySQL Standard Edition 5.5 32H| E /64H| E
MySQL Enterprise Edition 5.5 32H| E /64H| E
MySQL Standard Edition 5.6 32H| E /64H| E
MySQL Enterprise Edition 5.6 32H| E /64H| E
MySQL Standard Edition 5.7 32H| E /64H| E
MySQL Enterprise Edition 5.7 32H| E /64H| E
MySQL 5.6 Community 32H| E /64H| E
MariaDB Galera Cluster 10.4 32H| E /64H| E
=2 K #OHA| EE LI
VMware vSphere 41

VMware vSphere 5.0

VMware vSphere 511

VMware vSphere 5.5

VMware vSphere 6

VMware vSphere 6.5

VMware Workstation 9.x

VMware Workstation 10.x

VMware Workstation 11.x

VMware Workstation 12.x Pro

VMware Workstation Pro 14

VMware Workstation Pro 15

Microsoft Hyper-V Server 2008 64H| E

Microsoft Hyper-V Server 2008 R2 64H| E

Microsoft Hyper-V Server 2008 R2 A{H| A I 1 0] &f 64H| E

Microsoft Virtual PC 2007(6.0156.0) 32H| E /64H| E

Citrix XenServer 5.6

Citrix XenServer 6.0



¢ Citrix XenServer 61

e Citrix XenServer 6.2

* Citrix XenServer 6.5

» Citrix XenServer 7

e Parallels Desktop 7

* Parallels Desktop 11

* Parallels Desktop 14

¢ Parallels Desktop 16

* Oracle VM VirtualBox 4.0.4-70112

¢ Oracle VM VirtualBox 5.x

N

[0

SHA| Q= 2 X 5! Z5HE . Kaspersky Security Center &l =& AlH
Kaspersky Security Center & =& M= Ct2 23 MH ef 22tz X| Q&L Tk

e Debian GNU/Linux 7x (787} X|) 32H| E /64H| E

 Debian GNU/Linux 8.x(Jessie) 32H| E /64H| E

* Debian GNU/Linux 9. (Stretch) 32H| E /64H| E

e Ubuntu Server 14.04 LTS (Trusty Tahr) 32H| E /64H| E

* Ubuntu Server 1604 LTS (Xenial Xerus) 32H| E /64H| E

e Ubuntu Server 20.04.04 LTS (Focal Fossa) ARM 64H|E

e Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32H| E /64H| E

 Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32H| E /64H| E

 Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32H| E /64H| E

 Ubuntu Desktop 20.04 LTS (Focal Fossa) 32H| E /64H| E

* CentOS 6x (£[Tf 6.6) 64H|E

e CentOS 7x ARM 64H|E

e CentOS7x64HE

e CentOS8x64H|E

 Red Hat Enterprise Linux Server 6.x 32H| E /64H| E
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SUSE Linux Enterprise Desktop 12 (2= A{H| A ) 64H| E
SUSE Linux Enterprise Desktop 15 (& A{H|A &) 64H| E
SUSE Linux Enterprise Desktop 15 A{H| A T 3 ARM 64H| E
openSUSE 15 64H| E

EulerOS 2.0 SP8 ARM

Pardus OS 191 64H| E

Astra Linux Special Edition 15 64H| E

Astra Linux Special Edition RUSB10152-02(2 & L 0| E 4.7) ARM 64H| E
ALT Workstation 9.2 32H| E /64H| E

ALT Workstation 10 32H| E /64H| E

ALT 8 SP Workstation (LKNV11100-01) 32H| E /64H| E

ALT 8 SP Workstation (LKNV11100-02) 32H| E /64H| E
ALT 8 SP Workstation (LKNV11100-03) 32H| E /64H| E
Mageia 4 32H| E

Linux Mint 19.x 32H| E

Linux Mint 20.x 64H[ E

AlterOS 75 O] &} 64H|E

RED OS 7.3 64H|E

GosLinux ICé 64H|E

ROSA Enterprise Linux Server 7.3 64H| E

ROSA Enterprise Linux Desktop 7.3 64H| E

ROSA COBALT Workstation 7.3 64H| E

ROSA COBALT Server 7.3 64H| E

ROSA CHROME 12 64H|E

Lotos (Linux = 0 B{ ™ 41950, DE: MATE) 64H| E

| RISHK E= 2 MM X SEE HEAIHOIEE

= =3 MKl X[ & X EE L
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Microsoft Windows Embedded POSReady 7 32H| E /64H| E

Microsoft Windows Embedded 8 Standard 32H| E /64H| E

Microsoft Windows Embedded 8 Industry Pro 32H| E /64H| E

Microsoft Windows Embedded 8 Industry Enterprise 32H| E /64H| E

Microsoft Windows Embedded 81Industry Enterprise 32H| E /64H| E

Microsoft Windows Embedded 81 Industry Update 32H| E /64H| E

Microsoft Windows 10 Home(Threshold 1,1507) 32H| E /64H| E

Microsoft Windows 10 Pro(Threshold 1,1507) 32H| E /64H| E

Microsoft Windows 10 Enterprise(Threshold 1,1507) 32H| E /64H| E

Microsoft Windows 10 Education(Threshold 1,1507) 32H| E /64H| E

Microsoft Windows 10 Mobile(Threshold 1, 1507) 32H| E

Microsoft Windows 10 Mobile Enterprise(Threshold 1,1507) 32H| £

Microsoft Windows 10 Home Threshold 2(20153 11 21 G| 0] E,161) 32H| E /64H| E
Microsoft Windows 10 Pro Threshold 2(20153 11 I 0| £,1511) 32H| E /64H| E
Microsoft Windows 10 Enterprise Threshold 2(2015F 112 2| 0| £, 1511) 32H| E /64H| E
Microsoft Windows 10 Education Threshold 2(2015'3 112 G| 0| £, 1511) 32H| E /64H| E
Microsoft Windows 10 Mobile Threshold 2(20154 112l 24| 0| E, 1511) 32H| E

Microsoft Windows 10 Mobile Enterprise Threshold 2(2015% 112 2{H|0| E,1511) 32H| E
Microsoft Windows 10 Home Rs1(Off L A 2| R{H|0| £,1607) 32H| E /64H| E
Microsoft Windows 10 Pro RS1(Oi LI H{ A1 2| & E 0| E,1607) 32H| E /64| E

Microsoft Windows 10 Enterprise RS1(Off L|B{ A 2| & H| 0] £,1607) 32H| E /64H| E
Microsoft Windows 10 Education RS1(OH LI A 2| LI 0| £, 1607) 32H| E /64H| E
Microsoft Windows 10 Mobile RS1(Of L|H{ A 2| RiH|0| £,1607) 328| £

Microsoft Windows 10 Mobile Enterprise RS1(Of L|H{ A 2| YT O] E, 1607) 32H| E
Microsoft Windows 10 Home Rs2(3 2| 0f| 0| ¥ L|O| £, 1703) 32H| E /64H| E
Microsoft Windows 10 Pro RS2(Z2| 0 0| Ef & Ef| 0| E,1703) 32H| E /64H| E

Microsoft Windows 10 Enterprise RS2(3 2| 0| O| E{ YL 0| E,1703) 32H| E /64H| E

Microsoft Windows 10 Education RS2(=2| 0| O| Ef Y LI|0| E,1703) 32H| E /64H| E
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Microsoft Windows 10 Mobile RS2(= 2| 0| O|Ef ¥ G| O| E,1703) 32H| E
Microsoft Windows 10 Mobile Enterprise RS2(Z 2| 01| 0| ¥ | 0| £, 1703) 32H| E
Microsoft Windows 10 Mobile RS3 32H| E

Microsoft Windows 10 Mobile Enterprise RS3 32H| £

Microsoft Windows 10 Mobile RS4 32H| E

Microsoft Windows 10 Mobile Enterprise RS4 32H| E

Microsoft Windows 10 Mobile RS5 32H| E

Microsoft Windows 10 Mobile Enterprise RS5 32H| £

Microsoft Windows 8(= 01) 32H| E /64H| E

Microsoft Windows 7 Professional 32H| E /64H| E

Microsoft Windows 7 Enterprise/Ultimate 32H| E /64H| E

Microsoft Windows 7 Home Basic/Premium 32H| E /64H| E
Microsoft Windows Vista Business A{H| A2 132H| E /64H| E
Microsoft Windows Vista Enterprise A{H| AT 132H| E /64H| E
Microsoft Windows Vista Ultimate AJH| AT 132H| E /64H| E
Microsoft Windows Vista Business ATH| A 2 O] A 32H| E /64H| E
Microsoft Windows Vista Enterprise A{H| A2 2 O] &f 32H| E /64H| E
Microsoft Windows Vista Ultimate A{H| A 2 O] &F 32H| E /64H| E
Microsoft Windows XP Professional A{H| A 2 32H| E /64H| E
Microsoft Windows XP Home A{H| AT 3 0|4 32H|E

Windows Essential Business Server 2008 Standard 64H| E

Windows Essential Business Server 2008 Premium 64H| E

Windows Small Business Server 2003 Standard A{H| A 132H[ E
Windows Small Business Server 2003 Premium A{H| A3 1 32H| E
Windows Small Business Server 2003 R2 Standard 32H| E

Windows Small Business Server 2003 R2 Premium 32H| E

Windows Small Business Server 2008 Standard 64H|E

Windows Small Business Server 2008 Premium 64H| E
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Windows Small Business Server 2011 Standard 64H| E
Windows Small Business Server 2011 Premium Add-on 64H| E
Windows Small Business Server 2011 Essentials 64H| £
Windows Home Server 2011 64H| E

Windows MultiPoint Server 2010 Standard 64H|E

Windows MultiPoint Server 2010 Premium 64H| E

Windows MultiPoint™ Server 2012 Standard/Premium 64H| E
Microsoft Windows 2000 Server 32H| E

Windows Server 2003 Enterprise ATH| A 2 32H| E /64H| E
Windows Server 2003 Standard A{H| A3 2 32H| E /64H| E
Windows Server 2003 R2 Enterprise A{H| AT 2 32H| E /64H|E
Windows Server 2003 R2 Standard A{H| A 2 32H| E /64H| E
Windows Server 2008 Datacenter A{H| AT 132H| E /64H|E
Windows Server 2008 Enterprise AJH| AT 132H| E /64H| E
Windows Server 2008 A{H| A2 1Server Core 32H| E /64H| E
Windows Server 2008 Standard Af 8| 22 1328| E /48| E
Windows Server 2008 Standard 32H| E /64H| E

Windows Server 2008 Enterprise 32H| E /64H| E

Windows Server 2008 Datacenter 32H| E /64H| E

Windows Server 2008 R2 Server Core 64H|E

Windows Server 2008 R2 Datacenter 64H| E

Windows Server 2008 R2 Enterprise 64H| E

Windows Server 2008 R2 Foundation 64H|E

Windows Server 2008 R2 Standard 64H| E

Windows Server 2016 Nano(& X| & 41)(CBB)

Windows Storage Server 2008 32H| E /64H| E

Windows Storage Server 2008 A{H| AT 2 64H| E

Windows Storage Server 2008 R2 64H| E
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Windows Storage Server 2012 64H| E

Windows Storage Server 2012 R2 64H| E

Windows Storage Server 2016 64H| E

Windows Storage Server 2019 64H| E

Debian GNU/Linux 9x (Stretch) 32H| E /64H| E

Debian GNU/Linux 7x (787} X|) 32H| E /64H| E

Debian GNU/Linux 8.x(Jessie) 32H| E /64H| E

Ubuntu Server 14.04 LTS (Trusty Tahr) 32H| E /64H| E
Ubuntu Server 16.04 LTS (Xenial Xerus) 32H| E /64H| E
Ubuntu Server 2004.04 LTS (Focal Fossa) ARM 64H| E
Ubuntu Desktop 14.04 LTS (Trusty Tahr) 32H| E /64H| E
Ubuntu Desktop 16.04 LTS (Xenial Xerus) 32H| E /64H| E
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ME] AIZE A S ELICE OO B 0| A 27| 7 X Z =l HIH 7| 2O ACHH, oot i 22| & & LT
MariaDB 10.4.3 O[5t A oCHH, & o2 2] HX A 7|= X|E E B 37|EEf 2F10% = LILCt.
otetojH 242 2 innodb_flush_log at_trx_commit=0S ALESH7|E HARLICE " £ 2" 4f2 MariaDB
O &t £ 0 Ml A= 0|X|7| I YL

T O 1 OO

7| 2™ O 2 SE|OFO|X Ol =2 join_cache_incremental, join_cache_hashed, join_cache_bka 7} &A%}
ZLICE Ol2{gt Ol E=0] ZH otz X| 2 % 0| 2dataof gL o,

SE/0}OIX] Y= 20] B0 LA HLISHHE 123 210] SHA|2:

1. MariaDB 220/ E 2E0|M CrE1 &2 BH S AAgL o
SELECT @@optimizer switch;
=20 Ct2 0| LBt =X| ZolstL|Ct
join_cache_incremental=on

join_cache_hashed=on
join_cache_bka=on

O] O[] L1 £L0] on O 2}, FE|D}O| X Of == 0] 2 hE LTt

Of2{gt AO| RIAHL off ¢S A= 87 Ct51 20| 5l{Of gf L Lt

b. mycnf IOl 20t 22 = F7Hek L o
optimizer_switch='join_cache_incremental=on'
optimizer_switch="join_cache_hashed=on"
optimizer_switch="join_cache_bka=on'

OH=2 9 Z join_cache_incremental, join_cache_hash S join cache_bka”} &AM S}E L Tt

Kaspersky Security Center Linux AF&= ¢/ 2t PostgreSQL = Postgres

Pro AMH 4

Kaspersky Security Center Linuxi= PostgreSQL 5! Postgres Pro DBMSE X| A2/ L|Ct SiSf DBMS & SHLEE ALE
Al, Kaspersky Security Center Linux2t2| DBMS %t 212 %| M 215t == DBMS AH D78 T 45t= 42
SHAMAIL.

-8 ot ol 7|2 BE & Jetc/postgresql/<H &> /main/postgresqgl.conf & L CF.

PostgreSQL 3! Postgres Pro0f| CHSF & O 71 ==

shared_buffers = DBMS7} A X|=l 7|7| RAM 12| 25%
RAMO[1GB O|Zt0[H 7| 2¢t& A= ELCH

e max_stack_depth = X|Cf A F7|(KB EHR| = O 4f& 222 'ulimit -s' FEH )0 A mB2| 2t Of
O = i 7+
TT = - HA

e temp buffers = 24MB

* work_mem = 16MB
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e max_connections = 151
e max_parallel workers per_gather = 0
* maintenance_work_mem = 128 MB

postgresglconf It 22 L|O|ESIO] HA A2 X80t & MH S ChA| A[ZISEALE CRA| 2ESHY A2, REA| B
LH2 2 PostgreSQL AHME ZXSHAA| 2,
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PostgreSQL %! Postgres Pro FMI B LH-E 2 PostgreSQL 3! Postgres Pro

XS oSt A K LM SHE S K RBFAA|Q.

PostgreSQL X! Postgres Pro A{H{ Df 71 4= 51 07 4= X7 21 0ff Ci ot XEM| B L& 2 Si{ Y DBMS A E M E &
REHAA| Q.

AL}2[2: PostgreSQL A{H 215

PostgreSQL MH S 215024 TLS A SAM S AE A= YL AH2g 5= R
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M% A& AL,
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openssl req -new -x509 -days 365 -nodes -text -out psql.crt -keyout psql.key -subj
"/CN=p5q1"

chmod og-rwx psql.key

Q@ 3IY | Muof Cigt ASME Y EELICE

Che HE2 A LICLCN g2 Y 22| MBE TS PostgreSQLO| A SHH= AHE XS] O| 51 K| SH
OF ZfLICH AHE X} O] &2 7| 28 2 2 postgres= A7 & LILCE

openssl req -new -x509 -days 365 -nodes -text -out postgres.crt -keyout postgres.key -
subj "/CN=postgres"

chmod og-rwx postgres.key

2fo|AHE

re
of¥

MelSE gLt
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nju
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pg_hbaconfE Ct5 1t 20| =g LIC:
hostssl all all 0.0.0.0/0 md5

pg_hbaconfli| host & A[&St= 2R E7H LSt E[0] QK| B2 K| =HRlgtL T

@ PostgreSQL 21F5AME X|dgtL|CL

C}HISE SSL o=
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postgresqlconfS Cha1t 20| =8 et L Ch(ert X key Tt
listen_addresses ="'*'

ssl = on

ssl cert file = 'psql.crt’

ssl key file = 'psql.key'

OFHISE gg| OI=

— —

postgresqlconfS Chait 20| =EE L Chert X key THL O] Lot SBIE 8 2 X[H).

listen_addresses ="'*"'

ssl = on
ssl ca _file = '<postgres.crt>'
ssl cert_file = '<psql.crt>’

ssl key file = '<psql.key>"'

PostgreSQL H| 23S CHA| A|ZHRHLICY
Che Z3E2 AL

systemctl restart postgresql-14.service

Y B MHof| chet M S22 E X|F L.

C}HISE SSL o=

DrSL L.
cd /etc/opt/kaspersky/klnagent_srv/1093/1.0.0.0/ServerFlags/
mkfile KLSRV_POSTGRES_OPT_SSL_CA

M= THA 0| M psqlert T 0| B2 E K| BT
OFH}ISE SSL O1=

ServerFlags CI2H 2|2 0| 535t0] M S 110f slf o= It S BHE LT
cd /etc/opt/kaspersky/klnagent srv/1093/1.0.0.0/ServerFlags/
mkfile KLSRV_POSTGRES_OPT_SSL_CA

mkfile KLSRV_POSTGRES_OPT_SSL_CERT

mkfile KLSRV_POSTGRES_OPT_SSL_KEY

A E oS oSt 20l ML Ch

o KLSRV_POSTGRES_OPT_SSL_CA:psqlcrt It 9| A2 & XM EfL|Ch

o

e KLSRV_POSTGRES_OPT_SSL_CERT: postgres.crt Lt &2
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o KLSRV_POSTGRES_OPT_SSL_KEY: postgreskey It 22| A2 E X|HgfL|Ct.
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postgreskeyd| 227t HRSICHH ServerFlags = [ 0f| KLSRV_POSTGRES_OPT_TLS_PASPHRASE I}

2ds U= o7|0f =S X[ gLt
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@ S B2 M MHAS ChA| AlEHEHL CH

AlLEE[2: MySQL AH| 215
MySQL MH & QIS5 TLS 015 . U=
KM ME QASAME ALEL = USLICE A ME ABAMO ES = Mot 0|E2 AM2[F = Q= CAQ| ITME

A& AL,

S el ME = MysQLOj| Cifof| Eref 8l ek ssL 2155 2+ Al &Lt
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FSS kel
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MySQLO|| Ciet EHef ssL 215 & 8ot L THAIS MHEL

1. ServerFlags C| 2 E{2| 2 0] 5510 KLSRV_MYSQL_OPT_SSL_CA At Z240j 8| g ot= mteg Bhs L Cf,
cd /etc/opt/kaspersky/klnagent_srv/1093/1.0.0.0/ServerFlags/
mkfile KLSRV_MYSQL_OPT_SSL_CA

2. KLSRV_MYSQL_OPT_SSL_CA WM 215 A(ca-certpem L) A2 S X|F g LILCH.
3. mycnf IFYO| QIS ME XL CL BIAE HEZ|0M myenf IH Y S S [mysqld] M0 CH2 25 7t
L|CF.

[mysqld]
ssl-ca="C:/mysqlCerts/ca-cert.pem"

ssl-cert="C:/mysqlCerts/server-cert.pem

ssl-key="C:/mysqlCerts/server-key.pem"

OfH}SE gg| Ol

O O o
MySQLO]l et e ssL 215 & o248 L IS [HEL

1. ServerFlags C| 2 H 2| 2 0| &510] M E2f 0] siHot= It S SHE L
cd /etc/opt/kaspersky/klnagent srv/1093/1.0.0.0/ServerFlags/
mkfile KLSRV_MYSQL_OPT_SSL_CA
mkfile KLSRV_MYSQL_OPT_SSL_CERT
mkfile KLSRV_MYSQL_OPT_SSL_KEY

2. MM E oY S Chap 20 HE LI
KLSRV_MYSQL_OPT_SSL_CA: ca-certpem It 22| A2 E X| gLt
KLSRV_MYSQL_OPT_SSL_CERT: server-cert.pem It 22| A2 £ X|FsfL|CH
KLSRV_MYSQL_OPT_SSL_KEY: server-keypem I 20| A2 S X| ™ gtL|Ct.

server-key.pem0fl 2t 7} H 2 S}CHAH ServerFlags = 5 0] KLSRV_MARIADB_OPT_TLS_PASPHRASE It 2 Tf
S o7\ Y= E AFe L C.

3. mycnf LA 0| QIS ME K| HetL|C HIAE HET[0|AM mycnf IS E 11 [mysqld] AMO| CHS =2 =7t
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[mysqld]
ssl-ca="C:/mysqlCerts/ca-cert.pem"
ssl-cert="C:/mysqlCerts/server-cert.pem"

ssl-key="C:/mysqlCerts/server-key.pem"

Kaspersky Security Center Linux & X|
O| HXt0f| A= Kaspersky Security Center LinuxS
XA

e DBMSE AX|gfL]LC}.

e Kaspersky Security Center LinuxS A X[ 7[ 70| A X 21 &&= Linux B = T T StLEE HlSH=X] 2telghL Tt
71710 A X| =l Linux B ZEHOY| Th2} file—kscé4_[version_number]_amdé4.deb HE= kscé4-

I HhA

=

[version_number]x86_64.rpm 2 X| It AS ALE 2 LTt Kaspersky Bl AIO|EO| A AX| IS CH2 2 E510] &
L|E.

Kaspersky Security Center LinuxE & X3l H L} S EHAHE L} L/L}
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= AlSHS
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1S FE Heto| A= AZ2=2 O A M B3 s AL
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2. 'kladmins' 11t Mot 2= Al ksc'E BtEL|CH AE 2 kladmins' 150 &8O 2 L|CH 1223 L2 ¥
H

H.
= TAH QB JASHYAL.
# adduser ksc
# groupadd kladmins
# gpasswd -a ksc kladmins
# usermod -g kladmins ksc
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3. Kaspersky Security Center Linux A X| & & @S L|C} Linux i Z &0 e O FH & StLt

e

e # apt install /<dZ>/ksc64 [ HT S ] amde4.deb
e # yum install /<Z&Z>/ksc64-[ HN 3 ]1.x86 64.rpm -y

4. Kaspersky Security Center Linux 742 A& grL|C},
# /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

5. & ALEA} 2LO[HIA A SFMEULA)R RIS EF g d S 810 EHA L HAET HE S JO0f EAE LI
ChE HAE MOHES 228 A4 0|2 BHE F24A| 2 18 O HAIX[7F #AIE|H CHs 4l et
Ct.
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Y= & _E
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b. 7H I E E 3| S &2l of 2= 055t 2 010 &2lot= 29 y & 2S¢

BN dFE el A MEE = O 3= 22h 828k A Y I—| Ct.
O S2IoHA| = B2 nS Y= St A| 2. Kaspersky Security Center LinuxS At
& of 2ol = 2fsHOoF & L Ct.
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6. HIAIX[ 7} A Z|H Cf
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asd A2 AHDNSO|E L= 1H IPFAE YEHTLICE 2ZH DB AX[ A|0|= 127.0.0.1 Y L|CH

b. =9 2| B SSL L E B2 QaistL|C} 7|2 X 0 2 I E 130000| AL E/L|C}

e 1~1007H| HIERIA 7|7|7} Qe 212 Y= efL Ct.
e 101~1000702| HIERIA 7|77} Q= EF 22 YHE LI

o HIERA XIZ7H100071 O] &0[2tH 35 &= LTt

d. MH|AQ| EOt 12 0|22 QUBBIAA|Q J7[2XO 2 kladmins 1E0| AFRE/L|CH
e. A8 0|5 S Y50l S el MH MH|AZ AR L CELAE 2 Y& 2ot 1F0] £o0F gLt 7|2

MO ksc AEO[ AFEE LIL.

1 AE 052 YEBHIAI A2 Y=l e 2o AF0) Hoof g LCE 7=

g Kaspersky Security Center Linux2t 274 2 &5t =& A X|ot DBMSE MEfgf LT
e MySQLO|L} MarieDBE HX|UCtH 1= Y LCh
* PostgreSQLO|L} Postgres ProS AX|UCHH 25 = efL|CH

h. GIO|E{#| O] 27} A X| & FX|2| DNS O| S O[Lf IP 5=
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i HIO[HH|O| A ZLE Mo S YHSIMA 2 O ZE= T 22| M et Siloks Bl A E UL 7| 222
Chs ZEZFALEE LI

e MySQL = MariaDB& *ZE 3306

* PostgreSQL = Postgres Pro2 L E 5432

-

_GIO[E{H|0]~ O] 5= =B LICE

=

—

k G[OJE{ H| O] & AN A0 AHESH= HIO[HH|O] A RE AFe| 201S Y=Y AL,

| CIlOJE{H| O] & M| A0 AHESH= HO[EHH|O| A RE A F2 =S YHIIHYAIL.
ME|A7FFIHE| D At 2 =2 A& [7EK] 7| CHEf L Ef

klnagent_srv

kladminserver_srv

e klactprx_srv

klwebsrv_srv

SIS A HE ST AFBXO|S T 2SS RBLICL OIS FHS A
: /opt/kaspersky/ksc64/sbin/kladduser -n ksc
<password>

otz L Che A hatof BLc
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o AMEX Y= 8L O|THO|AHL16ALE 1teh 4= Bl LT
o Y= Of2f0f Lot Rl= I8 3 37 0| 2| 2AtE ol OF gL Ch

» HZXHA-2)

e EFERH@#$B & - _1+=[1{}:"..2/\"~"()))

AHEXE7F 327+ 10 Kaspersky Security Center Linux”F A3 X| &/ LI CF

MHIA ES
CtE 38 S AFE0t0 ME| A7l S QUK =helgrLt.

e # systemctl status klnagent_srv.service

e # systemctl status kladminserver_srv.service

# systemctl status klactprx_srv.service

# systemctl status klwebsrv_srv.service

A~

=4 2 E 0| M Kaspersky Security Center Linux & X|

SH IS AIESI0 =4 BE= S AFEXL )Y 8l0| BX|Z A0 Linux & X|0f| Kaspersky Securlty Center
LinuxE AX[ = USLICE SE Do = AFEA A X o2t 5 Heh(H S ol ahol ZE e AS L
Ct.

MKl A

» DBMS(H|O|E|{H|O|A £t AJAE) EX].

* Kaspersky Security Center LinuxS & X[ 7| 7|0l M X & & = Linux Hi = £ = StLEE @ 5H=X| = elg LT

Kaspersky Security Center LinuxS &4 ZE2 A X|5t2{H
1E[E AEX f SO MA AP E O EY AR £|T AFEX} 2f0|MllA A f M| =4S O[5i5t 2, 0|0 2|5t
= 402k ofeff THAIE EEFE*'AIE

i Lt

2. 'kladmins' 1= 2| 74 & O = Al'S ksc'?t kladmins' 1 &S BHEL|CELO[E 7 St2{H 2 E A
oFo] = AEOM CH= %‘%% =AMz dAgLot
# adduser ksc
# groupadd kladmins
# gpasswd -a ksc kladmins
# usermod -g kladmins ksc

3 SE IY(TXT @42 PH=10 VARIABLE_NAME=variable value ¥4 B4+ S22 SH I HEo| &
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o
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2 ZobetL|ch S ool of2) ®ofl LI 47t =5t e|0fof L,
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INE=29)
o

AL
i

402 =03 HEZ
KLAUTOANSWERS 2+A

5. Linux Hf == ZHOf| b2t S B &E
aistL|Ct.

e # apt install /<ZBZ>/ksc64 |
e # yum install /<Z&Z>/ksc64-]

6. Kaspersky Security Center & =& 2 &

Chs des ddgLot

4 2 E 0f| A Kaspersky Security Center Linux &3

4 0]

EULA_ACCEPTED

PP_ACCEPTED

KLSRV_UNATT_SERVERADDRESS

KLSRV_UNATT_PORT_SRV

KLSRV_UNATT_PORT_SRV_SSL

KLSRV_UNATT_PORT_KLOAPI

KLSRV_UNATT_PORT_GUI

KLSRV_UNATT_NETRANGETYPE

KLSRV_UNATT_DBMS_TYPE

KLSRV_UNATT_DBMS_INSTANCE

KLSRV_UNATT_DBMS_PORT

S =4 2 E0f A Kaspersky Security Center Linux & X[ S

Al

=
K7™ B3 ] amde4.deb
HH S 1.x86_64.rpm -y
FASH ALSALE LT O| 2| SteH FE #HoH0| = A0 A
/opt/kaspersky/ksc64/sbin/kladduser -n ksc -p < &3 >, 07| S = 8K} 0] 40| O{OF BHL|CH,
1X| Al IH2H0 B 2 AR E|= SE Ip ol i
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F_ét
off XS AFEXF 2O MA AHCEMS] 1
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ghetS stolghLCt,
off WOl HE FG WA ZHE 1
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NHIPFA
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2 MEAFSO|L, 7| 2421 L U= 1.
C}, HIE Q|3 &X|7}
101~1,00071 & [ £
HERT &KX 7
0|¢;O' =3
ofl GIO[HHO| A 2| A|AE FH: mysql
MySQL(MariaDB) &= = L=
Postgres. postgres
off GO B H| O] A MH] IP F=24 P2
off GIO|HH O] A MH ZZE, 3306
MySQL(MariaDB)2| 7| 24t ce
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33062 LICt Postgres®| 7|24t 5432
2 5432 L|C}

KLSRV_UNATT_DB_NAME of CIO|E{ |02 O] B. kav

KLSRV_UNATT_DBMS_LOGIN o G| O Ef K| O] A 0f] CHSE QM| A
OFOI U= AHE XS] AHEXF O]

I:l

KLSRV_UNATT_DBMS_PASSWORD of CIl OB H{| O A 0ff THSH H M A

o] U= AFEAL| Y=,
KLSRV_UNATT_KLADMINSGROUP of MH|Ao 2ot 15 0] 8. kladmins
KLSRV_UNATT_KLSRVUSER of S el MH MH[AZ AR ksc

AZOlE AE=2
KLSRV_UNATT_KLADMINSGROUP
Bla=0f| A E 2ot g 74
= 0|0{OF BFL{L.

LS

KLSRV_UNATT_KLSVCUSER o CHE MH[AE A2 A E 0 ksc
A8
KLSRV_UNATT_KLADMINSGROUP
MO XIEE 2ot g0 74
2 0[0fOF Lt

S 22| MH 7} Kaspersky Security Center Linux 20l ZX| S AH = H{ L EICHH S D YO| TS 1k 24
H=Z LBt OF g LICE
KLFOC_UNATT_NODE off LEHTSOEE2), 1
CCL—
2
KLFOC_UNATT_STATE_SHARE_MOUNT_PATH  Of ME| SF 02 E X H.
KLFOC_UNATT_DATA_SHARE_MOUNT_PATH o HOlH 3% OF2 E K| &E.
KLFOC_UNATT_CONN_MODE of O =X SHAH AZE 2E VirtualAdapter
E=
ExternallLoadBa
KLFOC_UNATT_CONN_MODE #H==0f virtualAdapter 3{0| AUCHH SE LtA0| CHS FI7+ A4S =B 0F &
KLFOC_UNATT_CONN_MODE_VA_NAME 7he U ES{ A O ”iEf O| &
KLFOC_UNATT_CONN_MODE_VA_IPV4 Lt 7MY HEHI OHEIPFA P4
=
= ot
LEZF
KLFOC_UNATT_CONN_MODE_VA_IPV6 mg M UHEHIH-EIPv6 T IPv6 T
2L
Ct

M2 AT E QO] 288 B EO0|| M Astra Linux0il Kaspersky Security Center
Linux & X|
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0| MM 0f| A= Astra Linux Special Edition & & | X 0f| Kaspersky Security Center Linuxs & X|St= 2 S 2 Y3
L|CF.

S X .

e DBMSE AX|2fL|LCE

e Kaspersky Security Center LinuxS X[ 7| 7|0 M X[ 2 & = Linux Hi Z Ft = LS A 5H=X] =k elgf LT

* kaspersky_astra _pub_key.gpg Ol =2|70| M 7| CIR2E2E.

ksc64_[HH_HT]_amdéddeb DX LtLS AHESFLICH Kaspersky B AFO|EOA AX| It S LR 2 =810 2F
&Lk

FE HotO| /e AZL= Ol AP M e s AL

[ AN

Astra Linux Special Edition(= & £/4] 0/ £ 172) & Astra Linux Special Edition(2 & &/L/0/E 16) 2 & XA/ 0]
Kaspersky Security Center LinuxE &1 X/2} & -

1. Jetc/digsig/digsig_initramfsconf LY S S 11 Ct& AE S X| G L T
DIGSIG_ELF_MODE=1
2 JHEEUM O3 BE S 25t ==td Ti7|X| & dX|gL ok

apt install astra-digsig-oldkeys

3. 0= 20| 7|8 CIHE 2| S s Lt

mkdir -p /etc/digsig/keys/legacy/kaspersky/

4. O4Z2|7 0|4 7|2 O|F EHA|of A BHE CIE{2lof YLt

cp kaspersky astra_pub_key.gpg /etc/digsig/keys/legacy/kaspersky/

5.RAM C| A3 5 AGO|ERSLIC,
update-initramfs -u -k all
NES= =N B i=-HE e

6. kladmins' 1E1t Hot 8= A ksc'E 25 LICEH AE 2 kladmins' L& 0| £8H{0F fL|CH D 2{2{ T CHZ HE
S SAHOR HABHAIQ
# adduser ksc
# groupadd kladmins
# gpasswd -a ksc kladmins

# usermod -g kladmins ksc

7. Kaspersky Security Center Linux & X| S AaigFL|C},
# apt install /<Zd=Z>/ksc64 [HT ] amde4.deb

8. Kaspersky Security Center Linux 7t 2 A2t L|C}.
# /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl
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Cte 382 A0 ME| A7 Al SQAX| ZelgfLo.

e # systemctl status klnagent_srv.service
e # systemctl status kladminserver_srv.service
e # systemctl status klactprx_srv.service

e # systemctl status klwebsrv_srv.service

Kaspersky Security Center &l 2% A X

O MMOM &= Linux 28 MAE A&t
Center E—§O| gt ghE A | =

£ 7|70 Kaspersky Security Center & =& A|H{(Kaspersky Security
St= 8
22| A Sl pBMSE A M K|S OF g L|CF,

J
2O CHolf AFerL|C A X| T 0| Kaspersky Security Center Linux &

] 2 E 0| M Astra Linux0i| Kaspersky Security Center & 252 & X|2tCHH Astra Linux

X0 2X[= Linux BY ZEH0f| 3 5= Cf

ojo

X 0 F StLS AFEBHYAI 2.
e O|H|2t — ksc-web-console-[build_number].x86_64.deb
e RPM 7|8t & X|X| — ksc-web-console-[build_number]x86_64.rom
e ALT 8 SP — ksc-web-console-[build_number]-alt8p.x86_64.rpm

Kaspersky BIAFO|EO| A S X| IS Cr2 2 E510 5L L,

Kaspersky Security Center & 22 A 1/8/21H O}E EIAZ WfE LLY

1. Kaspersky Security Center & @& A2 7|7[0| M X[ A &= Linux B £ & 5HLIE A5t
Ct.
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2. X| B ALE Xt 20 Ml A 71|OU\‘|(EULA)E A0 BEAA 2. Kaspersky Securlty Center Linux Hf 2= 7| E0f| EULA &
AETF Qe TXT T O| SUCHH Kaspersky BIAIO|E u 0| M CH2 2 Egt o= QS L|CE 2H0[ 4l A AH[2FM 9 OF“*Oﬂ
S2[SHK| G 7400HEE|}I|O| 12 AX|SHX| DR Al 2.
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3. Kaspersky Security Center & 252 3Y A2 Mo HZst| et mef0|H 7 et El S E IFel s PhELY
Ct. O] I} O] 52 ksc-web-console-setupjson2 £ X|H S} Jetc/ksc-web-console-setupjson C| 2 E 2 0f|
B K| LI CF
A OEHIH MERY|[2 4 S RES Hoidt= SH Il o
{

"address": "127.0.0.1",

"port": 8080,

"trusted":
"127.0.0.1|13299]|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true
}

Linux ALT -2 M| X0l Kaspersky Security Center B 2&2 AX| Al, G XX 0| M ZE 80802 AHE St
02 8080 0|Q/2| EE HS = X|M{of BT}

Kaspersky Security Center &l 252 &2t rom 2X| Y 2= A OIEY 5= Ql&LCHL SH I &
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M SE It 2 ChA[ EX[5HOF 2 L Ef
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At

OF

* deb I} Y = Kaspersky Security Center &l =& & S X[otALF & 120/ =528 Ch2 HE S AT Al
Q.

$ sudo dpkg -i ksc-web-console-[build_number ].x86_64.deb

e rpm L} 2 2 Kaspersky Security Center 2l 252 AX|5l2H L3 & ci‘ = otLHE st Al 2.
$ sudo rpm -ivh --nodeps ksc-web-console-[build_number].x86_64.rpm
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$ sudo alien -i ksc-web-console-[ build_number ].x86_64.rpm
* Kaspersky Security Center &5 2| O H{H0|AM 10| =5I2H T CHE BH & StLE AASHUA|R.

o RPM7[EI 2 MK E d&d5t= 7|72 B%
$ sudo rpm -Uvh --nodeps --force ksc-web-console-[build number].x86_64.rpm

* Debian 7|2t 2 & MM & d&dot= 7|7[2] 82
$ sudo dpkg -i ksc-web-console-[build_number].x86_64.deb

24 MX| ool @fz=0| 22 L|Ch M X7} &b 2 & [W7HX] 7| CFHE L CF. Kaspersky Security Center &l 242
/var/opt/kaspersky/ksc-web-console C| | E{ 2| 0f & X| & L|Ct.

5. CH2 HE S M50 2 = Kaspersky Security Center & 25 AJH|AS CHA| A|Z S A| 2
$ sudo systemctl restart KSC*
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address": "127.0.0.1",

"port": 8080,

"defaultLangId": 1049,

"enablelLog": false,

"trusted": "127.0.0.1|13299]|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true,

"certPath": "/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer",

"webConsoleAccount"”: "Groupl:Userl",
"managementServiceAccount"”: "Groupl :User2",
"servicelWebConsoleAccount"”: "Groupl:User3",
"pluginAccount”: "Groupl : User4",
"messageQueueAccount": "Groupl : User5"
}
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25t O Ar8ot=s ZEQ| ¢
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HX O
(IEH2E 1033 ). e German: 1031

o A04: 1033
o A QI0]: 3082
o A QIO{(HA|Z): 2058

o ILZA0: 1036

o LEEZIO|(E2IE): 1046
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keyPath

webConsoleAccount

managementServiceAccount

serviceWebConsoleAccount

pluginAccount
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KSCWebConsole A{H| A7} AlSH

El= A8l ol § Lt

KSCWebConsoleManagement

MH[ A7 A= Hot 27 A
g Ol S Y LIL.

KSCSvcWebConsole AH| A S

2= A O] FYLICL

KSCWebConsolePlugin A{H|A S

2doh= A O[S YLILL

KSCWebConsoleMessageQueue

MH|AS Aotz AE 0 EY
L|Ct

CtS A& 2XHE 2L " group name : L
Of: " Groupl : User1".

w2 K| HSHK| 4 2 Kaspersky Security
YOl 7|2 O|Z Q! user_management_%u
LICF.

Chs A9 EXHE gL " group name : L
Of: " Groupl : User1".

w2 KIYSHK| 2 2™ Kaspersky Security
20| 7|2 0|2 Q! user_nodejs_%uid%(.

Ch= A EXtLE £ " group name : L
Of: " Groupl : User1".

w2 K| HSHK] 24 2™ Kaspersky Security
20| 7|2 0|52l user_svc_nodejs_%u
LICF.

Che YAol EXHE 44 " group name : L
Of: " Groupl : User1".

w2 KIYSHK| 2 2™ Kaspersky Security
20| 7|2 0|52l user_web_plugin_%u
L|C}.

Ch2 QA EXtLE ZF: " group name : L
Of: " Groupl : Userl ™.

U= XI'GSHX] g 2T Kaspersky Security
2Ol 7|2 O|Z Q! user_message_queue
2rL|C.

webConsoleAccount, managementServiceAccount, servicelWebConsoleAccount, pluginAccount,

messageQueueAccount Of7HH ==

SA[2. O L0 H S X' § 54|

2 © ™ Kaspersky Security Center

£S WA S 0| 180 7|2 0189 ALK AN S AN BILICt

H= OO T

m|2fE 2T E9)0f 2
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o= OO

RIS AL AFBXF Ol AL XL 2 H0| 22 2ot AF 0 S5H=%| Stel
9 2% MK Z200| 7|8 6ot 1

i & £ 0f| A Astra Linux0l| Kaspersky Security Center

O| MM 0f| M= Astra Linux Special Edition & & | X 0f Kaspersky Security Center &l &% AfH{(Kaspersky
Security Center &l &2&0[2t 1k )5 A X|ot= HE 0| CHsf AYerL|Cr A X| H0j| Kaspersky Security Center

Linux 5 22| At 5! DBMSE A

XIS OF Rf LT,

L A2 A

Kaspersky Security Center 2l 2 &= &X/8fc]H Lf 2 I E LS L],

1. Kaspersky Security Center 2l
Ct.

A0 M

S22 9Xg 7|70 M K| A& = Linux BYZE & StLHE A ASH=X| 20!
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2. X|E AHE A} 2FO| M A AL MEULA)S 240 2 A2 Kaspersky Security Center Linux Bl & 7| E0f| EULA &
AETQE TXT LHYO| BICHH Kaspersky HAIO|Eu 0| M T2 2 EY 5= QS LICE 2tO[ M A AH[9FA o OF2t0f|
S2[SHX| i 2 B O E2|AH 0| S AX|SHA] O A 2.

3. Kaspersky Secunty Center 2l 252 &Y &2 AH 0 HZst7| Qo ofefo|H 7t ZatE SE oS ftal

Ct. O] It O] 52 ksc-web-console-setupjson2 £ X|H St Jetc/ksc-web-console-setup.json C| 2l E 2] 0f
CIPNIEEE,
EAOEOIH MERY|2 4 S ZES Holdt= SE Tl o
{

"address": "127.0.0.1",

"port": 8080,

"trusted":
"127.0.0.1|13299|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true
¥

4. /etc/digsig/digsig_initramfs.conf It =2 S Ct2 7S X[ L Cf.

DIGSIG_ELF_MODE=1

O ocoo=

5, 3FE0|M th2 BE S Aot =g W7 (X[ S AX|gLICE

apt install astra-digsig-oldkeys

6. 0= 27|04 7|8 CIHE 2| & 25 LE,

mkdir -p /etc/digsig/keys/legacy/kaspersky/
7. Jopt/kaspersky/ksc64/share/kaspersky_astra_pub_key.gpg Ol = 2|7 0| 7| Z O™ THAO| A BHE C|2E 2
of & LICk

cp kaspersky astra_pub_key.gpg /etc/digsig/keys/legacy/kaspersky/

Kaspersky Security Center Linux Hi I 7| E0i| kaspersky_astra_pub_key.gpg OHZ 2|7 O| M 7|7} ZZ & &| O
UKX| KLCFHH https:/mediakaspersky.com/utilities/CorporateUtilities/kaspersky_astra_pub_key.gpg & 3
£ 25 LRR2EY 4 AS LI

8. RAM C|A3E M O|EfL|CL

update-initramfs -u -k all
NES= =N B i=-HE e

| E AE0M BE == Atgot0] 28 2 S Z A2 LICH Kaspersky 2 ATO|EO| A EX| TS
* Kaspersky Security Center @ @& 2 A XSt Lt & 12 0[=5t2{H Ct2 FH S AL O,
$ sudo dpkg -i ksc-web-console-[build_number ].x86_64.d

* Kaspersky Security Center 2 @Z2| O MO A 21 02{|0| =512 ™ Chx HEH S HAMSIMAI L,
$ sudo dpkg -i ksc-web-console-[build number].x86_64.deb

2 MX| ool @fzs0| Z2IL|Ch A X7} &b& & [ 77FK| 7|CF2 L C}. Kaspersky Security Center & 242
/var/opt/kaspersky/ksc -web-console C[2 E{2[0f & X[ & LT},

10. CtS HEH S M0 & & Kaspersky Security Center & =& MH|A S CRA| A|ZSHY A2
$ sudo systemctl restart KSC*

97


https://www.kaspersky.com/small-to-medium-business-security/downloads/endpoint
https://media.kaspersky.com/utilities/CorporateUtilities/kaspersky_astra_pub_key.gpg

AX7t 2t2 & H B2t X E AHE 50| Kaspersky Security Center Bl Z&2 €41 27101
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Kaspersky Security Center Linux &0 Z2X| S2{AH L 20| AX[ &=l S 2
2| A 0f| A2 &l Kaspersky Security Center &l =& A X

0| MM Of| A= Kaspersky Security Center Linux & 0f Z=X| S2{AH L0 X2 S 22| MHY HZE =
Kaspersky Security Center & =2 A{H{(0|S} Kaspersky Security Center 2 = 0| EF-I—E ehE dX5t= Y=
dH LI Lt Kaspersky Security Center &2 & X[517] T 0 Kaspersky Security Center Linux & 0ff Z=X| =2

x A H £ E 0 Kaspersky Security Center Linux &Y 22| A 2f DBMSE A K| 2FL|C}.

Kaspersky Security Center Linux & 0f =X Z2/AEH = E0f X/ = 2 Z#2] A/H0ff FZ E/= Kaspersky
Security Center & ZZ & & X/8/21H.

1. Kaspersky Security Center ! & A X|O[1EHA 2 2EHA E =3 2t L|CF,

2. 30HAS| S E Ot 01| M Kaspersky Securlty Center Linux &0 Z=X| 2 2{AF 7t Kaspersky Security Center 2l

=50 HE2L = UAEF trusted SX| Of7HH=Z XYL LICE O] Oi7HH =2 AL 442 T A4S 7HY
LICF.
"trusted": "server address|port|certificate path|server name"

trusted 2X| D740 1 245 X[FELILE

o BUME MY FA ZHYAHLEEE FHS I EX HEI{HHE UHSACHH HH| P FAE
Kaspersky Security Center Linux &0 Z=X| 22 AH FAZ AL L CH MM SHA| §UUCHH AHS S QI EfAF
EEHHMO P FAE XHRLICH

o ZU 22| MH EZE Kaspersky Security Center &l =50| S 22| MH 0| HESH= O] AHESH=
OpenAPI 2 E 2| L|CH 7| 252 13299).

o ZAHE MH QI '| S | MH 215 M= Kaspersky Security Center Linux 20§ Z=X| S 2{AH o| o
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2| M Q1SN 22 H2E XYL/ ot
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ot

HHAUHE - 0|2 7|7|= 0|5510] 2 AH 2 A I MH0f| tiet YEE =2

4
20
ol
I
Inl
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Security Center Linux & 0ff 2X| 2 2{AHE TH|St 0 i 2L 5H= X 0f| Cf ot X| £ O] 25 ZLate|0f QS LICH

AL}2] 2: Kaspersky Security Center Linux 2 0f =X 22 AE HY L
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© Kaspersky Security Center Linux & X|
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o EXT4 I ARO[ AL LinuxS &t T M. 0 MH 2= 2 HE8 4

o A e HE[ 2 S IHA[E L E AOJOf HERR R AES HSH=X] 2oty Al L.

o OJ|O|E{H|O|A 2t2| )\I AE*I(DBMS)OI U= A+ H. MariaBD Galera ClusterS DBMSZ AtE Al 0| £ @[ot H&
AFH7F H25HX| iz L.

IS

L—

rtot

ES

HE|E L E0f CHZ O E Z oLt
EOM THAIE =2 HRFEIL(C.

T
0%
Ot
rg
oA
=2
F
>t
ulu
iz
>
m
N

lu
o
o
re
[m
0kl
>t
10
HT
for
e
i
i
e
m
T
|_|-

o 2TELQO EESIEYN 272 QI8 HE[E =ETF &Y EASLICE
o HE|2 LCV X 22| S ?lof EAHL = SXIEASLILE

* Kaspersky Security Center Linux AJH| A (EE= EEAﬂ/\) = SfL} O|AtO| AT AL} AL RF7F O|57H ocr =g
M Z LICH Kaspersky Security Center Linux A{H| 2= kladminserver, kinagent, klactprx H kiwebsrv 2} L| Cf.

o HE|Z LCQt M M| AEL|X| ZF HERT HEO| STHE AL S=EAS L

Kaspersky Security Center Linux &0 ZX| S HAHE LY AMH &

100



o} Y AMH = Kaspersky Security Center Linux 20 =X| S HAHO| Hy 74 2 AQL|C}

DY ABE 632181

o ME 7ol E0] 8 AT EQ 21 MelS SEoh=A| 2oy AlL.

2.NFS MH 2% & 14
o NFS AMH HHO|M & = =0 CHel o2 AME{0f CHot AM A S 2 otsiOf L Tt
e NFSZZEZ 2 HTH 240 = 410]0{0f 2fL|C},
e Linux 22| &2~ @+ Ateh
e NFS4.0 A& A| 3190-25
o NFS41ALE Al 4.40-176
MWHEmWiH%EélN%%Mﬂﬂ@+@owWMlxﬂr“ﬂwxﬂ 2 A Ef A ER O] CH

£ 7 X[%t= Ol AFE & L|Ct CHE StL= Kaspersky Security Center Linux2| H|O|E X 2E S XM&ot=
L f Kaspersky Security Center Linux 8X|E F4dt= st 37 20 Z2E X[ LC.
2
o

sudo yum install nfs-utils

sudo mkdir -p /mnt/KlFocStateShare

sudo mkdir -p /mnt/K1lFocDataShare_klfoc

sudo chown ksc:kladmins /mnt/KlFocStateShare

sudo chown ksc:kladmins /mnt/K1lFocDataShare_klfoc

sudo chmod -R 777 /mnt/KlFocStateShare /mnt/K1lFocDataShare_klfoc
sudo sh -c "echo /mnt/KlFocStateShare *\(rw,sync,no_subtree_check,no_root_squash\) >>
/etc/exports”

sudo sh -c "echo /mnt/KlFocDataShare_klfoc *\

(rw, sync,no_subtree_check,no_root_squash\) >> /etc/exports"

sudo cat /etc/exports

sudo exportfs -a

sudo systemctl start rpcbind

sudo service nfs start

Chs @82 A5t Ats A% S 2t L

sudo systemctl enable rpcbind
4. T MH S THA| AJA R LIEL

oY M7t FH| & A} LT Kaspersky Security Center Linux &0 =X| S 2HAHE H{ZSH2{ ™ O] A|Lt2| 2 9]
FIIXEE MEAA2.

Kaspersky Security Center Linux &0l ZX| S AHE L E FH]
Kaspersky Security Center Linux 210§ XX| SHAHO| HE|E L EQIIIAIE LE A2 S F Q| AFHE &
HIgF L T

Kaspersky Security Center Linux &'0f =X /A EHE = £ 2 FH/ o} -

|

1OEQ A R AT EQY0 @7 AretS SE3t=
B L 9gd

F CfO] R E 7 K| SHOIBILICL T Cho| HFEE Hof £
K| 2 AHO| HE|E = EQF LA 2

St |_| [r_

=
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2. = EJENFS 22I0[RER XF6H e 5 ot 2 = E0f| nfs-utils T 7| X| S 2 X| gL Ct
HSH

sudo yum install nfs-utils

O s Aot g X[ = 2HE Lt

sudo mkdir -p /mnt/KlFocStateShare
sudo mkdir -p /mnt/KlFocDataShare_klfoc

BRBOIS 4BNOR YN + UK SIS CL A £
CHS B2 AR

sudo mount -t nfs -o vers=4,nolock,local_lock=none,auto,user,rw {server}:{path to
the K1lFocStateShare folder} /mnt/KlFocStateShare

sudo mount -t nfs -o vers=4,nolock,local lock=none,noauto,user,rw {server}:{path to
the K1FocDataShare klfoc folder} /mnt/KlFocDataShare klfoc

07| A {server}{path to the KlFocStateShare folder} %! {server}{path to the
K1FocDataShare_klfoc folder}= LY MHC| 57 SL 0| Ciet HER T = Y L|CH

sw =l d58ez ghiet 2 L5 85 &Aool g S S M= Lt

o

sudo umount /mnt/KlFocStateShare
sudo umount /mnt/K1FocDataShare_klfoc

CEM X EHL S® 207 XS EE g LT
sudo vi /etc/fstab
{server}:{path to the KlFocStateShare folder} /mnt/KlFocStateShare nfs
vers=4,nolock,local lock=none,auto,user,rw @ 0
{server}:{path to the KlFocDataShare klfoc folder} /mnt/KlFocDataShare_klfoc nfs
vers=4,nolock,local lock=none,noauto,user,rw @ ©

47| A {server}:{path to the KlFocStateShare folder} %! {server}{path to the
K1FocDataShare_klfoc folder}= LY MHC| S5 ZG 0| Ciet HER T = Y L|CH

F L E S D E CHA| A|ZtE L

Lt 38 = 2ot 7 2HE BN LI

mount /mnt/K1FocStateShare
mount /mnt/KlFocDataShare_klfoc

a9 =200 M AT = Qe HBH0| ksckladmins | 261 OF 2fL| T,
ChS B3-S AstLIC
sudo 1ls -la /mnt/

ZFLEEoM EX HEQS O{HEHE A SkL|C}
e

EX HERI HHE 228 HEO[ AL 7t ORH & += Qg Lt =2[H U E 3 O|HiH S ALE 5
Hoa2E 23 M =+ S AFE5I0] OfHiE S A 8otal FH oA 7HY HIERIS | |HEH S AE0H2{E H|
YA 2T EQO S AHESH0] OfRIH S TFEAA

Che & otLE =Lk

o /M HEXAT ORHE AFSE-ILILE

a ChS HECZ 22| fHH 2/0f NetworkManagerE At&35t= K| 2tQlgtL|Ct
nmcli device status

50| Ot 2h= 217t =95, 22| 0P EH S 22|5H= = NetworkManagerS T4
THAl= B X2 2HOf| o2t fE Lt
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b.Cts H 3
ip

o [0
>
o
Ot
2
o
m
i=l
o
| >
i

>
%
ot
-
A

c M 48 Z=2d3z BhsLCh
nmcli connection add type macvlan dev <=2 2HIO|~A> mode bridge ifname <7}
& OIHHO|A> ipv4.addresses <T24~ OrA3> ipva.method manual autoconnect no

o =c| UEXI OfRE = 50| HBIO| XM S AFE-fLICE O] AlLt2| 20 M= 2 I E 9f Of NetworkManager
= y|gMBtstL|C)

a. CHA QIE{ 1| O A0f| CH Bt NetworkManager 3142 AFA| 2L CF
nmcli con del <¥Z 0O|5>

0o

Chg @E 22 td QIH I 0|20 HZ0] A=A =HelgfL L.

AN

nmcli con show

b. NetworkManager.conf It 2 -2 H £l g L| Tt keyfile A M S &0} C & QIE{TH|O| A S unmanaged-devices
O 7H & =04 X| Z et LT,
[71m ]
unmanaged-devices=interface-name:<Q/ E{ I 0|A O|S>

c. NetworkManagerS CFA| A[&fgfL|CF
systemctl reload NetworkManager

Cte @Eo2 Uy el HI 0|20 22| o F 5 =helgfL o,

i R

nmcli dev status

b.2E Y S FIYLICL AEE L ES HQ M2, TA 2 L ES5 Y M= YL

c. nginx AIHO|AM 2 & S 22| AH I E(TCP 13000, UDP 13000, TCP 13291, TCP 13299, TCP 17000)E &
LICF.
L E7F FH| £ & LT Kaspersky Security Center Linux & 0ff ZX| S AE S S E A|LI2| Q9] FT+ X

xS w1,

Kaspersky Security Center Linux & 0ff Z2X| 2 2 A H L £ 0] Kaspersky
Security Center Linux A X|

spersky Security Center Linux 20l Z=X| = 2{ A E Q| I E 0] Kaspersky Security Center LinuxS

22 A YOI L|CH Kaspersky Security Center Linuxi= Kaspersky Security Center Linux & 0ff =X| =2
AHO F EEO %‘EE SRIELCEH HA HE[E =E0f OfZ2[AH0] 8 S X[ g A2 = =0 DXLtk
OfE|= S oot AlE = E B MRt

71710 DX =l Linux B ZEH0Y| Th2} file—kscé4_[version_number]_amdé4.deb EE= kscé4-
[version_number]x86_64.rpm & X| It Y-S AFE 2 LILC} Kaspersky A0 EO| Al AX| LY S CHR 2 ESH0] 2F
=

ol
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KLAdmins =0 I J&2| AFE AT 2 & = E0f| Kaspersky Security Center LinuxE & X[ 2 = Q& LI CF

7| Z(HEIE) =20 2|

]2 = £ 0ff Kaspersky Security Center LinuxZ & A/} H:

1. Kaspersky Security Center LinuxS & X[& 7|70 M X[ & =] = Linux Hi 2 S StLHE A @liSt=X] = elehL|Cf

-

O

2 HHZO0|M RE HotO| A= AE 22 O] X0l MaE FHS Mgy

3. Kaspersky Security Center Linux X[ S A L|C Linux B ZEH0Y| 2 O Y E & SHLHE AL Ch
e sudo apt install /<Zd=2>/ksc64 [ HT HZ | amde4.deb
e sudo yum install /<Zd=2>/ksc64-[ H S 1.x86_64.rpm -y

4. Kaspersky Security Center Linux 742 A& grL|C},
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

FH

5. ALE A} 2Ol A A OFM(EULA)RL 7121 | YHE 60 EYAR HAETEEE Ol #A[E L

NS
L2 HAE MOAHES 228 A0 0|2 HHS 24 A2 T8 O HAIX 7 #A|Z| B O ghs 28 e
.

I_I

a EULAO| Qltﬂ-g g_l_l O|O'|| EO|O|—:: 740 = OlE‘j_é_l'LlEl‘ EULAO| =

TY= = 'T||;
M A| 2. Kaspersky Security Center LinuxS A& 521 H EULA 2f2H0f| &

b. QI E 23| 2| of£t3 O[slstn 0|0 2|5t= 3¢ y& YL Ch 128 752 H|0|E17f7HO._|7‘
BraUH AFE 02 M| 8 MR = (M 3= Z£8h) S2/6h=s A LT 7HIE 2 g of of 2t
O 52|5HK| &= B2 n2 YHSH Al 2. Kaspersky Security Center LinuxS AFE S H 7 QIH E 22

& of 2ol 5 2[sHOF = L Ct.

6.5 2| A EX| RER 7|2 F{AF = ES WY LT
7.0AIX 7F BAIZ S B2 28-S Y LCH
a JH S Aot =22 =22 Y LT

d 2X HER/I O{YHE ALESICHE, 8l 0|55 Y H LIt

—

e =% A2 MHDNSO|EE=1HIPF
AE=QR ZE WAHMO P FAE Y etL



o W E®{3 FX|7H100074 O|40[2tH 35 i efL|Ct.
h. MH| A0 Ot 12 0|22 UASIAA| R 7|28 2 2 kladmins' 1E0| AFR E/L|C}

|71|7“0|§§ %!EJ&O:I Y e MH ME[AS AMELCE A2 Y E 20 AF0| Foiof Ltk 7|2

—

CHE MBIAS AR B 8l A8 0|55 YEotAI2 A8 2 Y= 22t AF0l Salor gLt 7| =
MO 2 ksc' AlZO[ AFEE LILE

—

L

k. Kaspersky Security Center Linux2t 274 2 S5t & A X|ot DBMSE MEf g LT

e MySQLO|Lf MariaDBE A X|UCtH 1= Y LCh

-

e PostgreSQLO|Lt Postgres Prog A X|2HCHH 25 = 2tL|Ct

L GIOIEH O] A7F F K| & ZX|2| DNS O| SO|LtIP A2 L L

m. GIOEIH|0|A ZE HS 2 Q2BIAAIQ. 0| E= ZY Pa| MH{et SAI8tE B ALRE LT 7| 250z
Che mE T AMBE LIC

* MySQL = MariaDBE 2 E 3306
* PostgreSQL = Postgres Pro& L E 5432
n. CIO|EIH|O| 2 O] S5 Y H B LIL.

o. HIO[EH| O] £ HM 201 AHESH= CIO|E B 0|2 RE AF| 21205 YHSIHAIL.

p. HIO[E{ H| O] & B A0 AHESHE HIO|HH|O]| A RE AZS| =S YA L.
MH| A7 74D Aks 2 2 AR W7HK] 7| CHE L T

* klnagent_srv
e kladminserver_srv
e klactprx_srv

e klwebsrv_srv

q &Y% 2| Ao MRt Hets HYe AES USLICEAIEA 0|0 AT E ASHBLCEAIEA Y =
I ik C

[ =
8At O|2HO|AHLE16ANS =2t eh 4= Bl5 LT

E(A| L) e E0f A%

X &= E0f Kaspersky Security Center LinuxS &1 X/ S} &

1. Kaspersky Security Center LinuxS & X[& 7|70 X[ & =] = Linux Hi 2 S StLHE A liSt=X] = elehL|Cf

-

O

2 HHSO0|M RE HotO| A= AE 22 O] X0l MaE FHS Mg
3. Kaspersky Security Center Linux X[ S A L|C Linux B ZEH0)| (2 O HE & SHLHE AL Ch
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e sudo apt install /<ZdZ>/ksc64 [H™ HS ] amde4.deb
e sudo yum install /<ZZ>/ksc64-[ HNE S ]1.x86 64.rpm -y

4. Kaspersky Security Center Linux 7+ & A2 3t L|C},
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

5. A1 ALS X} 2HO| A 0L HEULAN H I B3 YA S 90l BANQ. S AET BBS Fo| EAFLCE
(1S S|AE M IDIES HofDl AT 0|2 812 £ 2AAQ. T3 CHS BIAIXI7F EAIE|R 4 22 Y2ieL
ch
a EULA| Of2+2 9|7 0[0] Solot 4 y 2 YRABILICLEULAS O R F2 S Yol

2 of
A L. Kaspersky Security Center LinuxS AFE0F2{H EULA 40| &

b. 7§ QI & B %| 2 x| o] ofFn}

—_ _|I_%
22 3o YL of2 X

Of38f{5tl O|01| EOIOP" 4% yE YL 22E
7
= —

2 e ol HIOJE{ 7 74 17
O5t= A | L. BEgHE e of
Ol sQIoHX| = 8% ns 2 5}‘=IA|9 Kaspersky Securlty Center LinuxE A2 52 7HOIH 2 3| 58

T of2tofl 5 2fsHOF g L Ct.

=

0% ok

6.5 2| MM EX RER HE FAF L ES YL
7.0AIX|7F BAIZ B B S B X Fol tiet 22 =25 YL

Kaspersky Security Center Linux/t 22 = E0f A X| & L|CH

MHIAES
Cte 382 A0 ME| A7 Al SQIX| =ZelgfL|tf.

e systemctl status klnagent_srv.service
e systemctl status kladminserver_srv.service
e systemctl status klactprx_srv.service

e systemctl status klwebsrv_srv.service

O| M| Kaspersky Security Center Linux 204 Z=X| 2HAHE HAESIY SHZH 28I E=X|, S22 AT HHZ

ASot=Al =teld = flgLth

7A| 22| S s T K| Kaspersky Security Center Linux 20 ZX| 2 2{AHE SX[|SHAL 2 HAH & 5 ofLt
E MM e=z Z2lslor g &= ASLICE O| 4% O MMl X|H S MEMA[R CHE =HE AMESHH FOoj =X 2
HAEQF HHE MH|A E= T2MA A|75f5f71'—f§7(| FX| BRI A| 2. O 2 QIS C| OB 7t = A E == QS LTt

&K &0f TA] 2/ EHE AL S X/ of 21 H:
1. YE[E L E0| M Jopt/kaspersky/ksc64/sbin2 2 O| =2 L|Ct.
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o 2HAHE SX[SHHP LSS HH: klfoc -stopcluster --stp klfoc
o 2HAHE ARSI LSS M kl1foc -startcluster --stp klfoc

2dot= O Wef o =X SHLEIF AR E AL S X[ LI

e £ FOLIE A Eef et

—

CHE[E = E0M klfoc -stopcluster --stp klfoc HEHS ALESHO O =X 2HAHE SKX|gLICH

2. XISt = = E0| A Jopt/kaspersky/kscé4/sbin2 2 O| &2t L|Ct.

3. HHZZ 1 detach_node.sh S HASIH S2H{AHU M Y =2 22| LT
4 HEIEH - E0|A| klfoc -startcluster --stp klfoc HES ALESIO O ZX| S HAHE A|&TFLICH
5. Al #e| 2 Y S et ot

4

6. YEIE = E0| A k1foc -stopcluster --stp klfoc BHS AFESI0] ZOj X 22{AHE XL Ch

7. 9 X8t L E0{| A Jopt/kaspersky/kscé4/sbinS 2 O| & L|C}.
8. HY=2 E1 attach_node.sh FHS A S2{AH =22 HZESLICE
9. ME|E = E0| A klfoc -startcluster --stp klfoc @EHS AMESI0] MO =X| 2HAEE A|&fgrLICH

L EOF A 2elS OFX[ A YOl =X Z2HAH O AZ L.

HE XISt 2 Jste ™ Li 5 DBM s74|"*0|“'8°*tltr IﬁI’SEAr%&EDBI\AsmIEE%#?A
ko) i

e MySQL == MariaDB
e PostgreSQL == Postgres Pro
o TY 2| MH HIO|HHO]| A - 2E:

o A& Y &2 MBS dX|ot= %m%%*idal ME 22X 22 0#(E X Z203W)S AHESH0 S 22|
|E

A G| O] E{ | O] (O[5} A ] O

o =5 EfAF O Z 2| 0]M(SQL Server Management Studio §) == A3 E E S AFESH0] Bl H| O] E{H|0] A&
Eddg + ASUHCE 2 O2 Y 22| My dX] S0 0 E‘||O|Eﬂﬂ1|o| £ MH Ho|HH| o[~ 2 X|H
o == US|
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AZo| dots Foie I
Of gfLILY.

rr
bt
>
[l
rot
40
bas
o

T2AAQ. 5, Bt X

3 (=13
» = — 1

A DS A O]
To=2"T M

o

Mo Hetet Sofe

o

ot #0fl= S 2| MH S EX|SHa A ESH7| o AZof 018l 0f Sf= DBMS #otofl ot &7 & LIC

AN H

MySQL A MariaDB

MySQL = MariaDBE DBMS = MEISHCIH DBMS L& AH 2 44510 DBMSO| 2 CH= O] A0 22
@ié% SO 2LCELHOHHO|A M B2 Mot Moo daFs X ASLCHL Qs Hot2 O30t 45
L|CF.

o 27(0r A3k
o 2 2| Mt H|O|E{H| 0| A: ALL(GRANT OPTION X| 2]).
o AAHENTHH (mysql S sys): SELECT, SHOW VIEW.

* systable_exists X & = 2 A| X|: EXECUTE(MariaDB 105 O|SHE DBMSZ A& oFCHH EXECUTE #HotE £
2 EQrt Qs

o D= MR LS MY HSHPROCESS, SUPER.

A dets T got= S-0l tE AHM S L E -2 MySOL & MariaDB %21 = 2|PF DBMS AE T S H ROt A|

fo
|

S THa| A B0/ 27 et 7y

L5 DBMS A g0l F0fot #ot2 W oM S 22| AMH HIO|H S Z2IoH7[0fl S=2 LI

PostgreSQL =+ Postgres Pro

PostgreSQL &= Postgres ProE DBMSE M EiSIH postgres AHEXH7| 2 Postgres AE)E AL SHAHLE MZ2 R
Postgres 010F(O|3f Aghs MM5HY DBMSOH Hagd = UAs ||:f M B O[O E{H| O A2 24 -M 2F =1 0f| ot} Of2f
HO| AYE = Jof Hast #Hots F0{L|Ch.DBMS A Hots 74 St= Yol ot XpMer L &2
PostgreSQL = Postgres Pro 2 21 = 2|0t Al 45 ERSHYAIL

Postgres &2 Q| ot

XS Gl ol E{H[ O] 2 8 +& HIo|E{H[o] 2 48

postgres AF& Atz =7F HBHO| st  Af Fhoj Cfer #ok M
X| & LT CREATEDB.

o

02 M

-

22| AH G| O] E{Hf| O] A 0f CH
Sk ALL.

rotofy 2

OtO

A7(0re| 2= H| 0] S0l Tt
b ALL.

i OH
|'O|-

A7|0te] 2= AR A0 Bt

=2
S
.
[}

|O
o ALL.

-

[ Okl

s 22| MH HO|H =+t Aot 7+
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DBMSOf| & 25t= O AHE | = Postgres 40| S 22| AMH O
Ct.

r

WA S e M HIO[H S SR5H H
O E{H| O] A0 C o 2~ AL TS0 RLO{OF B

_E

MySQL 5! MariaDB % &S ¢ ¢f DBMS A& +d

R =B
DBMS Al 0| Zots ZEot7| Hof| LS A gs A0t YAl
122 22X AEL = A|LFHO 2O =X] =HQISHIA L.

2.MySQL == MariaDB % &= ?lot 24 S X[ gfLC.

= 2| M AX[of cHel DBMS AlE

FG B Ao S31E £/21DBMS HEE TP

o
=

ok
oot
r
n

1.DBMS A X| A| MSH 2 E A H O 2 MySQL = MariaDB Xt g2 ¢/t 2tA
2 Y2 2 LHE DBMS A E S YL LICE S 22| MH AX| =2 =05t DX == 03) 8l S 22| AH]

MH| A= Of LI DBMS A8 S AHE5H0] DBMSO| M| Agf LI CF.

HIZHS 2 DBMS Ad S d-d5ta{8 Ot HE 2 dAgLCh

/* Create a user named KSCAdmin and specify the password for KSCAdmin */

CREATE USER 'KSCAdmin' IDENTIFIED BY '< password>";

MySQL 80 O|SHS DBMSZ At Al 8li S H{ 0| A{= "Caching SHA2 25" Q152 K| {SHX| UL LICH 7| & 2l

&2 "Caching SHA2 2= "0 A "MySQL 7| & =2 HZA L T

"MySQL 7|2 &=" 2152 AH85t=DBMS AlE 2 st T Chs HE S ALt

CREATE USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql native_password BY '<password>';

» 7|ZDBMS AlF0 Chiet 2155 BEot B L5 E s dAeLth

ALTER USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql_native_password BY '<password>';

ok

3. ddet DBMS A F 0| g #ets FO - LILh

o A7|0FAHDH
o S 2| MH O O[E{H| O] A: ALL(GRANT OPTION | 2)
o AAE M H(mysql B sys): SELECT, SHOW VIEW
* systable_exists X & L2 A|X|: EXECUTE

o D= MR Ciot MY Hok PROCESS, SUPER

rin

A9 = DBMS A0 Eaot Aots RSB Chg A3 ES Al L
/* KSCAdminOf| #ob £0{ */

GRANT USAGE ON *.* TO 'KSCAdmin';

GRANT ALL ON kav.* TO 'KSCAdmin';
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GRANT SELECT, SHOW VIEW ON mysql.* TO 'KSCAdmin';

GRANT SELECT, SHOW VIEW ON sys.* TO 'KSCAdmin';

GRANT EXECUTE ON PROCEDURE sys.table_exists TO 'KSCAdmin';
GRANT PROCESS ON *.* TO 'KSCAdmin';

GRANT SUPER ON *.* TO 'KSCAdmin';

MariaDB 105 O| 515 DBMS= At& A| EXECUTE #ots RO{d 27t §iEH T Ol 23 EE
g

EXECUTE ON PROCEDURE sys.table exists TO 'KSCAdmin' BZES X |gL|Ct.

o

.DBMS A g0 R0l got 555 2248 o5 33 S A LCE

SHOW grants for 'KSCAdmin';

Ol A GRANT

.S 22| A H|o]H HﬂOIA s —’F%EE USHBU LS ATEES HYLICHO| 2T EENM SY 2|

AMH{ H|O|E{H| O] 2 O] &2 kav® LICh):

CREATE DATABASE kav

DEFAULT CHARACTER SET utf8

DEFAULT COLLATE utf8_general ci;

DBMS A E & 4d5t= 2B EN A X[got A1t 22 HO|EH| 0|2 0| F5 AFE R LI CL

—

6.5 Ate| M| dX]

X7 §AREH SY 22| M GO[HHO| A7 G0 S 2| MHE AHES 5= AS LT

PostgreSQL % Postgres Pro 2f 2= ?|ot DBMS A E 4

DBMS A 0l Zots 2Edh7| ol L5 2 S st Al 2

1L2Z X AE L2 A AE0| 201 =R =I5 AL

2. PostgreSQL X Postgres Pro 2/ 212 2|2t &td2 A X[gfL|Ct.

g e M E SXot= 5 DBMS AE (3 Y el AMH HOJHH|0|A Xts

1. PostgreSQL 5! Postgres Pro 2 &1 2 ¢|ot 2t 32 ML}

2. DBMSO]| 4 M| 25}2{ H Postgres A= AE B LILE CHE A S oLt E AHEE &= QgL th
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User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
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® ALT 8 SP — ksc-web-console-[build_number]-alt8p.x86_64.rom
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2. X|E AFE X 2O A 71|OFA‘|(EUL/-\)§ 101 24 A[ 2 Kaspersky Security Center Linux Hi{ 2 7| E.0 EULA &l
U= TXT LU 0| i CHH Kaspersky EIAIO|E e M CHR2 2 EY 4= US L T 2H0[ A A S 4=2f5}

= T M- T =

2= f S0 Kaspersky Security Center & 222 Y 2{|0|=5HX| DM A 2.

3. Kaspersky Security Center 2l @& AX|517| M0 =H|ot 2H TS AFE L CEL S It O| &2 ksc-

o -
web-console-setup.jsonO|H, It ?|X|= /etc/ksc-web-console-setup.json LIt

0
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S OHY 0| QI CFH Kaspersky Securit yCenter d2E5S Y 2| A0 HEBH| ?let Ef FOIE & 2ot
A SE Ef%‘; Ot L|CH Ot O| &2 ksc-web-console-setup.json 22 X|HSt1 Jetc Tl H 2|0 X
e
EAOREOIH MERY|2 4 W ZES Holdh= SE Tl o
{
"address": "127.0.0.1",
"port": 8080,
"trusted":
"127.0.0.1|13299|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",
"acceptEula": true
}

Kaspersky Security Center Linux &0 £X| 2 2{AH L0 X[ & & 22| B0 34 = Kaspersky

Security Center &l @& 2 & 12f|0| =52 ¥ S E T 0| A Kaspersky Security Center Linux & 0ff &=X| 224
A E{ 7t Kaspersky Security Center & 250 2 Z25tE £ 5 83t= AME2|sh= AX| Ot2t0|HE X[ gL Tt Of
D7 =0 2 X1 L2 O 2 A8 7F L T

"trusted": "server address|port|certificate path|server name"

trusted &X[ 070 14 @45 A JEfLIC
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Kaspersky Security Center Linux &0 =X| 2HAE FAZ2 AFESIL|CH M A S| UAUCHH AR SOl EFAL
EEHAMO| P FAE XYL L

o ZU 22| MH EZE Kaspersky Security Center &l =50| S 22| MH 0| HE 5= O] AHESH=
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O|E1 X Z A 0f M Kaspersky Security Center & 255 A X|ot= HX| 2 Q1SN ItY S SAFRELICH X%k il
2| M QISMel 24 ZE2E K| P2 L L.
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$ sudo rpm -Uvh --nodeps --force ksc-web-console-[build number].x86_64.rpm
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$ sudo dpkg -i ksc-web-console-[build_number].x86_64.deb
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5. C+S B S UH50] 2 Kaspersky Security Center 2 =& MH| A5 ChA A|ZHSHIAI2:
$ sudo systemctl restart KSC*

JYO|E7} 2 E|H HetRME AHESHY Kaspersky Security Center 2l F&2 G0 21019 o= QIEFL|CH

M AZEQ0] 2t © E0f A Astra LinuxO| Kaspersky Security Center
225 gagols

O] 20l AM-= Astra Linux Special Edition & & M| Al| 0| A Kaspersky Security Center 2 &% A{H{(Kaspersky
Security Center & Z&0|2t1k ghE 2 12 0|=5= R Of CHo 2 HerL| o,

Kaspersky Security Center &/ ZZ= 2/ 170/ =3} & L}E EHAE L5 L/C]
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1. Kaspersky Security Center 2l &2 2 120|=& 7[7[0| M X[ & St= Linux Hi =2 A& 5H=X|
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Kt 2ol A Ak MEULA)E A0 2 A| 2. Kaspersky Security Center Linux B 2 7| E 0| EULA &
= TXT Lt Y O] SUCHH Kaspersky HAO|E v 0| CtR2 2 E2h o= JESL|CE 2fO[ Al A AH9FM 2 =215t
M AX| It S AFESH0] Kaspersky Security Center Bl 25 & 2180/ E5HX| O A 2.

3. Kaspersky Security Center & & E% AX|SH7| Mof ZH|ot S E I 2 A Bé“—l Ct S ot 0| 52 ksc-
web-console-setupjsonO|H, It Y 2| X| = /etc/ksc-web-console-setup.json ) L| Ct.

SE IHY0| BICHH Kaspersky Security Center & A 2ES Y A2 MB{ 0| HASHY| ot D20 H 2 ZEts}
= M SE oS OrEL|CE 0} 0] 52 ksc-web-console-setupjson2 2 X| Y5t fetc C| 2 E{2|0ff K& 2fL
Ct.
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{

"address": "127.0.0.1",

"port": 8080,

"trusted":
"127.0.0.1|13299|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true
}
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